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Public Works and Government Services
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RETURN BIDS TO:

RETOURNER LES SOUMISSIONS A:
Bid Receiving - PWGSC / Réception des
soumissions - TPSGC

11 Laurier St./ 11, rueLaurier

Place du Portage, Phasel 11

Core0A1/ Noyau 0A1

Gatineau, Québec K 1A 0S5

Bid Fax: (819) 997-9776

REQUEST FOR PROPOSAL
DEMANDE DE PROPOSITION

Proposal To: Public Works and Government
Services Canada

We hereby offer to sell to Her Majesty the Queen in right
of Canada, in accordance with the terms and conditions
set out herein, referred to herein or attached hereto, the
goods, services, and construction listed herein and on any
attached sheets at the price(s) set out therefor.

Proposition aux: Travaux Publics et Services
Gouvernementaux Canada

Nous offrons par la présente de vendre a Sa Majesté la
Reine du chef du Canada, aux conditions énoncées ou
incluses par référence dans la présente et aux annexes
ci-jointes, les biens, services et construction énumérés

ici sur toute feuille ci-annexée, au(x) prix indiqué(s).
Comments - Commentaires
THISREQUIREMENT CONTAINS A SECURITY
REQUIREMENT - SEE PART 6.

Vendor/Firm Name and Address
Raison sociale et adresse du
fournisseur/de I'entrepreneur

Issuing Office - Bureau de distribution

Business Management and Consulting Services Division /
Division des services de gestion des affaires et de
consultation

11 Laurier St./ 11, rue Laurier

10C1, Place du Portage

Gatineau, Québec K1A 0S5

[ L |

Canada

Title - Sujet
PCI CONSULTANT
Solicitation No. - N° de l'invitation Date

EN891-121307/B 2012-04-04

Client Reference No. - N° de référence du client
20121307

GETS Reference No. - N° de référence de SEAG
PW-$$7G-406-24295

File No. - N° de dossier CCC No./N° CCC - FMS No./N° VME

406z9.EN891-121307

Solicitation Closes - L'invitation prend fin| Time Zone

Fuseau horaire
at-a 02:00 PM Eastern Standard Time

on - le 2012-05-15 EST

F.O.B.-F.AB.
Plant-Usine: D Destination: Other-Autre: D

Address Enquiries to: - Adresser toutes questions a:
Harrington, Ingrid

Buyer Id - Id de I'acheteur
40629

Telephone No. - N° de téléphone
(819) 956-3201 ( )

FAX No. - N° de FAX
(819) 956-2675

Destination - of Goods, Services, and Construction:
Destination - des biens, services et construction:

Specified Herein
Précisé dans les présentes

Instructions: See Herein

Instructions: Voir aux présentes

Delivery Required - Livraison exigée Delivery Offered - Livraison proposée

See Herein

Vendor/Firm Name and Address
Raison sociale et adresse du fournisseur/de I'entrepreneur

Telephone No. - N° de téléphone
Facsimile No. - N° de télécopieur

Name and title of person authorized to sign on behalf of Vendor/Firm
(type or print)

Nom et titre de la personne autorisée a signer au nom du fournisseur/
de I'entrepreneur (taper ou écrire en caractéres d'imprimerie)

Signature Date
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PART 1 - GENERAL INFORMATION

1. Introduction

The bid solicitation is divided into seven parts plus attachments and annexes, as follows:
Part 1 General Information: provides a general description of the requirement;

Part 2 Bidder Instructions: provides the instructions, clauses and conditions applicable to the bid
solicitation ;

Part 3 Bid Preparation Instructions: provides bidders with instructions on how to prepare their bid;

Part 4 Evaluation Procedures and Basis of Selection: indicates how the evaluation will be conducted, the
evaluation criteria that must be addressed in the bid, if applicable, and the basis of selection;

Part 5 Certifications: includes the certifications to be provided,;

Part 6 Security, Financial and Other Requirements: includes specific requirements that must be
addressed by bidders; and

Part 7 Resulting Contract Clauses: includes the clauses and conditions that will apply to any resulting
contract.

The Attachments include Pricing Schedule, Technical and Financial Criteria, Certifications Precedent to
Contract Award, Certifications Required with the Bid.

And

The Annexes include the Statement of Work, Basis of Payment, Security Requirements Check List and
Task Authorization Form.

2. Summary

2.1 The Receiver General (RG) requires the advice and knowledge transfer of a Contractor that has an in-
depth understanding of the Payment Card Industry Data Security Standards (PCl DSS) best practices.
While individual requirements will be specified in each Task Authorization (TA) the RG requires qualified
resources to provide the following services on an as and when requested basis.

The qualified resources will be required to:

* Provide an in-depth review of departmental business flows and security controls to provide PCI
compliance audit readiness and ultimately, ensure each federal department is either fully PCI DSS
compliant or has a clear timeline for compliancy;

* Ensure knowledge to oversee the PCI project is transferred to the RG PCI project office and
governance body; and

* Provide guidance in the effective establishment and management of competitive contractual
arrangements to obtain the services of a Qualified Security Assessor (QSA), an Approved Scanning
Vendor (ASV) and / or the acquisition of PCI DSS tools.
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The Contractor’s work will take place primarily at the Contractor’s premises. Certain meetings will be
conducted in person at the Receiver General's headquarters in the National Capital Region (NCR) or at
department’s locations.

The period of the Contract will be two (2) years commencing from date of contract with an irrevocable
option, on the part of Canada, to extend the Contract by up to two (2) additional one (1) year periods,
under the same terms and conditions of the Contract.

There is a security requirement associated with this requirement. Bidder’s are reminded to obtain the
required security clearance promptly. Please refer to Part 6, Security Requirements, Part 7, Resulting
Contract Clauses Security Requirement and Annex C Security Requirements Checklist and its associated
attachment. Bidders who currently do not meet the facility security clearance requirements and (or)
personnel security clearance are advised to initiate the security clearance process immediately by

requesting sponsorship from the Contracting Authority.

For any inquiries concerning any security requirements, bidders should contact CISD at 1-866-368-4646,
or (613) 948-4176 in the National Capital Region (NCR), CISD Website: http://ssi-iss.tpsgc-pwgsc.gc.ca/.

3. Debriefings

After contract award, bidders may request a debriefing on the results of the bid solicitation process.
Bidders should make the request to the Contracting Authority within 15 working days of receipt of the

results of the bid solicitation process. The debriefing may be in writing, by telephone or in person.

4. Prohibition to Bid on Future Related Requirement

The Contractor, during and after the period of performance of the Contract agrees that it and its parent,
subsidiaries or other affiliates, and its subcontractors must not bid on the future solicitation to contract the
services of a Qualified Security Assessor (QSA) and Approved Scanning Vendor (ASV), and must not
participate as an agent, subcontractor or consultant in the preparation of any other Bidder's tender or

proposal for such requirement.

PART 2 - BIDDER INSTRUCTIONS
1. Standard Instructions, Clauses and Conditions

All instructions, clauses and conditions identified in the bid solicitation by number, date and title are set out
in the Standard Acquisition Clauses and Conditions
(http://ccua-sacc.tpsgc-pwgsc.gc.ca/pub/acho-eng.jsp)Manual issued by Public Works and Government
Services Canada.

Bidders who submit a bid agree to be bound by the instructions, clauses and conditions of the bid
solicitation and accept the clauses and conditions of the resulting contract.

The 2003 (2011-05-16), Standard Instructions - Goods or Services - Competitive Requirements, are
incorporated by reference into and form part of the bid solicitation, with the following modification:
subsection 1. (a) and (b) of Section 12, Rejection of Bid, must be replaced with the following:

1. Canada may reject a bid where any of the following circumstances is present:
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(a) the Bidder is subject to a Vendor Performance Corrective Measure, under the Vendor
Performance Corrective Measure Policy, which renders the Bidder ineligible to bid on the
requirement;

(b) an employee, or subcontractor included as part of the bid, is subject to a Vendor Performance
Corrective Measure, under the Vendor Performance Corrective Measure Policy, which would
render that employee or subcontractor ineligible to bid on the requirement, or the portion of the

requirement the employee or subcontractor is to perform.

Subsection 5.4 of 2003, Standard Instructions - Goods or Services - Competitive Requirements, is
amended as follows:

Delete: sixty (60) days
Insert: One hundred and twenty (120) calendar days

2. Submission of Bids

Bids must be submitted only to Public Works and Government Services Canada (PWGSC) Bid Receiving
Unit by the date, time and place indicated on page 1 of the bid solicitation. Bids transmitted to PWGSC by
electronic mail will not be accepted.

Due to the nature of the bid solicitation, bids transmitted by facsimile to PWGSC will not be accepted.
3. Enquiries - Bid Solicitation

All enquiries must be submitted in writing to the Contracting Authority no later than fifteen (15) calendar
days before the bid closing date. Enquiries received after that time may not be answered.

Bidders should reference as accurately as possible the numbered item of the bid solicitation to which the
enquiry relates. Care should be taken by bidders to explain each question in sufficient detail in order to
enable Canada to provide an accurate answer. Technical enquiries that are of a proprietary nature must
be clearly marked "proprietary” at each relevant item. Items identified as “proprietary” will be treated as
such except where Canada determines that the enquiry is not of a proprietary nature. Canada may edit
the questions or may request that the Bidder do so, so that the proprietary nature of the question is
eliminated, and the enquiry can be answered with copies to all bidders. Enquiries not submitted in a form
that can be distributed to all bidders may not be answered by Canada.

4, Applicable Laws

Any resulting contract must be interpreted and governed, and the relations between the parties
determined, by the laws in force in the province of Ontario.

Bidders may, at their discretion, substitute the applicable laws of a Canadian province or territory of their
choice without affecting the validity of their bid, by deleting the name of the Canadian province or territory

specified and inserting the name of the Canadian province or territory of their choice. If no change is
made, it acknowledges that the applicable laws specified are acceptable to the bidders.

5. Basis for Canada's Ownership of Intellectual Property

Canada has determined that any intellectual property rights arising from the performance of the Work
under the resulting contract will belong to Canada, on the following grounds:
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. where the material developed or produced consists of material subject to copyright, with the

exception of computer software and all documentation pertaining to that software

6. Improvement of Requirement During Solicitation Period

Should bidders consider that any or all of the security requirements in the Information Technology Security
Requirements Technical Document in the attachment to Annex C SRCL, contained in the bid solicitation,
could preclude them from meeting the security requirements and therefore affect their ability to bid,
bidders are invited to provide comments, in writing, to the Contracting Authority named in the bid
solicitation. Bidders must clearly explain what would preclude them from bidding. Comments will be given
consideration provided they are submitted to the Contracting Authority at least fifteen (15) days before the

bid closing date. Canada will have the right to accept or reject any or all suggestions.
PART 3 - BID PREPARATION INSTRUCTIONS

1. Bid Preparation Instructions

Canada requests that bidders provide their bid in separately bound sections as follows:

Section I Technical Bid (4 hard copies);
Section Il Financial Bid (1 hard copy); and
Section IlI: Certifications (1 hard copy).

Prices must appear in the financial bid only. No prices must be indicated in any other section of the bid.
Canada requests that bidders follow the format instructions described below in the preparation of their bid:

€) use 8.5 x 11 inch (216 mm x 279 mm) paper; and
(b) use a humbering system that corresponds to the bid solicitation.

In April 2006, Canada issued a policy directing federal departments and agencies to take the necessary
steps to incorporate environmental considerations into the procurement process Policy on Green

Procurement (http://www.tpsgc-pwgsc.gc.ca/ecologisation-greening/achats-procurement/politique-policy-eng.html ).

To assist Canada in reaching its objectives, bidders are encouraged to:

1) use paper containing fibre certified as originating from a sustainably-managed forest and/or
containing minimum 30% recycled content; and

2) use an environmentally-preferable format including black and white printing instead of colour
printing, printing double sided/duplex, using staples or clips instead of cerlox, duotangs or

binders.
Section I: Technical Bid
In their technical bid, bidders should demonstrate their understanding of the requirements contained in the

bid solicitation and explain how they will meet these requirements. Bidders should demonstrate their
capability and describe their approach in a thorough, concise and clear manner for carrying out the work.
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The technical bid should address clearly and in sufficient depth the points that are subject to the
evaluation criteria against which the bid will be evaluated. Simply repeating the statement contained in the
bid solicitation is not sufficient. In order to facilitate the evaluation of the bid, Canada requests that bidders
address and present topics in the order of the evaluation criteria under the same headings. To avoid
duplication, bidders may refer to different sections of their bids by identifying the specific paragraph and

page number where the subject topic has already been addressed.

Part 4, Evaluation Procedures, contains additional instructions that bidders should consider when
preparing their technical bid.
Section Il: Financial Bid

1.1 Bidders must submit their financial bid in Canadian funds and in accordance with the pricing
schedule detailed in Attachment 1 to Part 3. The total amount of Goods and Services Tax (GST) or
Harmonized Sales Tax (HST) must be shown separately, as applicable.

1.2 Bidders must submit their rates FOB destination; Canadian customs duties and excise taxes
included, as applicable; and GST or HST excluded.

1.3 When preparing their financial bid, bidders should review the basis of payment in Annex B and
clause 1.2, Financial Evaluation, of Part 4.

1.4 The rates included in the pricing schedule detailed in Attachment 1 to Part 3 exclude the total

estimated cost of all travel and living expenses that may need to be incurred for Work described in Part 7,
Resulting Contract Clauses, of the bid solicitation required to be performed outside the National Capital
Region (NCR). The NCR is defined in the National Capital Act, R.S.C. 1985, c. N-4, S.2. The National

Capital Act is available on the Justice Website: http://laws.justice.gc.ca/eng/acts/N-4 /"

15 Bidders should include the following information in their financial bid:

1. Their legal name;
2. Their Procurement Business Number (PBN); and

3. The name of the contact person (including this person’s mailing address, phone and facsimile
numbers and email address) authorized by the Bidder to enter into communications with
Canada with regards to:

a. their bid; and
b. any contract that may result from their bid.

1.6 SACC Manual Clauses
C3011T (2010-01-11) Exchange rate Fluctuation
Section lll: Certifications

In Section Ill, Bidders should include the certifications required under Part 5.

Part - Partie 2 of -de 2 / Page 7 of - de 33
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ATTACHMENT 1 to PART 3
PRICING SCHEDULE

The Bidder should complete this pricing schedule and include it in its financial bid once completed. As a
minimum, the Bidder must respond to this pricing schedule by including in its financial bid for each of the
periods specified below its quoted all inclusive fixed hourly rate (in Cdn $) for each of the resource
categories identified.

The inclusion of volumetric data in this document does not represent a commitment by Canada that
Canada’s future usage of the services described in the bid solicitation will be consistent with this data.

The rates specified below, when quoted by the Bidder, include the total estimated cost of all travel and
living expenses that may need to be incurred for:

a.  work described in Part 7, Resulting Contract Clauses, of the bid solicitation required to be
performed within the National Capital Region (NCR). The NCR is defined in the National Capital

Act, R.S.C. 1985, c. N-4, S.2. The National Capital Act is available on the Justice Website:
http://laws.justice.gc.ca/eng/acts/N-4/ ;

b. travel between the successful bidder’s place of business and the NCR; and
C. the relocation of resources

to satisfy the terms of any resulting contract. These expenses cannot be charged directly and separately
from the professional fees to any contract that may result from the bid solicitation.

PERIOD / CATEGORY QUOTED
ALL-INCLUSIVE | Volumetric Total
FIXED HOURLY Data (in Cdn $)
RATE (estimated
(in Cdn $) hours)

A B C=AxB

1 Contract Period: Year 1 and Year 2

1la | Senior PCI Advisor 1500

1b | PCI Advisor 1500

Total Contract Period:

2 Optional Period - Year 3 and Year 4

2a | Senior PCI Advisor 1500
2b | PCI Advisor 1500

Total Optional Period:
3 Evaluated Price (GST/HST excluded): $

(i.e.,, sumof: Total Contract Period + Total Optional Period )

4 GST or HST GST:
Insert GST or HST amount, as applicable: HST:
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PART 4 - EVALUATION PROCEDURES AND BASIS OF SELECTION
1. Evaluation Procedures

€) Bids will be assessed in accordance with the entire requirement of the bid solicitation including the
technical and financial evaluation criteria.

(b) An evaluation team composed of representatives of Canada will evaluate the bids.

1.1 Technical Evaluation

1.1.1 Mandatory Technical Criteria

Refer to Attachment 1 to Part 4.

1.1.2 Point Rated Technical Criteria

Refer to Attachment 1 to Part 4. Point-rated technical criteria not addressed will be given a score of zero.

1.2 Financial Evaluation

1.2.1 The volumetric data included in the pricing schedule detailed in Attachment 1 to Part 3 are
provided for bid evaluated price determination purposes only. They are not to be considered as a contract
guarantee.

1.2.2  For bid evaluation and contractor(s) selection purposes only, the evaluated price of a bid will be
determined in accordance with the Pricing Schedule detailed in Attachment 1 to Part 3.

2. Basis of Selection
21 Basis of Selection - Lowest Evaluated Price Per Point
1. To be declared responsive, a bid must:
(a) comply with all the requirements of the bid solicitation;
(b) meet all the mandatory evaluation criteria; and
(c) obtain the required minimum number of points specified in Attachment 1 to Part 4 for the

point rated technical criteria.

2. Bids not meeting (a) or (b) or (c) will be declared non-responsive. Neither the responsive bid
obtaining the highest number of points nor the one with the lowest evaluated price will necessarily be
accepted.

3. The evaluated price per point of a responsive bid will be determined by dividing its evaluated price
by the overall score it obtained for all the point rated technical criteria detailed in Attachment 1 to Part 4.

Part - Partie 2 of -de 2 / Page 9 of - de 33
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4, The responsive bid with the lowest evaluated price per point will be recommended for award of a

contract. In the event two or more responsive bids have the same lowest evaluated price per point, the
responsive bid that obtained the highest overall score for all point rated technical criteria, detailed in
Attachment 1 to Part 4, will be recommended for award of a contract.
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ATTACHMENT 1 to PART 4
TECHNICAL CRITERIA

1.1.1 Mandatory Technical Criteria

The bid must meet the mandatory technical criteria specified below. The Bidder must provide the
necessary documentation to support compliance with this requirement.

Bids which fail to meet the mandatory technical criteria will be declared non-responsive. Each mandatory
technical criterion should be addressed separately.

Mandatory Technical Criteria (MT)

For the purpose of the mandatory technical criteria the experience of the Bidder will be considered.

Number

Mandatory Technical Criterion

Bid Preparation Instructions

MT1

At bid closing, the Bidder must have possessed
the following certifications for at least four (4)
years:

*Qualified Security Assessor (QSA)
certification, qualified by the PCI Security
Standards Council to ensure employees assess
compliance to the PCI DSS Standard;

AND

* Approved Scanning Vendor (ASV)
certification, qualified by the PCI Security
Standards Council to ensure employees perform
vulnerability scans of Internet facing
environments of merchants and service
providers.

The Bidder should include copies of
these certifications with their bid.

MT2

At bid closing, the Bidder must have acquired,
within the last 5 years, experiencein providing
resources, to clients exterior to the Bidder's
own organization, that have experiencein
conducting:

*PCl advisory related activities, as defined in
the Statement of Work, in the area of
policy/procedure, risks, information security,
PCI audits, compensating controls and
strategies for fraud prevention.

The Bidder must include their
company's history and demonstrate
relevant experience by submitting the
following for each project of similar
quality/quantity:

*The name and a brief description of
the project and for whom; and

*The duration of the project including
start and end dates. (must be
chronologically indicated in
years/months, e.g. May 2009 to
March 2010)
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MT3

The Bidder must propose a Senior PCI Advisor
who meets the following:

At bid closing, the proposed Senior PCI
Advisor must have completed a bachelor's
degreein the field of Finance, Accounting,
Administration, Information Technology,
Security or equivalent and must have acquired
five (5) years of full-time professiona work
experience, within the last 10 years, conducting
PCI Analysisrelated activities, as defined in the
Statement of Work, in at least four (4) of the
following areas:

*Policy/procedure,

*Risk,

e|nformation Security,

*PCl| audits,

*Compensating Contrals, or

e Strategies for fraud prevention.

OR

The proposed Senior PCI Advisor must have
acquired seven (7) years of full-time
professional work experience, within the last 10
years, conducting PCI Analysis related
activities, as defined in the Statement of Work,
in at least four (4) of the following areas:

*Policy/procedure,

*Risk,

*|nformation Security,

*PCl Audits

*Compensating Controls, or

e Strategies for fraud prevention.

Experience:

For the purpose of resource qualifications,
experience gained during formal education will
not be considered work experience. All
requirements for work experience must be
obtained in awork environment as opposed to
an educational setting. Co-op terms are
considered work experience provided that they
are related to the required services. Listing

The Bidder must provide the name of
the proposed resource, including:

*Relevant work/project experience;
*|_anguage capabilities; and
*Relevant academic attainments of
the proposed resource in relation to
the requirements.

The Bidder must demonstrate the
experience of the Senior PCI Advisor
by submitting information including
the following for each relevant
acquired experience.

*The name and a brief description of
the project and for whom;

*The duration of the project including
start and end dates. (must be
chronologically indicated in
years/months, e.g. May 2005 to
March 2006)

*How the Senior PCI Advisor meets
the educational requirement listed;
and

*\Where and when the proposed
candidate acquired education.
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experience without providing any supporting
information describing where, when and how
such experience was obtained will result in the
experience not being included for evaluation
purposes.

For evaluation purposes.

*\Where means the name of the employer as
well as the position/title held by the individual;
*\When means the start date and end date (e.g.
from January 2008 to March 2009) of the
period during which the individual acquired the
qualification/experience; and

*How means a clear description of the activities
performed and the responsibilities assigned to
the individual under this position and during
this period.

Furthermore, Bidders are advised that the
month(s) of experience listed for aproject in
which the time frame overlaps that of another
referenced project for the same named
Resource must only be counted once.

For example: Project #1 time frameis July
2008 to December 2008; Project #2 time frame
is October 2008 to January 2009; the total
months of experience for these two project
references is seven (7) months.

MT4

The Bidder must propose two (2) PCI Advisors
who meet the following:

At bid closing, the proposed PCl Advisors must
have completed a bachelor's degree in the field
of Accounting, Commerce, Business
Administration, Information Technology,
Security or equivalent and must have acquired
five (5) years of full-time professional work
experience, within the last 10 years, conducting
PCI related activities, as defined in the
Statement of Work, in the at least two (2) of the
following:

*Risks;
*PCl audits;
*Compensating controls; or

The Bidder must provide the name of
the proposed resources including:

*Relevant work/project experience;
*|_anguage capabilities; and
*Relevant academic attainments of
the proposed resourcein relation to
the requirements.

The Bidder must demonstrate the
experience of the PCI Advisors by
submitting information including the
following for each relevant acquired
project experience:

*The name and a brief description of
the project and for whom; and
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*Financial analysis,. *The duration of the project including
start and end dates. (must be
OR chronologically indicated in

years/months, e.g. May 2008 to
The proposed PCI Advisors must have acquired | March 2009).

seven (7) years of full-time professional work
experience, within the last 10 years, conducting | The Bidder must include the

PCI related activities, as defined in the following:

Statement of Work, in the at least two (2) of the

following: *How the PCI Advisors meet the
educational requirements listed; and

*Risks; *\Where and when the proposed

*PCl Audits; candidate acquired education.

*Compensating controls; or
*Financial analysis.

Experience:

For the purpose of resource qualifications,
experience gained during formal education will
not be considered work experience. All
requirements for work experience must be
obtained in awork environment as opposed to
an educational setting. Co-op terms are
considered work experience provided that they
are related to the required services. Listing
experience without providing any supporting
information describing where, when and how
such experience was obtained will result in the
experience not being included for evaluation
purposes.

For evaluation purposes:

*\Where means the name of the employer as
well as the position/title held by the individual;
*\When means the start date and end date (e.g.
from January 2008 to March 2009) of the
period during which the individual acquired the
qualification/experience; and

*How means a clear description of the activities
performed and the responsibilities assigned to
the individual under this position and during
this period.

Furthermore, Bidders are advised that the
month(s) of experience listed for aproject in
which the time frame overlaps that of another
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referenced project for the same named
Resource must only be counted once.

For example: Project #1 time frameis July
2008 to December 2008; Project #2 time frame
is October 2008 to January 2009; the total
months of experience for these two project
references is seven (7) months.

1.1.2 Point Rated Technical Criteria

Bids which meet all the mandatory technical criteria will be evaluated and scored as specified in the tables

inserted below

Bids which fail to obtain the required minimum number of points specified will be declared
non-responsive. Each point rated technical criterion should be addressed separately.

Point Rated Technical Criteria (RT) and Scores Required Maximum
Minimum Number of
Number of Points
Points
(70%)
RT1 Experience and Qualification 210 300
Understanding of Government Business and
RT2 Technical Environment 252 360
Overall Score 462 660

Point Rated Technical Criteria (RT) Rating Scheme

The rating scheme 0to 10 will be assigned to the Bidder’s response as detailed below.

Rating Description

0=0% Unsatisfactory response, rated area not addressed, bid response does not meet the
rated area.

3=30% Unsatisfactory response, rated area is partially addressed but bidder's response does
not meet the rated area.

5 = 50% Rated area is partially addressed and response meet the rated area.

7=70% Rated area is satisfactorily addressed, bidder's response meets the rated area

10 = 100% Superior response, rated area is dealt with in-depth, bidder's response more than
satisfies the rated area.
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Point Rated Technical Criteria (RT)

For the purpose of the point rated technical criteria specified below the experience of the Bidder will be

considered.
Number Point Rated Technical Criterion Bid Preparation Weighting (Points)
Instructions

RT1 Experience and Qualification: Total 300 Points

PCI Services and Solutions See rating scheme
table above.

RT1.1 The Bidder should demonstrate that Total 200 Points
the Senior PCI Advisor has obtained
its experience from past projects in
the areas identified under RT1.1.
*Providing analyses and strategic 50 points
advice on PCI DSS requirements; _
*Developing and implementing a 50 points
strategy of Fraud Prevention; .
*Training, support and knowledge 50 points
transfer; and 50 points
*Developing and implementing PCI
policy/procedures.

RT1.2 The Bidder should provide: The Bidder should Total 100 Points

a) the description; and
b) size

of one (1) industry with which the
Bidder has performed PCI
remediation and assurance services
within the last three (3) years. Only
one (1) project will be evaluated.

a) Description:

*Public Sector organization;
*Multi jurisdictional,

*Complexity of IT and integrated
sites;

*Multiple lines of business

b) Size measured by number of
workstations:

*QOver 1,000 workstations
Between:

*500 and 999 workstations
*401 and 500 workstations

provide a reference
name, address, current
telephone and facsimile
number and/or an e-mail
identification for the one
(1) project cited.

Maximum 50 Points
11 Points
13 Points
13 Points

13 Points

Maximum 50 Points

50 Points

35 Points
25 Points
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*301 and 400 workstations 20 Points
*201 and 300 workstations 15 Points
¢101 and 200 workstations éOPZi?':?sts
®1 and 100 workstations

RT2 Understanding of Government Total 360 Points
Business, Technical Environment
and Approach. See rating scheme

table above.

RT2.1 The Bidder should explain the The Bidder should Maximum 200 Points
rationale of their approach in provide their
providing the PCI service. This understanding of
should include the following: government business,

the diverse technical

* Understanding of the Government | environment, the 50 Points
diverse line of business; potential problem areas .
e Understanding of the Government | &nd their ability to 50 Points
technical and financial architecture; address each situation ,
* Identifying relevant information identified under RT2.1. 50 Points
security measures and internal
control over financial reporting; and .
® Tailoring PCI DSS assessments to S0 Points
the Government business process,
including appropriate application of
compensating controls.

RT2.2 The Bidder should demonstrate their | The Bidder should Maximum 160 Points

understanding of the requirements by
providing a Risk Management Plan
that addresses the following:

*|dentifying relevant constraints;

*|dentifying foreseeable relevant
risks;

*Providing relevant consequences
and probabilities of the risks identified
above; and

*Proposing relevant risk mitigation
strategies for the risks identified
above.

provide a Risk
Management Plan that
addresses each item
identified under RT2.2.

*5 constraints: 8
points per each
constraint, maximum
40 points

*5 risks: 8 points per
each risk, maximum
40 points

*5 consequences: 6
points each, and 5
probabilities: 2 points
each (maximum 40
points)

5 strategies: 8
points per each
strategy (maximum
40 points)

Part - Partie 2 of - de 2 / Page 17 of - de 33




Solicitation No. - N° de l'invitation Amd. No. - N° de la modif. Buyer ID - Id de I'acheteur

EN891-121307/B 40629
Client Ref. No. - N° de réf. du client File No. - N° du dossier CCC No./N° CCC - FMS No/ N° VME
20121307 406zgEN891-121307

PART 5 - CERTIFICATIONS

Bidders must provide the required certifications to be awarded a contract. Canada will declare a bid non-
responsive if the required certifications are not completed and submitted as requested. Bidders should
provide the required certifications in Section Il of their bid.

Compliance with the certifications bidders provide to Canada is subject to verification by Canada during
the bid evaluation period (before award of a contract) and after award of a contract. The Contracting
Authority will have the right to ask for additional information to verify bidders' compliance with the
certifications before award of a contract. The bid will be declared non-responsive if any certification made
by the Bidder is untrue, whether made knowingly or unknowingly. Failure to comply with the certifications
or to comply with the request of the Contracting Authority for additional information will also render the bid
non-responsive.

1. Certifications Precedent to Contract Award

The certifications included in Attachment 1 to Part 5, Certifications Precedent to Contract Award, should
be completed and submitted with the bid, but may be submitted afterwards. If any of these required
certifications is not completed and submitted as requested, the Contracting Authority will so inform the
Bidder and provide the Bidder with a time frame within which to meet the requirement. Failure to comply
with the request of the Contracting Authority and meet the requirement within that time period will render
the bid non-responsive.
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1.1

ATTACHMENT 1 to PART 5
CERTIFICATIONS PRECEDENT TO CONTRACT AWARD

Federal Contractors Program

1.1.1 Federal Contractors Program - $200,000 or more

1. The Federal Contractors Program (ECP) requires that some suppliers, including a supplier who is a

3.

member of a joint venture, bidding for federal government contracts, valued at $200,000 or more
(including all applicable taxes), make a formal commitment to implement employment equity. This is
a condition precedent to contract award. If the Bidder is subject to the FCP or, if the Bidder is a joint
venture and if any of the members of the joint venture is subject to the FCP, evidence of the
commitment made by the Bidder or by each member of the joint venture who is subject to the FCP

must be provided by the Bidder before the award of any contract resulting from the bid solicitation.

Suppliers who have been declared ineligible contractors by Human Resources and Skills
Development Canada (HRSDC) are no longer eligible to receive government contracts over the
threshold for solicitation of bids as set out in the Government Contracts Regulations. Suppliers may
be declared ineligible contractors either, as a result of a finding of non-compliance by HRSDC, or,
following their voluntary withdrawal from the FCP for a reason other than the reduction of their
workforce to less than 100 employees. Any bids from ineligible contractors, including a bid from a
joint venture that has a member who is an ineligible contractor, will be declared non-responsive.

The Bidder or, if the Bidder is a joint venture, any of the members of the joint venture who does not fall
within the exceptions enumerated in 3.a or b below or does not have a valid certificate number
confirming its adherence to the FCP must fax (819-953- 8768) a copy of the signed form LAB 1168,
Certificate of Commitment to Implement Employment Equity, to the Labour Branch of HRSDC.

The Bidder or, if the Bidder is a joint venture, the member of the joint venture certifies its status with
the FCP, as follows:

The Bidder or the member of the joint venture

a () is not subject to the FCP, having a workforce of less than 100 permanent full-time,
permanent part-time and/or temporary employees having worked 12 weeks or more in Canada;

b. ( ) is not subject to the FCP, being a regulated employer under the Employment Equity Act,
S.C. 1995, c. 44;

C. () issubject to the requirements of the FCP, having a workforce of 100 or more permanent
full-time, permanent part-time and/or temporary employees having worked 12 weeks or more in
Canada, but has not previously obtained a certificate number from HRSDC (having not bid on
requirements of $200,000 or more), in which case a duly signed certificate of commitment is

attached;
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d. ( ) is subjectto the FCP, has not been declared an ineligible contractor by HRSDC, and has a
valid certificate number as follows: .
Further information on the FCP is available on the HRSDC Web site.

1.2 Former Public Servants Certification

Contracts with former public servants (FPS) in receipt of a pension or of a lump sum payment must bear
the closest public scrutiny and reflect fairness in spending public funds. In order to comply with Treasury
Board policies and directives on contracts with FPS, bidders must provide the information required below.

Definitions
For the purposes of this clause,

"former public servant" is any former member of a department as defined in the Financial Administration
Act, R.S. , 1985, c. F-11, a former member of the Canadian Armed Forces or a former member of the
Royal Canadian Mounted Police. A former public servant may be:

a) an individual;

b) an individual who has incorporated;

¢) a partnership made of former public servants; or

d) a sole proprietorship or entity where the affected individual has a controlling or major interest in the
entity.

"lump sum payment period" means the period measured in weeks of salary, for which payment has been
made to facilitate the transition to retirement or to other employment as a result of the implementation of
various programs to reduce the Public Service. The lump sum payment period does not include the period
of severance pay, which is measured in a like manner.

"pension” means, in the context of the fee abatement formula, a pension or annual allowance paid under
the Public Service Superannuation Act (PSSA), R.S., 1985, c. P-36, and any increases paid pursuant to
the Supplementary Retirement Benefits Act, R.S., 1985, c. S-24 as it affects the PSSA. It does not
include pensions payable pursuant to the Canadian Forces Superannuation Act, R.S., 1985, c. C-17, the
Defence Services Pension Continuation Act, 1970, c. D-3, the Royal Canadian Mounted Police Pension
Continuation Act , 1970, c. R-10, and the Royal Canadian Mounted Police Superannuation Act, R.S.,
1985, c. R-11, the Members of Parliament Retiring Allowances Act , R.S., 1985, c. M-5, and that portion of
pension payable to the Canada Pension Plan Act, R.S., 1985, c. C-8.

Former Public Servant in Receipt of a Pension
Is the Bidder a FPS in receipt of a pension as defined above ? YES( ) NO( )

If so, the Bidder must provide the following information:

a) name of former public servant; and
b) date of termination of employment or retirement from the Public Service.
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Work Force Reduction Program

Is the Bidder a FPS who received a lump sum payment pursuant to the terms of a work force reduction
program? YES( ) NO( )

If so, the Bidder must provide the following information:

a) name of former public servant;

b) conditions of the lump sum payment incentive;

c¢) date of termination of employment;

d) amount of lump sum payment;

e) rate of pay on which lump sum payment is based;

f) period of lump sum payment including start date, end date and number of weeks; and

g) number and amount (professional fees) of other contracts subject to the restrictions of a work force
reduction program.

For all contracts awarded during the lump sum payment period, the total amount of fees that may be paid
to a FPS who received a lump sum payment is $5,000, including Goods and Services Tax or Harmonized
Sales Tax.

Certification

By submitting a bid, the Bidder certifies that the information submitted by the Bidder in response to the
above requirements is accurate and complete.

1.3 Status and Availability of Resources

The Bidder certifies that, should it be awarded a contract as a result of the bid solicitation, every individual
proposed in its bid will be available to perform the Work as required by Canada's representatives and at
the time specified in the bid solicitation or agreed to with Canada's representatives. If for reasons beyond
its control, the Bidder is unable to provide the services of an individual named in its bid, the Bidder may
propose a substitute with similar qualifications and experience. The Bidder must advise the Contracting
Authority of the reason for the substitution and provide the name, qualifications and experience of the
proposed replacement. For the purposes of this clause, only the following reasons will be considered as
beyond the control of the Bidder: death, sickness, maternity and parental leave, retirement, resignation,
dismissal for cause or termination of an agreement for default.

If the Bidder has proposed any individual who is not an employee of the Bidder, the Bidder certifies that it
has the permission from that individual to propose his/her services in relation to the Work to be performed
and to submit his/her résumé to Canada. The Bidder must, upon request from the Contracting Authority,
provide a written confirmation, signed by the individual, of the permission given to the Bidder and of
his/her availability.

1.4 Education and Experience

The Bidder certifies that all the information provided in the résumés and supporting material submitted
with its bid, particularly the information pertaining to education, achievements, experience and work
history, has been verified by the Bidder to be true and accurate. Furthermore, the Bidder warrants that
every individual proposed by the Bidder for the requirement is capable of performing the Work described
in the resulting contract.
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PART 6 - SECURITY REQUIREMENTS

1.

Security Requirement
Before award of a contract, the following conditions must be met:

(a) the Bidder must hold a valid organization security clearance as indicated in Part 7 -
Resulting Contract Clauses;

(b) the Bidder's proposed individuals requiring access to classified or protected information,
assets or sensitive work site(s) must meet the security requirement as indicated in Part 7
- Resulting Contract Clauses; and

(c) the Bidder must provide the name of all individuals who will require access to classified or
protected information, assets or sensitive work sites.

Bidders are reminded to obtain the required security clearance promptly. Any delay in the award
of a contract to allow the successful bidder to obtain the required clearance will be at the entire
discretion of the Contracting Authority.

For additional information on security requirements, bidders should consult the “Security
Requirements for PWGSC Bid Solicitations - Instructions for Bidders”
(http:/lwww.tpsgc-pwgsc.gc.ca/app-acq/lc-pl/ic-pl-eng.html#a31) document on the Departmental
Standard Procurement Documents Website.
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PART 7 - RESULTING CONTRACT CLAUSES

The following clauses and conditions apply to and form part of any contract resulting from the bid
solicitation.

1.

Statement of Work

The Contractor must perform the Work in accordance with the Statement of Work in Annex A.

1.1

1.2

121

1.2.2

1.2.2a)

1.2.2b)

1.2.2¢)

1.2.2d)

1.2.2e)

1.2.3

1231

Destination of Services

Public Works and Government Services Canada
Accounting, Banking and Compensation Branch
Banking Arrangements Directorate
Place du Portage, Phase Ill, 15A2

11 Laurier Street, Gatineau, Quebec - K1A 0S5
Task Authorization

Work described at Annex A, Statement of Work, will be performed under the Contract on an “as
and when requested basis”.

With respect to the Work mentioned under paragraph 1.2.1 of this clause,

an obligation will come into force only when the Contractor receives a Task Authorization (TA),
inclusive of any revisions, authorized and issued in accordance with this clause, and only to the
extent designated in the authorized TA;

the TA Authority and limit will be determined in accordance with paragraph 1.2.3 of this clause;

the Contractor must not commence work until a TA, inclusive of any revisions, has been
authorized and issued in accordance with the Contract. The Contractor acknowledges that work
performed before a TA, inclusive of any revisions, has been authorized and issued in accordance
with the Contract will be done at the Contractor’s own risk and expense;

the task description, inclusive of any revisions, included in an authorized TA must fall within the
scope of the Statement of Work, in Annex A; and

the TA, inclusive of any revisions, will be authorized under the Contract through the use of Annex
D, Task Authorization Form. An authorized TA is a completed Annex D signed by the TA
Authority.

TA Authority and Limit

The Project Authority may authorize individual TAs, inclusive of any revisions, the sole applicable
Contract basis of payment of which is Limitation of Expenditure up to a limit of $75,000.00, GST
or HST extra. Any TA the total value of which would exceed that limit or any revision to a
previously authorized TA that would increase the TA total value above that limit, or any revision to
a previously authorized TA the applicable Contract basis of payment of which is firm lot price must

be authorized by the Contracting Authority before issuance to the Contractor.
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1.2.3.2 The authority specified under paragraph 1.2.3.1 of this clause is granted subject to the sum
specified in the Contract under clause 6.2 Limitation of Expenditure - Cumulative Total of all
authorized TAs, not being exceeded.

1.2.4. TA Process

1.2.4.1 For each task or revision of a previously authorized task, the Project Authority will provide the

Contractor with a request to perform a task prepared using Annex D Task Authorization Form,
containing as a minimum;

1. the task or revised task description of the Work required, including:

i. the details of the activities or revised activities to be performed;

ii. a description of the deliverables or revised deliverables to be submitted; and

iii. a schedule or revised schedule indicating completion dates for the major activities or
submission dates for the deliverables, or both, as applicable;

2. the Contract security requirements applicable to the task or revised task;
3. the Contract basis (bases) of payment applicable to the task or revised task; and

4. the Contract method(s) of payment applicable to the task or revised task and, as applicable, the
associated schedule of milestones.

1.2.4.2 Within five (5) calendar days of its receipt of the request, the Contractor must provide the Project
Authority with a signed and dated response prepared and submitted using the TA form received
from the Project Authority, containing as a minimum:

1. the total estimated cost proposed for performing the task or, as applicable, revised task;

2. a breakdown of that cost in accordance with Annex B, to be provided, as applicable, per
milestone contained in the Schedule of Milestones ; and

3. for each resource proposed by the Contractor for the performance of the Work required:
i. the name of the proposed resource; and
ii. a demonstration that the proposed resource meets:
a. the Contract security requirements (1.2.4.1.2 above); and
b. Contractor Resource Requirements, SOW 4.0.

1.2.4.3 TA Authorization
1.2.4.3.1 The TA Authority will authorize the TA based on:

1. the request submitted to the Contractor pursuant to paragraph 1.2.4.1 above;
2. the Contractor’'s response received, submitted pursuant to paragraph 1.2.4.2 above; and

3. the agreed total estimated cost for performing the task or, as applicable, revised task and
the breakdown of that cost per milestone contained in the Schedule of Milestones.
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1.2.4.3.2 The TA Authority will authorize the TA provided each resource proposed by the Contractor for
the performance of the Work required meets all the requirements specified under paragraph
1.2.4.2.3 above.

1.2.4.4 The authorized TA will be issued to the Contractor by email (as an email attachment in PDF
format).

1.2.5 Minimum Work Guarantee - All the Work - Authorized TAs

1251

* "Maximum Contract Value" means the sum specified in Contract clause 6.2 Limitation of Expenditure -
Cumulative Total of All Authorized TAs; and

*  "Minimum Contract Value" means 1% of the Maximum Contract Value.

1.2.5.2 Canada's obligation under the Contract is to request Work in the amount of the Minimum Contract
Value or, at Canada's option, to pay the Contractor at the end of the Contract in accordance with
paragraph 1.2.5.3 of this clause. In consideration of such obligation, the Contractor agrees to stand in
readiness throughout the Contract period to perform the Work. Canada's maximum liability for Work
requested in authorized TAs, performed by the Contractor and accepted by Canada must not exceed the

Maximum Contract Value, unless an increase is authorized in writing by the Contracting Authority.

1.2.5.3 In the event that Canada does not request Work in the amount of the Minimum Contract Value
during the period of the Contract, Canada must pay the Contractor the difference between the Minimum
Contract Value and the cost of the Work requested in authorized TAs, performed by the Contractor and

accepted by Canada.

1.2.5.4 Canada will have no obligation to the Contractor under this clause if Canada terminates the
Contract in whole or in part for default.

1.2.6 Periodic Usage Reports - Contracts with TAs

1.2.6.1 The Contractor must compile and maintain detailed and current data on its performance of Work
required and requested under TAs (inclusive of any revisions) authorized and issued under the Contract.

1.2.6.2 No later than 15 calendar days after the end of each of the reporting periods below, the Contractor
must submit to the Contracting Authority and Project Authority a periodic usage report containing, in an
electronic spreadsheet (such as MSOffice Excel), the data elements specified in paragraphs 1.2.6.3 and
1.2.6.4 below in the order they are presented. Where at the end of a reporting period, no changes are
required to be made to the data contained in the periodic usage report submitted for the previous period,
the Contractor must submit a “NIL” report to the Contracting Authority and Project Authority.

The reporting periods are defined as follows:

1st quarter: April 1 to June 30;

2nd quarter: July 1 to September 30;

3rd quarter: October 1 to December 31; and
4th quarter: January 1 to March 31.
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1.2.6.3 For each TA authorized and issued under the Contract, the data must contain the following data
elements in the order presented:

® the TA number appearing on the TA form;
* the date the task was authorized appearing on the TA form;
* the total estimated cost of the task (GST/HSTextra) before any revisions appearing on the TA form;
¢ the following information appearing on the TA form must be included for each authorized revision,
starting with revision 1, than 2, etc.:
® the TA revision number;
® the date the revision to the task was authorized;
* the authorized increase or decrease (GST/HSTextra);
* the total estimated cost of the task (GST/HST extra) after authorization of the revision;
* the total cost incurred for the task (as last revised, as applicable), GST/HST extra;
* the total cost incurred and invoiced for the task (as last revised, as applicable), GST/HST extra;
® the GST/HST total amount invoiced;
® the total amount paid, GST/HST included;
* the start and completion date of the task (as last revised, as applicable); and

* the active status (i.e., the percentage of the work completed) of the task (as last revised, as
applicable) with an explanation (as applicable).

1.2.6.4 For all TAs authorized and issued under the Contract, the data must contain the following data
elements in the order presented:

* the sum (GST/HSTextra) specified in clause 6.2 Limitation of Expenditure - Cumulative Total of all
Authorized TAs of the Contract (as last amended, if applicable.);

* the total cost incurred for all authorized tasks inclusive of any revisions, GST/HST extra;

® the total cost incurred and invoiced for all authorized tasks inclusive of any revisions, GST/HST extra;

* the GST/HST total amount invoiced for all authorized tasks inclusive of any revisions; and

* the total amount paid for all authorized tasks inclusive of any revisions, GST/HST extra.

2. Standard Clauses and Conditions

All clauses and conditions identified in the Contract by number, date and title are set out in the Standard
Acquisition Clauses and Conditions Manual (http://ccua-sacc.tpsge-pwgsc.ge.cal/pub/acho-eng.jsp) issued by
Public Works and Government Services Canada.

2.1 General Conditions

2035 (2011-05-16), General Conditions - Higher Complexity - Services, apply to and form part of the
Contract.

2.2 Supplemental General Conditions

4008 (2008-12-12), apply to and form part of the Contract.
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3. Security Requirement

1. The Contractor must, at all times during the performance of the Contract, hold a valid Facility

Security Clearance at the level of SECRET, with approved Document Safeguarding at the level of
Protected B, issued by the Canadian Industrial Security Directorate (CISD), Public Works and
Government Services Canada (PWGSC).

2. The Contractor personnel requiring access to CLASSIFIED information, assets or sensitive work
site(s) must EACH hold a valid personnel security screening at the level of SECRET, granted or approved
by the CISD, PWGSC.

3. The Contractor MUST NOT utilize its Information Technology systems to electronically process,
produce or store any sensitive CLASSIFIED information until CISD/PWGSC has issued written approval.
After approval has been granted, these tasks may be performed at the level of Protected B.

4, Subcontracts which contain security requirements are NOT to be awarded without the prior written
permission of CISD/PWGSC.

5. The Contractor must comply with the provisions of the:
(a) Security Requirements Check List and security guide (if applicable), attached at Annex C;
(b) Industrial Security Manual (Latest Edition).

4, Term of Contract

4.1 Period of the Contract
The period of the Contract will be two (2) years commencing from date of contract.

4.2 Option to Extend the Contract

The Contractor grants to Canada the irrevocable option to extend the term of the Contract by up to two (2)
additional one (1) year period(s) under the same conditions. The Contractor agrees that, during the
extended period of the Contract, it will be paid in accordance with the applicable provisions as set out in
the Basis of Payment.

Canada may exercise this option at any time by sending a written notice to the Contractor at least thirty
(30) calendar days before the expiry date of the Contract. The option may only be exercised by the
Contracting Authority, and will be evidenced for administrative purposes only, through a contract
amendment.
5. Authorities
51 Contracting Authority
The Contracting Authority for the Contract is:

Ingrid Harrington, Supply Specialist

Public Works and Government Services Canada

Acquisitions Branch
Business Management and Consulting Services Division
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Place du Portage, Phase Ill, 10C1

11 Laurier Street, Gatineau, Quebec - K1A 0S5
Telephone: 819-956-3201

Facsimile: 819-956-2675

E-mail address: ingrid.harrington@tpsgc-pwgsc.gc.ca

The Contracting Authority is responsible for the management of the Contract and any changes to the
Contract must be authorized in writing by the Contracting Authority. The Contractor must not perform
work in excess of or outside the scope of the Contract based on verbal or written requests or instructions
from anybody other than the Contracting Authority.

5.2 Project Authority

The Project Authority for the Contract is:

To be determined at Contract Award.

The Project Authority is the representative of the department or agency for whom the Work is being
carried out under the Contract and is responsible for all matters concerning the technical content of the
Work under the Contract. Technical matters may be discussed with the Project Authority; however, the
Project Authority has no authority to authorize changes to the scope of the Work. Changes to the scope
of the Work can only be made through a contract amendment issued by the Contracting Authority.

5.3 Contractor's Representative

To be determined at Contract Award.
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6. Payment

6.1 Basis of Payment

a) Firm Lot Price TA

When the applicable basis of payment specified in a TA authorized and issued under the Contract is firm
lot price, in consideration of the Contractor satisfactorily completing all of its obligations under the
authorized TA, the Contractor will be paid the firm lot price stipulated in the authorized TA, as determined
in accordance with the basis of payment cost elements in Annex B. Customs duties are included and
Goods and Services Tax or Harmonized Sales Tax is extra, if applicable.

Canada will not pay the Contractor for any design changes, modifications or interpretations of the Work
specified in the authorized TA, unless they have been authorized, in writing, by the Contracting Authority
before their incorporation into the Work specified in the authorized TA.

b) TA subject to a Limitation of Expenditure

When the basis of payment specified in a TA authorized and issued under the Contract is limitation of
expenditure, the Contractor will be reimbursed for the costs reasonably and properly incurred in the

performance of the Work specified in the authorized TA, as determined in accordance with the basis of
payment cost elements, in Annex B, to the limitation of expenditure specified in the authorized TA.

Canada's total liability to the Contractor under the authorized TA must not exceed the limitation of
expenditure specified in the authorized TA. Customs duties are included and Goods and Services Tax or

Harmonized Sales Tax is extra, if applicable.

No increase in the liability of Canada or in the price of the Work specified in the authorized TA resulting
from any design changes, modifications or interpretations of the Work specified in the authorized TA will
be authorized or paid to the Contractor unless these design changes, modifications or interpretations have
been authorized, in writing, by the TA Authority before their incorporation into the Work specified in the
authorized TA. The Contractor must not perform any work or provide any service that would result in
Canada's total liability being exceeded before obtaining the written authorization of the TA Authority. The
Contractor must notify the TA Authority in writing as to the adequacy of this sum:

(a) when it is 75 percent committed, or
(b) four (4) months before the final delivery date specified in the authorized TA, or
(c) as soon as the Contractor considers that the authorized TA funds are inadequate for the

completion of the Work specified in the authorized TA,
whichever comes first.
If the notification is for inadequate authorized TA funds, the Contractor must provide to the TA Authority, a

written estimate for the additional funds required. Provision of such information by the Contractor does not
increase Canada's liability.
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6.2 Canada’s Total Liability - Limitation of Expenditure - Cumulative Total of all Authorized
TAs

1. Canada's total liability to the Contractor under the Contract for all authorized TAs, inclusive of any
revisions, must not exceed the sum of $ . (insert amount at contract award) Customs
duties are included, and the Goods and Services Tax or Harmonized Sales Tax is extra, if
applicable.

2. No increase in the total liability of Canada will be authorized or paid to the Contractor unless an
increase has been approved, in writing, by the Contracting Authority.

3. The Contractor must notify the Contracting Authority, in writing, as to the adequacy of this sum:
(a) when it is 75 percent committed, or
(b) four (4) months before the Contract expiry date, or
(c) as soon as the Contractor considers that the sum is inadequate for the completion of the

Work required and requested in all authorized TAs, inclusive of any revisions.
whichever comes first.
4. If the notification is for inadequate contract funds, the Contractor must provide to the Contracting
Authority a written estimate for the additional funds required. Provision of such information by the

Contractor does not increase Canada'’s liability.

6.3 Method of Payment

6.3.1 Methods of Payment - Authorized TA

One, several or all of the following methods of payment will form part of the authorized TA:
For the Work specified in an authorized firm lot price TA:

1) Single Payment

Canada will pay the Contractor upon completion and delivery of the Work in accordance with the payment
provisions of the Contract if:

a) an accurate and complete invoice and any other documents required by the Contract have been
submitted in accordance with the invoicing instructions provided in the Contract;

b) all such documents have been verified by Canada,;
c) the Work delivered has been accepted by Canada.
OR

2) Milestone Payments

Canada will make milestone payments in accordance with the Schedule of Milestones detailed in the
Contract and the payment provisions of the Contract if:
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a) an accurate and completed claim for payment using PWGSC-TPSGC 1111, Claim for Progress

Payment, and any other document required by the Contract have been submitted in accordance
with the invoicing instructions provided in the Contract;

b) all the certificates appearing on form PWGSC-TPSGC 1111 have been signed by the respective
authorized representatives;

C) all work associated with the milestone and as applicable any deliverable required has been
completed and accepted by Canada.

For the Work specified in an authorized TA subject to a Limitation of Expenditure:

1) Single Payment

Canada will pay the Contractor upon completion and delivery of the Work in accordance with the payment
provisions of the Contract if:

a) an accurate and complete invoice and any other documents required by the Contract have been
submitted in accordance with the invoicing instructions provided in the Contract;

b) all such documents have been verified by Canada;
c) the Work delivered has been accepted by Canada.
OR

2) Monthly Payment

Canada will pay the Contractor on a monthly basis for work performed during the month covered by the
invoice in accordance with the payment provisions of the Contract if:

a) an accurate and complete invoice and any other documents required by the Contract have been
submitted in accordance with the invoicing instructions provided in the Contract;

b) all such documents have been verified by Canada,;
C) the Work performed has been accepted by Canada.

6.4 SACC Manual Clauses

A9117C (2007-11-30), T1204 - Direct Request by Customer Department
C2000C (2007-11-30), Taxes - Foreign-based Contractor

C0305C (2008-05-12), Cost Submission

C0705C (2010-01-11), Discretionary Audit

7. Invoicing Instructions

7.1 Invoicing Instructions
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1. The Contractor must submit invoices in accordance with the section entitled "Invoice Submission" of
the general conditions. Invoices cannot be submitted until all work identified in the invoice is completed.

Each invoice must be supported by:

(a) a copy of time sheets to support the time claimed;

(b) a copy of the release document and any other documents as specified in the Contract;

(c) a copy of the invoices, receipts, vouchers for all direct expenses, and all travel and living
expenses;

(d) a copy of the monthly progress report.

2. Invoices must be distributed as follows:

(a) The original and one (1) copy must be forwarded to the Project Authority identified under the
section entitled "Authorities" of the Contract for appropriate certification after inspection and
acceptance of the Work takes place

(b) One (1) copy must be forwarded to the Contracting Authority identified under the section entitled
"Authorities" of the Contract.

(c) one (1) copy must be forwarded to the consignee.
7.2 Invoicing Instructions - Progress Payment Claim

1 In the case of a progress payment, the Contractor must submit a claim for payment using form
PWGSC-TPSGC 1111, Claim for progress payment.

Each claim must show:

(a) all information required on form PWGSC-TPSGC 1111,

(b) all applicable information detailed under the section entitled "Invoice Submission" of the general
conditions;
(c) alist of all expenses;

Each claim must be supported by:

(a) acopy of the invoices, receipts, vouchers for all direct expenses, travel and living expenses;
(b) a copy of the monthly progress report.

2. The Goods and Services Tax or Harmonized Sales Tax (GST/HST), as applicable, must be
calculated on the total amount of the claim before the holdback is applied. At the time the holdback is
claimed, there will be no GST/HST payable as it was claimed and payable under the previous claims for
progress payments.

3. The Contractor must prepare and certify one original and two (2) copies of the claim on form
PWGSC-TPSGC 1111, and forward it to the Project Authority identified under the section entitled
"Authorities" of the Contract for appropriate certification after inspection and acceptance of the Work takes
place.
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The Project Authority will then forward the original and two (2) copies of the claim to the Contracting
Authority for certification and onward submission to the Payment Office for the remaining certification and
payment action.

4. The Contractor must not submit claims until all work identified in the claim is completed.
8.  Certifications

8.1 Compliance with the certifications provided by the Contractor in its bid is a condition of the Contract
and subject to verification by Canada during the term of the Contract. If the Contractor does not
comply with any certification or it is determined that any certification made by the Contractor in its
bid is untrue, whether made knowingly or unknowingly, Canada has the right, pursuant to the default

provision of the Contract, to terminate the Contract for default.

9. Applicable Laws
The Contract must be interpreted and governed, and the relations between the parties determined, by the
laws in force in

10. Priority of Documents

If there is a discrepancy between the wording of any documents that appear on the list, the wording of the
document that first appears on the list has priority over the wording of any document that subsequently
appears on the list.

€) the Articles of Agreement;

(b) the supplemental general conditions;

(c) the general conditions 2035 (2011-05-16), General Conditions - Higher Complexity - Services;
(d) Annex A, Statement of Work;

(e) Annex B, Basis of Payment;

) Annex C, Security Requirements Check List;

(9) the signed Task Authorizations (including all of its annexes, if any); and
(i the Contractor's bid dated (insert date of bid)

11. SACC Manual Clause

A9122C (2008-05-12), Protection and Security of Data Stored in Databases
12. Foreign Nationals

12.1  SACC Manual clause A2001C (2006-06-16), Foreign Nationals (Foreign Contractor)
12.2  SACC Manual clause A2000C (2006-06-16), Foreign Nationals (Canadian Contractor)

13. Insurance

SACC Manual clause G1005C (2008-05-12), Insurance
14. Government Site Regulations

SACC Manual Clause A9068C (2010-01-11), Government Site Regulations

Part - Partie 2 of - de 2 / Page 33 of - de 33



ANNEX “A”

STATEMENT OF WORK

PCI Advisor

PWGSC FILE NO. EN891-121307

Page 1 of 12



1.0Card Acceptance Overview

Public Works and Government Services Canada (PWGSC), on behalf of the Receiver General (RG) for
Canada, is responsible for putting in place the infrastructure needed to collect revenues and to reconcile
revenue received at the financial institutions with deposits made at the Bank of Canada, balancing
accounting and banking records, and compensating participating financial services organizations for
fees. PWGSC also provides daily deposit details to departments based on information received from
financial service organizations.

As such, the RG, being responsible for the establishment and maintenance of all banking arrangements
on behalf of federal organizations that operate within the Consolidated Revenue Fund, established the
card acceptance services contract which enables federal organizations to accept credit and/or debit cards
as forms of payment for federal goods and services. As part of this contract, Canada is bound to be
compliant with the Payment Card Industry Data Security Standard (PCl DSS).

The departments and agencies that accept credit and/or debit cards as a form of payment are responsible
for the programs under which the goods and services are produced and sold. They are also responsible
for providing the services to purchasers and for accounting for the revenues and related expenditures in
both their departmental financial systems and to the Accounts of Canada. Departments reconcile the
transaction detail information to their internal records and to the deposit details provided to them by the
RG.

Departments provide a variety of goods and services on a cost-recovery basis. Examples of goods and
services currently sold in this fashion range from passport fees, Visas, campsites in national parks, to
fuel, budget papers and radio licenses. The purchasers of the goods and services include the general
public, companies, corporations and other levels of government. Some locations only accept sales in
person, while others accept sales by telephone, mail, over the Internet, or through unstaffed stations.
Some operations are available twenty-four hours a day, seven days a week or year-round; some are
available only during normal office hours, and others are seasonal. The services offered by departments
are changing for a number of reasons including customer demand, legislative requirements, and to
improve efficiency.

The protection of customer account information from misuse or fraudulent activity is of utmost concern for
the Government of Canada. A security violation on the government’s database will have not only financial
liabilities including steep fines, but will also result in the suspension and revocation of the privilege to
accept credit cards. In addition, a breach of the public trust will have long term effects on the stewardship
functions of the government.

Currently, 38 federal government departments and agencies accept credit and/or debit cards at different
locations across Canada. Credit card payments for the period April 1, 2010 to March 31, 2011, were
approximately $736 million. The PCI process currently consists of having departments complete and sign
a self-assessment questionnaire (SAQ), perform a vulnerability scan on all Internet Protocol (IP) lines and
sign an Attestation of Compliance or complete an action plan with a timeline towards compliancy. The RG
is leading a PCI remediation and compliance management project to review and strengthen current
security practices and controls regarding cardholder information.

2.0 Overview of the Requirement

The RG requires the advice and knowledge transfer of a contractor that has an in depth understanding of
the PCI DSS best practices. While individual requirements will be specified in each Task Authorization
(TA) the RG requires qualified resources to provide the following services on an as and when requested
basis:
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a) Anin depth review of departmental business flows and security controls to provide PCI
compliance audit readiness and ultimately, ensure each federal department is either fully PCI
DSS compliant or has a clear timeline for compliancy

b) Ensure knowledge to oversee the PCI project is transferred to the RG PCI project office and
governance body;

c) Provide guidance in the effective establishment and management of competitive contractual
arrangements to obtain the services of:

a Qualified Security Assessor (QSA),
an Approved Scanning Vendor (ASV); and/or
the acquisition of PCI DSS tools.

3.0Scope of Work

The Contractor must deliver PCI advisory services on an as and when requested basis, for all locations
requested by the RG across Canada. Please refer to Appendix B for a summary of the current locations.

3.1 Achieving PCI DSS Compliancy:

The contractor must provide the following services on an as and when requested basis:

Review individual departments’ cardholder data flows;
Provide PCI compliance audit readiness assessments in order to:

Identify the current degree of PCI compliance in the Government;
Identify gaps in the current Government PCI process;

Provide recommendations on options to closing compliance gaps;
Implement the necessary tools to be used for testing controls.

O O O O

Identify security measures and internal controls over financial reporting in each
department;

Tailor the PCl assessments available from the PCI Security Standards Council (SSC) to
the individual departments’ business processes including the appropriate application of
compensating controls;

Implement and develop PCI reports including gap closure plans in a pre-approved format,
acceptable to both the Acquirer and the Card Brands;

Design and implement a government PCI compliance and reporting program to assess
overall risk to government and to monitor individual departmental compliance.

Provide PCI compliance audit readiness assessments to identify the current degree of
compliance for the in-scope projects/environments, nature of gaps, and
recommendations. The PCI audit readiness assessments are to help identify gaps in the
current PCI project and to identify the extent to which the project has enabled the
government to achieve compliance, based on a priority risk based approach to PCI, and
to provide recommendations on options the project team can consider for closing
compliance gaps;

Provide advisory and assurance services on PCI DSS issues to the Receiver General
PCI project office and governance body;

Provide guidance in communication with departments, acquirers and card brands;

Draft a risk methodology to share with departments;

Draft an audit program to share with departments.
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3.2 Knowledge Transfer
The contractor must provide the following services on an as and when requested basis:

e Provide knowledge transfer to the RG PCI project office and governance body ensuring
that the Project Authority (PA) is able to take control of the PCI project in a reasonable
time frame. This includes:

o Conducting individual meetings with departments;
o Training the RG and departments on using compensation controls;
o Coaching the RG towards managing the PCI DSS.

e Provide the PA with documentation of the PCI compliancy program designed and
implemented across the government; and

e Upon request deliver presentations to the governance body and/or to departments’
executives.

3.3 Further QSA and ASV Procurement Requirements
The contractor must provide the following services on an as and when requested basis:

e Provide guidance and assist in the development of a Statement of Work (SOW) and
Evaluation Criteria to contract the services of:

o a Qualified Security Assessor (QSA);
o an Approved Scanning Vendor (ASV); and/or
o the acquisition of PCI tools.

e This requires undertaking the following activities:

o Advise and assist PWGSC on the formulation of questions to be asked and
presentations to be made;

o Advise and assist PWGSC on making changes that may be necessary to the
SOW and related evaluation criteria; and

o Provide assistance if requested, with the Request for Proposal (RFP) Questions
and Answers.

4.0 Contractor Resources
The Contractor must provide the following resources to carry out the work as described in the SOW:
4.1 Senior PCI Advisor

The Contractor must provide one (1) Senior PCl advisor to carry out the work outlined at sections
3.1, 3.2, 3.3 and 4.1.1, and provide the deliverables to the satisfaction of the PA.

4.1.1 The Senior PCI Advisor must assist the PA and ensure the efficient and timely
delivery of the required services and output, including but not limited to the following:

¢ Plan and organize the work to be carried out by the Contractor;

e Participate in scheduled progress meetings and other meetings with the
PA and/or with delegated authorities;

e Provide regular and ad-hoc reports to the PA; and
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e Provide an adequate level of quality control over all work and all
deliverables; and
e Prepare and maintain work plans and schedules.

4.2 PCl Advisors
The Contractor must provide up to two (2) PCI Advisors to assist the Senior PCI Advisor in
carrying out the work outlined herein on an as and when requested basis and provide the
deliverables to the satisfaction of the PA.

5.0 Contractor Resource Requirements

The following table defines the minimum qualifications of each of the required Resource
Categories.

Resource Category Minimum Resource Qualifications

Senior PCI Advisor The Senior PCI Advisor must have completed a bachelor's
degree in the field of Finance, Accounting, Administration,
Information Technology, Security or equivalent and must have
acquired five (5) years of full-time professional work
experience, within the last 10 years, conducting PCI Analysis
related activities, as defined in the Statement of Work, in at
least four (4) of the following areas:

Policy/procedure,

Risk,

Information Security,

PCI audits,

Compensating Controls, or
Strategies for fraud prevention.

OR

The Senior PCI Advisor must have acquired seven (7) years
of full-time professional work experience, within the last 10
years, conducting PCI Analysis related activities, as defined in
the Statement of Work, in at least four (4) of the following
areas:

Policy/procedure,

Risk,

Information Security,

PCI Audits

Compensating Controls, or
Strategies for fraud prevention.
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PCI Advisors The PCI Advisors must have completed a bachelor's degree in

the field of Accounting, Commerce, Business Administration,
Information Technology, Security or equivalent and must have
acquired five (5) years of full-time professional work
experience, within the last 10 years, conducting PCI related
activities, as defined in the Statement of Work, in the at least
two (2) of the following:

* Risks;

¢ PCI audits;

¢ Compensating controls; or
* Financial analysis,.

OR

The PCI Advisors must have acquired seven (7) years of full-
time professional work experience, within the last 10 years,
conducting PCI related activities, as defined in the Statement
of Work, in the at least two (2) of the following:

Risks;

PCI Audits;

Compensating controls; or
Financial analysis.

6.0 Deliverables

All written material must be provided in hard and/or soft copy as requested by the PA and prepared in
accordance with the instructions provided by the PA. Unless otherwise specified, the soft copy must be
provided in the current version of the RG PCI Project Office's approved desktop software (currently PC-
based Microsoft Office).

In accordance with the activities defined in section 3.0 Scope of Work of this SOW and the specific
requirements of any TA, deliverables under any resulting TA may include, but are not limited to:

Descriptive of each department cardholder data workflow;

Review of each department PCI compliancy;

PCI compliance audit readiness assessments identifying the current state of compliance for each
project/environment;

Reports and recommendations including, but not limited to:

o Progress Reports in electronic format, of the work performed, to the PA including:

= A brief summary of progress, including explanations for any delays in reaching
milestones or in producing deliverables;

= A brief report on current issues; and

= An updated assessment of risks.

o Final Progress Report including:

a summary of the project activities;

an assessment of the overall performance and results achieved;
identify key lessons learned;

Gap closure plans;
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= Documentation of the PCI compliancy program designed and implemented
across the government; and

= Fit gap analysis of Government security policy and standards as compared to
PCI DSS, if required.

7.0 General Requirements
7.1 Data Security and Integrity

The Contractor must provide “industry standard” levels of data security, integrity and availability, including
complying with security and privacy requirements as may be specified from time-to-time by the financial
services industry and by the card associations.

The Contractor’s systems operational, technical and management security procedures and measures
must protect the integrity and proper functioning of those databases and systems critical to the operation
of the card program. The databases and information processing systems containing government
information must have security measures to protect against deliberate or inadvertent loss, degradation,
alteration, or damage from unauthorized access resulting from accidents and natural hazards.

7.2 Information Technology Security Requirements IT Technical Document

The Contractor must ensure compliance with the Information Technology Security Requirements
identified in the attachment to Annex C, SRCL.

7.3 Location of Work and Travel
Unless otherwise stated, the Contractor's work must take place primarily at the Contractor's premises.
Certain meetings will be conducted in person at the Receiver General's headquarters in the National

Capital Area (NCA) or at departments’ locations

The contractor will be informed, in writing, at least seven (7) days prior to any meeting. The Contractor is
responsible for their own cost of travel to attend the meetings in the NCA

There may be occasional travel requirements for meetings at department locations outside the NCA:
Refer to Appendix B for a list of locations. Those Travel Requirements will be identified and specified by
the PA in the TA documents. The cost of travel outside the NCA, under a TA, is billable as per Treasury
Board rates and is not to exceed Canada’s total liability for authorized travel and living expenses detailed
in Annex B, Basis of Payment.

7.4 Language of Work

The Contractor must provide services in English, but at least one PCI Advisor resource must be able to
provide services in both official languages of Canada. Deliverables and documentation such as rules,
regulations and material, must be provided in English and when available, in French.

7.5 Contractor Responsibilities / Constraints

The Contractor must supply all of its own tools, facilities, equipment and software required for completion
of the work, unless otherwise directed by the PA.

7.6 Reporting Requirements
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The Contractor must facilitate and maintain regular communication with the PA regarding the
progress of the work completed under any resulting TA. Specific Contractor reporting
requirements will be further identified by the PA , as required, within each TA;

Upon request from the PA, the Contractor must provide ad hoc written or oral status updates
relating to any work in progress under any TA; and

The Contractor must immediately notify the PA of any issues, problems or areas of concern that
could adversely affect the ability of the Contractor to complete the work specified under any TA.
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Appendix A

Definitions

The following definitions are applicable to this SOW and may have different meanings in other contexts.

Accounts of Canada: the Receiver General is responsible for preparing the Public Accounts of Canada
that include the annual audited financial statements of the Government of Canada.

Ad-Hoc Reports: as opposed to specific reporting, these are reports created when asked for.

Approved Scanning Vendor (ASV): an organization that has been approved by the PCI SSC for validating
adherence to certain PCI DSS requirements by performing vulnerability scans of Internet facing
environments of merchants and service providers.

Audit Readiness Assessments: determine if the status of the merchant is ready for an audit by a
regulatory body.

Card Associations: network of issuing banks and acquiring banks that process payment cards of a
specific brand.

Customer account information: this might include credit card data, Social Insurance Numbers and other
personal information collected from customers.

Departments: Government of Canada Departments, Agencies, Crown Corporations, Special Operating
Agencies and various affiliated organizations that operate within the Consolidated Revenue Fund.

Departmental Coordinator (DC): a person designated by the department as the contact with the RG.

Industry Standard: rules and regulations imposed by the card associations on merchants accepting
payments by credit cards.

Payment Card Industry Data Security Standard (PCI DSS): provides an actionable framework for
developing a robust payment card data security process -- including prevention, detection and
appropriate reaction to security incidents.

PCI QSA readiness assessments: An in-depth series of self-guided questionnaires for preparing the
organization for compliance. It helps understand scope, deficiencies within the existing security
infrastructure, and lays the groundwork for successful compliance with the PCI DSS framework.
Readiness assessments are conducted off-site, thus minimizing disruption to departmental operations.

PCI Security Standards Council (SSC): is an open global forum, launched in 20086, that is responsible for
the development, management, education, and awareness of the PCI Security Standards.

Project Authority (PA): The PA represents the department (PWGSC/RG), for whom the Work is being
carried out under the Contract and is responsible for all matters concerning the technical content of the
Work under the Contract.

Qualified Security Assessor (QSA): QSA companies are organizations that have been qualified by the
PCI SSC to have their employees assess compliance to the PCI DSS standard. Qualified Security
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Assessors are employees of these organizations who have been certified by the Council to validate an
entity’s adherence to the PCI DSS.

Receiver General PCI project office and governance body: will be responsible to oversee the PCI
remediation and compliance management project in order to review and strengthen current security
practices and controls regarding cardholder information.

Self-assessment questionnaire (SAQ): is a validation tool for merchants and service providers that are not
required to undergo an on-site data security assessment. It assists organizations in self evaluating
compliance with the PCI.

Task Authorization (TA): a document that provides authorization of services to be performed on an As-
and-When-Requested Basis.
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Appendix B

(see attached spreadsheet)
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Appendix C

Current Set-Ups and Configurations

Number of Departments

Number of Physical Locations (approx.)

A) Setups
Staffed/fixed basic POS workstations (15310, vx510, vx570)
Unstaffed POS workstations (Tender retail)
Wireless/mobile Terminals (mobile — NBS5600, 17780)
Touch Tone Capture (TTC - accessible by merchants)
Receiver General Buy Button
PC Software Licenses (SPW, SMFT — Web plug-in)

Internet Software Licenses (SWPP)
(Will move to RGBB or may stay with 3rd party)

Total connections:
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Annex A, Appendix A

Definitions

The following definitions are applicable to this SOW and may have different meanings in other contexts.

Accounts of Canada: the Receiver General is responsible for preparing the Public Accounts of Canada
that include the annual audited financial statements of the Government of Canada.

Ad-Hoc Reports: as opposed to specific reporting, these are reports created when asked for.

Approved Scanning Vendor (ASV): an organization that has been approved by the PCI SSC for validating
adherence to certain PCI DSS requirements by performing vulnerability scans of Internet facing
environments of merchants and service providers.

Audit Readiness Assessments: determine if the status of the merchant is ready for an audit by a
regulatory body.

Card Associations: network of issuing banks and acquiring banks that process payment cards of a
specific brand.

Customer account information: this might include credit card data, Social Insurance Numbers and other
personal information collected from customers.

Departments: Government of Canada Departments, Agencies, Crown Corporations, Special Operating
Agencies and various affiliated organizations that operate within the Consolidated Revenue Fund.

Departmental Coordinator (DC): a person designated by the department as the contact with the RG.

Industry Standard: rules and regulations imposed by the card associations on merchants accepting
payments by credit cards.

Payment Card Industry Data Security Standard (PCI DSS): provides an actionable framework for
developing a robust payment card data security process -- including prevention, detection and
appropriate reaction to security incidents.

PCl QSA readiness assessments: An in-depth series of self-guided questionnaires for preparing the
organization for compliance. It helps understand scope, deficiencies within the existing security
infrastructure, and lays the groundwork for successful compliance with the PCI DSS framework.
Readiness assessments are conducted off-site, thus minimizing disruption to departmental operations.

PCI Security Standards Council (SSC): is an open global forum, launched in 20086, that is responsible for
the development, management, education, and awareness of the PCI Security Standards.

Project Authority (PA): The PA represents the department (PWGSC/RG), for whom the Work is being
carried out under the Contract and is responsible for all matters concerning the technical content of the
Work under the Contract.

Qualified Security Assessor (QSA): QSA companies are organizations that have been qualified by the
PCI SSC to have their employees assess compliance to the PCI DSS standard. Qualified Security
Assessors are employees of these organizations who have been certified by the Council to validate an
entity’s adherence to the PCI DSS.
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Annex A, Appendix A

Definitions

Receiver General PCI project office and governance body: will be responsible to oversee the PCI
remediation and compliance management project in order to review and strengthen current security
practices and controls regarding cardholder information.

Self-assessment questionnaire (SAQ): is a validation tool for merchants and service providers that are not
required to undergo an on-site data security assessment. It assists organizations in self evaluating
compliance with the PCI.

Task Authorization (TA): a document that provides authorization of services to be performed on an As-
and-When-Requested Basis.
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Annex A, Appendix C

Current Set-Ups and Configurations

Number of Departments

Number of Physical Locations (approx.)

A)

Setups

Staffed/fixed basic POS workstations (i5310, vx510, vx570)
Unstaffed POS workstations (Tender retail)
Wireless/mobile Terminals (mobile — NBS5600, i7780)
Touch Tone Capture (TTC - accessible by merchants)
Receiver General Buy Button

PC Software Licenses (SPW, SMFT — Web plug-in)

Internet Software Licenses (SWPP)
(Will move to RGBB or may stay with 3rd party)

Total connections:
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ANNEX B
BASIS OF PAYMENT

A- The period of the Contract is two (2) years commencing from date of contract..

During the period of the Contract, for Work performed in accordance with the Contract, the Contractor will
be paid as specified below.

1.0 Professional Fees
The Contractor will be paid all inclusive fixed time rates as follows:

PERIOD ALL-INCLUSIVE FIXED HOURLY RATE
(in Cdn $)

Contract Period: Year 1 and Year 2
1a | Senior PCI Advisor
1b | PCI Advisor

A A

2.0 Cost Reimbursable Expenses

2.1 Authorized travel and living expenses for Work performed outside the National Capital Region
(NCR) only.

For the requirements relative to travel described in section 7.2 of the Statement of Work in Annex A:

The Contractor will be reimbursed its authorized travel and living expenses reasonably and properly
incurred in the performance of the Work, at cost, without any allowance for profit and administrative
overhead, in accordance with the meal, private vehicle and incidental expenses provided in Appendices B,
C and D of the Treasury Board Travel Directive, and with the other provisions of the directive referring to
"travelers”, rather than those referring to "employees".

All travel must have the prior authorization of the Project Authority.

The authorized travel and living expenses will be paid upon submission of an itemized statement
supported by receipt vouchers. All payments are subject to government audit.

Canada will not accept any travel and living expenses for:

a. Work performed within the National Capital Region (NCR). The NCR is defined in the National
Capital Act, R.S.C. 1985, c. N-4, S.2. The National Capital Act is available on the Justice Website:
http://laws.justice.gc.ca./en/N-4/ ;

b. Any travel between the Contractor's place of business and the NCR; and

C. Any relocation of resources required to satisfy the terms of the Contract.

3.0 Total Estimated Cost - Contract Period: $
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ANNEX B
BASIS OF PAYMENT

B - Option to Extend the Term of the Contract

This section is only applicable if the option to extend the Contract is exercised by Canada.

During the extended periods of the Contract specified below, the Contractor will be paid as specified
below to perform all the Work in relation to the Contract extensions.

B-1.0 Extended Contract - Option Period 1 (additional one year period)

1.0 Professional Fees

The Contractor will be paid all inclusive fixed time rates as follows:

PERIOD ALL-INCLUSIVE FIXED HOURLY RATE
(in Cdn $)
Option Period 1: Year 3
2a | Senior PCI Advisor $
2b | PCI Advisor $

2.0 Cost Reimhursable Expenses

2.1 Authorized travel and living expenses for Work performed outside the National Capital Region
(NCR) only.

For the requirements relative to travel described in section 7.2 of the Statement of Work in Annex A:

The Contractor will be reimbursed its authorized travel and living expenses reasonably and properly
incurred in the performance of the Work, at cost, without any allowance for profit and administrative
overhead, in accordance with the meal, private vehicle and incidental expenses provided in Appendices B,
C and D of the Treasury Board Travel Directive, and with the other provisions of the directive referring to
"travelers”, rather than those referring to "employees".

All travel must have the prior authorization of the Project Authority.

The authorized travel and living expenses will be paid upon submission of an itemized statement
supported by receipt vouchers. All payments are subject to government audit.

Canada will not accept any travel and living expenses for:

a. Work performed within the National Capital Region (NCR). The NCR is defined in the National
Capital Act, R.S.C. 1985, c. N-4, S.2. The National Capital Act is available on the Justice Website:
http://laws.justice.gc.ca./en/N-4/ ;

b. Any travel between the Contractor's place of business and the NCR; and

C. Any relocation of resources required to satisfy the terms of the Contract.

3.0 Total Estimated Cost - Option Period 1. $
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ANNEX B
BASIS OF PAYMENT

B- 2.0 Extended Contract - Option Period 2 (additional one year period)
1.0 Professional Fees

The Contractor will be paid all inclusive fixed time rates as follows:

PERIOD ALL-INCLUSIVE FIXED HOURLY RATE
(in Cdn $)
Option Period 2: Year 4
3a | Senior PCI Advisor $
3b | PCI Advisor $

2.0 Cost Reimbursable Expenses

2.1 Authorized travel and living expenses for Work performed outside the National Capital Region
(NCR) only.

For the requirements relative to travel described in section 7.2 of the Statement of Work in Annex A:

The Contractor will be reimbursed its authorized travel and living expenses reasonably and properly
incurred in the performance of the Work, at cost, without any allowance for profit and administrative
overhead, in accordance with the meal, private vehicle and incidental expenses provided in Appendices B,
C and D of the Treasury Board Travel Directive, and with the other provisions of the directive referring to
"travelers”, rather than those referring to "employees".

All travel must have the prior authorization of the Project Authority.

The authorized travel and living expenses will be paid upon submission of an itemized statement
supported by receipt vouchers. All payments are subject to government audit.

Canada will not accept any travel and living expenses for:

a. Work performed within the National Capital Region (NCR). The NCR is defined in the National
Capital Act, R.S.C. 1985, c. N-4, S.2. The National Capital Act is available on the Justice Website:
http://laws.justice.gc.ca./en/N-4/ ;

b. Any travel between the Contractor's place of business and the NCR; and

C. Any relocation of resources required to satisfy the terms of the Contract.

3.0 Total Estimated Cost - Option Period 2: $
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Annex C

Security Requirements Check List (SRCL)

Liste de vérification des exigences relatives la sécurité
(LVERS)
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PAT G- SAFEGUARDS SUPPLIER) JPARTIE C - MESURES DE PROTECT(ON {FOURNISSEUR)
IHFORMATION ! ABSETS 1 RENSEIGNEMENTS I BIENS ) ’
11, a) Will the suppﬂer be required {6 recelve and s!ora PROTEGTED and/or cLASSlFIED Information or assals onlla slla or

piemises?
Le fournissour sara-Hf tenu de racevolr ot d'enlepdser sur place des rmnselgnaments oy dos blens PROTEGES el/ou

CLASSIFIES?

11. b) Will the auppller be raqulmd !o safeguard COMSEG infarmation orassals?'
Le fourniaseur &ara-Hl tenu de. pmlégerdes ranselgnamenta ol dea blans GOMSEC?

REMARQUE ! 81 plusleurs nfyeaux de conirdle do sbourks ean( requra. un gulda de daaalucaﬂon dala sécudlé dolt &trs fouml, -

‘ Nan g?js
_ v

AT

—1 No [—Yes
[/] Neal i

FRODUGT ION

‘.8 wm the production (manufac(ure and{or repalr andfor madication] of PROTECTED andfor CLASSIFIED matenal orsqué)menl

tecur ol I supplier's slla ot premlsas?
Les Irslallations du fourfsseur sarvifont-eles & la produdiion (fabrlca!!on atlou réparallun a_![pu modification) de mpbériel PROTEGE

eklau CI.ASSIFIE‘?

| . Mo Yes

INFORMATION YECHNDLOGY (ITYMEDIA [/ SUPPORT RELATIF A LATEGHNOLOGIE PE L‘INFORMATION (T [)

e

1, g_) !Mu the suppller ba mqulmd lovaslis n‘ayslema to elec(ron!caﬂy procass, pmduas orslora PROTEOTED and/or CLASSIFIED
Infarrriafion oF data?
‘Le foumisseir sera-tl lonu d'ullliser ses é; Epgrss systmes Informatiques pour trafler, produlre alt sfocker élec(ron!quamsnl des
fenaefgnariants ou des donnses PROT elou cmssmés

" {41, 5) Will thena ba an eladirontc ink betwasn the supplier's IT eyslems and the an\mmment depariment or egemm
bis mm-wr‘}a c(i’un ¥en dlaclroniqua enfre lo aysuma nformatiqua du foumlsseur sf ceful du minketéra ou de I'agence .
go Ivemarto 87 e

[ e e

No [5Ves.
Non Gul
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LNCLABEIFIED

Canadi




l*. Govemrnent Gouvemement “Conlract Number / Numéro du contrat
FB ofCanada - duGanada’ : ENB01 12 1307

: 1 Sscurily Claselfi WMF&EB&UON Ta séourle

BPART C - (contiiicil) | PARTIE C = (stille)
For usata camplaling tha form manually use the summary chirt below (o Indicale (he category(les) and level(s) of safeguarding required at tha suppller's

slte(e) or pramlees, . .
Los uNfaatews qul ramplissant la formudalre manusliement dalvent uliiser Is {ablenu récapitulatif cl-dassoua pour Indiquer, pour chaqua catégorle, lea

nhvesux de sauvegarde requis aux natsllations du foumisseur,

For users completing the farm online (Vs the Internaf), the summary chartls eufomatically populated by your respansas lo previous quastions,
Dana la cag des ulllsateurs gui remplissent le formulalre on ligne (par [nternel); Iss réponses nux quantlons précédanles sont automaliquament salsles

dans le {ableru récapitulatif,
BUMMARY CHART { TABLEAU RECAPITULATIF
Calageay CLABSH HATO - COMSEG
Svm | e 3amerp o
‘ Top NATO NATO NATO | cosuc | PROUTECIED Tor
A} Bl G| Corpama | Secnay | BeEcRET | ReBTRIOTED | CONFDENTWAL | 8eoner Tor Paoriad caw?anw.sausrsemn'
‘ CoNFROENTIEL. Trés NATO NATO Al B | 0| Coumemea Trfs
. BecRer | DIFFUSION | CoiFpenTEL Trin - SEecrer
REETRENTH ' BECRET. :
frdornagion f Asveta ‘/
1 Blsgin;
L 7
X/
14
12, n) Is the desciiplion of the work contained within this SRCL PROTECTED and/or GLASS(FIED? L ' Neo Yes
La descriplion du travall viad por fa présente LVERS est-alla do nature PROTEGEE el/ou CLASSIFIEE? Non oul

If Yos, clasalfy thia form by annotating the top'and bottom In the area antitied “Secunlty Glasalfication”.
Dans I'affirmatlve, clessifler la présant formulalm en Indiquant lo niveay do sécurlté dane la casa Intitulée o Classlfication

da nécuritd » au hant el ey bea du formulalre.

12. b} Will tha doctmentallon attachad to this SRCL ba PROTEGTED andfor CLASSIFIED? ' No [ Yes
1 a documenlation associde & la présonte LVERS sera-t-elle PROTEGEE elloy CLASSIFIEE? Non Oul

" If Yes, classify this form by annotating the top end bol(om It the area antltlad “8ecurity Clasalfication” and Indieate with
atiachments (0.9, SECRET with Altachments),
Dans Paffinmalive, classifier le prtagnt formulaire en Indlquant lo niveau do sécunts dane la caso lnululéo «t Clasalf{caiton
ld(; slbc;mté » au haut ot au bas du formulaire et Indlquer qu'll y » des plécas Jolntes (p, ex, SEGRET avec dos hldces

- jointen

TRS/SCT 360-103(200412) Securily Clasaiicallon / Classioation de sAcunta . ) -
UNOLASSIFIED Canadﬁ




Annex C - Attachment UNCLASSIFIED

Payment Card Industry (PCI) Advisor Service
Information Technology Security Requirements (ITSR) Technical Document

Baseline Requirements: The Contractor must not utilize its Information Technology (IT)
Systems to electronically process, produce or store protected or classified information or data
until the Baseline Security Requirements, identified herein, are met and CISD has issued written
approval.

Supplemental Requirements: The Supplemental Security Requirements, identified herein, must
be met no later than six (6) months after receipt of written approval from CISD.

The Baseline and Supplemental Requirements require the Contractor to fill in blanks and/or to
provide additional information with respect to the security requirement for the associated domain.
This information will be required at the time of Inspection(s) and is not a prerequisite to obtaining
approval.
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TASK AUTHORIZATION FORM -
FORMULAIRE D’AUTORISATION DE TACHE
ANNEX - ANNEXE D

Contract Number - Numéro du contrat

Task Authorization (TA) No. - N° de I'autorisation de tache
(AT)

Contractor's Name and Address - Nom et adresse de I'entrepreneur

Original Authorization - Autorisation originale

Total Estimated Cost of Task (GST/HST extra) before any revisions: $
Co(t estimatif total de la tache (TPS/TVH en sus) avant toutes
révisions :

TA Revisions Previously Authorized(as applicable) - Révisions de I’AT autorisées précédemment (s’il y a lieu)

Authorized Increase or Decrease (GST/HST extra): Augmentation ou
TA Revision No. - N° de Révision de I'AT : réduction autorisée (TPS/TVH en sus) :

$

Authorized Increase or Decrease (GST/HST extra):
TA Revision No. - N° de Révision de I'AT : Augmentation ou réduction autorisée (TPS/TVH en sus):

$

Authorized Increase or Decrease (GST/HST extra):
TA Revision No. - N° de Révision de I'AT : Augmentation ou réduction autorisée (TPS/TVH en sus):

$

New TA Revision (as applicable) - Nouvelle révision de I’AT (s’il y a lieu)

Authorized Increase or Decrease (GST/HST extra):
TA Revision No. - N° de Révision de I'AT : Augmentation ou réduction autorisée (TPS/TVH en sus):
$
Total Estimated Cost of Task (GST/HSTextra) after this revision: $

Colt estimatif total de la tache (TPS/TVH en sus) aprés cette révision :

Contract Security Requirements (as applicable) - Exigences du contrat relatives a la sécurité (s’il y a lieu)

This task includes security requirements. - Cette tache comprend des exigences relatives a la sécurité:
O No-Non

O Yes. Refer to the Security Requirements Checklist (SRCL) annex of the Contract. Oui. Voir 'annexe du contrat
comprenant la Liste de vérification des exigences relatives a la sécurité (LVERS).

Remarks (as applicable) - Remarques (s'il y a lieu):
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Required Work - Travaux requis

The content of sections A, B, C and D below must be in accordance with the Contract. Le contenu des sections A, B, C et D ci-dessous doit étre conforme au
contrat.

SECTION A - Task Description of the Work required - Description de tache des travaux requis

SECTION B - Applicable Basis of Payment - Base de paiement applicable

O Firm Lot Price of $ for the professional fees identified in Section C below

OR

O Limitation of Expenditure of $ for the authorized travel and living expenses identified in Section C below

O Prix de lot ferme de $ pour les honoraires professionnels identifiés a la Section C ci-dessous

ou

O Limitation des dépenses de $ pour les frais autorisés de déplacement et de subsistance identifiés a la Section C ci-dessous

SECTION C - Cost Breakdown of Task- Ventilation du colit de la tache

1.0 Professional Fees

Category All Inclusive Fixed Daily Rate Level of Effort
(Estimated number of days required to perform the Work)

Total Estimated Cost of Professional Fees: $ (insert the applicable amount);

2.0 Authorized travel and living expenses for Work performed outside the National Capital Region (NCR)only;

Total Estimated Cost of Authorized travel and living expenses for Work performed outside the National Capital Region (NCR)only: $ (insert the

applicable amount)

1.0 Honoraires professionnels

Catégorie Taux fixe journalier tout compris Niveau D’effort
(Nombre estimatif de jours requis pour exécuter les travaux)

Codt total estimatif des honoraires professionnels: $ (insérer le montant applicable)
2.0 Frais autorisés de déplacement et subsistance - travaux exécutés a I'extérieur de la région de la capitale nationale (RCN) seulementl;

Codt total estimatif des frais autorisés de déplacement et subsistance - travaux exécutés a I'extérieur de la région de la capitale nationale (RCN) seulement:
$ (insérer le montant applicable)
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SECTION D - Applicable Method of Payment - Méthode de paiement applicable

O Miestone Payments for professional fees only

[ schedule of Milestone:
The schedule of milestones for which payments will be made in accordance with the Contract is as follows:

MILESTONE | ACTIVITY(IES) TO BE COMPLETION /DELIVERY FIRM AMOUNT
PERFORMED / DELIVERABLE(S) DATE
TO SUBMIT

O Monthly payments;
O Single payment.
O Paiement d’étapes pour les honoraires professionnels seulement
[0 calendrier des étape:
Le calendrier des étapes selon lequel les paiements seront faits en vertu du contrat est comme suit:
ETAPE ACTIVITES A EXECUTER/ DATED’ACHEVEMEN / FIRM AMOUNT
PRODUITS A LIVRER DATE DE LIVRAISON

[7 Paiements mensuels;
/) Paiement unique.

Authorization - Authorization

By signing this TA, the Project Authority or the PWGSC Contracting Authority or both, as applicable, certify (ies) that
the content of this TA is in accordance with the Contract.

En apposant sa signature sur cette AT, le chargé de projet ou I'autorité contractante de TPSGC ou, s’il y a lieu, les
deux atteste(nt) que le contenu de cette AT respecte les conditions du contrat.

Name of Project Authority - Nom du chargé de projet

Signature Date

Name of PWGSC Contracting Authority -
Nom de l'autorité contractante de TPSGC

Signature Date

Contractor’s Signature - Signature de I’entrepreneur

Name and title of individual authorized to sign for the Contractor
Nom et titre de la personne autorisée a signer au nom de I'entrepreneur

Signature Date
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