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PART 1- GENERAL INFORMATION
1. Introduction
The bid solicitation document is divided into seven parts plus attachments and annexes as follows:
Part 1 Genera Information: provides ageneral description of the requirement;
Part 2 Bidder Instructions. provides the instructions, clauses and conditions applicable to the bid solicitation;
Part 3 Bid Preparation Instructions. provides bidders with instructions on how to prepare their bid;

Part 4 Evaluation Procedures and Basis of Selection: indicates how the evauation will be conducted, the
evaluation criteriathat must be addressed in the bid, if applicable, and the basis of selection;

Part 5 Certifications: includes the certifications to be provided;
Part 6 Security and Financial Requirements: includes specific requirements that must be addressed by bidders; and
Part 7 Resulting Contract Clauses: includes the clauses and conditions that will apply to any resulting contract.

The annexes include the Statement of Work, System Technical Specification, the Basis of Payment, Security
Requirements Check List, DND 626, Task Authorization Form, Intellectual Property Strategy and Reference
Terminology.

2. Summary

The Defence Research and Devel opment Canada (DRDC) has a requirement for design, development, demonstration
and testing of automated computer network defence technology. This requirement of the Automated Computer
Network Defence (ARMOUR) Technology Demonstration (TD) project contains two components. the Basic
Requirement and the Optional Services Requirement. The Basic Requirement includes delivery of Research and
Development (R& D) services and prototype systems to demonstrate computer network defence (CND) concepts on
an operational segment of the Defence Research Establishment Network (DREnet) for potential future use by the
Department of National Defence (DND). The Optiona Services Requirement includes delivery of additional R&D
services and supporting software to further develop the prototype system delivered under the Basic Requirement and
may include integration of project results into an Initial Operational Capability.

The DRDC ARMOUR TD project has the following objectives:

1 Demonstrate an Automated Computer Network Defence system that will:
Compute defensive courses of action in response to identified vulnerabilities and attacks.
Prioritize defensive courses of action to minimize impact to operations, and costs.
Proactively and reactively respond by effectuating courses of action in a semi-automated
(requiring operator intervention) or fully-automated manner (not requiring any operator
intervention).
Compute system security metrics over the enterprise wide system to enable comparison of
previous and potential network states.

2. Provide a software based Integration Framework that will:
Influence external CND programs and easily exploit innovations by providing a system for
ongoing research and devel opment that is shared with allies, research institutions, academia and

commercial industry.
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The period of the contract is 42 months, or less than 42 monthsif proposed in the winning Bidder’s Bid, to complete
the Basic Requirement. The Optional Services Requirement may be exercised at any time after contract award and
before contract expiry. If exercised, the Contractor grants to Canada the irrevocabl e option to extend the period of
the Contract by 3 additional 2 year periods in accordance with the terms and conditions of the Contract for the
Optional Services Requirement only.

There is a security requirement associated with this requirement. For additional information, consult Part 6 -
Security, Financial and Other Requirements, and Part 7 - Resulting Contract Clauses. Bidders should consult the
“ Security Reguirements for PWGSC Bid Solicitations - Instructions for Bidders”
(http://www.tpsge-pwgsc.ge.calapp-aca/l c-pl/lc-pl-eng.html#a31) document on the Departmental Standard
Procurement Documents Web site.

Pursuant to section 01 of Standard Instructions 2003 and 2004, Bidders must submit a complete list of names of all
individuals who are currently directors of the Bidder. Furthermore, as determined by the Special Investigations
Directorate, Departmental Oversight Branch, each individual named on the list may be requested to complete a
Consent to a Criminal Record V erification form.

The requirement is subject to the provisions of the Agreement on Internal Trade (AIT).

The requirement is subject to a preference for Canadian goods and/or services.

This procurement is subject to the Controlled Goods Program.

3. Debriefings

After contract award, bidders may request a debriefing on the results of the bid solicitation process. Bidders should
make the request to the Contracting Authority within 15 working days of receipt of the results of the bid solicitation
process. The debriefing will be in writing.

4, Conflict of Interest

The Work described herein and the deliverable items under any resulting Contract specifically exclude the
development of any statement of work, evaluation criteria or any document related to a bid solicitation. The
Contractor, its subcontractor(s) or any of their agent(s) directly or indirectly involved in the performance of the
Work and/or in the production of the deliverables under any resulting Contract will not be precluded from bidding on

any potential future bid solicitation related to the production or exploitation of any concept or prototype devel oped
or delivered under any resulting Contract.

Page 5 of - de 76



Solicitation No. - N° de l'invitation Amd. No. - N° de la modif. Buyer ID - Id de I'acheteur

W7714-115274/E 051sv
Client Ref. No. - N° de réf. du client File No. - N° du dossier CCC No./N° CCC - FMS No/ N° VME
W7714-115274 051svW7714-115274

PART 2- BIDDER INSTRUCTIONS
1 Standard Instructions, Clauses and Conditions
All instructions, clauses and conditions identified in the bid solicitation by number, date and title are set out in the

Sandard Acquisition Clauses and Conditions (http://sacc.pwgsc.gc.ca/sacc/index-e.jsp) Manual issued by Public
Works and Government Services Canada.

Bidders who submit a bid agree to be bound by the instructions, clauses and conditions of the bid solicitation and
accept the clauses and conditions of the resulting contract.

The 2003 (2012-11-19) Standard Instructions - Goods or Services - Competitive Requirements, are incorporated by
reference into and form part of the bid solicitation.

Subsection 5.4 of 2003, Standard Instructions - Goods or Services - Competitive Requirements, is amended as
follows:

Delete: sixty (60) days
Insert: one hundred eighty (180) days

2. Submission of Bids

Bids must be submitted only to Public Works and Government Services Canada (PWGSC) Bid Receiving Unit by
the date, time and place indicated on page 1 of the bid solicitation.

Due to the nature of the bid solicitation, bids transmitted by facsimile to PWGSC will not be accepted.
3. Enquiries - Bid Solicitation

All enquiries must be submitted in writing to the Contracting Authority no later than ten (10) calendar days before
the bid closing date. Enquiries received after that time may not be answered.

Bidders should reference as accurately as possible the numbered item of the bid solicitation to which the enquiry
relates. Care should be taken by bidders to explain each question in sufficient detail in order to enable Canada to
provide an accurate answer. Technical enquiriesthat are of a proprietary nature must be clearly marked "proprietary"
at each relevant item. Items identified as proprietary will be treated as such except where Canada determines that the
enquiry is not of a proprietary nature. Canada may edit the questions or may request that the Bidder do so, so that
the proprietary nature of the question is eliminated, and the enquiry can be answered with copies to all bidders.
Enquiries not submitted in aform that can be distributed to all bidders may not be answered by Canada.

4, Applicable Laws

Any resulting contract must be interpreted and governed, and the relations between the parties determined, by the
lawsin force in Ontario.

Bidders may, at their discretion, substitute the applicable laws of a Canadian province or territory of their choice
without affecting the validity of their bid, by deleting the name of the Canadian province or territory specified and

inserting the name of the Canadian province or territory of their choice. If no change is made, it acknowledges that
the applicable laws specified are acceptable to the bidders.

5. Bidder's Conference
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Canada is willing to host a Bidder's Conference in Ottawa the week of March 18, 2013, if there is sufficient demand
from industry. Bidder's are requested to indicate their desire for a Bidder's Conference to the Contracting Authority
on, or before March 6, 2013.

6. DRDC Software M odule Demonstration and Graph Processing

DRDC will be providing an in person demonstration of their supporting research and technology which may be used
in the performance of the Work.

Demonstration of the software modules will be conducted in Ottawa on March 5, 2013.

Bidders who wish to attend the demonstration must communicate with the Contracting Authority no later than seven
(7) calendar day(s) before the scheduled demonstration to confirm attendance and provide the name(s) of the
person(s) who will attend. On confirmation of attendance, the Contracting Authority will provide the Bidder with
the specific time and location of the demonstration. Bidders who do not confirm attendance and provide the name(s)
of the person(s) who will attend as required will not be allowed access to the demonstration. Bidders will be
reguested to sign an attendance form. Bidders who do not attend the demonstration will not be precluded from
submitting a bid.

Any clarifications or changes to the bid solicitation resulting from the demonstration will be included as an
amendment to the bid solicitation.

Processing of Bidder provided graphs by AssetRank and COADS

The Bidder may submit an AND/OR graph to the DRDC ARMOUR TD team for processing by the DRDC
developed processing modules AssetRank and COADS graph analysis systems. The ARMOUR TD team will make
an effort to process and return the results of all graphs submitted in order of their submission to DRDC. Any Bidder
who uses the results of any processed graph received from Canadato determine atechnical solution does so at the
Bidder's sole discretion. Asaresult, Canadais not responsible for any use of the results by the Bidder in the
Bidder’s developement of their proposal or any interpretations or assumptions made by the Bidder regarding the
functionality, performance or capability of the analysis systems. Also, Canadawill not extend the soliciation period
for any purposes related to the of processing submitted graphs. The following list details the reasonable limits
established for this effort:

- All submitted graphs must adhere to the described submission guidelines.

- Any single graph that exceeds a 24 hours processing time will be halted.

- Any reasonable number of graphs may be submitted at one time with a maximum of 100 graphs accepted.
- Graphs are to be submitted via email to ARMOUR_TDP@drdc-rddc.gc.ca

- Graphs must be submitted no later than 7 calendar days before date of bid closing

Any graphs submissions which fall outside these limitations will be returned with an explanation of the issue.
Bidders may adjust and resubmit their graph if needed.

Submission Guidelines:
Each submitted graph must include:

1) A Python application file (.py) intended to process the graph using the AssetRank and COADS library. The
Python application should be based on the AssetRank and COADS samples.

Bidders should review the AssetRank and COADS 0.3 API documentation and sample package for more

information on how to load supported graph Comma Separated Value (CSV) files, implement graph
ranking, course of action computation, export results, and visualize graph data:
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https://partners.drdc-rddc.gc.ca/centres/Ottawa/N1 O/ARM OUR_T D/rf p/ Shared%20Documents/drdc_assetr
ank_and _coads documentation_0.3.zip

The Python application source code and resulting output will be reviewed by the ARMOUR TD team and
the submission will be rejected if any of the following criteriais violated:

a) Collection of system data other than CPU, memory, Python and loaded module versions,.
b) Modification of the test system environment;

¢) Creation of fileswhich are not graph related;

d) All logging must be to standard out;

€) Python modules which are not related to graph processing; or

f) Any other item contained in the source code or resulting output that is deemed, at DRDC's sole
discretion, to be of harm to Canada or Canada’s information systems; or not necessary for assessment of the
analysis systems.

Each Python application will be executed using cProfile and the summary function call time will be used to
determine overall processing time. The detailed function call names and timing will not be included.

2) AssetRank and COADS supported graph arcs and vertices in separate CSV (Comma Separated Value)
format files.

Execution:

The Python application file will be executed and all output saved to an output.txt file in the same directory.
If multiple Python application files are present for a single graph sub-directory, the output from each will be
appended to the same output.txt file.

The ARMOUR TD team will make a best effort to ensure the Python application can execute successfully
and reserve the right to modify the application code in order to do so. All execution results and necessary
changes will be communicated to the submitter.

Packaging:

For each graph, the required files should be organized in their own sub-directory within azip file. The zip
filename must be prefixed with the submitter's name. The following is the organization of a sample
submission:

companyA_graphs 2012-12-21.zip
Jgraphla/
JVERTICES.CSV
JARCS.CSV
Jgraphla budget10 BestFirstSearch.py
Jgraphla budget100_ BestFirstSearch.py
Jgraphlb/

J/VERTICES.CSV
JARCS.CSV
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Jgraphlb_budget1000 BestFirstSearch.py

The resulting processed package returned to submitter will be identical in organization, with the addition of
the execution output file for each graph sub-directory.

7. Applicable and Refer ence Documentation
The following documents are available for download at the DRDC sharepoint site:
ARMOUR TD System Technical Specification v2.0, DRDC Ottawa, 18 January 2013 (Annex B)
ARMOUR TD System Technical Specification Table v2.0, DRDC Ottawa, 18 January 2013 (Annex B)
ARMOUR TD Supporting Research and Technology Presentation, DRDC Ottawa, November 2012
DRDC AssetRank and COADS Documentation, DRDC Ottawa
DRDC GENESIS Promotional Video, DRDC Ottawa
DRDC GENESIS Trend Micro Architecture, DRDC Ottawa

DRDC SPADE Technical Report Documents, DRDC Ottawa

Certification and Accreditation Guide v1.4, DND, December 2006

The DRDC sharepoint siteislocated at the following link:
https://partners.drdc-rddc.gc.ca/centres/Ottawa/N1O/ARM OUR_T D/rfp/Shared%20Documents

Bidders are requested to contact the Contracting Authority for the required login credentials to access the DRDC
sharepoint site.

8. Owner ship of Intellectual Property

Defence Research and Devel opment Canada has determined that any intellectual property rights arising from the
performance of the Work under the resulting contract for the following items will belong to the Contractor:
: Data source connectors

Effector connectors

Plugins to the Computational Services component (CND processing modules)

Plugins to the Database component (Database modul es)

Plugins to the Data Presentation component (Data Presentation modul es)

Any intellectual property rights arising from the performance of the Work under the resulting contract will belong to
Canada, excluding the items listed above which belong to the Contractor.

The Department of Nationa Defence has determined that any intellectual property rights arising from the
performance of the Work under the resulting contract will belong to Canada, on the following grounds:

a. the main purpose of the contract, or of the deliverables contracted for, is to generate knowledge and
information for public dissemination; and

b. to deliver a component or subsystem that will be incorporated into a complete system at a later date
(not necessarily by the original Contractor), as a prerequisite to the planned transfer of the complete
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system to the private sector (not necessarily to the original Contractor), through licensing or assignment
of ownership, for the purposes of Commercial Exploitation.

Bidder's are advised that DRDC intends to distribute, via a Research License, the entire turnkey ARMOUR system,
Code Repository, and access to the necessary Background Intellectual Propery to use the turnkey ARMOUR system
delivered to DRDC under the Basic Requirement for non-operational research purposes only.

For greater certainty:

The ARMOUR system may be distributed via a Research License at no cost to the following entities, including but
not limited to, industry, academia, research institutions and allies for research purposes only;

The turnkey ARMOUR system to be distributed by DRDC includes any of the delivered versions of the Software and
Documentation in SD 007: System Hardware, Software and Documentation accepted by Canada. The delivered
versions that may be distributed include any or all of the following: Initial Version, Final Version, and lterations at
the end of each phase;

The Research Licenses will also permit the Licensee access to DM 004: Code Repository;

The only source code distributed by DRDC will be the source code for Canada owned Foreground Intellectual
Propetery contained in the turnkey ARMOUR System; and

All software components, including Contractor and third-party owned components, incorporated into the turnkey
ARMOUR system, must maintain a functionality equivalent to the system delivered to DRDC for each entity testing
the system under a Research License and for the duration of the Research License at no additional cost to DRDC or
the Research Licensee.

9. M aximum Funding

9.1 M aximum Funding for Basic Requirement

The maximum funding available for the Basic Requirement of the contract resulting from the bid solicitation is
$4,400,000.00 CAD, GST/HST extra. Bids with a Basic Reguirement valued in excess of this amount will be
considered non-responsive. This disclosure does not commit Canada to pay the maximum funding available.

9.2 Maximum Funding for the Optional Services Requirement

The maximum funding available for the Optional Services Requirement of the contract resulting from the bid
solicitation is $9,550,000.00 CAD, GST/HST extra. Bids with a Optional Services Requirement valued in excess of

this amount will be considered non-responsive. This disclosure does not commit Canada to pay the maximum
funding available.
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PART 3- BID PREPARATION INSTRUCTIONS
1 Bid Preparation Instructions

Canada requests that bidders provide their bid in separately bound sections as follows:

Section| : Technical Bid ( 4 hard copies) and one ( 1) soft copy on CD or DVD.
Section|l : Financial Bid ( 2 hard copies)
Section 11 : Certifications ( 2 hard copies)

If there is a discrepancy between the wording of the soft copy and the hard copy, the wording of the hard copy will
have priority over the wording of the soft copy.

Prices must appear in the financial bid only. No prices must be indicated in any other section of the bid.
Canada requests that bidders follow the format instructions described below in the preparation of their bid:

@ use 8.5 x 11 inch (216 mm x 279 mm) paper; and
(b) use a numbering system that corresponds to the bid solicitation.

In April 2006, Canada issued a policy directing federal departments and agencies to take the necessary stepsto
incorporate environmental considerations into the procurement process Policy on Green Procurement
(http://www.tpsge-pwgsc.gce.calecol ogi sati on-greening/achats-procurement/politique-policy-eng.html). To assist
Canada in reaching its objectives, bidders are encouraged to:

Q) use paper containing fibre certified as originating from a sustainably-managed forest and/or containing
minimum 30% recycled content; and

(2 use an environmentally-preferable format including black and white printing instead of colour prinnting,
print double sided/duplex,using staples or clipsinstead of cerlox, duotangs or binders.

Section | : Technical Bid

In their technical bid, bidders should demonstrate their understanding of the requirements contained in the bid
solicitation and explain how they will meet these requirements. Bidders should demonstrate their capability and
describe their approach in a thorough, concise and clear manner for carrying out the work.

The technical bid should clearly address and in sufficient depth the points that are subject to the evaluation criteria
against which the bid will be evaluated. Simply repeating the statement contained in the bid solicitation is not
sufficient. In order to facilitate the evaluation of the bid, Canada requests that bidders address and present topics in
the order of the evaluation criteria under the same headings. To avoid duplication, bidders may refer to different
sections of their bids by identifying the specific paragraph and page number where the subject topic has already been
addressed.

Section |1 : Financial Bid

11 The financial bid preparation instructions are included in Attachment 1, Financial Bid Preparation
Instructions.

1.2 SACC Manual Clauses

Page 11 of - de 76



Solicitation No. - N° de l'invitation Amd. No. - N° de la modif. Buyer ID - Id de I'acheteur

W7714-115274/E 051sv
Client Ref. No. - N° de réf. du client File No. - N° du dossier CCC No./N° CCC - FMS No/ N° VME
W7714-115274 051svW7714-115274

C3011T (2010-01-11), Exchange Rate Fluctuation
Section |11 : Certifications

Bidders must submit the certifications required under Part 5.
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PART 4 - EVALUATION PROCEDURES AND BASISOF SELECTION

Evaluation Procedures

@
(b)

(©)

Bids will be assessed in accordance with the entire requirement of the bid solicitation including the
technical and financial evaluation criteria

An evaluation team composed of representatives of Canada and AEPOS Technologies Inc. will
evaluate the bids.

The evaluation team will determine first if there are three (3) or more bids with a valid Canadian
Content certification. In that event, the evaluation process will be limited to the bids with the
certification; otherwise, all bidswill be evaluated. If some of the bids with avalid certification are
declared non-responsive, or are withdrawn, and less than three responsive bids with a valid
certification remain, the evaluation will continue among those bids with avalid certification. If all
bids with a valid certification are subsequently declared non-responsive, or are withdrawn, then all
the other bids received will be evaluated.

Technical Evaluation

Except where expressly provided otherwise, the experience described in the bid must be the experience of the Bidder
itself (which includes the experience of any companies that formed the Bidder by way of a merger but does not
include any experience acquired through a purchase of assets or an assignment of contract). The experience of the
Bidder's effiliates (i.e. parent, subsidiary or sister corporations), subcontractors, or suppliers will not be considered.

111

112

1.2

Mandatory Technical Criteria
Refer to Attachment 4, Mandatory and Point Rated Technical Criteria.

Point Rated Technical Criteria
Refer to Attachment 4, Mandatory and Point Rated Technical Criteria.

Evaluation of Price

The price of the bid will be evaluated in Canadian dollars, the Goods and Services Tax or the Harmonized Sales Tax
excluded; FOB destination, Canadian customs duties and excise taxes included.

For evaluation purposes only, the price of the bid will be determined as detailed in Attachment 3 Evaluation of Price.

SACC Manual Clause A0222T (2010-01-11), Evaluation of Price

2.

Basis of Selection - Highest Total Point Score

1. To be considered compliant a proposal must:

(a) comply with all the requirements of the bid solicitation;

(b) meet all Mandatory Evaluation Criteria;

(C) obtain the required minimum points for each criterion with a pass mark;

(d) obtain the required overall minimum points for the Point Rated Technical, Management and Corporate
Experience Evaluation Criteria;
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(e) be within the stipulated maximum budget for the Basic Requirement as stated in Attachment 3 Evaluation of
Price, Item 1;

(f) be within the stipulated maximum budget for the firm per diem rates and mark-up on hardware and software
as stated in Attachment 3 Evaluation of Price, Item 2 and

(9) obtain a point rated evaluation score for the Architectural Design Document (Section 1.0 of the Attachment
4 Point Rated Evaluation Criteria) within 6 points of the top ranked Architectural Design Document point
rated evaluation score.

2. Bidsnot meeting (a) or (b) or (c) or (d) or (e) or (f) or (g) will be declared non-responsive.
3. Theevaluation will be based on the highest total point score of technical merit, price and Canadian Content.

4. To establish the technical merit score, the overall technical score acheived for the Point Rated Technical,
Management and Corporate Experience Evaluation Criteriawill be the technical merit score.

5. To establish the pricing score, each responsive bid will be prorated against the lowest evaluated price and
multiplied by afactor of 20.

6. To establish the Canadian Content score, each responsive bid will be assigned one score for goods and one
score for services in accordance with Table 1 below. The sum of the score for goods and the score for services
will be the Canadian Content score.

Table 1
Canadian Content Certified Canadian Content Pointsfor Canadian Content
Goods 20.00% of Goods are Canadian Goods 0

40.00% of Goods are Canadian Goods
60.00% of Goods are Canadian Goods
80.00% of Goods are Canadian Goods
100.00% of Goods are Canadian Goods
Services 80.00% of Services are Canadian Services
90.00% of Services are Canadian Services
100.00% of Services are Canadian Services 10

OO(R|WIN]|F

7. For each responsive bid the technical merit score, the pricing score, and the Canadian Content score will be
added to determineits Total Point Score.

8. Neither the responsive bid that receives the highest number of points for the Point Rated Evaluation
Criteria, nor the one that proposed the lowest price will necessarily be accepted. Instead the bidder with the
Highest Total Point Score will be recommended for award of a contract. In the event that two or more
responsive bids achieve the same Highest Total Point Score, the responsive bid which obtained the highest
number of points for the Architectural Design Document point rated evaluation criteriawill be recommended for
award of a contract.

Table, Example 1, below illustrates an example where all three bids are responsive and the selection of the contractor
is determined by the Total Point Score. The total available technical merit point available equals 135 and the lowest
evaluated price is $60,000.
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Example 1
Bidder

Bidder 1 Bidder 2 Bidder 3
Overall Technical Score 130 125 110
Evaluated Bid Price $77,000 $75,000 $60,000
Canadian Content Goods 1 2 4
Score Services 5 0 10

Calculations
Pricing score 60/77 x 20 = 15.6 60/75 x 20 = 16 60/60 x 20 = 20
Total Point Score 130+15.6 +1+5= 125+16+2+0= 110+20+4+10=
151.6 143 144

Overall Ranking 1st 3rd 2nd
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PART 5- CERTIFICATIONS

Bidders must provide the required certifications to be awarded a contract. Canada will declare a bid non-responsive
if the required certifications are not completed and submitted as requested.

Compliance with the certifications bidders provide to Canada is subject to verification by Canada during the bid
evaluation period (before award of a contract) and after award of a contract. The Contracting Authority will have the
right to ask for additional information to verify the bidders' compliance with the certifications before award of a
contract. The bid will be declared non-responsive if any certification made by the Bidder is untrue, whether made
knowingly or unknowingly. Failure to comply with the certifications or to comply with the request of the
Contracting Authority for additional information will also render the bid non-responsive.

1 Certifications Precedent to Contract Award and Certifications Required with the Bid

11 Certifications Precedent to Contract Award

The certifications in Attachment 5, Certifications Precedent to Contract Award, should be completed and submitted
with the bid but may be submitted afterwards. If any of these required certifications is not completed and submitted
as requested, the Contracting Authority will so inform the Bidder and provide the Bidder with a time frame within
which to meet the requirement. Failure to comply with the request of the Contracting Authority and meet the
reguirement within that time period will render the bid non-responsive.

1.2 Certifications Required with the Bid

Bidders must complete and submit the certifications in Attachment 6, Certifications Required with the Bid, as part of
their bid.
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PART 6 - SECURITY AND FINANCIAL REQUIREMENTS
1 Security Requirement
11 At the date of bid closing, the following conditions must be met:

€) the Bidder must hold a valid organization security clearance as indicated in Part 7 - Resulting
Contract Clauses;

(b) the Bidder's proposed individuals requiring access to classified or protected information, assets or
sensitive work site(s) must meet the security requirement as indicated in Part 7 - Resulting
Contract Clauses;

(© the Bidder must provide the name of al individuals who will require access to classified or
protected information, assets or sensitive work sites. This information must be submitted with the

bid .
12 For additional information on security requirements, bidders should consult the “ Security Requirements for

PWGSC Bid Solicitations - Instructions for Bidders’ document on the Departmental Standard Procurement
Documents Web site. (http://www.tpsgc-pwgsc.gc.cal/app-acq/l c-pl/lc-pl-eng.htmi#a31)

2. Financial Capability
SACC Manual clause A9033T (2012-07-16), Financial Capability
3. Controlled Goods Requirement

SACC Manual clause A9130T (2011-05-16), Controlled Goods Program
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PART 7- RESULTING CONTRACT CLAUSES
The following clauses and conditions apply to and form part of any contract resulting from the bid solicitation.

1 Requirement
This requirement consists of two (2) components: the Basic Requirement and the Optional Services Requirement.

11 Basic Requirement

111  Statement of Work

The Contractor must perform the Work in accordance with the Statement of Work at Annex A, excluding Appendix
C - Optional Services Requirement, to meet the specifications contained in the System Technical Specification and
System Technical Specification Table at Annex B.

112 Work Authorization

Despite any other condition of the Contract, the Contractor is only authorized to perform the Work required to
complete Phases 1 and 2 of the Contract. Upon completion of Phase 2, the Work will be reviewed before the
Contractor is authorized to commence any Work for Phase 3. Depending on the results of the review and evaluation

of the Work, Canada will decide at its discretion whether to continue with the Work.

If Canada decides to continue with Phase 3, the Contracting Authority will advise the Contractor in writing to
commence work on Phase 3. The Contractor must immediately comply with the notice.

If Canada decides to continue with Phase 4, the Contracting Authority will advise the Contractor in writing to
commence work on Phase 4. The Contractor must immediately comply with the notice.

If Canada decides to continue with Phase 5, the Contracting Authority will advise the Contractor in writing to
commence work on Phase 5. The Contractor must immediately comply with the notice.

If Canada decides to continue with Phase 6, the Contracting Authority will advise the Contractor in writing to
commence work on Phase 6. The Contractor must immediately comply with the notice.

If Canada decides not to proceed with any phase, the Contracting Authority will advise the Contractor in writing of
the decision and the Contract will be considered completed at no further costs to Canada. 1n no event will the
Contractor be paid for any cost incurred for unauthorized work.

1.2 Optional Services Requirement

The Contractor grants to Canada the irrevocable option to acquire the services described at Appendix C of the Annex
A Statement of Work of the Contract, as and when requested by Canada, under the same conditions and at the prices
and/or rates stated in the Contract. The option may only be exercised by the Contracting Authority and will be
evidenced, for administrative purposes only, through a contract amendment.

IThe Contracting Authority may exercise the option at any time before the expiry of the Contract by sending a
written notice to the Contractor.

1.2.1  Task Authorization

1.2.1.1 Task Authorization - Department of National Defence
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The administration of the Task Authorization process will be carried out by Defence Research and Development
Canada. This process includes monitoring, controlling and reporting on expenditures of the Contract with task

authorizations to the Contracting Authority.
1212 Task Authorization Process

Task Authorization:

The Work described at Appendix C of the Annex A Statement of Work to be performed under the Contract will be
on an "as and when requested basis' using a Task Authorization (TA). The Work described in the TA must bein
accordance with the scope of the Contract.

Task Authorization Process:

1. The Technical Authority will provide the Contractor with a description of the task using the "DND 626, Task
Authorization Form™" specified in Annex E.

2. The Task Authorization (TA) will contain the details of the activities to be performed, a description of the
deliverables, and a schedule indicating completion dates for the major activities or submission dates for the
deliverables. The TA will also include the applicable basis(bases) and methods of payment as specified in the
Contract.

3. The Contractor must provide the Technical Authority, within seven (7) calendar days of its receipt, the proposed
total estimated cost for performing the task and a breakdown of that cost, established in accordance with the
Basis of Payment specified in the Contract.

4. The Contractor must not commence work until a TA authorized by the Technical Authority has been received by
the Contractor. The Contractor acknowledges that any work performed before a TA has been received will be
done at the Contractor's own risk.

1213 Task Authorization Limit

The Technical Authority may authorize individual task authorizations up to a limit of $100,000.00, Goods and
Services Tax or Harmonized Sales Tax included, inclusive of any revisions.

Any task authorization to be issued in excess of that limit must be authorized by the Technical Authority and
Contracting Authority before issuance.

1.2.1.4 Periodic Usage Reports- Contractswith Task Authorizations

The Contractor must compile and maintain records on its provision of services to the federal government under
authorized Task Authorizationsissued under the Contract.

The Contractor must provide this data in accordance with the reporting requirements detailed below. If some datais
not available, the reason must be indicated. If services are not provided during a given period, the Contractor must
still providea"NIL" report.

The data must be submitted on a quarterly basis to the Contracting Authority.

The quarterly periods are defined as follows:

1st quarter: April 1 to June 30;

2nd quarter: July 1 to September 30;
3rd quarter: October 1 to December 31; and
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4th quarter: January 1 to March 31.

The data must be submitted to the Contracting Authority no later than 30 calendar days after the end of the reporting
period.

Reporting Requirement - Details

A detailed and current record of all authorized tasks must be kept for each contract with a task authorization process.
This record must contain:

For each authorized task:

() the authorized task number or task revision number(s);

(i) atitle or abrief description of each authorized task;

(iii) the total estimated cost specified in the authorized Task Authorization (TA) of each task, GST or HST
extra;

(iv) the total amount, GST or HST extra, expended to date against each authorized task;

(v) the start and completion date for each authorized task; and

(vi) the active status of each authorized task, as applicable.

For all authorized tasks:

I. theamount (GST or HST extra) specified in the contract as Canada's total liability to the contractor for all
authorized TAs; and

il. thetotal amount, GST or HST extra, expended to date against all authorized TAs.
2. Standard Clauses and Conditions
All clauses and conditions identified in the Contract by number, date and title are set out in the Standard Acquisition

Clauses and Conditions (http://ccua-sacc.tpsgc-pwgsc.ge.cal/pub/acho-eng.jsp) Manual issued by Public Works and
Government Services Canada.

21 General Conditions
2040 (2012-11-19), General Conditions - Research & Development, apply to and form part of the Contract.

The text under Subsection 1 of Section 29 Ownership of Intellectual Property Rights in Foreground Information of
2040 referenced above is replaced by the following:

Intellectual Property Rights in the Foreground Information for the following items belong to the Contractor as
soon as the come into existence:
. Data source connectors,
Effector connectors;
Plugins to the Computational Services component (CND processing modules);
Plugins to the Database component (Database modules); and
Plugins to the Data Presentation component (Data Presentation modules)

22 Supplemental General Conditions
The following supplemental general conditions apply to and form part of the Contract:

4001 (2010-08-16), Hardware Purchase, Lease or Maintenance
4002 (2010-08-16), Software Development or Modification Services
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4003 (2010-08-16), Licensed Software
4004 (2010-08-16), Maintenance and Support Services for Licensed Software

2.3 SACC Manual Clauses

Not withstanding any other clause of the Contract, Canadawill own all Intellectual Property Rightsin Foreground
Information in accordances with SACC Manual Clause K3410C (2008-12-12), Canadato Own Intellectual Property
Rights in Foreground Information.

SACC Manual Clause K3415C (2008-05-12), Commerialization in Canada
24 Protection and Security of Data Stored in Databases

1 The Contractor must ensure that al the databases containing any information related to the Work are
located in Canada or, if the Contracting Authority has first consented in writing, in another country where:

(4) equivalent protections are given to personal information as in Canada under legisation such as the Privacy
Act, R.S. 1985, c. P-21, and the Personal Information Protection and Electronic Documents Act, S.C.
2000, c. 5, and under any applicable policies of the Government of Canada; and

(b) the laws do not allow the government of that country or any other entity or person to seek or obtain the right
to view or copy any information relating to the Contract without first obtaining the Contracting Authority's
written consent.

In connection with giving its consent to locating a database in another country, the Contracting Authority
may, at its option, require the Contractor to provide a legal opinion (from a lawyer qualified in the foreign
country) that the laws in that country meet the above requirements, or may require the Contractor to pay for
Canada to obtain such a legal opinion. Canada has the right to reject any request to store Canada's data in a
country other than Canada if there is any reason to be concerned about the security, privacy, or integrity of
Canada's data. Canada may also require that any data sent or processed outside of Canada be encrypted with
Canada-approved cryptography and that the private key required to decrypt the data be kept in Canada in
accordance with key management and storage processes approved by Canada.

2 The Contractor must control access to all databases on which any data relating to the Contract is stored so
that only individuals with the appropriate security clearance are able to access the database, either by using a
password or other form of access control such as biometric controls.

3 The Contractor must ensure that al databases on which any data relating to the Contract is stored are
physically and logically independent (meaning there is no direct or indirect connection of any kind) from all
other databases, unless those databases are located in Canada (or in an another country approved by the
Contracting authority under subsection 1) and otherwise meet the requirements of this article.

4  The Contractor must ensure that all data relating to the Contract is processed only in Canada or in another
country approved by the Contracting Authority under subsection 1.

5  The Contractor must ensure that all domestic network traffic (meaning traffic or transmissions initiated in
one part of Canada to a destination or individual located in another part of Canada) isrouted exclusively through
Canada, unless the Contracting Authority has first consented in writing to an alternate route. The Contracting
Authority will only consider requests to route domestic traffic through another country that meets the
reguirements of subsection 1.
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6 Despite any section of the General Conditions relating to subcontracting, the Contractor must not

subcontract (including to an affiliate) any function that involves providing a subcontractor with access to any
data relating to the Contract unless the Contracting Authority first consents in writing.

3. Security Requirement

1. The Contractor must, at all times during the performance of the Contract, hold avalid Facility Security
Clearance at the level of SECRET, issued by the Canadian Industrial Security Directorate (CISD), Public
Works and Government Services Canada (PWGSC).

2. Thiscontract includes access to controlled goods. Prior to access, the contractor must be registered in the
Controlled Goods Program of Public Works and Government Services Canada.

3. The Contractor personnel requiring access to PROTECTED/CLASSIFIED information, assets or sensitive
work site(s) must EACH hold avalid personnel security screening at the level of RELIABILITY or
SECRET, asrequired, granted or approved by CISD/PWGSC.

4. The Contractor MUST NOT remove any PROTECTED/CLASSIFIED information from the identified
work site(s), and the Contractor must ensure that its personnel are made aware of and comply with this
restriction.

5. Subcontracts which contain security requirements are NOT to be awarded without the prior written
permission of CISD/PWGSC.

6. The Contractor must comply with the provisions of the:

@ Security Requirements Check List and security guide (if applicable), attached at Annex E
(b) Industrial Security Manual (Latest Edition).

4, Term of Contract
4.1 Period of Contract

The period of the Contract is (insert at contract award: 42 months or a period less than 42 months as stated in the
Bidder's Proposal) from date of the Contract award, inclusive.

4.2 Option to Extend the Contract

the Contractor grants to Canada the irrevocable option to extend the term of the Contract by up to three (3)
additional two (2) year period(s) under the same conditions for the Optional Services Requirement. The Contractor
agrees that, during the extended period of the Contract, it will be paid in accordance with the applicable provisions
as set out in the Basis of Payment for the Optional Services Requirement.

Canada may exercise this option at any time by sending a written notice to the Contractor at least 30 calendar days
prior to the Contract expiry date. The option may only be exercised by the Contracting Authority, and will be
evidenced for administrative purposes only, through a contract amendment.

5. Authorities

51 Contracting Authority

The Contracting Authority for the Contract is:
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Peter Murray

Public Works and Government Services Canada
Acquisitions Branch

Science Procurement Directorate

Place du Portage, Phase 111, 11C1

11 Laurier Street

Gatineau, Quebec

K1A 0S5

Telephone; 819-956-1387
Facsimile: 819-997-2229
E-mail address. Peter.Murray @tpsgc-pwgsc.gc.ca

The Contracting Authority is responsible for the management of the Contract and any changes to the Contract must
be authorized in writing by the Contracting Authority. The Contractor must not perform work in excess of or outside
the scope of the Contract based on verbal or written requests or instructions from anybody other than the Contracting
Authority.

52 Technical Authority
The Technical Authority for the Contract is:

Name: (TBD)
Title:
Organization :
Address:

Telephone:
Facsimile:
E-mail address:

The Technical Authority is the representative of the department or agency for whom the Work is being carried out
under the Contract and is responsible for all matters concerning the technical content of the Work under the Contract.
Technical matters may be discussed with the Technical Authority; however, the Technical Authority has no authority
to authorize changes to the scope of the Work. Changes to the scope of the Work can only be made through a
contract amendment issued by the Contracting Authority.

53 Contractor's Representative
(TBD)

54 Procurement Authority

The Procurement Authority for the Contract is:
Name: (TBD)
Title:
Organization :
Address:
Telephone:

Facsimile:
E-mail address:
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The Procurement Authority is the representative of the department or agency for whom the Work is being carried out
under the Contract. The Procurement Authority is responsible for the implementation of tools and processes required
for the administration of the Contract. The Contractor may discuss administrative matters identified in the Contract
with the Procurement Authority however the Procurement Authority has no authority to authorize changes to the
scope of the Work. Changes to the scope of Work can only be made through a contract amendment issued by the
Contracting Authority.

6. Payment
6.1 Basis of Payment (Basic Requirement)

For the Work described in Statement of Work in Annex A (excluding Appendix C):

In consideration of the Contractor satisfactorily completing its obligations under the Contract, the Contractor will be

paid a firm, al inclusive lot price, as specified in Section 1. Basic Requirement of the Basis of Payment in Annex C
for acost of $ (insert the amount at contract award). Customs duties are included and Goods and Services

Tax or Harmonized Sales Tax is extra, if applicable.

For the firm, all inclusive lot price portion of the Work only, Canada will not pay the Contractor for any design
changes, modifications or interpretations of the Work unless they have been approved, in writing, by the Contracting
Authority before their incorporation into the Work.

6.2 Basis of Payment (Optional Services Requirement APPENDIX C TO ANNEX A)
For the Work described in APPENDI X C of the Statement of Work in Annex A:

The following type of basis of payment will form part of the approved Task Authorization (TA). The task price must
be determined in accordance with Section 2. Optional Service Requirement of the Basis of Payment in Annex C.

@ Firm Lot Price TA

In consideration of the Contractor satisfactorily completing al of its obligations under the authorized Task
Authorization (TA), the Contractor will be paid the firm, al inclusive lot price of $ in accordance with the
Basis of Payment, in Annex C, as specified in the authorized TA. Customs duties are included and Goods and

Services Tax or Harmonized Sales Tax is extra, if applicable.

Canadawill not pay the Contractor for any design changes, modifications or interpretations of the Work, unless they
have been authorized, in writing, by the Contracting Authority before their incorporation into the Work.

(b) Ceiling Price TA
The Contractor will be reimbursed its costs reasonably and properly incurred in the performance of the Work, plus a

fixed fee or aprofit as determined in accordance with the Basis of Payment in Annex C, to the ceiling price specified
in the approved TA. Customs duties are included and Goods and Services Tax or Harmonized Sales Tax is extra, if

applicable.

The ceiling price is subject to downward adjustment so as not to exceed the actual costs reasonably incurred in the
performance of the Work and computed in accordance with the Basis of Payment.

Page 24 of - de 76



Solicitation No. - N° de l'invitation Amd. No. - N° de la modif. Buyer ID - Id de I'acheteur

W7714-115274/E 051sv
Client Ref. No. - N° de réf. du client File No. - N° du dossier CCC No./N° CCC - FMS No/ N° VME
W7714-115274 051svW7714-115274

Canada will not pay the Contractor for any design changes, modifications or interpretations of the Work unless they
have been approved, in writing, by the Technical Authority Contracting Authority as applicable before their

incorporation into the Work.

(© TA subject to a Limitation of Expenditure

The Contractor will be reimbursed for the costs reasonably and properly incurred in the performance of the Work
specified in the authorized Task Authorization (TA), as determined in accordance with the Basis of Payment Annex
C, to the limitation of expenditure specified in the authorized TA.

Canada's liability to the Contractor under the authorized TA must not exceed the limitation of expenditure specified
in the authorized TA. Customs duties are included and Goods and Services Tax or Harmonized Sales Tax is extra, if
applicable.

No increase in the liability of Canada or in the price of the Work specified in the authorized TA resulting from any
design changes, modifications or interpretations of the Work will be authorized or paid to the Contractor unless these
design changes, modifications or interpretations have been authorized, in writing, by the Contracting Authority
before their incorporation into the Work.

6.2.1 Canada'sObligation - Portion of the Work - Task Authorizations

Canada's obligation with respect to the portion of the Work under the Contract that is performed through task
authorizationsis limited to the total amount of the actual tasks performed by the Contractor.

6.2.2 Total Limitation of Expenditure- Cumulative Total of all Task Authorizations

1. Canadastotal liability to the Contractor under the Contract for all authorized Task Authorizations
(TAS), inclusive of any revisions, must not exceed the sum of $ (to beinserted at time option is
exer cised). Customs duties are included and the Goods and Services Tax or Harmonized Sales Tax is
extra, if applicable.

2. Noincreasein thetotal liability of Canada will be authorized or paid to the Contractor unless an increase
has been approved, in writing, by the Contracting Authority.

3. The Contractor must notify the Contracting Authority in writing as to the adequacy of
this sum:
(8 whenitis75 percent committed, or
(b) four (4) months before the contract expiry date, or
(c) assoon asthe Contractor considers that the sum isinadequate for the completion of the Work
required in all authorized TAS, inclusive of any revisions,

whichever comesfirst.
4. If the notification is for inadequate contract funds, the Contractor must provide to the Contracting

Authority, awritten estimate for the additional funds required. Provision of such information by the
Contractor does not increase Canada's liability.

6.3 Method of Payment (Basic Requirement)

Canada will make milestone payments in accordance with the Schedule of Milestones detailed in the Contract and
the payment provisions of the Contract if:
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A.) an accurate and complete claim for payment using PWGSC-TPSGC 1111, Claim for Progress Payment, and any
other document required by the Contract have been submitted in accordance with the invoicing instructions provided
in the Contract;

B.) al the certificates appearing on form PWGSC-TPSGC 1111 have been signed by the respective authorized
representatives;

C.) all work associated with the milestone and as applicable any deliverable required has been completed and
accepted by Canada.

6.3.1 Schedule of Milestones

The schedule of milestones for which payments will be made in accordance with the Contract is as follows:

Milestone# | Project Milestone Description % of Basic $Vaue
Phase Requirement

1 Phasel [ Preliminary Design Review Meeting 8%
(Phase 2 approval)

2 Phase2 | Critical Design Review Meeting 2%

3 Phase2 | Readiness Review Meeting (Phase 3 14%
approval)

4 Phase3 | Critical Design Review Meeting 5%

5 Phase 3 | First Demonstration Completion 10%

6 Phase 3 | Readiness Review Meeting 7%

7 Phase4 | Critical Design Review Meeting 5%

8 Phase4 | Second Demonstration Completion 10%

9 Phase4 | Readiness Review Meeting 7%

10 Phase5 | Critical Design Review Meeting 5%

11 Phase5 | Third Demonstration Completion 10%

12 Phase5 | Readiness Review Meeting 7%

13 Phase6 | Fina Review Meeting 10%

6.4 M ethod of Payment (Optional Services Requirement)

6.4.1 Paymentswill be made not more frequently than once a month.

6.4.2  Depending on the method of payment specified in the applicable TA, one of the following method of
payment clauses will apply.

6.4.2.1 Single Payment

Canadawill pay the Contractor upon completion and delivery of the Work in accordance with the payment
provisions of the Task Authorization and the Contract if:

@ an accurate and complete invoice and any other documents required by the Contract have been submitted in
accordance with the invoicing instructions provided in the Contract;
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(b) all such documents have been verified by Canada;
(© the Work delivered has been accepted by Canada.

6.4.2.2 Milestone Payments (For aFirmPrice TA)

Canada will make milestone payments in accordance with the Schedule of Milestones detailed in the Task
Authorization and the payment provisions of the Contract if:

) an accurate and complete invoice, and any other documents required by the Contract have been submitted in
accordance with the invoicing instructions provided in the Contract;

(b) all work associated with the milestone and as applicable any deliverable required has been completed and
accepted by Canada.

6.4.2.3 Monthly Payments (For a TA subject to a Limitation of Expenditure or a Ceiling Price)

Canadawill pay the Contractor on a monthly basis for work performed during the month covered by the invoicein
accordance with the payment provisions of the Task Authorization and the Contract if:

@ an accurate and complete invoice and any other documents required by the Task Authorization and the
Contract have been submitted in accordance with the invoicing instructions provided in the Contract;

(b) all such documents have been verified by Canada;

(© the Work performed has been accepted by Canada.

6.5 SACC Manual Clauses

A9117C (2007-11-30), T1204 - Direct Request by Customer Department

C2000C (2007-11-30), Taxes - Foreign-based Contractor

C0305C (2008-05-12), Cost Submission

C2605C (2008-05-12), Canadian Customs Duties and Sales Tax - Foreign-based Contractor
6.6 Discretionary Audit

SACC Manual Clause C0705C (2010-01-11), Discretionary Audit

6.7 Time Verification

SACC Manual Clause C0711C (2008-05-12), Time Verification
7. Invoicing Instructions

7.1 Basic Requirement.

1. The Contractor must submit a claim for payment using form PWGSC-TPSGC 1111, Claim for Progress
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Payment.

Each claim must show:

a All information required on form PWGSC-TPSGC 1111,

b. All applicable information detailed under the section entitled "Invoice Submission” of the general

conditions;
C. The description and value of the milestone claimed as detailed in the Contract.

2. Goodsand Services Tax (GST) of Harmonized Sales Tax (HST), as applicable, must be calculated on the
total amount of the claim.

3. The Contractor must prepare and certify an original claim on form PWGSC-TPSGC 1111, and forward it to
the Contracting Authority for certification in an electronic format to the electronic mail address identified
under section entitled "Authorities' of the Contract. Adobe Reader (.pdf) format is acceptable. The
Contracting Authority will then forward the certified claim, in an electronic format, to the Technical
Authority for appropriate certification after inspection and acceptance of the Work takes place, and onward

submission to the Payment Office for the remaining certification and payment.

4. The Contractor must not submit claims until all work identified in the claim is completed.
Task Authorizations- Optional Services Requirement

1. The Contractor must submit invoices in accordance with the section entitled "Invoice Submission” of the
general conditions. The invoice must show the Task Authorization (TA) number and, as applicable, the
description of the milestone invoiced. Invoices cannot be submitted until all work identified on the invoice
is completed.

2. For TAssubject to a Limitation of Expenditure or a Ceiling Price, each invoice must be supported by:

(8 alist of all expenses, in accordance with the TA;

(b) acopy of time sheets to support the time claimed,;

(c) acopy of the release document and any other document(s) as specified in the Contract;

(d) acopy of theinvoices, receipts, vouchers for all direct expenses, travel and living expenses;
(e) acopy of the monthly progress report.

3. Invoices must be distributed as follows:

(a8) theoriginal and one (1) copy must be forwarded to the address shown on page 1 of the Contract for
certification and payment; and

(b) one (1) copy must be forwarded to the Contracting Authority.

Certifications

Compliance with the certifications provided by the Contractor in its bid is a condition of the Contract and
subject to verification by Canada during the entire contract period. If the Contractor does not comply with
any certification or it is determined that any certification made by the Contractor in its bid is untrue,
whether made knowingly or unknowingly, Canada has the right, pursuant to the default provision of the
Contract, to terminate the Contract for default.

SACC Manual Clauses
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A3060C (2008-05-12), Canadian Content Certification
9. Applicable Laws

The Contract must be interpreted and governed, and the relations between the parties determined, by the laws in
forcein (to be inserted at contract award).

10. Priority of Documents

If there is a discrepancy between the wording of any documents that appear on the list, the wording of the document
that first appears on the list has priority over the wording of any document that subsequently appears on the list.

@ the Articles of Agreement;

(b) 4001 (2010-08-16), Hardware Purchase, Lease or Maintenance

(© 4002 (2010-08-16), Software Development or Modification Services

(d) 4003 (2010-08-16), Licensed Software

(e 4004 (2010-08-16), Maintenance and Support Services for Licensed Software

()] the General Conditions - Research & Development 2040 (2012-11-19),

(9) Annex A, Statement of Work;

(h) Annex B, System Technical Specifications and associated System Technical Specifications Table;

() Annex C, Basis of Payment;

() Annex D, Security Requirements Check List;

(K) the signed Task Authorizations (including all of its annexes, if any);

() the Contractor's bid dated (If the bid was clarified or amended, insert at the time of contract
award: "as clarified on "

11. Defence Contract

SACC Manual clause A9006C (2012-07-16), Defence Contract

12. Foreign Nationals (Canadian Contractor)

SACC Manual clause A2000C (2006-06-16), Foreign Nationals (Canadian Contractor)

OR

12. Foreign Nationals (Foreign Contractor)

SACC Manual clause A2001C (2006-06-16), Foreign Nationals (Foreign Contractor)

13. Insurance

SACC Manual clause G1005C (2008-05-12), Insurance

14. Controlled Goods Program

141  SACC Manual clause A9131C (2011-05-16), Controlled Goods Program
142  SACC Manual clause B4060C (2011-05-16), Controlled Goods

15. Site Regulations
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The Contractor must comply with all standing orders or other regulations, instructions and directives in force on the
site where the Work is performed.
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ATTACHMENT 1

FINANCIAL BID PREPARATION INSTRUCTIONS

11 Bidders must submit their financia bid in accordance with the following :

@ A Firm All Inclusive Lot Price in for the Basic Requirement, as described in Annex A, Statement of Work,
excluding Appendix C, not exceeding $4,400,000.00 CAD, GST/HST excluded, FOB Destination (for
goods), al applicable customs duty and excise taxes included.

The total amount of Goods and Services Tax or Harmonized Sales Tax isto be shown separately, if
applicable.

(b) Firm all-inclusive hourly rates for each category of resources listed in Attachment 2 FINANCIAL BID
PRESENTATION SHEET for the Optional Services Requirement as outlined in Appenidx C of the Annex
A, Statement of Work.

The Firm al-inclusive rates are subject to escal ation in accordance with Section 2.1.1 of the Basis of
Payment in Annex C.

(© Firm mark-up on hardware and software procured under the Optional Services Requirement as outlined in
Appendix C of the Annex A, Statement of Work.

(d) Thetotal evaluated value of the Optional Services Requirement, labour and mark-up, must not exceed
$9,550,000.00 CAD GST/HST excluded, FOB Destination (for goods), all applicable customs duty and

excise taxes included.

(e Thetotal amount of Goods and Services Tax or Harmonized Sales Tax isto be shown separately, if
applicable.

()] For Canadian-based bidders, prices must be in Canadian funds, Canadian customs duties and excise taxes
included, and Goods and Services Tax (GST) or Harmonized Sales Tax (HST) excluded.

For foreign-based bidders, prices must be in Canadian funds, Canadian customs duties and excise taxes and GST or
HST excluded. Canadian customs duties and excise taxes payable by Canada will be added, for evaluation purposes
only, to the prices submitted by foreign-based bidders.

For the purpose of the bid solicitation, bidders with an address in Canada are considered Canadian-based bidders and
bidders with an address outside of Canada are considered foreign-based bidders.

1.1.1  Price Breakdown

Bidders are requested to detail the following elements for each phase of the Basic Requirement of the Work, as
applicable:

) Labour : For each individual and (or) labour category to be assigned to the Work, indicate: i) the hourly
rate, inclusive of overhead and profit; and ii) the estimated number of hours.

The labour categories are expected to be common between the Basic Requirement and the Optional
Services Requirement. The hourly rate, inclusive of overhead and profit, will be used to validate the rates
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proposed for the labour categories listed in Attachment 2 FINANCIAL BID PRESENTATION SHEET for
the Optional Services Requirement.

(b) Equipment : Specify each item required to complete the Work and provide the pricing basis of each one,
Canadian customs duty and excise taxes included, as applicable. These itemswill be deliverable to Canada
upon completion of the contract.

(© Materials and Supplies: Identify each category of materials and supplies required to complete the Work
and provide the pricing basis.

(d) Travel and Living Expenses: Indicate the number of trips and the number of days for each trip, the cost ,
destination and purpose of each journey, together with the basis of these costs.

(e Subcontracts: Identify any proposed subcontractor and provide for each one the same price breakdown
information as contained in this article.

()] Other Direct Charges : Identify any other direct charges anticipated, such as long distance communications
and rentals, and provide the pricing basis .

(9) GST/HST : Identify any applicable GST or HST separately.

Page 32 of - de 76



Solicitation No. - N° de l'invitation Amd. No. - N° de la modif.

W7714-115274/E

Client Ref. No. - N° de réf. du client File No. - N° du dossier
W7714-115274 051svW7714-115274

Buyer ID - Id de I'acheteur

051sv

CCC No./N° CCC - FMS No/ N° VME

ATTACHMENT 2
FINANCIAL BID PRESENTATION SHEET

1 Firm, all inclusive, lot pricefor the Basic Requirement

Table 1

Item Firm All Inclusive Lot Price

Basic Requirement as described in Annex A
(excluding Appendix C)

Bidders may propose a Milestone Schedule for the Basic Requirement that reflects a neutral cashflow. The Bidder's
proposed Milestone Schedule should be substantiated by their price breakdown for the Basic Requirement.

2. Firm, all inclusive, hourly ratesfor the Optional Services Requirement

Table 2

Labour Category

Total Estimated Level
of Effort (sum of all
years) Days, based on
an 8 hour work day

Firm All Inclusive
Hourly Rate

Project M anagement

Project Manager (PM) 1060
Project Communications Speciaist (PCS) 1000
Project Control Officer (PCO) 260
Webmaster (WM) 120
System Ar chitecture and Design

Lead System of Systems Architect (LSA) 260
Software Solution Architect (SSA) 260
System/Network Analyst (SNA) 600
Technical Writer (TW) 260
User Interface Anayst (UIA) 265
Hardware Architect (HA) 140
Data Warehouse Architect (DWA) 260
Computer Network Defence Functional Analyst (CNDFA) 260
Information Technology Security Analyst (ITSA) 200
Information Technology Certification and Accreditation Specialist 540
(CAS)

System Programming

Senior Programmer (SP) 400
Intermediate Programmer (1P) 660
Junior Programmer (JP) 1700
Senior Web-Services Devel oper (SWD) 340
System Engineering and Oper ations

Operating Systems Administrator (OSA) 180
Project Test Coordinator (PTC) 480
Quality Assurance Specidist (QAS) 300
Tester (TES) 560

Total Estimated Cost
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The estimated level of effort specified is only an approximation of requirements given in good faith and is provided
for financial bid evaluation purposes only. It does not represent a commitment by Canada.

3. Mark up on Hardware and Softwar e for the Optional Services Requirement

%
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ATTACHMENT 3
EVALUATION OF PRICE
For evaluation purposes only, the price of the bid will be determined as follows:

1. Basic Requirement: The firm al inclusive lot price for the Basic Requirement as detailed in Table 1 of
Attachment 2, Financial Bid Presentation Sheet.

$ (GST/HST extra)

2. Labour Component: The firm all inclusive hourly rate will be multiplied by a factor of 8 (8 hours in a working
day) against corresponding level of effort as detailed in Table 2 of Attachment 2, Financial Bid Presentation Sheet
for each resource category. The sum across al labour categories and days in Table 2 will form the total estimated
price for labour for evaluation purposes.

$ (GST/HST extra)

Note: The estimated level of effort specified is only an approximation of requirements given in good faith and is
provided for financial bid evaluation purposes only. It does not represent a commitment by Canada.

3. MARK-UP ON HARDWARE AND SOFTWARE COMPONENTS: Ceiling all-inclusive costs, GST/HST extra,
F.O.B. Dedtination (for goods), in accordance with the following categories of technology, as per the ARMOUR
System Technical Specification:

Data Sources,

Infrastructure Management Systems;
Data Source Connectors,

Database Modules,

Data Presentation:

Computational Services;

Integration Framework;

Effector Connectors; and

Effectors.

TOTAL ESTIMATED COST OF HARDWARE AND SOFTWARE COMPONENTS INCLUDING MARK-UP
FOR EVALUATION PURPOSES:

$.1,000,000.00 (GST/HST extra) * (1 + proposed Mark-up) = $ (GST/HST extra)
BID PRICE: TOTAL ESTIMATED COST FOR EVALUATION PURPOSES:
(Calculated as the sum of Items 1, 2 and 3 above) $ (GST/HST extra)

The estimated level of effort specified is only an approximation of requirements given in good faith and is provided
for financial bid evaluation purposes only. It does not represent a commitment by Canada.

PRICING SCORE
The Pricing score will be determined based on a proportional formularelative to the lowest Bid Price, to a
maximum of 20 pointsfor the lowest Bid Price, asfollows:

Pointsfor Price = 20 X Lowest Bid Price of all compliant bidders
Bid Price of the Proposal Being Evaluated

Examples:
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Bid Price Calculation Price Points
$8M (lowest Bid Price) 20 X 8/8 20 pts
$OM 20 X 8/9 17.7 pts
$9.5M 20 X 8/9.5 16.9 pts
$10M (highest Bid Price) 20 X 8/10 16 pts
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ATTACHMENT 4

MANDATORY AND POINT RATED CRITERIA

EXPERIENCE

Except where expressly provided otherwise, the experience of the Bidder described in the bid must be the experience
of the Bidder itself (which includes the experience of any companies that formed the Bidder by way of a merger but
does not include any experience acquired through a purchase of assets or an assignment of contract). The experience
of the Bidder's affiliates (i.e. parent, subsidiary or sister corporations), subcontractors, or suppliers will not be
considered for criteriaunder section 3.1 Corporate Experience of Bidder (Prime) Only.

Listing experience without providing any supporting data to describe where and how such experience was obtained
will result in the experience not being included for evaluation purposes.

In evaluating resource past performance experience, compliance should be demonstrated through brief past project
descriptions, whereby such descriptions should include name of the project, resource position, contract start date,
work competed date, brief description of the project and other relevant details that document how this experience has
been acquired by the Bidder.

For the purposes of calculation of experience “12 months of experience” can be documented by the Bidder as per the
following two examples:

1. One(1) project for 12 months = 12 months experience; or
2. two (2) projectsfor 6 months = 12 months.

Thismodel shall be employed everywhere where ‘months' of experience are employed.

The months where the projects overlap shall be counted only once.
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MANDATORY TECHNICAL EVALUATION CRITERIA

At bid closing time, the Bidder must comply with the following Mandatory Evaluation Criteria and provide
documentation to support compliance for both the Basic Requirement and the Optional Requirement.

Any bid which fails to meet the following Mandatory Evaluation Criteriawill be declared non-responsive.

Mandatory Criteria Number Mandatory Criteria Description

M1. The Bidder must submit a Draft Architectural Design Document.
M2. The Bidder must submit a Draft Project Management Plan.
M3. The Bidder must identify one individual for each Key Technical

Personnel postion who meets the requirements defined in Appendix D
of the Statement of Work in Annex A.

M4, The Bidder must submit a Description of Corporate Experience
demonstrating that the Bidder has the required minimum experience.

Each mandatory criteria should be addressed separately. Meeting the Mandatory Evaluation Criteria above is
demonstrated as follows:

1. ARCHITECTURAL DESIGN DOCUMENT
The Bidder must submit adraft Architectural Design Document.

2. PROJECT MANAGEMENT PLAN

The Bidder must submit a draft Project Management Plan (PMP). The draft PMP will be used to evaluate the

Bidder’ s response to the Management Evaluation Criteria of the Point Rated Evaluation Criteria and must include

the following:

¢ |dentification of the intended Requirements Management Tool. The proposed Requirements Management T ool
must be compatible with the IBM Rational DOORS product line, though compatibility can be through an
import/export process (e.g., DOORS can import from many file formats including Microsoft Word and Excel);
and

¢ A proposed schedule that does not exceed 42 months duration.

3. KEY TECHNICAL PERSONNEL

The Bidder must identify one individual for each of the following positions, collectively called the Key Technical
Personnel and demonstrate that each identified individual meets the mandatory requirements that are applicable to
the labour category of the proposed individual as defined in Minimum Resource Requirements Table found in
Appendix “D” of Annex "A" — Statement of Work (SOW) :

¢ Key Technical Personnel must be proposed to fill the following positions:

*  Project Manager (PM);

¢ Lead System Architect (LSA) - LSA may also fill the SSA position or vice versa;

¢ Software Solution Architect (SSA) — SSA may aso fill the LSA position and vice versa;

¢ User Interface Analyst (UIA);

¢ Computer Network Defence Functional Analyst (CNDFA);

¢ |nformation Technology Security Analyst (ITSA) - ITSA may also fill the CAS position or vice versa;

¢ |nformation Technology Security Certification and Accreditation Specialist (CAS) — CAS may aso fill the
ITSA position and vice versa;

*  Senior Programmer (SP); and
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*  Quality Assurance Specidist (QAS).

4. CORPORATE EXPERIENCE

The Bidder must submit a Description of Corporate Experience relevant to the project and demonstrate that the
experience of the Bidder includes at minimum the following:

¢ The Bidder has successfully completed at least two (2) IT or CND Software Development and
Integration relevant projects. Relevant projects are defined as being similar to the ARMOUR project,

including, team size, nature, complexity and software R& D projects related to Information Technology
or Computer Network Defence (CND); and

¢ The Bidder or amember of the proposed team has successfully completed at least one (1) relevant
projects in which they were required to setup an operational simulation environment for
pre-deployment testing, including the creation of test data sets. Relevant projects are defined as being
similar to the ARMOUR project, including, creation of a simulated network of similar size and scope
including the simulation or use of network sensors and effectors related to Computer Network Defence
(CND), including the creation of test data sets.

POINT RATED EVALUATION CRITERIA

Point Rated Evaluation Criteria Summary Table

130 90
Technical, Management and Corporate Experience Evaluation Criteria o
1.0 Architectural Design (Draft Architectural Design Document) 60 40
1.1 Understanding of the vision, objectives and scope 10 6
1.2 Adeqguacy of the technical soluction 50 32
a) How spl uction _rn_eet; capability requirements stated in System 20 14
Technical Specification
b) How spl uction _mgetg performance requirements stated in System 3 0
Technical Specification

¢) How soluction aligns with open standards 4 0

d) How soluction aligns with identified security standards 4 0

€) Ability to meet technology challenges 10 5

f) Level of COTS incorporated into the proposed soluction 5 0

0) Level of risk associated with technical aspects of the soluction 4 0

2.0 Management Proposal 40 30
2.1 Project Management Plan 18 12

a) Development Approach and Risk Mitigation 5 0

b) Work plan and schedule 6 0

¢) Quality Management System 4 0

d) Resource Allocation and Control 3 0

2.2 Personnel 22 16

221 Project Manager 7 4

a) Experience 3 0

b) Education and Credentials 2 0
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[EvauationCriteia [ Points [ Min |
¢) Technical Expertise 2 0
2.2.2 Key Technical Personnel 15 10
a) Relevant IT Security experience 3 0
b) Education and Credentials 2 0
¢) Computer Network Defence Experience 4 0
d) Experience developing open architectures and using 3 0
relevent technology standards
€) Experience using relevent security standards 3 0
3.0 Corporate Experience 30 8
3.1 Corporate Experience of the Bidder 17 0
3.1.1 Relevance of Bidder's core business lines 4 0
3.1.2 Establishing and managing integrated project teamsinvolving 4 0
subcontractors
313 Demo_nstratec_zl Experiencein IT or CND Software 5 0
Development and Integration Projects
3.1.4 Demonstrated Experiencein IT Project Deployment 4 0
3.2 Corporate Experience of Proposed Team 13 0
3.21 Test Environment Setup and Datat Population 5 0
o 322 Demon_strated Experience providing Certification and 4 0
Accreditation Support Services
3.23 Demonstrated Experience providing Open Source Software
Project or Open Architecture 4 0
Promotion and Support
Canadian Content Evaluation Criteria 14 0
Goods 4 0
Services 10 0

The Technical, Management and Corporate Experience Bid will be evaluated and scored in accordance with the
following evaluation criteria:

For the work to be performed as specified in Annex “ A" - Statement of Work (SOW) the total Point Rated
Evaluation will be calculated as shown in the following tables.

Page 40 of - de 76



9/ 8p -}0 T abed

S pAB|-SSau Ipea J-ABo [ouyoe)/5914198ds-We b0 .d /do 19-We 160 .1d-Uo 172z 12 10 WL -UO IR ACUU I-Ue IFeUed S 160 1d -pue-saaie 11U 1ed 06 | espueAng//:sdny

SpAST SsauIpeay ABojouyse | .

ZT+10D) (zoods - 1swnooq
ov 09 ubisaq@ [ein1o911yoly Helq) ubisaq [ein1o811ydly O'T
siulod
"UIN wnwixen 9[eos ®©l131140 UoleneA [ealuyoal

‘uoirebisanu| eyrn4 bulinbay sealy ‘2 uonoas SIS ay1 ssalppe 01 yaeoudde pasodoud pue Buipuelsiepun ayi Jo uonduossg
pue 'solR A pue siefle | sduewloliad ‘9 UoNIeS S 1S 8y s 03 a4njoslyd.e pesodoud ayp Jo Alljice ey Jo uonduosag
9IN19911Y21Y [en1deound YNOINY Y 841 188w 01 uonn|os pasodoid sy Jo afiedn02 ay) Bulieisuowsp ‘91n10811ydly [enidesuod YNO WS Y ‘7 U0IISS SIS 8yl 01 a1ndeliydte pesodoud ayy jo Buidde

‘sp.epuess A111n3ss pue ABojouyda Jo asn pasodold

‘S)uewWe.INbel S 1S 18l 0) AL YNO YV 8U UlLIm peoLeyUS 8 0) PSS ||IM Teuj) (S92INes JeUyo 10 pausiuung DAXA ‘SSO ‘SO Jeyieym) S9|npow aemos Bulisixe Jo uoiealynuep|

S)uewelINbel S 1S 18w 0) L YNO WYY au uipim Ajpie|dwos padonap aq [|1m Jey) S9INPOLL 8JeMJ0S MBU JO OO 1 uep|

{uo1IN|0S AU} U1 papnjoul

3( 01 S3|NPOLU B12MI0S JO SI2UNCS JBY10 10 8JeMHos pausiuing DAd ‘(SSO) 8emN0S 82nos UadO ‘(S LOD) JeUs-aUi-H0- e 10/eWWO0D JO 8sn PS]HISIP pue uo o lyiusp! Bulpnjout 8injosliyde pasodoid
‘Buipnpul (.4,
XouUY Ul punoy aq ued aouae el 193 oid Bunioddns e se S 1S ayy Buisssade Jojsuononasul) (S1S) 0z uosieA (al) uoirensuowsd ABojouyda] (MNO YY) 8ousjeq YJoMiBN Jendwo) parewoiny Jo) uoiedi}ioads

[21UY2S | WeIsAS 8y 1eaLu 0} 8sh 0} spudiul Japplg ay} ydeo.dde pue 81n3os}iyde pasodoid ay) 84 14Isap pInous Juswndoq ubisa@ [eAN1oelIydIY Hedpay L eleld patel julod ayj Jo uoien[eAs aiel|1de) 0} se oS
PpRINJONIS 3 PINOUS JUBUNJOP SIY L “(MOS) HI0M JO JUBWRIRIS- V., XoUUY Ul pag1Iosap se 200as (d1Q) uondasaq wal| ered au Yy m 80Uepiodde Ul painjoniis 8 pnous juswinoog ubsaq [einiod}iyoly Helpay L

' Juswido jprep

ybnouyy W aq 01, ‘BuIso|o pig Jo awn e Buies 1YL ous1aey) eyl JusAs 8yl Ul 1o Buitel TH 1, 8Yl g PInoys Wiel yJes 1o} asuodsal Xujew ay L ‘Busod pig joawn e ((T4.L) Ao sseulpesy ABojouyos 1 sy
Buipnjoulajge S1S ‘G UONRS (S1S) 0°'Z UosPA (A1) uoensuowaq ABojouyse | (HNOINY YY) 8oused JoMBN INdWoD parewoiny Joj Uoied1}108dS [21Uyd9 | WeISAS au) 03 8suodsa. X LiTew paip [dwiod v
‘Buimo|jo} ayiapnjoul pjnoys pue e1BILID UoITeN eAT paley 1Uiod 8y JO BLSILID UoieneAs [ediuyds | 8y} 0} 8suodsal s oppig
ay1een[eAs 0] pasn aq ||IM Juawindo ubsaq [eAN1oelIYIY 1elp sy L BLeILD UoIeneAT [ediuyde | 8y 01 ssuodsal Jsppid ay) afeneAs 0] pasn aq ||IM Juswinooq ubsed 8nioeliyly 1elp peniwgns Jeppig ay L
VG310 NOILVN IVAT TVOINHOIL T

JNA oN/ON S - 222 oN/ON D20
S9G0

inajayoe,| ap p| - @l 19Ang

¥/2STT-VT.LASIS0 v/ZSTT-VTLLMN
19ISSOP NP (N - "ON 3| WU NP *J91 8P LN - 'ON "JoY WBID
AW /2STT-VTLLMN

“JIPOW €] 8P ,N - "ON "PWY UOIEIIAUL| 3P (N - ‘ON UONENDII0S



9/ 8p - }0 ziy abed

aIn12311Yd.ke 8. lemyjos pasodoud ayy ul A1Lenpow Joavufeg e

puUe ‘A1lunwiwiod aous o MJompsN JeindwoD ayi Joj Jomswel uoieibolu| ue jo aouelodw| e
'SjpAa| WRISAS pue ‘Bd1IAISS ‘UOISSIW By} Te abedon00 SoupwW apim-asiidielug

‘suoIeB W ua.1INJUo2 a|d i jnwW BUIAjoAUI B6RBACD UOIDY JOSSIN0D

‘uolTeziolid pue UoieNd eI UOIDY JO 85IN0D palewolre Jo 3aifeg

‘uoiezniold uonoy
JO 854N02) U0 132dW1 JBY) PUR S311LIoLId UOISSIW JO 3.nTeu dILeuAp syl BuIpn[oul S)dSouU00 S0URINSSE UOKSSIAL - o

‘asuodsal parewoine-A|n4 Buoddns sanijigeded o

asuodsal parewolre-wes bunoddns sanijigeded

SJuapIoul A11INJ3S JO UONJSIBP UO paseq suoieiedo anndesy
sanljigeeu|nA A11INdss paljiiuspl Uo paseq suoielodo anndeold e

21191110 BuIMO| (04 81 SS04Je adods pue

‘Buipuelsepun Jeppig 87241SUOWSP 01 1USID11INS PRSP ISUOD

3 10U [|IM [ellSTEW UO12101(0S BY} WOJ S1deduod asay} Jo
uondLasap syl BuIeISay 'SpJoMm UMO 1Y) U1 8doas pue SaA1198[qo
‘uossin 8y} Jo Bulpuelsispun JBY) 8T1SUOWSP PINoYs Jeppid ay L

9 0T SaANa 0o ‘UoIsIA ay) Jo Buipueisiepun JBppig ay) Jo uondiasap aleindde Ue Joj papieme aq ||ImelL1uo sed ulod T adoos pue sana[qo ‘uosiaay) Jo Buipuessepun ‘T'T
swuiod
“UIN wnwixepn a[eas B1191110 uoneneAs [ealuydssl

JNA oN/ON S - 222 oN/ON D20
S9G0

inajayoe,| ap p| - @l 19Ang

¥/2STT-VT.LASIS0 v/ZSTT-VTLLMN
19ISSOP NP (N - "ON 3| WU NP *J91 8P LN - 'ON "JoY WBID
AW /2STT-VTLLMN

“JIPOW €] 8P ,N - "ON "PWY UOIEIIAUL| 3P (N - ‘ON UONENDII0S




9/ 8p - }0 g7 abed

'SouBW pue sebel aouew.loed . Byl 198W 10U SS0p ‘paquassp se ‘uoniosayl 0

‘910U 1D1JaP Y1IM ST LIIBW pue s1ebie) aouewloliad (1) uolreisuowsd

ABojouyoe | 8y} 88w 01 A11|ige 8y} Sere.Isuowp eyl ainjaeliyoe ue siueseid ‘pequiossp se ‘uonnjosayl T
'S910UB 1D1JBP Y1IM S LIBW pue S1ebiel aouewoiad feuoirelado weisAs pako|dep ayl Sisall INg ‘oW pue seb.e)
aouewopad @1 eyl 198 0] Alljice ay) SaTRJISUOWSP ey 81n10a11ydse Ue siussald ‘paquossp se ‘uoinjosayl ¢
‘SolPW pue spbre) aouew.oad euoirsado weisAs pakojdep pue (QL) uoirisuowsd

ABojouyos 1 8y} 410q Jeaw 03 Al |1 8y} SoTeIsuowap ey} Injosiiyoe Ue siuesald ‘paqosap se ‘uoinjosayl €

's196./e1 ouew o iad

ay 18w 01 A1jige fein1osyiyd.le pesodoid ayp Jo uoirealisn|
reanAfeue ue apinoid 01 3|de g 0} pa3oadxa s1 Jeppid au)

‘MBIA P3| [eIN1DB1IYDLe Ue Ssapnjoul fesodoud sy Teyl Buiziubooey

'909S ‘0'C UOSIBA

(@.1) uoirensuows ABojouyds 1 (HNOIWH YY) ddused Y40MIBN
JoINduwio) perewoINy Jo} Uoied1}10ads [eoIuyoe | WelsAS ul
paress Se SjuawalInba. aouew o Liad ay1 sieaw uonn|os ayl MoH (q

14’

0c

JUBWIUOJIAUG (paTe|nwiIs) JUenafl Ul uoifeplifen uauodwo) G Td 1

JuBWIUOUIAUG (feuoitelado pareNWIs) WeAd pJ e Ul uoirlsuowsp adA1010.d 10 jppow WasSASONSWRISAS 9 11
JUSLLIUOJIAUS [euoitesado Ue ul uoire.aisuowep adAio1o.d WRISAS i/ 11

S8 ] Sseulpeay ABojouyde ] Jo Arewwns

's9160|0uyoa)]

(Pre] Joyby Jo) G T 1 Yyrm siusweiinba. patels ay Jo 956 Ueyl Ssa| 4o saifiojouyoel (jpAs| Jeybiy Jo) 9 T L
U1im siusweInba paels 8y} JO 9408 Uey) Ssa| sisall Jo saifojouyosl (pAs| eybiy o) 2 TH.L Yim siuewslinbal paress
U} JO %09 Uey) SS9 SeeWl ‘(S)eseyd uofe.IsuOWBp JUeAs I 8} JO U0 |dWod e ‘paqlsep se uonnjosayl 0
'sa1bojouyos) (pAs] eubiy 10) G TH L Yym sl INbal PBTeIS aU} JO %66 PUe sa1bojouyas) (prs] eybiy

10) 9 T L ynm sieweinbal paRes au JO %08 S pue saifojouyos (pAs| Bybiy 10) 2 TH 1 yim siuswelinbal
paTels 84 4O 9409 SIBBW ‘(S)eseyd uoiresuoWRp JUBAS B B} JO UO1S (W0 e ‘paqIosap se uonjosay L 1
‘sa160jouyoe] (P9|

»Byb1y J10) 9 THL Yym sl INbaI Paels B} JO %G6 PUe s31bojouyds) (pAs] ,Bybiy Jo) 2 THL Yim siuswe.inba.
paTels 8yl JO 9408 Sk ‘(S)eseyd uoireISUOWSP JURAS B 8] JO U018 (W0 e ‘peqlosep se uonnjosayl /T
'sa160jouyos) (pAs| ybiy 10) 2 T 1 Yyimsiueweiinbal

paTels 8Y} JO 9400T SIBsW (S)eseyd uoelisuowsp UeAs I 8y} JO oI |dWOD e ‘Paqliossp se uonnjosayl  OZ

'9 ‘G 'y SUOIYSS ‘0'Z UOSIBA

(@) uorressuowsq ABojouyds | (HNO YY) 8ousjed IoMBN
JBINdwo) parewoNy 104 UOIRI141990S [eoIuyoe | WelsAS syl

Ul pareIs se sjuawe. INbal A11j1geded ayl sisawl uoin|os ayl moH (e

[4>

(601 (e 1oL
05

(6 01 (e eI SSOITR BJOYM B Se paTeneAs o]
|1!m JoppIq ay} Aq pasodo.d uonnjos [eoluyas) 8y Jo Agenbape ayi ‘UoiIR}D1|0S BY) U PTeIS SIuBWR.INb31 By} LBAID

uoIIN|os [ealuyas1ay) Jo Asenbepy ‘2T

Ul

swuiod
wnwixepn

aess

B1I91110 UOEBN[BAT [e2IUYd9 ]

JNA oN/ON S - 222 oN/ON D20
S9G0

inajayoe,| ap p| - @l 19Ang

v2ZSTT-VTLLM
1USI9 NP *J91 9P LN - ON 19 U0

AWLCSTT-VILLM

UOIEIIAUL| 3P (N - ‘ON UONENDII0S

V.2STT-VTLLMASISO

19ISSOP NP N - "ON 3|

‘Jipow ®| 8p ,N - 'ON ‘pwy




9/ 8p - }0 vy abed

'spJepuess A11Ndss pa1yuap! Y)im UBife Jou SS0p ‘PeqLIdsap se ‘UonNn|os syl

‘U0 NN|OS 81 0JU ! PaT40dIoou |l pUe PaIjuSpPI 8.e SiusWwaIINka.

UOTeWoul Tey) SauNsUs pue Splepues A11LINoss pelinuep! g Jo T 15es| e Limsubife ‘paquosepse ‘uonnjosayl T
‘U0 N[0S 81 0JU ! PaT40dIoou | pUe PaIjIUSpPI 3.e SiusWwaIINba

UOTewWoul Tey) Saunsue pue Sprepuess A1LNoss pelinusp! 9 Jo Z 15es| Te yumsublife ‘pequosep se ‘uonnjosayl g
‘U0 NN|OS 81 0JU I PaT40dIooU | pUe PaIjIuSpPI 3.e SiusWwaINka.

UOTELLIOJU! TeUj) SSINSUS Pue spJepuess A11Indss pa1jusp! 9 Jo € 15ea] e Yimsubife ‘paqLossp se ‘uonnjos syl €
‘U0 NN|OS 81 OJU ! PaTI0dIoou | pUe PaIjuSpPI 8.e SiusWwaIINba.

'sufewop
UOITeWIOUI BY) JOAOD 01 SpJepuels Joms) asn 013|qissiwed Si 1)
'O Bullel SIY] Ul pawleu sprepuess ayl Aq paiussaldal surewiop
uoITRWIOJUI XIS 3Y) JO 3Jow 10 auo 01 dew A3yl Moy areJisuowiep
SNW Jeppig 8yl ‘papnjoul afe splepuels uado jus eAInbd sy

("5 uonoes ‘(@) uoirensuowsq ABojouyose | (HNO YY) 8ouseq
YIOMBN JeINdWoD PefewWoNY J0) U0 141090S [edIuyds |

WeIsAS 8y} ul paqLIosap s1 splepuess A11indss Jo asn pajoadxe ay 1)

¢Akldoidde aeym pareiodiodul pue paijhuspi ate splepues

usdo JuseAInbs Jo (D3dD) Uoed1yIsse|O pue uoieewnus
uelied %Jeny uowwoD pue :(D3V ) uoirziueisereyd

pue uofejownus aiNqUNY alempe A -(3dD) uoieswnus wioje|d
uowiwo) ‘(SSAD) weisAs Bulioas Alljigeloun A UOLIWIOD

(v AO) aflenBue ewsssssy pue Alljigeseun A uado (IAD)
S2.nsodx3 pue saNijigessun A UoWWOD 3y} Jeyl 8.nsua Uonn|os ay)

0 ¥ uo [JeLliojul ey} Sansud pue sprepuels A11noss paiuap! 9 | yiimsubife ‘paqiiossp se ‘uoiinjosayl 1| se0q 'splepuess A11ndss pa1yiuep! yyimsubife uoin|os ayi moH (p
(ol
‘a[npow uosn4 ‘anpow uo ik p.Io) H'3) sojnpow Buissaoo.d UsaMIB( Pasn a1e SADIAISS (M paseq SpleplelS
(Siusuodwiod uoieIssa.d Bl pUe SSOIARS
[euoreindwo) ‘esedere “B69) SlusUOAWOD [2INIIB}IYDIE USSMIS] PASN 1. SSOIAKSS (M Paseq SpIlepuelS
“(WesAs HNOINY Y 8y Wiou) pue
01SaJe}P1ul *°9) S10198UU0D 1010943 pUe SI01IBUU0D 32.N0S BIe( J0) PaSN a.1e S3OIAISS (oM pased SplepuelS
'SMO| [0} Se pa1jiuapi 8.Je Seafe 81n1al1yd.e 98Iyl 8y L
"Mmoq (gpue Ty
pa1s|| sese 8.1n18}IY2.e 88U} 83 SSO.Je U0 [IN|0S U} JO SS9 0 940G 10} Splepuels sssn ‘paqiosep se ‘uonniosayl 0| suonoes ‘(g.L) uolrensuows ABojouyds | (HNOINYY) 9dusled
‘MO peIs|| Seafe 8InjdslIyde YIOMIBN JBINdWoD PRIRWoINY IO} UOIRD 1410903 [eoiuyds |
39441 JO 3UO U1 UONIN|OS U] JO 940G Uyl 810w 10} SADIAISS goM paseq Splepuels Sasn ‘paqliosap se ‘uonnjosayl g WBISAS U3 Ul paq11asap Si splepuels usdo Jo asn paioadxe ay )
‘MO Bq pals|| Sea e a.nja8lIydse
8911 JO OM] U1 UOIIN|CS 8] JO 940G UeYl 2J0W J0} SIOIAISS GRM paseq SpJepuels sash ‘paqliassp se ‘uoiinjosayl € “DEM J0 SISVYO :9.1e Sa1poq sprepuels
“MO[Bq pais!| seae 8njoeliyo.le ¢parelodiooul pue paiynuspl afe splepuess TN X eyl ainsue
0 % 891U} |[e U1 UoAN|os 8yl JO 950G UeYl 910w J0} SBOIAJSS gRM paseq Sp.lepuels Sash ‘paqiosap se ‘uoinjosayl 1| uonlnjos ayl ssoq sprepuels uado yiim subife uonnjos ayr MoH (2
sjulod
"UIN wnuwixep a|eas B1I81110 Uollen[eAs [ealuydal

JNA oN/ON S - 222 oN/ON D20
S9G0

inajayoe,| ap p| - @l 19Ang

V.2STT-VTLLMASISO

19ISSOP NP N - "ON 3|

v2ZSTT-VTLLM
1USI9 NP *J91 9P LN - ON 19 U0

AWLCSTT-VILLM

“JIPOW B| 3p ,N - ON "PUIY UOITeNIAUL| 8P (N - "ON UOIeNdI0S




9/ 8p - }0 Giy abed

'sjuauodwod [eanjLIydRe

g8y Jo T 1ses| e 10} S 10D (58] 10 90G) Apsow a7eJodiooul 10U SS0P ‘SN PIg 1 PSQLI0SIP Se ‘uonnjos 8yl 0
'Sjusuodwod

feIn1oslIyoRe G a8y JO T 10} S 10D Serelodiodul (960G Ue) je1ealb) Ajisow ‘swi pig Je paquassp se ‘uoinjosayl T
'Sjusuodwod

[eINIs1IYoLe G 3yl JO Z 10} S 100 selelodiodul (9605 eyl ssrealb) Ajisow ‘swi pig ke paguossp se ‘uoinjosayl g
'Sjusuodwod

fean1oslIyoLe G 8yl JO € 10) S 10D sareiodiodul (9405 Ueyl ,e1ealb) Ajisow ‘swin piqg e paguossp se ‘uonnjosayl €
'SjusuUodWIod [RIN1DB1IYdRe

Gyl Jo 7 1es| I 10} S 10D Selelodiooul (%605 Ueyl realb) Afisow ‘swi pig Te pagLIossp se ‘Uuoinjos syl ¢
*(S10109443 ‘uoIRISSAId BRR( ‘S90IABS [euoIRINdWOo) ‘esedeie ‘S824nos el ) Siusuodwlod [eaniosliyote

'S10J se paspisucd aq |[IMa|ge|eAe S18susdl| [eldisliLIod e
Ua1ym 1o} a1em1jos 92.nos uadO ‘uole1lo siy) Jo sesodind ay) Jo4

"PAMB1AR1 8Q ||IM SIUBWB.INDB. [2IN1931ILD.e 8Y) 188w

0 S GaU} JO G | UM S 10D sareJodooul (9605 Uey) 1ealB) Apsow ‘swil) pig Je pag1osap se ‘uolinjosay L G| 03 uonnjos pasodold ay) uiyyim paresodiodul S 10D Jo prdfay L (4
Wy} Jo € 1583 12 Yim [esp 01 ydeo.dde punos e pajuesaid
10U Sey Jo uoirebisaAul Byuny Buliinbal seale / o 1 Ueyl ssa| Jo Bulpueisiapun Jea (o safelisuowep eppigayl o
‘Wey} Jo € 1sea| T Y)Im [esp 0} saydeo.dde punos
passa.d sey pue uoirebiseAul joyuny Buliinbal seale 7 Jo 1 1o Buipueisiopun fea o SaleJisuowsp Bppigayl §
‘wey} Jo € 15ea| Je YIm [eap 0} saydeoldde punos
pa1ussa.d sey pue uoirebinsaaul Byuny Buliinbal seale / Jo G Jo Bulpuelsiopun Jea o safeJisuowsp eppigayl 9
‘wey) Jo 7 1ses| 12 Yum [esp 0} saydeo.dde punos psjussaud ("2 uonoes ‘(@) uonensuows
Sey pue uoirebnsaAul ey Buliinba. sesle / J0 9 1e3| e Jo Bulpuelsispun feajo sare.isuowsp eppigayL /. ABojouyos | (HNO YY) douesed 1ompN eindwo)d
‘WY Yim [eap 0} saydeoidde punos pejussald|  psrewoIny Joj Uoieoi1ioads [ealuyos | WeisAS syl ul paq Liosep
Sey pue uoirebiinsaAul Jayuny Bullinbel sease / 10 9 15ea| e Jo Bulpuelsiopun Jea (o seleJisuowiep Bppigayl 8 a.le uoirbnsaaul Jeyuny BuLinbas ssbus|eyd Abojouyssrayl)
‘Wwisy) Y1im [eap 01 seydeoudde
punos pajuasa.d sey pue uoirebinsaaul seyung buliinbal seale 7 |fe 1o Buipueisiopun fea|o saleJisuowep Jeppigayl 6 ¢sabua | feyo asay) 198
‘wiayy yum Bulesp 01 saydeo.sdde 01 sayJeo.dde a|geln uesaid pue uolrbisaAul eyuny Burinbal
punos Yy1im uoirebnsaul Jeyrng Buliinbal seafe [euonippe paijiuspl Jayling Sey pue Wwayl YiiMm eap 01 saydeo.dde Seare ay) Bulpuelsepun ulabpajmous [e21Uyods] ale.suowsp
S 0T punos pajussa.d sey ‘uoreBisanul YLy Bulinbal seale / |fe Jo Bulpuesiepun Jeajo sareisuowap Bppigayl 0T Bpp!g ay)ssoq sabus|eyo ABojouyos) 18w 01 Ay @
siulod
"UIN wnuwixen 9[eods 1191110 uolrenfeAs [ealuyaa |

JNA oN/ON S - 222 oN/ON D20
S9G0

inajayoe,| ap p| - @l 19Ang

V.2STT-VTLLMASISO

19ISSOP NP N - "ON 3|

v2ZSTT-VTLLM
1USI9 NP *J91 9P LN - ON 19 U0

AWLCSTT-VILLM

“JIPOW B| 3p ,N - ON "PUIY UOITeNIAUL| 8P (N - "ON UOIeNdI0S




9/ 8p - }0 91y abed

14

s

pig Te saibojouyosl pAs| (lBybiy 10) 9 THL Y1IM 1B ae siuswe.inbal 8y} Jo 960G Ueyl ssa “siy YbiH =siulod 0
W1 pig e ssibojouyoe)

A8 (J8ybly J0) 9 THL Yim oW e Sluswainba. 8Y JO ‘0408 UeY) SS9| INg ‘810W 0 9505 MSiY Wnips | =siuiod G0
"W piq e saibojouysal pAa| (JlBybiy J0) 9 TH1 YliM B a.Je Siualalinba. syl JO 10w 10 9408 Ysiy Mo = wiod T
saifojouyde | uanoidun Joasn

S|dV WaISIXa-Uou Jo ‘paysiigndun ‘piepueis-Uuou aAey Sa|Npow 8/eMm1jos JO 940G Ueyl alo | sy ybiH =siulod Q
sidV (A udo.d yBnoys) paysiignd ey SSINPOW 8.1eMIJ0S JO 940G UeY1 I0 A “YSIY winips Al =siulod G20

(SIdVv) sedepe|

Buiwuwre60.1d uoieaiddy paseq sprepueis Buiis1xe aney SO NPoL 9./eM1J0S JO 940G Ueyl 3J0 N ‘dSid Mo =siulod G'T
3Iem1jos paresfelu| Jo 3w ibeQ

w1 Inbay

o1seg Jo adods puoAag pasep SU0D S3[NPOLL 8.eM1J0S [RUO IPPE SaPN [oU 1 81n13811IYdIY “Ysiy YBIH =siulod o
S9|NPOLL 321 JOS JUepUNPaJ J0 AReSS338UUN JO 8SN SBPN [oU1 8IN10911IYDIY ‘YSiy winipa |\l =siulod G20
2IM2311Y21Y [enidaouod YNO WYY 01 ABS0 [0 sdew 21n13911ydly ‘Msid Mo =siulod G'T

Axe|dwoo A ressadauun Jo 30Ueplony

:2100S X1l JO pAS| 311s0dW09 B 812310 ||IM Sa1ioBa1ed aa.y)
|l Jownsayl ‘Alobaed Aq ‘soeas Buimo|jo) syl 01 Buipiodde siulod papene aq [[IM Paq1iasap Se ‘Uoin|os ay L

uBWUOJIAUG (feuoiresado parnwis) Uers B
© Ul uoiresuowsp adA101o.d 1o ppow waisASgns/weisAS (9 141

S8 ] sseulpeay ABojouyde ] Jo Arewwns

(sa1bojouyoa] uaAoIdun Jo asn pue afemljos
pore.lBolul Jo aa1bap ‘A11xe|dwios Axessadauun JO S0URPIOAY)
uoNN|oS 8y} JO s1oedse [ea1uyds) Y1M peteioosse s Jo pre (B

Ul

swuiod
wnwixepn

aess

B1I91110 UOEBN[BAT [e2IUYd9 ]

JNA oN/ON S - 222 oN/ON D20
S9G0

inajayoe,| ap p| - @l 19Ang

¥/2STT-VT.LASIS0 v/ZSTT-VTLLMN
19ISSOP NP (N - "ON 3| WU NP *J91 8P LN - 'ON "JoY WBID
AW /2STT-VTLLMN

“JIPOW €] 8P ,N - "ON "PWY UOIEIIAUL| 3P (N - ‘ON UONENDII0S




9/ 8p -0 /iy 8bed

"puUoSRd [BI1UYDS | Ao Se patenens aq 0} ae Teyl Sfenpiaipul pasodold |fe o soustiedx3 Jo Arewwing e apinoid osfe pinouys Joppid 8y L *AMOS 8} JO Spsau sy 1esw 0} paijdde

3.Je $32IN0sa. jpuucs.ad U 101JJNS 3INsUS 0] pasn aq Aew Tey) SWsiUeydSW Buniniosal pue jpuucssed Jo S824n0s aleusle ‘|00d 32Jn0saJ puuosad a|ge| AR aU1 84 119S3p PINOUS UR|d 821n0say 3yl wea)] pasodoud
3y} JO Slequiall Y10 pue Jeppig ayr usamiag sdiysuoiie pa Bungenuod-gns Jo Buiwes) Aue Jo ainTeu syl 8 1I3sap PINOUS Ue|d 82N0say 8yl "13eiuoD ay) Jo uoieinp syl Inoybnolyl sysel | Jo uawebeuew
9AND}Jo 2INSUS 0] Joppig ayl Ag pasn sasseo04d aoueinsse Alifenb pue [041u0d ay) 84 110sap pue ‘XL A A11jigsuodsay pue 1uswubIssy 921n0say e apinoid ‘sdiysuoie i Buniodal pue ainonuis feuoireziuefio

ays ‘Ue|d xJom ay) JO SyseI-gns pue syse) 01 PaubIsse S304N0sal JNoge|-UouU pue JINoge| Yo ‘jpuucsiad [edluyos] A9y Jo UOIed0| e 8yl aq 1iasap PINoUS d INd Help U3 JO UONJss Ue|d 82N0say 3yl :Ue|d 32.1n0say
‘paqLI9sap 3 pnoys (S1013enuod-gns 6a) slequiew Wea) pasodo.d s Joppig ayl sessedulodus WlsAS uswelbeue |\ A11end s oppig

ay1ainsud 01 yJeoludde ay1 "asojo piq 01 Jolid uonsenb e Bumiwgns Ag sous eainba WLIUOD PINOUS SJepplg ‘splepuels Ssa00.d pue uo re1uswndop a|gedldde s eAINbd 1o+ 'spiepuels Ssa00.4d pue uoieuswnoop
3|ceol(dde e eAINbd 10 ININD-ITS ‘IININD ‘0€8 40 628 3331 *202¢T OS| ‘8002:T006 D3 1/OS|19pN[oul SUOIIED 1411490 10 Sprepuess ss3004d juswido pAsp 3emos Jo JuawaBeuew Ayienb juerspy 'dINd Help

3y} 0} xipuaddy ue u1 papnjout ag pinoys Jeppid ayl Aq pawie o (81ed1411eD 80021006 D31/0S| Ue “63) saredljnie) wewsleue N A1liend Aue Jo saidoD “ieppigayl Ag pey suoiealiiied wawelbeuve N Aiend
10 ‘pamol o} sprepuels uswebeue |\ A1end Aue jo uondiuosspe Buipnioul ‘leppig syl Agasn ul wesAs wewebeue |\ A1ifend ayi Jo uondiosep e spnjoul PINoUs dINd Help 8y L ‘WesAS 1uewsbeue |\ A1iend
'SSU0ISA | 1L 853} 104 B |NPayds areusslfe Ue asodoid

0301} S1 BPPIgaYL "MOS dU} Ul paJedIpul e SaUoisa |1 Juedliubis saiyuap! A|eao Tyl npayds pue (Sg/M) In1oNn.is UMOpXea.d XOM papeo| 82IN0SaJ e apNjoul PINous dINd Help 3y L @INpayds pue SaM
‘usWwifeue |\ UoIfeJISUOWS pue uswaleue N UoirInbjuo) ‘uswelbeue |\

sjusW.INbay 0] ygeoidde papusiul ays Jo uondiasap Jolige apnoul pinoys ydeoidde juswdopnep ayl aseyd uswidopasp ydes wol) Bunnsai sjuswisiinbas Buinjons o) enualod syl 91epowiwiodde ||IMm eyl
wewdopnap 211942 01 yaeoludde s, joppig ayi Buipnjoul ueid uoieBniw s pue yaeoidde wswdopasp ay) Jo uondLiassp e apnjoul PInoys dINd Help ayl :ue|d uoitebill |z dsiy pue yoeo iddy juswdopnraq

SMO|[04 Se eLR}LIO patel u1od 8y JO Lo IeN [eAs S1ell|10e) 0} Se 0S PaINionIs 8 PINous dINd Hedpay L skepp

USS59.10JUN 0] PUOAS3J 0] UOITRJBP ISU0D YIIM 3 [NPayds aASUBLRIALLIOD & apnjoul pnous pue ue(d yiom ybnoJoy) e afeisuowap PINous dINd Hedp 3yl “(MOS) Y10 JO 1UBWSTeIS- V., XauUY Ul paqg1iosap Se TO0 N
10 8Y3 Y3Im 80URPIODTR U PRINIoNJIs 8 PINOUS dINd HeIp YL LeILD Uoien feAs usweBeue A ) 0} 8suodsa. ,Bppid 8y a1eneAs 03 pasn aq ||IM (dINd) Ueld Juswefeue 108 01d 1e.p peniugns Jeppig ay L
VId3LIHdO NOILVNTVATI LNFJINIOVNVIN 2

V.2STT-VTLLMASISO V.LZSTT-VTLLMN
JNA oN/ON S - 222 oN/ON D20 13ISSOP NP N - "ON 31 1UBI19 NP *J21 8P N - "ON "JaY UAlID
AS9S0 AWLESTT-VTLLMN

najeyoe,| ap pi - Al Jekng “JIPOW B| 3p ,N - ON "PUIY UOITeNIAUL| 8P (N - "ON UOIeNdI0S



9/ 8p - }0 gy abed

"(eseyd 1591 ay1 BuIMO||04 YJoMBJ 10) JUNOITR 10U SSOP JO ‘safiels uoITeISUOWD pue

1591 ‘pling ‘ubse ‘sisARUY SluswalINbay 1589| T2 apNn|oul 10U SS0P Tyl yJeoudde Juswidopasp e Jo asn apnjoul pinom sajduexa) spno|
M1 MO| pUe Syse Juswido pasp aJemios ssauppe Aprenbape jou pjnom eyl ydeoidde uswdopnsp paijiuepi ue sspnjoul ueid YIOp 0
‘(1001 JUBWBBEURW UOITRINB1JU0D

pue wswafeuew siuswalinbal yioq Bude| Inq poysw |feielem ayl 81| ssydeoldde juswdoprsp [ea1194A2-uou apnioul pjnom ssjduwexs)
SpPM3| ds11 MO| pue Syse) Juawido prap afemios ajdwis afeuew ued Tey yaeoidde juswdo pasp paiyiuepi Ue sapnjoul ueid YIOM T

{(s1001 Wwewsleuew uoirInbijuod

Jo JuswelBeuew siuswalINbal Jeyiie Bupide| 1Ng poylew |fererem syl a1 saydeo.dde juswdopasp [ea110A2-uou apnjoul pinom so jduexa)
Sp/e| X1 8leJepow pue syse) Juswido pasp 8.1emios uowwod afieuew Ued ey ydeoidde uawdo pasp paiynuep! ue sspnjoul teid 3IOpN 2
{(s1001 JUBWBBEUEW UO ITRINB1JU02 pUe JusWBBeURL S1UBWR. NS BuIpn oUI ‘S|00] JusWaBeuew UoIreINB1Juod pue uswebeuew siuswalinba.
solelodiodul pue poypw |[elerem ayl 81| saydeoidde juswido pasp [ea1pAd-uou apnjoul pjnom sajduexa) st Bulbeuew ApAands )L

a]1ym 109 [0.d Juswudo prap atemios xa|dwod e affeuew ApANDS4S Ued ey ydeoidde juswudoprap paiynuspl ue sspnpul ueid YIOpM €
{(s1001 Wewsleuew uoireINb1juod pue sWwebeuew

suawe.Inbal Bulpnoul ‘uswdo pasp uoiealdde pidel Jo ‘yuswdoprsp [eiids ‘BuidAloloid pides ‘uswdoprsp IUsWLIoUI BUIAJOAUI
asoy) aq pnom saydeoidde juswdo prsp pa1daade Jo sajdwexa) ysii Buifeuew ApAnds e a|iym ‘siuswslinbal Buinjons 01 1depe ued pue
JUSLLUOJIAUS X3 [dwiod e ul uawdo pasp 2,em1jos 2211042 01 palins |pMm S| eyl ydeoidde juswidopnap paijinuapi Ue sapnjoul ueid 3Iop 1
‘syjuow 9 1sea| e JoJ 199fo.d JBY1o auo 1ea| Te uo Jeppig ayl Ag pasn usag sey pue (S|oo) juswebeuew

uoreInB1juod pue Juswsbeuew siuaw.inbal Buipnioul ‘yuswdoprsd alemyjos 3116y ‘WNIdS ‘Ssa001d Paliiun apnjoul ssydeoidde

wewdo prsp paseq-Aasnpul pa1dadde Jo sajdwexs) ys1i Buifeuew ApAnds e a|iym ‘siuswalinbal Buinjoss 0] 1depe Ued pue JUSLLUUOIIAUS

'S|00}

eweBeuew uoeINB1juod pue JuswaBeuew
sjuswelinbal Bunioddns jossnayl e

pue ‘siuawe.ainbal Buinjons o] 1depe A|q1xa|)
Ued eyl ydeoudde wawdopreope jossnayl e
:ybnoJy) paressuowep
se Alljigersiyde pue Ao ‘ssausie [dwod
S11 1oj parenfens aq ||Im ue(d yJom pasodoud ay L

0 S xo|dwoa e ul Juswdo pAsp a:emyjos [ea110Ad 01 pa1Ins M SI eyl ydeoidde juswido pasp paseq-Ansnpule sspnjoul tejd MIopN Gl uoiebini iy ¥s1y pue yoeo sddy 1uswdopreg (e
(p

0} (e [ejoL (Toond

4} 8T 1yeiq) ue|d wawabeue 108loid ‘T2
(Tz+712)

0s oV [esodo.id juswabeue 0'¢

sjulod
UIN | winwixepy 9|eas B1J91110 uoneneAs juswsabeue|y

V.2STT-VTLLMASISO V/LCSTT-VTLLM
AINA oN/'ON SN - D22 oN/'ON D00 J31SSOp NP N - "ON 3|4 JUSIO NP 91 8P oN - "ON }9Y WSIID

S9G0

AWLCSTT-VILLM

najeyoe,| ap pi - Al Jekng “JIPOW B| 3p ,N - ON "PUIY UOITeNIAUL| 8P (N - "ON UOIeNdI0S




9/ 8p - }0 617 8bed

9

'sAejep 10} UO12JEPSU0D 10 SNNIANTE Yted [22111I0 8Y) ‘epeue)d

wioJy sindui palinbal ‘saniAnde Buniwi| :A}NUspl 10U S0P 3NP3YIS BY1 JO B |NPayds aAsUayIdLLIod e Ul pa129|aJ 10U a4e Paljuapi syse1 ay |
'SUIUOW 27 SpaRoxe A}ire|nuel ssel au) Jo paljusp| sysel au) Joj papinoid si Ajiienues uoielnp xse) oN

"BYBIY Jo MOS 33 Ul papiro.d [reIep JO PAS| 8y} e paq 1Isap 10U

ale S/ 8yl Ul pa1jnuap! Sysel ay Jo | Xauuy se M\OS 81 Ul paijiuspl sysel | e sseippe Jou ssop ue(d Jom pasodosd ayy JoSgMayL 0
SYuow g ey ssa| Ul Juswaiinboy o1seq auy Jo AlpAlRp patess pade sapino.d 8[npayos ays J1 papreme 3q ||iM juiod T feuoiippe uy

'shefpp ploAe pue aredidiue 0} UOITREPSU0D SJUesaId pue saniAide yed [eoN1io sa1yiusp!

‘epeue) woJj sindul painbal ‘saniAnge Buniwi|SspNjoul 0S e eyl 8NPayds aAKSUBYR.IdWOD B Ul pa1da|jol a1e Syse1-gns pue sysel ||V
'SSUIUOW Zi PS0X3 Jou Sa0p Ajiienuelb uoireInp Ysel e apinoid sysel-ans pue sysel pe4uep! ay L

"RYBIY Jo MOS 33 Ul poq HIsIp [P Jo PAS| 3}

eV Xauuy e MOS U3 Ul pa1jhusp! juala. inbay d1sed aU) JO seld Udes JO d(geldAlpp Udes 10 pue ‘aseud Ydes JOo U0 |dwod njssaoons
o) paiinbau syse1 BuLissuibus pue aAIISIuIWpe ‘Juswelbeuew Jofew | ‘wnuwiuiw e e ‘saipnuapi ued yJom pasodoid ayl JosSgMmMayl ¢
SUYUOW Zi7 Uey ssa| Ut sl inbay diseq auy Jo ARAIpp palese pode sopino.d 8 npayos auys 1 papleme aq |[imsiulod Z feuoiippe uy
'skejpp plone pue aredue 0} UOIRIBPISUOD S)USsaId pue saiANde Yied (2013110 SS1Iusp!

‘epeue) WoJj sindul paiinbal ‘saniAnde Buniwi| Ssepnjoul osfe eyl a|Npayds aAsusyaIdwiod e Ul pa139|jaJ a.ke Sysel-gns pue sysel ||V

SUYuoW Zi7 paS0Xe 10U S0P eyl A nuelf uoieinp ssele apinoid sysel-gns pue sysel paljuepl ay L

"MOS 33 Ul p3q1I0sap eyl [P Jo pAs| Bybiye ke v Xauuy e \OS
3y} Ul pa1iusp! WLl INbay d1segd 8yl Jo aseud Ydes Jo 3[ge oAl pp Ydes 10} pue ‘aseyd Ydes JO U0 1B |dwiod [N Ssaoons ay} Joj palinbal
Syse1-gns pue syse) Bu 1isauibua pue aAIe.S U IWpe ‘uaweleuewl Aessadau ayl | saljnuapi ue|d yiom pasodoid ayl JoSgMmayl v

"Toldel ‘d xipueddy ‘AL HNOWHY 8y} 1o}
MOS 3y} Ul pa1ynuep! ABAIBP 1043 NPAYdS
PaTeW 1S9 B} 8B POJe 0 JsBW 01 AMIjice 8y L e
{(V xIpueddy pue gz uonoss) suond1osap
Y4om pue aseyd UoNdes ‘0z UOSPA ‘(aL)
uorensuows ABojouyas | (HNONEY)
20U MJoMmBN eINdwo) parewony
3y} 10} Y40 JO eweIeIS 8y 0} paddew
2INJoNJIS UMOPXeaJq XJome Joasnayl e

:ybnoJy) paressuowep
se Alljigersiyde pue Ao ‘ssause [dwod
S11 10J parenfend aq ||Im ue[d yJom pasodoud ay L

a|npayas pue ue|d YI1opn (g

Ul

swuiod
wnwixepn

aess

©1191110 UOIIEN[RAT JUBWabeURN

V.2STT-VTLLMASISO V.LZSTT-VTLLMN

JNA oN/'ON SINH - D22 oN/ON 020 18ISSOP NP ,N -
1S9S0

CIEE! 1US112 NP 421 3P N - "ON "Jo WD
AWLESTT-VTLLMN

najeyoe,| ap pi - Al Jekng “JIPOW B| 3p ,N - ON "PUIY UOITeNIAUL| 8P (N - "ON UOIeNdI0S




9/ @p - 40 05 abed

14

'Sp.fepuels Ssa00.d pue uo [iejusLundop a|gedijdde useainbd 1o NIND-ITS ‘ININD
‘0€8 10 628 3331 *2022T OS| ‘8002 :T006 DI 1/OS| 8pn|oul sp.repuess sse00.d juswido pAsp 8.:emyos Jo JuswelBeuew Ayifenb juens oy

"prepuels ssa20.d Juswido prep a.emijos 1o Juswiefeuew Alienb 1uess gl e JBylie Ueiuew 10U SSop Jeppigayl 0

‘MBIAB IO 1ipre Ue AQ palepleA sassa00.d Jo wisls/As ay) pey 1ou sey

INg ‘prepuess 1uens pJ e 01 Buipiodde sseooid Juswido pasp afemijos 1o WisAs uswelbeuew Alijenb Juerspie Jeylie surluew Lppigayl T
IMD1/1 10 1Ipre feussiul ue ybnouyl

pakpIeA plepues ssa20.d Juswdo pAsp 8.eMmlJos 10 UoITed 1118 WalsAs uswebeuew Allfenb Juessple oyl suleiutew Jappigayl 2
‘Apog uoITR21J11499 10 MBIAB. Juspuadapul

Ue AQ pamepifeA plepuels sse004d Juswido pasp a/em1jos 1o Uoiedij e weisAs usweleuew Allenb uerspl e Jeylie sueluew eppigayl €
:Apog Uo11ed141189 10 MB1AS. JUspusdapul Ue

Aq parepifen splepuels ssa00.d Juswdo pAsp 8.1em1jos pue UOI1ed 11180 WelSAS Juawsbeuew Alifenb juesspae ylod suelulew Jeppig ayl v

‘Peenens 8q |[Im
SUOI1e21}11499 10 Sprepuels ssa00.d swdo prap
2.Je/m1jos pue JuswaBeuew A1lenb 01 aouew.ojuo)

wesAs 1uswebeue N A1iend (0

Ul

swuiod
wnwixepn

aess

©1191110 UOIIEN[RAT JUBWabeURN

V.2STT-VTLLMASISO V.LZSTT-VTLLMN

JNA oN/'ON SINH - D22 oN/ON 020 18ISSOP NP ,N -

S9G0

CINETTE 1USI9 NP *J91 9P LN - ON 19 U0

AWLCSTT-VILLM

najeyoe,| ap pi - Al Jekng “JIPOW B| 3p ,N - ON "PUIY UOITeNIAUL| 8P (N - "ON UOIeNdI0S




9/ 8p -}0 TG abed

€

"Passappe 10U a.ke 3oueInsse Allenb pue adueusiuew ‘|01U0d

90IN0S31 10} S9INP3J0Id PUR S35S3001d "PapIA0id Jou s1ainionuis Bunuodal ay) Jo | jpuucsied [eaiuyde | Ao ayl Jo) Ajuo parJisuowep
SISUOIIRDIUNWILLICD pUe UOITRWLIOUI JO MOJ}aY L 'SXsel Jo A11io few ay) J0j pauljap 10U a.Je 80JN0SaJ Pa1}1IUSP| yJes Jo sail|iqisuodsal ay |
“¥se1 ydea o] yJom Jo adoas pasodoid ay1 Y1im S1eInsusiLIoD 10U S| paliNuspl 1048 Jo pAs|ayl Jo ‘ue(d yJom pasodoid ayl ul paijnuapl
aseyd ydes Jo sHse) Jofewu au) 104 S90IN0S3 INOGR| JOY10 pUe pULISSIRd [e21IUYID | A9 e 104 Pa1JIIUSPI 10U ST L0 Jo PAIBYL 0

"19e4JU02 8y} JO UOITINP 3y} INoYBNOJY] SHSel |[e 10} S9IN0saJ Jo aouelnsse Alljenb pue aoueus)u few ‘j0.J1uod Bussappe 1o} sainpadold Jo
sasse00.d noylim Uejd e siussald “A1oyiny [ea1uyda ] 8yl Yi1im Sjuswial inbaJ UOI1edIuntiWod JO UOITeep ISUOD SaTeJISUoWap pue jpuuosied
[e21uyds ] A8 Usamiag a.n1onJis Buiodal syl Ul pa|eepP S SUOITRI IUNWILLIOD puUe UoITeWwIouUl JO MO[Jayl 'sXsel Jo Alliofew ayi Joj paulep

9.Je 92JN0SaJ P31} uBPI1 YyJea Jo Sanljigisuodsal ayl "se1ayl Jo YJom Jo adodas pasodoid yiim apeansusulod afe pue ue|d »lom pasodoid
a3 ul paijnuepl aseyd Yydes Jo syse) Jofew sy} 104 S90IN0S3I INoge| Joy1o pue puucsied [ea1Uyds | A9 Joj paIjnuapI S Hoye Jo prd|ayL T

"pre| ybiy e e pejussald ae 13e11u02 8y} JO UOIRINP 8Y) INOYBNOJIY] SHySE] | 10} S82JN0SaJ JO aoueInsse Alifenb pue soueusiuew ‘[0u0d

Bu ssa.ppe sainpado.d pue sassad0.d syl Jo 1deouod pra| YBIH “A1ioyiny [eIIUYIS 1 8y YlIM SiuswiaaINbd1 UO 17ed IUNWILLIoD JO UOITeJap ISU0d
Sale.JISUOWBP puUe ‘SaloyINe pAd| ariod.Iod pue Sa0IN0sa. usamiaq diysuoie el sa1jiuap! aanjonas Buiodalayl "s1013e)juodgns pue
jpuuUCSad [EoIUYDD | A Usamiag ainjonuis Buiiodal syl Ul pa|reIsp S1SUOITed IUNWILLOD puUe UOITRLLLIOJUI JO MO[JaYL "YSel Ydes o) pauljep
9.Je 32JN0SaJ pa1juapI ydes Jo sanljiqisuodsalayl  ¥se1ayl Jo yiom Jo adoas pasodoud yiim areinsuswiwod a.e pue ue|d ylom pasodo.d
a3 u1 pa1iuspl aseyd yIes Jo sysel Jofew sy} 10} S30IN0S3. INOCR | BYI0 pUe PUUoSSd [o1UYD | AS) 104 PaI1JIILSPIS| oS JO PAS|BYL ¢

"13ejU02 8y} JO UOITRINP 8y} INoYBN0IY] SYSe1-gns pue Sysel |8 10} S824n0sal Jo aouensse Allfenb pue aoueusiu few

‘]041U09 SSa.JppPe Sa.NPad0.d pue sassa004d pa|kIR( 'S82Jn0sal pasodoud ay) JO aoUeUSIU L PUB [011U0D SSaJpPe Sa4npadold pue sessaso.d
pajerd 'skeplouyeess 19a(oid Byl | Y1im Siuswiealinbal Uuo 1722 1untiwod JO UOITeIep SUOD S31e.ISUoWBp pue ‘saflioyine pAa| arelodiod
pUe S32n0saJ Usamiaq diysuo e e saijuapi an1onJis Buiiodel syl 'sio}Jeljuodgns pue ‘seainosal Jnoge| JBYlo ‘ puucsiad [eaiuyos | Ao
USaMIB( a.n1onJis Builiodal ayl Ul pa|eep S1SUO TR IUNWILLICD puUe UOITeWIoUI JO MOJJay L "Se1-gns pue ysel YJdes o} pauljep afe 824n0sal
paljnuapl ydes Josanljiqisuodsalayl  "se1ayl Jo yiom Jo adoas pasodoud ylim areinsusuwiod ae pue ue|d Mom pasodoid sy ul paijnuspl
aseyd yoes Jo ¥se1-gns pue >sel YyJes 10} S90IN0saJ Jnoge| Joylo pue puucsied [eoluyad | Aoy J0j pa14huapis1 10y Jo pAd|ayl €

'SjusLWZa.IBe BusuLed pue Bundenuoogns

01 pa1dde se sassa00.d aoue.nsse Ayijenb

3] pue $324n0sa4 199 [oid Byl [0.U09 ||IM
ppIg 3yl Yo1ym Aq suesiu paje.isuowsp ay L
pue ‘swsiueyosw Buniniosl pue puucsied Jo
$92.Nn0s areuss] e bulpnoul spuewsp 190 foid
190U 01 3|ge | AR 3.8 S90IN0SaJ Paljifenb
aInsus 0] A11]Ige ay) pue jood 82.nosal
puucs.ad a|ge|eAe 3y} JO JUBLISSasSe Uy

‘Siuswisa 1be

BuLieurred pue Bunsenuod-gns Buipnoul
sdiysuolire . buniodas jo uondiiossp

pue ‘sail|iqisuodsal Jo uondLosap ‘91nonis
[euo ez iuebo wea] ay) JO JUSLISSISSe Uy
109loud

aY1 JosaniAnde | ul puucssed pasodoid
3y} JO JUSWWLLIOD pue 1ol Jo pAs| a8y L

;petenerd oq (1M Buimojjoyay L

[011U0D pue UOITedI0|[e S32.IN0say (p

Ul

swuiod
wnwixepn

aess

©1191110 UOIIEN[RAT JUBWabeURN

V.2STT-VTLLMASISO
‘ON 914

JNA oN/ON S - 222 oN/ON D20
S9G0

inajayoe,| ap p| - @l 19Ang

J3ISSOP NP N -

‘Jipow ®| 8p ,N - 'ON ‘pwy

VL2STT-VTLLM
1US112 NP 421 3P N - "ON "Jo WD
AWLESTT-VTLLMN

UOIEIIAUL| 3P (N - ‘ON UONENDII0S




9/ 8p -}0 zg abed

'SOISUB.J0 IO SISA[euy 1USpIoU |
A111n2as “uaweBeur |\ yored ‘uawebeuen AlljigesunA ‘@aus) suoireed) A11indes ‘SWals/AS uonuanald pue uoiaeled uoisniu| ‘swas/is
WawsbeuR |\ JUSAT puUe UoTew Joju| A111N38S ‘@ousje YJomBN Jeindwo) apnjoul 198foid siy) 01 JueAsp . ‘A11INdss 1 | JospRl) [eoIuyse ]

‘199l04d SIY1 01 IWRAS PRI PRI [RIIUYISY B Ul 3dua LiadXe Buixiom Jo skeak (z) omy ueyl sso| sey Bbeue |\ 180idayl 0O
108 0ud SIY31 01 WeAS I SPPIS [eIIUYIB) U] JO BUO 1Sea| Te Ul adus Liedxe Bunjiom Jo skeak (g) om] 1ses| e sey sebeue i 1980id 8yl G0
"199/01d SIY1 01 IWRAS PSPPI [2DIUYID] BY) JO BUO 1Sea| Te Ul aduaiedxa Buyiom Jo Sieak (17) Jnoj 1ses| e sey pbeue | 198l0ldayl T

"199[oud sy 01 JweAS P

0 2 199lod s1Uy1 01 WeAS I SPRIS [BIIUYIDY BY] JO OM] 1SE8| e Ul 3dus Liadxe Bupjiom sieak (i) Jnoy 1ses| e sey sefeue | 199foid ay ¢ Jabeue |\ 1081014 aup Jo ssnedxe eoluyss] (9
"(1INd) @1n1su | uawisbeue | 1981014 8yl Wo ) SUo 1R 1311482 pazIuboda .l apn|oul S[euspa 1)
'SSeUISNg 10 SolTewisyrew ‘Buiiesulbus ‘01U IS BpNoUI SPP 1} Juers By
®ewo(dipea.ifop aigealidde oN 0
‘PRI WerspIe ureWO|dIqabe(10D S0
'Slenuepa.d Juswefieue |\ 198014 1us eAInbe 1o pp1 Uenspl ulsaifeg AiseAlUN T Jabeue
0 Z Slenuspa.0 uswabeue |\ 108 10.d pue ‘ppl) iuerspl ulsaifeq AisieAun ¢ 103/01d 8y Jo SenuepaIo pue uoireonp3 (g
‘5109 l04d 79 afemijos
"1008[04d S1Y} 01 JUeNS P BoUB LIBdXe JusLBBeuew 108 (oud Jo sieak (8) Wb ueylssa|sey Jebeue N 198[0idayl 0| Joj Aixe|dwod pue ainfeu ‘azis wes | ‘Buipnjoul
100f0.d s1y1 01 1UeAs 1 B0UB LIBdXE JusWBfeuew 108/01d Jo sieak () 1B 1Ses| e sey JeBeue N 108foidayL T ‘1eloid YNO WYY au1 01 rejiwis Buieqg Se paulep
‘109 l0ud s1y1 01 1Wens I SoUB LiedXe JuswaBeuew 123 foid Jo SteaA (OT) Uel 15ea| e sey Pfeue | 18foidayl ¢ are syeloid werspy ebeue | 190l0id ay) Jo
0 e ‘108 l04d s1y3 01 1WeNs B BoUB LIsdXd JUBWBbeuew 1098 [01d Jo Sreak (2T) anpml 15e9| Te sey efeue | 198014 8yl €| suawysijdwooade pue s109(o.ud 1sed ‘sousiedx3 (e
(o
0} (e [ejoL
v ) Jabeue 108loid ‘122
(¢zz
+1272)
9T (44 [guuosiad ‘¢'¢
siulod
UIN | wnwixen aleoss B1191119 uollenens luswabeue

V.2STT-VTLLMASISO

19ISSOP NP N - "ON 3|

JNA oN/ON S - 222 oN/ON D20
S9G0

inajayoe,| ap p| - @l 19Ang

‘Jipow ®| 8p ,N - 'ON ‘pwy

vL2STT-VTLLM
1US1I2 NP 7491 3P N - "ON "Jo UMD
AW LESTT-VTLLMN

UOIEIIAUL| 3P (N - ‘ON UONENDII0S




9/ 8p - 4o gg abed

"eSPA8JIA Jo Uonsod SO ay) |1 osfe Rewl S 1 I-
pue EsieA3IA o uonisod wSS ayl |1} osfe Aewl vS -
'sojodadnnw |1 Aew saoinosal Buimo||o) ayl 210N

"(SVO) s1e199dS soueInssy Allend-

pue (dS) Jewuwre.bold JoIUsS-

{(SVD) 151210903 UOI121IPS.I00Y PUe UOIRD I ILBD-

{(wS.L1I) sARUY A11IN2as ABojouydS | UOITRLLLIOU |-
‘(V4AaND) sAeuy [euonound sousjed 3JoMpN LIndwoD-
(VIN) sAeuy adeeiu| Jesn-

1(VSS) 199112V U0 IN|OS 8:eMOS-

(vS 1) 1081yol Y WeisAs pes-

‘(INd) JeBeue \ 109 l0.d-

:pUUOSIed [e21Uyda | A8 JO SB|04 38Ul |1} 01 palenfena aq ||IM S32Inosal Buimololayl "mopg (@ 01 (e wol) pauljep elsllo
a1 01 BuIpiodde parenens aq ||IM A11Xa|dwod pue azis ‘ainfeu fejiwis Jo S1oafoud uo steadk (OT) uel 1sed ayl UIylIMm Jaguusll LLea) Yydes Joj aoud Liedxa ay asiiedxa Syl Jo ‘| Jo ‘yidep ayl

(e Se |em se ‘wea) ay) Jo 1red se pasodoud asnJedxe Jo ‘abue. 10 ‘Yeeiq ayl S1a|gelins Moy SSasSe |[IM UOLIBILIDSIYL "pakenens aq ||IM Slaguusl Wwea) 199 [o.ud ayj Jo uoieonps pue asus Lisdxe ay L
01 (e re1ol uoieneA3 jesodoid
0T ST [suuosiIad [ed1uyosl Aey '2'z'e
siulod
"UIN wnuwixep aleoss B1191119 uollenens luswabeue
v/2STT-VTLLAVSISO v2ZSTT-VTLLM
JINA cN/'ON SN - 20D oN/'ON 022 13ISSOpP NP ;N - "ON 9|4 JUSI[D NP "J94 3P ,N - "'ON 'J8yd W3l
AS9S0 AW /2STT-VTLLMN

najeyoe,| ap pi - Al Jekng “JIPOW B| 3p ,N - ON "PUIY UOITeNIAUL| 8P (N - "ON UOIeNdI0S




9/ 8p - }0 vG abed

'SWRIS/AS pue sa55320.d 82U o YIoMPBN Jendwo) uladusliadXe Jo Sieak (1) JInoj eyl Sso| aney Slequisll Aoy wes) (g) oMl Leylsse 0
'SwiesAs

pue sassa00.4d aous jog MJomBN eindwod ulasusiedxe Joskeah (1) Jnoj 1sea| le aney Soquisll Aox weayay) Jo () om11ses| 1Y €
'Swies/s

pue sassa00.d aousjo oM N Jemndwo) ulaousiedxe Jo Skeak (7) Inoj 1Sea| e aney Siequisll ASy Weal ayl Jo (£) 91yl 1Ses| IV 1

‘U0 181140 S1Y1 J10J perenens ag 01 S eguiswl
urea} A ayy Aynuepi A|reajo pinoys Jeppig ayL

"(1IsAfeuy [euoiouNH 80US B MJoMBN eIndwo)d

pue Jeleue |\ 199014 ay1 Bulpnjoxa) weal
pasodoud Jo siequisw Aoy Jo aous Liedxe sweisAs
pue sassa00.d aous jo YoM N Jendwo) (9

0 v :sAfRUY [eUOIOUNS 8dURR MJoMBN RIndwo) ayl pue sebeue A 199 0.4 ayl Buipnpx3
'SUOI7e0 1} 11480 pare|oosse pue (QV19)
uored 118D S0URINSSY Lo IFeW o | [edo|D ‘(dSS1D) [euossajo.id A11IndaS SWeisAS Lo Iewioju | pa1§11e0 8pnjoul SUo1ied 1§ 11jed A1Noss | | "Uo1J81143 S1Y) JOJ paTen [ens aq 01 S.equsw
urea} Ao ayy Aynuepi A|reajo pinoys Jeppig ayL
U010 1411180 A1IN0SS | | 9AIITe Ue 1M Jaguis Wwesl AaX Ydes Jo) siulod G2'0
‘9916op A1sPAIUN SO eWBYTRW J0 ‘Bulissuibus ‘@ousids [eineu B YliM Jaguusiu wea) Aoy yJes Jojsiulod Gz'o| " (sebeue i 109014 ayi Buipnoxa) wes) pasodo.d
0 Z :;ebeue |\ 1981014 8yl Buipnpx3|  jo siequisw A8y JO Senuapald pue uoimeonp3 (q
"Uo 181140 S1Y1 J10J perenens ag 01 S eguiswl
urea} A ay Aynuepi A|.reajo pinoys Jeppiq ayL
(S9d) A11N28S WBWIUBAOD
uo Adljod (09) epeued Jo 1UBWIUBA0D 3} YHm
80UBpJ0aJe Ul UoITe]Ipa.ade pue uoimed11ine) (L
pue (3sS1)
BureauIbuz A11IN2eS WeISAS uoirewlIolu| (9
'SosUBI04 A1UNoss 1| (S
SisAeuy wepiu| Aunxss (i
usweBeue N Yokd ‘AlljicesuinA (g
‘Wea) e Se paured aousiiedxa 10U ‘Bousliadxe [enplAIpUl JO UOITRUIGUIOD 8yl S| adusliadxe aA19||0D ‘SWeISAS UoNUBABId
‘PRI SIYI Ul X Jom arenpel apnjoul aous Liodxa JO SJesp uosnJU| Jo sweisAS uonoseeq uosniul (g
‘SweisAs
'seale AQ11InJ8S 1| (1) UsAss |fe uladusladXe aA1109]|00 JO Jeak (T)auo 1sea| e aney| juawaleue |\ JUSAT pue uoifewIou| A1ndss (T
10U S90p Wea) ay] 1o A111n2aS | | 01 Juena jp. adus 1iedxa Jo Uydea sieak (G) aAl) 15ea| e Ay Slaquiswl wea) Aay ayl Jo (G) aAlj Leylsse1 0 BpN|oul A11NJSS | | JO Seale 1uens ey
'seale A11IN2as 1| (1) uanss |Je uladusliedxe aA1109]|09 Jo Jeak (T) auo
15e9| Ie Sey Wes} ay) pue A11nddS | | 0} JUeAS 1 90US1IBdXS JO UJea s1eak (G) aA1) 1Sea| Je aney sioquis wes) Ay au Jo (G) aAly 1Ses| 1Y € :(1efeue N 103 [01d By} Buipn|oxe) sequisw
0 e :1ebeue |\ 1981014 ayl Buipnpx3|  wee) oy Jo sousiedxe A11NJeS 1 | weropy (e
siulod
UIN | wnwixen aleoss B1191119 uollenens luswabeue

V.2STT-VTLLMASISO

19ISSOP NP N - "ON 3|

JNA oN/ON S - 222 oN/ON D20
S9G0

inajayoe,| ap p| - @l 19Ang

‘Jipow ®| 8p ,N - 'ON ‘pwy

v2ZSTT-VTLLM
1USI9 NP *J91 9P LN - ON 19 U0

AWLCSTT-VILLM

UOIEIIAUL| 3P (N - ‘ON UONENDII0S




9/ @p - 4o g5 afed

'SPOUYIBLW pUR SpIepuels A11INJ3S JUBAS [9.1 A1) | SSO 0. 80U 1JadXe JO LD ITeUIgqUIOD B 0) SJaj8. 30U 1iadxa pauliguio)

"90UB LIadXd JUeAs B PaUIqUIOD JO Ydea Steak (£) 38yl 1Ses| e aAey Sslequisll Wea) £ay aul Jo (Z) om1 ueyissa 0
"90UB LIBdXd JUBAS B PBUIQUUIOD JO UYJes Sieak (S) 881Ul 1ses| e aney Siequisll wes) £ au) Jo (2) oMl 1Ses| 1Y ¢

‘U0 181140 S1Y1 J10J peTenens ag 01 S jeguiswl
urea} A ayy Aynuepi A|reajo pinoys Jeppiq ayL

(03d VD) uoredlysse|D

puUe uoielewnus uelied 3eny uowwod Am
(OVAN) uoiezeeRYD

pue uoireeWNUT SINQLNY aleme N (17

(SSAD) wessAs Bunioos Alljiceseuln A uowwo) (g
(vAO)

afenbue Wewssassy pue AlljigeseuinA uado (g
(30) saunsodx3 pue ssi|igessun A uowwo (T

'SpoYewW pue spepuels A1noass uens . Busn

0 e ‘90UB LIRdXa JURAS B PAUIQUUOD JO YJea S1eak (17) Jnoj 1Sea| e aney Slequislu Wea) A3y ay) Jo (£) @Iyl ey € Siquew Wea) Aoy pasodoud Jo aousiedx3 (@
‘U0 181140 S1Y1 J0J peTenens ag 01 S eguiswl
urea} Ay ayy Aynuepi A|reajo pinoys Jeppig ayL
B10 TN X 10 DEM WOy sprepuels TNX (€
'SISVO Wou} sprepuess 8nosliyoLe YOS (2
*OE/M WOl splepuels sa0IABS-Go/ (T
‘9ouUB LIedxe :apn|oul sprepuess ABojouyods] uens py
UeAd U pue uswido pasp Sa1n1a11yd.e uado Buiressuowsp Yydes sieah (1) InoJ 1sea| Te aney Skequisl Wwea) Aay ayl Jo (2) oml teyissa] 0
‘20U Liadxe "JUBLLIUOIINUS
Wersp. pue Juswdo prsep $8inoe1Iyde usdo Buirelsuowsp yoes skeak (1) Jnoj 1ses| e aney siequisw wesl Aoy 8yl Jo () om11see|1y  g|  uswdoprsp afemyjos e ul splepuels ABojouyos)
Do LIRdXS| Uens Rl Busn pue sainydalIyde uado Buidoprsp
0 e WweAsp. pue Juswdo pAsp sainiasliydre uado Buiressuowsp ydes sieak (1) Inoy 1sea| e aney Slaquisll Wea) /8y auyl Jo (£) 821yl 1sea| 1y €|  ulslequiew wea) £ay pasodold Jo aousiedx3 (p
siulod
"UIN wnuwixep aleoss B1191119 uollenens luswabeue

V.2STT-VTLLMASISO

J3ISSOP NP N -

JNA oN/ON S - 222 oN/ON D20
S9G0

inajayoe,| ap p| - @l 19Ang

‘ON 914

‘Jipow ®| 8p ,N - 'ON ‘pwy

v2ZSTT-VTLLM
1USI9 NP *J91 9P LN - ON 19 U0

AWLCSTT-VILLM

UOIEIIAUL| 3P (N - ‘ON UONENDII0S




9/ @p - 4o 95 afed

T 4 T € 4 4 T ©11111D UoleNn[eAs Jod s1eloid uerspy [e10 L
X jod a|dwrex3 199(0.d v
X 18 X 18 X 19d X 19d a|dwrex3 199(0.d e
X Py X Py X o a|dwrex3 199/0.d 2z
X oy X 9 X o X o a|dwrex3 109l0.1d T
44> (A4 1¢e V1€ €TE CTE TTE aweN 18 0.1d ‘oN'fo.d
BIJ9111D Uollen[eA] paley 1ulod aoualedx3 aejod o) uerspy 30UB BJoY 199l0.d

"BLIBILIO UOITeN [eAS 8U} 0] pale . souapiIne Buipinoid Jequinu ydelBefed 188US UoRRIUSSaId 8dus Lisdx3 afeiodio) Jo Alewiwing syl pue paledipul el uoienens paley Julod aousiedxg aelodio) juerspl

a1 Usamiag pap1no.d 80 pNoys SeouUsse ey MO a|gel aUl Ul UMOUS S1 Teym 01 e IS Telo) e Ul eLIB]LID uoieneAl paley 1ulod adus Liadx3 arlodio) ay) 1suefie aous Lisdxe a1elodiod ajelisuoLsp 0] pasn

s109(0.4d ay1 Buiddew Xx1iTew paousie ol SS0ID e apiacid pinoys XUk N uoieneAl 198 loid arlodiod ayl ‘papnioul J| "X1I1e |\ uollenea] 199 [o1d a1e Jod 10D e afexded pig ayl ul apnjoul 01 pafieinoous afe sieppig
'S99 [04d papnoul 8y} JO o1 |dWoD NJSS800NSs Bl AJLBA 01 SIUBIID PS14IUSPI 81 192U Al Wea)] Uolen [eAs ay) Teyl Lyons (SSauppy Bul|le | pue 'Sseuppy |fews 19ejuo) ‘;squunp auoud 13ejuod

‘BN 1UBI[D ‘uoiTezIuefIQ JUBI1[D) UOITRLLLIOUI 1J2IU02 JUB1D 3pIA0Id ‘SIBBUS UOITRILSSaId 9dua 1edx3 atelodio) Jo Aewuwng ay) ul uoireneAs Joj papnjoul syoalold ayi Jo (z) oMy 1Sea| e 104 Soua ooy 1WBI1D

pue

's1es BIep 1591 JO uoireaso ayl Buipnjoul ‘(QND) aduse MJoMiBN eIndwod 0] pelkee. SI0139)J8 pue SIOSUSS }JOMIBU JO asn Jo uoile|nwis ayl Buipnjoul adods pue azis Je|iwis JO YIoMIBU pale|nuis e JO UoITea.d
‘Buipnjout ‘18 loid YNO WYV 8Y3 01 rejiwis Buleq se pauljep afe syefold werspy '199/0id 1L HNOINY Y 8y} 0ul sous Lisdxe 8y} aliesss| 01 WsiLeydaW e pale.isuowsp Aprenbape sey pue siss elep 1s9) Jo
uoIea.o aYyl Bulpnjoul ‘Bunsal 1uswAo|dap-a.d Joj JuswuoIAUS uoie|nwis euoireiedo ue dniss 0] palinbal alem Asyl yaiym ui sioeloud 1uessp. (g) oml 1ses| e pae [duwod Ajnjsseoons sey wea | pesodoidayl e
'(aND) douefeQ IoMIBN RINdWoD
Jo ABojouyoa | uolirewloju| 01 parpJ s1oeloid gy aremijos pue Alixe|dwod ‘ainfeu ‘azis weal ‘Buipnjoul ‘e foid HNOINYY 8yl 01 Rejiwis Buieq Se paulpp afe s1efoid werspy "199loid a1 HNOWHLY
3 01Ul 3oua LiRdXe ay1 afieoAa| 01 WIS ILkeYISW e patelisuowsp Aprenbape sey pue s109loid uens pa uoire.Baiu| pue uswdo paaq a:em1jos anND 10 1] (2) om 1sea| e pew|dwod Ajnjsseoons sey oppigayl e
:BuIMO[]043Y] WINWIIUIW Te SapN|oul JBppIg 8yl Jo aouaLedxa ay) Teyl aleJisuowisp Ajlea |2 1SN SIS UoITRIUSsad adua Liedxg
arlJodiop ayl (pigayL YA palinbay suoiedijnie)) G uswiydeny ul pauljino se 10ao.ud ayl Jo aoueldsdde Jus1p BulAjnies Ag uoifenfens Joj papnoul sisefoid ays Jo uone|dwod NJssadons A} Isnw sieppig
TeU19I0N "parenfens aq 01 199 oid ydes oy (1 Juswiydeny Jo T Xipuaddy 83s) 199US U0 I1e1uasa.d adus 1iedx3 are.odio) Jo Arewiwng pep|dwod v :S18aUS UoI1e1usss Id adualedx3 atelod o) Jo Arewwns
‘asuodsal pig ayl ul papnoul adus Lisdxe aelod.02 ayl abeena| ApAnds)pe
Ued JeppIg ay1 ainsus 01 Juswia.inbay osed ay) Jo ABAIBP ayl ybnoayl pasn ag |[Im eyl ydeoidde ayl jo uondiiosap e apn[oul OS[e 1SN UONJSsS SIY ] 'Saul| Ssauisng Sa0IARS UoIeIfa]u| 8/eM1joS pue saul|
ssausng 1onpoud S 10D Jo uondiiasep e Buipnoul 198foid 1 YNO WYY aU Jo adods ay 01 a|ged1jdde aous Liedxa pue sani|igeded arelodiod Jo uondiiossp [eleusb v @ousledx3 pue sanijiqede) arelodlio) e
‘Bumo||o) sy apnioul 1SN INg ‘TeWLIO} Seppig 8yl ul
paiussa.d aqg Aew aous iedx3 aelodio) Jo uonduasagayl LI UoIeNeAd adus Ledx3 arelodloD syl 01 asuodsal Jepplg ayl aleneAs 01 pasn aq ||IM aous Liedx3 arelodio) Jo uondiiose@ peniwgns »eppigayl

VId3 L0 NOILVNTVAT IONT [d3d X3 3LVHOdH0D €

FJINA oN/'ON SINH - D00 oN/'ON D00

S9G0

inajayoe,| ap p| - @l 19Ang

V.2STT-VTLLMASISO

19ISSOP NP N - "ON 3|

‘Jipow ®| 8p ,N - 'ON ‘pwy

VL2STT-VTLLM
1US112 NP 421 3P N - "ON "Jo WD
AWLESTT-VTLLMN

UOIEIIAUL| 3P (N - ‘ON UONENDII0S




9/ 8p -0 .G abed

's955900.d U eAINbd Jeppig Jo ‘jsyloue 0] weal 199f0.ud auo

W0} Jojsue.) abpa Mmouy 9Z1[ew Jo) 01SgM a1 ul sysel Buipnoul ‘198 (o.d ayy Bulinp aousjajo . 10} a|ge|reAe Wwiay) Bubpew pue pauses|
suossa| Bupjoe ) Joj sassa00.4d Bunsixe-a.d Jo asn ‘sunea) 199(0.d sous Joge 1 3yl Uo aJem Tey jpuucs.ad Juswebeuew Jo asn ‘oduexa
JoJ ‘spnoul pjnom 193(01d @1 YNOINEY 2yl 01Ul 3dus1iedxs 199 [0.d aous Bjo . 8y abie e | 01 SWS ILRYISW paleisuowep Aprenbopy

"110JJo JO [PAS| 38U} JO 960¢ 1SES| Je sUop aAeY O] pare Jisuowisp
3.Je $1010..1JU0D-gNS 3U] 3.JBYM pue Saiuedulod 19e.1ju0d-gns (Z) oMl 1sea| 1e Buinjonul ‘9jdoad g 1sea| 1e Jo azis wea) e Busn
SanIAnoe uoeJBoul pue Juawido jprap a.1emyjos ‘Buipnioul ‘199loid YNO WYY 241 01 fejis Buleq se pauljep ate s109(oid Juens oy

‘199001d @1 ¥NOINYY a4l 0l adus Liedxa ay) afiejons| 0] WS ILRYISLU paTeIsuoLwsp

"90ue]da0de JO UOITRII1}11490

W10 Aq pareJisuowap Sse pale [dwiod AjnjSsa0ons aem
Aoy Jeyeym Buepsuod paenens aq ||Im s itedwod
J1013e.1u02-gns ajdnnw Jo asn BulAjoAul wes) 199 (oud
pareJBaul Ue dnjes 0) paainbal sem Joppig auyl Yoiym
u1s109foid 1sed JO SoURAS BRI pUe 8doJs ‘Jequuinu 3y L

S J019% J1u00gNs BUIAOAUI SWED)

0 v Apmrenbape ue Buipn|oul pue saiuedwod 1013e.uod-gns Jo ash ayl Buinjoaul 199(oud Juens . pae|dwiod A|njsssaans Jad julod T| 1099(0.d paretbajul Buibeuew pue Bulysiiqes3 Z'T'S
'SWIRISAS SI1SUBI0H IO SISA[eUY
uepIoU | A11IN3SS ‘SWIRISAS 1usWisBeuR N Yyoted pue AlljiqejaunA ‘SWisAS UONUSNS 4 pue Uuo1381ed Uosnu| ‘SWeis/AS Juawabeue|)|
JUSAT puUeR uoITelIoju| A11unJaS ‘SWiSAS aousje YJomBN Jeindwio) parelbalu| :apnjoul sionpod pue suoiredidde Juens oy
's1onpo.d Jo suoiredidde wensp.l (g) oml 1ses| e arelodiooul eyl
suonn|os £a-uin1 apino.d 10u ssop pue 19npoud Jo uoieaijdde 1uens el (T) auo 1ses| e o) s1onpold S 10D ||es 10uSsop Jeppigayl 0O
's1onpo.d 1o suoiedidde 1wersp.l (2) oMl 1Sea| e aledodiooul Jeyl SUONN|OS palelBolul Aox-ulnls|ps Jeppigayl 2 'S30IAIBS UoIRIBaIUI Aa-uin]
's1onpo.d Jo suoiredidde wenspl (£) 93y 15e3| e arelodiooul 0 AAIPP Buipn|oul ‘Jeppig awlid 8y} Jo sssushg
eyl suonnjos parrJbeiul Aox-uiny s|es Jo 1onpoud Jo uoieoldde uerspl (T) Buo 1ses| e 10y S1onpold S1OD S|Es eppigayl €| 91028y Jo 1ed ale sjonpo.d pue suoiedidde Juerspy
's1onpo.d Jo suoiredidde 1wenspl (£) 30441 1Sea|
0 % Te akJodJIodul Feyr suonn|os A9)-uiny s|jes Jo synpo.d pue suoiedijdde werspl (g) oM 1ses| e Jo) sonpold S 10D S|es leppigayl 7| Seul|ssausng a0l Jappigaullid joasuedpy TT'E
"PRBpPIsU02 aq 10u [[IMSBI1ddns Jo ‘si013e.1u0agns ‘(Suoiriodiod
RIS 10 ArRIpgns ‘quared 1) samel|Iife Sepplg ay) Jo sousliedxe ay ] *(39e1u09 Jo Juswubsse ue 1o sjasse Jo aseydind e ybnouyy
pa1inbJe aousedxe Aue apnjoul Jou seop g Bhew e Jo Aem AQ Jeppig ayl pawio] eyl saiuedwod Aue Jo aous Liedxa ayl sspnjoul
UoIym) Jjesl Jeppig ay Jo aousliadxa ay1 aq Isnwl pig 8yl Ul paq11osap Jeppig ayl Jo aousiadxe ay) ‘T°¢ uonass Jjosssodind ayp Jo4|  AjuQ (Bwiid) Jepplg jo sousiedx3 alelodiod TS
(ce+T1¢)
8 0g 9ouaadx3 arelo0diod 0'E
sjulod
UIN | winwixen a|eas B1I81110 uolrenjeA asualiadx3 aresodiod

V.2STT-VTLLMASISO

19ISSOP NP N - "ON 3|

JNA oN/ON S - 222 oN/ON D20
S9G0

inajayoe,| ap p| - @l 19Ang

‘Jipow ®| 8p ,N - 'ON ‘pwy

vL2STT-VTLLM
1US1I2 NP 7491 3P N - "ON "Jo UMD
AW LESTT-VTLLMN

UOIEIIAUL| 3P (N - ‘ON UONENDII0S




9/ 8p - jo gg afed

's955900.d U eAINbd Jeppig Jo ‘JByloue 0] weal 199f0.1d auo

W0} Jojsue.) abpa mouy 9z 1[ew Jo) 01SaM a1 ul sysel Buipnoul ‘198 (o.d ayy Bulinp aousjajo . 10} a|ge|reAe Wiyl Bubpew pue pauses|
suossa| Bupjoe ) Joj sassao0.d Bunsixe-a.d Jo asn ‘sunea) 199(0.d sous Joge 1 3yl Uo aJem Tey jpuucs.ad Juswebeuew Jo asn ‘oduexa
JoJ ‘spnjoul pjnom 193(o4d @1 YNOINEY 2yl 01Ul 3dusiiedxs 199 [0.d aous Bjo .l 8y abie jena| 01 SWS ILRYISW paleisuocwep Aprenbopy

'S1S0Y 000'°G 1SE3] 1e Jo MJomiau ([euoireodo) uononpoid e uo pako|dap suoiyedidde juswebeuewl Xiompu
pSz1e1us9 pue SWLISAS JuaLuaBeureLl X JoMIBU PaING LIISIP Ylog Buinjoaul suonn|os paled 1 | Buieq se paulap a.1e s1aoud wers jpy

"1099l04d @1 YNO WYY 3yl 01Ul 3ous Lisdxa au) afeons| 01 WIS IURYISW paTeJisuowsp Aprenbape

"80ue1de0de JO UoITed 111480 U 1[0 AQ pale.isuowsp
Se pae |dwod A|njssa0ons alem Aay] ByByM
BuliepsSUOD paeNeAS 3q ||IM MJoMmdu (feuoieedo)
uononpoud e uo JuswAo|dep uonnjos | | Bulajoaul
s109(0.d 152d JO SoURNS R pUR 8d0ods ‘Jequunu By L

1uwwAo|deg

0 v ue Buipnoul pue yJompu (feuoiresedo) uononpoid e uo syaefoud wswAo|dop uonn|os | | Wwens el pawe(dwod Ajjnjsssoans Jad uiod T 193[0.1d 1] uiaousliedx3 paresuowa y'T'E
'$955920.4d 1B [eAInba Jeppig Jo ‘lsyioue 0] wea) 199lo.d auo
w0} Jajsue 1 abpa jmous| 8z 11ew Joj 01 S 8yl Ul sysel Buipnjoul “108lo.ud ayy Bulinp aousjefe. 10} a|ge|rene wayl Bu pew pue pau.es|
Su0ssa| Bupoe.n 1oy sessa00.d Bulsixe-a.d Jo asn ‘suuea) 199 (0.4d sous a1 341 Uo 8.Jem Teyl puuocs.ad Juswebeuew Jo asn ‘a|duexa
J1oJ ‘apnjpul pjnom 1380ud @1 NOWHY 8yl olul asus Liadxa 199 [0.d aoua Joje 1 ay1 abe jens | 01 Swsiueydaw pale.isuowsp A jprenbepy
"aND Jo ABojouysa] uolrewjoju| 01 parep.sioeloud
A7y 8.1emyos pue Axa|dwod ‘anyeu ‘azis weal ‘Buipnoul ‘198oid YNO WYY 3yl 01 rejiwis Buieg se pauljep a.Je s109(o.d uenspy
"90Ue1da0Je JUB IO JO UOITedI1}11ed Ag pate.isuowiap se
109l01d L YNO WYV 8Y3 o1 aous Liedxe ay afesens|| peie|dwiod A[njsssaons akem Asy) Jayeym Bu Lisp ISUod
0} Wsiueyosw e pareisuowsp Aprenbape 10u sey Jo s1efod 1uenspl (€) 884y Uey) ssa| pa [dwiod A|njssaoons sey JeppigayLl Of parenfess aq ||im s1oe(oid uoeiBaiul pue Juawdo pAsp
‘1099/04d @1 YNOWH YV ay1 0wl sous Liadxa ay) aJem1os 1sed Jo aouens U pue adods ‘equunu ay |
afeJona| 01 WsiUeydssLw e pateJisuowsp Aprenbape sey pue s1oeloid Juerspi (€) 3044l 129 e pae[dwiod A||njssaoons sey Jeppigayl v
‘199loud @1 ¥NO Y Y a1 0l adus Liedxa ayy afiejons| 0] WS IURYISL B patelIsuowsp S199 [0 14 uoie IBeiu | pue wswdoprad a femyjos
0 S Aprenbape sey pue paeps AND 8. YoIym Jo om) 1ses| e ‘'sjosfo.d 1wersp. () noj 1ses| Je paie(dwod A|njsseoons sey Jeppigayl § AND Jo 1| uisousiedxg parelisuowed €T
sjulod
UIN | winwixen a|eas B1191110 UollenfeA3 adualiadx3 arelodiod

V.2STT-VTLLMASISO

19ISSOP NP N - "ON 3|

JNA oN/ON S - 222 oN/ON D20
S9G0

inajayoe,| ap p| - @l 19Ang

‘Jipow ®| 8p ,N - 'ON ‘pwy

v2ZSTT-VTLLM
1USI9 NP *J91 9P LN - ON 19 U0

AWLCSTT-VILLM

UOIEIIAUL| 3P (N - ‘ON UONENDII0S




9/ 8p - }0 6G abed

'$955920.4d 1B [eAInba Jeppig Jo ‘lsyioue 0] wea) 199lo.d auo

w0} Jajsue 1 abpa mous| 8z 11ew Joj 01 SgM 8yl Ul sysel Buipnjoul “108(o.ud ayy Bulinp aousjefe. 10} a|ge|rene wayl Bupfew pue paues|
SU0ssa| Bupoe.n Joj sessa00.d Bulsixe-a.d Jo asn ‘sluea) 199 (0.4d aous a1 341 Uo 8.Jem Teyl puuocs.ad Juswebeuew Jo asn ‘9 |duexa
J1oJ ‘apnjpul pjnom 199oud @1 HNOWHY 8yl olul asusLiadxa 199 [0.d aous Jojo 1 ay1 abejens | 01 Swsiueydaw pale.isuowsp A jprenbepy

‘areedO 01 enouddy Jo (dv1) sse204d 01 A11ioyine wiieul 0] Bulpes| sanss|
palynuap! BuIn|osa ) pue sue|d WD 10 Sue|d A111n2as ‘suondiiosaq Weis/S J0 81n10911Yy2.y A11INJSS ‘SIUBLUSSSSSY S Y pue Teay ]
‘QIANISUSS O SiuawisTes dopnsp 01 Saillioyine 7D [eluswulfedap pue SJeumo WISAS Yiim Bu i Jom apnjoul SaoInRs 11oddns vD

108[04d @1 YNOINY Y 841 01 80us LBdXe ay) abeens|

"90Ue]da0Je JUSI D JO UOITRI 141180

Ag pareJisuowsp se pale [dwiod AN jssaaons alem Asy)
Jayweym Buliepsuod paenens aq [[IM S301ARS 1oddng
(VD) UoiIR1Pa100Y pUe UoIed1§1eD BuiA oAUl
s109(0.d 152d JO SoURNS R pUR 8d0ods ‘Jequunu By L

S30IN IS
110ddns (7 %9D) UOITe1IPS 00V PUR UOITeDd 111D

0 ¥ 0] WsIUeydaw pare.isuowsp Aprenbape ue Buipnoul pue seoinkes 1oddns v Buipinoud 109 foid paedwod Ajnjsseoons Jed juiod T Buipino ad sousi edx3 pare.Jisuowsd Z'Z'E
'$955920.4d 1B [eAInba Jeppig Jo ‘leyioue 0] wea) 199lo.d sauo
w0} Jajsue 11 apa jmous| 8z 11ew Joj 01 S 8yl Ul sysel Buipnjoul “10a(o.ud ayy Bulinp aousjefe. 10} a|ge|rene wayl Bupew pue pau.es|
Su0ssa| Bupoe.n Joj sessa00.d Bulsixe-a.d Jo asn ‘sluea) 199 (0.4d aous a1 341 Uo 8.Jem Teyl puuocs.ad Juswebeuew Jo asn ‘a|duexa
J1oJ ‘apnjpul pjnom 1980ud @1 HNOWHY 8yl olul asus Liadxa 199 [0.d adus Joje 1 ay1 abe jens | 01 SWsiueydaw pale.isuowep A jprenbopy
'SIES elep 1591 JO Uo11ea o
ay1 Buipnjoul ‘(ND) 82uaPe( YJoMmIBN JeINdwoD 0] paree. SJ0108)8 pue SIOSUSs XJOMIBU JO asn Jo uoiTe|nwis ayl Bulpnjoul adods
pue 8zIs Je|iWs JO XJOMIBU pale|nuwis e Jo uoireald ‘Buipnioul ‘198oid YNOINYY aus 01 Le|iws Buieq se paulp e s1efo.d Juenspy|  aoueidsode UaID JO UOITRI1NIED AQ paTRISUoWSp Se
par|dwod A|njssadans alem Aay) Jeyeym BuLiepsuod
109f04d @L ¥NOWHV dy3 0Ju1 30U LidX3 | petened aq ||IM SIes elep 159) JO Uo1ealo ay) Bulipnjoul
ay1 afeona| 01 WS iUeydaw e pare.isuowep Aprenbape 10U sey 1o s1oeloid uenspl (£) 394yl Ueyl ssa| pae|dwod sey Jeppigayl O ‘Bunisa) JuswWAo |dep-a.d 10} JUBLLUOIIAUS UOIR|NWIS
‘09l04d L HNO WYV 8yl ol adus edxa ayl| jeuolesedo e dniss 01 palinba.l sem Jappig ayl yoiym
afieond| 01 WsiLeydsW e patessuowsp Aptenbape sey pue s108loid Juenspl (€) 884yl 1529 Te pae |dwiod Ajnjssaoonssey Jeppigayl | uisioaloid 1sed jo souenspi pue adoos ‘Jeguunu ay L
109/04d AL YNO WYV 8y} o 8ous Liedxe 8y}
0 o afejons| 0] WsIUeyIBLW e patelisuowsp Aprenbape sey pue s109loid 1wers el () Jnoy 1sea| Te pew |dwiod A|jnjssedons sey sepplgayl G| uoire|ndod ereq pue dnies 1uswuoJIAUT 191 T'2'E
*(wea) uswiAo|dap ay) Jo Lred oste 10u si Joijddns 1onpoud Jenkes ayp JI
pajepsu0d aq 10u |[Im JBIjddns 1onpoud Jensss e Jo sousLiadxa JuswiAo|dep “6a) wes) 108 foid patelBoiul s Jeppig ay) Jo Led se papnjoul
s1 ,o1|ddns juswdinbs Jayio 10 8.1em1jos ‘aremprey sy 1oyl PaTRAISUOWSP S1 11 38YM paiepsuod ag Ajuo [[im sseijddns juswdinbs Jeyio 1o
9J1eM1J0S ‘9lempJey S, Jepplg ay) Jo aousliedxe ay | ‘si013enuoagns Jo (Suoiriodiod eisis Jo Aripisgns ‘uared 9°1) samel|ije Sl ‘Jepplg
31 JO uoIreuIquod Aue Jo aoud Lisdxe ay1 apnjoul Aew piq 8yl Ul paqgLIsap Jeppig ay) Jo adusiiedxe ay) ‘g’ uoinass Jo sesodind ayj o4 wes | pasodo.id Jo sousledx3 atelodio) z'e
sjulod
UIN | winwixen a|eas B1191110 UollenfeA3 adualiadx3 arelodiod

V.2STT-VTLLMASISO

19ISSOP NP N - "ON 3|

JNA oN/ON S - 222 oN/ON D20
S9G0

inajayoe,| ap p| - @l 19Ang

‘Jipow ®| 8p ,N - 'ON ‘pwy

vL2STT-VTLLM
1US1I2 NP 7491 3P N - "ON "Jo UMD
AW LESTT-VTLLMN

UOIEIIAUL| 3P (N - ‘ON UONENDII0S




9/ @p - 40 09 abed

14

'skeak (g) omy 15ea| Ie Jo polsad e Jojajo.) euonowoid

1o pra| preoq e Byl uls1osloid 8inoe11ydly uado Jo afemijos 82inos uado (T) auo 1ses| e ul pateddised jou sey »oppigayl O
's1eah (g) omy 1se9]| e Jo poliad e Jo)ajod euonowoud

10 pA8| preoq e Jayil ulsioefoid ainiosliyoly usdo Jo akemijos 80inos uado (T) suo 1ses| e ul pakedidnled sey Jeppigayl T
'skeak (g) om1 15e9| e Jo polsad elore Jo)ajol uonowoid

1o pAs| preog e Jeyle ulsiosfoid 8in1os11yoly usdQ 10 8.1emijos 82.noS usdQ (¢) oMl 1ses| e ul patedoned sey Jeppigayl Z
's1eah () 92.y1 1589 e Jo polied [elo1e Jojajos ruonowoid

10 pAS| pleoq e syl uisioefoid 8inoe1yoly usdo 1o a:emios 80nos uado (2) omy 1ses| Te ul paredioned sey Jeppigayl €
‘109lo.d Jod sreak (z) om 1sea| e Jo polied e Jo)ajoJ feuonowo.d

Jo pAs| preog e Jeyle ulsioefoid 8in1o811yoly usdQ Jo 81emijos 82.noS uadO (2) oMl 1ses| Te ul patedoned sey Jeppig ayl v

‘peENEer

aq ||m uoddns pue uonowo.d 81n10911Y2l Yy uadO 1o
193 [01d a;em1jos 9ainos uado Bulpinoid uiaous Liedxe
Jo uoireInp pue adods ‘sy09(o.d Jo Jequinu ay L

1J0ddns pue uoiowo id
91N13911Y2JYy usdQ 0 199014 8./em1os 821nos
uadQ Buipino id aousiledx3 patedisuowed £2'E

Ul

siulod
wnuwixep

a[eas

B1191140 UuoleneAs adualladx3 arelodio)

V.2STT-VTLLMASISO V.LZSTT-VTLLMN
AINA oN/'ON SN - D22 oN/'ON D00 J31SSOp NP N - "ON 3|4 JUSIO NP 91 8P oN - "ON }9Y WSIID

S9G0

AWLCSTT-VILLM

najeyoe,| ap pi - Al Jekng “JIPOW B| 3p ,N - ON "PUIY UOITeNIAUL| 8P (N - "ON UOIeNdI0S




Solicitation No. - N° de l'invitation Amd. No. - N° de la modif. Buyer ID - Id de I'acheteur

W7714-115274/E 056sv
Client Ref. No. - N° de réf. du client File No. - N° du dossier CCC No./N° CCC - FMS No./N° VME
W7714-115274 056svW7714-115274

APPENDIX 1 TO ATTACHMENT 4

SUMMARY OF CORPORATE EXPERIENCE PRESENTATION SHEET

The description for each reference project demonstrating corporate experience should include the
following information (2-pages maximum per reference description):

a. identification of the Bidder;

b. identification of the reference project;

c. identification of the client organization for whom the project was executed including contact information;
d. total duration of the project or initiative, in months;

e. total dollar value of the project or initiative;

f. total number of personnel resources applied to the work;

g. highest simultaneous number of personnel resources applied to the work; and

h. description of the relevant project work, including scope and results achieved, as per the point-rated
evaluation criteria indicated in Attachment 4.

(a) Bidder: (b) Identification of Reference Project:

(c) Client Organization and Contact I nfor mation:

(d) Project Duration:

(e) Project Value:

(f) Total Personnel: (g) Highest Simultaneous Number of Personnel Assigned:

(h) Description of the Work:
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ATTACHMENT 5
CERTIFICATIONS PRECEDENT TO CONTRACT AWARD
Federal Contractors Program for Employment Equity - Certification
Federal Contractors Program - $200,000 or more

The Federal Contractors Program (FCP) requires that some suppliers, including a supplier who is a member
of a joint venture, bidding for federal government contracts, valued at $200,000 or more (including all
applicable taxes), make a formal commitment to implement employment equity. This is a condition
precedent to contract award. If the Bidder, or, if the Bidder is a joint venture and if any member of the joint
venture, is subject to the FCP, evidence of its commitment must be provided before the award of the
Contract.

Suppliers who have been declared ineligible contractors by Human Resources and Skills Development
Canada (HRSDC) are no longer €eligible to receive government contracts over the threshold for solicitation
of bids as set out in the Government Contracts Regulations. Suppliers may be declared ineligible
contractors either as a result of a finding of non-compliance by HRSDC, or following their voluntary
withdrawal from the FCP for a reason other than the reduction of their workforce to less than 100
employees. Any bids from ineligible contractors, including a bid from a joint venture that has a member
who is an ineligible contractor, will be declared non-responsive.

If the Bidder does not fall within the exceptions enumerated in 3.(a) or (b) below, or does not have a valid
certificate number confirming its adherence to the FCP, the Bidder must fax (819-953-8768) a copy of the
signed form LAB 1168, Certificate of Commitment to Implement Employment Equity, to the Labour
Branch of HRSDC.

The Bidder, or, if the Bidder is ajoint venture the member of the joint venture, certifies its status with the
FCP, asfollows:

The Bidder or the member of the joint venture

@ ( ) is not subject to the FCP, having a workforce of less than 100 full-time or part-time
permanent employees, and/or temporary employees having worked 12 weeks or more in
Canada;

(b) () isnot subject to the FCP, being aregulated employer under the Employment Equity
Act, S.C. 1995, c. 44,

(c) () issubject to the requirements of the FCP, having a workforce of 100 or more full-time or
part-time permanent employees, and/or temporary employees having worked 12 weeks or
more in Canada, but has not previoudly obtained a certificate number from HRSDC (having
not bid on requirements of $200,000 or more), in which case a duly signed certificate of
commitment is attached;

(d) () issubject to the FCP, and has a valid certificate number as follows: (e.g. has not
been declared an ingligible contractor by HRSDC.)

Further information on the FCP is available on the HRSDC Web site
(http://www.hrsdc.gc.caleng/labour/equality/fcp/index.shtml).
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2. Former Public Servant Certification

Contracts with former public servants (FPS) in receipt of a pension or of alump sum payment must bear the closest
public scrutiny, and reflect fairness in the spending of public funds. In order to comply with Treasury Board policies

and directives on contracts with FPS, bidders must provide the information required below.

Definitions
For the purposes of this clause,"former public servant” is any former member of a department as defined in the
Financial Administration Act, R.S., 1985, c. F-11, aformer member of the Canadian Armed Forces or aformer

member of the Royal Canadian Mounted Police. A former public servant may be;

aan individual;
b.an individual who has incorporated;
c.a partnership made of former public servants; or

d.a sole proprietorship or entity where the affected individual has a controlling or major interest in the entity.

"lump sum payment period" means the period measured in weeks of salary, for which payment has been made to
facilitate the transition to retirement or to other employment as a result of the implementation of various programs to
reduce the size of the Public Service. The lump sum payment period does not include the period of severance pay,

which is measured in alike manner.

"pension” means, a pension or annual allowance paid under the Public Service Superannuation Act (PSSA), R.S.,
1985, ¢.P-36, and any increases paid pursuant to the Supplementary Retirement Benefits Act, R.S., 1985, ¢.S5-24 asiit
affects the PSSA. It does not include pensions payable pursuant to the Canadian Forces Superannuation Act, R.S,,
1985, ¢.C-17, the Defence Services Pension Continuation Act, 1970, c.D-3, the Royal Canadian Mounted Police
Pension Continuation Act , 1970, c.R-10, and the Royal Canadian Mounted Police Superannuation Act, R.S., 1985,
¢.R-11, the Members of Parliament Retiring Allowances Act , R.S., 1985, ¢.M-5, and that portion of pension payable

to the Canada Pension Plan Act, R.S., 1985, ¢.C-8.

Former Public Servant in Receipt of a Pension
As per the above definitions, is the Bidder a FPS in receipt of apension? Yes () No ()

If so, the Bidder must provide the following information, for all FPSin receipt of a pension, as applicable:

a.name of former public servant;
b.date of termination of employment or retirement from the Public Service.

By providing thisinformation, Bidders agree that the successful Bidder’s status, with respect to being a former
public servant in receipt of a pension, will be reported on departmental websites as part of the published proactive
disclosure reports in accordance with Contracting Policy Notice: 2012-2 and the Guidelines on the Proactive
Disclosure of Contracts.

Work Force Reduction Program
Isthe Bidder a FPS who received alump sum payment pursuant to the terms of a work force reduction program?
Yes()No()

If so, the Bidder must provide the following information:
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a.name of former public servant;

b.conditions of the lump sum payment incentive;

c.date of termination of employment;

d.amount of lump sum payment;

e.rate of pay on which lump sum payment is based;

f.period of lump sum payment including start date, end date and number of weeks;

g.number and amount (professional fees) of other contracts subject to the restrictions of awork force
reduction program.

For all contracts awarded during the lump sum payment period, the total amount of fees that may be paid to a FPS
who received alump sum payment is $5,000, including the Goods and Services Tax or Harmonized Sales Tax.

3. Status and Availability of Resources

The Bidder certifies that, should it be awarded a contract as a result of the bid solicitation, every individual proposed
in its bid will be available to perform the Work as required by Canada's representatives and at the time specified in
the bid solicitation or agreed to with Canada's representatives. If for reasons beyond its control, the Bidder is unable
to provide the services of an individual named in its bid, the Bidder may propose a substitute with similar
qualifications and experience. The Bidder must advise the Contracting Authority of the reason for the substitution
and provide the name, qualifications and experience of the proposed replacement. For the purposes of this clause,
only the following reasons will be considered as beyond the control of the Bidder: death, sickness, maternity and
parental leave, retirement, resignation, dismissal for cause or termination of an agreement for default.

If the Bidder has proposed any individual who is not an employee of the Bidder, the Bidder certifies that it has the
permission from that individual to propose higher services in relation to the Work to be performed and to submit
his’her résumé to Canada. The Bidder must, upon request from the Contracting Authority, provide a written
confirmation, signed by the individual, of the permission given to the Bidder and of his/her availability. Failure to
comply with the request may result in the bid being declared non-responsive.

4. Education and Experience

The Bidder certifies that all the information provided in the résumés and supporting material submitted with its bid,
particularly the information pertaining to education, achievements, experience and work history, has been verified by
the Bidder to be true and accurate. Furthermore, the Bidder warrants that every individual proposed by the Bidder
for the requirement is capable of performing the Work described in the resulting contract.

5. L anguage Capability

The Bidder certifies that it has the language capability required to perform the Work, as stipulated in the Statement
of Work.
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ATTACHMENT 6
CERTIFICATIONSREQUIRED WITH THE BID
1. Canadian Content Certification
This procurement is conditionally limited to Canadian goods and Canadian services.
Subject to the evaluation procedures contained in the bid solicitation, bidders acknowledge that only bids with a
certification that the goods and services offered are Canadian goods and Canadian services, as defined in clause

A3050T, may be considered.

Failure to provide this certification completed with the bid will result in the goods and services offered being treated
as non-Canadian goods and non-Canadian services.

The Bidder certifies that:

() aminimum of 80 percent of the services delievered under the contract consist of Canadian services as
defined in paragraph 5 of clause A3050T.

() aminimum of 90 percent of the services delievered under the contract consist of Canadian services as
defined in paragraph 5 of clause A3050T.

() 100 percent of the services delievered under the contract consist of Canadian services as defined in
paragraph 5 of clause A3050T.

For more information on how to determine the Canadian content for a mix of goods, a mix of services or a mix of
goods and services, consult Annex 3.6.(9), Example 2, of the Supply Manual.

(http://www.tpsgc-pwgsc.ge.calapp-acg/ga-sm/chapitre03-chapter03-eng.html)
The Bidder certifies that:

() aminimum of 20 percent of the goods delievered under the contract consist of Canadian goods as defined in
paragraph 5 of clause A3050T.

() aminimum of 40 percent of the goods delievered under the contract consist of Canadian goods as defined in
paragraph 5 of clause A3050T.

() aminimum of 60 percent of the goods delievered under the contract consist of Canadian goods as defined in
paragraph 5 of clause A3050T.

() aminimum of 80 percent of the goods delievered under the contract consist of Canadian goods as defined in
paragraph 5 of clause A3050T.

() 100 percent of the goods delievered under the contract consist of Canadian goods as defined in paragraph 5
of clause A3050T.

For more information on how to determine the Canadian content for a mix of goods, a mix of services or a mix of
goods and services, consult Annex 3.6.(9), Example 2, of the Supply Manual.
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(http://www.tpsgc-pwgsc.ge.calapp-acg/ga-sm/chapitre03-chapter03-eng.html)
11 SACC Manual clause A3050T (2010-01-11), Canadian Content Definition
2. Certification of Summary of Corporate Experience Presentation Sheets

This procurement includes an evaluation of demonstration of successful client acceptance of previously completed
projects.

The Bidder certifies that:

() al projectsincluded for the purpose of evaluating past project experience through completion of Summary of
Corporate Experience Presentation Sheets, have been successfully completed as evidenced by client acceptance of
project deliverables.
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ANNEX A

STATEMENT OF WORK

The Statement of Work (Annex A) appended to the bid solicitation isto be inserted at this point and forms part of
this document.
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ANNEX B

SYSTEM TECHNICAL SPECIFICATION

The System Technical Specification (Annex B) and System Technical Specification Table are available at the
following link isto be inserted at this point and forms part of this document:
https://partners.drdc-rddc.gc.ca/centres/Ottawa/N1 O/ARM OUR_T D/rfp/Shared%20Documents

To access Annex B please refer to the instructionsin Section 6. Applicable and Reference Documentation of Part 2 -
Bidder Instructions of the Solicitation.
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ANNEX C

BASISOF PAYMENT

1 Basic Requirement

A Firm All Inclusive Lot Price in for the Basic Requirement, as described in Annex A (excluding Appendix C -
Optional Services Requirement), Statement of Work:

Table C-1

Item All Inclusive Firm Lot Price

Basic Requirement as described in Annex A
(excluding Appendix C)

2. Optional Services Requirement

For the Optional Services Requirement described in Appendix C to the Statement of Work in Annex A:

21 Labour: at the following Firm All Inclusive Hourly Rates

Table C-2

Labour Category Firm All Inclusive Hourly Rates

Interim Labour Rates subject to escalation in accordance with 2.1
Escalation of Labour Rates of this Annex

Year 1* Year 2 Year 3 Year 4 Year 5 Year 6

Project Management

Project Manager (PM)

Project
Communications
Specialist (PCS)

Project Control Officer
(PCO)

Webmaster (WM)

System Architecture
and Design

Lead System of
Systems Architect
(LSA)

Software Solution
Architect (SSA)

System/Network
Analyst (SNA)

Technical Writer (TW)

User Interface Analyst
(UIA)

Hardware Architect
(HA)
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Data Warehouse
Architect (DWA)

Computer Network
Defence Functional
Analyst (CNDFA)

Information Technology
Security Analyst (ITSA)

Information Technology
Certification and
Accreditation Specialist
(CAS)

System Programming

Senior Programmer
(SP)

Intermediate
Programmer (IP)

Junior Programmer
JP)

Senior Web-Services
Developer (SWD)

System Engineering
and Operations

Operating Systems
Administrator (OSA)

Project Test
Coordinator (PTC)

Quality Assurance
Specialist (QAS)

Tester (TES)

* Year 1 of the Optional Services Requirement option period, if exercised, will begin no later than completion of the
Basic Requirement work and end 12 months after completion of the Basic Requirement.

2.1.1 Escalation of Labour Rates

For each subsequent option year after the first option year, the labour rates will be subject to adjustment equival ent
to the annual percent change in the Consumer Price Index, "All Items’, (Not Seasonally Adjusted) for
Ottawa-Gatineau, Statistics Canada Table 11, for the eleventh (11th) month of the previous option period or, in the
case of the Y ear 2 option period, the eleventh (11th) month after completion of the Basic Requirement, as published

by Statistics Canada if the annual percent change is greater than 2%.

2.2 HARDWARE AND SOFTWARE: at actual cost without markup Est.: $
For the following categories of technology as per the ARMOUR System Technical Specification:
: Data Sources,

Infrastructure Management Systems;

Data Source Connectors,

Database Modules,

Data Presentation:

Computational Services;

Integration Framework;
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Effector Connectors; and
Effectors.

All licenses are to be perpetual licenses for the latest software version at the time of purchase.

23 MARK-UP ON HARDWARE AND SOFTWARE:
Estimate Based on $100,000.00 (GST/HST extrafor 2.2 Hardware and Software

Est.: $

24 TRAVEL AND LIVING EXPENSES: Est: $

Travel required for project management and other tasks within the NCR will not be reimbursed.

It is anticipated that limited travel outside of the NCR, but within Canada, will be required in support of some Work
performed under the Optional Services Reguirement. For travel outside the NCR the Contractor will be reimbursed
its authorized travel and living expenses reasonably and properly incurred in the performance of the Work, at cost,
without any allowance for profit and/or administrative overhead, in accordance with the meal, private vehicle and
incidental expenses provided in Appendices B, C and D of the Treasury Board Travel Directive and with the other
provisions of the directive referring to "travellers’, rather than those referring to "employees" are applicable. All
travel must have prior authorization of the Technical Authority. All payments are subject to government audit.
Travel outside the NCR will be specified for each individual task using DND form 626.

(http://www.tbs-sct.ge.cal/pubs_pol/hrpubs/ TBM_113/td-dv_e.asp)
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Annex D

Security Requirements Check List

The Security Requirements Check List (SRCL) (Annex D) appended to the bid solicitation package is to be inserted
at this point and forms part of this document.
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DEPARTMENT OF NATIONAL DEFENCE

Annex E

DND 626, Task Authorization Form

TASK AUTHORIZATION

ALY THVOIC B, SEIFFING BILLE, AHD TACSING SLIFS MUST SHOW TEE FOLLOWING A ORGESEH T, REF BRSNS

TIFS AL COMTRAT.
WESmiETalL

MINISTERE DE LA DEFENSE NATIONAL

AUTORISATION DES TACHES
erUCeraL

TOUTES LES FACTURES, TOUS LES OOMMAIR SELENTS 5T BORDEREALT DIEMBEALL AGE DOTVENT INDIQUER LES
MUMEROS SUTVANTE BELA]

Tagerm =y
M de b rpre———

Tow Cerre T [ T T Aecoum | A
A e Owder D oertand
Code Rep
ponadi
=53 F=1 = EE=T3 Ep=1) e =
Heqn Mo - Ne s 12 de=ands
3 TASK Mo.
{Emcluding CST)
To—A

Company Name and Address:

ATTN: Company Contract Manager

MName

DELIVER TO - EXFEDIEZ A

TO THE CONTRACTOR
You are requested to supply the following materiel/services in accordance with
the terms of the above reference conftract. Only materiel'services included in the
contract shall be supplied against this task.
Each delivery shall be accompanied by 2 packing note or delivery slip.

Pleasze adwise the undersigned if the delivery date cannot be met. Invoices shall
be prepared in accordance with the instructions set out in the contract.

A L'ENTREPENEUR

Fous étes prié de fowmnir le matériel ou les services suivants en conformité des

Diate

termes du contrat mentionné ci-dessus. Seuls le matériel on les services
mentionnés dans le contrat doivent ére fowmis a 'appul de cetie demande.
Chague livraison doit &re accompagnée d'un bordersam d’emballaze ou de
livraison. Priére d’aviser le signataire si la livraison ne peut se faire dans les
délais prescrits. Les factures doivent éfre établies selom les insbuctions énoncées
dans le contrat.

for Department of Mational Defence
Pour le Ministére de la Défense Nationale

for DEDC Procurement Awtherity
Pour l'auntorité d'approvisioomement du EDDC

Toem Mo
e aticle du comtrat

7T r—
AT L T —

=
Frise

GETHET
TPSMVH

FAPPLICAGLE OMLY TO PWGSC CONTRACTS. The Conirac: AUNonly signallee ks required when Ihe [Olal wale of e DD 626 exceeds ihe Tineshald

‘specilied In the contract

NE S"APPLIGUE QUFAUX CONTRATS DE TPSGE - La signature de 'ausortte confractante est requiss Iorsque 13 valeur totale du formuisie DND 636 est
‘supsriaure au seull précise dans le contrat.

For ihe Deparsmcnt of Fubic Works and Sowemment Serelces
[PowT i minkssens des Trovesy publics of senvices gouvemementius

Total

TD 828 (01 050
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Instructions for completing
DIND 626 - Task Authorization

Contract mo.
Enter the PWGESC contract number in full.

Task no.
Enser the sequentlal Task number.

Amandment no.
Enfer the amendmeni number.when the original Task Is amended o
change the scape or the value.

IncreasaiD ecreass
Enser the Increase or decrease total dollar amaount Including laxes.

Previous value
Ender the previous tofal doliar amound including (axes.

To
Hame of the conbracior.

Dallvery location
Location where the work will be completed, I other than the
lacation.

DallveryCompletion date
Completion date for the task.

for the Department of Hatlonal Defence

‘Signature of the DND persan who has delegated Authority for

dgring DHD §26 (level of authority based on the dollar vales of the
task and the eguivalent signing autharity In the delegation of

Tinanclal authorities).

Mote: the pusma;irgmnsmc:msmmmemnmm

the scope of the confract, that suMMcient funds remaln in the contract

1o cover this task and that the task Is afordable wikhin the

Project’Unit budget.

Matarialisarvices
De=fine the requirement briefly (atiach the SOW) and Idently the cost
of the t==k using the: quots on the level of effort. The

Task must use the basls of paymsnt In the contract It
Mnmlmdmtmlmmmmqmml
apply to the task quote (2.g. milestans payments; per dem

rates; travel and IVing rates; firm

necessany o restate
on e DMND 6265 Task fonm.

The cost of the Task broken cut Ims the individual costed bems In
Sarvicas.

GETHSET
The SSTHST cost 35 sppropriate.

Total

The total cost of the task. Tmmmmaymemeﬂm
amount without the of DND! DND
£25. The amendment valua maymmummrmpm-rmge

Tor amendmsants established In the contract) of the al value of
the task authonzation. mmmmanmﬁz& mrgﬂ
amendments, may not ed the

Apphcable only to PWESC
This biock only 3pplles fo those Task A
awsrted by PWESC. The contract will Include 3 specified threshoid
for DD 50ie approval of the DD 626 and 3 percentage for DND o
mme:mgm; oD az&'rmmatu-

b passed b

Instructions pour compléter le formulaire
DMD 626 - Autorisation des taches
W= du contrat
INscriwez |8 NUMe ou conitrat de TPSGEC en entler.

H= de |a thche
Inscrivez e numean oe tache sequenticl

N de la moditication
INSCIVEZ |E NUMEN oe

modmcation oregue la tache onginale est
modifiée pour en changer la porbde.

sugmentation/Resuction

Inscriwvez |e montant iodal oe I

compris kes taxes.

Valsur precedents
e

oude la ¥

indal

¥ compns les taxes.
A
MNom de Fenirepreneur.

Expédiar &
Endrofl o le travall sera effectué, sl celul-cl difére du lleu daffaires
de Fentrepreneur.

Date de llvral
Darte d'achs: de la tache.

4
Slgrn'n.l'em r\ef:l'&aerlantm MON auqusl on & deldgue e pouvolr
en ce qul 3 tralt 3 la signature du fomulalre DND

Ezﬁmmmd‘ambas& la valeur de la tache e le signatalre
auforise equivalkent mentionne dans les délegalions des pouvoirs
financiers

Hota : la personne qul signe oothe aftache de signature confinme:

pudget Aloue 3 P'unibe ou pour e projet le permet.

MatarisllServices

Definissez e besoln MET)et ke codt
mnmarmmmmmmrmmmu =
nikeau de dfficulte oe celle-cl. Les modalltes o= palement stipuléss
dans Iz confrat S'appliquent A 13 tache. 1 plusieurs d'enére elles sont
prévisss, qul

mmnpmrlalzm aanﬁ:l'rﬂ'[p\.ex awnplem&al'les
mmmus, ‘guaotidi=n ou faux haraire etabll seion la

frals e 1t et e E&jour; prix
mmmxpm e4c.). Toutes ke modalites du confrat
uemetmpmmm
eggees qutanmmmlnmm
pas necessalre de repetar ces gensrales
contrat sur le formulaire DHD 626

Prix
Mentionnez e ooot de |3 tachs en le nd selon les frals
afférants a chague Hem mentionnég dans I3 rubrique Services.

TPEIMVH
Mentionnez 2 montant de 3 TPSTVH, sy llew

Total
Mentionnez le coot total oe 1a tache. L'enfrepreneur ne peut

maodcations,
mmmemsem

He a'appiigue qu’sux mlrﬂn mTP:G(:

&t un pourcantags lequel ke MON pourTa Spprouver des
modifications au DMD taches e
coot ces dolvent &ire Soumises 3 I'automme

Work an the t3sk may not commence ‘o the date tiis form 15
signed by the D Autharty - for Iasks wiEhin the DD threshold and
oy botn DHD and PAWGESEC Tor those [3sks ower the DD threshold.

plafonds:
contraciante de TPSEC pour examen et signature avant quion
[ eur a les travau

Hota :

LEes iravaux ne pewvent commencer avant Ia gate de signature oe
o= farmuiaine par be responsable ©u MDM, pour les taches dond le
co0t est imferieur au piafond taidl par e MDM, et par e MDN et
TRSGEC pour les taches dont ke codt dépasse e plafond etabil par e
BDM.

Page 74 of - de 76




Solicitation No. - N° de l'invitation Amd. No. - N° de la modif. Buyer ID - Id de I'acheteur

W7714-115274/E 056sv
Client Ref. No. - N° de réf. du client File No. - N° du dossier CCC No./N° CCC - FMS No./N° VME
W7714-115274 056svW7714-115274

ANNEX F

ARMOUR TD PROJECT INTELLECTUAL PROPERTY STRATEGY

The Intellectual Property Strategy (Annex F) appended to the bid solicitation package isto be inserted at this point
and forms part of this document.
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ANNEX G

ARMOUR TD PROJECT REFERENCE TERMINOLOGY

The Reference Terminology (Annex G) appended to the bid solicitation package is to be inserted at this point and
forms part of this document.
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1. INTRODUCTION
SCOPE

DRDC has a requirement to design, build and test a system to meet the Automated Computer Network
Defence (ARMOUR) Technology Demonstration (TD) project objectives and to demonstrate the system
on an operational subset of the DRDC Defence Research Establishment Network (DREnet).

1.1 Purpose

The purpose of this SOW is to define the ARMOUR TD Research and Development (R&D) activities to be
undertaken by the Contractor delivering the ARMOUR TD project.

1.2 Objectives
The ARMOUR TD project has the following objectives:

1. Demonstrate an Automated Computer Network Defence system that will:

e Compute defensive courses of action in response to identified vulnerabilities and attacks.

» Prioritize defensive courses of action to minimize impact to operations, and costs.

* Proactively and reactively respond by effectuating courses of action in a semi-automated
(requiring operator intervention) or fully-automated manner (not requiring any operator
intervention).

« Compute system security metrics over the enterprise wide system to enable comparison of
previous and potential network states.

2. Provide a framework that will:
* Influence external Computer Network Defence (CND) programs and easily exploit
innovations by providing a system for ongoing R&D that is shared with allies, research
institutions, academia and commercial industry.

1.3 Background

All modern militaries are heavily reliant upon computer networks at every stage of their missions. The
network plays a crucial role in all phases, from strategic intelligence gathering and dissemination, to
operational planning, logistics and command, and finally, to time-critical tactical sensing and decision
making in the field. Reliance on network enabled capabilities has increased the importance of networks
as part of critical service delivery. Supporting processes and technology in the area of automated CND
are required to maintain the security, including confidentiality, integrity and availability, of these services.
The ARMOUR TD project intends to demonstrate automated CND capabilities based on the Observe,
Orient, Decide and Act (OODA) loop. The ARMOUR TD project intends to deliver an integrated and
automated system that will demonstrate the capabilities required to automate the OODA loop as applied
to CND.

As applied to automated CND, the Observe phase of the OODA loop represents the phase where mission
priority, infrastructure and security related information is collected, correlated and stored for analysis in
later phases. Generally, the state of industry capabilities to collect infrastructure and security related
information are considered mature as there are many products available to collect network and host
related data as well as security vulnerability information. The DRDC Joint Network Defence and
Management System (JNDMS) TD project (2004 — 2010) demonstrated capabilities for collection of not
only network infrastructure and security related data, but also information related to operational mission
priorities and criticality of services and equipment. Areas where additional development will be performed
by the ARMOUR TD project include methods to cross-correlate information from multiple sources to
uniquely identify hosts and software and also to reduce the false positive rate of incidents and alarms.

Page 4 of 19



The Orient phase of the OODA loop represents the phase where the data collected in the Observe phase
is initially analyzed to compute the operational priority of assets, potential cyber attack paths from
selected sources to high priority operational assets, and to identify attack assets that are critical to the
success of an attack path. Industry capabilities in this area are maturing, but are not considered mature
today. Some products are available to predict attack paths, but these do not consider the operational
priority of assets in relation to mission priorities. Similarly, the mitigations are localized and do not
adequately identify the key attack assets that can minimize the attack paths. Defence Research and
Development Canada — Ottawa (DRDC Ottawa) Cyber Operations Section has developed prototypes for
computing attack paths that leverage related academic-partner technologies. DRDC Ottawa Cyber
Operations Section has also developed the AssetRank algorithm, which is designed to generate an
understanding of asset values in a system by assigning a rank based on dependencies (e.g., the value of
infrastructure assets based on mission priorities, and the value of assets to attackers).

The Decide phase of the OODA loop represents the phase where defensive courses of action are
identified, prioritized and optimized to mitigate the attack paths identified in the Orient Phase. Examples
of defensive actions may include removing a network route, shutting down a service, or applying a patch.
Industry capabilities in this area are considered immature. While some commercial tools can adequately
identify the many instances of vulnerabilities that need to be addressed on a network, they are incapable
of identifying the optimal set of actions that would minimize attack capability while also minimizing the
impact to operations. DRDC Ottawa Cyber Operations Section has developed the Course of Action
Decision Support (COADS) algorithm, which is designed to generate course of action recommendations
that optimize the spending of limited resources in order to minimize attackers’ freedom to move toward
defence goals while also minimizing the impact to operational capabilities.

The Act phase of the OODA loop represents the phase where defensive courses of action are
implemented on the network. These actions may be implemented in a semi-automated manner involving
human intervention to effectuate the course of action, or in a fully automated manner where actions are
taken up to a previously accepted level of operational impact. Industry capabilities in this area are
considered mature. There are several tools on the market to reconfigure assets, deploy patches, change
network routes and block connections.

As an automated CND system, the intent of the ARMOUR TD project is to demonstrate automation in all
phases of the OODA loop on an enterprise-wide basis. As such, collection of data is fully-automated to
the maximum extent possible during the Observe Phase (mission priority information may be an
exception to the automated data collection), fully-automated identification of attack sources, evaluation of
attack paths, priority goals to protect and estimation of the overall defensive posture is fully-automated
during the Orient Phase, and the generation and calculation of optimized and prioritized courses of action
are fully-automated in the Decide Phase. It is only in the Act phase where some semi-automatic
effectuation of the courses of action will require manual intervention. This is limited to the selection of
courses of action, where these courses of action are outside pre-configured parameters that would allow
fully-automated selection of courses of action. After selection, the effectuation of these courses of action
are again fully-automated in most cases (deployment of a patch or similar actions may include non-
automated actions). In the case where the courses of action are within pre-configured parameters
allowing fully-automated selection of courses of action, the courses of action are both selected and
effectuated in a fully-automated manner.

In addition to the automated and semi-automated natures of the ARMOUR solution described above,
ARMOUR will also provide both a proactive and a reactive capability. In the proactive case, the
ARMOUR system will respond to hypothetical attack sources identified by the operator and propose
courses of action to mitigate potential attack paths between these hypothetical sources and high priority
operational goals to protect. In the reactive case, real-time data collected from intrusion detection
systems and similar security products will identify hosts and host services with a high likelihood of
compromise. These hosts with a high likelihood of compromise will then be used by the ARMOUR
solution as attack sources. The ARMOUR system will respond to this automated identification of attack
sources and will propose courses of action to mitigate the real attack paths between the attack source
and high priority operational goals to protect.
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1.4 Applicable Documents
The following references should be read in conjunction with this SOW:

- ARMOUR TD Reference Terminology v2.0, DRDC Ottawa, 18 January 2013, included as part of the
bid package;

- ARMOUR TD System Technical Specification v2.0, DRDC Ottawa, 18 January 2013, access
instructions included in the bid package Annex “B”;

«  Technology Demonstration Program Guidebook, V2.2, January 2005; Technology Demonstration
Program Exploitation Guidebook, 2005, http://www.drdc-rddc.gc.ca/sciences/quide-eng.pdf

The following references contain information that may assist bidders in understanding the ARMOUR
solution, AssetRank, and COADS.

« Sawilla, R. (2011), Ranks and Partial Cuts in Forward Hypergraphs (Doctoral dissertation),
https://gspace.library.queensu.ca/jspui/bitstream/1974/6484/1/Sawilla_Reginald E 201104 PhD.pdf

15 Basic Requirement
The Contractor will:
a) Refine the system requirements;
b) Design the system;
c) Develop, integrate and test the system;
d) Prepare Certification and Accreditation (C&A) Documents and Evidence;

e) Perform demonstrations of the developed system, including plans, reports and demonstration
instance.

f) Produce documentation relating to project management, system design, development and
testing, system usage and support.

1.6 Approach

The ARMOUR TD project approach is based on the use of Commercial off-the-shelf (COTS) and Open
Source software (OSS), where available, with an effort to mature and deliver Research and Development
(R&D) products when mature products do not exist. A detailed description of the Intellectual Property
approach is provided in the ARMOUR RFP bid package, Annex F — Intellectual Property Strategy.

The design of the ARMOUR TD project solution must be based on an Integration Framework allowing
plug and play compatibility between system components. The Integration Framework will be an XML-
based Service Oriented Architecture (SOA).

The ARMOUR TD project will follow a phased incremental development and demonstration approach.
During each phase the Contractor will develop and demonstrate the solution or part of the solution using
scenarios based on stakeholder input and requirements. Stakeholder reactions to, and lessons learned
from, the demonstration of each phase will be used as input to determine the objectives and required
improvements for the next phase.

One laboratory demonstration and three operational demonstrations are to be planned. The laboratory
demonstration will be used to demonstrate the workings of the Integration Framework and Graphical User
Interface (GUI). The first operational demonstration will include the “Proactive Observe and Orient”
functions. This will include the capabilities to identify attacks that are possible before they occur. The
second operational demonstration will include the “Proactive Decide and Act” functions. This will include
the capabilities to prioritize courses of action and allow them to be implemented with operator approval.
The third operational demonstration will include the capabilities for “Reactive Response” to detected
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cyber attacks on the infrastructure. In all demonstrations, the target operational network to be used will
be an operational subnet of the Defence Research Establishment network (DREnet).

DRDC intends to license a research and development version and a commercial version of the ARMOUR
solution, as described in the ARMOUR RFP bid package, Annex F — Intellectual Property Strategy.

An introduction to the software components is provided in Section1.8. For a complete description of the
software components, please refer to the ARMOUR TD project System Technical Specification (STS).
1.7 Stakeholders

The Contractor must consult with various DND Information Management and Information Technology
(IM/1T) stakeholders to get familiarized with the operational concepts and corporate IT environment to be
supported by the ARMOUR TD project delivered capabilities. These stakeholders include but are not
limited to:

» Director General Cyber (DG Cyber)

e Canadian Forces Information Operations Group (CFIOG)

e Canadian Forces Network Operations Centre (CFNOC);

* Network Command and Control Integrated Situation Awareness Capability (NetC2 ISAC) project;
« Director Information Management Engineering and Integration (DIMEI);

» Director Information Management Security (DIM Secur); and

« Director Information Management Technologies, Products and Services (DIMTPS).

1.8 ARMOUR SYSTEM CONCEPTUAL ARCHITECTURE

The development scope of the ARMOUR TD project Basic Requirement includes the delivery of the
technology components supporting the Observe, Orient, Decide and Act (OODA) loop functions as
applied to automated Computer Network Defence (CND). The Contractor must include in their solution
such components as are necessary to meet the ARMOUR TD project requirements. To the maximum
extent possible, the Contractor must use a modular design approach to integrate available technologies
(e.g., COTS or Open Source Software products). The technology components required in the ARMOUR
TD project solution are illustrated in Figure 1 and are briefly described in this section. Additional details
are provided in the System Technical Specification (STS).
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Integration Framework provides
interface mechanisms, messaging,
security and module dependency
management services {source and
executable code included).
Non-Infrastructure Data
Sources provide security
reference data (e.g,
vulnerability data).

CND processing modules insert into
the Integration Framework and use
it for intra-system communication.

Data Presentation modules (GUI ,
Reporting and Data Formatting) insert
into the Integration Framework and use
it for intra-system communication.

Database Modules (Data
Store and DBMS) insert into
the Integration Framework
and use it for intra-system
communication.

Effector Connectors provide interfaces
from the Integration Framework to
Effectors (Infrastructure Management
Systems).

Data Source Connectors provide
interfaces from the Integration
Framework to infrastructure and non-
infrastructure Data Sources.

Figure 1. ARMOUR System Conceptual Architecture

Integration Framework: The Integration Framework provides a standards-based (e.g., web-services
standards from W3C), open architecture software framework for the integration of all other modules
comprising the solution. The Integration Framework provides inter-module messaging, security and event
services between the other components and modules of the ARMOUR system;

Data Source Connectors: Data Source Connectors provide interfaces between the Database
component (see below) and the various data sources being used to gather information on network data
and operational conditions for the ARMOUR system. The interfaces are specific to the data sources being
used and connect to both Non-Infrastructure Data Sources and Infrastructure Management Systems;

Database: The Database component includes both the Data Store and the Database Management
System (DBMS). The Data Store contains all pre- and post-processed data used by the ARMOUR
system. The DBMS represents an off-the-shelf (OTS) solution (e.g., PostgreSQL, Oracle, etc.) used to
implement the database, data model, data security, and data archiving functions;

Computational Services: The Computational Services component provides all the functions that act
upon the data in the Database component. This component contains the processes that provide analysis
and computation of correlated information, potential attacks, courses of action, and prioritization. It also
contains the processing modules that generate the configuration information used to implement courses
of action;

Data Presentation: The Data Presentation component presents the information contained in the
Database component to the operator through both a visualization interface and reporting functions,
thereby providing an operator interface to the modules within the Computational Services component.
The Data Presentation component also includes functions to present information to the Effector
Connectors in formats supported by the Effectors;
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Effector Connectors: Effector Connectors provide interfaces to the off-the-shelf (OTS) products being
used to implement the courses of action. The Effector Connectors are specific to the Infrastructure
Management Systems being used. Data is provided by the Data Presentation component and formatted
for implementation by either automatic or manual initiation;

Infrastructure Management Systems (IMSs): IMSs consist of all distributed or centralized control
systems that manage aspects of operational network and are involved in the process of data collection or
execution of command on behalf of the ARMOUR system. For example, a centralized management
application for configuration and control of a host based Intrusion Detection/Prevention System would be
considered an IMS. Generally speaking, specific technologies in IMSs will usually also serve as Data
Sources or Effectors;

Data Sources: Data Sources consist of all infrastructure and non-infrastructure based resources required
to meet the information requirements for the ARMOUR system. For example, host and network based
Intrusion Detection Systems would be considered to be Data Sources as would publicly available
vulnerability reference databases; and

Effectors: Effectors consist of all infrastructure-based resources required by the ARMOUR system to
effectuate (implement) chosen courses of action within the network. For example, host and network-
based Intrusion Prevention Systems would be considered to be Effectors.

1.9 Excluded Work and Services

In some instances, automated data collection may not be available from COTS or Open Source Software
products to fully address all ARMOUR TD project information requirements. For example, technologies
may not be available to automatically collect information concerning DND operations or operational
dependencies (e.g., mission to mission dependencies or mission to infrastructure dependencies). Where
this is the case, development of automated solutions for automated data collection is excluded from the
ARMOUR TD project effort. The Contractor must clearly identify which Data Sources are not available
through automated data collection and provide manual workarounds in their architecture.

1.10 Available Data Sources and Effectors

Some Data Sources and Effectors may already be available on the ARMOUR TD project target
demonstration network (an operational subset of DREnet). The Contractor is encouraged to leverage
existing Data Sources and Effectors in their solutions to the maximum extent possible. For existing Data
Sources and Effectors used in the Contractor solution, the Contractor may use the existing operational
products for the operational demonstrations. However, the Contractor must integrate the available Data
Sources and Effectors into their solution and ensure a functional demonstration can be packaged without
dependencies on the operational demonstration environment. Therefore, the Contractor must include
such technologies as may be required to support the integration of these Data Sources and Effectors
(e.g., test data, equivalent products, systems or simulations). The Data Sources and Effectors that
should be integrated in the ARMOUR TD project include:

a) Sourcefire Intrusion Prevention System
b) Symantec Endpoint Protection

c) McAfee Firewall

d) CheckPoint Firewall

e) McAfee Web Gateway

f) DB Protect

g) NetScout

h) Proprietary Packet Capture
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While the Contractor is encouraged to leverage the available Data Sources and Effectors, it is not
mandatory to do so. The ARMOUR interfaces to these products, or others that are chosen, must be
standardized to enable Data Sources and Effectors to be interchanged with other comparable COTS or
open source solutions.

1.11 Available Processing Modules

DRDC owns algorithms that could form part of the ARMOUR TD project. The algorithms have been
implemented, tested and validated in a laboratory setting and integrated with commercial and open
source software at the level of TRL 4 prototype tools. At the request of the Contractor, the algorithm
implementations and prototypes can be furnished in source code form for use by the Contractor. The
algorithm implementations could be provided in executable form under the ARMOUR TD project
Intellectual Property Strategy. For further information on the licensing models, background Intellectual
Property, and new foreground Intellectual Property, please see the ARMOUR RFP bid package Annex F.

Algorithm implementations available are:

» AssetRank is a statistical analysis system that consumes a listing of assets and their
dependencies and generates an understanding of their value by assigning a ranking to the assets
based upon the system dependencies. The system is stochastic, meaning there is an assumption
that a random selection at one point in the system does not bias random selections at other
points in the system. The system extends Google’'s PageRank algorithm by analyzing AND and
OR vertices in a semantically consistent way, modeling diverse actors, and accounting for out-of-
system influences.

e Course of Action Decision Support (COADS) is a graph analysis system that consumes a listing
of assets with their rank and removal cost, their dependencies, source assets, target assets, and
a maximum removal budget. COADS generates a course of action, within budget, which consists
of an optimized set of asset removals which maximally disrupts connectivity between the source
and target assets. When consuming a MulVAL attack graph that has been ranked with
AssetRank, the course of action suggests patches to apply, services to shut down, and network
routes to cut, to maximally disrupt attackers’ freedom of movement between sources and targets.

The above AssetRank module consumes the output of the open source MulVAL software:

 MulVAL is a formal, logic-based reasoning system that consumes a networked system’s
configuration and vulnerability information and generates an understanding of its security by
revealing all security consequences deducible from the input data and the MulVAL reasoning
model. The reasoning model is declarative and extensible. The tool can easily incorporate
external security information sources and is scalable to enterprise networks. The MulVAL system
output can be presented using visualization tools and used in further analysis

1.12 Assumptions
This TD is based on the following assumptions:

a. The ARMOUR approach is based on the technical assumption that cyber-security reference data,
infrastructure data and operational data (collectively called data sources) will be available and sufficiently
accurate (via existing and added capabilities) to support the requirements of the proactive and reactive
cyber security monitoring and response on an operational network. For the ARMOUR TD project, a
representative sample of the data sources may be all that is available. It is recognized that some analysis
concerning data sources will be required for any transition from the demonstration state to an operational
system. The difference between the demonstration state and the operational system state is described in
the System Technical Specifications (STS).
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b. A second assumption is that operational authority, responsibility and process will be updated as
needed to leverage the capabilities delivered by the ARMOUR TD project solution. The ARMOUR project
will not be updating any procedures or processes in place within DRDC or DND.

1.13  Constraints
The work associated to this project is constrained as follows:
1) All ARMOUR TD project work must be completed within 42 months;

2) The ARMOUR TD project solution will not address social engineering attacks (e.g., attacks leveraging
human interaction and response intended to convince an unsuspecting user to trigger a malicious
action); and

3) The ARMOUR TD project solution will be limited by the capabilities of the detection sensors:
«  Will not detect attacks that the sensors cannot detect; and

« Will only react to high-confidence alert data (as determined by meeting requirements for low
false positive rates in incident detection technologies described in the STS) to avoid taking
action on data that has a high likelihood of being erroneous.

1.14  Development Approach
The work will be partitioned into the following phases:

« Phase 1: Analysis and Design

« Phase 2: Integration Framework and Graphical User Interface (GUI) Development
* Phase 3: Proactive Observe and Orient Function Development

» Phase 4: Proactive Decide and Act Development

» Phase 5: Reactive Response Development

e Phase 6: Project Closeout

The objective of the development cycle for each phase is to develop the ARMOUR TD project
functionality, test the functions and system performance, and demonstrate the capabilities. The overall
development work must follow a cyclic development approach including requirements refinement, design,
build, test, and demonstrate. This approach is required to:

» Increase opportunities for stakeholder feedback;

e Confirm and evaluate progress;

« Communicate progress to stakeholders; and

* Provide an opportunity to refine or redirect the project.

1.15 Test and Demonstration Approach

System Testing is used to assess and measure the overall behaviour and performance of components of
the system. The Contractor must plan, setup, conduct and report on ARMOUR TD project system testing
as per the Test Design Document and Test Environment (SD 003).

For phases that include a demonstration requirement, demonstrations will typically occur at the end of the
phase and must be designed to allow the Technical Authority (TA) and other ARMOUR TD project
stakeholders the opportunity to evaluate the overall behaviour and performance of the system in an
operational environment on the DREnet. The demonstrations will be based on scenarios that reflect the
real operational environment of the system. The TA and Contractor will be involved while stakeholder
representatives may observe.

The Contractor must support planning, setup, conduct and report on ARMOUR Demonstrations, as well
as support the evaluation of ARMOUR by the TA as per DM 001 to DM 003. The Contractor will install,
integrate, and configure all baseline ARMOUR software required to support all demonstrations on the
DREnet. The Contractor must continue to provide support for all demonstrations on the DREnet following
this initial installation and demonstration, for the duration of the ARMOUR TD project.
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Based on the demonstration results, a review of the system capabilities and readiness to enter the next
phase will be carried out by the TA. The planning and design for the next phase will be completed based
on this review.

In addition to the Demonstration systems installed on the DREnet, the Contractor must provide new
software images for the DRDC Cyber Operations Section Lab at the end of each development phase in
accordance with CDRL item SD 007. Where possible, these software images must be delivered as virtual
machines (VMs) ready for installation at DRDC. Any hardware components (e.g. data sources, effectors)
required to run the solution must be provided as part of the lab version of the solution. The baseline
software used for each demonstration cycle will be installed at the DRDC Cyber Operations Section
laboratory after successful demonstrations have been conducted. The contractor will install, integrate
and configure the lab version.

2. PHASES

2.1 Phase 1 — Analysis and Design:

During this phase the Contractor must refine their understanding of the ARMOUR TD project concept of
operations and requirements as well as update their proposed solution architecture. The Contractor must
perform the following tasks in accordance with the descriptions provided in Appendix A — WORK
Definitions:

* Project Management, including conduct of a Project Kick-off Meeting and Preliminary Design
Review Meeting;

e Systems Engineering Processes;

» Interactions with DND IM, IT and Operational Stakeholders;

* Operational Concept Review and Requirements Refinement;

* Preliminary Design Refinement;

« Design and Develop Test Environment, Scenarios, Test Cases and Test Data; and
e Algorithm R&D.

Phase 1 should be completed within 5 months after receipt of contract award. Successful completion of
Phase 1 will only be granted after the following Contract Deliverable Requirements List (CDRL) items
have been delivered by the Contractor and reviewed and approved by the TA at a Preliminary Design
Review Meeting (PDRM). Deliverables must be prepared in accordance with Data Iltem Descriptions
(DID) provided in Appendix B — Deliverables:

a) The Project Management Plan, DID - PM 001;

b) Progress Review and Project Meeting Reports, Agendas, and Minutes — PM 002;
C) The Configuration Management Plan, DID — PM 004;

d) The Requirements Management Plan, DID — PM 005;

e) The Development Phase Plan, DID — PM 006;

f) The System Requirements Specification Document, DID — SD 001;

0) The Architectural Design Document, DID — SD 002;

h) System Hardware, Software and Documentation, DID — SD 007;

i) The Certification and Accreditation Plan, DID — SD 008;
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) The System Concept of Operations, DID — SD 009; and
k) Demonstration Plan, DID — DM 001.

2.2 Phase 2 — Integration Framework (IF) and Graphical User Interface (GUI)

Phase 2 will commence immediately following authorization by the TA. During this phase, the Contractor
will review and update the concept of operations and requirements based on results of the stakeholder
feedback from the Phase 1 work; update the system design; and develop, build and demonstrate the
Integration Framework (IF) and Graphical User Interface (GUI) capability, in accordance with the
ARMOUR TD project STS and any approved requirements changes or updates resulting from previous
tasks. The Contractor must perform the following tasks in accordance with the descriptions provided in
Appendix A — WORK Definitions:

« Project Management, including the conduct of a Critical Design Review Meeting and Readiness
Review Meeting;

» Interactions with DND IM, IT and Operational Stakeholders;
» Systems Engineering and System Security Engineering Processes;
e Operational Concept Review and Requirements Refinement;

»  Critical Design, including the development of the Integration and GUI Framework Critical Design,
Interface Specifications and Test Plan;

» Design, Build and Test in accordance with the results of the CDRM,;
« Design and Develop Test Environment, Scenarios, Test Cases and Test Data;
» Demonstrations in the DRDC Cyber Operations Section Lab;

* Verification and Validation; and

Algorithm R&D.

Phase 2 should be completed within 6 months after initiation of Phase 2 and concludes with the Phase 3
Readiness Review Meeting. Successful completion of Phase 2 will only be granted after the following
Phase 2 CDRL items have been delivered by the Contractor and reviewed and approved by the TA at the
Phase 3 Readiness Review Meeting. Deliverables must be prepared in accordance with Data Item
Descriptions provided in Appendix B — Deliverables:

a) The Project Management Plan, DID - PM 001;

b) Progress Review and Project Meeting Reports, Agendas, and Minutes — PM 002;
¢) The Configuration Management Plan, DID — PM 004;

d) The Requirements Management Plan, DID — PM 005;

e) The Development Phase Plan, DID — PM 006;

f) The System Requirements Specification Document, DID — SD 001;

g) The Architectural Design Document, DID — SD 002;

h) The Test Design Document and Test Environment, DID — SD 003
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i) The Detailed Design Document, DID — SD 004;

i) Reports of Algorithm R&D, Test, C&A, and Demonstrations, DID — SD 005, SD 006,
SD 008 and DM 003;

k) System Hardware, Software and Documentation, DID — SD 007,
[) The System Concept of Operations, DID — SD 009;
m) Demonstration Plan and Demonstration Instance, DID — DM 001 and DM 002; and

n) Readiness Assessment Report, DID — PM 003.

2.3 Phase 3: First Demonstration: Proactive Observe and Orient

Phase 3 will commence immediately following authorization by the TA. During this phase, the Contractor
will review and update the concept of operations and requirements based on results of the stakeholder
feedback from the Phase 2 work; update the system design and develop, build and demonstrate the
Proactive Observe and Orient capabilities, in accordance with the ARMOUR TD project STS and any
approved requirements changes or updates resulting from previous phases. The Contractor must
perform the following tasks in accordance with the descriptions provided in Appendix A — WORK
Definitions:

* Project Management, including the conduct of a Critical Design Review Meeting and Readiness
Review Meeting;

e Systems Engineering and System Security Engineering Processes;
» Interactions with DND IM, IT and Operational Stakeholders;
* Operational Concept Review and Requirements Refinement;
»  Critical Design, including the development of the Proactive Observe and Orient capabilities
Critical Design, Interface Specifications and Test Plan as well as updates to the Integration and
GUI Framework as required;
» Design, Build and Test in accordance with the results of the CDRM,;
» Design and Develop Test Environment, Scenarios, Test Cases and Test Data;
* Demonstrations on the DRDC DREnet;
e System Administration;
» Verification and Validation; and
e Algorithm R&D.
Phase 3 should be completed within 10 months after the approval of the Phase 3 Readiness Review
(conclusion of phase 2) and concludes with a Phase 4 Readiness Review Meeting. Successful
completion of Phase 3 will only be granted after the following Phase 3 CDRL items have been delivered
by the Contractor and reviewed and approved by the TA at the Phase 4 Readiness Review Meeting.

Deliverables will be prepared in accordance with Data Item Descriptions provided in Appendix B —
Deliverables:

a) The Project Management Plan, DID - PM 001;
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b) Progress Review and Project Meeting Reports, Agendas, and Minutes — PM 002;
¢) The Configuration Management Plan, DID — PM 004;

d) The Requirements Management Plan, DID — PM 005;

e) The Development Phase Plan, DID — PM 006;

f) The System Requirements Specification Document, DID — SD 001;

g) The Test Design Document and Test Environment, DID — SD 003

h) The Detailed Design Document, DID — SD 004;

i) Reports of Algorithm R&D, Test, C&A, and Demonstrations, DID — SD 005, SD 006, SD
008 and DM 003;

i) System Hardware, Software and Documentation, DID — SD 007;
k) The System Concept of Operations, DID — SD 009;
[) Demonstration Plan and Demonstration Instance, DID — DM 001 and DM 002; and

m) Readiness Assessment Report, DID — PM 003.

2.4 Phase 4: Second Demonstration: Proactive Decide and Act

Phase 4 will commence immediately following authorization by the TA. During this phase, the Contractor
will review and update the concept of operations and requirements based on results of the stakeholder
feedback from the Phase 3 work; update the system design and develop, build and demonstrate the
Decide and Act capabilities, in accordance with the ARMOUR TD project STS and any approved
requirements changes or updates resulting from previous tasks. The Contractor must perform the
following tasks in accordance with the descriptions provided in Appendix A — WORK Definitions:
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« Project Management, including the conduct of a Critical Design Review Meeting and Readiness
Review Meeting;

» Systems Engineering and System Security Engineering Processes;
» Interactions with DND IM, IT and Operational Stakeholders;
e Operational Concept Review and Requirements Refinement;

»  Critical Design, including the development of the Decide and Act capabilities Critical Design,
Interface Specifications and Test Plan as well as updates to the Integration and GUI Framework
as required,;

» Design, Build and Test in accordance with the results of the CDRM,;

» Design and Develop Test Environment, Scenarios, Test Cases and Test Data;
+ Demonstrations on the DRDC DREnet;

e System Administration;

+ Verification and Validation;

e Algorithm R&D; and

* Licensed Research Community Code Hosting and Maintenance.

Phase 4 should be completed within 10 months after the approval of the Phase 4 Readiness Review
(conclusion of phase 3) and concludes with a Phase 5 Readiness Review Meeting. Successful
completion of Phase 4 will only be granted after the following Phase 4 CDRL items have been delivered
by the Contractor and reviewed and approved by the TA at the Phase 5 Readiness Review Meeting.
Deliverables must be prepared in accordance with Data Item Descriptions provided in Appendix B —
Deliverables:

a) The Project Management Plan, DID - PM 001;

b) Progress Review and Project Meeting Reports, Agendas, and Minutes — PM 002;
¢) The Configuration Management Plan, DID — PM 004;

d) The Requirements Management Plan, DID — PM 005;

e) The Development Phase Plan, DID — PM 006;

f) The System Requirements Specification Document, DID — SD 001;

g) The Test Design Document and Test Environment, DID — SD 003

h) The Detailed Design Document, DID — SD 004;

i) Reports of Algorithm R&D, Test, C&A, and Demonstrations, DID — SD 005, SD 006, SD
008 and DM 003;

i) System Hardware, Software and Documentation, DID — SD 007;

k) The System Concept of Operations, DID — SD 009;

) Demonstration Plan and Demonstration Instance, DID — DM 001 and DM 002;
m) Code Repository, DID — DM 004; and
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n) Readiness Assessment Report, DID — PM 003.

25 Phase 5: Third Demonstration: Reactive Response

Phase 5 will commence immediately following authorization by the TA. During this phase, the Contractor
will review and update the concept of operations and requirements based on results of the stakeholder
feedback from the Phase 4 work; update the system design and develop, build and demonstrate the
Reactive Response capabilities, in accordance with the ARMOUR TD project STS and any approved
requirements changes or updates resulting from previous tasks. The Contractor must perform the
following tasks in accordance with the descriptions provided in Appendix A — WORK Definitions:

» Project Management, including the conduct of a Critical Design Review Meeting and Readiness
Review Meeting;

« Systems Engineering and System Security Engineering Processes;
» Interactions with DND IM, IT and Operational Stakeholders;
» Operational Concept Review and Requirements Refinement;

«  Critical Design, including the development of the Reactive Response capabilities Critical Design,
Interface Specifications and Test Plan as well as updates to the Integration and GUI Framework
as required,;

» Design, Build and Test in accordance with the results of the CDRM,;

» Design and Develop Test Environment, Scenarios, Test Cases and Test Data;
» Project Demonstrations on the DRDC DREnet;

e System Administration;

* Verification and Validation; and

e Licensed Research Community Code Hosting and Maintenance.

Phase 5 should be completed within 7 months after the approval of the Phase 5 Readiness Review
(conclusion of phase 4) and concludes with the Phase 6 Readiness Review Meeting. Successful
completion of Phase 5 will only be granted after the following Phase 5 CDRL items have been delivered
by the Contractor and reviewed and approved by the TA at the Phase 6 Readiness Review Meeting.
Deliverables must be prepared in accordance with Data Item Descriptions provided in Appendix B —
Deliverables. Note, in many cases these documents are considered final updates based on results of the
Phase 5 work:

a) The Project Management Plan, DID - PM 001;
b) Progress Review and Project Meeting Reports, Agendas, and Minutes — PM 002;
c) The Configuration Management Plan, DID — PM 004;
d) The Requirements Management Plan, DID — PM 005;
e) The Development Phase Plan, DID — PM 006;
f) The System Requirements Specification Document, DID — SD 001;
g) The Test Design Document and Test Environment, DID — SD 003
h) The Detailed Design Document, DID — SD 004;
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i) Reports of Algorithm R&D, Test, C&A, and Demonstrations, DID — SD 005, SD 006, SD
008 and DM 003;

i) System Hardware, Software and Documentation, DID — SD 007;

k) The System Concept of Operations, DID — SD 009;

[) Demonstration Plan and Demonstration Instance, DID — DM 001 and DM 002;
m) Code Repository, DID — DM 004; and

n) Readiness Assessment Report, DID — PM 003.

2.6 Phase 6: TD Final Deliverables, and TD Project Close-out

Phase 6 will commence immediately following authorization by the TA. The objective of this phase is to
complete the TD project, finalize and provide DRDC with the deliverables, document the results and
position the project for a successful transition to the client. The Contractor must produce a final report
that summarizes the lessons learned from phases 1 to 5, user feed-back progression along the project,
and the recommendations for operational deployment of the system. The Contractor must perform the
following tasks in accordance with the descriptions provided in Appendix A — WORK Definitions:

« Project Management, including the conduct of a Final Review Meeting;
e System Administration;
e Licensed Research Community Code Hosting and Maintenance; and

« TD Close-out.

Phase 6 should be completed within 1 month of the completion of Phase 5 and concludes with a Final
Review Meeting. Successful completion of Phase 6 will only be granted after the following CDRL items
have been delivered by the Contractor and reviewed and approved by the TA at the Final Review
Meeting. Deliverables must be prepared in accordance with Data Item Descriptions provided in Appendix
B — Deliverables:

a) Progress Review and Project Meeting Reports, Agendas, and Minutes — PM 002;

b) Final Report, DID — PM 007; and
¢) Transition Plan, DID — PM 008
3. ADDITIONAL REQUIREMENTS

3.1 Technical Requirements

Research activities: Some ARMOUR TD project functionalities will be addressed by existing COTS
technologies. However, other functionalities will require research to reach an acceptable solution. An
example of such an area is the development of the Reachability Analyzer. A more complete description of
the challenges involved in the ARMOUR TD project is provided in the STS document. The Contractor
project team must have the expertise to carry out this research.

3.2 Management Requirements

Project Manager: The Contractor must appoint one person to act as the Contractor project manager (PM).
The PM must be vested with the appropriate authority within the Contractor’s organization to plan, co-
ordinate, control and supervise Contractor professional resources and have the authority to allocate
financial resources.

Work site: The development work must be carried out at the Contractor’s own facilities. The
demonstrations must be held at Crown facilities.
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Language Requirements: All deliverables must be submitted in English.

3.3 Government Supplied Services

Access to stakeholders: The TA will facilitate access to representatives of the military clients, as well as
with other departmental and international stakeholders, who may provide feedback and pertinent
knowledge that the Contractor could use in the development of the ARMOUR TD project.

Laboratory and Networks: The DRDC Cyber Operations Section laboratory and network will be made
available to the Contractor for demonstration purposes. However, this does not include DRDC networking
equipment and software licenses.

Parallel research considerations: It is expected that separate but related DRDC research initiatives will be
conducted in parallel to the ARMOUR TD project contract. The results of these parallel activities, such as
algorithms, Government-of-the-shelf (GOTS) technology or processes, could be made available to the
Contractor. Current related research includes attack graph generation and evaluation, courses of action
optimization and recommendation, defensive posture assessment, situational awareness concept
definitions, and impact assessment algorithms.
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APPENDIX A — WORK DEFINITIONS
1. WORK DEFINITIONS

1.1 Project Management

Project management activities relate the process of leading, planning, organising, staffing,
monitoring and controlling contractor activities and resources, in order to achieve contract
objectives. The Contractor will perform project management, within its organization, to ensure
successful development of the ARMOUR TD project. This function will be continuously ongoing
during the entire ARMOUR TD project lifetime (Phases 1-6).

The Contractor must refine the project management plan proposed in response to the RFP and
maintain this plan through periodic updates during each phase. The project management plan
will be developed in such a way as to support the development activities required to demonstrate
the functional capabilities described in Section 5 and 6 of the ARMOUR TD project STS, while
meeting the performance targets as described in Section 6.2 of the STS.

The Contractor must hold, as part of the project management function, various meetings with the
TA during the lifetime of the ARMOUR TD project. These meetings will include:

- Project Kick-off Meeting:
1) Frequency: once, at the beginning of Phase 1.
2) Location: DRDC Ottawa
The kick-off meeting will be held at the start of the contract that will review the overall project
including work content, schedule, technical and procedural issues, and contract deliverables.
- Progress Review Meetings
1) Frequency: weekly, unless mutually agreed otherwise.

2) Location: Normally via audio conference or videoconference. May be
scheduled at DRDC Ottawa.

- Preliminary Design Review Meetings

1) Frequency: Once during Phase 1, for a formal design review, and as required
to discuss any technical issues during the project.

2) Location: Normally at DRDC Ottawa. May be held at the Contractor’s facility,
subject to approval by the TA. Conducting these meetings via
videoconference or audio conference facilities may be permitted subject to
approval of the TA.

- Critical Design Review Meetings

1) Frequency: Once during Phases 2, 3, 4 and 5, for a formal design review,
and as required to discuss any technical issues during the project.

2) Location: Normally at DRDC Ottawa. May be held at the Contractor’s facility,
subject to approval by the TA. Conducting these meetings via
videoconference facilities may be permitted subject to approval by the TA.

- Readiness Review Meetings

1) Frequency: At the end of each phase.
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2) Location: Normally at DRDC Ottawa. May be held at the Contractor’s facility,
subject to approval by the TA. Conducting these meetings via
videoconference facilities May be permitted subject to approval by the TA.

- Final Review Meeting
1) Frequency: Once, at the end of Phase 6.
2) Location: DRDC Ottawa

1.2 Consultations with DND IM/IT and Operational Stakeholders

The Contractor must consult DRDC and various DND IM/IT and Operational stakeholders to
become familiar with the operational and corporate IT environment. This could include periodic
meetings with the operational clients, related DND projects staff, DND engineering and security
organisations. Consultations will be coordinated by the Contractor in consultation with the TA.

The objective of these consultations is to ensure the testing and demonstration environments are
representative of the true operational environment. It will also provide valuable input for the
refinement of system requirements and in the development of representative test cases and
scenarios. Finally, multi-lateral communication with the various IM/IT organisations will facilitate
the partial deployment of ARMOUR on the operational network supporting the phase specific
demonstrations.

1.3 Systems Engineering and System Security Engineering Processes

Throughout the ARMOUR TD project, the Contractor must follow industry best practice for
Systems Engineering process. This will include at minimum the following activities:

» Deliver, maintain and follow a Project Management Plan (PM 001) that includes
processes and methodologies for system and software development planning;

» Deliver, maintain and follow a Configuration Management Plan (PM 004);
« Deliver, maintain and follow a Requirements Management Plan (PM 005);
« Deliver, maintain and follow a phase-by-phase Development Phase Plan (PM 006);

» Deliver, maintain and follow a system Certification and Accreditation Plan (SD 008);

1.4 Operational Concept Review and Requirements Refinement

The Contractor will initially develop the Operational Concept and Requirements Specification
based on a review of the ARMOUR TD project STS and interactions with DND IM/IT and
Operational stakeholders. The results of the Operational Concept and Requirements review must
be documented in accordance with CDRL items SD 009 and SD 001 and must include security
requirements in addition to functional capability requirements. During each subsequent
development phase, the Contractor must review the ARMOUR operational concept and
requirements on an ongoing basis and ensure that that they meet project goals and making
updates to DID SD 009 and SD 001 as required.

The Contractor will refine requirements and respond to requirement changes. The nature of this
TDP project is such that technical requirements are likely to evolve or change during the course
of the development effort. The Contractor may consult the TA for feedback on the requirements.
Requirements must be documented at the beginning of each Phase and refined after each
development cycle of a phase. The Contractor Requirements Management Plan (PM 005) must
include a change management process to ensure appropriate review and approval of scope, cost,
personnel and schedule impacts of changing requirements. This change management process
must include review and final approval of all requirements change by the ARMOUR TD project
TA.
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15 Preliminary Design Refinement

The Contractor will refine the Contractor proposed architecture in light of the requirements
refinement described in Appendix A, Section 1.2 and 1.4. The Contractor must refine, and finalize
the overall system Architectural Design Document (SD 002), starting from the initially proposed
solution. As part of this task, the Contractor will hold a PDRM with the TA to review the proposed
system architecture.

The Contractor will be required to justify their selection of COTS and Open Source software to the
TA as described in the Data Item Description for the Architectural Design Document (SD 002).

The Contractor will conduct a technology watch on related software product families during the
project. In cases where this survey identifies software that would add significant value to the
project, the Contractor must consider integrating this software as part of the ARMOUR TD
project. Any inclusion of software identified as part of the technology watch must be justified as
described in the Architectural Design Document (SD 002) above and complete the change
management process as captured in the Configuration Management Plan (PM 004).

1.6 Critical Design

The Contractor must develop the critical design of the ARMOUR TD project to a sufficient level of
detail such that the system can be built and tested by the Contractor and evaluated by the TA.
The initial critical design must be documented in the Detailed Design Document (SD 004). The
work must be completed during Phase 2 with additional critical design work carried out during the
development cycles of Phase 3 to 5 as the development proceeds. The contract must employ IT
Security Engineering activities to ensure that resulting design will be sufficient to meet or exceed
the requirements for an Interim Authority to Process (IAP), in accordance with the DND
Certification and Accreditation Guidelines®. The Certification and Accreditation work must be
carried out according to a C&A Plan (SD 008).

1.7 Design, Build and Test

The Contractor must Design, Build and Test the ARMOUR TD system during Phases 2-5 in
accordance with the approved ARMOUR Ciritical Design. The Contractor must conduct activities
such as detailed design, coding, integrating and testing units, components and systems (including
penetration tests) that are part of the ARMOUR solution. The Contractor must also assemble,
compile and perform any other activities associated with the delivery of the ARMOUR TD project
solution to the TA.

This task also includes Contractor testing as part of the Contractor’s quality assurance processes.
Visibility into these processes must be granted upon request by the TA.
1.8 Design and Develop Test Environment, Scenarios, Test Cases and Test Data

The Contractor must design and develop the Test Environment, Scenarios, Test Cases and Test
Data required to verify the capabilities developed during Phases 2-5.

The Contractor must, subject to the approval of the TA:

» Define the testing strategy and expected outcomes in such a way as to demonstrate that
the solution delivers the required functions, meets the required measures of performance,
and meets the required metrics (Refer to the ARMOUR TD project STS for details
concerning measures of performance and metrics);

» Develop and validate the testing scenarios;

Page A3 of A6



APPENDIX A — Deliverables

» Develop and validate the system test environment. The test environment will include the
development of a Contractor Test Bed, the DRDC Cyber Operations Section laboratory,
and the Operational Test Environment (a subset of the DRDC Ottawa DREnet);

« Develop test cases which are compatible with previously identified functions, system
performance metrics, and expected test results; and

» Develop Test Data as required to fully test and demonstrate that the ARMOUR TD
project solution delivers the required functions and meets system performance metrics.
Test Data may include any or all aspects of the data required for system testing and
demonstration in the Contractor Test Bed, DRDC Cyber Operations Section laboratory
and the Operational Test Environment.

1.9 Demonstrations and Evaluations

Demonstrations are vital for maintaining operational client support and for generating national and
international interest in the ARMOUR TD project. ARMOUR evaluations must occur at the end of
each development phase 2 to 5. These evaluations will take the form of ARMOUR TD Project
Demonstrations in which the TA and the stakeholders will execute the Test Scenarios and Test
Cases as described in Section 1.8. The Contractor must setup, conduct and report on ARMOUR
evaluations performed by the TA and stakeholders. The intent of the ARMOUR TD Project
Demonstrations are: evaluate the system and the quality of the resulting capabilities in
accordance with the Test Environment, Test Scenarios and Test Data as described in Section
1.8; compare the results to the expected outcomes and expected test results; and direct (or re-
direct) the project accordingly. Each evaluation will represent a key evaluation exercise within the
ARMOUR TD project.

The Contractor must supply all System Hardware, Software and supporting documentation and
code as needed to support the demonstrations in accordance with SD 007. The Contractor must
install and configure the ARMOUR TD system in accordance with the approved test scenarios
and provide technical and operational support to the TA during the demonstrations. It is expected
that a period of one to two weeks will be reserved for demonstration support at the end of each
development phase. This does not include time that must be allocated for demonstration
installation, configuration and test prior to the demonstration period itself.

Planned demonstrations will be conducted at DND facilities within the National Capital Region
(NCR). The demonstrations will take place in a DND unclassified operational network
environment (DREnet). The Contractor must allocate appropriate resources to support the TA,
DND Information Management (IM), IT and security organisations, as well as the stakeholders, to
deploy ARMOUR and integrate demonstration scenarios with the environment. Demonstration
capabilities, including required hardware and software, must be left in place after demonstrations;
however, the hardware and software need not be maintained or supported by the Contractor
between demonstrations, and may be reused in future demonstrations.

The Contractor must also provide technical and operational support for ad-hoc demonstrations
during the project. The Contractor must allocate appropriate resources for a minimum of 15
person-days per development phase in order to support these ad-hoc demonstrations. Support
for ad-hoc demonstrations must also include the production of supporting demonstration material
and other communications activities for the TA.

1.10  System Administration

The Contractor must provide support services for the ARMOUR instances residing on DND sites
(refer to deliverable DM 001 and SD 007). These services include workstation configuration,
software product installation and maintenance, user support and troubleshooting. These services
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must extend from the start of the first demonstration (Phase 3) and continue for the duration of
the project to the end of the project Close-out (Phase 6).

1.11  Verification and Validation

The Contractor will deliver software images to DRDC after the successful completion of each
Demonstration phase and must assist DRDC in the installation, integration and configuration of all
baseline software in the DRDC Cyber Operations Section laboratory in accordance with
deliverable SD 007. Software images must include both a source code repository and executable
code as used in the corresponding Demonstration. The Contractor will assist DRDC as DRDC
performs independent Verification and Validation activities leading to software acceptance.
Verification and validation activities are necessary to ensure that the DRDC Cyber Operations
Section lab maintains a proper and working system necessary to support their fundamental
research goals and activities.

1.12  Algorithm R&D

During each development phase, the Contractor must perform Algorithm R&D as required to
prepare for anticipated challenges that may impact upcoming development phases in order to de-
risk effort for the upcoming demonstration cycle. At minimum, the Contractor must include
Algorithm R&D activities to address the areas requiring further investigation identified in Section 7
of the ARMOUR TD project STS. Algorithm R&D activities include conducting technology
reviews, options analysis, design and prototype development to resolve potential issues that
could impact the development and delivery of the identified items. In addition, the Contractor may
identify other items that the Contractor deems to be high-risk items of the following development
phase and include these in the Algorithm R&D activities beyond the minimum identified in the
STS.

1.13  Licensed Research Community Code Hosting and Maintenance

The ARMOUR TD project intends to license project results for the purposes of furthering
development and advancing the state-of-the-art to allies, research institutions, academia and
commercial vendors (the ‘CND research community’). The Contractor must initiate and maintain a
code repository on servers that are foreseen to offer free hosting services (e.g., a third party
service), while maintaining access controls to those organizations that are granted a license by
DRDC. The code repository must provide the CND research community with access to the
Integration Framework (source and executable code), dependent processing modules
(executable code or source and executable code, depending on third-party license terms) and
test data or test simulators required to run the research version.

Where possible, the executable software solution should be made available as a virtual machine
(VM) image for download and experimentation by the licensed CND research community.
Dependent vendor software that is not part of the ARMOUR TD project development (e.g., COTS
products integrated into the ARMOUR TD project solution) will be included as executable code
only and contained in the VM image. This dependent executable code may have limited
functionality compared to commercial versions, however, sufficient functionality must be available
for the CND research community to conduct ongoing automated CND research and development.
Subject to license terms, dependent Open Source Software (OSS) will be made available as
source code through this code repository. It is intended that software (source and executable)
will be released to the code repository following each operational demonstration of development
phases 4 and 5.

The Contractor must launch the code repository, make arrangements for hosting of a project
website, manage the availability of source and executable code, and track the process whereby
the licensed CND research community may provide feedback, submit change requests or deliver
code modifications. Changes to the licensed CND research community code are not expected to
impact the ARMOUR TD project code stream directly. Change requests and submitted code
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changes received from the CND research community will be reviewed by DRDC and any
changes that are deemed sufficient priority to include in the ARMOUR TD project will be
addressed as appropriate through contractual channels of the TD including the Requirements
Management Plan (PM 005) and Configuration Management Plan (PM 004) process established
for the project. The Contractor must manage the process whereby the CND research community
input is received, tracked and passed to DRDC for review. The Contractor management of the
availability of source and executable code must include a source code repository able to
adequately control, track and manage version control.

1.14 Close-Out

The Contractor must conduct TD Close-out activities with the intent of providing the TA with a
thorough summary of the project history, achievements, and lessons learned. The Contractor
must give a presentation of the Final Report. The presentation may be held as part of the Final
Review Meeting.
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APPENDIX B — DELIVERABLES

1. ESTIMATED SCHEDULE FOR DELIVERY

The project work should be delivered in phases similar to the schedule provided below. The
schedule for delivery stated in Table 1 for each phase is an estimate only. The vendor is
expected to provide a detailed schedule for each phase as part of their Project Management
Plan. The vendor must complete all work within 42 months. Contractors are encouraged to
provide schedules that can accelerate demonstration delivery, however, accelerated schedules
will only be accepted where it is demonstrated that the accelerated schedule will not result in
undue risk to the project.

Table B-1: List of Project Phases and Estimated Schedule for Delivery

Project Phase Estimated Schedule For Delivery

Phase 1: Analysis and Design 5 months from contract award

Phase 2: Integration Framework and Graphical | 6 months from Phase 2 approval to proceed
User Interface (GUI)

Phase 3: Proactive Observe and Orient 11 months from Phase 3 approval to proceed
Phase 4: Proactive Decide and Act 11 months from Phase 4 approval to proceed
Phase 5: Reactive Response 8 months from Phase 5 approval to proceed
Phase 6: Project Wrap-up (Closeout) 1 month from Phase 6 approval to proceed

The Contractor delivered schedule must include the following Milestones:

Table B-2: List of Project Milestones

Project Phase

Phase 1: Preliminary Design Review Meeting (Phase 1 complete, Phase 2 approval)

Phase 2: Critical Design Review Meeting

Phase 2: Readiness Review Meeting (Phase 2 complete, Phase 3 approval)

Phase 3: Critical Design Review Meeting

Phase 3: First Demonstration Completion

Phase 3: Readiness Review Meeting (Phase 3 complete, Phase 4 approval)

Phase 4: Critical Design Review Meeting

Phase 4: Second Demonstration Completion

Phase 4: Readiness Review Meeting (Phase 4 complete, Phase 5 approval)

Phase 5: Critical Design Review Meeting

Phase 5: Third Demonstration Completion

Phase 5: Readiness Review Meeting (Phase 5 complete, Phase 6 approval)

Phase 6: Final Review Meeting

2. DELIVERABLES

The following table presents the contract deliverables for the ARMOUR TD project. Additional
details are provided in Section 3 of Appendix B. All deliverables must be submitted in English.
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Table B-3: Contract Deliverables Descriptions

CDRL? DID®

Deliverables

Description

1 PM 001

Project Management Plan

The Project Management Plan is an evolutionary
document describing how the Contractor will employ
resources to meet the requirements.

2 PM 002

Progress Review and
Project Meeting Reports,
Agendas, and Minutes

The Progress Review Report must provide details
regarding the progress of the project in preparation
for the Progress Review meetings.

For each project meeting, the Contractor must
prepare and submit a meeting agenda. During the
meeting, the Contractor must record the discussions,
action items, and decisions in order to prepare the
minutes accordingly and submit them to the TA.

3 PM 003

Readiness Assessment
Report

The Readiness Assessment Report must provide
details of the progress of the work in preparation for a
Readiness Review meeting.

4 PM 004

Configuration Management
Plan

The Configuration Management Plan describes how
the Contractor must handle the code developed, the
configuration items, the software versions and the life
cycle of these elements during the entire project.

5 PM 005

Requirements Management
Plan

The system Requirements Management Plan
describes how the Contractor must track, change and
manage the ARMOUR TD project requirements in
relation to the work elements.

6 PM 006

Development Phase Plan

The Development Phase Plan describes the main
objectives and milestones of the upcoming
development phase.

7 PM 007

Final Report

The Final Report is intended to summarize the
activities and achievements for the whole project.

8 PM 008

Transition Plan

The Transition Plan includes the Contractor’s
viewpoint on issues related to the transition of the
ARMOUR TD project demonstrator to an operational
system.

9 SD 001

System Requirements
Specification Document

The System Requirements Specification Document
(SRS) consists in a reviewed list and description of
the ARMOUR TD project requirements. The SRS is
an evolutionary document.

10 SD 002

Architectural Design
Document

The Architectural Design Document explains how the
design addresses the requirements. It is an
evolutionary document.

% Contract Deliverable Requirements List (CDRL) number.

® Data Item Description corresponding to the CDRL.
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CDRL?

DID®

Deliverables

Description

11

SD 003

Test Design Document and
Test Environment

The Test Design Document includes the test
environment characteristics, the scenarios, the test
cases associated with the system requirements. The
Test Design Document is an evolutionary document
that will be used to plan demonstrations and
acceptance test criteria.

In addition to the Test Design, the Contractor must
also demonstrate the existence of the Test
Environment itself at the Contractor site.

12

SD 004

Detailed Design Document

The Detailed Design Document must explain how
each sub-system, system, component, data structure,
interface and algorithm are related and address
identified requirements in the SRS document.

13

SD 005

Algorithm R&D Reports

The Algorithm R&D Reports describe the nature of
the algorithm challenges, the objectives of the R&D
effort, its activities and its results.

14

SD 006

Test Reports

The Test Reports capture the results of the execution
of the test cases identified in the Test Design
Document and Test Environment (SD 003).

15

SD 007

System Hardware, Software
and Documentation

The System Hardware, Software and Documentation
deliverable includes an image of the ARMOUR TD
project software source and executable code with
supporting software and hardware documentation.
The final version (e.g., at the end of the contract) of
this deliverable includes all software, hardware and
documentation procured through purchase or leasing
agreements and associated with the development of
the ARMOUR TD project.

16

SD 008

Certification and
Accreditation (C&A) Plan

The Certification and Accreditation (C&A) Plan
includes all documentation needed supporting the
achievement of an Interim Authority to Process (IAP)
including System Description, Threat and Risk
Assessment, Concept of Operations, design
responses to TRA outcomes, IAP conditions of
operation and other items as defined in the DND/CF
Information System C&A Guidelines.

17

SD 009

System Concept of
Operations

The System Concept of Operations documents the
ARMOUR solution in relation to operational concepts
related to automated CND. The concept of
operations must be based on the OODA loop
operational model (Observe, Orient, Decide, Act).

18

DM 001

Demonstration Plan

The Demonstration Plan describes the demonstration
objectives, demonstration scenarios, demonstration
environment, and the demonstration steps to be
executed for each demonstration included in Phases
2-5.

19

DM 002

Demonstration Instance

The Contractor must provide the Demonstration
Instance, including demonstration material, in support
of formal system demonstrations and ad-hoc
demonstrations given to stakeholders.

20

DM 003

Demonstration Report

The Demonstration Report captures the results of the
execution of the operational demonstrations for each
of Phase 3-5.
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CDRL? DID? Deliverables Description

21 DM 004 | Code Repository The Code Repository provides an online resource
available to the CND Research Community where
they can obtain current source and executable code
for the version of the ARMOUR TD project results
that are being made available under license for the
purpose of furthering development and advancing the
state of the art.

3. DELIVERABLE REQUIREMENTS
Electronic format:

All documents and reports produced as deliverables under this SOW and its Appendices must be
delivered in electronic format on an appropriate, virus-free, properly labelled, support media such
as CD-ROM. DRDC will provide templates which must be used when submitting any
documentation to DRDC. Final documents and reports must also be provided in hard copy. The
following format, and subsequent upgrades, must be used by the Contractor, unless otherwise
agreed to by the TA: Searchable Adobe portable document format (PDF), Microsoft Word, Excel,
PowerPoint, Visio, Project, or Access formats.

Design and Documentation standards:

Software requirements, architecture, design, testing and implementation documents produced as
part of this contract must follow the 1ISO 35 (such as ISO/IEC 12207), IEEE (such as IEEE 829,
830), SEI-CMM or equivalent and applicable documentation and process standards. The
Contractor must also take into consideration the Common Criteria (also known as ISO 15408)
security standards in the design activities and relevant documents. In addition the project will
provide the appropriate outputs of the C&A process to guide design efforts, e.g. Threat Risk
Assessment (TRA) recommendations.

Approval:

The TA must approve all deliverables. Providing that the TA is satisfied that approval should be
granted for a given deliverable, such approval must be granted without unreasonable delay.

Table B-4: Contract Deliverable Requirements List (CDRL)

CDRL DID Deliverables
1 PM 001 Project Management Plan
2 PM 002 Progress Review and Project Meeting Reports, Agendas, and Minutes
3 PM 003 Readiness Assessment Report
4 PM 004 Configuration Management Plan
5 PM 005 Requirements Management Plan
6 PM 006 Development Phase Plan
7 PM 007 Final Report
8 PM 008 Transition Plan
9 SD 001 System Requirements Specification Document
10 SD 002 Architectural Design Document
11 SD 003 Test Design Document and Test Environment
12 SD 004 Detailed Design Document
13 SD 005 Algorithm R&D Reports
14 SD 006 Test Reports
15 SD 007 System Hardware, Software and Documentation
16 SD 008 Certification and Accreditation Plan
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17 SD 009 System Concept of Operations
18 DM 001 Demonstration Plan

19 DM 002 Demonstration Instance

20 DM 003 Demonstration Report

21 DM 004 Code Repository
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3.1 PM 001: Project Management Plan:

DATA ITEM DESCRIPTION

1. Title
Project Management Plan

3. ldentification No.
PM 001

2. Description/Purpose

The Project Management Plan is an evolutionary document
describing how the Contractor will employ resources to meet
the requirements.

4. Delivery Date
Project baseline version: 20 working
days after contract award

Iteration: An updated version will be
provided at the beginning of each phase
and each development cycle.

5. Office of Primary Interest (OPI)
Contractor

6. Office of Collateral Interest (OCI)

7. Application/interrelationship

8. DND Approval Limitation
10 working days after receipt

9. References

10. Preparation Instructions

The Contractor must prepare a Project Management Plan following IT project management best practices.
The Project Management Plan will include, as a minimum, the following:

- WABS, including tasks and sub-tasks relevant to each deliverable;

- Schedule with sequencing information;

- List of deliverables and milestones, including the target dates;
- Resource plan: including the names and responsibilities of each team member and

subcontractors as well as the reporting structure;

- System development life cycle approach;

- System and software development processes: including relationship between
Requirements Refinement, Design, Build, Test, Problem Reporting and Corrective Action;

- System and software development standards, practices and methodologies;

- System and software development environment and tools;

- Quality Assurance Plan;

- Risk analysis and mitigation plan;

- Communications plan; and

- Relationship to other plans/documents.

The Project Management Plan baseline version consists of a high-level plan for the entire project and the
detailed plan for Phase 1. Subsequent iterations of the Project Management Plan will provide details for the
following phase or development cycle, as well as a revised high-level plan for the remainder of the project.

The Contractor must include the six development phases in its Project Management Plan. With the
exception of Phase 1 and 6, the components of each phase must, at minimum, include the follows:

* Requirements Refinement, Design, Build, Test, Problem Reporting and Corrective Action (contractor

premises);

* Review resulting system design for C&A requirements in accordance with the C&A Plan (SD 008);

*  Build the ARMOUR TD project solution;

e Conduct demonstrations as a venue for evaluation by DRDC; and

e Carry out planning and design for the next phase based on the Algorithm R&D, test and demonstration

results.
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3.2

PM 002: Progress Review and Project Meeting Reports, Agendas, and Minutes

DATA ITEM DESCRIPTION

* Title

Progress Review and Project Meeting Reports, Agendas, and
Minutes

3. ldentification No.
PM 002

»  Description/Purpose

The Progress Review Report must provide details of the
progress of the contract in preparation for any scheduled project
meeting.

The Project Meeting Report captures the details of any project
meeting. Each Project Meeting Report must include:

»  The Agenda must list meeting date, location, topics and
schedule;

*  The Minutes must include attendees, a summary of the
discussions, list of action items, and record of decisions.

4. Delivery Date

Progress Reviews Report: 5 working
days before each Progress Review
Meeting.

Draft agenda:
each meeting
Final agenda:
each meeting
Draft minutes: 2 working days after each
meeting

Final minutes: 5 working days after each
meeting

5 working days before

2 working days before

5. Office of Primary Interest (OPI)
Contractor

6. Office of Collateral Interest (OCI)

7. Application/interrelationship

8. DND Approval Limitation
2 working days after receipt

9. References

10. Preparation Instructions

The Progress Review Report may be prepared in the Contractor’s format and must contain, as a minimum,

the following information:

»  The status of action items resulting from the previous Progress Review Meeting or Milestone

Review Meeting;

* A brief summary of the major activities over the past period;

* An updated project schedule indicating the current project status in relation to the Project

Management Plan schedule;

» A brief description of the problems encountered and the proposed remedial action. Information
must include the impact of the problem on overall project schedule and cost;

»  Expected project achievements over the next report period;

e Current post-mortems and lessons learned;

. Phase containment related issues;

. Financial status of the contract; and

*  Proposed amendments to any previous documents.

The information contained in the Progress Review Report must be in sufficient detail for the TA to review
and discuss its content at the scheduled meeting. The intent of this requirement is to permit the TA to
familiarize herself/himself with the progress and project problems prior to the scheduled meeting so that the
meeting time is spent in meaningful discussions leading to resolution of the problem areas.

The content of each project meeting agenda will be discussed between the TA and the Contractor PM after

Contract award and as required during the project.
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The minutes for each meeting must include, at a minimum, the following:

List of attendees;

Meeting agenda, date, location;

Action items list, identification number, details, status, OPI and schedule.
Discussion summary and contributors for each agenda item.

Time and location for the next meeting

The Contractor may use its own agenda and minute format for these deliverables. The agendas and minutes
are subject to approval by the TA. The Contractor is responsible for amendments to the agendas and
minutes as may be required.
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3.3 PM 003: Readiness Assessment Report

DATA ITEM DESCRIPTION

1. Title
Readiness Assessment Report

3. ldentification No.
PM 003

2. Description/Purpose

The Readiness Assessment Report must provide details of the
progress made towards preparation for the next contract phase
and must be provided in advance of the Readiness Review
Meeting.

4. Delivery Date

Report: 5 working days before each
Readiness Review Meeting.

5. Office of Primary Interest (OPI)
Contractor

6. Office of Collateral Interest (OCI)

7. Application/interrelationship

8. DND Approval Limitation
2 working days after receipt

9. References

10. Preparation Instructions

The Readiness Review Report may be prepared in the Contractor’s format and must contain, as a minimum,

the following information:

» The results of the current phase development activities, including the results of any testing or

demonstration feedback received;

*  The results of the Operational Concept Review and Requirements Refinement activities from the

current phase demonstrations;

»  The results of the Algorithm R&D activities performed in preparation for the upcoming phase;

. Lessons learnt from the current phase;

*  Any other preparation notes for the upcoming phase which were compiled during the current

phase;

»  Proposed amendments to any previous documents; and

»  Contractor recommendations as to their readiness to begin the upcoming phase.

The information contained in the Readiness Assessment Report must be in sufficient detail for the TA to
review and discuss its content at the Readiness Review Meeting. The intent of this requirement is to permit
the TA to familiarize herself/himself with the progress and project problems prior to the Readiness
Assessment Meeting. The TA may assess the readiness for the project to be approved in advance to the
upcoming phase or make recommendation for project off ramp (contract termination).
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3.4 PM 004: Configuration Management Plan
DATA ITEM DESCRIPTION 3. Identification No.
1. Title PM 004

Configuration Management Plan

2. Description/Purpose

The Contractor must prepare a Configuration Management Plan
which describes how the code developed, the configuration
items, the software versions and the life-cycle of these elements
will be handled during the project.

4. Delivery Date

Project baseline version: 20 working
days after contract award

Iterations: as required.

5. Office of Primary Interest (OPI)
Contractor

6. Office of Collateral Interest (OCI)

7. Application/interrelationship

8. DND Approval Limitation
10 working days after receipt

9. References: IEEE 828, IEEE 1042

10. Preparation Instructions

The Contractor must prepare a Configuration Management Plan tailored to ARMOUR TD project needs,

which, at a minimum, should address the following issues:

- Software release management process;
- Software change management process;
- Code acceptability criteria;

- Software modules and versions testing methodology;

- Code and version maintenance process;
- Code and version retirement process.

The Contractor must identify the tools used for this purpose, if applicable. The Contractor may use its
internal configuration management documentation format for this deliverable.
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35 PM 005: Requirements Management Plan

DATA ITEM DESCRIPTION

1. Title
Requirements Management Plan

2. ldentification No.
PM 005

2. Description/Purpose

The Requirements Management Plan describes how the
Contractor must track, change and manage the ARMOUR TD
project requirements in relation to the work elements.

4. Delivery Date

Draft: 20 working days after contract
award

Final: 40 working days after contract
award

Iteration: as required for each phase.

5. Office of Primary Interest (OPI)
Contractor

6. Office of Collateral Interest (OCI)

7. Application/interrelationship

8. DND Approval Limitation
10 working days after receipt

9. References: ISO/IEC 12207, SEI-
CMM.

10. Preparation Instructions

The Contractor must prepare and maintain a Requirements Management Plan which, as a minimum,

consists of the following:
- Requirements book;
- Requirements traceability matrix;
- Requirements modification process; and

- Design items / software functionality list linked to the requirements matrix.

The Contractor may use its internal requirement management documentation format for this deliverable.
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3.6 PM 006: Development Phase Plan

DATA ITEM DESCRIPTION

1. Title
Development Phase Plan

3. ldentification No.
PM 006

2. Description/Purpose

This plan will cover the main objectives and milestones of the
upcoming development phase.

The purpose is to formally approve the upcoming development
work included in the next phase.

4. Delivery Date

Draft: A minimum of 10 working days
before the scheduled start of the
upcoming phase.

Final: At the start of the new
development phase.

Iterations: for each phase.

5. Office of Primary Interest (OPI)
Contractor

6. Office of Collateral Interest (OCI)

7. Application/interrelationship

8. DND Approval Limitation
10 working days after receipt

9. References

10. Preparation Instructions

The Development Phase Plan is composed of updated project management documents and technical
documents. The Development phase plan must include, as a minimum, the following:

- Detailed WBS and schedule for the subject development Phase;

- Development Phase objectives;

- System increments from previous development phase, or from off-the-shelf capabilities
(for the first development phase) including a summary of issues from previous
development phases test and demonstration reports;

- Updated architectural design;

- Updated Detailed design including subject development phase components to be

added/refined, as identified in the objective; and

- Updated Test design Document.
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3.7 PM 007: Final Report

DATA ITEM DESCRIPTION

1. Title
Final Report

3. ldentification No.
PM 007

2. Description/Purpose

The Contractor must prepare a Final Report at the end of the
project. This report is intended to summarize the activities and
achievements for the whole project.

4. Delivery Date

Draft: No later than 20 working days
after the start of Phase 6

Final: At the end of Phase 6

5. Office of Primary Interest (OPI)
Contractor

6. Office of Collateral Interest (OCI)

7. Application/interrelationship

8. DND Approval Limitation
10 working days after receipt

9. References

10. Preparation Instructions

The Final Report must include the final version of every project document. It must, at minimum, discuss the

following subjects:

«  Summary of all the development phases objectives, activities, and results (including feed-back from

operational community);
«  Lessons learned; and
«  Areas identified for further research.

The Final Report will be formatted using the DRDC Standard template as provided by the TA.
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3.8 PM 008: Transition Plan

DATA ITEM DESCRIPTION

1. Title
Transition Plan

3. ldentification No.
PM 008

2. Description/Purpose

The Contractor must prepare a Transition Plan for the
ARMOUR TD project. This plan will include the Contractor’s

viewpoint on issues related to the transition of the ARMOUR TD

project demonstrator to an operational system.

4. Delivery Date

Draft: No later than 20 working days
after the start of Phase 6

Final: At the end of Phase 6

5. Office of Primary Interest (OPI)
Contractor

6. Office of Collateral Interest (OCI)

7. Application/interrelationship

8. DND Approval Limitation
10 working days after receipt

9. References: ISO/IEC 12207

10. Preparation Instructions

The Transition Plan must include a summary of the various meetings and discussions held during the course
of the project which were related to the ARMOUR TD project operational deployment. The Transition Plan

will address, as a minimum, the following subjects:

-  Concept of Operations;

«  Deployed system requirement specifications, including security and performance requirements;

«  System testing considerations;

- Life-cycle support plan and requirements, including cost estimates;

«  Deployment plan, including cost and duration estimates;

. Challenges; and
«  Proposed solutions and work-around.
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3.9 SD 001: System Requirements Specification Document

DATA ITEM DESCRIPTION

1. Title
System Requirements Specification Document

3. ldentification No.
SD 001

2. Description/Purpose

The System Requirements Specification Document (SRS)
consists in a description of the ARMOUR TD project
requirements. The SRS will be reviewed and updated for each
development phase.

4. Delivery Date

First version: No later than 40 working
days after start of Phase 1.

Final: With final report.
Iterations: As part of each phase plan.

5. Office of Primary Interest (OPI)
Contractor

6. Office of Collateral Interest (OCI)

7. Application/interrelationship

8. DND Approval Limitation
10 working days after receipt

9. References: IEEE 830

10. Preparation Instructions

The Contractor must produce a System Requirements Specification Document (SRS) and update its content
as required during the project. The technical documentation provided as part of the RFP package is
intended to ensure the Contractor understands the ARMOUR TD project concept. The SRS, must include
the technical documentation referenced in the contract as input and further detail the initially stated
requirements. The SRS must include detailed security requirements for the ARMOUR TD project. The
detailed requirements must be written in a format to support testability:

- Consistent;

- Complete;

- Unambiguous;

- Quantitative; and

- Verifiable in practice.
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3.10 SD 002: Architectural Design Document
DATA ITEM DESCRIPTION 3. Identification No.
1. Title SD 002

Architectural Design Document

2. Description/Purpose

The Architectural Design Document explains the ARMOUR TD
project components and sub-systems and how they address the
requirements. Itis an evolutionary document.

4. Delivery Date

Initial version: 20 working days after the
contract award

Iterations: 10 working days before each
Readiness Review Meeting (as required
during the development cycles)

5. Office of Primary Interest (OPI)
Contractor

6. Office of Collateral Interest (OCI)

7. Application/interrelationship

8. DND Approval Limitation
10 working days after receipt

9. References: 1SO 12207, 1SO 35

10. Preparation Instructions

The Architectural Design Document , at a minimum, must include:

*  The system high-level architecture;

»  The system sub-systems and documented relationships with the main system;

*  The information models (in the form of UML models);

» COTS and Open Source software name, versions and general configuration information, as applicable*;

» Interfaces general description;
»  Security architecture.

Each of the architectural design sub-systems must be linked to the appropriate system requirements
provided. Each version of this document must include comments pertaining to the changes introduced from

previous versions and their supporting rationale.

*The Contractor must justify the use of custom, COTS and Open Source software developed/selected to be
part of the ARMOUR TD project. The Contractor will make use of quality attributes to assess the selected
COTS / Open Source. This software assessment will be part of the Architectural Design Document. The
quality attributes used to assess the software should, at a minimum, include the following:

1. API characteristics;
2. Compliance with recognized standards;
3. Support availability;
4. Functionality;

5. Licensing cost;

6. Integration ease;

7. Scalability;

8. Security features;
9. Trusted source;

10. Ubiquity;

11. Extensibility;

12. Source (organisation/company) characteristics (size, stability); and
13. IP related issues and restriction for the use of the product.

The Contractor must use a similar set of quality attributes to evaluate any product identified by the

technology watch activity or by the TA.
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3.11 SD 003: Test Design Document and Test Environment
DATA ITEM DESCRIPTION 3. Identification No.
1. Title SD 003

Test Design Document and Test Environment

2. Description/Purpose

The Test Design Document includes the test environment
characteristics, the scenarios, the test cases associated with
the system requirements. The Test Design Document is an
evolutionary document that will be used to plan demonstrations
and acceptance test criteria.

In addition to the Test Design, the Contractor must also
demonstrate the existence of the Test Environment itself at the
Contractor site.

4. Delivery Date

Initial version: No later than 40 working
days after contract award.

Iterations: As required during the
development cycles.

5. Office of Primary Interest (OPI)
Contractor

6. Office of Collateral Interest (OCI)

7. Application/interrelationship

8. DND Approval Limitation
10 working days after receipt

9. References: IEEE 829

10. Preparation Instructions

The Test Design Document includes a description of the modeled environment, the actual test environment
configuration to be used, requirements for creation of test data, the generic scenarios to be used as
baselines, and the relevant test cases. It is expected that the scenarios will remain the same during the
project. Test cases should be added as functionalities of the system are detailed and developed.

The Test Design Document must include test cases, scenarios and test environment configurations

applicable to:
- Unit tests;
- Integration tests;
- System tests; and

- Interface tests.

The Test Environment must be representative of the DND IT infrastructure environment as much as
possible. The constraints and requirements pertinent to this environment are described in the System
Requirements Specification document and will be refined during Phase 1. For each test environment

configuration, the testing tools must be identified.

The testing approach (white box, grey box, black box, etc.) and test method (Observation, Analysis,

Execution, etc) must be described and explained.

Attention must be paid to regression testing in the following contexts:

- integrated software from previous project phases that may have been modified during the
course of the current phase development activities;

- integrated software from the current project phase that may have been modified as a
result of debugging activities during the current phase testing activities; and

- integrated software (COTS/Open Source/developed software) version changes during the

course of the project Unit tests.
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The scenarios will be developed by the Contractor, subject to the approval of the TA. The scenarios are
intended to reflect common operational situations, while making optimal use of the system features in
support of Computer Network Defence. Scenarios may include:

Title;

Objective;

Background;

Scope (national, regional, deployed, international);

Configuration and preconditions (types of inputs, environment set-up);
Size (environment descriptive data);

Roles and tasks; and

Sequence of activities.

Failure scenarios must also be considered as part of the Test Design Document.
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3.12 SD 004: Detailed Design Document

DATA ITEM DESCRIPTION

1. Title
Detailed Design Document

3. ldentification No.
SD 004

2. Description/Purpose

The Detailed Design Document must explain how each sub-
system, system, component, data structure, interface and
algorithm are related and address identified requirements in the
system requirements specification document.

4. Delivery Date

Draft: Not less than 10 working days
before the end of Phase 1

Final: No later than 20 working days after
start of Phase 6 (as part of the Final

Report deliverable)

Iterations: As part of every development

phase plan.

5. Office of Primary Interest (OPI)

Contractor

6. Office of Collateral Interest (OCI)

7. Application/interrelationship

8. DND Approval Limitation
10 working days after receipt

9. References: 1SO 12207, 1SO 35

10. Preparation Instructions
This document must, at minimum, include the following:

- Interfaces (API, GUI, communications, files) detailed description and design;
- Data model detailed design (in the form of UML models);

- Algorithm detailed design;

- Sub-systems and components detailed design;
- Software and hardware detailed configuration.
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3.13 SD 005: Algorithm R&D Reports

DATA ITEM DESCRIPTION

1. Title
Algorithm R&D Reports

3. ldentification No.
SD 005

2. Description/Purpose

The Algorithm R&D Reports describe the nature of the
algorithm challenges and their relationship to the requirements,
the objectives of the algorithm R&D effort, its activities and its
results.

4. Delivery Date

Draft: No later than 10 working days
before each Readiness Review Meeting.

Final: No later than 10 working days after
each Readiness Review Meeting.

5. Office of Primary Interest (OPI)
Contractor

6. Office of Collateral Interest (OCI)

7. Application/interrelationship

8. DND Approval Limitation
Draft: 5 working days after receipt.
Final: 10 working days after receipt.

9. References IEEE 829

10. Preparation Instructions

The report must, at minimum, include the following:

- Description of R&D Challenge
- Research Objectives;

- Hypothesis;

- Approach;

- Set-up and facilities;

- Metrics;

- Needs (access to data sources, clearance, etc);

- Research results;
- Research conclusions; and

- Minutes of discussions (when applicable)
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3.14  SD 006: Test Reports

DATA ITEM DESCRIPTION

1. Title
Test Reports

3. ldentification No.
SD 006

2. Description/Purpose

The Test Reports capture the results of the execution of the test
cases identified in the Test Design Document and Test
Environment (SD 003).

4. Delivery Date

Draft: No less than 10 working days
before each Readiness Review Meeting.

Final: No later than 10 working days after
each Readiness Review Meeting.

5. Office of Primary Interest (OPI)
Contractor

6. Office of Collateral Interest (OCI)

7. Application/interrelationship

8. DND Approval Limitation
Draft: 5 working days after receipt
Final: 10 working days after receipt

9. References: IEEE 829

10. Preparation Instructions

The Test Reports must be prepared in reference to the Test Design Document and Test Environment and as

a minimum, include the following:

- Identification (name) of tester;

- Test Cases executed;

- Test Cases not executed with explanation concerning reasons for non-execution;

- Test Case results;

- Debug or failure resolution activities conducted for any failed tests;

- Test Case Re-execution results following debug; and

- Test/Developer notes regarding the test case results.

*Note: It is required that tests will be conducted within each development phase in preparation for any

Operational Demonstrations.
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3.15 SD 007: System Hardware, Software and Documentation
DATA ITEM DESCRIPTION 3. Identification No.
1. Title SD 0007

System Hardware, Software and Documentation

2. Description/Purpose

As a result of each development phases, the Contractor must
deliver an instance of the ARMOUR TD project source and
executable code with supporting hardware, software and

4. Delivery Date

Initial version: At the end of the first
development phase.

Final version: At the end of the last

documents to the TA. At the end of the contract, the Contractor
must deliver all software, hardware and documentation
procured with ARMOUR TD project development funds.

development phase.

Iterations: At the end of each
development phase.

5. Office of Primary Interest (OPI)
Contractor

6. Office of Collateral Interest (OCI)

7. Application/interrelationship 8. DND Approval Limitation

10 working days after receipt

9. References

10. Preparation Instructions

The Contractor must provide the TA with the current instance of the ARMOUR TD project solution (source
and executable code) which will reside in the DRDC Cyber Operations Section laboratory, on the Cyber
Operations Section network. The intent is to allow DRDC scientists to become familiar with the ARMOUR
TD project as well as to conduct parallel research activities. The Contractor must deliver all required
hardware and software, in a ready-to-use format, which is required to use/demonstrate the system’s
functionalities. Basic user documentation must also be delivered.

-Hardware: Depending upon the solution, this may include one client PC, system application
servers and database servers, basic networking equipment such as routers, wiring, hubs, network cards,
network sensors such as Intrusion Detection System (IDS, etc.).

-Software: Depending upon the solution, this may include client application software, server
application software, database application software, supporting OS, agent software, COTS/Open Source
software etc. The software must be packaged in a ready-to-install format, on appropriate media such as CD-
ROMs. Preference must be given to packaging the solution as a ready-to-install virtual machine (VM) image
where possible. The Contractor must also ensure that all equipment provided for this deliverable will have
appropriate licenses for all software products installed, and include anti-virus for any windows based
software with current updates.

- Documentation: The documentation must include installation and configuration instructions for all
software packages and hardware items. A basic user manual covering system user interface and features
must also be provided. All original documentation for COTS and Open Source software will be provided as
well. The source code for developed software must also be provided.

Data Modeling documentation must be provided in the form of UML models.

All software owned by the Contractor must be documented to permit its usage and integration by
government employees and other contractors in the context of the ARMOUR TD project and follow on
research activities.

The Contractor must provide increments to the initial system. It is expected that most hardware initially
delivered will remain the same for most development phases, and hence, will not have to be delivered again
as new ARMOUR TD project versions are developed. At the project closure, the Contractor must deliver all
hardware, software and documents procured for the ARMOUR TD project, including test equipment and
other peripheral components.
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3.16 SD 008: Certification and Accreditation Plan

DATA ITEM DESCRIPTION

1. Title
Certification and Accreditation (C&A) Plan

3. ldentification No.
SD 008

2. Description/Purpose

As part of the development phases, the Contractor must deliver
a C&A Plan and supporting documentation necessary to
achieve Interim Authority to Process (IAP) for operational
deployment. The scope and purpose is to allow the project to
achieve IAP and, in the future, complete C&A .

4. Delivery Date

First version: No later than 40 working
days after start of Phase 1.

Final: With final report.
Iterations: As part of each phase plan.

5. Office of Primary Interest (OPI)
Contractor

6. Office of Collateral Interest (OCI)

7. Application/interrelationship

8. DND Approval Limitation
10 working days after receipt

9. References

Department of National
Defence/Canadian Forces (CF),
Information System Certification and
Accreditation Guideline, Version 1.4,
December 2006

CSEC/RCMP Harmonized Threat and
Risk Assessment Methodology

10. Preparation Instructions

The C&A Plan is composed of C&A documents. The C&A Plan must include, as a minimum, the following:

- Summary of C&A decisions that affect the Architectural and detailed designs;

- Updated Concept of Operations;
- System Description/topology;

- Threat and Risk Assessment (TRA) in accordance with the CSEC/RCMP Harmonized

Threat and Risk Assessment (HTRA);

- Documented design responses to ARMOUR TRA;

- Stated conditions necessary to reduce TRA risks; and

- Other items as needed to meet the DND/CF Information System Certification and

Accreditation Guidelines.
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3.17 SD 009: System Concept of Operations
DATA ITEM DESCRIPTION 3. Identification No.
- Title SD 009

System Concept of Operations

«  Description/Purpose

As part of each development phase, the Contractor must refine
and deliver an updated System Concept of Operations
document. The System Concept of Operations is a description
of how the system will be used by the operational community. It
is non-technical, and presented from the viewpoints of the
various stakeholders. The System Concept of Operations
documents the ARMOUR solution in relation to operational
concepts related to automated CND. The System Concept of
Operations must be based on the OODA loop operational
model (Observe, Orient, Decide, Act).

4. Delivery Date
Project baseline version: 20 working
days after contract award

Iteration: An updated version is required
at the beginning of each phase and each
development cycle.

5. Office of Primary Interest (OPI)
Contractor

6. Office of Collateral Interest (OCI)

7. Application/interrelationship

8. DND Approval Limitation
5 working days after receipt

9. References

10. Preparation Instructions

The Contractor must produce a System Concept of Operations document and update its content as required
during the project. The concept of operations description provided as part of the System Requirements
Specification included in the RFP package is intended to ensure the Contractor understands the ARMOUR
TD project concept. For the System Concept of Operations deliverable, the Contractor must make use of the
documentation referenced in the contract as a starting point and further detail the initially stated concepts.

The System Concept of Operations is intended to:

- Get stakeholder agreement identifying how the system will be operated;

- Define the high-level system concept;

- Define the environment in which the system will operate;
- Derive detailed requirements, especially user requirements; and
- Provide the criteria to be used for validation of the completed system.

The System Concept of Operations must incorporate input from the stakeholder community including but not
limited to the Director General Cyber (DG Cyber), Cyber Task Force (Cyber TF), Canadian Forces
Information Operations Group (CFIOG), Canadian Forces Network Operations Centre (CFNOC), Director
Information Management Engineering and Integration (DIMEI), Director Information Management Security
(D IM Secur), Director Enterprise Architecture (DEA), Director Information Management Technologies,
Products and Services (DIMTPS), Defence Research and Development Knowledge Information
Management (DRDKIM) and the Network Command and Control Integrated Situation Awareness Capability

(NetC2 ISAC) project.

The System Concept of Operations must, at minimum, include the following information:

- Identified capability deficiencies;

- Operational environment;

- Operational scenarios;

- User oriented operational description;

- System relationship to capability deficiencies; and

- System support and maintenance.
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3.18 DM 001: Demonstration Plan

DATA ITEM DESCRIPTION

« Title
Demonstration Plan

3. ldentification No.
DM 001

«  Description/Purpose

The Demonstration Plan describes the demonstration
objectives, demonstration scenarios, demonstration
environment, and the demonstration steps to be executed for
each demonstration included in Phases 2-5.

4. Delivery Date

Initial version: Not less than 10 working
days before the end of Phase 1.

Iterations: As required during the
subsequent development phases.

5. Office of Primary Interest (OPI)
Contractor

6. Office of Collateral Interest (OCI)

7. Application/interrelationship

8. DND Approval Limitation
10 working days after receipt

9. References

10. Preparation Instructions

The Demonstration Plan Document includes a description of the demonstration objectives, demonstration
scenarios, demonstration environment, and the demonstration steps to be executed for each demonstration
planned in phases 2 to 5. For the Phase 2 demonstration, the demonstration will take place in the Cyber
Operations Section Lab Environment. For the remaining demonstrations, the demonstration will use an
Ottawa based subnet or subnets of the DREnet to demonstrate the system. The description of the
demonstration environment will identify any requirements to augment the DREnet operational environment
to fully demonstrate the capabilities to be demonstrated in each phase (e.g., test systems and test data).

The Demonstration Plan must include demonstration scenarios and demonstration steps to be executed

during the demonstration.

The scenarios will be developed by the Contractor, subject to the approval of the TA. The scenarios are
intended to reflect common operational situations, while making optimal use of the system features in

support of Computer Network Defence. Scenarios may include:

- Title;
- Objective;

- Background;

- Scope (national, regional, deployed, international);

- Configuration and preconditions (types of inputs, environment set-up);

- Size (environment descriptive data);
- Roles and tasks; and

- Sequence of activities.
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3.19 DM 002: Demonstration Instance
DATA ITEM DESCRIPTION 3. Identification No.
- Title DM 002

Demonstration Instance

«  Description/Purpose

The Contractor must provide a Demonstration Instance and
demonstration material in support of the ARMOUR TD project
demonstration activities. These demonstration activities consist
of formal system demonstrations, typically occurring at DRDC at
the end of each development phase, and may include ad-hoc
demonstrations given to stakeholders at different locations.

4. Delivery Date

Formal Demonstration Instance: 10
working days before scheduled
demonstration date.

Ad-hoc demonstrations material: At the
end of phase 1 and at the end of each
development phase.

Iterations:

5. Office of Primary Interest (OPI)
Contractor

6. Office of Collateral Interest (OCI)

7. Application/interrelationship

8. DND Approval Limitation
4 working days after receipt

9. References

10. Preparation Instructions

The formal Demonstration Instance and demonstration material consists of the ARMOUR TD project
instance delivered as part of the system Hardware (HW), Software (SW) and documentation deliverable,
and the required HW and SW required for the system demonstration defined in the Demonstration Plan
deliverable (DM 001) in order to successfully demonstrate the system in the target operational environment
(DREnNet). Depending on the solution proposed, the trial HW and SW might include traffic generating
equipment, data sets, and test scripts to support full system functionality demonstration.

The ad-hoc demonstration material consists of a standalone laptop-based system demonstration of
ARMOUR capabilities. This demonstration material will be in sufficient detail to allow for an accurate
demonstration of the ARMOUR TD project features developed to date. Depending on the proposed
ARMOUR TD project solution, a standalone version may be prohibitive to produce. Therefore, other
demonstration support material formats, such as flash video, secure remote access to the Contractor’s

system and GUI mock-ups will be acceptable.
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3.20 DM 003: Demonstration Report

DATA ITEM DESCRIPTION

- Title
Demonstration Report

3. ldentification No.
DM 003

«  Description/Purpose

The Contractor must provide a Demonstration Report following
each of the ARMOUR TD project demonstration activities. The
Demonstration Report must summarize the outcomes of the
demonstration including stakeholder feedback and intended
Contractor response.

4. Delivery Date

10 working days following each
demonstration.

5. Office of Primary Interest (OPI)
Contractor

6. Office of Collateral Interest (OCI)

7. Application/interrelationship

8. DND Approval Limitation
5 working days after receipt

9. References

10. Preparation Instructions

The Demonstration Report is prepared following each of the ARMOUR TD project demonstration activities
and services as a means to capture the feedback from the various stakeholders observing the
demonstrations and provide Contractor recommendations for response to the feedback. The Demonstration

Report must, at minimum, include the following information:

- Executive summary of stakeholder feedback and Contractor recommendations;

- High level description of the demonstration environment and goals;

- List of stakeholders involved capturing their interest in the TD;

- Summary feedback from each stakeholder;

- Detailed table of capabilities demonstrated and stakeholder feedback received; and

- Contractor recommended response to stakeholder feedback.
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3.21 DM 004: Code Repository

DATA ITEM DESCRIPTION

- Title
Code Repository

3. ldentification No.
DM 004

«  Description/Purpose

The Code Repository provides an online resource available to
the CND Research Community where they can obtain current
source and executable code for the version of the ARMOUR TD
project results that are being made available under license for
the purpose of furthering development and advancing the state
of the art.

4. Delivery Date

10 working days following the end of
development phase 4 and 5

5. Office of Primary Interest (OPI)
Contractor

6. Office of Collateral Interest (OCI)

7. Application/interrelationship

8. DND Approval Limitation
5 working days after receipt

9. References

10. Preparation Instructions

The Contractor must initiate and maintain a Code Repository on servers which are foreseen to offer free
hosting services (e.g., a third party service), while maintaining access controls to those organizations that
are granted a License by DRDC. The Code Repository must provide the CND research community with
access to the Integration Framework (source and executable code), dependent processing modules
(executable code or source and executable code, depending on third-party license terms) and test data or

test simulators required to run the research version.

Where possible, the executable software solution should be made available as a virtual machine (VM) image
for download and experimentation by the licensed CND research community. Dependent vendor software
that is not part of the ARMOUR TD project development (e.g., COTS products integrated into the ARMOUR
TD project solution) will be included as executable code only and contained in the VM image. Subject to
license terms, dependent Open Source Software (OSS) will be made available as source code through this
code repository. It is intended that software (source and executable) will be released to the code repository
following each operational demonstration of development phase 4 and 5.

The Contractor must set up the Code Repository, make arrangements for hosting of a project website,
manage the availability of source and executable code, and tracking the process whereby the licensed CND
research community may provide feedback, submit change requests or deliver code modifications. The
Contractor must manage the process whereby the CND research community input is received, tracked and
passed to DRDC for review. The Contractor management of the availability of source and executable code
must include a source code repository able to adequately control, track and manage version control.
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APPENDIX C — OPTIONAL SERVICES REQUIREMENT

1.

INTRODUCTION

Depending on the maturity of technology delivered within each phase of the ARMOUR TD project Basic
Requirement SOW, The Optional Services Requirement may be exercised concurrently on an “as and when
requested” basis, via a 626 Task Authorization. The Optional Services Requirement which may be
performed is the provision of software and supporting professional services to DND to further develop,
deploy, support, and maintain ARMOUR TD related components and associated professional services
required to integrate the ARMOUR TD project results as an Initial Operating Capability (I0C) within the CF.
The following non-exhaustive list are examples of the types of tasks that may be issued:

Conduct Personnel, Operations and Maintenance (PO&M) impact studies and planning in order
to assess the overall PO&M needs of an operational deployment of an ARMOUR-like capability
and develop a transition plan to meet these needs.

Conduct analysis of completed ARMOUR demonstrations in order to identify operational gaps
and, if necessary, improve the ARMOUR components through a design, develop, test and
demonstrate life-cycle.

Assess the current scale, scope and number of DND networks including relevant constraints,
protocols, services, applications, infrastructures, and policies relative to ARMOUR functional
capabilities;

Support the transition of ARMOUR capability or components onto DND networks;

Transformation services to support the integration of ARMOUR within the DND community
through procedures, process and training;

Project Management services to schedule, guide, manage, budget and provide oversight and
support to assigned tasks;

Conduct such operations and maintenance activities to support a project source code repository
and web site for access by licensed organizations within the CND research community including
allies, research institutions, academia and commercial companies;

Maintain a process for code receipt and review;

Analyze and develop strategies and recommendations for continued operation and maintenance
of the project repository after completion of the exercised options;

Conduct technology analysis activities in support of DRDC initiatives stemming from the
ARMOUR TD project Basic Requirement outcomes or ARMOUR TD related CND research
community input;

Develop operator policies, practices and procedures to ensure cyber defence operations can
maximally benefit from ARMOUR functional capabilities;

Assess technology integration strategies that contribute to the development of the ARMOUR
Integration Framework and component functional capabilities;

Review and develop operational requirements, integration specifications, system requirements,
and design and test documents;

Improve the ARMOUR software components through a software design, develop, test and
demonstrate life-cycle;

Conduct technical and operator training as required to establish a cadre of technical and
operator staff qualified to operate the ARMOUR capability on an ongoing basis; and

Communicate the nature of the ARMOUR TD project results across the CND research
community and promote the use and adoption of the Integration Framework and software
components through conferences, workshops, the ARMOUR website and presentations to the
CND research community (including allies, research institutions, academia and commercial
entities).
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Task Authorization

Task Authorization will follow the process as described in the ARMOUR TD RFP bid package and resulting
contract using the DND 626 Form. The DND 626 Task Authorization form will include an appended Task
Description detailing the specific Optional Services Requirement tasks to be conducted.

Duration:

The Optional Services Requirement may be exercised any time after contract award of the Basic
Requirement and includes up to three option periods of two years each. The duration of tasks requested
under a given DND 626 Task Authorization will be specified in the DND 626 Form.

CONSTRAINTS

In as much as the ARMOUR TD project Basic Requirement work is expected to contribute to the evolution of
an automated CND capability for the CF, there are a humber of conditions that may be experienced during
the TD phase that may impact the Optional Services Requirement:

« Due to changing technology and operational concepts, the traditional schedule of Concept,
Preparation and Design, Implementation and finally Exploitation will be impacted by evolving
requirements:

e The ARMOUR TD will integrate COTS products that are undergoing their own
development cycle.

»  The cyber domain concept of operations within the CF is undergoing its own evolution.

» Based on the above, the ARMOUR TD implementation cycle requires the project to merge with
other schedules and “demonstrate along the way” using a “cyclical” development approach instead
of sequential approach to systems development and integration such as: requirements,
development, integration, test and deploy.

»  The management component for such an approach is more demanding but the benefit to such a
project is that the exploitation phase is built in from the beginning of the project and it is
conceivable that operations benefits could begin to be received by CF in early cycles, before the
end of the project.

* Network Command and Control Integrated Situation Awareness Capability (Net C2 ISAC) — This
capital project may procure and deploy network sensor and analysis capabilities useful to the
capabilities demonstrated by the ARMOUR TD project and may be an integration point for
exploitation outcomes that may be the focus of the Optional Services Requirement.

« The ARMOUR TD project delivery approach will be the result of consultation with the operational
sponsor and operators.

» Software development and testing practices conducted during the Basic Requirement should
include product hardening (e.g., removal of unnecessary services, changing default passwords,
resolution of issues identified during penetration testing) and result in production release ready
code that is near, or at, commercial product levels, in order to minimize additional R&D efforts that
may be tasks under the Optional Services Requirement. However, some additional software
development and testing is expected to be tasked as under the Optional Services Requirement to
enhance the demonstration version capabilities and deliver a production ready version sufficiently
robust to be used in an operational environment.

* An integrated project team (IPT) approach will be used to assist in the Basic Requirement portion
and across the option period. The team will be comprised of DRDC scientists, representatives of
the operational client community and Defence contractors, depending upon the nature of the task.
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1.1 Resources

To fulfill the objectives of this Requirement, the Contractor must provide a number of resources to
execute the work on an “as-and-when-requested” basis. The following table describes the roles and
responsibilities that each resource type may be required to perform.

Table C-1: Resource Responsibilities for Optional Services Requirement

RESOURCE RESPONSIBILITIES

Project Management

Project Manager Perform overall project planning, execution and supervision;

Provide a project plan and propose breakdown structure for delivery and provide work
plan and budget;

Perform all project management and leadership activities (e.g., planning, assigning
resources, assign due dates, enforce project schedule and milestones, maintain the
team on track);

Keep track of all the project activities, progress, budget and deliverables;
Identify, assess and continually manage risk, issues and change;

Report regularly to the TA on the evolution of the work, the issues that arise and
solutions to be applied in order to meet the requirements within the budget and
schedule constraints.

Project Prepare and execute project communication plans targeted internally to the project
Communications | team and externally to the military sponsor, military client and to the CND research
Specialist community;

Advise the TA on communication issues, approaches and strategies to implement
communication means appropriate to each community of interest (client, sponsor,
project team and scientists);

Edit and publish a periodic electronic and hard copy ARMOUR TD newsletters;
Develop brochures, posters and other advertisement media;

Deliver training to operators and trainers.

Project Control Assist the Project Manager in carrying out PM responsibilities to control the project
Officer implementation activities;

Establish and manage a project control reporting framework;
Implement performance monitoring processes and procedures;
Collect, analyze and publish performance monitoring indicators;

Enforce execution of approved project plans.
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RESOURCE

RESPONSIBILITIES

Webmaster

Perform all ARMOUR related Web Management activities (e.g., create new Web site
pages, populate the Web site utilizing templates, standard graphics, develop new
forms, graphics and documents);

Manage the content of and access to all related documents according to the
approved ARMOUR communication plans;

Support operators and site problems;

Support ARMOUR development, test, experimentation and demonstration activities
on request.

System Architecture and Design

Lead System
Architect

Provide leadership and oversight for ARMOUR architecture, standards, models and
technical choices;

Provide technical leadership for the overall architecture of the solution and its
integration within operational environment;

Provide technical leadership in analysis and resolution of technology challenges
identified as part of the concepts, design or implementation activities, or that may
arise during the development of the system;

Seek TA approval for any selected technical solution prior to any implementation. A
cost-effectiveness analysis as well as integration requirements to operational
environment study must be applied to justify any choice;

Communicate all architectural and technical choices to the TA.

Software Solution
Architect

Maintain a functional architecture for ARMOUR project;
Provide an oversight for DND CND operational processes;

Provide advice to the TA to ensure that the business requirements are met by the
selected solution;

Based on research and analysis of technology challenges, provide advice to the TA
on the resolution of technology challenges identified as part of the concepts, design
or implementation activities, or that may arise during the development of the system.

System/Network
Analyst

Analyze the targeted system and network infrastructure and publish design guidelines
and recommendations to guide design and implementation activities;

Analyze technology challenges identified as part of the concepts, design or
implementation activities, or that may arise during the development of the system and
make recommendations for their resolution based on the results of the analysis;

Manage and support the deployment of any ARMOUR TD project related results at
system and network levels for testing, experimentation and deployment purposes;

Advise on the procurement of system and network equipment to support the growing
needs of the ARMOUR TD project based initial operational capability.
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RESOURCE

RESPONSIBILITIES

Technical Writer

Work with the Contractor development team to create robust technical documentation
using a rigorous documentation process such as IEEE-12207;

Manage and enforce documentation standards;

Produce technical documents and assign writing and reviewing responsibilities as
required;

Maintain software system documentation including the description of the project and
business purpose, high level and detailed levels architecture/design and network
topology, detailed installation instructions of all key software components;

Develop operator guides, quick reference guides, context-sensitive online help or site
navigation maps;

Validate information contained in any produced document;

Develop and validate operator and train-the-trainer training materials.

User Interface

Maintain and enforce the User Interface Design methodology;

Analyst . . . .
Continue to review and assess the operator interface requirements and preferences
based on the Functional architecture and user feedback from operational rollout;
Create and validate mock-ups of additional operator interfaces prior to
implementation;
Develop and assess User Acceptance Metrics.

Hardware Design, develop and implement ARMOUR hardware architecture;

Architect

Analyse computer software systems, data, communications and response
requirements;

Develop computer hardware configurations to support the ARMOUR project
procurement processes;

Develop techniques to improve system throughout and optimize hardware utilization;
Develop and enforce hardware maintenance and monitoring protocols;

Analyse ARMOUR physical systems shortfalls and propose corrective affordable
hardware measures.

Data Warehouse
Architect

Design, develop and maintain ARMOUR logical data architecture, models and
databases;

ANALYZE TECHNOLOGY CHALLENGES IDENTIFIED AS PART OF THE
CONCEPTS, DESIGN OR IMPLEMENTATION ACTIVITIES, OR THAT MAY ARISE
DURING THE DEVELOPMENT OF THE SYSTEM AND MAKE
RECOMMENDATIONS FOR THEIR RESOLUTION BASED ON THE RESULTS OF
THE ANALYSIS;Provide technical oversight in the use and optimization of data
modeling techniques for ARMOUR project;

Apply data warehouse design principles and tenets;

Provide expertise relating to data issues correlation of security relevant data from
multiple and overlapping sources

Maintain data coherence and persistence.
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RESOURCE RESPONSIBILITIES
Computer Act as a Computer Network Defence (CND) Subject Matter Expert (SME),
Network Defence | providing oversight for functional analysis and understanding of the CF CND
Functional operational processes;
Analyst
Maintain and communicate up-to-date analyses about DND CND systems
shortfalls and improvement requirements;
Survey allies similar initiative and publish news updates;
Support the assessment and critique of any ARMOUR proposed solution and its
potential to address known CF CND requirements.
Information Assume responsibility to review, develop and enforce Information Technology (IT)
Technology security policies, standards, guidelines and procedures;

Security Analyst

Conduct reviews of backups and recovery plans;

Provide advice on the security aspects of application systems under development.

Information
Technology
Certification and
Accreditation

Review, develop and enforce Information Technology (IT) certification and
accreditation work plans, in accordance with DND C&A Guidelines;

Conduct security threat and risk assessment (TRA) studies of the planned ARMOUR
TD project related initial operational capability.

Specialist
System Programming
Senior Ensure the feasibility of implementing incremental changes to the overall architecture
Programmer and design of the system to be developed;

Provide directives to the team of programmers to implement and program changes
and enhancements to the targeted system solution;

Implement and program the system solution and the associated components;

Provide advice on various software systems technologies including distributed
systems at various levels such as clients, servers and peer-to-peer systems, service
oriented architectures, messaging, e-mail, wireless protocols, and remote method
invocation, TCP/IP networking at various levels such as TCP/IP addresses, sockets
and ports, IP multicasts and DNS, and integration of legacy systems with the core
system;

Analyze technology challenges identified as part of the concepts, design or
implementation activities, or that may arise during the development of the system and
make recommendations for their resolution based on the results of the analysis;

Plan, control and evaluate systems testing, and provide directives to the team of
programmers.
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RESOURCE

RESPONSIBILITIES

Intermediate
Programmer

Support the deployment and the experimentation of the test-bed to fulfil the needs of
the experimentations such as providing logging/tracking mechanisms, storing
experimentation data and producing results to be analyzed by the researchers;

Work with the system operators to determine what data will be used;

Provide strategies to replicate sources of information that cannot be directly accessed
by the system;

Analyze technology challenges identified as part of the concepts, design or
implementation activities, or that may arise during the development of the system and
make recommendations for their resolution based on the results of the analysis.

Implement and program the system solution and the associated components;
Provide development leadership to support junior programmers;
Advise on best course of actions related to lower level implementation details;

Security review and modification of contributed source code.

Junior
Programmer

Implement and program the system solution and the associated components;
Perform system, units and integration tests, and report on results obtained;

Verify accuracy and completeness of programs by preparing sample data, and testing
them by means of system test runs performed by various project participants.

Senior WEB
Developer

Design, build, implement and maintain new web sites or upgrade existing web sites in
line with client specifications;

Prototype and produce web site simulations from client requirements to determine the
best proposal for web site appearance and operation;

Develop and prepare diagrammatic plans for web based service delivery using web-
services (or similar web-based service oriented architecture technologies);

Select and use available web development tools for linking web-based clients,
applications and systems to “back-end” information systems and databases;

Design, code, verify and correct web pages and systems based on web-services (or
similar web-based service oriented architecture technologies) to meet system
requirements; and

Analyze problems outlined by systems analysts/designers in terms of such factors as
style and extend of information to be transferred across web-services infrastructures
or similar weh-based service oriented architecture technologies.
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RESOURCE RESPONSIBILITIES

System Engineering and Operations

Operating System | Monitor, manage and support system architecture, hardware, servers, operating
Administrator systems and application software;

Perform and provide installation, configuration, maintenance and troubleshooting
services in support of server communication architecture, server to workstation and
hardware, software, peripherals and related equipment;

Maintain user access and IT security practices and policies enforced by the
department;

Develop and/or maintain system backup strategies;

Develop and/or maintain operating guidelines, procedures and standards in support
of existing systems or newly introduced hardware, software or application releases;

Provide advise and cost estimates to the PM on the purchase of new IT hardware
and software to optimize the use of computer systems;

Project Test Develop, implement and supervise an overall testing strategy, plans and activities;

Coordinator . . . .
Act as the subject matter expert with regard to testing tools and techniques;

Develop standards and processes to follow with regard to system integration testing,
and system readiness assessment;

Ensure that the standards established by the Quality Assurance Specialist (QAS) are
applied by reviewing work plans and interim deliverables;

Develop test scenarios and test scripts.

Quality Assurance | Provide support in quality assurance activities;
Specialist . - .
Develop and enforce quality assurance policies, procedures, metrics, forms and tools;

Audit quality reviews and activities providing confirmation that the quality assurance
process is being adhered to;

Audit the project making recommendations for improvement;
Identify risk areas and propose risk mitigation strategies;

Security review and approval of source code.

Tester Establish and operate software testing procedures for unit test, integration test and
regression testing with emphasis on automating the testing procedures;

Establish and operate interoperability testing procedures to ensure that the
interaction and coexistence of various software elements conform to appropriate
departmental standards and have no unforeseen detrimental effects on the shared
infrastructure;

Establish departmental benchmarks and the tools to assess system performance;

Establish a validation and verification capability which assumes functional and
performance compliance of delivered or proposed solutions with defined operator
requirements.
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2. CONDUCT OF WORK
2.1 Location of Work

The work associated to the Optional Services Requirement will take place within the National Capital Region
(NCR). Some aspects of the Optional Services Requirement could include tasks located at CF Bases within
Canada. Canada is open to suggested deployment strategies for this cycle that would minimize travel costs.
For example, staging of equipment at a central location for subsequent installation at distributed sites.

Location of work shall be specified in a DND 626 — TASK AUTHORIZATION. The majority of pre-staging
and any development work may be performed at the Contractor’s facility. The Technical Authority or other
authorized government representatives shall have access at all times to the work in progress and to
premises where any part of the work is being performed at the Contractor’s facility.

2.2 Language of Work

The Contractor’'s resources must be fluent in English. Ability to communicate in French is considered an
asset.

2.3 Hours of Work

The majority of the work to be conducted at DND facilities will be performed between 0700 and 1800 hours
daily. In some cases, work may have to be performed outside of above noted working hours to minimize
disruption and/or to support experimentation.

2.4 Equipment and Software

This work may require the Contractor to acquire specific equipment, including necessary hardware, software
packages, software upgrades or other items essential to support the development or implementation effort.
At the request of the Technical Authority, purchases may be initiated under this contract. The portion of
funds allocated for possible purchases will be reviewed by the Technical Authority and authorized by means
of the DND 626 — Task Authorization. When authorised, any acquisition shall be done in accordance with
prevailing Government of Canada requirements, rules and regulations for equipment and software
procurement.

The TA or authorized government representative will control the installation of software on DND computers
and will also approve the deployment and removal of Contractor equipment to and from DND facilities.
Approval by the Technical Authority is required before any equipment procured outside DND, may be
brought into DND facilities.

25 Travel

Travel required for project management and other tasks within the NCR will not be reimbursed. It is
anticipated that limited travel outside of the NCR, but within Canada, will be required in support of some
Optional Services Requirement tasks. Travel outside the NCR for will be paid in accordance with current
Treasury Board Guidelines for government contracted personnel at the time of the travel. Travel outside the
NCR will be specified for each individual task using DND form 626.

2.6 Equipment Provided by Canada

The Contractor will be provided access to facilities and technology supporting the ARMOUR code repository
as established in the Basic Requirement in support of the Optional Services Requirement. The Contractor
may be provided access to the test-bed infrastructure in the DRDC Cyber Operations Section ARMOUR lab
at DRDC Shirley’s Bay for the duration of the Optional Services Requirement. Canada may provide the
Contractor additional hardware, Canada-developed software and/or related artefacts at the Contractor
request, if these requests are considered relevant to the task. Use of Government Furnished Equipment
(GFE) will be coordinated and authorized by the Technical Authority, through the appropriate DND agency
and specified for the task using DND form 626.
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2.7 Documents to Be Provided to the Contractor

Canada will provide the Contractor any reference and technical documentation deemed necessary for the
conduct of the work and these will be specified in an approved DND 626 — Task Authorization. This could
include, for example, documentation related to DND network monitoring technology, network topology or
standards. The Contractor may request documents at any time during the contract period and these
requests will be evaluated and approved on a case-by-case basis by the Technical Authority.
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APPENDIX D — Minimum Resource Requirements

APPENDIX D — RESOURCE CATEGORY REQUIREMENTS

Each task in the Basic Requirement and the Optional Services Requirement of the ARMOUR TD project will
require a selection of resources from the following complete enumeration of Resource Categories.

Table D-1: Resource Category Requirements

RESOURCE

RESOURCE CATEGORY REQUIREMENTS

Project Management

Project Manager

Professional certification from PMI or Post-Graduate Degree in Project
Management or Certificate in Project Management from a recognized Canadian
educational institution; or at least eight (8) years experience as a Project
Manager of software development project(s) (larger than ten (10) Person-
Years), within the last twelve (12) years;

Experience managing at least three (3) multi-disciplinary software development
teams, and/or experience managing software development project(s) in a R&D
environment for a combined period of at least four (4) years;

At least five (5) years experience using a project management methodology
including the following:

¢ Planning and scheduling management;
*  WABS structuring;

. Cost management;

3 Risk management;

*  Quality management;

e Change management;

¢ Communication management.

Experience in two (2) major IT projects (at least 10 Person-Years) successfully
conducted with the methodology in point 3, with a reference of the client for
each;

At least two (2) years experience with a project management software tool.

Project Control
Officer

PCO experience of at least three (3) years within the last six (6) years with IT
project(s) including responsibilities for calculating and reporting of Earned Value
schedule tracking; cost tracking; milestone deliverables; and project
performance;

Production or maintenance of project plans using Microsoft Project® or a similar
tool, and performing scheduling, implementation control and managing total
system costs for the deployment and the operation of at least one (1) main
(more than 1 million dollars) system.

Project
Communications
Specialist

Experience of at least four (4) years within the last six (6) years in
communication planning and execution for IT project(s), with the design,
management and implementation of project communication plans;

Experience of at least two (2) years in development and delivery of training
material;

Experience of at least two (2) years in product or solution marketing including
preparation of promotional or marketing materials (brochures, presentations,
etc.) and delivery of marketing presentation to customer and at trade shows or
conferences;

Experience using MS Office Suite and graphic design software;

Experience using WEB technologies as means to implement project
communication plans;

Experience with geographically distributed teams’ communication.
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APPENDIX D — Minimum Resource Requirements

RESOURCE

RESOURCE CATEGORY REQUIREMENTS

Webmaster

Experience of at least four (4) years within the last six (6) years with e-
business application development, with managing the content of WEB site(s),
ensuring the site(s) are up to date and writing programs to create and publish
content;

Experience of at least two (2) years using programming languages (e.g. VB-
Script, Visual Basic, etc.) and WEB/Internet technologies (ASP, HTML, XML,
IS, WEB development, etc.).

System Architecture and Design

Lead System
Architect

Experience of at least eight (8) years within the last twelve (12) years in
software development;

Experience of at least two (2) years with software modeling techniques and
tools with Object-Oriented design, Software Development Methodology (e.g.,
using UML 2.x);

Experience of at least two (2) years (cumulative duration) in leading the
development of CND related products or solutions.

Software Solution

Experience of at least five (5) years within the last eight (8) years with IT
project(s) translating business and functional requirements into technical

Architect specifications that can be used by the system and/or programming team.
Experience of at least three (3) years within the last five (5) years with IT
Systzrrr]\éll\)l/est;/vork project(s) performing all of the following:

e deployment of at least two (2) main systems in a complex network
environment;

e designing storage architectures (SAN, NAS, Fibre channel);

* analyzing performance considerations and project bandwidth
requirements in different environments; and

e  Experience with different platforms, operating systems, database
technologies, telecommunication protocols,
Experience with systems view products describing the systems and those

interconnections between systems that both provide for and support the project
functions.

Technical Writer

Experience of at least three (3) years within the last five (5) years with IT
projects performing all of the following:

¢ researching and analyzing source materials such as specifications,
drawings, models, design briefs and IT documents and synthesizing the
information into technical write-ups for software developers
(specifications), operators (manuals) and trainers (training materials); and

e conducting in-depth interviews with software architect, designer,
developer, or operator to understand the system to be developed.

Experience writing technical documents using software development process
standards such as the IEEE-12207;

Experience verifying the adequacy of documentation by testing the system.

Page D2 of D7




APPENDIX D — Minimum Resource Requirements

RESOURCE RESOURCE CATEGORY REQUIREMENTS

1. Experience of at least four (4) years within the last six (6) years with IT

User Interface project(s), including experience in at least three (3) of the following categories:

Analyst

*  With the help of operators, translating user functional requirements into
graphical user interface (GUI) technical specifications that can be used by
the system and/or programming team;

e capturing insight on workflows, functional and non-functional
requirements;

* modeling the business process;
e  profile primary and secondary operator community;
e tracking daily usage patterns and functionality; and
e system development constraints;
2. Experience with the following:
e  Web trends;
*  Browsers; and
*  Web usability best practices.

3. Experience of at least three (3) years within the last six (6) years translating
user functional requirements into graphical user interface (GUI) specifications
that can be used by the system and/or programming team for CND related
applications and systems or military command and control (C2) user
interfaces;

4. Experience of at least two (2) years within the last six (6) years performing
GUI software development activities for CND related applications and systems
or military C2 user interfaces.

1. Experience of at least four (4) years within the last eight (8) years designing
system solutions to fulfill requirements for high availability, robustness,
performance and scalability with a main focus on the hardware;

2. Experience designing High Availability (HA) systems such as telecom systems
or military systems;

3. Experience with hardware estimation for large database systems and
applications related to network management systems or security information
management systems.

Hardware
Architect
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RESOURCE RESOURCE CATEGORY REQUIREMENTS
1. Experience of at least four (4) years within the last six (6) years as a Data
DataA\r/Zﬁ?teehC(zuse Warehouse Architect/Specialist for IT project(s).
2. The administrative responsibility for physical design of at least three (3) data
warehouse systems, including:
. modelling activities;
3 creation of database tables and maintenance of the warehouse, in order to
develop the vision of physical view of the warehouse; and
. designing the data warehouse system to maintain historical data that has
been extracted from operational data storage and transformed into formats
accessible to the organization’s analytical community;
3. DWA experience with at least four (4) of the following data warehouse
technology streams with a combined duration of at least three (3) years:
3 Metadata exploitation;
e Performance management;
e Data quality;
e Schema development;
. Data access;
* Data management exploiting relational databases (at least one (1) from
Oracle or SQL Server);
e  Extracting, Transforming/Transporting and Loading (ETL) data from source
systems into the data warehouse.
c ¢ 1. CNDA experience of at least five (5) years within the last eight (8) years doing
Net onllpl; ;er the functional analysis of CND related projects (R&D or operational) and their
etwork Detence interfaces for at least two (2) IT projects, advising on concepts and system
Functional :
requirements.
Analyst
Inf ti 1. Experience of at least five (5) years within the last eight (8) years with IT
nformation project(s) that collectively addresses all of the following:
Technology
Security Analyst e |IT Security architecture(s);
e |T Security Risk Management Methodology;
*  Threats to, and vulnerabilities of, networks;
* Implementation of IT Security safeguards for personnel and IT Security
Assets;
e |T Security system monitoring, incident response, recovery, and
restoration; and
e |T Security audit and assessment
Inf ti 1. Experience of at least five (5) years within the last eight (8) years with IT
Tn or:mal lon project(s), conducting security threat and risk assessments of at least three (3)
eSCecnuori(t))?y application systems;
Certification and | 2. Experience of at least three (3) years within the last five (5) years in providing
Accreditation Certification and Accreditation support for at least three (3) Government of
Specialist Canada projects;
3. Experience of at least one (1) year in all of the following main technologies:

Security of Open Source Software, Security Information and Event Management
(SIEM) systems, Host Based Intrusion Detection and Prevention Systems
(IDS/IPS), Network Based IDS/IPS, Firewalls, and CND tools and techniques.
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RESOURCE RESOURCE CATEGORY REQUIREMENTS

System Programming

1. Atleast five (5) years experience within the last eight (8) years for at least two
(2) IT projects, leading the software development of a solution to meet the
overall architecture and design of the system;

2. At least three (3) years experience within the last five (5) years for at least two
(2) IT projects, leading the maintenance and support of a code repository,
including code release tagging and packaging, code branches, code merges
and code check-out/in procedure management.

Senior
Programmer

1. Experience of at least four (4) years within the last six (6) years as a software

Intermediate developer for IT project(s).

Programmer ] . ) . .
2. Experience with all of the following main technologies:
e  C/C++ on Windows;
e client-server and .NET system development;
e Java,
* client-server and application server (e.g. J2EE) system development;
* integration of applications with relational databases;
* integration of applications with legacy systems;
¢ Web technologies;
*  Web services; and
e XML
. 1. Experience of at least two (2) years within the last three (3) years as a
Junior :

software developer for IT project(s).

Programmer

2. Experience with all of the following main technologies:
e C/C++ on Windows;
. client-server and .NET system development;

* Java, client-server and application server (e.g. J2EE) system
development;

* integration of applications with relational databases;
¢ integration of applications with legacy systems;

*  Web technologies;

e Web services; and

e XML
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RESOURCE RESOURCE CATEGORY REQUIREMENTS

1. Experience of at least four (4) years within the last six (6) years with IT

Senior WEB project(s) performing all of the following:

Developer
e design, build, implement and maintain new web sites or upgrade existing

web sites in line with client specifications;

e  prototype and produce web site simulations from client requirements to
determine the best proposal for web site appearance and operation;

e develop and prepare diagrammatic plans for web based service delivery
using web-services (or similar web-based service oriented architecture
technologies);

* select and use available web development tools for linking web-based
clients, applications and systems to “back-end” information systems and
databases; and

e design, code, verify and correct web pages and systems based on web-
services (or similar web-based service oriented architecture technologies)
to meet system requirements.

System Engineering and Operations

1. Experience of at least three (3) years within the last five (5) years with IT

Operating System project(s) performing all of the following:

Administrator
* monitoring, managing and supporting system architecture, hardware,
servers, operating systems and application software;

* performing/providing installation, configuration, maintenance and
troubleshooting services in support of server communication architecture,
server to workstation and hardware/software, peripherals and related
equipment; and

* developing and maintaining system backup strategies;

2. Experience with all of the following main technologies:

¢ Network architecture;

e Configuration and operation of servers, PCs, portable computers,
peripheral devices;

¢ Interaction of network components and PCs to maintain, identify, isolate,
diagnose and resolve hardware connectivity and software compatibility-
related problems;

e Communication architecture, devices, techniques and practices for their
installation, configuration, integration and troubleshooting.

1. Experience of at least four (4) years within the last six (6) years with IT

Project Test project(s) performing all of the following:

Coordinator
¢ developing test strategies and plans for at least three (3) main systems
that have been successfully delivered;

e preparing and supervising integrated test plans and schedules for at least
three (3) main systems;

2. Experience interacting with cross-functional teams to facilitate an integrated
approach to testing engagements;

3. Experience mentoring a group of testers;
4. Experience in methodology guidance, test criteria/standards, quality practices.
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RESOURCE

RESOURCE CATEGORY REQUIREMENTS

Quality Assurance
Specialist

Experience of at least four (4) years within the last eight (8) years with IT
project(s), in software system quality efforts including requirement reviews,
test strategy development and planning, defect reporting and fix tracking,
performance benchmarking and risk management for at least two (2) main
systems that have been successfully delivered;

Experience with standards for software to be developed, processes and good
practices in order to recommend and enforce the right policies according to the
needs of the system to be developed, which follow the ISO 35 (such as ISO/IEC
12207), IEEE (such as IEEE 829, 830), CMMi, SEI-CMM or equivalent and
applicable documentation and process standards.

Experience with processes and methodologies for product security testing and
evaluation or certification.

Tester

Experience of at least three (3) years within the last five (5) with IT project(s)
performing all of the following:

e using process and tools to test coded software before it is released;
* identifying test data requirements; and

e configuring and maintaining test data to support testing;

Experience performing use case, test cases, checklists and requirements
verification;

Experience with at least three (3) of the various types of testing:

e Unit testing;

e Stress and load testing;

* Integration testing;

e System and performance tests using manual methods and tools;
e Performance benchmarking;

e Security testing;

* Tracking usability issues and inconsistencies.

Experience with client/server and multi-tiers development with a database
(Oracle or SQL Server);

Experience with Service Oriented Architecture or Web-Services technology
testing.
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APPENDIX E - LIST OF ABBREVIATIONS

API
ARMOUR TD

C&A
CDRL
CF
CENOC
CMMi
CND
COTS
CSEC
DDRM
DEA
DID
DIMEI
DIMTPS

DIR IM Secur
DND
DREnet
DRDC
GOTS
GUI
HTRA
HW

IDS
IEEE
IAP

IEC

Application Programming Interface

Automated Computer Network Defence Technology
Demonstration

Certification and Accreditation

Contract Deliverable Requirement List
Canadian Forces

Canadian Forces Network Operations Centre
Capability Maturity Model Integration

Computer Network Defence

Commercial off-the-Shelf

Communication Security Establishment Canada
Detailed Design Review Meeting

Director Enterprise Architecture

Data Item Description

Director Information Management Engineering and Integration

Director Information Management Technologies, Products and
Services

Director Information Management Security
Department of National Defence

Defence Research Establishment network
Defence Research & Development Canada
Government off-the-Shelf

Graphical User Interface

Harmonized Threat And Risk Assessment
Hardware

Intrusion Detection System

Institute of Electrical and Electronics Engineers
Interim Authority to Process

International Electrotechnical Commission
Integration Framework

Information Management

Interim Operating Capability

Intellectual Property

International Standards Organization
Information Technology
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Net C2 ISAC

NCR
OCl
OPI
OSP
0SS
PA

PC
PDF
PDRM
PM
PRM
PWGSC
R&D
RCMP
RFP
RRM
SEI-CMM
SOA
SOW
SRS
STS
SW
TA

TD
TDP
TRA
UML
V&V
VM
WBS
XML

Network Command and Control Integrated Situation Awareness
Capability

National Capital Region

Office of Collateral Interest

Office of Primary Interest

Open Source Project

Open Source Software

Project Authority

Personal Computer

Portable Document Format

Preliminary Design Review Meeting
Project Manager / Project Management
Project Review Meeting

Public Works and Government Services Canada
Research and Development

Royal Canadian Mounted Police
Request for Proposal

Readiness Review Meeting

Software Engineering Institute - Capability Maturity Model
Service Oriented Architecture
Statement of Work

System Requirements Specification
System Technical Specification
Software

Technical Authority

Technology Demonstration
Technology Demonstration Program
Threat and Risk Assessment

Unified Modeling Language

Validation and Verification

Virtual Machine

Work Breakdown Structure

Extensible Markup Language
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l W] Soremment  Gouvernement CanectTsEIG Mt Ca o
of Canada du Canada W7714-115274

" Security Classification / Classification de sécurité
Unclassified

SECURITY REQUIREMENTS CHECK LIST (SRCL) e
LISTE DE VERIFICATION DES EXIGENCES RELATIVES A LA SECURITE (LVERS
PART A - CONTRACT INFORMATION / PARTIE A - INFORMATION CONTRACTUELLE
1. Originating Government Department or Organization /

2. Branch or Direclorate / Direclion générale ou Direction

Ministére ou organisme gouvernemental d'origine Defence R&D Canada Cyber Operations
3. a) Subcontract Number / Numéro du contrat de sous-traitance [‘3 b) Name and Address of Subconlractor / Nom et adresse du sous-trailant

4. Brief Descriplion of Work / Bréve description du lravail
Implementation of the ARMOUR Technology Demonstration project

5. a) Will the supplier require access to Conlrolled Goods? Shi ' D No Yes
| Le fournisseur aura-1-il accds 3 des marchandises contrblées? Non Oui
{5. by Will the supplier require access to unclassified mililary lechnical data subject to the provisions of the Technical Data Control No D Yes
| Regulations? Non Oui
|
1

Le fournisseur aura-t-il accas 4 des données techniques militaires non classifiées qui sont assujetties aux dispositions du Réglement
sur le contrdle des données lechniques?
6. Indicate the type of access required / Indiquer le type d'acces requis

. a) Will the supplier and its emplayees require access to PROTECTED and/or CLASSIFIED information or assels? r_‘l No Yes |
Le fournisseur ainsi que les employés auront-ils acces a des renseignements ou & des biens PROTEGES et/ou CLASSIFIES? Non Oui
(Specify the level of access using the chart in Question 7. ¢)

| (Préciser le niveau d’accés en ulilisant le tabieau qui se trouve a la question 7. c)
. b) Will the supplier and its employees (e.g. cleaners, maintenance personnel) require access to reslricled access areas? No access lo No D Yes
Non Qui

PROTECTED and/or CLASSIFIED information or assets |s permitted.
Le fournisseur et ses employés (p. ex. nettoyeurs, personnel d'entretien) auront-ils accés & des zones d'accés restreintes? L'accés
4 des renseignements ou & des biens PROTEGES eVou CLASSIFIES n'est pas aulorisé.
6. c) Is this a commercial courier or defivery requirement wilh no overnight storage? No Yes
S'agit-il d'un contrat de messagerie ou de livraison commerciale sans entreposage de nuit? Non Oui
7. a) Indicale the type of information that the supplier will be required to access / Indiquer le lype dinformation a | le fournisseur devra avoir acceés
Canada [7J NATO/OTAN | | Foreign / Etranger | |
7. b) Release restriclions / Restriclions relalives a |a diffusion ) |
No release restrictions All NATO countries Mo release restrictions
Aucune restriction relative n Tous les pays de 'OTAN Aucune restriction relative ‘:]
@ la diffusion 4 la diflusion
Nol releasable D
A ne pas diffuser
Restricted to: / Limité a : i I Restricted lo: / Limité a : I:I Restricted lo: / Limité & : D
Specily country(ies): / Préciser le(s) pays : Specify country(ies): / Préciser le(s) pays : Specify country(les): / Préciser le(s) pays °
7. c) Leve! of information / Niveau d'information A
PROTECTED A NATO UNCLASSIFIED [ PROTECTED A j
PROTEGE A _ | NATC NON CLASSIFIE =2 PROTEGE A
PROTECTED B NATO RESTRICTED [ l PROTECTED B
PROTEGE B ‘(_ﬂ NATO DIFFUSION RESTREINTE PROTEGE B
PROTECTED C |:| NATO CONFIDENTIAL j PROTECTED C D
PROTEGE C NATO CONFIDENTIEL ) PROTEGE C
CONFIDENTIAL [:l NATOC SECRET :l CONFIDENTIAL D
CONFIDENTIEL NATO SECRET CONFIDENTIEL =]
SECRET COSMIC TOP SECRET [:I SECRET I:I
SECRET COSMIC TRES SECRET SECRET
TOP SECRET :‘ TOP SECRET D
TRES SECRET TRES SECRET
TOP SECRET (SIGINT) E] TOP SECRET (SIGINT) D
TRES SECRET (SIGINT) TRES SECRET (SIGINT)
TBS/SCT 350-103(2004/12) Security Classification / Classification de sécwilé 'é'-
Unclassified Canad




I * Government  Gouvernement Contract Number / Numéro du conlrat
of Canada du Canada W7714-115274

Security Classification / Classification de sécurité
Unclassified

PART A (continued) [ PARTIE A (suite)

B. Will the supplier require access 1o PROTECTED and/or CLASSIFIED COMSEC information or assets? No Yes
Le fournisseur aura-1-il accés a des renseignements ou a des biens COMSEC désignés PROTEGES el/ou CLASSIFIES? Non Qui
If Yes, Indicate the level of sensitivity:

Dans l'affirmative, indiquer le niveau de sensibililé : .

19. Will the supplier requise access o extremely sensilive INFOSEC informalion or assels? v No Yes

Le fournisseur aura-1 il accés & des renseignements ou 2 des biens INFOSEC de nalure extrémement délicale? Non Oui

Short Tille(s) of material / Titre(s) abrégé(s) du matériel :

Document Number / Numéro du document :

PART B - PERSONNEL (SUPPLIER)/ PARTIE B - PERSONNEL (FOURNISSEUR)

10. a) Personnel security screening leve! required / Niveau de conlrdle de la sécurité du personnel requis

RELIABILITY STATUS CONFIDENTIAL SECRET TOP SECRET
COTE DE FIABILITE CONFIDENTIFL. SECRET | | TRES SECRET

I:! TOP SECRET- SIGINT D NATO CONFIDENTIAL NATO SECRET COSMIC TOP SECRET
TRES SECRET - SIGINT NATO CONFIDENTIEL NATO SECRET | I COSMIC TRES SECRET

5 SIIE ACCESS
ACCES AUX EMPLACEMENTS

Special comments.
Commentaires spéciaux :

NOTE: If muttiple levels of screening are identified, a Security Classification Guide must be provided.
REMARQUE : Si plusieurs niveaux de controle de sécurité sont requis, un guide de classification de la sécurilé doit &tre fourni.

10. b) May unscreened personnel be Used for portions of the work? No El;?:
Non i
No

Du personnel sans autorisation sécuritaire peut-il se voir confier des parties du travail?

If Yes, will unscreened personnet be escorted? Yes
Dans l'affirmative, le personnel en question sera-t-il escorté? Non Qui

PART C - SAFEGUARDS (SUPPLIER) / PARTIE C - MESURES DE PROTECTION (FOURNISSEUR

INFORMATION / ASSETS / RENSEIGNEMENTS / BIENS

11. a) Wil the supplier be required to receive and store PROTECTED and/or CLASSIFIED information or assels on ils site or El No Yes
premises? Non Oui

Le foumisseur sera-t-il tenu de recevoir el d'entreposer sur place des renseignements ou des biens PROTEGES etlou

CLASSIFIES?

11. b) Will the supplier be required lo safeguard COMSEC information or assels? No Yes
Le fournisseur sera-l-il tenu de protéger des renseignements ou des biens COMSEC? Non Oui

PRODUCTION

11. ¢) Will the production (manufacture, and/or repair and/or medification) of PROTECTED and/or CLASSIFIED material or equipment . No Yes
occur at the supplier’s site or premises? . Y Mon Oui
Les installations du fournisseur serviront-elles  la production (fabrication eVou réparation elou modification) de malériel PROTEGE

elou CLASSIFIE?

INFORMATION TECHNOLOGY (IT) MEDIA /| SUPPORT RELATIF A LA TECHNOLOGIE DE L'INFORMATION (T1)

11. d) Will the supplier be requiced o use ils IT systems to efectronically process, produce or store PROTECTED andior CLASSIFIED No Yes
information or data? Non Oui

Le fournisseur sera-t-l tenu d'utiliser ses propres systémes informatiques pour traiter, produire ou stocker électroniquement des

renseignements ou des données PROTEGES elou CLASSIFIES?

11. &) Will there be an electronic link between the supplier’s IT systems and the govemment department or agency? No D\"%‘
Disposera-t-on d'un lien électronique entre le systéme informatique du foumnisseur et celul du ministére ou de ['agence Non Qui

gouvernementale?

TBS/SCT 350-103(2004/12) Security Classification / Classification de securité
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Security Classification / Classificalion de sécurite
Unclassified

PART C - rconrmwl I PARTIE C - (suite)

;?; (Lge;rs pc;u'npletmg the form manually use the summary chart below o indicale the category(ies) and level(s) of safeguarding required at the supplier’s
emises.

Les ulilisateurs qui remplissent le formulaire manuellement doivent utiliser le tableau récapitulatif ci-dessous indiquer, pour chaque catégorie, les

niveaux de sauvegarde requis aux installations du fournisseur i PR '

For users wnpleling the form 9nline_[via the Internet), the summary chart is automatically populaled by your responses to previous gquestions.
Dans le cas des ulilisateurs qui remplissent le formulaire en ligne (par Internet), les réponses aux queslions précédentes sont automaliquement saisies
dans le tableau récapitulatif.

SUMMARY CHART [/ TABLEAU RECAPITULATIF

Category PROTECTED CLASSIFIED NATO COMSEC
Catégone PROTEGE CLASSIFIE
=1 T 1 ToP NATO NATO NATO | coswac PROTECTED Tor
A |B |C |CowFpENTiML | SECAET | SECRET | RESTRICTED | CONFIDENTIAL | SECRET Tap PRoTeRt | CONFIDENTIAL | SECRET | SECRET
" SECRET
CONFIDENTIEL TREs NATQ NATO coswc |A |B |C | Comppesnes TRES
SECRET | DIFFUSION | ConFesmEL TRES SECRET
RESTREINTE SecRet
finformation / Assets
1Biens,
T Media /
]
Tlink 7
12. a) Is the description of the work conlained within this SRCL PROTECTED and/or CLASSIFIED? No DY&G
MNon Qui

La description du lravail visé par la présente LVERS est-elle de nature PROTEGEE elou CLASSIFIEE?

If Yes, classify this form by annotating the top and bottom in the area entitled “Security Classification”.
Dans I'aHirmative, classifier le présent formulaire en indiquant le niveau de sécurité dans la case intitulée
« Classification de sécurité » au haut et au bas du formulaire.

12. b) Will the documentation attached to this SRCL be PROTECTED and/or CLASSIFIED? MNo DY&S
La documentalion associée 4 la présente LVERS sera-1-clle PROTEGEE et/ou CLASSIFIEE? Non Oul

If Yes, classify this form by annotating the top and bottom in the area entitled "Security Classification™ and indicate with

attachments {e.g. SECRET with Attachments).
Dans I'affirmative, classifier le présent formulaire en indiguant le niveau de sécurité dans la caso intitulée
« Classification de sécurité » au haut et au bas du formulaire et indiquer qu'il y a des pidces jointes (p. ex. SECRET avec

des piéces jcintes).
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Gouvernement
du Canada

PART D - AUTHORIZATION / PARTIE D - AUTORISATION

Name (print) - Nom (en letires moulées)

Jonathan Riste

13, Organizalion Project Authorily / Chargé de projet de l'organisme

Tille - Tilre

Project Manager, ARMOUR TDP

Contract Number / Numéro du conlral
W7714-115274

Securily Classlficalion / Classification de sécurilé
Undlassified

o

Telephone No. - N° de téléphone
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ARMOUR Technology Demonstration - Security Clearance Requirements

Within the ARMOUR Technology Demonstration (TD), there is a requirement to have personnel
authorized to access different levels of information. For the majority of the personnel working
on the project, a current RELIABILITY STATUS clearance will be sufficient. This valid and current
clearance will be required for the entire duration of the project (from contract award to project
close out). All personnel included in the contract proposal must have this clearance at the time
of bid submission. All personnel working on the ARMOUR TDP must have this clearance active
prior to commencing work on the project.

In addition to the above requirement, the Key Technical Personnel on the project team will
require Level Il (SECRET) clearance. The Key Technical Personnel, as outlined in the RFP, are
individuals who fill the following positions:

e Project Manager (PM);

e Lead System Architect (LSA);

e Software Solution Architect (SSA);

e User Interface Analyst (UIA);

e Computer Network Defence Functional Analyst (CNDFA);
e Information Technology Security Analyst (ITSA);

e Certification and Accreditation Specialist (CAS);

e Senior Programmer (SP); and

e Quality Assurance Specialist (QAS).

Some additional personnel beyond the above list will require a Level Il (SECRET) security
clearance during the course of the ARMOUR TD project main contract. This includes any
individual(s) who will be involved in the deployment of the ARMOUR TD project demonstration
system on the DRENet at DRDC-Ottawa site(s). This level of clearance will be required for the
entire duration of the project (from contract award to project close out), and this clearance
must be active prior to commencing work on the project.

Some personnel will require a Level Il (SECRET) security clearance to perform tasks as part of
the Optional Work outlined in the RFP, if such Optional Work is exercised. At minimum, any
individual(s) who will be involved in the deployment of capabilities related to the ARMOUR TD



project results on the CFNOC or any other DND/CF operational network will require Level Il
(SECRET) clearance. Where this clearance is required, it will be clearly identified on the DND/CF
Task Authorization - Form 626. All resources assigned to work on these tasks must have this
level of clearance at the time of contractor response to the DND/CF Task Authorization — Form
626.



ANNEX F

ARMOUR TD Project Intellectual Property Strategy

The ARMOUR Technology Demonstration (TD) project wants to influence and enable external research
programs to develop capabilities for the Department of National Defence and other government
departments. To that end, the ARMOUR TD project will build its technology on an Integration
Framework that will allow processing modules by various third partiesto plug in and provide capabilities
that contribute to an automated end-to-end computer network defence tool. The external programswe aim
to assist and influence are those of industry, academia, research institutes and allies.

Canada Owned Foreground Information - Integration Framework

The Foreground Information of the Integration Framework resulting from performance the ARMOUR TD
project Work will be owned by Canadain alignment with the TBS “Policy on Titleto Intellectua
Property Arising Under Crown Procurement Contracts.”

If the Contractor wants to use the Integration Framework Foreground Information for the commercial
exploitation or further development of the Foreground Information, the Contractor must obtain alicense
from DRDC. The Contractor should make arequest in writing for such alicense no later than 30 working
days following completion of the Contract. In itsrequest for alicense to DRDC, the Contractor must
explain why the licenseis required and how the Contractor intends to use the information.

Government Supplied Processing Modules

DRDC owned processing modules may form part of the ARMOUR TD project Work. At the request of
the Contractor, these modules can be furnished in source code form for use by the Contractor and could
be provided in executable form under the License for the Purpose of Further Development and Advancing
the State of the Art or Licensing for Commercialization described below.

Licensing ARMOUR TD Project Results for the Purpose of Further Development

and Advancing the State of the Art

For the purposes of further development and advancing the state of the art in the field of computer
network defence, DRDC intends to make available, either as awhole or any parts thereof, the ARMOUR
TD project results and a working version of the delivered ARMOUR system used to demonstrate the
ARMOUR TD project results to industry, academia, research institutes and allies for non-operational use.
This could include: a copy of turn-key installation of the ARMOUR system; source code and executable
code of the Canada owned Foreground Information; executable code of the Contractor owned Foreground
Information; executable code of proprietary processing modules; and system documentation. If this
information is made available, it will be facilitated by alicense to the Foreground Information, including
a sublicense to the necessary Background Information required to fully exercise Canadd s rightsin the
ARMOUR TD project Contract deliverables and in the Canada owned Foreground Information.



If Canada does license this information, the information may only be used for the purposes of further
development and advancing the state of the art. The information may not be used for operational
purposes or commercialization.

For greater certainty, it is acknowledged that the processing modules used in the delivered ARMOUR
system may be a proprietary version of acommercia off the shelf product not developed in the
performance of the ARMOUR TD project Work. In this case, only executable version of the proprietary
processing modules will be provided under Canada’ s license to athird-party. In the event that the third-
party wishesto evaluate a higher performance version of the proprietary processing module, the third-
party must negotiate a separate license for the high performance version with the owner of the proprietary
processing module.
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1 Purpose

The purpose of this document is to provide a common document containing definitions of terminology
commonly used within the Automated Computer Network Defence (ARMOUR) Technology
Demonstration (TD) Project and related documentation. Terms applicable to the System Technical
Specification are identified by the acronym “STS”. Terms applicable to the Statement of Work are
identified by the acronym “SOW”.

2 Terminology

Access (STS, SOW)

Ability and means to communicate with or otherwise interact with an asset, to use asset resources to
handle information, to gain knowledge of the information the asset contains, or to control asset
components and functions.

(Source: NIST IR 7298 Revision 1)

Abstracted Infrastructure Data (STS)

The Normalized Infrastructure Data is processed by the Common Infrastructure Abstraction process to
create the Abstracted Infrastructure Data. For example, a subnet of related workstations with the same
configuration and reachability may be abstractly represented as a single device.

(Source: ARMOUR)

Act Phase (OODA loop) (STS, SOW)
In the Act phase of the OODA loop, the selected courses of action are implemented.
(Source: ARMOUR)

Asset (STS, SOW)

Anything that has value to the organization. For example, an operation, network route and hosts are all
assets.

(Source: ISO/IEC13335-1:2004)

Attack (Cyber Attack) (STS, SOW)

Malicious activity, via cyberspace (an environment in which digitized information is distributed on
networks of computers), targeting an enterprise’s use of cyberspace for the purpose of disrupting,
disabling, destroying, or maliciously controlling a computing environment or infrastructure; or destroying
the integrity of the data or stealing controlled information.

(Source: NIST IR 7298 Revision 1)

Attack Asset (STS)

Any cyber asset that can be used in an attack. For example, network routes, the fact that a service is
running and a software vulnerability are attack assets.

(Source: ARMOUR)

Attack Dependence Metric (STS)

A metric indicating the degree of dependence the attacker (with capabilities according to an attacker
model) places on Attack Assets.

(Source: ARMOUR)

Attack Graph (STS, SOW)

An attack graph (exploit-dependency graph) is a mathematical abstraction of the preconditions for the
attacker to gain privileges in the network, and the post conditions indicating which privileges were gained.
The attack graph is represented by a graph data structure and encodes the way individual attacks may be
chained together to form complex multi-step attacks.

Page 3 of 12



(Source: ARMOUR)

Attack Graph Analyzer (Proactive and Reactive) (STS)

A module in the Computational Services component that computes an attack dependence metric for
every vertex in the attack graph (proactive or reactive). It does this through analysis of the attack graph
based on vulnerability characteristics (e.g.: maturity of exploits), attacker models, and prioritized
operational goals to protect. The calculated attack dependence metrics are stored as an attribute of the
attack graph and enable the production of the Ranked Attack Assets List (Proactive or Reactive).
(Source: ARMOUR)

Attack Graph Generator (STS)
A module in the Computational Services component that generates attack graphs.
(Source: ARMOUR)

Attack Path (STS, SOW)
A sequence of attack steps within an attack graph from an attack source to a goal to protect.
(Source: ARMOUR)

Attack Path Overlay (STS)

A visual representation of the details contained in an attack graph onto a non-attack-graph visualization
method. For example, representing the details of an attack path onto a network visualization is an attack
path overlay onto the network visualization.

(Source: ARMOUR)

Attack Source (STS)
The starting point of an attack (see definition).
(Source: ARMOUR)

Attack Steps (STS, SOW)

An atomic attack within an attack path corresponding to the gaining of a privilege. For example, gaining
the privilege to execute arbitrary code on a host is an attack step.

(Source: ARMOUR)

Attacker Model (STS)
Describes the capabilities (e.g., computation resources, skills, exploits) of a class of attackers.

Automated Response (STS, SOW)
A response that is partially or completely automatic.
(Source: ARMOUR)

Automated Response Generator Module (STS)

A module within the Computational Services component that effectuates courses of action. Automated
responses may include reconfiguration of software settings (e.g. reconfiguring or disabling a process),
disabling a user account, or reconfiguration of network connectivity.

(Source: ARMOUR)

Automation Settings (STS)

Establishes thresholds for the Automated and Semi-Automated Response Generators to determine
actions that may be effectuated without operator intervention (selection and instantiation).

(Source: ARMOUR)

Bell-LaPadula Model (STS)

A mathematical model of a multi-level security policy focused on maintaining the confidentiality of objects.
(Source: ARMOUR)
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Biba Model (STS)
A mathematical model of a multi-level security policy focused on maintaining the integrity of objects.
(Source: ARMOUR)

Certification and Accreditation (C&A) (SOW)
Certification
A comprehensive assessment of the management, operational and technical security controls in an
information system, made in support of security accreditation, to determine the extent to which the
controls are implemented correctly, operating as intended, and producing the desired outcome with
respect to meeting the security requirements for the system. The process of verifying the correctness
of a statement or claim and issuing a certificate as to its correctness.
Accreditation
An administrative action by which a designated authority declares that an information system is
approved to operate in a particular security configuration within a prescribed set of safeguards. An
accreditation is usually based on a technical certification of the system's security mechanisms. To
accredit a system, the approving authority must determine that any residual risk is an acceptable risk.

Collect (SOW)

Collect in terms of “collect and predict” means the collection of data in the observe phase of the OODA
loop. In the Observe phase, both asset and operationsl| data is collected and stored.

(Source: ARMOUR)

Common Infrastructure Abstraction module (STS)

A module within the Computational Services component that abstracts common elements within the
Normalized Infrastructure Data into a single representation. The purpose of this module is to reduce the
amount of information to be processed by other modules. For example, a subnet of related workstations
with the same configuration and reachability may be abstractly represented as a single device. This
information is stored as Abstracted Infrastructure Data.

(Source: ARMOUR)

Component (STS, SOW)

A collection of system resources that form a logical part of the systemhaving specified functions and
interfaces, and is treated as existing independently of other parts of the system.

(Source: RFC 4949)

As used in ARMOUR documentation, a component refers to any of the Data Sources, Data Source
Connectors, Database, Computational Services, Data Presentation and Sharing, Effector Connectors or
Effectors defined in the conceptual architecture of the ARMOUR TD.

(Source: ARMOUR)

Compromise (Security compromise) (STS, SOW)

A security violation in which a system resource is exposed, or is potentially exposed, to unauthorized
access.

(Source: RFC 4949)

Computational Services Component (STS)

Comprises all modules (see definition) that process data from the Database component to deliver
intelligent CND capabilities.

(Source: ARMOUR)

Computer Network Defence (STS, SOW)

Cyber actions taken to defend against unauthorized activity within computer networks.
(Source: ARMOUR)
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Confidentiality (STS, SOW)

Preserving authorized restrictions on information access and disclosure, including means for protecting
personal privacy and proprietary information. The property that information is not disclosed to system
entities (users, processes, devices) unless they have been authorized to access the information.
(Source: NIST IR 7298 Revision 1)

Course of Action (STS, SOW)

A set of actions to mitigate threats and attacks. Each of the individual actions that make up a course of
action must be implemented to have the desired effect. The plural of “course of action” is “courses of
action”.

(Source: ARMOUR)

Course of Action List (Proactive and Reactive)

The output from the Course of Action Analyzer (Proactive and Reactive) providing a list of courses of
action that may be effectuated in an automated or semi-automated manner.

(Source: ARMOUR)

Criticality (STS)

A measure of the degree to which an organization depends on an asset for the success of an operation or
of a business function.

(Source: ARMOUR)

Cross-Source Correlation Module (STS)

A module within the Computational Services component, cross-source correlation is a process to combine
multiple references of the same information) into a single representation. For example, information
collected from a configuration management database and vulnerability scanner concerning the same host
may be correlated into a single representation of data concerning that host.

(Source: ARMOUR)

Cyberspace (STS, SOW)

A global domain within the information environment consisting of the interdependent network of
information systems infrastructures that may include the Internet, telecommunications networks, computer
systems, and embedded processors and controllers.

(Source: ARMOUR)

Database Component (STS)

Comprises the database management system (DBMS) and data store. It provides data security
(confidentiality, integrity, and availability) and data archiving services. It is the repository of the raw data
as well as the modified and value-added results of Computation Services component modules.
(Source: ARMOUR)

Data Presentation Component (STS)

Comprises the graphical user interface (GUI), reporting, and data formatting modules. The products of the
GUI and reporting modules are intended for human consumption while the products of the data formatting
module are intended for automated processing.

(Source: ARMOUR)

Data Sources (STS)

Comprises the infrastructure and non-infrastructure information feeds to the ARMOUR system. Examples
include vulnerability reference data, audit logs, security alerts, network management events, etc.

(Source: ARMOUR)
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Data Source Connectors (STS)

APIs that provide interfaces between the ARMOUR Integration Framework and all Data Sources. The
Data Source Connectors are defined by the types of data, technology and data transformation
requirements of the ARMOUR system.

(Source: ARMOUR)

Data Store (STS)
Data storage devices accessed by the DBMS and comprising part of the Database component.
(Source: ARMOUR)

Decide Phase (OODA loop) (STS, SOW)

In the Decide phase of the OODA loop, optimized and prioritized courses of action are computed to
respond to the situations identified and characterized in the Orient phase.

(Source: ARMOUR)

Defensive Posture (STS, SOW)

The degree to which assets are exposed to cyber attack, according to an attacker model, and the
criticality of the assets in an operational context.

(Source: ARMOUR)

Effector Connector (STS)

APIs that provide interfaces between the ARMOUR Integration Framework and all Effectors. The Effector
Connectors are defined by the types of data, technology and data transformation requirements of the
ARMOUR system.

(Source: ARMOUR)

Effectors (STS)

Technologies implementing courses of action. For example, configuration console for a host intrusion
prevention system, ticketing system, or network management system.

(Source: ARMOUR)

Exploit(s) (Exploit code) (STS)

An exploit (from the same word in the French language, meaning "achievement", or "accomplishment") is
a piece of software, a chunk of data, or sequence of commands that takes advantage of a bug, glitch or
vulnerability in order to cause unintended or unanticipated behavior to occur on computer software,
hardware, or something electronic (usually computerised). This frequently includes such things as gaining
control of a computer system or allowing privilege escalation or a denial of service attack.

(Source: http://en.wikipedia.org/wiki/Exploit_(computer_security), accessed on May 27", 2011)

Fully-Automated Response (STS, SOW)
A response process that does not require operator intervention.
(Source: ARMOUR)

Fully-Automated Response Module (STS, SOW)

A module within the Computation Services Component that processes proactive and reactive courses of
action and does not require operator Intervention.

(Source: ARMOUR)

Hosts (STS)

A commonly used term for an addressable system or computer in TCP/IP based networks like the
Internet.

(Source: www.gcpedia.gc.ca/wiki/Cyber Security Lexicon ISO/IEC FCD 18043: 2005-06-10)
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Incident (security incident) (STS, SOW)

An occurrence that actually or potentially jeopardizes the confidentiality, integrity, or availability of an
information system or the information the system processes, stores, or transmits or that constitutes a
violation or imminent threat of violation of security policies, security procedures, or acceptable use
policies.

(Source: NIST IR 7298 Revision 1)

Incident Analyzer (STS)

A module within the Computation Services Component that assesses infrastructure-based events to
identify the host and other relevant information (e.g.: vulnerability and privilege level gained) of ongoing
incidents.

(Source: ARMOUR)

Infrastructure Data (STS)

Information about the organization’s network physical and logical assets (e.g., events, router
configurations, hosts, and host services).

(Source: ARMOUR)

Infrastructure Management System (STS)

IT systems supporting Information and Communication Technology (ICT) Infrastructure Management and
Security Management as described in the Information Technology Infrastructure Library (ITIL). For
additional information concerning ITIL, please refer to the ITIL website at: http://www.itil-officialsite.com/
(Source: ARMOUR)

Integration Framework (STS, SOW)

A software architecture and resulting implementation that provides inter-module messaging, security,
event and format verification services. Format verification services are applied to data as it is received
from the Data Source Connectors or transmitted to the Effector Connectors for the ARMOUR system.
(Source: ARMOUR)

Inter-Module Messaging (STS)
Communication services between modules within the Integration Framework.
(Source: ARMOUR)

Intrusion (STS, SOW)

An unauthorized act of bypassing the security mechanisms of a system. A type of threat action whereby
an unauthorized entity gains access to sensitive data by circumventing a system's security protections.
(Source: RFC 4949)

Intrusion Detection Systems (IDS) (STS, SOW)

Hardware or software product that gathers and analyzes information from various areas within a
computer or a network to identify possible security breaches, which include both intrusions (attacks from
outside the organizations) and misuse (attacks from within the organizations.)

(Source: NIST IR 7298 Revision 1)

Intrusion Detection Systems (Host-Based) (STS, SOW)

IDSs which operate on information collected from within an individual computer system. This vantage
point allows host-based IDSs to determine exactly which processes and user accounts are involved in a
particular attack on the Operating System. Furthermore, unlike network-based IDSs, host-based IDSs can
more readily “see” the intended outcome of an attempted attack, because they can directly access and
monitor the data files and system processes usually targeted by attacks.

(Source: NIST IR 7298 Revision 1)
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Intrusion Detection Systems (Network-Based) (STS, SOW)

IDSs which detect attacks by capturing and analyzing network packets. Listening on a network segment
or switch, one network-based IDS can monitor the network traffic affecting multiple hosts that are
connected to the network segment.

(Source: NIST IR 7298 Revision 1)

Intrusion Prevention System (IPS) (STS, SOW)

System(s) which can detect an intrusive activity and can also attempt to stop the activity, ideally before it
reaches its targets.

(Source: NIST IR 7298 Revision 1)

Intrusion Detection and Prevention System (IDPS) (STS)

Software that automates the process of monitoring the events occurring in a computer system or network
and analyzing them for signs of possible incidents and attempting to stop detected possible incidents.
(Source: NIST IR 7298 Revision 1)

Loss Cost (STS)

A metric that reflects the impact to operations, personnel time, and monetary cost of effectuating COA
items.

(Source: ARMOUR)

Malicious software (STS)

Software intended to perform an unauthorized process that will have adverse impact on the
confidentiality, integrity, or availability of an information system. A virus, worm, Trojan horse, or other
code-based entity that infects a host. Spyware and some forms of adware are also examples of malicious
code.

(Source: NIST IR 7298 Revision 1)

Malware
See Malicious software.

Module (STS)

As used in ARMOUR, a module is any of the software architectural parts comprising the components (see
definition of component) of the ARMOUR TD. For example, the Attack Path Generator is a module within
the Computational Services component.

(Source: ARMOUR)

North Atlantic Treaty Organization (NATO) Cyber Defence Data Exchange and Collaboration
Infrastructure (CDXI) (STS, SOW)

NATO CDXIl is a mechanism for member nations to share vulnerability data. It is an application that
provides the means to exchange and collaborate on reference data and event data.

(Source: ARMOUR)

Normalized Infrastructure Data (STS)

The Normalized Infrastructure Data includes correlated information to identify operations, operational
services, hosts, installed software, remotely or locally listening host services, vulnerabilities, and
dependency information. Dependency information includes operation to operation, operations to
operational services, (operational or host) service to (operational or host) service, and host service to
host.

(Source: ARMOUR)

Normalized Infrastructure Events (STS)

Correlated network events are stored as the Normalized Infrastructure Events relative to the Normalized
Infrastructure Data in the data warehouse.
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(Source: ARMOUR)

National Vulnerability Database (NVD) (STS, SOW)
NVD is the U.S. government repository of standards based vulnerability management data.
(Source: ARMOUR)

OODA loop (STS, SOW)

Concept originally applied to combat operations and having the four phases of observe, orient, decide,
and act (OODA). ARMOUR applies the concept to computer network defence (CND) operations.
(Source: ARMOUR)

Observe (OODA loop) (STS, SOW)

In the Observe phase, both system and operations data is collected and stored. Information from sensors
and network management systems push data to ARMOUR as the data is generated.

(Source: ARMOUR)

Operational Services (STS)

Capabilities supporting operations (or business processes) and resulting from host services provided by
infrastructure. Examples of operational services are command and control, surveillance, email, printing,
and file sharing.

(Source: ARMOUR)

Operations and Infrastructure Analyzer (STS)

A module within the Computational Services components that, evaluates operations and host service
dependencies to identify priority goals to protect.

(Source: STS)

Operations data (STS, SOW)

Information about the organization’s missions (e.g. operation identifier, priority, operational
dependencies).

(Source: ARMOUR)

Operational dependencies (STS, SOW)

Relationships between operations and their dependencies including operation to operation dependencies,
operation to infrastructure and infrastructure to infrastructure dependencies and infrastructure to physical
location.

(Source: ARMOUR)

Operation Dependence Metric (STS)

A metric assigned to operations, application services, host services, possible host-to-host-on-protocol-
and-port connections, and hosts. It is derived from the operation priority values of uniquely identified
operations.

(Source: ARMOUR)

Orient (OODA loop) (STS, SOW)

In the Orient phase, the operational priority metric and attack information is computed. Modules in the
Computation Services component retrieve data from the database and store results back to the database.
(Source: ARMOUR)

Prioritized Course of Action List (STS)

A list of courses of action identified to mitigate potential attack paths due to known vulnerabilities and
network configurations that may be exploited.

(Source: ARMOUR)

Proactive Computer Network Defence (STS, SOW)
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Actions taken to increase the assurance of operations by evaluating and increasing the security of the
network, evaluated independently of information related to individual incidents.
(Source: ARMOUR)

Proactive Course of Action Analyzer (STS)

A module that provides a prioritized list of recommended courses of action to mitigate potential attack
paths due to known vulnerabilities and network configurations that may be exploited.

(Source: ARMOUR)

Ranked Attack Assets Lists (Proactive and Reactive) (STS)
A list of attack assets ranked according to the attack dependence metric.
(Source: ARMOUR)

Reachability Analyzer Module (STS)
A module within the Computation Services component that creates the Reachability Graph.
(Source: ARMOUR)

Reachability Graph (STS)

Data represented in a graph data structure that contains all information describing connectivity between
source and destination hosts, including port and protocol information.

(Source: ARMOUR)

Reactive Computer Network Defence (STS, SOW)

Actions taken to increase the assurance of operations by evaluating and increasing the security of the
network by responding to individual incidents.

(Source: ARMOUR)

Reactive Course of Action Analyzer (STS)

A module that provides a prioritized list of recommended courses of action to mitigate actual attacks due
to identified incidents, known vulnerabilities and network configurations that may be exploited.

(Source: ARMOUR)

Reference Data (STS, SOW)
Describes software vulnerabilities, configurations and exploits that can lead to security compromise.
(Source: ARMOUR)

Secunia (STS)
A commercially available reference-data repository.
(Source: ARMOUR)

Semi-Automated Response (man-in-the-loop) (STS, SOW)
A response process requiring operator intervention.
(Source: ARMOUR)

Semi-Automated Response Generator Module (STS, SOW)

A module within the Computation Services Component that processes proactive and reactive courses of
action and requires operator intervention to initiate the response.

(Source: ARMOUR)

Simulation Mode (STS)

A mode that allows the security analyst to perform speculative analysis to discover the potential security
impact of hypothetical changes to the infrastructure, operational environment, or vulnerabilities.
(Source: ARMOUR)

Speculative analysis (STS)
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Analysis based on the modification of vulnerability reference data, infrastructure data and operational
dependency data, by making hypothetical changes and examining the subsequent results of the
ARMOUR evaluations.

(Source: ARMOUR)

Strategic Change (STS, SOW)
A large scale architectural change to significant physical or logical assets requiring planning, acquisition,

and deployment. For example, installation of new services or changing host operating systems.
(Source: ARMOUR)

System (STS, SOW)

A set of connected assets forming a complex whole. In the context of ARMOUR, system never refers to
individual hosts.

(Source: ARMOUR)

Tactical Change (STS, SOW)

A small scale change to logical assets requiring a low to moderate level of effort. For example, stopping a
host service or installing a patch.

(Source: ARMOUR)

Threat (STS, SOW)

A potential for violation of security, which exists when there is an entity, circumstance, capability, action,
or event that could cause harm.

(Source: RFC 4949)

Vulnerability (STS, SOW)

A weakness in a system, application, or network that is subject to exploitation or misuse.
(Source: NIST IR 7298 Revision 1)
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