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The referenced document is hereby revised; unless otherwise
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THIS RFP CONTAINS A SECURITY 
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This amendment is raised to change the security requirement of this solicitation.

DELETE: Paragraph 7.4 in its entirety.

INSERT:

7.4 SECURITY REQUIREMENT

7.4.1. The Contractor/Offeror must, at all times during the performance of the
Contract/Standing Offer, hold a valid Facility Security Clearance at the level of TOP SECRET,
with approved Document safeguarding at the level of SECRET, issued by the Canadian Industrial
Security Directorate (CISD), Public Works and Government Services Canada (PWGSC).

7.4.2. The Contractor personnel requiring access to CANADIAN PROTECTED information,
assets or sensitive work site(s) must EACH hold a valid personnel security screening at the level
TOP SECRET, granted or approved by CISD, PWGSC or TOP SECRET SIGINT granted by
Communications Security Establishment (CSE), as required.

7.4.3. The Contractor personnel requiring access to CANADIAN CLASSIFIED information,
assets or sensitive work site(s) must be citizens of Canada and must EACH hold a valid
personnel security screening at the level TOP SECRET, granted or approved by CISD, PWGSC
or TOP SECRET SIGINT granted by Communications Security Establishment (CSE), as
required.

7.4.4.         The Contractor/Offeror personnel requiring access to FOREIGN PROTECTED
information, assets or sensitive work site(s) must EACH hold a valid personnel security
screening at the level of TOP SECRET, granted or approved by CISD/PWGSC or TOP SECRET
SIGINT granted by Communications Security Establishment (CSE), as required.

7.4.5.         The Contractor/Offeror personnel requiring access to FOREIGN CLASSIFIED
information, assets or sensitive work site(s) must be citizens of Canada and EACH hold a valid
personnel security screening at the level of TOP SECRET, granted or approved by
CISD/PWGSC or TOP SECRET SIGINT granted by Communications Security Establishment
(CSE), as required.

7.4.6.         This contract includes access to controlled goods. Prior to access, the contractor must
be registered in the Controlled Goods Program of Public Works and Government Services
Canada.
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In order to gain access to Controlled Goods, the contractor personnel, who DND would deem to
be embedded contractors, pursuant to the 2007 Exchange of Letters between DND and the U.S.
Department of State, must EACH be citizens of Canada and hold a valid TOP SECRET
clearance, granted or approved by CISD/PWGSC.

7.4.7.      Processing of PROTECTED/CLASSIFIED information electronically at the
Contractor/Offeror's site is NOT permitted under this Contract/Standing Offer.

7.4.8.         The Contractor personnel requiring access to COMSEC information/assets must be a
Canadian Citizens, hold a valid security clearance commensurate with the information/assets that
will be accessed, have a need-to-know and have undergone a COMSEC briefing and signed a
COMSEC Briefing certificate. Access by foreign nationals or resident aliens must be approved
by the Head IT Security Client Services at CSEC on a case-by-case basis.

7.4.9.         The Contractor must complete and submit a FOCI Evaluation Submission Package
prior to contract award and it must be determined that a third party individual, firm or
government may gain unauthorized access to INFOSEC information.

The contractor should at all times during the performance of the contract  possess a FOCI  
Determination Report issued  by Canadian Industrial Security  Directorate (CISD) and signed by
the Communications Security Establishment in accordance with National Information  
Technology Security Memorandum 7/90 showing "NO" Foreign Ownership, Control or
Influence.

7.4.10.         All changes to any of the various FOCI evaluation factors included in the FOCI
Evaluation Submission Package must immediately be submitted to CISD for further FOCI
evaluation to ensure such changes are examined and an "acceptable ownership, control or
influence" determination is passed.

7.4.11. Subcontracts which contain security requirements are NOT to be awarded without
the prior written permission of CISD/PWGSC.

7.4.12. The Contractor/Offeror must comply with the provisions of the:

(a) Security Requirements Check List and security guide (if applicable), attached at 
Annex D;

(b) Industrial Security Manual (Latest Edition).
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All other terms and conditions remain the same.
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