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Cette révision ne change pas les besoins en matière de sécurité de la présente offre.

Fuseau horaire02:00 PM
2013-03-07
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The referenced document is hereby revised; unless
otherwise indicated, all other terms and conditions of
the Offer remain the same.
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1+1 Government
of Canada

Gouvernement
duCanada

Conltact Number' Numero du contra!

19294-090124

Security Classification' Classification de securite

Canada

SECURITY REQUIREMENTS CHECK LIST (SRCL)
A E TE

TBSlSCT 350-103(2004/12)

L1STE DE VERIFICATION DES EXIGENCES RELATIVES LAS CURl : (lVERS)... • .. .. • ... - • • .,
. Originating Govemment Department or Organization' , Branch or Directorate' Direction genera Ie ou Direction
Ministere ou organisme gouvememenlal d'origine JustIce Canada IMB'TSD

3, a) Subcontract Number' Numero du contrat de sous-traitance r b) Name and Address of Subcontractor' Nom et adresse du sous-traitant

4. Brief Description of Work' Breve description du ltavail
Evidence conversion and publishing services (up to and including ProleCled-B level)

5, a) Wililhe supplier require access to Controlled Goods?
[(] No DYesLe foumisseur aura-t-il aecas a des marchandlses contrOlees? Non Oui

5. b) Will the supplier require access to unclassified military technical data subject to the provisions of the Technical Data Control
[(] No DYesRegulations? Non Oui

Le foumisseur aura.t-~ acces a des donnees techniques militaires non dasslMes qui 50nt assujelties aux dispositions du Reglement
sur Ie contrOle des donnees techniques?

Indicate the type of access required 'indlquer Ie type d'aecas requis

6. a) Will the suppfier and its employees require access to PROTECTED and/or CLASSIFiED information or assets?
ONO [Z]Ye~Le foumisseur ainsi que les employes auronl-i1s acces a des renseignements ou a des biens PROTEGES eVou CLASSIFIES? Non Our

(Specify the Jevel of access using the chart in Question 7. c)
iPreciser Ie niveau d'acces en utinsantie tableau oui se trouve a la QueslJon 7. c)

6. b) Will the supplier and its employees (e.g. deaners, maintenance personnel) require access to restricted access areas? No access to o No DYe~PROTECTED and/or CLASSIFIED Information or assets is permitted. Non Our
Le foumisseur et ses employes (p. ex. netloyeurs. personnel d'entretlen) auront.ils acces a des zones d'acces restreintes? L'acces
a des renseianements ou a des biens PROTEGES eVou CLASSIFIES n'est oas aulorlse.

6. c) Is this a commercial courier or delivery requirement with no ovemight storage? l{j No DYesS'agit.i1 d'un contrat de messagerie ou de livraison commerciale sans entreposage de null? Non Oui

7. a) Indicate the !vDe of information that the sUDDlier will be reQuired to access 'Indiouer Ie tVDe d'inrormation auquel Ie foumisseur devra avoir acces

Canada [7l NATO'OTAN n Foreign / Etranger r
7. blRelease restrictions I Restrictions relatives a la diffusion
No release restrictions 0 ~

All NATO countries D No release restrictions 0Aucune restriction relative Tous las pays de I'OTAN Aucune restriction relative
ilia diffusion a la diffusion
Not releasable 0A ne pas diffuser

Restricted to: , Limite a : 0 Restricted to: I limite a : 0 Restricted to: , Limite a : 0
Specify country(ies): , Preciser le(s) pays: Specify country(les): , Preciser le(S) pays: Specify countryOes): , Preciser le(s) pays:

7. c) Level of Information' Niveau d'information
PROTECTED A 0 ~, ,," NATO UNCLASSIFIED 0' PROTECTED A 0"
PROTI:GEA .J.:~::, NATO NON CLASSIFJE PROTEGE A :".:.
PROTECTED B ["l .~:'.. NATO RESTRICTED 0 ''r",' PROTECTED B 0 <-.,
PROTEGE B

,..;,.
NATO DIFFUSION RESTREINTE ,,;.

PROTEGE B" ': ' .
PROTECTEDC 0 '.:,,! NATO CONFIDENTIAL D .', PROTECTEDC 0PROTEGt C

4'-'-,
NATO CONFIDENTIEL :.-/ PROTEGEC

0
,.,' D", " " DCONFIDENTIAL

"
NATO SECRET . , CONFIDENTiAL

CONFIDENTIEL .: ~ ..ir~ NATO SECRET ", CONFIDENTIEL ~...
SECRET 0 ~." COSMIC TOP SECRET 0 SECRET DSECRET '" ' .e, COSMIC TRES SECRET SECRET
TOP SECRET 0

..
,{ TOP SECRET 0.. ,".,. ':-

TRESSECRET
",

'i TRES SECRET :", : 'rl' .) ;. .'
TOP SECRET (SlGINn D' . ' ., TOP SECRET (SIGINn 0'-~ ",

}"
TRES SECRET (SIGlNn

..
TRES SECRET (SIGIN11"

, .-~c: r;:; 1\~II l

MJ-DSSGU



1+1 Government
of Canada

Gouvernement
du Canada

Contract Number I Numero du contral
19294.090124

Security Classification I Classification de secume

f7l No I IYes
L.-J Non L.JOui

~8~.~Wi~'~1t~he~su~p~p~'i!er~re!qU~ir!e~a~cce~s~s~to~P~R~O~T'E'C~T'E~D~a~nd!/!Of!IIJIC~LA!S!S!I~F!'E!D~C~O!M!S!E~C~I~nfo~rm~a~ti~o~n~o~ra~ss~e~ls!? •••••••••• I!r7l!lN~O•• I"Iy~e.s.
Le foumisseur aura-t-il acces a des renseignements ou a des biens COMSEC designes PROTEG!::S eUou CLASSIFIES? t,{j Non L.JOul
It Yes. Indicate the level of sensitivity:
Dans l'affinnatiVe, indiouer Ie niveau de senslblllie ;

9. 'Mil the suppfler require access to extremely sensitive INFOSEC infonnation or assets?
Le foumisseur aura-t.lI acces a des renseignements ou iI des biens INFOSEC de nature extr6mement delicate?

Short TItle(s) of material' Tltre(s) abrege(s) du materiel:
Document Number' Numero du document:

PART B - PERSONNEL (SUPPLIER) I PARTIE B - PERSONNEL (FOURNISSEURI
O. a) Personnel security saeenlng level required' Nlveau de contrOle de la securite du personnel requis

[(]
o
D

RELIABILITY STATUS
COTE DE FlAB lUTE

TOP SECRET- SIGINT
TRES SECRET - SIGINT

SITE ACCESS
ACCES AUX EMPLACEMENTS

D
D

CONFIDENTIAL
CONFIDENTIEL

NATO CONFIDENTIAL
NATO CONFIDENnEL

O SECRET
SECRET

O NATO SECRET
NATO SECRET

D
o

TOP SECRET
TRESSECRET

COSMIC TOP SECRET
COSMIC TRES SECRET

Special comments:
Commentalres spec/aux :

NOTE: It multiple levels ot screening are identified, a Seauity Classlfication Guide must be provided.
REMARQUE: Si lusleurs niveaux de controle de secume sont r uis un ulde de classification de la securite doit /lire toumi.

O. b) May unscreened personnel be used tor portions ot the wor1<? f7l No DYes
Du personnel sans autorisation securitalre peut-it se volr confier des parties du travail? l!...J Non Oul

If Yes, will unsereened personnel be escorted? D No DYes
Dans I'affirmative, Ie personnel en question sera-t-it escorte? Non Qui

PART C - SAFEGUARDS (SUPPLIER) I PARTIE C - MESURES DE PROTECTION (FOURNISSEUR)
INFORMATION' ASSETS / RENSEIGNEMENTS' BIENS

11. a) Will the supplier be required to receive and slore PROTECTED and/or CLASSIFIED infonnalion or assets on Its site or
premises?
Le foumlsseur sera.t.lltenu de recevoir et d'entreposer sur place des renseignements ou des biens PROTEGES eUou
CLASSIFIES?

D No f7lYes
Non l!..JOul

11, b) Will the supplier be required to safeguard COMSEC information or assets?
Le foumisseur sera-t-i1 tenu de proteger des renseignements ou des biens COMSEC?

r71 No DYesL!J Non Oui

PRODUCTION

11. c) 'Mil the production (manufadure, andlor repaIr andlor modification) of PROTECTED andlor CLASSIFIED material Of equipment
occur at the suppijer's site or premises?
les inslallatlons du foumlsseur serviront-elles a la production (fabrication eUou reparation eUou modification) de materiel PROTEGE
eUou CLASSIFIE?

I7l No DYes
LiJ Non Oui

INFORMATION TECHNOLOGY (IT) MEDIA , SUPPORT RELATIF A LA TECHNOLOGIE DE l'lNFORMATION (TI)

11. d) vvm the supprlElr be required to use its IT systems to electroolcally process, produce or store PROTECTED and/or CLASSIFIED
information or data?
Le fournisseur sera-t-il tenu d'utUiser ses propres syst~mes Informatlques pour trafter, produire ou stocker illectroniquement des
renseignements ou des donnees PROTEGES ef/ou CLASSIFIES?

D No f7lYe~
Non~OUl

Canada

r71 No DYes
~ Non Oui

C4Security Classification / ClassiTBS/SCT 350-103(2004/12)

11. e) 'Mil there be an electronic link between the supplier's IT systems and the govemment department~~n.5X'? _ ••••.
Disposera-t.on d'un lien electronique entre Ie systeme informatlque du fournlSSlpf\llllluiliu ~~llMt
gouvememenlale? UU..J .-
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Conlract Number I Numero du contral

19294-090124
Security Classification / Classification de secume

For users completing the form manually use the summary chart below to indicate the categoryfres) and level(s) of safeguarding required at the supplier's
slle(s) or premises.
Les utilisateurs qui remplissenlle formulaire manuellement dolvent uWser Ie tableau recapilulatif ci-dessous pour Indiquer, pour chaque categorie, les
niveaux de sauvegarde requ;s aUll Installations du foumisseur.

For users completing the form online (via the Internet), the summary chart is automatically populated by your responses 10 previous questions.
Dans Ie cas des ulWlsaleurs qui rempllssentle formula Ire en IIgne (par Internet), les reponses aux questions precedenles sont automatlquement salsies
dans Ie tableau recapitulatif.

SUMMARY CHART I TABLEAU RECAPITULATIF

CotegOry PROTECTED ClASSIFIED NATO COMSECC."gorio PROTEGE ClASSiFIE

TOP NATO NATO NATO COSJ.l1C PROTECTED TO/"A B C C<:lt<FIOENTlAl. S€CREt SECRET REST~lcrEO C<:lt<FIOENTW. SECIlET TO/" PROT~ CONFIIJENTIAl. S€CREt S€CRET
S€CREt

CONFIOENTIEL TRES NATO NATO COSMIC A B C CON FroENTIEL TRES
SECREt DIFFUSION CONFIOENTtEl TRE' SeCRET

RE5TR~!'fTE SECIlET
Intonnalion I Assets .j ~~ense'lQnements I Biens
ProdUCtioo

IT ...,edi. I .; --<...ull/lO!tTI
ITlInJ< J
Lien~edroniQue

12. a) Is the description of the work contained within this SRCL PROTECTED and/or CLASSIFiED?
La description du lravail vise par la presente LVERS est-elle de nalure PROTI:GEE eVou CLASSIFIEE?

If Yes, classify this fonn by annotating the top and bottom In the area entitled "Security Classification",
Dans I'affinnatlve, classIfier Ie present fonnulalre en Indlquant Ie nlveau de s'curlte dans la case InUlu'H
• Claslliflcatlon de s6curilli » au haut et au bas du fonmulalre.

12. b) MI the documentation attached to this SRCL be PROTECTED and/or CLASSIFIED?
La documentation assoaee a la presente LVERS sera-t-elle PROTEGEE eVou CLASSIFIEE?

If Yes, classify thlll fonm by annotating the top and bottom In the area entitled "Securlty Classification" and Indlcata with
attachments (e.g, SECRET wIth Attachments).
Dans I'afflnmative, classifier Ie present fonmuralre en lndlquant Ie nlveau da s6curlte danllla case IntltulH
« Classification de lI'curit6 » au haut et au bas du fonmulalre at Indlquer qu'U y a d811p"ces Jointell (p. ex. SECRET avec
des pieces jolntell).

DOJ - S~~"~I)
S N 2011 18 0 4

r7JNO
L!...J Non

~NO
~Non

DYes
Oui

DYes
Oui

TBS/SCT 350-103(2004112) Security Classification I Classification deme _ SSGlPt Canada
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of Canada

Gouvemement
duCanada

Contract Number 1Numero du contral

19294-090124 "!.
Security Classification 1Classification de s~eurit~

SECURITY REQUIREMENTS CHECK LIST (SRCL)
USTE DE veRIFICATION DES EXIGENCES RELATIVES A LA SECURITE• ••• ••• •

. Originating Government Department or Organization 1 2. Branch or Directorate 1Direction g~neraJe ou Direction
Ministere au organisme gouvememental d'origlne Department of Justlc. Cilnada 1MB 1 TSD

. a) Subcontract Number 1 Numero du contrat de sous.traitance 3. b) Name and Address of Subcontractor 1 Nom et adresse du sous-traitant

4. Brief Description of Work 1 Breve description du travail
Evidence conversion and pubflshing services (up to and including the Secret Level).

Yes
Oui

Yes
Oui

o

[{] ~~n ~:~

f7l No DYes
l..!-.J Non Oui

No release restrictions
Aucune restriction relative
~ la diffusion

7. b Release restrictions 1Restrictions relatives ~ la diffusion
No release restrictions All NATO countries 0
Aucune restriction relative Taus las pays de I'OTAN
a la dIffusion

5. a) 'Mil the supplier require access to Controlled Goods?
le fournlsseur aura-t.il acres ~ des marchandises contrOlees?

5. b} 'Mil the supplier require access to unclassified military tachlllcal data subject to the provisions of the Technical Data Control
Regulations?
le foumisseur aura-t-il acres ~ des donnees techniques militaires non classifiees qui sont assujetlies aux dispositions du Reglement
sur Ie contrOle des donnees techn° ues?

Indicate the type of access required Ilndiquer Ie type d'acces requis

6. a} 'Mil the supplier and its employees require access to PROTECTED andlor CLASSIFIED information or assets?
le foumisseur alnsi que les employes auront-ils acces ~ des renselgnements ou a des biens PROTI:GES et/ou CLASSIFI~S?
(Specify the level of access using Ihe chart in Question 7. c)
Preciser Ie nlveau d'acces en utillsant Ie tableau ui se trouve a la uestion 7. c

6. b} 'Mil the supplier and its employees (e.g. cleaners, maintenance personnel) require access to restricted access areas? No access to f"7l No
PROTECTED andlor CLASSIFIED information or assets is permitted. ~ Non
le foumisseur et ses employes (p. ex. nettoyeurs, personnel d'entretien) aurontoils acces a des zones d'acres restreintes? l'acces
a des rensei nements au ~ des biens PROTEGES et/ou CLASSIFIES n'est as autorise.

6. c} Is this a commercial courier or delivery requirement with no ovemight storage?
S'agil-il d'un contrat de messagerie ou de ~vrajson commerciale sans entreposage de nuit?

7. a Indicate the e of information that the su ier wil be uired to access 1100 uer Ie e d'informatJon au uelle foumlsseur devra avoir acres

NATO 1 OTAN Foreign 1 Etranger

Not releasable
A ne pas diffuser

Restricted to: llimit~ ~ :

Specify country(ies}: 1Preciser le(s} pays:

Restricted to: 1 limite a : D
Specify country(ies): J Prt!ciser fees} pays:

Restricted to: llimilt! ~ : 0
Specify countryQes): 1 Preciser le(s) pays :

Canad~
'•••r "..-.~.,~.

PROTECTED A
PROTEGE A
PROTECTEDB
PROTEGE B
PROTECTED C
PROTEGEC
CONFIDENTIAL
CONFIDENTIEl
SECRET
SECRET
TOP SECRET
TRESSECRET
TOP SECRET (SIGINT)
TRES SECRET SIGINT}

....•~':." .
.: :....:. ,f,,/;.~~::..:~.".;
...... :...

Security Classification 1ClassIfication de 5, ,

NATO UNCLASSIFIED
NATO NON ClASSIFIE
NATO RESTRICTED
NATO DIFFUSION RESTREINTE
NATO CONFIDENTiAl
NATO CONFIDENTIEL
NATO SECRET
NATO SECRET
COSMIC TOP SECRET
COSMIC TRES SECRET

TBSlSCT 350-103(2004112}

7. c level of information 1Niveau d'infomnation
PROTECTED A
PROTEGE A
PROTECTED B
PROTEGE 8
PROTECTEDC
PROTEGE C
CONFIDENTIAL
CONFIDENTIEl
SECRET
SECRET
TOP SECRET
TRESSECRET
TOP SECRET (SIGINT)
TRES SECRET SIGINT}

.... t r .•...••." .•. ,' ...
......... ., .



1+1 Government
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Gouvemement
du Canada

Contract Number I Numero du contrat

19294-090124 :t
Security Classification I Classification de sl!curite

. . . ' . ..
8. WI'I the supplier require access to PROTECTED and/or CLASSIFIED COMSEC information or assets?

({]No,U,YesLe foumisseur aura-t-il acces a des renseignements ou a des biens COMSEC d~sjgMS PROTt;G~S el/ou CLASSIFIES? .f Non Oui
" Yes, indicate the level of sensitivity:
Dans I'affirmative, indiQuer Ie niveau de sensibilite :

g. WIll the supplier require access to extremely sensitive INFOSEC information or assets? o N°,D,YesLe foumisseur aura-t-il acces a des renseignements ou a des biens INFOSEC de nature ext~mement d~licate? Non Oui

Short TItle(s) of material I TItre(s) abrege(s) du mat~riel :
Document Number I Numero du document:,:I.,~ : . . • .. . ., . : . - • • - .

O. a) Personnel security screening level required I Niveau de contrOIe de la securite du personnel reqUis

0 RELIABILITY STATUS 0 CONFIDENTIAL [(] SECRET
D

TOP SECRET
COTE DE FIABILITE CONFIDENTIEL SECRET TRESSECRET

0 TOP SECRET- SIGINT

D
NATO CONFIDENTIAl D NATO SECRET

D
COSMIC TOP SECRET

TRES SECRET - SIGINT NATO CONFIDENTIEL NATO SECRET COSMIC TRES SECRET

0 SITE ACCESS
ACCES AUX EMPLACEMENTS

Special comments:
Commentalres speaaux :

NOTE: If multiple levels of screening are identified, a Security Classi1ica1ion Guide must be provided.
REMARQUE : SI plusieurs niveaux de contrOle de ~curlte sont reQuis. un !luide de classification de la securit~ dolt ~tre foumi.

10. b) May unscreened personnel be used for portions of the work? o No DYesDu personnel sans autorisation securitaire peut-~ se voir contier des parties du travail? Non Oul
If Yes, will unscreened personnel be escorted? o No DYesDans raffirmative, Ie personnel en question sera-t-;I escorte? Non Oui., ... .. . . - - • .-. • • . .

INFORMATION I ASSETS I RENSElGNEMENTS I BIENS

". a) W.I the supplier be required to receive and store PROTECTED andlor ClASSIFIED information or assets on its site or o No 0Yes
premises? Non Oui
Le foumisseur sera-t-i1 tenu de recevoir et d'entreposer sur place des renseignements ou des biens PROTEGES et/ou
ClASSIFIES?

1,. b) Willihe supplier be required to safeguard COMSEC Information or assets? [2] No DYesLe foumisseur sera-t-il tenu de protl!ger des renseignements ou des biens COMSEC? .f Non Oui

PRODUCTION

". c) Will the production (manufacture, and/or repair andlor modification) of PROTECTED and/or ClASSIFIED material or equipment [2] No DYesoccur at the supplier's site or premises? .f Non Oul
Les installations du foumlsseur servironl-elles a la production (fabrication et/ou reparation et/ou modification) de matl!fiel PROTEGE
etlou CLASSIFIE?

INFORMATION n:CHNOLOGY (IT) MEDIA I SUPPORT RELATIF A LA TECHNOLOGIE DE L'INFORMATION (TI)

". d) VVlIIthe suppfier be required to use its IT systems to electronically process, produce or store PROTECTED and/or CLASSIFIED
D No ~~resinfOlTnation or data? Non Oui

Le foumisseur sera-l-il tenu d'utiliser sas propres systemes informatiques pour traiter, produire ou stocker l!Iedroniquement des
renseignemenls ou des donnl!es PROTEGES etlou ClASSlFIES?

". e) Win there be an electronic link between the suppner's IT systems and the government department or agency? o No DYes
Disposers-t-on d'un lien l!Iectronique entre Ie systl!me informalique du foumlsseur et celui du minlst(!re ou de ragence .f Non Oui
gouvemementale?

TBSlSCT 350-103(2004112) Security Classification I Classification de ~,

:',
1
.jl' . , ........ -. ". ..

Canadrl
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Contrad Number} Numero du conlra!

19294-090124 R
Security Classification I Classification de s~curue

For users completing the form manually use the summary chart below to indicate the eategOry(les) and level{s) of safeguarding required at the supplier's
site(s) or premises.
Les utillsateurs qui remplissenl Ie formulaire manuellement doivenl utiliser Ie tableau ~capitulalif ci-dessous pour indiquer. pour cnaque calegorie. les
niveaux de sauvegarde requis aux inslal/ations du foumisseur.

For users completing the form online (via the Internet), the summary chart is automatically populated by your responses 10 previous questions.
Dans Ie cas des utillsaleurs qui remplissenl Ie formula/re en IIgne (par Internet), res r~ponses aux queslions pred!dentes sonl autornatiquemenl salsies
dans Ie tableau r~pitulatif. . .

SUMMARY CHART I TABLEAU RECAPITULATIF

Cetegory PROTECTEO CLASSIFIED NATO CO,",SEC
Cat6gorie PROT~G~ ClASSIRE

To. NATO NATO NATO COSMIC PROTECTED Top
A S C CoNfiDENTIAL SECREl SECRET RESTRFCTE:D CoNFIDENTIAl SECRET TOI' PROT£G£ CONFIDE"flAL SECRET SECRET

SECRET
CoNFIOENTIEL TR£:; NATO NATO COSMIC A B C CoNFIOEHnEL TRES

SECRET DIFFUSION CONFIOENTIEl TR£:; SECRET
RESTRBNTE SECRET

Information / A.sets .;R..,s •• onement./ Bien.
Production

rr Me<r", / .;
$""""",TI
IT Unk / r ILien rIOoctroni~

12. a) Is the description of Ihe work contained wilhin this SRCL PROTECTED andlor CLASSIFIED?
La description du travail vise par la presente LVERS est-elle de nature PROTI:GEE et/ou ClASSIFIEE?

If Yes, classify this fonn by annotating the top and bottom In the area entitled "Security Classification".
Dans fafflnnative, classifier Ie pr6sent fonnulalre en Indiquant Ie nlveau de sKurltiJ dans ia case Intltuloo
••Classification de sKurltiJ " au haut et au bas du formula Ire.

12. b) Will the documentalion attached to this SRCL be PROTECTED andfor CLASSIFIED?
La documentation associ~ ~ la presenls LVERS sera-t-elle PROTEGEE eUou CLASSIFIE:E?

If Yes, classify this fonn by annotating the top and bottom In the area entitled "Security Classification" and Indicate with
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1. INTRODUCTION�

This document outlines the federal Department of Justice’s (Justice) Information Technology 
(IT) Security requirements for the processing of protected data up to and including the level of 
Protected B (PB).  In absence of a formal Threat-Risk Assessment (TRA) and due to the IT 
portion of the Security clearance being contract specific, the intent of this document is to state 
the minimum safeguards required in order that the processing of PB information be approved by 
the Department’s IT Security Coordinator (ITSC), in addition to the adherence of all safeguards 
required by the Canadian Industrial Security Directorate (CISD). 

Security is based upon layers of protection; that is, in order for the requirements of the IT 
Security (ITS) to effectively safeguard the information, they must be preceded and supported by 
other aspects of security and the associated policies.  The physical, personnel and information 
security safeguards in accordance with the Policy on Government Security and ITS related 
Standards must exist prior to the implementation of ITS safeguards. 

2. MANDATORYPREREQUISITES�

2.1. PWGSC Validation for Physical Security 

The application of the security safeguards listed in this document are based on the mandatory
requirement that the physical premises have been inspected, certified and accredited to process 
and store PB information by the Canadian Industrial Security Directorate (CISD), Public Works 
and Government Services.  The Departmental Security Officer’s (DSO) office will validate the 
certification and notify the ITSC. 

A CISD Field Industrial Security Officer (FISO) will perform a bi-annual inspection to ensure 
that premises PWGSC certification is maintained. 

2.2. Personnel Security 

All personnel who have access to the material being processed must hold valid Government of 
Canada security clearance at the appropriate level (dictated by the sensitivity of the material) and 
have the “need to know”. 

The Department of Justice has the option to request the contractor to attend a Security/IT 
briefing session.

2.3. Information Security 

All hard copy documents and other media formats must be handled and transported in 
accordance with Government of Canada guidelines.   All hard copy documents and other media 
will be marked with the appropriate security classification as provided by Justice.  Any covering 
letter, transmittal form or circulation slip will be marked to indicate the highest level of 
classification of the attachments. 
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Transportation of information associated with this contract into or out of the physical premises 
must adhere to RCMP G1-009 “Transport and Transmittal of Protected and Classified 
Information”.

2.4. Security Policy Compliance Monitoring 

On a frequency to be determined by the Safety, Security and Emergency Management Division 
(SSEMD), the Department of Justice retains the right to conduct inspections of the contractor’s 
facility to ensure compliance with Government of Canada standards and policies with respect to 
the handling, storage and processing of protected information. 

3. MINIMUM�IT�SECURITY�REQUIREMENTS�

3.1. IT Security Policy Compliance and Monitoring 

On a frequency to be determined by Technology Services Division/Information Technology 
Security, the Department of Justice retains the right to conduct inspections of the contractor’s 
facility to ensure compliance with Government of Canada standards and policies with respect to 
prevention, detection, response and recovery requirements in the Operational Security Standard: 
Management of Information Technology Security (MITS).

3.2. Adherence to Government of Canada Policies 

All information technology related operations must adhere to the overall requirements outlined in 
the Operational Security Standard: Management of Information Technology Security.
Specifically, sections 16-18 referring to prevention, detection, response and recovery. 

3.2.1 Prevention 

Prevention safeguards protect the confidentiality, integrity, and availability of information and IT 
assets.

3.2.1.1 Physical Security within the IT Security Environment 

The contractor will provide the Department of Justice ITSC with the list of physical safeguards 
which are implemented in the facility which is used to process and store PB information. All 
equipment processing PB information is to reside in an operations zone as per the RCMP G1-026 
“Guide to the Application of Physical Security Zones”. 

The equipment within the operations zone, which is used to process the PB information, must be 
either standalone, or connected to an adequately protected1 network.  In addition, if PB-rated 
information is contained on the contractor’s production network, that network must be certified 

1 A network which has MITS safeguards in place. 
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and accredited to the level of PB and access to Justice-related information must be restricted to 
individuals working with the data, who have the required clearance and the need-to-know. 

If PB-rated information is to be transmitted, through electronic mail, external to the PB certified 
and accredited network, all PB content (body or attachment) must be encrypted according to the 
specifications in ITSA-11d (GoC PKI is adequate). 

The use of wireless technology for the processing of  PB information is prohibited.

3.2.1.2 Storage, Disposal and Destruction of IT Media 

All material such as CD/DVDs, flash/thumb drives, workstation hard disks, server hard disks, 
backup tapes and any other devices used to process or store PB information must be identified 
and itemized by model and serial number for hard disks, and by label for any other media which 
cannot be identified by model or serial number.  These devices or material must be retained and 
properly wiped or sanitized in a manner adhering to CSEC ITSG-06: Clearing And Declassifying 
Electronic Data Storage Devices upon termination of the final contract. 

The contractor must provide the Department of Justice ITSC with a list of equipment and media 
being used.  In addition, only equipment and media that has been identified, itemized and 
documented may be used to process PB information associated with Department of Justice 
contracts.

In the event that equipment requires maintenance, support or replacement, no hardware 
associated with the processing or storage of PB information may be given to an outside vendor. 

3.2.1.3 Authorization and Access Control 

The contractor must provide the Department of Justice ITSC with a list of all individuals who 
have access to the PB information being processed for the Department, along with the 
contractor’s policies and procedures for adding individuals to the environment and the process 
followed when an individual is removed from the environment. 

In following the ‘principle of least-privilege’, the contractor must provide only the minimum 
access required for individuals to perform their duties. 

3.2.1.4 Mobile Computing and Teleworking 

Mobile computing and teleworking are prohibited.  Laptops or any removable media, if used, 
containing PB, information may not be removed from the contractor’s CISD-inspected site 
without the written approval of the Department of Justice DSO. 

3.2.1.5 Emanations Security 

The Operational Security Standard: Management of Information Technology Security states that 
organizations should use TEMPEST protection for Top Secret and Protected C information when 
justified by a Threat and Risk Assessment; therefore, TEMPEST equipment need not be 
considered unless otherwise required by the CISD. 
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3.2.1.6 Telecommunications Cabling 

It is important to control and monitor access to telecommunications wiring, spaces and pathways 
to avoid inadvertent or deliberate connection to any other network.

3.2.1.7 Software Integrity and Security Configuration 

The contractor must configure the security of their operating systems and application software 
being used to process PB information in accordance with security best practices (such as the 
Microsoft Security Compliance Toolkits for servers and clients, CSE or NIST documentation). 
The contractor must implement safeguards to harden servers and workstations processing PB 
information, and detail that information in a document to be delivered to the Department of 
Justice ITSC. 

3.2.1.8 Malicious Code 

In order to protect systems and information from malicious code such as viruses, trojan horses, 
and network worms, procedures for introducing new equipment or information into the 
environment must be documented and followed.  In addition to network safeguards such as 
NIDS and firewall technology, the contractor must install, use and regularly update antivirus and 
malware detection software and conduct scans on all electronic files from external systems. 

3.2.2 Detection

It is important to have the ability to detect security related issues within the operating 
environment which processes PB information.  It is useful to use sources such as system logs, 
virus protection software and other system tools to monitor systems.  In order to adequately 
protect information there must exist the ability to detect activity such as unauthorized access, 
unplanned disruption of systems or services or unauthorized changes to system hardware, 
firmware, or software.  Detection mechanisms which are used by the contractor must be 
documented and provided to the Department of Justice ITSC. 

3.2.3 Response and Recovery 

3.2.3.1 Incident Response 

The Policy on Government Security requires departments to ‘establish mechanisms to respond 
effectively to IT incidents and exchange incident-related information with designated lead 
departments in a timely fashion’.  Similarly, the Department requires the contractor to have a 
documented incident response process. All documentation pertaining to incident response must 
be provided to the Department of Justice ITSC. 

3.2.3.2 Incident Reporting

It is paramount that the Department of Justice DSO and ITSC are made aware of any security-
related incidents with respect to the facilities and equipment used to process and store PB 
information associated with Department of Justice contracts. 
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The contractor must report any security-related incidents to the Department of Justice DSO and 
ITSC within two hours of an incident being detected or reported. 

3.2.3.3 Recovery 

The ability to recover systems and information is extremely important in any IT environment.  
The Department of Justice requires the contractor demonstrate the ability to address systems 
recovery by providing documentation relating to systems and server backup policies (e.g. 
processes used, tests restores, retention periods and storage of backup media).  This 
documentation shall be forwarded to the Department of Justice ITSC. 


