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Security - Sécurité
This revision does not change the security requirements of the Offer.
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Instructions: See Herein
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The Offeror hereby acknowledges this revision to its Offer.
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This amendment 004 is raised to address questions that have been raised by
bidders.

ALL OTHER TERMS AND CONDITIIONS REMAIN UNCHANGED.
Question-1

Please provide a clarification on the phrase, "must provide the functionality”" sinceit will have an
effect on some of the quoted prices. For instance, in Annex A, Section 10.14.1, functionality is
required to be able to provide a T1 interface. In our product, the T1 interface is provided by
connecting an external assembly to the Ethernet port on the wireless radio. The external assembly
converts the Ethernet port to aT1 port. Thus a port is then available to accommodate a standard
T1interface as defined in the spec. In this case, the external assembly is only required when a
T1interface is desired and would add unnecessary cost to the radio if only an Ethernet interface
will be used

Shall we quote the radio as having an optional capability to provide a T1 interface and then quote
the optional external assembly separately?

Answer-1 Must provide the T1 functionality as originally specified.
Question-2

Section 7.3 statesthe following: " Each PTP radio must be available to be supplied with two (2)
lightning protection modules (LPM)."

Could you clarify the statement as the "must be available to be supplied" segment could lead to
an interpretation of being an optional features and not included in the radio system as presented
in the basis of payment section. Are the 2 external LPM to be included in the radio system or are
they to be an options to the Basis of payment price?

Answer-2 Two modules must be provided for each radio. Delete the following three words:
"available to be" between "must be" and "supplied with".

Question 3

Annex A - Should 2.2 and 2.3 beread as2.1.1 and 2.1.2?

Answer 3 Yes. 2.2 should be2.1.1. 2.3 should be 2.1.2.

Question 4

What is the difference between {2.4, 2.5} and 3.1? Would conformance of Section 2 conform
3.1?

Answer 4 Please indicate compliancy to all three statements.

Question 5

What is the difference between 7.2.3 and 7.5?
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Answer 5 Delete statement 7.5

Question 6

9.3.1 refersto Section 8 for environment requirements and Section 8 is software requirement.
Please clarify.

Answer 6 Please refer to section 7 instead of section 8.

Question 7

10.8.1 - Round trip latency between radiosis less than 10 ms. How isthe latency due to the
processing limitations of personal computer from which radio is pinged accounted?

Answer 7 - The system must provide 10 ms of latency as per the manufacturers data sheet.
Computers will add some latency which is not accounted for.

Question 8

Will the T1 interface be from an external unit to the radio? Will it be Ethernet connectivity?
Answer 8 - The T1 interface can be an internal or an external unit. Connectivity between external
units are to be determined by the manufacturer.

Question 9

10.19 - GPSto provide global positioning information is understood. However why is GPS
needed for frame synchronization when it can be achieved through alternative better means? Can
offeror suggest better, superior synchronization mechanisms to achieve higher throughput instead
of GPS?

Answer 9 No. Please provide the functionality as stated.

Question 10

Annex B, C, D and E are needed only when an order is placed after the selection of the vendor.
Isthat right?

Answer 10 B,D and E are completed at time of call up.

C must be completed.

Question 11

The submission process immediately requires only Annex A and Annex F - Isthat right?

Answer 11 Yes. Annex A and F must be completed.
Question 12

The requirement is for an antenna with the following characteristic: :

Parabolic,
dual polarized,
support for 4.9GHz-5.8GHz
gain of at least 32dB
4ft in diameter
While these exist, we would like to offer a solution that would have all the characteristic but in a
smaller form factor, hence requiring a lesser installation to support the same wind loading and
obviously alesser cost to the crown . The solution would be a parabolic antenna, dual polarized,
for the 4.9-5.8GHz band, with at least 32dbl of gain but in a smaller size than 4ft. Considering
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the saving it could represent to the crown, we would seek your approval to accept it as compliant
inlieu of the 4ft dimension as specified in the RFSO

Answer 12 - The physical dimensions are maximums.

4ft in diameter is changed to: 4 ft in diameter or less.

Question 13

Item 10.4 The bidder must include dual polarized,4.9-5.8GHz range, 4 foot external dish with a
gain of at least 32db

Question: Please specify, if the size of the antennais smaller but have the same gain of 32db,
does this can be acceptable ?7??

Answer 13- See answer 12.
Question 14

Annex A-SOR Section 4.1 refersto the security upgrade to FIPS 197 with AES 256 encryption.
Considering that RCMP is the country's national police organization, the security of data integrity
is paramount to police operations and that any claims of security support is extremely hard to
verify for networking products. Security certification almost aways has different levels of
compliancy. Would it be in the interest of the Government, in order to properly evaluate the
various implementations of the standard, to require bidders to demonstrate the various levels of
certifications through standard NIST Documentation? For example, referring to an approved list
that can be found in the Advanced Encryption Standard (AES) Algorithm Validation List,
(http://csre.nist.gov/groups/STM/cavp/documents/aes/aesval .html ).

Answer 14 - We do not require NIST documentation.
Question 15

Annex A-SOR Section 4.1 refers to the security upgrade to FIPS 197 with AES 256 encryption.
Considering the overall security requirement of the RFSO, would it also be to the advantage of
the government to require FIPS 140-2 level certification or to demonstrate the commitment to
achieve certification for products included in the RFSO responses? FIPS

140-2 is recognized as a de facto requirement for alarge number of security agencies and
government organizations both in Canada and abroad and providing this level of security would
be in line with the requirement of the products to be used by the RCMP. FIPS 140-2
certification is a process that takes well over ayear to complete and every stage is monitored on
the publicly available NIST list.
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a. Certified implementation:
http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/140val-all.htm

b. In process of certification:
http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/140I nProcess. pdf

Answer 15 We do not require NIST documentation
Question 16

Annex A-SOR Section 4.3 requires the PTP radios to support the ability to export the GPS
coordinates to a mapping tool. The support would require a GPS receiver and antenna to be
installed at each location where aradio is deployed in the network. Thiswill be the only method
available for the remote radios to obtain the required GPS coordinate information and for these
details to then be made available for polling by a remote management

Answer 16 Agree with statement.
Question 17

Annex A-SOR Section 10.14 requires Ethernet data rates up to 100 Mbps. For |P based

networks, Ethernet data rates can fluctuate with packet size. So a network device that supports
100Mbps, may be able to transmit at wire-speed for large packet sizes (e.g. 1536 bytes), but
could have challenges with smaller packet sizes. For example, voice and video metadata may
require very small packet sizes. If aradio is capable of handling 12,000 packets per second, this
will allow the device to deliver 100M bps when using 1024 Byte packets while only delivering
6.15 Mbps with 64 byte packets. Given the above, would the government consider adding the
reguirement to specify the packet processing capability (usualy referenced as packets per
seconds or pps value) for

the proposed products that would be submitted in response to this RFSO?

Answer 17 No.
Question 18

Annex A-SOR Section 10.16: For most radio systems, the Transmit (Tx) Power will vary
based on the different modulation rates that are supported for the platform. This
modulation rate will be determined based on the quality (or Signal-to-Noise value) for the
radio transmission. Considering the requirement for low latency of this RFSO and the
mandatory performance of 100M bps, both of which are tied to the highest level modulation
rate for any given radio, would the government consider modifying the requirement to
require the inclusion of the transmit power at the highest level modulation for the proposed
radio systems? Thiswould bein line with the latency and performance requirements, and
provide the government with afar more relevant comparison of performance between the
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solutions.

Answer 18 No.

Question 19

Annex A-SOR Section 7.3; Please clarify what is meant by the term "must be available to be
supplied".

Does the crown wants this to be available as an option or supplied as part of the Basis of
Payment ?

Answer 19 See answer #2 as this has already been dealt with.

Question 20

Annex A-SOR Section 10.14.1; Does the crown require the T1 interface specifiedin
requirement 10.11.1 to be available on all links supplied, or should it be included as an optional
modul e?

Answer 20 - T1 interface must be included in the bid. The item will be called up as required.
Question 21

CATS5E cable: The requirement # 9.3.3 asks for compliancy to CSA C22.2 No. 214-08, UL 444,
UL 1581, UL1666, ANS/TIA/EIA-568-C.2 standards. Some of these standards related to a
plenum cable wile other one relates to outdoor cable. there is no cable on the market that meet all
these standards, therefore, is the requirementsisfor (2) type of cables- Plenum + Outdoor and
both type should be proposed?

Answer 21 Change requirement 9.3.3 to: Compliancy to ANSI/TIA/EIA-568-b.2 (transmission
integrity), Ingress protection 66 (1P 66).

The RCMP will be responsible to supply plenum rated cables from an independent source.
Question 22

2) RF Cable between the radio and the antenna: s there any requirements for this cable? If yes,
could the length be specified?

Answer 22 No RF cablerequired

Paragraph Description QUESTION
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5.1.1.4 Range Isthe range required the actual distance between two radios or the potential
maximum range for the modulation scheme chosen for the required data rates?Range and data
rates are independent of each other. See answer #18 (no).

10.14.1 Support T1rates..... Canwe assume that the T1 to Ethernet interface will be
supplied by the RCMP?T1 interface must be supplied by the vendor.

Paragraph Description QUESTION

5.1.1.4 Range Isthe range required the actual distance between two radios or the potential
maximum range for the modulation scheme chosen for the required data rates?Range and data
rates are independent of each other. See answer #18 (no).

104 4ft Antenna Would an Antennaof 3ft Diameter with again of 32 dBi be
acceptable?See answer # 12.

10.14.1 Support T1rates..... Canwe assume that the T1 to Ethernet interface will be
supplied by the RCMP?T1 interface must be supplied by the vendor.
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