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BID SOLICITATION FOR
SESSION BORDER CONTROLLER (SBC) SOLUTION
FOR
DEPARTMENT OF NATIONAL DEFENCE

PART 1 - GENERAL INFORMATION

1.1 Introduction

The bid solicitation is divided into seven parts plus attachments and annexes, as follows:

Part 1 General Information: provides a general description of the requirement;

Part 2 Bidder Instructions: provides the instructions, clauses and conditions applicable to the bid
solicitation;

Part 3 Bid Preparation Instructions: provides bidders with instructions on how to prepare their bid;

Part 4 Evaluation Procedures and Basis of Selection: indicates how the evaluation will be conducted, the
evaluation criteria that must be addressed in the bid, if applicable, and the basis of selection;

Part5 Certifications: includes the certifications to be provided,;

Part 6 Security, Financial and Other Requirements: includes specific requirements that must be
addressed by bidders; and

Part 7 Resulting Contract Clauses: includes the clauses and conditions that will apply to any resulting
contract.

The annexes include the Statement of Work and any other annexes.

1.2 Summary

This bid solicitation is being issued to satisfy the requirement of the Department of National Defence (the
“Client”) for a Session Border Controller (SBC) solution for their test centre in Ottawa. Director Information
Management Engineering & Integration (DIMEI) has established a test lab that will evaluate various
network technologies and study their interoperability with existing DND/CF network architectures. This
requirement is to establish the Session Border Controller (SBC) capability, to support the Assured
Services - Session Initiation Protocol (AS-SIP) Project, for the IP Technology Lab (IPTL). An SBC is a
device regularly deployed in Voice over IP (VolP) networks to exert control over the signalling and also the
media streams involved in setting up, conducting, and tearing down telephone calls or other interactive
media communications. SBCs commonly maintain full session state and offer functions, including security,
connectivity through use of a variety of techniques, quality of service (QoS), emergency call prioritization
and media services.

The requirement includes the hardware, software, training and professional services, documentation,
configuration, integration, installation, and 1-year Return to Depot warranty maintenance services.

It is intended to result in the award of a contract for 1 year, plus 4 one-year irrevocable options allowing
Canada to extend the maintenance period, and to buy additional hardware, software licences and
services.
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Bidders must provide a list of names, or other related information as needed, pursuant to section 01 of
Standard Instructions 2003 or 2004, whichever is applicable to this bid solicitation.

There is a security requirement associated with this requirement. For additional information, see Part 6 -
Security, Financial and Other Requirements, and Part 7 - Resulting Contract Clauses. Bidders should
consult the “Security Requirements on PWGSC Bid Solicitations - Instructions for Bidders” document on
the Departmental Standard Procurement Documents
(http://lwww.pwgsc.gc.ca/acquisitions/text/plain/plain-e.html#top) Website.

The requirement is subject to a preference for Canadian goods and/or services.

For services requirements, Bidders in receipt of a pension or a lump sum payment must provide the
required information as detailed in article 3 of Part 2 of the bid solicitation.

This procurement is set aside for Aboriginal Business under the federal government's Set-Aside Program
for Aboriginal Business.

This procurement is set aside from the international trade agreements under the provision each has for
set-asides for small and minority businesses.

Further to Article 1802 of the Agreement on Internal Trade (AIT), AIT does not apply to this procurement.

1.3 Debriefings

Bidders may request a debriefing on the results of the bid solicitation process. Bidders should make the
request to the Contracting Authority within 15 working days of receipt of the results of the bid solicitation
process. The debriefing may be provided in writing, by telephone or in person.
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PART 2 - BIDDER INSTRUCTIONS

2.1 Standard Instructions, Clauses and Conditions

(@) All instructions, clauses and conditions identified in the bid solicitation by number, date and title
are set out in the Standard Acquisition Clauses and Conditions Manual
(https://buyandsell.gc.ca/policy-and-guidelines/standard-acquisition-clauses-and-conditions-manual)
issued by Public Works and Government Services Canada.

(b) Bidders who submit a bid agree to be bound by the instructions, clauses and conditions of the bid
solicitation and accept the clauses and conditions of the resulting contract.

(©) The 2003 (2013-06-01) Standard Instructions - Goods or Services - Competitive Requirements
are incorporated by reference into and form part of the bid solicitation. If there is a conflict
between the provisions of 2003 and this document, this document prevails.

(d) Subsection 5(4) of 2003, Standard Instructions - Goods or Services - Competitive Requirements
is amended as follows:

0] Delete: sixty (60) days
(i) Insert: ninety (90) days

2.2 Submission of Bids

€)) Bids must be submitted only to Public Works and Government Services Canada Bid Receiving
Unit by the date, time and place indicated on page 1 of the bid solicitation.

(b) Due to the nature of the bid solicitation, bids transmitted by facsimile to Public Works and
Government Services Canada will not be accepted.

2.3 Former Public Servant
€) Information Required

Contracts awarded to former public servants (FPS) in receipt of a pension or of a lump sum
payment must bear the closest public scrutiny, and reflect fairness in the spending of public funds.
In order to comply with Treasury Board policies and directives on contracts with FPS, bidders
must provide the information required below before contract award.

(b) Definitions

For the purposes of this clause, "former public servant" is any former member of a department as
defined in the Financial Administration Act, R.S., 1985, c. F-11, a former member of the Canadian
Armed Forces or a former member of the Royal Canadian Mounted Police. A former public
servant may be:

an individual;
an individual who has incorporated;
a partnership made of former public servants; or

a sole proprietorship or entity where the affected individual has a controlling or major interest in
the entity.
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"lump sum payment period" means the period measured in weeks of salary, for which payment
has been made to facilitate the transition to retirement or to other employment as a result of the
implementation of various programs to reduce the size of the Public Service. The lump sum
payment period does not include the period of severance pay, which is measured in a like
manner.

"pension” means a pension or annual allowance paid under the Public Service Superannuation
Act (PSSA), R.S., 1985, c.P-36, and any increases paid pursuant to the Supplementary
Retirement Benefits Act, R.S., 1985, ¢.S-24 as it affects the PSSA. It does not include pensions
payable pursuant to the Canadian Forces Superannuation Act, R.S., 1985, ¢.C-17, the Defence
Services Pension Continuation Act, 1970, c.D-3, the Royal Canadian Mounted Police Pension
Continuation Act , 1970, c.R-10, and the Royal Canadian Mounted Police Superannuation Act,
R.S., 1985, c.R-11, the Members of Parliament Retiring Allowances Act , R.S., 1985, c.M-5, and
that portion of pension payable to the Canada Pension Plan Act, R.S., 1985, c.C-8.

(c) Former Public Servant in Receipt of a Pension
As per the above definitions, is the Bidder a FPS in receipt of a pension? Yes () No ()

If so, the Bidder must provide the following information, for all FPS in receipt of a pension, as
applicable:

name of former public servant;
date of termination of employment or retirement from the Public Service.

By providing this information, Bidders agree that the successful Bidder’s status, with respect to
being a former public servant in receipt of a pension, will be reported on departmental web sites
as part of the published proactive disclosure reports in accordance with Contracting Policy Notice:

2012-2 and the Guidelines on the Proactive Disclosure of Contracts.

(d) Work Force Adjustment Directive

Is the Bidder a FPS who received a lump sum payment pursuant to the terms of the Work Force
Adjustment Directive? Yes () No ()

If so, the Bidder must provide the following information:
name of former public servant;
conditions of the lump sum payment incentive;
date of termination of employment;
amount of lump sum payment;
rate of pay on which lump sum payment is based;
period of lump sum payment including start date, end date and number of weeks;

number and amount (professional fees) of other contracts subject to the restrictions of a work
force adjustment program.

For all contracts awarded during the lump sum payment period, the total amount of fees that may
be paid to a FPS who received a lump sum payment is $5,000, including Applicable Taxes.

2.4 Enquiries - Bid Solicitation

Page 9 of - de 62




Solicitation No. - N° de l'invitation Amd. No. - N° de la modif. Buyer ID - Id de I'acheteur

W8474-146725/A 420¢j
Client Ref. No. - N° de réf. du client File No. - N° du dossier CCC No./N° CCC - FMS No./N° VME
(@) All enquiries must be submitted in writing to the Contracting Authority no later than 10 calendar

days before the bid closing date. Enquiries received after that time may not be answered.

(b) Bidders should reference as accurately as possible the numbered item of the bid solicitation to

which the enquiry relates. Care should be taken by bidders to explain each question in sufficient
detail in order to enable Canada to provide an accurate answer. Technical enquiries that are of a
“proprietary” nature must be clearly marked “proprietary” at each relevant item. Items identified as
proprietary will be treated as such except where Canada determines that the enquiry is not of a
proprietary nature. Canada may edit the questions or may request that the Bidder do so, so that
the proprietary nature of the question is eliminated, and the enquiry can be answered with copies
to all bidders. Enquiries not submitted in a form that can be distributed to all bidders may not be
answered by Canada.

25 Applicable Laws

Any resulting contract must be interpreted and governed, and the relations between the parties
determined, by the laws in force in Ontario.

Note to Bidders: A bidder may, at its discretion, substitute the applicable laws of a Canadian province
or territory of their choice without affecting the validity of its bid, by deleting the name of the Canadian
province or territory specified and inserting the name of the Canadian province or territory of its choice.
If no change is made, it acknowledges that the applicable laws specified are acceptable to the Bidder.
Bidders are requested to indicate the Canadian province or territory they wish to apply to any resulting
contract in their Bid Submission Form.

2.6 Improvement of Requirement During Solicitation Period

If bidders consider that the specifications or Statement of Work contained in the bid solicitation could be
improved technically or technologically, bidders are invited to make suggestions, in writing, to the
Contracting Authority named in the bid solicitation. Bidders must clearly outline the suggested
improvement as well as the reasons for the suggestion. Suggestions that do not restrict the level of
competition nor favour a particular bidder will be given consideration provided they are submitted to the
Contracting Authority in accordance with the article entitled “Enquiries - Bid Solicitation”. Canada will have
the right to accept or reject any or all suggestions.
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PART 3 - BID PREPARATION INSTRUCTIONS

3.1 Bid Preparation Instructions

(@) Copies of Bid: Canada requests that bidders provide their bid in separately bound sections as
follows:
0] Section I: Technical Bid (1 hard copy and 1 soft copy on USB flash drive);

(i) Section II: Financial Bid (1 hard copy and 1 soft copy on USB flash drive);
(iii) Section IlI: Certifications (1 hard copy and 1 soft copy on USB flash drive);
(iv) Section IV: Additional Information (1 hard copy and 1 soft copy on USB flash drive).

If there is a discrepancy between the wording of the soft copy and the hard copy, the wording of
the hard copy will have priority over the wording of the soft copy.

Prices must appear in the financial bid only. No prices must be indicated in any other section of
the bid.

(b) Format for Bid: Canada requests that bidders follow the format instructions described below in
the preparation of their bid:

(i use 8.5 x 11 inch (216 mm x 279 mm) paper;
(i) use a numbering system that corresponds to the bid solicitation;

(iii) include a title page at the front of each volume of the bid that includes the title, date, bid
solicitation number, bidder's name and address and contact information of its
representative; and

(iv) include a table of contents.

(c) Canada’s Policy on Green Procurement: In April 2006, Canada issued a policy directing federal
departments and agencies to take the necessary steps to incorporate environmental
considerations into the procurement process. See the Policy on Green Procurement
(http:/iwww.tpsgc-pwgsc.gc.ca/ecologisation-greening/achats-procurement/politique-policy-eng.ht
ml). To assist Canada in reaching its objectives, bidders are encouraged to:

(i use paper containing fibre certified as originating from a sustainably-managed forest
and/or containing a minimum of 30% recycled content; and

(i) use an environmentally-preferable format including black and white printing instead of
colour printing, printing double sided/duplex, and using staples or clips instead of cerlox,
duotangs or binders.

(d) Submission of Multiple Bids from a Bidding Group:
0] One bidding group may patrticipate in the submission of:

(A)  one bid from any member of the bidding group on its own and one bid from any
member of the bidding group submitted in a joint venture that includes at least one
party that is not related to any of the members of the bidding group;

(B) two bids submitted in joint venture, each of which contains one or more members
of the bidding group, where at least one of the joint ventures includes at least one
party that is not related to any of the members of the bidding group; or

(C) two bids, each of which is from a different member of the bidding group on its own.

(i) The submission of any bids from one or more members of the same bidding group,
except as set out in (i), is not permitted in response to this bid solicitation. If the members
of a bidding group participate in additional bids, Canada will choose in its discretion which
bids to consider. If the members of a bidding group choose to participate in two bids,
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each bid must be a physically separate document, clearly marked as a separate bid.
Each bid will be evaluated independently without regard to other bids submitted and,
therefore, every bid must be complete.

(iii) For the purposes of this article, "bidding group” means all entities (whether those
entities include one or more natural persons, corporations, partnerships, limited liability
partnerships, etc.) that are related to one another. Regardless of the jurisdiction where
any of the entities concerned is incorporated or otherwise formed as a matter of law,
entities are considered "related" for the purposes of this bid solicitation if:

(A) they are the same legal entity (i.e., the same natural person, corporation,
partnership, limited liability partnership, etc.);

(B) they are "related persons" or "affiliated persons" according to the Canada Income
Tax Act;

(C) the entities have now or in the two years before bid closing had a fiduciary
relationship with one another (either as a result of an agency arrangement or any
other form of fiduciary relationship); or

(D) the entities otherwise do not deal with one another at arm's length, or each of them
does not deal at arm's length with the same third party.

(e) Joint Venture Experience:

Except where expressly provided otherwise, at least one member of a joint venture Bidder must
meet any given mandatory requirement of this bid solicitation. Joint venture members cannot pool
their abilities to satisfy any single mandatory requirement of this bid solicitation. Wherever
substantiation of a mandatory requirement is required, the Bidder is requested to indicate which
joint venture member satisfies the requirement. Any Bidder with questions regarding the way in
which a joint venture bid will be evaluated should raise such questions through the Enquiries
process as early as possible during the solicitation period.

Example: A bidder is a joint venture consisting of members X, Y and Z. If a solicitation requires:
(a) that the bidder have 3 years of experience providing maintenance services, and (b) that the
bidder have 2 years of experience integrating hardware with complex networks, then each of
these two requirements can be met by a different member of the joint venture. However, for a
single requirement, such as the requirement for 3 years of experience providing maintenance
services, the bidder cannot indicate that each of members X, Y and Z has one year of experience,
totaling 3 years. Such a response would be declared non-responsive.

3.2 Section |: Technical Bid
(@) The technical bid consists of the following:

() Bid Submission Form: Bidders are requested to include the Bid Submission Form -
Attachment 1 with their bids. It provides a common form in which bidders can provide
information required for evaluation and contract award, such as a contact name and the
Bidder’'s Procurement Business Number, etc. Using the form to provide this information
is not mandatory, but it is recommended. If Canada determines that the information
required by the Bid Submission Form is incomplete or requires correction, Canada will
provide the Bidder with an opportunity to do so.

(i) Substantiation of Technical Compliance:The technical bid must substantiate the
compliance of the Bidder and its proposed solution with the specific articles of Annex A
(Statement of Work) identified in the Substantiation of Technical Compliance Form,
which is the requested format for providing the substantiation. The Substantiation of
Technical Compliance Form is not required to address any parts of this bid solicitation not
referenced in the form.

(iii) Description of the Bidder’s Maintenance and Support Services: The Bidder must
include a description of its maintenance and support services for hardware/software,
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which must be consistent with all the requirements described in the Resulting Contract
Clauses, including the Statement of Work. At a minimum, the Bidder must describe its:

(A)  Problem reporting and response procedures;

(B) Escalation procedures;

(C) On-site support availability; and

(D) Any enhancements to the basic requirements that the Bidder is offering.
The Bidder may also describe any other information it considers relevant.

(iv) List of Proposed Software: The Bidder must include a complete list identifying both the
name and the version number of each component of the Licensed Software required for
the proposed Software Solution.

3.2 Section Il: Financial Bid

€)) Pricing: Bidders must submit their financial bid in accordance with the Financial Bid Presentation
Sheet detailed in Annex B. The total amount of Applicable Taxes must be shown separately.
Unless otherwise indicated, bidders must include a single, firm, all-inclusive price quoted in
Canadian dollars in each cell requiring an entry in the pricing tables.

(b) All Costs to be Included: The financial bid must include all costs for the requirement described
in the bid solicitation for the entire Contract Period, including any option years. The identification
of all necessary equipment, software, peripherals, cabling and components required to meet the
requirements of the bid solicitation and the associated costs of these items is the sole
responsibility of the Bidder.

(c) Blank Prices: Bidders are requested to insert “$0.00” for any item for which it does not intend to
charge or for items that are already included in other prices set out in the tables. If the Bidder
leaves any price blank, Canada will treat the price as “$0.00” for evaluation purposes and may
request that the Bidder confirm that the price is, in fact, $0.00. No bidder will be permitted to add
or change a price as part of this confirmation. Any bidder who does not confirm that the price for a
blank item is $0.00 will be declared non-responsive.

3.4 Section Ill: Certifications

Bidders must submit the certifications required under Part 5.
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PART 4 - EVALUATION PROCEDURES AND BASIS OF SELECTION

4.1 Evaluation Procedures

(@) Bids will be assessed in accordance with the entire requirement of the bid solicitation including the
technical and financial evaluation criteria.

(b) An evaluation team composed of representatives of Canada will evaluate the bids.

(© An evaluation team composed of representatives of the Client and PWGSC will evaluate the bids

on behalf of Canada. Canada may hire any independent consultant, or use any Government
resources, to evaluate any bid. Not all members of the evaluation team will necessarily participate
in all aspects of the evaluation.

(d) In addition to any other time periods established in the bid solicitation:

() Requests for Clarifications: If Canada seeks clarification or verification from the Bidder
about its bid, the Bidder will have 2 working days (or a longer period if specified in writing
by the Contracting Authority) to provide the necessary information to Canada. Failure to
meet this deadline will result in the bid being declared non-responsive.

(i) Requests for Further Information: If Canada requires additional information in order to
do any of the following pursuant to the Section entitled “Conduct of Evaluation” in 2003,
Standard Instructions - Goods or Services - Competitive Requirements:

(A)  verify any or all information provided by the Bidder in its bid; or

(B) contact any or all references supplied by the Bidder (e.g., references named in the
résumés of individual resources) to verify and validate any information submitted by
the Bidder,

the Bidder must provide the information requested by Canada within 2 working days of a
request by the Contracting Authority.

(iii) Extension of Time: If additional time is required by the Bidder, the Contracting Authority
may grant an extension in his or her sole discretion.

4.2 Conduct of Evaluation in Steps

There are several steps in the evaluation process, which are described below. Even though the
evaluation and selection will be conducted in steps, the fact that Canada has proceeded to a later
step does not mean that Canada has conclusively determined that the Bidder has successfully
passed all the previous steps. Canada may conduct steps of the evaluation in parallel.

(@) Set-Aside for Aboriginal Program for Aboriginal Business certification

Each bid will be reviewed to determine whether the Set-Aside for Aboriginal Businesss
certification (see part5) is valid . Bids that do not include a valid set-aside for Aboriginal
Business Certification will be considered non-responsive and be disqualified.

(b) Canadian Content Certification

The evaluation team will determine if there are three or more bids with a valid Canadian Content
certification. In that event, the evaluation process will be limited to the bids with the certification;
otherwise, all bids will be evaluated. If some of the bids with a valid certification are declared
non-responsive, or are withdrawn, and fewer than three responsive bids with a valid certification
remain, Canada will continue evaluating only the bids with a valid certification. If all bids with a
valid certification are declared non-responsive, or are withdrawn, then all the other bids received
will be evaluated.
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(©) Technical evaluation: described below.
(d) Financial evaluation: described below.
4.3 Technical Evaluation
€)) Mandatory Technical Criteria:
(i Each bid will be reviewed for compliance with the mandatory requirements of the bid

solicitation. Any element of the bid solicitation that is identified specifically with the words
“must” or “mandatory” is a mandatory requirement. Bids that do not comply with each and
every mandatory requirement will be declared non-responsive and be disqualified.

(i) The mandatory technical requirements are described in the Substantiation of Technical
Compliance Form.
(b) Demonstration
0] Canada may, but will have no obligation, to require that the top-ranked Bidder (identified

after the financial evaluation) demonstrate any features, functionality and capabilities
described in this bid solicitation or in its bid, in order to verify compliance with the
requirements of this bid solicitation. If required, the demonstration must be conducted, at
no cost to Canada, at a location in Canada agreed to by the Contracting Authority.
Canada will provide no fewer than 5 working days of notice before the scheduled date for
the demonstration. The demonstration must be conducted during normal business hours,
to be determined by the Contracting Authority. Canada will pay its own travel and salary
costs associated with any demonstration. Despite the written bid, if Canada determines
during a demonstration that the Bidder’'s proposed solution does not meet the mandatory
requirements of this bid solicitation, the bid will be declared non-responsive.

If the top-ranked Bidder does not pass the testing, the next lowest compliant bidder will be
invited to pass this pre-award testing.

(c) Consideration of Additional Software Use Terms included in Top-Ranked Bid (following
financial evaluation:

0] Acceptance of all the terms and conditions contained in Part 7 - Resulting Contract
Clauses (including those relating to software licensing and those incorporated by
reference) is a mandatory requirement of this bid solicitation.

(i) However, Bidders may, as part of their bid, submit additional software use terms.
Whether or not those software use terms will be included in any resulting contract (as an
Annex in accordance with the Article entitled “Priority of Documents” in the Resulting
Contract Clauses) will be determined using the process described below. Whether or not
any proposed additional software use terms are acceptable to Canada is a matter solely
within the discretion of Canada.

(iii) The process is as follows:

(A) Bids may include additional software use terms that are proposed to supplement
the terms of the Resulting Contract Clauses. Bidders should not submit a software
publisher’s full standard license terms (because full standard license terms
generally contain provisions that deal with more than simply how the software can
be used; for example, they frequently deal with issues such as limitation of liability
or warranty, neither of which are software use terms);

(B) In cases where the Bidder has submitted a software publisher’s full standard
license terms, Canada will require that the Bidder remove these terms and submit
only the software use terms that the Bidder would like Canada to consider;

(C) Canada will review the additional software use terms proposed by the top-ranked
Bidder (identified after the financial evaluation) to determine if there are any
provisions proposed by the Bidder that are unacceptable to Canada,;
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(D) If Canada determines that any proposed software use term is unacceptable to
Canada, Canada will notify the Bidder, in writing, and will provide the Bidder with an
opportunity to remove that provision from its bid or to propose alternate language
for consideration by Canada. Canada may set a time limit for the Bidder to
respond; if the Bidder submits alternate language, if Canada does not find the
alternate language acceptable, Canada is not required to allow the Bidder to submit
further alternate language;

(E) If the Bidder refuses to remove provisions unacceptable to Canada from its bid
within the time limit set by Canada in its notice, the bid will be considered
non-responsive and be disqualified; Canada may then proceed to the next-ranked
bid; and

(F) If the Bidder agrees to remove the provisions that are unacceptable to Canada and
it is awarded any resulting contract, the proposed additional software use terms (as
revised) will be incorporated as an annex to the contract, as set out in the Article
entitled “Priority of Documents” in the Resulting Contract Clauses.

(iv) For greater certainty and to ensure that only additional software use terms that have been
approved by both parties are incorporated into any resulting contract, unless the
additional software use terms proposed by the Bidder are included as a separate annex
to the Contract and initialed by both parties, they will not be considered part of any
resulting contract (even if they are part of the bid that is incorporated by reference into the
resulting contract). The fact that some additional terms and conditions or software use
terms were included in the bid will not result in those terms applying to any resulting
contract, regardless of whether or not Canada has objected to them under the
procedures described above.

4.4 Financial Evaluation

€) The financial evaluation will be conducted by calculating the Total Bid Price using the Pricing
Tables completed by the bidders.

(b) Formulae in Pricing Tables

If the pricing tables provided to bidders include any formulae, Canada may re-input the prices
provided by bidders into a fresh table, if Canada believes that the formulae may no longer be
functioning properly in the version submitted by a bidder.

(c) Substantiation of Professional Services Rates

In Canada's experience, bidders will from time to time propose rates at the time of bidding for one
or more categories of resources that they later refuse to honour, on the basis that these rates do
not allow them to recover their own costs and/or make a profit. When evaluating the rates bid for
professional services, Canada may, but will have no obligation to, require price support in
accordance with this Article. If Canada requests price support, it will be requested from all
otherwise responsive bidders who have proposed a rate that is at least 20% lower than the
median rate bid by all responsive bidders for the relevant resource category or categories. If
Canada requests price support, the following information is required:

0] an invoice (referencing a contract serial number or other unique contract identifier) that
shows that the Bidder has provided and invoiced a customer (with whom the Bidder deals
at arm's length) for services performed for that customer similar to the services that
would be provided in the relevant resource category, where those services were provided
for at least three months within the twelve months before the bid solicitation closing date,
and the fees charged were equal to or less than the rate offered to Canada;

(i) in relation to the invoice in (i), evidence from the bidder's customer that the services
identified in the invoice include at least 50% of the tasks listed in the Statement of Work
for the category of resource being assessed for an unreasonably low rate. This evidence
must consist of either a copy of the contract (which must describe the services to be
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provided and demonstrate that at least 50% of the tasks to be performed are the same as
those to be performed under the Statement of Work in this bid solicitation) or the
customer's signed certification that the services subject to the charges in the invoice
included at least 50% of the same tasks to be performed under the Statement of Work in
this bid solicitation;

(iii) in respect of each contract for which an invoice is submitted as substantiation, a résumé
for the resource that provided the services under that contract that demonstrates that, in
relation to the resource category for which the rates are being substantiated, the resource
would meet the mandatory requirements and achieve any required pass mark for any
rated criteria; and

(iv) the name, telephone number and, if available, e-mail address of a contact person at the
customer who received each invoice submitted under (i), so that Canada may verify any
information provided by the Bidder.

Once Canada requests substantiation of the rates bid for any resource category, it is the sole
responsibility of the Bidder to submit information (as described above and as otherwise may be
requested by Canada, including information that would allow Canada to verify information with the
resource proposed) that will allow Canada to determine whether it can rely, with confidence, on
the Bidder's ability to provide the required services at the rates bid. If Canada determines that the
information provided by the Bidder does not adequately substantiate the unreasonably low rates,
the bid will be declared non-responsive.

4.5 Basis of Selection

€)) A bid must comply with the requirements of the bid solicitation and meet all mandatory evaluation
criteria to be declared responsive. The responsive bid with the lowest evaluated price will be
recommended for award of a contract.

(b) Bidders should note that all contract awards are subject to Canada’s internal approvals process,
which includes a requirement to approve funding in the amount of any proposed contract. Despite
the fact that the Bidder may have been recommended for contract award, a contract will only be
awarded if internal approval is granted according to Canada’s internal policies. If approval is not
granted, no contract will be awarded.

(©) If more than one bidder is ranked first because of identical overall scores, then the names of all
such first ranked Bidders will be placed in a hat and the winner will be the first name drawn from
it. All first ranked Bidders will be invited to witness the event.
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PART 5 - CERTIFICATIONS

Bidders must provide the required certifications and documentation to be awarded a contract. The
certifications provided by bidders to Canada are subject to verification by Canada at all times. Canada will
declare a bid non-responsive, or will declare a contractor in default, if any certification made by the Bidder
is found to be untrue, whether made knowingly or unknowingly, during the bid evaluation period or during
the contract period.

The Contracting Authority will have the right to ask for additional information to verify the Bidder’s
certifications. Failure to comply with this request will also render the bid non-responsive or will constitute a

default under the Contract.

51 Mandatory Certifications Required Precedent to Contract Award
(@) Code of Conduct and Certifications - Related documentation

By submitting a bid, the Bidder certifies that the Bidder and its affiliates are in compliance with the
provisions as stated in Section 01 Code of Conduct and Certifications - Bid of Standard
Instructions 2003. The related documentation therein required will assist Canada in confirming
that the certifications are true.

5.2 Additional Certifications Precedent to Contract Award

The certifications listed below should be completed and submitted with the bid, but may be submitted
afterwards. If any of these required certifications is not completed and submitted as requested, the
Contracting Authority will so inform the Bidder and provide the Bidder with a time frame within which to
meet the requirement. Failure to comply with the request of the Contracting Authority and meet the
requirement within that time period will render the bid non-responsive.

53 Bidder Certifies that All Equipment and Software is “ Off-the-Shelf”

Any equipment and software bid to meet this requirement must be “off-the-shelf’ (unless otherwise stated
in this bid solicitation), meaning that each item of equipment and software is commercially available and
requires no further research or development and is part of an existing product line with a field-proven
operational history (that is, it has not simply been tested in a laboratory or experimental environment). If
any of the equipment or software bid is a fully compatible extension of a field-proven product line, it must
have been publicly announced on or before the bid closing date. By submitting a bid, the Bidder is
certifying that all the equipment and software bid is off-the-shelf.

5.4 OEM Certification

€) Any Bidder that is not the Original Equipment Manufacturer (OEM) for every item of hardware
proposed as part of its bid is required to submit the OEM’s certification regarding the Bidder’s
authority to provide and maintain the OEM’s hardware, which must be signed by the OEM (not the
Bidder). No Contract will be awarded to a Bidder who is not the OEM of the hardware it proposes
to supply to Canada, unless the OEM certification has been provided to Canada. Bidders are
requested to use the OEM Certification Form included with the bid solicitation. Although all the
contents of the OEM Certification Form are required, using the form itself to provide this
information is not mandatory. For Bidders/OEMs who use an alternate form, it is in Canada’s sole
discretion to determine whether all the required information has been provided. Alterations to the
statements in the form may result in the bid being declared non-responsive.

(b) If the hardware proposed by the Bidder originates with multiple OEMs, a separate OEM
certification is required from each OEM.
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(©)

5.5
(@)

(b)

(©)

5.6
Bidders

5.7
(@)

For the purposes of this bid solicitation, OEM means the manufacturer of the hardware, as
evidenced by the name appearing on the hardware, on all accompanying documentation, on
mandatory certification reports, and on any support software.

Software Publisher Certification and Software Publisher Authorization

If the Bidder is the Software Publisher for any of the proprietary software products it bids, Canada
requires that the Bidder confirm in writing that it is the Software Publisher. Bidders are requested
to use the Software Publisher Certification Form included with the bid solicitation. Although all the
contents of the Software Publisher Certification Form are required, using the form itself to provide
this information is not mandatory. For bidders who use an alternate form, it is in Canada’s sole
discretion to determine whether all the required information has been provided. Alterations to the
statements in the form may result in the bid being declared non-responsive.

Any Bidder that is not the Software Publisher of all the proprietary software products proposed in
its bid is required to submit proof of the Software Publisher’s authorization, which must be signed
by the Software Publisher (not the Bidder). No Contract will be awarded to a Bidder who is not the
Software Publisher of all of the proprietary software it proposes to supply to Canada, unless proof
of this authorization has been provided to Canada. If the proprietary software proposed by the
Bidder originates with multiple Software Publishers, authorization is required from each Software
Publisher. Bidders are requested to use the Software Publisher Authorization Form included with
the bid solicitation. Although all the contents of the Software Publisher Authorization Form are
required, using the form itself to provide this information is not mandatory. For Bidders/Software
Publishers who use an alternate form, it is in Canada’s sole discretion to determine whether all
the required information has been provided. Alterations to the statements in the form may result in
the bid being declared non-responsive.

In this bid solicitation, “Software Publisher” means the owner of the copyright in any software
products proposed in the bid, who has the right to license (and authorize others to
license/sub-license) its software products.

Additional Certifications Required with the Bid at Bid Closing

must submit, at bid closing, the following duly completed certifications as part of their bid.

Canadian Content Certification
SACC Manual Clause A3062T(2008-05-12), Canadian Content Certification

This procurement is conditionally limited to Canadian goods.

Subject to the evaluation procedures contained in the bid solicitation, bidders acknowledge that
only bids for items with a certification that the item(s) offered are Canadian goods, as defined in
clause A3050T, may be considered.

Failure to provide this certification completed with the bid will result in the item(s) offered being
treated as non-Canadian goods.

Bidders must clearly identify below which items meet the definition of Canadian good and
complete the certification below.

The Bidder certifies that:

() the item(s) offered and identified as Canadian goods are Canadian goods as defined in
paragraph 1 of clause A3050T.
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(b) SACC Manual Clause A3050T (2010-01-11), Canadian Content Definition
5.8 Set-aside for Aboriginal Business
€)) This procurement is set aside for Aboriginal business under the federal government's Set-aside
Program for Aboriginal Business. Bidders must complete and sign the certification entitled
"Certification Requirements for the Set-aside Program for Aboriginal Business" attached as
Annex
(b) By executing the certification, the Bidder warrants that it is an Aboriginal business as defined in
the Set-aside Program for Aboriginal Business.
(© SACC Manual clause A3001T (2011-05-16) applies.

If requested by the Contracting Authority, the Bidder must provide the following certification for
each owner and employee who is Aboriginal:

1.lam (insert "an owner" and/or "a full-time employee") of

(insert name of business), and an Aboriginal person, as defined in
Annex 9.4 of the Supply Manual entitled "Requirements for the Set-aside Program for Aboriginal
Business".

2.1 certify that the above statement is true and consent to its verification upon request by Canada.

Printed name of owner and/or employee

Signature of owner and/or employee

Date"
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PART 6 - SECURITY, FINANCIAL AND OTHER REQUIREMENTS

6.1 Security Requirement
€)) Before award of a contract, the following conditions must be met:
(i the Bidder must hold a valid organization security clearance as indicated in Part 7 -

Resulting Contract Clauses;

6.2 Financial Capability

€)) SACC Manual clause A9033T (2012-07-16) Financial Capability applies, except that subsection 3
is deleted and replaced with the following: “If the Bidder is a subsidiary of another company, then
any financial information required by the Contracting Authority in 1(a) to (f) must also be provided
by each level of parent company, up to and including the ultimate parent company. The financial
information of a parent company does not satisfy the requirement for the provision of the financial
information of the Bidder; however, if the Bidder is a subsidiary of a company and, in the normal
course of business, the required financial information is not generated separately for the
subsidiary, the financial information of the parent company must be provided. If Canada
determines that the Bidder is not financially capable but the parent company is, or if Canada is
unable to perform a separate assessment of the Bidder’s financial capability because its financial
information has been combined with its parent’s, Canada may, in its sole discretion, award the
contract to the Bidder on the condition that one or more parent companies grant a performance

guarantee to Canada.”

(b) In the case of a joint venture bidder, each member of the joint venture must meet the financial
capability requirements.
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PART 7 - RESULTING CONTRACT CLAUSES

The following clauses apply to and form part of any contract resulting from the bid solicitation.

7.1 Requirement

€) (the “Contractor”) agrees to supply to the Client the goods
and services described in the Contract, including the Statement of Work, in accordance with, and at
the prices set out in, the Contract. This includes:

0] supplying the purchased Hardware;

(i) providing the Hardware Documentation;

(iii) providing maintenance and support services for the Hardware during the Hardware
Maintenance Period;

(iv) granting the license to use the Licensed Software described in the Contract;

(v) providing the Software Documentation;

(vi) providing maintenance and support for the Licensed Software during the Software Support
Period,;

(vii) providing training, and professional services as and when requested by Canada,

to the National Capital Area .
(b) Client: Under the Contract, the "Client" is the Department of National Defence.

(c) Reorganization of Client: The Contractor's obligation to perform the Work will not be affected by
(and no additional fees will be payable as a result of) the renaming, reorganization, reconfiguration,
or restructuring of any Client. The reorganization, reconfiguration and restructuring of the Client
includes the privatization of the Client, its merger with another entity, or its dissolution, where that
dissolution is followed by the creation of another entity or entities with mandates similar to the
original Client. In connection with any form of reorganization, Canada may designate another
department or government body as the Contracting Authority or Technical Authority, as required to
reflect the new roles and responsibilities associated with the reorganization.

(d) Defined Terms: Words and expressions defined in the General Conditions or Supplemental General
Conditions and used in the Contract have the meanings given to them in the General Conditions or
Supplemental General Conditions. Also, the following words and expressions have the following
meanings:

0] any reference to a “deliverable” or “deliverables” includes the Hardware, and the license to
use the Licensed Software (the Licensed Software itself is not a deliverable, because the
Licensed Software is only being licensed under the Contract, not sold or transferred).

7.2 Optional Goods and/or Services

€)) The Contractor grants to Canada the irrevocable option to acquire the goods, services or both
described at Annex _ of the Contract under the same terms and conditions and at the prices and/or
rates stated in the Contract. The option may only be exercised by the Contracting Authority by notice
in writing and will be evidenced, for administrative purposes only, through a contract amendment.

(b) The Contracting Authority may exercise the option at any time before the expiry of the Contract by
sending a written notice to the Contractor.

7.3 Standard Clauses and Conditions
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All clauses and conditions identified in the Contract by number, date and title are set out in the Standard
Acquisition Clauses and Conditions Manual

(https://buyandsell.gc.ca/policy-and-guidelines/standard-acquisition-clauses-and-conditions-manual) issued
by Public Works and Government Services Canada.

@)

(b)

7.4

7.5

(@)

(b)

General Conditions:

0] 2030 (2013-06-27), General Conditions - Higher Complexity - Goods, apply to and form part
of the Contract.

The text under Subsection 04 of Section 43 — Code of Conduct and Certifications of 2030 referenced
above is replaced by:

During the entire period of the Contract, the Contractor must diligently update, by written notice to the
Contracting Authority, the list of names of all individuals who are directors of the Contractor
whenever there is a change. As well, whenever requested by Canada, the Contractor must provide

the corresponding Consent Forms.

Supplemental General Conditions:
The following Supplemental General Conditions:

0] 4001 (2013-01-28), Supplemental General Conditions - Hardware Purchase, Lease and
Maintenance:

(i) 4003 (2010-08-16), Supplemental General Conditions - Licensed Software;

(iii) 4004 (2013-04-25), Supplemental General Conditions - Maintenance and Support Services
for Licensed Software;

Security Requirement

The Contractor/Offeror must, at all times during the performance of the Contract/Standing Offer, hold
a valid Facility Security Clearance at the level of SECRET, issued by the Canadian
Industrial Security Directorate (CISD), Public Works and Government Services
Canada (PWGSC).

The Contractor/Offeror personnel requiring access to CLASSIFIED information, assets or sensitive
work site(s) must EACH hold a valid personnel security screening at the level of SECRET,
granted or approved by CISD/PWGSC. Until the security screening of the Contractor personnel
required by this Contract has been completed satisfactorily by the CISD, PWGSC, the Contractor
personnel MAY NOT HAVE ACCESS to CLASSIFIED information or assets, and MAY NOT ENTER
sites where such information or assets are kept, without an escort.

The Contractor/Offeror MUST NOT remove any CLASSIFIED information from the identified work
site(s), and the Contractor/Offeror must ensure that its personnel are made aware of and comply
with this restriction.

Subcontracts which contain security requirements are NOT to be awarded without the prior written
permission of CISD/PWGSC.

The Contractor/Offeror must comply with the provisions of the:
(@) Security Requirements Check List and security guide (if applicable), attached at

Annex
(b) Industrial Security Manual (Latest Edition).

Contract Period
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@)

7.6
(@)

(b)

(€)

7.7

Contract Period: The “Contract Period” is the entire period of time during which the Contractor is
obliged to perform the Work, which begins on the date the Contract is awarded and ends on the day
that the Warranty Period for the most recently purchased Product expires, or on the day that the final
warranty work initiated during the Warranty Period is complete, whichever is later.

Authorities

Contracting Authority

The Contracting Authority for the Contract is:
Name: Daniela Vasilescu Popa

Title: Supply Specialist
Public Works and Government Services Canada
Acquisitions Branch

Directorate: ITSPD

Telephone: 819-956-6678

Facsimile: 849-956-1156

E-mail address: daniela.vasilescupopa@pwgsc-tpsgc.gc.ca

The Contracting Authority is responsible for the management of the Contract and any changes to the
Contract must be authorized in writing by the Contracting Authority. The Contractor must not perform
work in excess of or outside the scope of the Contract based on verbal or written requests or
instructions from anybody other than the Contracting Authority.

Technical Authority
The Technical Authority for the Contract is:

Name:

Title:
Organization:
Address:
Telephone:
Facsimile:
E-mail address:

In this person’s absence, the Technical Authority is:

Name:

Title:
Organization:
Address:
Telephone:
Facsimile:
E-mail address:

The Technical Authority [is the representative of the department or agency for whom the Work is
being carried out under the Contract and] is responsible for all matters concerning the technical
content of the Work under the Contract. Technical matters may be discussed with the Technical
Authority; however, the Technical Authority has no authority to authorize changes to the scope of the
Work. Changes to the scope of the Work can only be made through a contract amendment issued
by the Contracting Authority.

Contractor's Representative

(Fill'in as applicable)

Proactive Disclosure of Contracts with Former Public Servants
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7.8
(@)

By providing information on its status, with respect to being a former public servant in receipt of a
Public Service Superannuation Act (PSSA) pension, the Contractor has agreed that this information

will be reported on departmental web sites as part of the published proactive disclosure reports, in
accordance with Contracting Policy Notice: 2012-2 of the Treasury Board Secretariat of Canada.

Payment

Basis of Payment

(i)

(i)

(iii)

(iv)

(v)

(vi)

(vii)

(viii)

(ix)

(x)

(xi)

Purchased Hardware, Licensed Software, Warranty/Maintenance and Support: For
providing the Hardware, and the licenses to use the Licensed Software (including delivery,
installation, integration and configuration of the Hardware/Licensed Software and the
Hardware/Software documentation), in accordance with the Contract, Canada will pay the
Contractor the firm price(s) set out in Annex ___, FOB destination, including all customs
duties, Applicable Taxes extra. The firm prices include the warranty during the
Hardware/Software Warranty Period and maintenance and support during the Hardware/
Software Support Period.

Optional Hardware and Software Maintenance and Support: For maintenance and
support of the Hardware/Software after the Hardware/Software Warranty Period, if Canada
exercises its option to extend the Hardware/Software Maintenance Period, Canada will pay
the Contractor, in arrears, the firm monthly price(s) set out in Annex ___, FOB destination,
including all customs duties, Applicable Taxes extra.

Optional Additional Hardware and Software Licenses: For additional Hardware and
licenses to use the Licensed Software, if Canada exercises its option, Canada will pay the
Contractor, the firm price per device set out in Annex ___, FOB destination, including all
customs duties, Applicable Taxes extra.

Optional Software Licenses upgrade: If Canada exercises its option to upgrade the
Software Licenses, Canada will pay the Contractor, the firm price set out in Annex , FOB
destination, including all customs duties, Applicable Taxes extra.

Maintenance and Support for Optional Software Licenses upgrade: For maintenance
and support services throughout the Software Support Period, in accordance with the
Contract, Canada will pay the Contractor, in arrears, the firm monthly price(s) set out in
Annex ___, FOB destination, including all customs duties, GST/HST extra.

Optional Software Licenses upgrade Maintenance and Support: For maintenance and
support of Software Licenses upgrade after the Software Warranty Period, if Canada
exercises its option to extend the Software Maintenance Period, Canada will pay the
Contractor, in arrears, the firm monthly price(s) set out in Annex ___, FOB destination,
including all customs duties, Applicable Taxes extra.

Optional Mentoring Services with a Firm Price: For mentoring services requested by
Canada, in accordance with a validly issued Contract Amendment, Canada will pay the
Contractor the firm price set out in the Contract Amendment (based on the firm, all-inclusive
per diem rates set out in Annex ___ ), Applicable Taxes extra.

Optional Training: For training courses, as and when requested by Canada during the
Contract Period, Canada will pay the Contractor the firm price per student set out in Annex
, upon completion of the course, Applicable Taxes extra.

Applicable Taxes: HST

Competitive Award: The Contractor acknowledges that the Contract has been awarded as
a result of a competitive process. No additional charges will be allowed to compensate for
errors, oversights, misconceptions or underestimates made by the Contractor when bidding
for the Contract.

Professional Services Rates: In Canada's experience, bidders from time to time propose
rates at the time of bidding for one or more categories of resources that they later refuse to
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(b)

(€)

(d)

(xii)

honour, on the basis that these rates do not allow them to recover their own costs and/or
make a profit. This denies Canada of the benefit of the awarded contract. If the Contractor
does not respond or refuses to provide an individual with the qualifications described in the
Contract within the time described in the Contract (or proposes instead to provide someone
from an alternate category at a different rate), whether or not Canada terminates the
Contract as a whole or in part or chooses to exercise any of the rights provided to it under
the general conditions, Canada may impose sanctions or take other measures in
accordance with the PWGSC Vendor Performance Corrective Measure Policy (or
equivalent) then in effect, which measures may include an assessment that results in
conditions applied against the Contractor to be fulfilled before doing further business with
Canada, or full debarment of the Contractor from bidding on future requirements.

Purpose of Estimates: All estimated costs contained in the Contract are included solely for
the administrative purposes of Canada and do not represent a commitment on the part of
Canada to purchase goods or services in these amounts. Any commitment to purchase
specific amounts or values of goods or services is described elsewhere in the Contract.

Limitation of Expenditure

Canada will not pay the Contractor for any design changes, modifications or interpretations of the
Work unless they have been approved, in writing, by the Contracting Authority before their
incorporation into the Work.

Method of Payment

(i)
(ii)

H1001C (2008-05-12), Multiple Payments - for the Hardware, Software Liceses, the initial
1-year Warranty/Maintenance services, and the Optional Training and Mentoring services.

H1008C (2008-05-12), Monthly Payment - for the optional Maintenance and Support
services for the Hardware and Software

Payment Credits

(i)

(i)

(iii)

(iv)

(v)

(vi)

Late Delivery: If the Contractor does not deliver the deliverables or perform the services
within the time specified in the Contract, the Contractor must provide a credit to Canada of
$3,339.00 for each calendar day of delay up to a maximum of 10 days, subject to the
limitation that the total amount of liquidated damages will not exceed 10% of the price of the
Work delivered late.

Training/Mentoring Professional Services: If the Contractor does not provide a required
professional services resource that has all the required qualifications within the time
prescribed by the Contract, the Contractor must credit to Canada an amount equal to the
per diem rate (based on a 7.5-hour workday) of the required resource for each day (or
partial day) of delay in providing the resource, up to a maximum of 10 days.

Corrective Measures: If credits are payable under this Article for two consecutive months
or for three months in any 12-month period, the Contractor must submit a written action plan
describing measures it will implement or actions it will undertake to eliminate the recurrence
of the problem. The Contractor will have five working days to deliver the action plan to the
Client and the Contracting Authority and 20 working days to rectify the underlying problem.

Credits Apply during Entire Contract Period: The Parties agree that the credits apply
throughout the Contract Period.

Credits represent Liquidated Damages: The Parties agree that the credits are liquidated
damages and represent their best pre-estimate of the loss to Canada in the event of the
applicable failure. No credit is intended to be, nor will it be construed as, a penalty.

Canada's Right to Obtain Payment: The Parties agree that these credits are a liquidated
debt. To collect the credits, Canada has the right to hold back, draw back, deduct or set off
from and against any money Canada owes to the Contractor from time to time.
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(vii) Canada's Rights & Remedies not Limited: The Parties agree that nothing in this Article

(viii)

limits any other rights or remedies to which Canada is entitled under the Contract (including
the right to terminate the Contract for default) or under the law generally.

Audit Rights: The Contractor's calculation of credits under the Contract is subject to
verification by government audit, at the Contracting Authority's discretion, before or after
payment is made to the Contractor. The Contractor must cooperate fully with Canada during
the conduct of any audit by providing Canada with access to any records and systems that
Canada considers necessary to ensure that all credits have been accurately credited to
Canada in the Contractor's invoices. If an audit demonstrates that past invoices contained
errors in the calculation of the credits, the Contractor must pay to Canada the amount the
audit reveals was required to be credited to Canada, plus interest, from the date Canada
remitted the excess payment until the date of the refund (the interest rate is the Bank of
Canada's discount annual rate of interest in effect on the date the credit was first owed to
Canada, plus 1.25% per year). If, as a result of conducting an audit, Canada determines that
the Contractor's records or systems for identifying, calculating or recording the credits are
inadequate, the Contractor must implement any additional measures required by the
Contracting Authority.

(e) Price Protection - Most Favoured Customer

(i)

(ii)

(i)

(iv)

v)

(Vi)

(Vi)

To the best of the Contractor's knowledge, the prices it is charging to Canada under the
Contract are not higher than the lowest prices/rates that it has charged any other customer
(including other Government of Canada entities) for a similar quality and quantity of goods
and services in the year before the Contract was awarded.

The Contractor also agrees that, if after the date the Contract is issued it reduces the prices
it charges to other customers for a similar quality and quantity of goods and services, it will
reduce the prices for all remaining deliveries under the Contract (with notice to the
Contracting Authority).

At any time during the 6 years after making the final payment under the Contract or until all
claims and disputes then outstanding are settled, whichever is later, Canada has the right to
audit the Contractor's records to verify that it is receiving (or has received) these prices.
Canada will give at least 2 weeks of notice before the audit.

During this audit, the Contractor must produce invoices and contracts for similar quality or
guantity of goods or services sold to other customers from one year before the Contract was
awarded until the end of the Contract Period. If the Contractor is required by law or by
contract to keep another customer's information confidential, the Contractor may black out
any information on the invoices or contracts that could reasonably reveal the identity of the
customer (such as the customer's name and address), as long as the Contractor provides,
together with the invoices and contracts, a certification from its Chief Financial Officer
describing the profile of the customer (e.g., whether it is a public sector or private sector
customer and the customer's size and number and location of service locations).

In determining whether the goods and services sold to another customer were of similar
quality, the terms and conditions of the contract under which those goods and services were
delivered will be considered, if those terms and conditions are reasonably likely to have had
a material effect on pricing.

If Canada's audit reveals that the Contractor charged lower prices for a similar quality and
guantity of goods and services under any contract where deliveries were made in the year
before the Contract was awarded, or that the Contractor delivered additional goods or
services under the Contract after reducing its prices for other customers but without
reducing the prices under the Contract, then the Contractor must pay to Canada the
difference between the amount charged to Canada and the amount charged to the other
customer, up to a maximum of 25% of the value of the Contract.

Canada acknowledges that this commitment does not apply to prices charged by any
affiliates of the Contractor.
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® No Responsibility to Pay for Work not performed due to Closure of Government Offices

0] Where the Contractor, its employees, subcontractors, or agents are providing services on
government premises under the Contract and those premises are inaccessible because of
the evacuation or closure of government offices, and as a result no work is performed,
Canada is not responsible for paying the Contractor for work that otherwise would have
been performed if there had been no evacuation or closure.

(i) If, as a result of any strike or lock-out, the Contractor or its employees, subcontractors or
agents cannot obtain access to government premises and, as a result, no work is
performed, Canada is not responsible for paying the Contractor for work that otherwise
would have been performed if the Contractor had been able to gain access to the premises.

7.9 Invoicing Instructions

€) The Contractor must submit invoices in accordance with the information required in the General
Conditions.

(b) The Contractor's invoice must include a separate line item for each subparagraph in the Basis of

Payment provision.

(© By submitting invoices, the Contractor is certifying that the goods and services have been delivered
and that all charges are in accordance with the Basis of Payment provision of the Contract, including
any charges for work performed by subcontractors.

(d) The Contractor must provide the original of each invoice to the Technical Authority, and a copy to the
Contracting Authority.

7.10 Certifications

€)) Compliance with the certifications provided by the Contractor in its bid is a condition of the Contract
and subject to verification by Canada during the entire Contract Period. If the Contractor does not
comply with any certification or it is determined that any certification made by the Contractor in its bid
is untrue, whether made knowingly or unknowingly, Canada has the right, under the default provision
of the Contract, to terminate the Contract for default.

(b) SACC Manual Clauses
0] A3000C (2011-05-16), Aboriginal Business Certification;
(i) A3060C (2008-05-12), Canadian Content Certification.

7.11 Federal Contractors Program for Employment Equity - Default by Contractor

The Contractor understands and agrees that, when an Agreement to Implement Employment Equity (AIEE)
exists between the Contractor and HRSDC-Labour, the AIEE must remain valid during the entire period of
the Contract. If the AIEE becomes invalid, the name of the Contractor will be added to the "ECP Limited
Eligibility to Bid" list. The imposition of such a sanction by HRSDC will constitute the Contractor in default as
per the terms of the Contract.

7.12 Applicable Laws

The Contract must be interpreted and governed, and the relations between the parties determined, by the
laws in force in

7.13 Priority of Documents

If there is a discrepancy between the wording of any documents that appear on the following list, the wording
of the document that first appears on the list has priority over the wording of any document that appears later
on the list:
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(@) these Articles of Agreement, including any individual SACC clauses incorporated by reference in
these Articles of Agreement;

(b) supplemental general conditions, in the following order:

0) 4001;
(i) 4003;
(iii) 4004;

(©) general conditions 2030 (2013-06-27), Higher Complexity - Goods;

(d) Annex A, Statement of Work ;

(e) Annex B - Pricing Tables;

)] Annex C, Security Requirements Check List;

(9) Annex D, Procurement Strategy for Aboriginal Business - Certification;

(h) Annex E, Additional Software Use Terms Approved by Canada (if any), which are only binding on
Canada if they have been initialed by both parties in the signed copy of the Contract;

0] the Contractor's bid dated , as amended not including any software publisher
license terms and conditions that may be included in the bid, not including any provisions in the bid
with respect to limitations on liability, and not including any terms and conditions incorporated by
reference (including by way of a web link) in the bid.

7.14 Foreign Nationals (Canadian Contractor)

€)) SACC Manual clause A2000C (2006-06-16) Foreign Nationals (Canadian Contractor)

7.15 Insurance Requirements

(@ SACC Manual clause G1005C (2008-05-12) Insurance Requirements

7.16 Limitation of Liability - Information Management/Information Technology

(@ This section applies despite any other provision of the Contract and replaces the section of the
general conditions entitled "Liability". Any reference in this section to damages caused by the
Contractor also includes damages caused by its employees, as well as its subcontractors, agents,
and representatives, and any of their employees. This section applies regardless of whether the
claim is based in contract, tort, or another cause of action. The Contractor is not liable to Canada
with respect to the performance of or failure to perform the Contract, except as described in this
section and in any section of the Contract pre-establishing any liquidated damages. The Contractor
is only liable for indirect, special or consequential damages to the extent described in this Article,
even if it has been made aware of the potential for those damages.

(b) First Party Liability:

0] The Contractor is fully liable for all damages to Canada, including indirect, special or
consequential damages, caused by the Contractor's performance or failure to perform the
Contract that relate to:

(A) anyinfringement of intellectual property rights to the extent the Contractor breaches
the section of the General Conditions entitled "Intellectual Property Infringement and
Royalties";
(B)  physical injury, including death.
(i) The Contractor is liable for all direct damages affecting real or tangible personal property
owned, possessed, or occupied by Canada.
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(iii) Each of the Parties is liable for all direct damages resulting from its breach of confidentiality

()

7.17

(iv)

v)

(Vi)

under the Contract. Each of the Parties is also liable for all indirect, special or consequential
damages in respect of its unauthorized disclosure of the other Party's trade secrets (or trade
secrets of a third party provided by one Party to another under the Contract) relating to
information technology.

The Contractor is liable for all direct damages relating to any encumbrance or claim relating
to any portion of the Work for which Canada has made any payment. This does not apply to
encumbrances or claims relating to intellectual property rights, which are addressed under
()(A) above.

The Contractor is also liable for any other direct damages to Canada caused by the
Contractor in any way relating to the Contract including:

(A) any breach of the warranty obligations under the Contract, up to the total amount paid
by Canada (including any applicable taxes) for the goods and services affected by the
breach of warranty; and

(B) any other direct damages, including all identifiable direct costs to Canada associated
with re-procuring the Work from another party if the Contract is terminated by Canada
either in whole or in part for default, up to an aggregate maximum for this
subparagraph (B) of the greater of 0.25 times the total estimated cost (meaning the
dollar amount shown on the first page of the Contract in the cell titled "Total Estimated
Cost" or shown on each call-up, purchase order or other document used to order
goods or services under this instrument), or $2 milion.

In any case, the total liability of the Contractor under subparagraph (v) will not exceed the
total estimated cost (as defined above) for the Contract or $2 milion, whichever is more.

If Canada's records or data are harmed as a result of the Contractor's negligence or willful
act, the Contractor's only liability is, at the Contractor's own expense, to restore Canada's
records and data using the most recent back-up kept by Canada. Canada is responsible for
maintaining an adequate back-up of its records and data.

Third Party Claims:

(i)

(ii)

(i)

Regardless of whether a third party makes its claim against Canada or the Contractor, each
Party agrees that it is liable for any damages that it causes to any third party in connection
with the Contract as set out in a settlement agreement or as finally determined by a court of
competent jurisdiction, where the court determines that the Parties are jointly and severally
liable or that one Party is solely and directly liable to the third party. The amount of the
liability will be the amount set out in the settlement agreement or determined by the court to
have been the Party's portion of the damages to the third party. No settlement agreement is
binding on a Party unless its authorized representative has approved the agreement in
writing.

If Canada is required, as a result of joint and several liability, to pay a third party in respect of
damages caused by the Contractor, the Contractor must reimburse Canada by the amount
finally determined by a court of competent jurisdiction to be the Contractor's portion of the
damages to the third party. However, despite Sub-article (i), with respect to special, indirect,
and consequential damages of third parties covered by this Section, the Contractor is only
liable for reimbursing Canada for the Contractor's portion of those damages that Canada is
required by a court to pay to a third party as a result of joint and several liability that relate to
the infringement of a third party's intellectual property rights; physical injury of a third party,
including death; damages affecting a third party's real or tangible personal property; liens or
encumbrances on any portion of the Work; or breach of confidentiality.

The Parties are only liable to one another for damages to third parties to the extent
described in this Sub-article (c).

Joint Venture Contractor
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(@) The Contractor confirms that the name of the joint venture is and that it is comprised

of the following members:

(b) With respect to the relationship among the members of the joint venture Contractor, each member
agrees, represents and warrants (as applicable) that:

0] has been appointed as the “representative member” of the joint venture
Contractor and has fully authority to act as agent for each member regarding all matters
relating to the Contract;

(i) by giving notice to the representative member, Canada will be considered to have given
notice to all the members of the joint venture Contractor; and

(iii) all payments made by Canada to the representative member will act as a release by all the
members.

(© All the members agree that Canada may terminate the Contract in its discretion if there is a dispute
among the members that, in Canada’s opinion, affects the performance of the Work in any way.

(d) All the members are jointly and severally or solidarily liable for the performance of the entire
Contract.

(e) The Contractor acknowledges that any change in the membership of the joint venture (i.e., a change
in the number of members or the substitution of another legal entity for an existing member)
constitutes an assignment and is subject to the assignment provisions of the General Conditions.

® The Contractor acknowledges that all security and controlled goods requirements in the Contract, if
any, apply to each member of the joint venture Contractor.

Note to Bidders: This Article will be deleted if the bidder awarded the contract is not a joint venture. If
the contractor is a joint venture, this clause will be completed with information provided in its bid.

7.18 Hardware

(@) With respect to the provisions of Supplemental General Conditions 4001:
Part 11l of 4001 applies to the Contract Yes

(Additional Conditions: Purchase)
Part IV of 4001 applies to the Contract No
(Additional Conditions: Lease)

Part V of 4001 applies to the Contract Yes
(Additional Conditions: Maintenance)
Delivery Location DND - DIMEI

101 Goldenrod Driveway - Tunney’'s Pasture
Ottawa, ON, K1A 0K2

Delivery Date 30 days from the date of the contract

Contractor must deliver Hardware Yes

Documentation

Contractor must update Hardware No

Documentation throughout Contract

Period

Hardware Documentation must include No

maintenance documentation

Language of Hardware Documentation The Hardware Documentation must be delivered in English. If

the documentation is available in both official languages of
Canada, the Contractor must deliver the documentation in
both English and French.

Format and Medium on which Hardware | printed hard copy or CD-Rom

Documentation must be Delivered
Special Delivery Requirements No

Special Site Delivery or Installation No - 4001, Section 4 does not apply to the Contract
Requirements
Contractor must Install Hardware at time | Yes
of Delivery
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7.19
(@)

(b)

(©)

(d)

7.20
(@)

Contractor must Integrate and Configure | Yes
Hardware at time of Installation

Hardware is part of a System Yes

Availability-level Testing will be No

performed before Acceptance

Hardware Warranty Period 12-month

Option to Extend Hardware Maintenance | For the purchased Hardware, the Contractor grants to Canada
Period an irrevocable option to extend the Hardware Maintenance

Period by 4 one-year periods.

These option(s) may only be exercised by the Contracting
Authority by notice in writing and will be evidenced, for
administrative purposes only, by a contract amendment.
Class of Maintenance Service Return-to-Depot Maintenance Service

Principal Period of Maintenance (PPM) 8AM to 5PM local time on weekdays (excluding statutory
holidays) where the Hardware is in use.

Toll-free Telephone Number for
Maintenance Service
Website for Maintenance Service

Deliverable Substitutions & Alternatives

The Contractor may propose a substitution or alternative for an existing product listed in the
Contract, provided the proposed substitute or alternative meets or exceeds the specification(s) of the
existing product and the price for the substitute or alternative product does not exceed:

0] the firm price (or ceiling price, if applicable) for the product originally offered in the
Contractor's bid that resulted in the award of the Contract;

(i) the current published list price of the substitute product, minus any applicable Government
discount; or

(iii) the price at which the substitute product is generally available for purchase,

whichever is the lowest.

The proposed substitution/alternative may be subject to benchmark evaluation and the Contractor
must pay for all costs associated with the benchmark evaluation (e.g., transportation, benchmark
fee, etc.).

Substitute or alternative items must not be shipped until formally authorized by the Contracting
Authority after the Technical Authority determines the substitution or alternative is acceptable.
Whether or not to accept or reject a proposed substitution or alternative is entirely within the
discretion of Canada. If Canada does not accept a proposed substitution or alternative, the
Contractor must continue to deliver the original product. If accepted, the substitution will be
documented for the administrative purposes of Canada by a contract amendment, by removing the
existing product and including the substitution instead. If accepted, the addition of any alternative
product will be documented for the administrative purposes of Canada by a contract amendment, by
adding the alternative as a product under the Contract. Once an alternative product has been
included in the Contract, Canada may purchase either product, at its option.

The ability to propose a substitution or alternative for any given product does not relieve the
Contractor of its obligation to make delivery of the existing product when ordered within the period
set out in the Contract, regardless of whether or when the proposed substitution is approved.

Extension of Existing Product Line

During the Contract Period, if technological improvements have been made to the products available
for purchase under the Contract, the Contractor may propose new products that are an extension of
an existing product line or the “next generation” of an existing product line that meet or exceed the
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(b)

(©

(d)

7.21

specification(s) of existing products under the Contract, if the price for the new product does not
exceed:

0] the firm price (or ceiling price, if applicable) for the product originally offered in the
Contractor's bid that resulted in the award of the Contract plus 5%;

(i) the current published list price of the substitute product, minus any applicable Government
discount; or

(iii) the price at which the substitute product is generally available for purchase,

whichever is the lowest.

The proposed new product may be subject to benchmark evaluation and the Contractor must pay for
all costs associated with the benchmark evaluation (e.g., transportation, benchmark fee, etc.).

Whether or not to accept or reject a proposed new product is entirely within the discretion of Canada.
If Canada does not accept a proposed new product that is proposed to replace an existing product,
the Contractor must continue to deliver the original product. If accepted, the addition of the new
product will be documented for the administrative purposes of Canada by a contract amendment, by
adding the new product to the Contract.

No new products will be included in the Contract until one year after the Contract is awarded.

Termination for Convenience of Hardware Maintenance Services

Regardless of the Contract Period and despite the Termination for Convenience provisions contained in the
General Conditions, Canada may terminate for convenience, at no cost to Canada, any Hardware
maintenance and support services being provided under the Contract. Canada will provide the Contractor 30
calendar days of advance written notice if it terminates the maintenance and support services for
convenience and will be liable to the Contractor to pay only any unpaid maintenance and support charges
that have accrued up to and including the date of termination.

7.22
(@)

Licensed Software

With respect to the provisions of Supplemental General Conditions 4003:

Licensed Software The Licensed Software, which is defined in 4003, includes all
the products offered by the Contractor in its bid, and any other
software code required for those products to function in
accordance with the Software Documentation and the
Specifications, including without limitation all of the following
products:

[this information will be
completed at contract award using information in the
Contractor’s bid]

Type of License being Granted Device License

Number of Devices Licensed 2

Option to Purchase Licenses for The Contractor grants to Canada the irrevocable option to
Additional Devices purchase licenses for additional Devices at the price set out in

Annex ___ on the same terms and conditions as the initial
Device licenses granted under the Contract. This option may
be exercised at any time during the Contract Period, as many
times as Canada chooses. This option may only be exercised
by the Contracting Authority by notice in writing and will be
evidenced, for administrative purposes only, by a contract
amendment.

Delivery Location DND - DIMEI

101 Goldenrod Driveway - Tunney’s Pasture

Ottawa, ON, K1A 0K2

Media on which Licensed Software must | CD-ROM

be Delivered

Page 33 of - de 62




Solicitation No. - N° de l'invitation

W8474-146725/A

Client Ref. No. - N° de réf. du client

Amd. No. - N° de la modif.

File No. - N° du dossier

Buyer ID - Id de I'acheteur
420gj
CCC No./N° CCC - FMS No./N° VME

(b)

7.23
(@)

| Source Code Escrow Required

[ No

On-going Maintenance of Software Code: The Contractor must continue to maintain the version of
the Licensed Software (i.e., the version or “build” originally licensed under the Contract) as a
commercial product (i.e., the Contractor or the software publisher must be continuing to develop new

code in respect of the Licensed Software to maintain its functionality, enhance it, and deal with
Software Errors) for at least 2 years from the date the Contract is awarded. After that time, if the
Contractor or the software publisher decides to discontinue or no longer maintain the then-current

version or “build” of the Licensed Software and, instead, decides to provide upgrades to the Licensed

Software as part of the Software Support, the Contractor must provide written notice to Canada at
least 12 months in advance of the discontinuation.

Licensed Software Maintenance and Support

With respect to the provisions of Supplemental General Conditions 4004:

Software Support Period

1- year

Software Support Period when
Additional Licenses added during
Contract Period

For any additional licenses purchased in accordance with the
Contract, a separate 1-year Software Support Period will
apply to those additional licenses

Option to Extend Software Support
Period

The Contractor grants to Canada the irrevocable option(s) to
extend the Software Support Period by 4 additional 12-month
periods, exercisable at any time during the Contract Period.
The Contractor agrees that, during the entire Software
Support Period, the prices will be those set out in Annex .
The option(s) may only be exercised by the Contracting
Authority by notice in writing and will be evidenced, for
administrative purposes only, by a contract amendment.

Hours for Providing Support Services

The Contractor’s personnel must be available from 8 a.m. until
5 p.m., local time, at the site where the Licensed Programs
are installed, Monday through Friday, exclusive of statutory
holidays observed by Canada at the site where the service is

Tactical (SWAT) services

required.
Contractor must provide On-site Support | No
Services
Contractor must provide Swift Action No

Contact Information for Accessing the
Contractor's Support Services

In accordance with Section 5 of 4004, the Contractor will
make its Support Services available through the following:

Toll-free Telephone Access:

Email Access:

The Contractor must respond to all telephone, or email
communications (with a live service agent) within 60 minutes
of the initial time of the Client or User's initial communication.

[Note to Bidders: This information will be completed at the
time of contract award with information supplied by the
Contractor. Bidders are requested to provide this information
in their bids.]

Website

In accordance with Section 5 of 4004, the Contractor must
make Support Services available over the Internet. To do so,
the Contractor must include, as a minimum, frequently asked
questions and on-line software diagnostic routines and
support tools. Despite the Hours for Providing Support
Services, the Contractor's website must be available to
Canada's users 24 hours a day, 365 days a year, and must be
available 99% of the time. The Contractor's website address
for web support is

[Note to Bidders: The website address will be completed at
the time of contract award with information supplied by the
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Contractor. Bidders are requested to provide this information
in their bids.]
Language of Support Services The Support Services must be provided in English

7.24
(@)

(b)

(€)

Training

The minimum essential qualifications for the trainers providing the training and/or mentoring must be
the following:

(i)

(ii)

(i)

(iv)

v)

(Vi)

5 years experience network training in the field of TCP/IP Networks including
troubleshooting;

5 years experience with data and network protocols (ie. Ethernet, Spanning-Tree, VLAN, IP,
Routing Protocols — OSPF, RIP, Static Routing);

5 years experience with network access/management protocols (ie. SNMP, RADIUS,
ACCACS/TACCACS+, SSH, SYSLOG);

5 years experience with Firewalls (ie. McAffee, Secure Computing, IP Tables) and
switch/router access-list (ie. Cisco platforms);

2 years of experience writing technical documentation for device build/configuration and high
level design/architecture;

2 years of experience teaching Acme Packet Core Courses.

Providing Training:

(i)

(ii)

(iii)
(iv)

v)

(Vi)

(Vi)

The Contractor must provide classroom training on the software and hardware products that
form part of the Solution on an “as-and-when-requested” basis during the Contract Period
when a Contract Amendment for training is issued in accordance with the Contract.

Canada may issue a Contract Amendment whenever it has at least 2 people who require
training. The class size will not exceed 10 students.

The training must be provided in Ottawa, as requested in the Contract Amendment.

The training must be available within 15 working days of the Contract Amendment being
issued.

The training, including both the instruction and the course materials, must be provided in
English.

Before providing any training, at least 10 working days in advance of the first training
session, the Contractor must submit the course syllabus and schedule, the training
materials, and the names and qualifications of the instructions to the Technical Authority for
approval.

The training must provide each participant with functional knowledge of the solution and how
to apply its use within DND, and must include.

(A)  The proper set-up and use of the system;
(B) Exercises providing hands-on implementation of scenarios, and examples of usage;

(C) Instructor review of results.

Mentoring

(i)

(ii)

The Contractor must provide an on-site consultant on an “as-and-when-requested” basis
during the Contract Period, when a Contract Amendment for mentoring services is issued in
accordance with the Contract.

The mentoring services include:
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(A) On-site consultation and discussion of configuration and optimization of the solution;
(B)  Provision of best practices for configuring, analysing, optimization and reporting; and

(C) Assistance in the knowledge transfer of the skills required to customize and tailor the
solution for DND.

7.25 Safeguarding Electronic Media

(@) Before using them on Canada's equipment or sending them to Canada, the Contractor must use a
regularly updated product to scan electronically all electronic media used to perform the Work for
computer viruses and other coding intended to cause malfunctions. The Contractor must notify
Canada if any electronic media used for the Work are found to contain computer viruses or other
coding intended to cause malfunctions.

(b) If magnetically recorded information or documentation is damaged or lost while in the Contractor's
care or at any time before it is delivered to Canada in accordance with the Contract, including
accidental erasure, the Contractor must immediately replace it at its own expense.

7.26 Representations and Warranties

The Contractor made statements regarding its and its proposed resources experience and expertise in its bid
that resulted in the award of the Contract. The Contractor represents and warrants that all those statements
are true and acknowledges that Canada relied on those statements in awarding the Contract. The Contractor
also represents and warrants that it has, and all its resources and subcontractors that perform the Work
have, and at all times during the Contract Period they will have, the skills, qualifications, expertise and
experience necessary to perform and manage the Work in accordance with the Contract, and that the
Contractor (and any resources or subcontractors it uses) has previously performed similar services for other
customers.

7.27 Access to Canada's Property and Facilities

Canada's property, facilities, equipment, documentation, and personnel are not automatically available to the
Contractor. If the Contractor would like access to any of these, it is responsible for making a request to the
Technical Authority. Unless expressly stated in the Contract, Canada has no obligation to provide any of
these to the Contractor. If Canada chooses, in its discretion, to make its property, facilities, equipment,
documentation or personnel available to the Contractor to perform the Work, Canada may require an
adjustment to the Basis of Payment and additional security requirements may apply.

7.28 Identification Protocol Responsibilities

The Contractor will be responsible for ensuring that each of its agents, representatives or subcontractors
(hereinafter referred to as Contractor Representatives) complies with the following self-identification
requirements:

€) Contractor Representatives who attend a Government of Canada meeting (whether internal or
external to Canada's offices) must identify if an individual is not a permanent employee of the
Contractor prior to the commencement of the meeting, to ensure that each meeting participant is
aware of the fact that the individual is not a Contractor permanent employee;

(b) During the performance of any Work at a Government of Canada site, each Contractor
Representative must be clearly identified at all times as being a Contractor Representative; and

(© If a Contractor Representative requires the use of the Government of Canada’s e-mail system in the
performance of the Work, then the individual must clearly identify him or herself as an agent or
subcontractor of the Contractor in all electronic mail in the signature block as well as under
“Properties.” This identification protocol must also be used in all other correspondence,
communication, and documentation.
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(d) If Canada determines that the Contractor is in breach of any obligation stated in this Article, upon

written notice from Canada the Contractor must submit a written action plan describing corrective
measures it will implement to eliminate the recurrence of the problem. The Contractor will have five
working days to deliver the action plan to the Client and the Contracting Authority, and twenty
working days to rectify the underlying problem.

(e) In addition to any other rights it has under the Contract, Canada may terminate the Contract for
default if the corrective measures required of the Contractor described above are not met.
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1. INTRODUCTION

The Department of National Defence/Canadian Forces (DND/CF) has a requirement to procure a
Session Border Controller (SBC) solution for their test centre in Ottawa. Director Information
Management Engineering & Integration (DIMEI) has established a test lab that will evaluate
various network technologies and studies their interoperability with existing DND/CF network
architectures. This SOW specifies the requirements for establishing the Session Border Controller
(SBC) resources, to accommodate the Assured Services — Session Initiation Protocol (AS-SIP)
Project, for the IP Technology Lab (IPTL). An SBC is a device regularly deployed in Voice over IP
(VolP) networks to exert control over the signalling and also the media streams involved in setting
up, conducting, and tearing down telephone calls or other interactive media communications.
SBCs commonly maintain full session state and offer functions, including security, connectivity
through use of a variety of techniques, quality of service (QoS), emergency call prioritization and
media services.

The solution must allow flexible deployment models, centralized and or de-centralized including
single-site or multi-site networks, headquarters and bases, etc and can be interconnected without
geographic constraints.

The solution must integrate with existing equipment and networks and, in particular, integration
with U.S. defence and security networks which therefore requires specific certifications,
integration and protocol maintenance.

The solution must include a path of OEM training for Engineers and IT Professionals in DIMEI
who are responsible for integrating voice technology into underlying network architectures. These
are individuals who create a telephony solution that is transparent, scalable, and manageable.

The solution will be used to deliver unified communications (voice, video, multimedia and data)
across DND/CF networks.

The solution is comprised of commercial hardware and software products and a maintenance
program as detailed in this Statement of Work (SOW) and the attached Technical Specifications.

It is important to note that the standards established in this SOW are for the Test and
Development Environment only.

2. DIMEI OBJECTIVES

Test Network objectives are to:

« validate requirements for next generation technologies for the DND/CF;

» develop experience and a knowledge base in areas, including IPv4/IPv6, QoS, VLANS,
VOIP - AS-SIP, XMPP, TLS, SRTP, Video over IP, Unified Communications, Encryption
technologies, and experimental network technologies;

» test and validate proposed infrastructure changes to the DND/CF;

* engineer, develop, test and assess interoperability and security requirements for a
gateway which allows cross border connectivity between DND and DoD;
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» provide infrastructure necessary to assess migration of legacy IP video systems to
AS-SIP video protocol as specified in US DoD UCR 2008 document

e assess security posture, attack vectors and the overall system survivability when
subjected to malicious traffic and denial of service attacks; and

» provide assistance with integrating network technologies into project architectures.

3. DIMEI COMPOSITION

In order to accomplish the objectives outlined in section 2, DND will need to assemble a test lab,
which not only spans a wide range of network technologies but can also test a diverse range of
vendor products.

4. SCOPE OF THE WORK

The Contractor must deliver SBCs and integrate with existing networks to achieve security and
inter-network interoperability. SBCs will be configured in a High Availability mode with no loss of
active sessions to facilitate hardware failover while maintaining statefull awareness.

The SBC for AS-SIP (Assured Services-Session Initiation Protocol) are platforms designed to
provide voice-aware firewall and back-to-back user agent functionality in accordance with the U.S.
Defense Information Systems Agency (DISA) Unified Communications Requirements (UCR). The
solution must be certified for interoperability and information assurance through the U.S.
Department of Defense Unified Capabilities (DOD UC) program and be listed on the DOD UC'’s
Approved Product List (APL). SBC must have proven compliance with UCR 2008 interoperability
requirements as well as meet UCR 2008 Information Assurance requirements as defined for SBC
device. It must also be compatible with DND PKI infrastructure to adhere to Hop by Hop behavior
described in UCR 2008. In the event of a device failure, failover mechanism must preserve
existing sessions and switch to an active device within time limit specified in UCR 2008.

SBCs are to be inserted at the edge of an existing IP network to provide enclave security from up
to 20 external networks connected to the SBC, separated at Layer 2 with unique VLAN identifiers.
SBCs will be interconnecting with other SBCs that are protecting external networks. SBC will be
protecting Voice and Video over IP solution that is certified to function with AS-SIP trunks. Traffic
flowing through these devices consists of voice and video signaling and media, primarily based on
AS-SIP protocol. Management is conducted via Out-of-Band management link utilizing isolated
management network. The primary purpose of the SBC is to conduct voice firewall functions.
Secondary role is to convert legacy H.323 IP video traffic to AS-SIP video protocol.

The SBC security framework must feature powerful denial-of service/distributed denial-of service
protection at the layer 3, layer 4, SIP signaling level, and intrusion detection/prevention
capabilities. Other security features are to include TLS/SRTP encryption capabilities, dynamic
access control, topology hiding, privacy and confidentiality, service infrastructure DoS/DDoS
protection, virus and SPIT protection, and fraud prevention. All of these security capabilities
ensure that the SBC can meet the stringent security requirements associated with AS-SIP
applications.
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The SBCs must be deployed in High Availability setting in the size category of a minimum of 150
simultaneous sessions to a maximum of 2000 simultaneous sessions.

The Contractor must also as part of the overall solution provide installation services and advanced
administration and troubleshooting training and offer professional services on short term bases to
assist In Service Support organization to get accustomed to the management of the devices.

DIMEI’s requirements are for a single vendor suite of SBC hardware, software and applications,
and training. The solution must allow flexible deployment models, centralized and or
de-centralized including single-site or multi-site networks, headquarters and bases, etc and can
be interconnected without geographic constraints.

The technical requirements for the solution are detailed below.

5. MANDATORY TECHNICAL REQUIREMENTS

1. Rack-mounted Appliance - The solution must be a rack-mounted appliance that fits in a
standard 19" rack.

2. Memory Configuration - The solution must have a minimum of 2GB of memory for OS
software and configuration files.

3. Storage Capacity - The solution must have a minimum of 500GB of NEBS compliant
disk drive storage.

4. Network Connectivity - The solution must have a minimum of 4 network interface ports
that include 10/100/1000 Copper (RJ-45) connectivity with optional1000 Mbps Ethernet
fiber connectivity available.

5. Management Port - The solution must include an RS-232 port for management services.

6. Power Requirements - The solution must include a 300W power supply and the option
to add an additional redundant power supply to each configuration.

7. Environmental Requirements - The solution must operate between 0 C and +40 C,
10-85% relative humidity, non-condensing. Non-operational temperatures are -20 to +65
C.

8. Routing - The solution must route calls across trunks and service providers to enable
least-cost routing and minimize bandwidth consumption.

9. Call Detail Records - The solution must generate industry standard call detail records for
cross-departmental charge-backs and network planning and store the accounting
information.

10. QoS - The solution must allow Quality of Service (QoS) to monitor and re-route or
re-distribute traffic based on performance degradation or failure, including jitter, packet
loss or latency and provide statistical QoS reports.

11. IPv6-to-IPv4 Networking - The solution must allow IPv6-to-IPv4 networking.
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12. AS-SIP - The solution must maintain the Assured Services Session Initiation Protocol.

13.

14,

15.

16.

17.

18.

19.

20.

21.

H.323 to AS-SIP Video - The solution must converst H.323 to AS-SIP Video.

Control Lists - The solution must use dynamic and static access control lists to control
and permit access only to known devices or networks and authorized users.

Block Nuisance Calls - The solution must block or mitigate nuisance calls, including
telephony SPAM, that can be identified by unique call characteristics.

Lawful Intercept - The solution must allow Lawful Intercept services (CALEA) via an
ETSI recognized standard. Lawful Intercept allows for selectively intercepting all calls
matching a list of pre-defined destinations.

Anti-Virus - The solution must have anti-virus engine to protect the network from
malicious attachments, unwanted sessions and malformed messages.

DoS & DDOS Protection - The solution must provide SIP Denial of Service (DoS) and
SIP Distributed Denial of Service (DDoS) attack protection without loss of call processing
or impacting system stability under a sustained attack.

Attack Protection - The solution must hide or mask the data centre network from a
signaling, SIP and SDP perspective, in order to prevent directed attacks, eavesdropping,
identity theft and fraud and it must mask user information for privacy and confidentiality
using SIP concealment. The solution must provide tiered hardware processing
architecture to ensure security.

Sessions - The Contractor must provide a configuration that includes a minimum license
for 150 sessions and allows to license up to 2,000 concurrent signaling and media
sessions in a single 1 RU platform.

Network Management Platform - The solution must provide a comprehensive
centralized management console that provides the following:

Security Management
i. Provides access control lists to define permitted user, user group and

device access rights
ii. Allows creation of an audit log of all activities performed by individual
user, including user name, date/time, operation performed and
success/failure
iii. Configurable password rules
Device management
i.  Allows addition, deletion and modification of network devices. Provides
detailed information on individual devices and device groups
Configuration management
i. Allows element configuration, provisioning and software release / patch
management for the network
ii. A GUIor Web Services Client interface with a dashboard view for
status indicators and configurations

Page 42 of - de 62



Solicitation No. - N° de l'invitation Amd. No. - N° de la modif. Buyer ID - Id de I'acheteur
W8474-146725/A
Client Ref. No. - N° de réf. du client File No. - N° du dossier CCC No./N° CCC - FMS No./N° VME
W8474-146725

420¢j

420ej\W8474-146725

iv.

V.

Vi.

Vi.
Vii.
Viii.

The hierarchical view of network elements and their physical and
logical components (physical interface, virtual interface, signalling
service, session agents, etc.)

Device inventory information and configuration parameter details
Complete device control via commands, including save, activate, save
and activate, reboot.

On-line, context-sensitive help

Fault Management

Allows real-time monitoring of the operational status of the network by
collecting and displaying alarms and fault-related statistics

Visual display of alarms on main GUI screen

Alarms colour-coded by severity level

User configurable trap severity mapping

Configurable alarm severities

Alarm and event filtering and management

Alarm acknowledgement, clearing, deletion and save to a file

E-mail notifications based on event severity level

Performance Management

iv.

Allows for the collection and real-time monitoring and displaying of
performance statistics

Statistics available for systems physical interfaces, network interfaces,
realms, session agents

Comprehensive performance metrics to include signalling, media
packets and bandwidth, network frames, packets and bandwidth, SBC
platform CPU and memory utilization

Allows to configure performance related thresholds to trigger alerts

Report Management

Allows production of graphical reports based on key performance
indicator information

Allows production of reports automatically based on time scheduled
application

22. Interoperability - The solution must operate in a multi-vendor environment with full
interoperability with Avaya AS5300, Communication Manager, Session Manager, CS1000

23.

24,

and Cisco CUCM,

Microsoft Lync, including Microsoft Unified Communications Open

Interoperability Program (UCOIP) qualification for SBC, Session Management and Lync
Hosted pack, as well as Office 365 certification.

Connectivity - The solution must allow signaling networks SIP and H.323), transport
interworking (TCP, UDP and SCTP), encryption (TLS, SRTP-to-RTP, IPSec) NAT and
firewall transversal, IP Address Translation (private/public, IPv4/IPv6) and transcoding.

SIP Interoperability - The solution must include standard SIP interoperability and
signaling, including:
- SIP-l and SIP-T

- H.323

- SIP to H.323 internetworking

- AS-SIP to H.323 internetworking

- Real-time Streaming Protocol (RTSP)

- Message Session Relay Protocol (MSRP)

- H.248
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- MGCP

- Addition, deletion and modification of all SIP headers

- Addition, deletion, modification and rejection of SIP headers base based on
conditional matching criteria

- SIP over UDP, TCP or SCTP

- For full signaling transport internetworking, including SIP over UDP, TCP or
SCTP to/from SIP over UDP, TCP or SCTP.

- SIP trunking termination, inter-enterprise SIP traffic and remote workers without
additional hardware.

25. High Availability/Clustered Configuration - The solution must cluster devices and high
availability (HA) in active/standby configurations for no loss of active sessions and provide
the following functionalities:

- NEBS Level 3 Compliant

- AC and DC power

- Allow for field-replaceable, redundant power units

- Allow HA for media during failover no loss active session (NLAS) or degradation
of voice quality during failover

- Allow HA for SIP signaling state during failover, including support for mid-call
features (including but not limited to call hold, call transfer) after failover

- Allow HA for accounting records and accounting records preservation during
failover

- Allow for overload control that allows the SBC to gracefully shed traffic under high
call volume scenarios.

26. Load Balancing - The solution must provide the option to allow load balancing of the
delivery of any SIP service or application, including voice, video, presence, messaging
and multimedia, over any access network. It must allow a minimum of 120,000
subscribers and dynamic load balancing based on SBC availability and health, session
capacity, session load with guarantee of no dropped calls.

27. Audio/Video - The solution must provide comprehensive audio and video, including:
- All audio codecs
- Allvideo codecs
- Allow removal of codecs from the SDP
- Allow re-order of codecs from the SDP.

28. Certifications - The solution must have the following certifications:

- US Unified Communication (UL) Certification

- US Security Technical Implementation Guide (STIG)

- US Defense Information Systems Agency (DISA) listing as DISA Unified
Capabilities Approved Product List (UCAPL) and Unified Communications
Requirements (UCR) compliant

- CSA or UE standards for safety

- Certified by Department of Defence (DoD) Joint Interoperability Test Command
(JITC) as an Edge Boundary Controller

29. Encryption — The solution must allow the following encryption protocols: TLS, SRTP
SDES, SRTP MIKEY, IPSec Manual keys, IPSec IKE and IPSec IMS-AKA
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30. No encryption degradation - The solution must allow TLS, SRTP and IPSec with no
degradation of overall platform capacity.

31. Transcoding — The solution must allow transcoding between any of the following codec
types: G.711, G.722, G.722.2 (AMR-WB), G.723.1, G.726, G.729/A/B, iLBC, AMR and
GSM.

32. No transcoding degradation — The solution must allow transcoding with no degradation
of overall platform capacity
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AS-SIP
CIR
Dynamic Routing

EIR
Ethernet

FCIP
Flow Control

Gigabit Ethernet

IPv6
IPv4

Jitter

Latency

MPLS

Packet Loss

Packet Switching

QoS

SIP

STCP
TCP
UbDP

6. GLOSSARY OF TERMS

Assured Services Session Initiation Protocol
Committed Information Rate

The capability to alter the path that the route takes through the system
in response to a change in conditions

Excess Information Rate

Frame-based computer networking technologies for local area
networks

Fibre Channel over IP also known as Fibre Channel tunnelling

The process of managing the rate of data transmission between two
nodes to prevent a fast sender from overrunning a slow receiver

The term describing transmitting Ethernet frames at a rate of a gigabit
per second

Internet Protocol version 6 (IPv6) is a version of the Internet Protocol.

Internet Protocol version 4 is at the core of standards-based
internetworking methods of the Internet

The variation in latency between successive packets across a given
network connection. Jitter can be quantified as the weighted average of
the latency difference between every pair of consecutive packets
received

The time it takes for a packet to traverse an end-to-end network path,
determined primarily by the cumulative effect of the propagation delays
across each link, the insertion delays at every device along the path,
and the queuing delays at every device along the path

An IETF standard originally developed by Cisco to simplify and
optimize IP transport based on characteristics of both the network and
the type of data being transported

The failure of packets to reach their destination or, more specifically,
the rate at which this phenomenon occurs

The packet switched networks that existed before the Internet,
including early networks before X.25 and OSI; and the era when many
Postal Telephone and Telegraph companies introduced networks with
X.25 interfaces.

Quality of service is the ability to provide different priority to different
applications, users, or data flows, or to guarantee a certain level of
performance to a data flow.

The Session Initiation Protocol (SIP) is an IETF-defined signaling
protocol widely used for controlling communication sessions such as
voice and video calls over Internet Protocol (IP).

Stream Transmission Control Protocol
Transmission Control Protocol
User Datagram Protocol
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VLAN Virtual Local Area Network
VOIP Voice-Over-IP — The transport of voice traffic over the same IP

networks used for data communications, rather than separate Digital
and Analogue infrastructure.

ANNEX B, PRICING TABLES
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ANNEX C

SECURITY REQUIREMENTS CHECK LIST
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ANNEX D
Procurement Sttrategy for Aboriginal Business - Certification

1.This procurement is set aside under the federal government's Procurement Strategy for Aboriginal
Business, as detailed in Annex 9.4, Requirements for the Set-aside Program for Aboriginal Business, of
the Supply Manual.

2.The Bidder:

i.certifies that it meets, and will continue to meet throughout the duration of any resulting contract, the
requirements described in the above-mentioned annex;

ii.agrees that any subcontractor it engages under any resulting contract must satisfy the requirements
described in the above-mentioned annex; and

iii.agrees to provide to Canada, immediately upon request, evidence supporting any subcontractor's
compliance with the requirements described in the above-mentioned annex.

3.The Bidder must check the applicable box below:

i.() The Bidder is an Aboriginal business that is a sole proprietorship, band, limited company,
co-operative, partnership or not-for-profit organization.

OR

ii.() The Bidder is either a joint venture consisting of two or more Aboriginal businesses or a joint venture
between an Aboriginal business and a non-Aboriginal business.

4.The Bidder must check the applicable box below:

i.() The Aboriginal business has fewer than six full-time employees.

OR

ii.() The Aboriginal business has six or more full-time employees.

5.The Bidder must, upon request by Canada, provide all information and evidence supporting this
certification. The Bidder must ensure that this evidence will be available for audit during normal business
hours by a representative of Canada, who may make copies and take extracts from the evidence. The

Bidder must provide all reasonably required facilities for any audits.

6.By submitting a bid, the Bidder certifies that the information submitted by the Bidder in response to the
above requirements is accurate and complete.

Page 49 of - de 62




Solicitation No. - N° de l'invitation
W8474-146725/A

Client Ref. No. - N° de réf. du client

Amd. No. - N° de la modif.

File No. - N° du dossier

Buyer ID - Id de I'acheteur
420gj
CCC No./N° CCC - FMS No./N° VME

BIDDER FORMS
Form 1

BID SUBMISSION FORM

Bidder’s full legal name

[Note to Bidders: Bidders who are part of a
corporate group should take care to identify the
correct corporation as the Bidder.]

Authorized Representative of Bidder for evaluation
purposes (e.g., clarifications)

Name

Title

Address

Telephone #

Fax #

Email

Bidder’'s Procurement Business Number (PBN)

[see the Standard Instructions 2003]

[Note to Bidders: Please ensure that the PBN you
provide matches the legal name under which you
have submitted your bid. If it does not, the Bidder
will be determined based on the legal name
provided, not based on the PBN, and the Bidder will
be required to submit the PBN that matches the
legal name of the Bidder.]

Jurisdiction of Contract: Province in Canada the
bidder wishes to be the legal jurisdiction applicable to
any resulting contract (if other than as specified in
solicitation)

Former Public Servants

See the Article in Part 2 of the bid solicitation entitled
Former Public Servant Certification for a definition of
“Former Public Servant”.

Is the Bidder a FPS in receipt of a pension as defined in the
bid solicitation?

Yes No

If yes, provide the information required by the Article in Part 5
entitled “Former Public Servant Certification”

Is the Bidder a FPS who received a lump sum payment under
the terms of a work force reduction program?

Yes No

If yes, provide the information required by the Article in Part 5
entitled “Former Public Servant Certification”

Canadian Content Certification

As described in the solicitation, bids with at least 80%
Canadian content are being given a preference.

[For the definition of Canadian goods and services, consult the
PWGSC SACC clause A3050T]

On behalf of the bidder, by signing below, | confirm that [check
the box that applies]:

At least 80 percent of the bid price consists of
Canadian goods and services (as defined in the
solicitation)

Less than 80 percent of the bid price consists of
Canadian goods and services (as defined in the
solicitation)
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Number of FTEs [Bidders are requested to indicate,
the total number of full-time-equivalent positions that
would be created and maintained by the bidder if it
were awarded the Contract. This information is for
information purposes only and will not be evaluated.]

Security Clearance Level of Bidder

[include both the level and the date it was granted]
[Note to Bidders: Please ensure that the security
clearance matches the legal name of the Bidder. If it
does not, the security clearance is not valid for the
Bidder.]

On behalf of the Bidder, by signing below, | confirm that | have read the entire bid solicitation including the
documents incorporated by reference into the bid solicitation and | certify that:

1. The Bidder considers itself and its products able to meet all the mandatory requirements described in the bid
solicitation;

2. This bid is valid for the period requested in the bid solicitation;

3. All the information provided in the bid is complete, true and accurate; and

4. If the Bidder is awarded a contract, it will accept all the terms and conditions set out in the resulting contract
clauses included in the bid solicitation.

Signature of Authorized Representative of Bidder
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Form 2

Substantiation of Technical Compliance Form

Article of Statement of Work
that requires substantiation
by the Bidder

Bidder Substantiation Reference to additional
Substantiating Materials
included in Bid

1. Rack-mounted Appliance -
The solution must be a
rack-mounted appliance that
fits in a standard 19" rack.

2. Memory Configuration -
The solution must have a
minimum of 2GB of memory
for OS software and
configuration files.

3. Storage Capacity - The
solution must have a
minimum of 500GB of
NEBS compliant disk drive
storage.

4. Network Connectivity -
The solution must have a
minimum of 4 network
interface ports that include
10/100/1000 Copper
(RJ-45) connectivity with
optional1000 Mbps Ethernet
fiber connectivity available.

5. Management Port - The
solution must include an
RS-232 port for
management services.

6. Power Requirements - The
solution must include a
300W power supply and the
option to add an additional
redundant power supply to
each configuration.

7. Environmental
Requirements - The
solution must operate
between 0 C and +40 C,
10-85% relative humidity,
non-condensing.
Non-operational
temperatures are -20 to +65
C

8. Routing - The solution must
route calls across trunks
and service providers to
enable least-cost routing
and minimize bandwidth
consumption.
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Call Detail Records - The
solution must generate
industry standard call detalil
records for
cross-departmental
charge-backs and network
planning and store the
accounting information.

10.

QoS - The solution must
allow Quality of Service
(QoS) to monitor and
re-route or re-distribute
traffic based on
performance degradation or
failure, including jitter,
packet loss or latency and
provide statistical QoS
reports.

11.

IPv6-to-IPv4 Networking -
The solution must allow
IPv6-to-1Pv4 networking.

12.

AS-SIP - The solution must
maintain the Assured
Services Session Initiation
Protocol.

13.

H.323 to AS-SIP Video -
The solution must convert
H.323 to AS-SIP Video.

14.

Control Lists - The solution
must use dynamic and static
access control lists to
control and permit access
only to known devices or
networks and authorized
users.

15.

Block Nuisance Calls -
The solution must block or
mitigate nuisance calls,
including telephony SPAM,
that can be identified by
unigue call characteristics.

16.

Lawful Intercept - The
solution must allow Lawful
Intercept services (CALEA)
via an ETSI recognized
standard. Lawful Intercept
allows for selectively
intercepting all calls
matching a list of
pre-defined destinations.

17.

Anti-Virus - The solution
must have anti-virus engine
to protect the network from
malicious attachments,
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unwanted sessions and
malformed messages.

18

. DoS & DDOS Protection -
The solution must provide
SIP Denial of Service (DoS)
and SIP Distributed Denial
of Service (DDoS) attack
protection without loss of
call processing or impacting
system stability under a
sustained attack.

19.

Attack Protection - The
solution must hide or mask
the data centre network
from a signaling, SIP and
SDP perspective, in order to
prevent directed attacks,
eavesdropping, identity theft
and fraud and it must mask
user information for privacy
and confidentiality using SIP
concealment. The solution
must provide tiered
hardware processing
architecture to ensure
security.

20.

Sessions - The Contractor
must provide a configuration
that includes a minimum
license for 150 sessions and
allows to license up to 2,000
concurrent signaling and
media sessions in a single 1
RU platform.

21.

Network Management
Platform - The solution
must provide a
comprehensive centralized
management console that
provides the following:

Security Management

* Provide access control
lists to define permitted
user, user group and
device access rights

* Allow creation of an audit
log of all activities
performed by individual
user, including user
name, date/time,
operation performed and
success/failure

* Configurable password
rules

Device management
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Allow addition, deletion
and modification of
network devices. Provide
detailed information on
individual devices and
device groups

Configuration management

Allow element
configuration,
provisioning and
software release / patch
management for the
network

A GUI or Web Services
Client interface with a
dashboard view for
status indicators and
configurations

The hierarchical view of
network elements and
their physical and logical
components (physical
interface, virtual
interface, signalling
service, session agents,
etc.)

Device inventory
information and
configuration parameter
details

Complete device control
via commands, including
save, activate, save and
activate, reboot.

On-line, context-sensitive
help

Fault Management

Allow real-time
monitoring of the
operational status of the
network by collecting and
displaying alarms and
fault-related statistics

Visual display of alarms
on main GUI screen

Alarms colour-coded by
severity level

User configurable trap
severity mapping

Configurable alarm
severities

Alarm and event filtering
and management

Alarm
acknowledgement,
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clearing, deletion and
save to a file

* E-mail notifications
based on event severity
level

Performance Management

* Allow for the collection
and real-time monitoring
and displaying of
performance statistics

e  Statistics available for
systems physical
interfaces, network
interfaces, realms,
session agents

e Comprehensive
performance metrics to
include signalling, media
packets and bandwidth,
network frames, packets
and bandwidth, SBC
platform CPU and
memory utilization

* Allow to configure
performance related
thresholds to trigger
alerts

Report Management

e  Allow production of
graphical reports based
on key performance
indicator information

e Allow production of
reports automatically
based on time scheduled
application

22

. Interoperability - The
solution must operate in a
multi-vendor environment
with full interoperability with
Avaya AS5300,
Communication Manager,
Session Manager, CS1000
and Cisco CUCM, Microsoft
Lync, including Microsoft
Unified Communications
Open Interoperability
Program (UCOIP)
qualification for SBC,
Session Management and
Lync Hosted pack, as well
as Office 365 certification.

23.

Connectivity - The solution
must allow signaling
networks SIP and H.323),
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transport interworking (TCP,
UDP and SCTP), encryption
(TLS, SRTP-to-RTP, IPSec)
NAT and firewall
transversal, IP Address
Translation (private/public,
IPv4/IPv6) and transcoding.

24.

SIP Interoperability - The
solution must include
standard SIP interoperability
and signaling, including:

e SIP-land SIP-T

e H.323

e SIPtoH.323
internetworking

e AS-SIP to H.323
internetworking

* Real-time Streaming
Protocol (RTSP)

* Message Session Relay
Protocol (MSRP)

e H.248

* MGCP

e Addition, deletion and
modification of all SIP
headers

e Addition, deletion,
modification and
rejection of SIP headers
base based on
conditional matching
criteria

e SIP over UDP, TCP or
SCTP

*  Full signaling transport
internetworking,
including SIP over UDP,
TCP or SCTP to/from
SIP over UDP, TCP or
SCTP.

e SIP trunking termination,
inter-enterprise SIP
traffic and remote
workers without
additional hardware.

25.

High
Availability/Clustered
Configuration - The
solution must cluster
devices and high availability
(HA) in active/standby
configurations for no loss of
active sessions and provide
the following functionalities:
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* NEBS Level 3 Compliant

e AC and DC power

* Allow for
field-replaceable,
redundant power units

* Allow HA for media
during failover no loss
active session (NLAS) or
degradation of voice
guality during failover

* Allow HA for SIP
signaling state during
failover, including
support for mid-call
features (including but
not limited to call hold,
call transfer) after
failover

* Allow HA for accounting
records and accounting
records preservation
during failover

e Allow for overload control
that allows the SBC to
gracefully shed traffic
under high call volume
scenarios.

26

. Load Balancing - The
solution must provide the
option to allow load
balancing of the delivery of
any SIP service or
application, including voice,
video, presence, messaging
and multimedia, over any
access network. It must
allow a minimum of 120,000
subscribers and dynamic
load balancing based on
SBC availability and health,
session capacity, session
load with guarantee of no
dropped calls.

27.

Audio/Video - The solution
must provide
comprehensive audio and
video, including:

e All audio codecs

e All video codecs

* Allow removal of codecs
from the SDP

* Allow re-order of codecs
from the SDP.

28

. Certifications - The
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solution must have the
following certifications:

e US Unified
Communication (UL)
Certification

e US Security Technical
Implementation Guide
(STIG)

* US Defense Information
Systems Agency (DISA)
listing as DISA Unified
Capabilities Approved
Product List (UCAPL)
and Unified
Communications
Requirements (UCR)
compliant

e CSA or UE standards for
safety

* Certified by Department
of Defence (DoD) Joint
Interoperability Test
Command (JITC) as an
Edge Boundary
Controller

29.

Encryption — The solution
must allow the following
encryption protocols: TLS,
SRTP SDES, SRTP MIKEY,
IPSec Manual keys, IPSec
IKE and IPSec IMS-AKA

30.

No encryption
degradation - The solution
must allow TLS, SRTP and
IPSec with no degradation
of overall platform capacity.

31.

Transcoding — The solution
must allow transcoding
between any of the following
codec types: G.711, G.722,
G.722.2 (AMR-WB),
G.723.1, G.726, G.729/A/B,
iLBC, AMR and GSM.

32.

No transcoding
degradation — The solution
must allow transcoding with
no degradation of overall
platform capacity
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Form 3
OEM Certification Form
This confirms that the original equipment manufacturer (OEM) identified below has authorized the
Bidder named below to provide and maintain its products under any contract resulting from the bid

solicitation identified below.

Name of OEM

Signature of authorized signatory of OEM

Print Name of authorized signatory of OEM

Print Title of authorized signatory of OEM

Address for authorized signatory of OEM

Telephone no. for authorized signatory of OEM

Fax no. for authorized signatory of OEM

Date signed

Solicitation Number

Name of Bidder
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Form 4

Software Publisher Certification Form
(to be used where the Bidder itself is the Software Publisher)

The Bidder certifies that it is the software publisher of all the following software products and that it has
all the rights necessary to license them (and any non-proprietary sub-components incorporated into the
software) on a royalty-free basis to Canada pursuant to the terms set out in the resulting contract:

[bidders should add or remove lines as needed]

Form 5

Software Publisher Authorization Form
(to be used where the Bidder is not the Software Publisher)

This confirms that the software publisher identified below has authorized the Bidder named below to
license its proprietary software products under thecontract resulting from the bid solicitation identified
below. The software publisher acknowledges that no shrink-wrap or click-wrap or other terms and
conditions will apply, and that the contract resulting from the bid solicitation (as amended from time to
time by its parties) will represent the entire agreement, including with respect to the license of the
software products of the software publisher listed below. The software publisher further acknowledges
that, if the method of delivery (such as download) requires a user to "click through" or otherwise
acknowledge the application of terms and conditions not included in the bid solicitation, those terms and
conditions do not apply to Canada's use of the software products of the software publisher listed below,
despite the user clicking "l accept” or signalling in any other way agreement with the additional terms
and conditions.

This authorization applies to the following software products:

[bidders should add or remove lines as needed]

Name of Software Publisher (SP)

Signature of authorized signatory of SP

Print Name of authorized signatory of SP

Print Title of authorized signatory of SP

Address for authorized signatory of SP

Telephone no. for authorized signatory of SP

Fax no. for authorized signatory of SP
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Solicitation Number

Name of Bidder
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Ecwn‘rmﬁ Gouvarmenme
du Canada

e

RECEIVED

0CT 21201

Contract Numiber / Numéro du conrat

WE4T4-146725

— |

Eecurity Ciasslicanon / Glaseihcalion 08 securits

SECURITY REQUIREMENTS CHECK LIST (SRCL)

LIETE DE VERIFICATION DES EXIGENCES RELATIVES A LA SECURITE (LVERS

PART A - CONTRAGCT INFORMATION FPARTIE A

1 Onginating Govemment Depardmen! or Organtzation
Ministére ou orgeENISME gouvernemaental d'onging Dapartmant of National Dafance

- INFORMATION COMNTRACTUELLE

2. Branch or Directorate / Direction genérale ou Direction
ADMIMYDGIMTSPIDIME]

3. a) Subconiract Numbar | Numérg du contral de sous-treitance ]’a.b] Name and Address of Subcoriramor | Nom ef adresse du sous-traitant

4. Briefl Desoipton of Work | Bréve desoription du iravanl

Caomtract 5 10 mplement and cenfigune 8
ocoess pas. email and 1o perform work unescorted

doroes

m e

lab efwnamen. This SREL a tor the purposs of sllowing e contrsshar 10 heve & Buisiing

{5. 8) Will the supplier require access (b Lonlinied Goosds?
H Le fournisseur aura-l-l accés § des marchandises controiees?

D

!
|
|
|
!

Reguiations?

&ur b cantrile das données lechnigues?

5. b) Wil the suppiier raquire access i undassiied miitary 1ecmcal dai subject to the provisions of the Technical Data Condral

m..[ |

Le fournisseur awra-t-il acoés & das données techniques militaires non cassifiées qui sont assujrTies Bux dispositions du Réglement

F Indicate the type ¢ ms:aqmn*ilrdthtwsﬂ'mmjs

€. ) Will the suppiiaf and ils employees requite Access fo PROTEG 1ED andior CLASSIFIED mlormaton of assets?

(Spectfy the level of access using the chart in Quastion 7. ¢
(Préciser g niveau O acces on uiiisant s tablsau qui se trouve & la ¢

& b} Wi the suppiier and itz employees (e 0. clesness, maintanance personnel) raguire access I restActed ACCESE areas”? Mo aocess 1o
PROTECTED andior CLASSIFIED infarmation or assets is parmilled
Le foumiss=ur el 588 employés (p, ex mws.md'mumam&maMzmwmmmL
4 des rensaignements ou & des biens PROTEGES etiou CLASSIFIES n'est

aulorss,

o 1Yes

Le fournisseur ainsi qua les employés auront-#5 sccés @ fes ranseignements ou & des hiens PROTEGES eliou CLASSIFIES? Bm Y lou |
7.

Yes

8. ¢ & this a commarcial couriar or delpvery requirement wih no overnight storage’
S'agit-il d'un cortrat de massagarie ou de Ivisison commerciale sans entreposage de nuit?

- fFE’-

7. &) Ingicale the type of miormil-on thai e supplier vill b required 1o seeas [ Indiquer bs type dinformatian augued e foumissaur devia avoir aocés

Regtricied to: | Limits & |:_]
Specify couniry{ies) ! Preciser lefs) pays -

Hearicied to:  Limie & : D
Specify country(ies). / Preciser le(s) pays -

Restricted to: / Limite & I:]
Specify countrypes). | Préciser le(s] pays

Sanada Ir.?] NATO | OTAN I'_I Forsign | Etranger | I =
7_b) Release resinchons / Resticlions relalves 2 le giffusion - |
Mo release restrichons ) Al HATO countries "ép releaze regtriclions |
Aucune restrichon relative v Tous les pays da FOTAN HAucune restriction relative:
4 la diffusion # |a diffusion
ot releasable L]
A ne pas diffuser

|T_ej Levei of informisfion | Mivasy j_un_f?q‘rrm i
PROTECTED A l__| NATO UNCLASSIFIED D PROTECTED A I:I
PROTEGE A == NATO NON CLASSIFIE | PROTEGE A
PROTECTED B D NATO RESTRICTED : PROTEGTED B I:l 5
PROTEGEE NATO DIFFUSION RESTREINTE PROTEGE B
PROTECTED C D NATO CONFIDENTIAL ]:[ PROTECTED C E
PROTEGEC ] NATD CONFIDENTIEL | PROTEGE C -
CONFIDENTIAL |: NATO SECRET D | CONFIDENTIAL E
CONFIDENTIEL NATO SECRET : CONFIDENTIEL
SECRET 1 COSMIC TOP SECRET SECRET
SECRET E COSMIC TRES SECRET I:” SECRET D |
TOP SECRET C TOF BECRET D !
TRES SECRET | TRES SECRET |
TOP SECRET (SIGINT) | TOP SECRET (SIGINT) D i |
TRES SECRET (SIGINT) L TRES SECRET [SIGINT) : |

TB&SCT 350-103(2004/12)

["S=curity Clesallication | Classiication de securie

Canadi



Governmant  Gouvernsment “Contract Number | Numero u contrat
I* I ot Canada du Canada |_ WH4T4- 146725

Security Clasgication | Clagshcaton de sécurta

——

PART A [confinued){ PARTIE A lsdife)
8. Will the supplsr require access !u F"R'i" ECTED sndior CLASSIFIED COMSED information or assals?
Le fournisseur awa-t-i aceas 4 des renseignamants ou 4 das biens COMSEC désignés PROTEGES etiou CLASSIFIES?
I i Yes, indicale thie leval of sensitity:
Dans Fafirmative, indiquer le niveau de sensibdlild : S St
5. Will the suppiisr requine access o extremely sensilve INFOSEC informafion or asssis? ".r Mo ¥es
Le fournisseur aura-1-1 accés & des rengaignements ou 4 des hiors INFOSEC de nature exirémemeant dalicata? i:l

Short Title{s) of material / Thrais) abrégé(s) du maténel -
Decurment Number [ Muméro du document

PART B - PERSONNEL {SUPPLIERY! PARTIE B - PERSCNNEL (FOLURMESEUR)
0. &) Personngi security scresning level required / M veau de coniride de ka sécurilé du personnel requis

[ RELIABILITY STATUS CONFIDENTIAL v SECRET D TOP SECRET

| COTE DE FIABILITE CONFIDENTIEL SECRET TRES SECRET

| D TOP 3ECRET - SIGINT ] NATGCONFIDENTIAL | NATO SECRET D COSMIC TOP SECRET

THES SECRET - SIGINT | NATO COMFIDENTIEL NATC SECRET COSMIC TRES SECRET
[j SITE ACCESS

ACCES AUX ERMPLACEMENTS

Specizl commaents:

Commentaires Spéciaux

NOTE: M mutple bevsks of Soreansng a6 idesifed, 3 Seculy Classfcation Guide must be provided.

REMARQUE * S plusieurs niveaus de contrile de gécurilé sont raquis, un guide de clagsification de la sécurité doi dtre fourni. 5

‘0 b} May unscreanad personnel be used for porlions of e work? D No \'ea
Du persoriel sans autorisalion sécuiiiaire peut-ll se volr confier des parlies du bavad? Non Dui
1f Yes, will unscresned pergonnel be escored? Mo !l‘r‘r Yas
Dans I'affrmative. e personne gn quesiian sera-t-i escorté? Nen LYo

PART C - SAFEGUARDS{SUPPLIER) | PARTIE C SMESURES DE PROTECTION (FOURNISSEUR)

INFORMATION | ASSETS | REMSEIGNEMENTS | BIENS |

11 a) Will the supplier be required to recebve and store PROTECTED andior CLASSIFIED information o a53ats on its site or HNU
Premises?

La fournissewr sara-1- fenu de recevsir of d'entreposer sur place des rensaignements ou dés biens PROTEGES etiou
CLASSIFIES?

11. b) VWil the supplier be requéred {2 safesnuers COMSEC information or assels? No | Yas

Le fournissewr s=-=-1-l lenu de protéger des renssignemants ou das tiens COMSEC? Non Dwi
PRODUCTION Tl

11. ) Will the prociuction {manufaciure, andior repair andior modiScation) of PROTECTED andfor GLAESIFIED matenal or equipmend No ¢
occur at the supplier’s Sie or remizes? Non
Les instalations du foumissewr semvirant=-ies 4 2 protucton (fapncation etiow réparstion etfou modification) de maténe| PROTEGE |
eliow CLASSIFIZ? {

i

INFORMATION TECHNOLDGY (iT) MEGIA | SUPPDRT RELATIF A LA TECHNOLOGIE DE L'INFORMATION (T1)

11, dy VWi the supniier be iregl to wme Its |T systems 1o electronically proness, produca of #tore PROTECTED andfior CLASSIFIED Mo Yes

o Mm m'gequ Mo DOU
L foumisseur sera-1i lonu dulibser sas 0oooes SySiemes informabgues powr ireiler, produre ou stocker sleciromquemeant des
renseignements ou des donndes PROTEGES efiou CLASSFIES?

11. 2) Will there be an clecironic ink babwean ihe suppliers 1T systems and the govemment desarmanl or agency? Nn Dves
Disposers-t-on d'un fon tlectronique entre le syaltme nformaliqus du fournissewr el celui du minisiéve ou de Fagence Nar: Qui |
gouvms nerenials 7 = |

TBS/SCT 350- 103200412 | Bartunly Classitcation 7 Classification de sécurils

Canadz




l* Govornmant  (Gouvernement Conlrac! Number / Numéro du condrat
of Canada cu Canada WWBAT4- 146725
Secunty Classification | Classification de sécuribé [

PART C - icontinued) { PARTIE C - [Swirs]
For users compkelng the fomm manually use the summary chart below o indicate (he category(ies) and lavel(s) of safeguarding requirad al the suppler’s
siels) of premises.
Les utilisatewrs qui rempiissent le formulaire manueliomont doivent utiliser ie tableau necapitsiatif ci-dessous pour indiquer, pour chaque calégona. jes
niveale go sauveganda requis aux installsbons du bourmissewr,

For users complefing fhe form oniine (via the ntemet), the summarny char is automaticaily populated by your responses fo previous quesiions.
Dans le cas das ulillsateurs qui remplissent le formuiaire en figne (par Intamet), ies réponses adx questions précédentes sont automaliguement 53865

dans le tableau récapitufail, )
SUMMARY CHART | TABLEAU RECAPITULATIF

Calegoey PACTECTIT CLARSIFED RATD COMERC
Camagore PRCTEGE CLASSISE H
R I Tor RATG WATO | BATL | coasac | PROTECTED o |
A B |G i{‘_ﬂ-:ev-‘rat SECAET | SfoeE | FESRCID | Oosemoena | SEowet Tor | PRoTEGE [ COWFIDENTAL | SECRET | SECAET
| | | SEZRET H
SUEgEhTTEL -] Tc T cotmt | i 8 |C | CONFIDENTEL THES
|EECRET | DIFEUSIGN | CesminenmeL Tacs | BinEr
i 1 RESTRONTE SeceET . 1

O SR |
Flafimirarens | Docs i
Frotucsan {

T My |

1
i { I |
L | T B ST Tl |
i # | i |

12. &} Is the description of the work contained within this SRCL PROTECTED andlor CLASSIFIED? L"( 1 Mo D‘r‘u
La description du ravail visé par la présente LVERS est-glie oe nature PROTEGEE ebiou CLASSIFIEE? M Ow

If Yes, classify this form by annotating the top and bottom in the arca entitled “Security Classification®,
Dans laffirmative, clasaifier |z précent formulaire on indiguant le niveau de sécuritd dans la case inlitulde
u Classification de sécurite » pu haut of au bas du formulaire.

12. b) Wil the cocumentation attached to this SRCL be PROTECTED andior CLASSIFIED? Ne fes
La documertation associée & la présente LVERS sera-i-alle PROTEGEE st/ou CLASSIFIEE? Non Ol

if Yes, classify this form by annotating the top and bottom in the area antitlad “Security Classification™ and indicate with
sttachments (e.g. SECRET with Attschments).

Dansg I'affirmative, clagsifior lg ordsent formalaire en indiguant ko niveau de securité dans la case intituiea |
u Classification de sécuritd » au haut ot au bas du formulaire et indiguer qu'll y 3 des piéces jointes {p. ex. SECRET avec |
dss piéces jeintes).

TBS/SCT 350-10:{2004/12) Beourity Classification / Class/ficalion de sdcuté Ca_nadﬂ




Govermment Souvernemant Condract Number / Numéro du conirat
I*l ot Canada du Canada WB4T4- 145725

Security Classificetion | Classification de securité

PART D - AUTHORIZATION [ PARTIE O “AUTORISATION

13 Organization Projec! Autharlly F Chargd de stojel de Fomanisme ] f{
Name (print) - Nom (en lelires moulé=e) Tille - Titra gnature i
i
Captain Gary Pechi IPTL Manager gl_ o
Teleghone No. - N d= Isiéphone | Facsimile No. - N° de [&acopiedr | E-mail aodress - Adresse courniel = | Date
{613) 008-9628 | (8133 904000 gary pechi@forces go.ca "v‘l 27 June 2013
14 Organization Security Aufharty f Resgonsable de |a sécurit® de [organsme
MName (peint) = Nom (en ielires moulées) sﬂhﬂm-ﬁmpﬁnmmmmm Signature (71—4
. 81 3-H40-1085 s Qd0 4000
Telsphone No - N de feidphone | Facgiagie | N 52 GjEcoBR | E AN Sridress - Adresse courmiel Date o
= | = .. ge.ca DI—OE— 27

15, Are there additional Instructions (e.9. Security Gulde, Security Classificalion Gulde) sttsched? No Yes

Des instructions supplementaires (p. ex. Guide de séourte, Guide de classification de la séourité) sont-elles joinies? Non Cul
HE Procurament Officer | Agant d approvisionnement
lame (print) - Nom {en lelires mouiaaes) Title - Tikre Signalure
Taieohone Mo - W™ da teléphana Facsimila Mo, - N' 0a (&idcopeir E-mail address - Adreasa coumel Cate

17. Contracting Securlty Authority / Aulonié conlractanie &n matiere de sanuite

Iame (print) - Nom (o ietires moulees) Tille - Titre Signature W

Telephane No. - N’ de lelaphone | Facsimile No. - N 0@ ieiécopiedr E-mail eddress - Adresse courniel Date -
30 -0CTU0ER—a (3

Jacques Saumur
Contract Security Officer, Contract Security Division

Jacques.Saumur@tpsge-pwgsc.ge.ca
TeliTél - 613.548-1732 | Fax/Téléc - 613-054-4171

TBS/SCT 350-103{Z004/12) \‘ Secyurity Classilication / Classification de sécurilé

b N Canad?




