Canada Border
Services Agency

i

RETURN BIDS TO:
RETOURNER LES
SOUMISSIONS A:

Bid Receiving Canada Border Services Agency /
Réception des soumissions Agence des services
frontaliers du CanadaCanada Border Service
Agency

Canada Border Services Agency

Contracting Bids Receiving

2405 St-Laurent Unit H

Ottawa, ON K1A OL8

(613) 941-6034

Bid Receiving Unit is open from Monday to
Friday inclusively, between the hours of
07:30 and 3:30, excluding Statutory
Holidays.

REQUEST FOR PROPOSAL
DEMANDE DE PROPOSITION

Proposal To: Canada Border Services Agency

We hereby offer to sell to Her Majesty the Queen in
right of Canada, in accordance with the terms and
conditions set out herein, referred to herein or
attached hereto, the goods, services, and
construction listed herein and on any attached
sheets at the price(s) set out thereof.

Proposition aux: Agence des services frontaliers
du Canada

Agence des services
frontaliers du Canada

Requirement # 1000322145

Title — Sujet

POE Security Vulnerability Assessments

Solicitation No. — N° de I'invitation
1000322145

Date :
November 13, 2014

Client Reference No. — N° référence du client

GETS Reference No. — N° de reference de SEAG

File No. — N° de dossier

CCC No./N° CCC - FMS No./N°

Solicitation Closes — L’invitation prend fin

Time Zone
Fuseau horaire

Plant-Usine: [

at—a 11:00 AM
on —le December 24, 2014 Eastern Standard Time EST
F.0.B. - F.AB.

Destination: v'  Other-Autre: [

Address Inquiries to : - Adresser toutes
guestions a:
CBSA-ASEC_Solicitations-
Demandes de soumissions@cbsa-

asfc.gc.ca

Buyer Id — Id de I'acheteur
Luc Bonhomme

Luc.Bonhomme@cbsa-asfc.gc.ca

Telephone No. — N° de téléphone :

343-291-5728

FAX No. — N° de FAX

N/A

Canada Border Services Agency
Agence des services frontaliers du Canada

Destination — of Goods, Services, and Construction:
Destination — des biens, services et construction :

Nous offrons par la présente de vendre a Sa Majesté la Reine du chef du Canada, aux conditions énoncées ou incluses par référence
dans la présente et aux annexes ci-jointes, les biens, services et construction énumérés ici sur toute feuille ci-annexées, au(x) prix

indiqué(s)

Comments - Commentaires

THIS DOCUMENT CONTAINS A SECURITY
REQUIREMENT

Issuing Office — Bureau de distribution
Canada Border Services Agency / I'Agence des
services frontaliers du Canada

Place Vanier, Tower B

355 North River Road, 17" Floor

Ottawa (Ontario) K1A OL8

Instructions : See Herein
Instructions: Voir aux présentes

Delivery required - Livraison exigée
See Herein

Delivered Offered — Livraison proposée

Vendor/firm Name and address

Raison sociale et adresse du fournisseur/de I'entrepreneur

Facsimile No. — N° de télécopieur
Telephone No. — N° de téléphone

Name and title of person authorized to sign on behalf of Vendor/firm

(type or print)-

Nom et titre de la personne autorisée a signer au nom du fournisseur/de
I’entrepreneur (taper ou écrire en caracteres d’imprimerie)

Signature

Date __

Page 1 of 41




I * I Canada Border Agence des services
Services Agency  frontaliers du Canada Requirement # 1000322145

TABLE OF CONTENTS

PART 1 - GENERAL INFORMATION

1. Introduction
2. Summary
3. Debriefings

PART 2 - BIDDER INSTRUCTIONS

Standard Instructions, Clauses and Conditions
Submission of Bids

Former Public Servant

Enquiries - Bid Solicitation

Applicable Laws

aobhwd =

PART 3 - BID PREPARATION INSTRUCTIONS
1. Bid Preparation Instructions
PART 4 - EVALUATION PROCEDURES AND BASIS OF SELECTION

1. Evaluation Procedures
2. Basis of Selection

PART 5 - CERTIFICATIONS
1. Certifications Required Precedent to Contract Award
PART 6 - SECURITY, FINANCIAL AND OTHER REQUIREMENTS

1. Security Requirement
2. Insurance Requirements

PART 7 - RESULTING CONTRACT CLAUSES

Statement of Work

Requirement

Standard Clauses and Conditions

Security Requirement

Term of Contract

Authorities

Proactive Disclosure of Contracts with Former Public Servants (if applicable)
Payment

N>R~ WN =

Page 2 of 41



I * I Canada Border Agence des services
Services Agency  frontaliers du Canada

9. Invoicing Instructions

10.  Certifications

11.  Applicable Laws

12.  Priority of Documents

13.  Foreign Nationals (Canadian Contractor)
14.  Insurance

List of Annexes:

Annex "A"  Statement of Work

Annex "B"  Basis of Payment

Annex "C"  Security Requirements Check List
Annex "D-1" Mandatory Evaluation Criteria
Annex "D-2" Point Rated Evaluation Criteria
Annex "E"  Financial Proposal

Requirement # 1000322145

Page 3 of 41



I * I Canada Border Agence des services
Services Agency  frontaliers du Canada Requirement # 1000322145

PART 1 - GENERAL INFORMATION
1. Introduction

The bid solicitation is divided into seven parts plus attachments and annexes, as
follows:

Part 1 General Information: provides a general description of the requirement;

Part 2 Bidder Instructions: provides the instructions, clauses and conditions applicable
to the bid solicitation;

Part 3 Bid Preparation Instructions: provides bidders with instructions on how to prepare
their bid;

Part 4 Evaluation Procedures and Basis of Selection: indicates how the evaluation will
be conducted, the evaluation criteria that must be addressed in the bid, and the
basis of selection;

Part 5 Certifications: includes the certifications to be provided;

Part 6 Security, Financial and Other Requirements: includes specific requirements that
must be addressed by bidders; and

Part 7 Resulting Contract Clauses: includes the clauses and conditions that will apply to
any resulting contract.

The Annexes include the Statement of Work, the Basis of Payment, the Security
Requirements Checklist, the Insurance Requirements, and any other annexes.

2. Summary

The Canada Border Services Agency requires the services of Risk and Threat
Assessors for the performance of Security Vulnerability Assessments of multiple Ports
of Entries (POE) across Canada. The assessments must be conducted using the Royal
Canadian Mounted Police (RCMP) and Communications Security Establishment
Canada (CSEC) Harmonized Threat and Risk Assessment (HTRA) methodology for the
government of Canada. The Contract period is from the date of the Contract award to
February 28, 2015.

Due to the geographical challenge, this requirement may result in multiple contracts.

POE’s are grouped in packets based on geographical area, and Bidders are asked to
bid on a single packet, on packets of their choice, or on all packets. Evaluation will be
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performed on a per packet basis, and Contract(s) will also be awarded on a per packet
basis.

There is a security requirement associated with this requirement. For additional
information, consult Part 6 - Security, Financial and Other Requirements, and Part 7 -
Resulting Contract Clauses. For more information on personnel and organization
security screening or security clauses, bidders should refer to the Canadian Industrial
Security Directorate (CISD), Industrial and Security Program of Public Works and
Government Services Canada (http://ssi-iss.tpsgc-pwgsc.gc.ca/index-eng.html)
website.

For services requirements, Bidders in receipt of a pension or a lump sum payment must
provide the required information as detailed in article 3 of Part 2 of the bid solicitation.

The requirement is subject to the provisions of the World Trade Organization
Agreement on Government Procurement (WTO-AGP), the North American Free Trade
Agreement (NAFTA), and the Agreement on Internal Trade (AIT).

3. Debriefings

Bidders may request a debriefing on the results of the bid solicitation process. Bidders
should make the request to the Contracting Authority within 15 working days of receipt
of the results of the bid solicitation process. The debriefing may be in writing, by
telephone or in person.

PART 2 - BIDDER INSTRUCTIONS

1. Standard Instructions, Clauses and Conditions

All instructions, clauses and conditions identified in the bid solicitation by number, date
and title are set out in the Standard Acquisition Clauses and Conditions
Manual(https://buyandsell.gc.ca/policy-and-guidelines/standard-acquisition-clauses-
and-conditions-manual) issued by Public Works and Government Services Canada.
Bidders who submit a bid agree to be bound by the instructions, clauses and conditions
of the bid solicitation and accept the clauses and conditions of the resulting contract.

The 2003 (2014-09-25) Standard Instructions - Goods or Services - Competitive
Requirements, are incorporated by reference into and form part of the bid solicitation.
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1.1 Revision of Departmental Name

Reference to the Minister of Public Works and Government Services or to Public Works
and Government Services Canada contained in any term, condition or clause of this
contract shall be interpreted as a reference to the Canada Border Services Agency
(CBSA), as the case may be, with the exception of the following clauses:

a. Standard Clauses and Conditions; and
b. Security Requirements.

1.2 In the 2003(2014-09-25) Standard Instructions - Goods or Services - Competitive
Requirements, at Article 01(2014-09-25) Integrity Provision - Bid:

Delete in its entirety.

2. Submission of Bids

Bids must be submitted only to CBSA Bid Receiving Unit by the date, time and place
indicated on page 1 of the bid solicitation.

Due to the nature of the bid solicitation, bids transmitted by facsimile to CBSA will not
be accepted.

2.1 Inthe 2003(2014-09-25) Standard Instructions - Goods or Services - Competitive
Requirements, at Article 05(2014-09-25) Submission of Bids, subsection 2.d.:

Delete in its entirety.

2.2  Inthe 2003(2014-09-25) Standard Instructions - Goods or Services - Competitive
Requirements, at Article 08(2012-03-02) Transmission by Facsimile:

Delete in its entirety

3. Former Public Servant

Contracts awarded to former public servants (FPS) in receipt of a pension or of a
lump sum payment must bear the closest public scrutiny, and reflect fairness in the
spending of public funds. In order to comply with Treasury Board policies and
directives on contracts awarded to FPSs, bidders must provide the information
required below before contract award. If the answer to the questions and, as
applicable the information required have not been received by the time the evaluation
of bids is completed, Canada will inform the Bidder of a time frame within which to
provide the information. Failure to comply with Canada’s request and meet the
requirement within the prescribed time frame will render the bid non-responsive.

Page 6 of 41



I * I Canada Border Agence des services
Services Agency  frontaliers du Canada Requirement # 1000322145

Definitions

For the purposes of this clause,"former public servant" is any former member of a
department as defined in the Financial Administration Act, R.S., 1985, c. F-11, a
former member of the Canadian Armed Forces or a former member of the Royal
Canadian Mounted Police. A former public servant may be:

a. an individual;
b. an individual who has incorporated;
c. a partnership made of former public servants; or

d. a sole proprietorship or entity where the affected individual has a controlling or
major interest in the entity.

"lump sum payment period" means the period measured in weeks of salary, for which
payment has been made to facilitate the transition to retirement or to other
employment as a result of the implementation of various programs to reduce the size
of the Public Service. The lump sum payment period does not include the period of
severance pay, which is measured in a like manner.

"pension" means a pension or annual allowance paid under the Public Service
Superannuation Act (PSSA), R.S., 1985, c. P-36, and any increases paid pursuant to
the Supplementary Retirement Benefits Act, R.S., 1985, c. S-24 as it affects the
PSSA. It does not include pensions payable pursuant to the Canadian Forces
Superannuation Act, R.S., 1985, c. C-17, the Defence Services Pension Continuation
Act, 1970, c. D-3, the Royal Canadian Mounted Police Pension Continuation Act ,
1970, c. R-10, and the Royal Canadian Mounted Police Superannuation Act, R.S.,
1985, c. R-11, the Members of Parliament Retiring Allowances Act, R.S. 1985, c. M-
5, and that portion of pension payable to the Canada Pension Plan Act, R.S., 1985,
c. C-8.

Former Public Servant in Receipt of a Pension

As per the above definitions, is the Bidder a FPS in receipt of a pension? Yes( ) No( )

If so, the Bidder must provide the following information, for all FPSs in receipt of a
pension, as applicable:

a. name of former public servant;
b. date of termination of employment or retirement from the Public Service.
By providing this information, Bidders agree that the successful Bidder’s status, with

respect to being a former public servant in receipt of a pension, will be reported on
departmental websites as part of the published proactive disclosure reports in
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accordance with Contracting Policy Notice: 2012-2 and the Guidelines on the
Proactive Disclosure of Contracts.

Work Force Adjustment Directive

Is the Bidder a FPS who received a lump sum payment pursuant to the terms of the
Work Force Adjustment Directive? Yes () No ()

If so, the Bidder must provide the following information:
a. name of former public servant;
b. conditions of the lump sum payment incentive;
c. date of termination of employment;
d. amount of lump sum payment;
e. rate of pay on which lump sum payment is based;
f. period of lump sum payment including start date, end date and number of weeks;

g. number and amount (professional fees) of other contracts subject to the
restrictions of a work force adjustment program.

For all contracts awarded during the lump sum payment period, the total amount of

fees that may be paid to a FPS who received a lump sum payment is $5,000,
including Applicable Taxes.

4. Enquiries - Bid Solicitation

All enquiries must be submitted in writing to the Contracting Authority no later than

Question Period 1 No later than 23:59, on November 24, 2014
Answer(s) 1 Within 5 business days

Question Period 2 No later than 23:59, on December 8, 2014
Answer(s) 2 Within 5 business days

Enquiries received after that time may not be answered.

Bidders should reference as accurately as possible the numbered item of the bid
solicitation to which the enquiry relates. Care should be taken by bidders to explain
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each question in sufficient detail in order to enable Canada to provide an accurate
answer. Technical enquiries that are of a proprietary nature must be clearly marked
"proprietary" at each relevant item. Items identified as “proprietary” will be treated as
such except where Canada determines that the enquiry is not of a proprietary nature.
Canada may edit the question(s) or may request that the Bidder do so, so that the
proprietary nature of the question(s) is eliminated and the enquiry can be answered to
all bidders. Enquiries not submitted in a form that can be distributed to all bidders may
not be answered by Canada.

5. Applicable Laws

Any resulting contract must be interpreted and governed, and the relations between the
parties determined, by the laws in force in Ontario.

Bidders may, at their discretion, substitute the applicable laws of a Canadian province
or territory of their choice without affecting the validity of their bid, by deleting the name
of the Canadian province or territory specified and inserting the name of the Canadian

province or territory of their choice. If no change is made, it acknowledges that the
applicable laws specified are acceptable to the bidders.

PART 3 - BID PREPARATION INSTRUCTIONS
1. Bid Preparation Instructions

Canada requests that bidders provide their bid in separately bound sections as follows:

Section I Technical Bid (4 hard copies, and 1soft copies on a CD),
Section Il:  Financial Bid; (1 hard copies and 1 soft copies on a CD),
Section lll:  Certifications (1 hard copies)

Bidders are asked to clearly identify which packet they are bidding for.

If there is a discrepancy between the wording of the soft copy and the hard copy, the
wording of the hard copy will have priority over the wording of the soft copy.

Prices must appear in the financial bid only. No prices must be indicated in any other
section of the bid. Bidders are asked to provide one financial proposal per packet they
are bidding on.

Canada requests that bidders follow the format instructions described below in the
preparation of their bid:
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(@) use 8.5x 11 inch (216 mm x 279 mm) paper;
(b)  use a numbering system that corresponds to the bid solicitation.

In April 2006, Canada issued a policy directing federal departments and agencies to
take the necessary steps to incorporate environmental considerations into the
procurement process Policy on Green Procurement (http://www.tpsgc-
pwgsc.gc.ca/ecologisation-greening/achats-procurement/politique-policy-eng.html). To
assist Canada in reaching its objectives, bidders should:

1) use 8.5 x 11 inch (216 mm x 279 mm) paper containing fibre certified as
originating from a sustainably-managed forest and containing minimum 30%
recycled content; and

2) use an environmentally-preferable format including black and white printing
instead of colour printing, printing double sided/duplex, using staples or clips
instead of cerlox, duotangs or binders.

Section I:  Technical Bid

In their technical bid, bidders should demonstrate their understanding of the
requirements contained in the bid solicitation and explain how they will meet these
requirements. Bidders should demonstrate their capability in a thorough, concise and
clear manner for carrying out the work.

The technical bid should address clearly and in sufficient depth the points that are
subject to the evaluation criteria against which the bid will be evaluated. Simply
repeating the statement contained in the bid solicitation is not sufficient. In order to
facilitate the evaluation of the bid, Canada requests that bidders address and present
topics in the order of the evaluation criteria under the same headings. To avoid
duplication, bidders may refer to different sections of their bids by identifying the specific
paragraph and page number where the subject topic has already been addressed.

Section ll:  Financial Bid

1. Bidders must submit their financial bid in accordance with the Financial Proposal
in Annex "E". The total amount of Applicable Taxes must be shown separately.

Section lll: Certifications
Bidders must submit the certifications required under Part 5.
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PART 4 - EVALUATION PROCEDURES AND BASIS OF SELECTION

1.

(a)

(b)

Evaluation Procedures

Bids will be assessed in accordance with the entire requirement of the bid
solicitation including the technical, and the financial evaluation criteria.

An evaluation team composed of representatives of Canada will evaluate the
bids.

1.1 Technical Evaluation

1.1.1 Mandatory Technical Criteria
See Annex “D-1"

1.1.2 Point Rated Technical Criteria
See Annex “D-2”
1.2 Financial Evaluation
The price of the bid will be evaluated in Canadian dollars, Applicable
Taxes excluded, FOB destination, Canadian customs duties and excise

taxes included.

See Annex “E”

Basis of Selection

. To be declared responsive, a bid must:

a. comply with all the requirements of the bid solicitation; and

b. meet all mandatory criteria; and

. Bids not meeting (a) and (b) will be declared non-responsive.

. In the event that there is only one responsive bidder for a packet, the Bidder will

be recommended for Contract award for that packet.

. In the event of more than one bid is submitted for a packet, the evaluation will

continue using the Point Rated Technical Criteria as follows:
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There is no minimum of points overall for the technical evaluation criteria
which are subject to point rating.

The selection will be based on the highest responsive combined rating of
technical merit and price. The ratio will be 40 % for the technical merit and
60 % for the price.

To establish the technical merit score, the overall technical score for each
responsive bid will be determined as follows: total number of points
obtained / maximum number of points available multiplied by the ratio of
40 %.

To establish the pricing score, each responsive bid will be prorated
against the lowest evaluated price and the ratio of 60%.

For each responsive bid, the technical merit score and the pricing score
will be added to determine its combined rating.

Neither the responsive bid obtaining the highest technical score nor the
one with the lowest evaluated price will necessarily be accepted. The
responsive bid with the highest combined rating of technical merit and
price will be recommended for award of a contract.

The table below illustrates an example where all three bids are responsive and the
selection of the contractor is determined by a 60/40 ratio of technical merit and price,
respectively. The total available points equal 135 and the lowest evaluated price is
$45,000 (45).

Basis of Selection - Highest Combined Rating Technical Merit (60%) and Price (40%)

Bidder 1 Bidder 2 Bidder 3

Overall Technical Score 115/135 89/135 92/135

Bid Evaluated Price $55,000 $50,000 $45,000
Technical 115/135 x 89/135x60=39.56 | 92/135x60=40.89

Calculations | Merit Score 60=51.11
Pricing Score | 45/55x40=32.73 | 45/50x40=36.00 | 45/45x40=40.00
Combined Rating 83.84 75.56 80.89
Overall Rating 1st 3rd 2nd

The Bidder is allowed the bid on an individual packet or a group of packets of their
choice. See ANNEX A-1 for the list of packets.

Contracts will be awarded on a per packet basis.
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PART 5 - CERTIFICATIONS

Bidders must provide the required certifications and associated information to be
awarded a contract.

The certifications provided by bidders to Canada are subject to verification by Canada
at all times. Canada will declare a bid non-responsive, or will declare a contractor in
default in carrying out any of its obligations under the Contract, if any certification made
by the Bidder is found to be untrue, whether made knowingly or unknowingly, during the
bid evaluation period or during the contract period.

The Contracting Authority will have the right to ask for additional information to verify the
Bidder’s certifications. Failure to comply and to cooperate with any request or
requirement imposed by the Contracting Authority may render the bid non-responsive or
constitute a default under the Contract.

1. Certifications Required Precedent to Contract Award

The certifications listed below should be completed and submitted with the bid but may
be submitted afterwards. If any of these required certifications is not completed and
submitted as requested, the Contracting Authority will inform the Bidder of a time frame
within which to provide the information. Failure to comply with the request of the
Contracting Authority and to provide the certifications within the time frame provided will
render the bid non-responsive.

1.1  Status and Availability of Resources

The Bidder certifies that, should it be awarded a contract as a result of the bid
solicitation, every individual proposed in its bid will be available to perform the
Work as required by Canada's representatives and at the time specified in the
bid solicitation or agreed to with Canada's representatives. If for reasons
beyond its control, the Bidder is unable to provide the services of an individual
named in its bid, the Bidder may propose a substitute with similar qualifications
and experience. The Bidder must advise the Contracting Authority of the reason
for the substitution and provide the name, qualifications and experience of the
proposed replacement. For the purposes of this clause, only the following
reasons will be considered as beyond the control of the Bidder: death, sickness,
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maternity and parental leave, retirement, resignation, dismissal for cause or
termination of an agreement for default.

If the Bidder has proposed any individual who is not an employee of the Bidder,
the Bidder certifies that it has the permission from that individual to propose
his/her services in relation to the Work to be performed and to submit his/her
résumé to Canada. The Bidder must, upon request from the Contracting
Authority, provide a written confirmation, signed by the individual, of the
permission given to the Bidder and of his/her availability. Failure to comply with
the request may result in the bid being declared non-responsive.

Education and Experience

1.2.1 The Bidder certifies that all the information provided in the résumés and
supporting material submitted with its bid, particularly the information pertaining
to education, achievements, experience and work history, has been verified by
the Bidder to be true and accurate. Furthermore, the Bidder warrants that every
individual proposed by the Bidder for the requirement is capable of performing
the Work described in the resulting contract.

PART 6 — SECURITY AND OTHER REQUIREMENTS

1.

Security Requirement

1. At the date of bid closing, the following conditions must be met:

(@) the Bidder must hold a valid organization security clearance as
indicated in Part 7 - Resulting Contract Clauses;

(b)  the Bidder's proposed individuals requiring access to classified or
protected information, assets or sensitive work site(s) must meet
the security requirement as indicated in Part 7 - Resulting Contract
Clauses;

(c) the Bidder must provide the name of all individuals who will require
access to classified or protected information, assets or sensitive
work sites;

(d)  the Bidder’'s proposed location of work performance or document

safeguarding must meet the security requirement as indicated in
Part 7 - Resulting Contract Clauses;
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(e) the Bidder must provide the address(es) of proposed location(s) of
work performance or document safeguarding as indicated in Part 3
- Section |V Additional Information.

2. For additional information on security requirements, bidders should refer
to the Canadian Industrial Security Directorate (CISD), Industrial Security
Program of Public Works and Government Services Canada (http://ssi-
iss.tpsgc-pwgsc.gc.ca/index-eng.html) website.

2. Insurance Requirements

The Contractor is responsible for deciding if insurance coverage is necessary to fulfill
its obligation under the Contract and to ensure compliance with any applicable law.
Any insurance acquired or maintained by the Contractor is at its own expense and for
its own benefit and protection. It does not release the Contractor from or reduce its
liability under the Contract.
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PART 7 - RESULTING CONTRACT CLAUSES

The following clauses and conditions apply to and form part of any contract resulting
from the bid solicitation.

1. Statement of Work

The Contractor must perform the Work in accordance with the Statement of Work
at Annex “A”

2. Requirement

The Canada Border Services Agency requires the services of Risk and Threat
Assessors for the performance of Security Vulnerability Assessments of multiple Ports
of Entries (POE) across Canada. The assessments must be conducted using the Royal
Canadian Mounted Police (RCMP) and Communications Security Establishment
Canada (CSEC) Harmonized Threat and Risk Assessment (HTRA) methodology for the
government of Canada.

3. Standard Clauses and Conditions

All clauses and conditions identified in the Contract by number, date and title are set out
in the Standard Acquisition Clauses and Conditions
Manual(https://buyandsell.gc.ca/policy-and-guidelines/standard-acquisition-clauses-
and-conditions-manual) issued by Public Works and Government Services Canada.

3.1 General Conditions

2035 (2014-09-25), General Conditions - Higher Complexity - Services, apply to and form part
of the Contract.
The above General Conditions are amended as follows:

2.1.1 At Article 2035 41(2014-09-25) Integrity Provision — Contract

Delete in its entirety
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Security Requirement

The following security requirement (SRCL and related clauses) applies and form
part of the Contract.

. The Contractor must, at all times during the performance of the Contract, hold a

valid Facility Security Clearance at the level of SECRET, issued by the Canadian
Industrial Security Directorate (CISD), Public Works and Government Services
Canada (PWGSC).

. The Contractor personnel requiring access to PROTECTED/CLASSIFIED

information, assets or sensitive work site(s) must EACH hold a valid personnel
security screening at the level of SECRET as required, granted or approved by
CISD/PWGSC.

. The Contractor MUST NOT remove any PROTECTED/CLASSIFIED information

from the identified work site(s), and the Contractor must ensure that its personnel
are made aware of and comply with this restriction.

. Subcontracts which contain security requirements are NOT to be awarded

without the prior written permission of CISD/PWGSC.

. The Contractor must comply with the provisions of the:

a. Security Requirements Check List attached at Annex C; and
b. Industrial Security Manual (Latest Edition).

Contractor’s Site or Premises Requiring Safeguard Measures

The Contractor must diligently maintain up-to-date, the information related to the
Contractor’s site or premises, where safeguard measures are required in the
performance of the Work, for the following addresses:

Address:

Street Number / Street Name, Unit / Suite / Apartment Number
City, Province, Territory / State

Postal Code / Zip Code

Country

Term of Contract

Period of the Contract

The period of the Contract is from the date of the Contract award to February 28, 2015,
inclusive.
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6. Authorities (to be completed at Contract award)
6.1 Contracting Authority
The Contracting Authority for the Contract is:

Name:

Title:

Public Works and Government Services Canada
Acquisitions Branch

Directorate:

Address:

Telephone: - -
Facsimile: - -
E-mail address:

The Contracting Authority is responsible for the management of the Contract and any
changes to the Contract must be authorized in writing by the Contracting Authority. The
Contractor must not perform work in excess of or outside the scope of the Contract
based on verbal or written requests or instructions from anybody other than the
Contracting Authority.

6.2 Project Authority
The Project Authority for the Contract is:

Name:

Title:
Organization:
Address:

Telephone: - -
Facsimile: - -
E-mail address:

The Project Authority is the representative of the department or agency for whom the
Work is being carried out under the Contract and is responsible for all matters
concerning the technical content of the Work under the Contract. Technical matters may
be discussed with the Project Authority; however, the Project Authority has no authority
to authorize changes to the scope of the Work. Changes to the scope of the Work can
only be made through a contract amendment issued by the Contracting Authority.
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6.3 Contractor's Representative

Name:

Title:

Telephone: - -
Facsimile: - -
E-mail address:

Requirement # 1000322145

7. Proactive Disclosure of Contracts with Former Public Servants (If

applicable)

By providing information on its status, with respect to being a former public servant in

receipt of a Public Service Superannuation Act (PSSA) pension, the Contractor has
agreed that this information will be reported on departmental websites as part of the
published proactive disclosure reports, in accordance with Contracting Policy Notice:

2012-2 of the Treasury Board Secretariat of Canada.

8. Payment

Canada will pay the Contractor on a monthly basis for work performed during the
month covered by the invoice in accordance with the payment provisions of the

Contract if:

a. an accurate and complete invoice and any other documents required by the
Contract have been submitted in accordance with the invoicing instructions

provided in the Contract;

b. all such documents have been verified by Canada;

c. the Work performed has been accepted by Canada.

8.1 Basis of Payment

The Contractor will be paid firm per diem rates as detailed in Annex “B”: Basis of
Payment, for work performed in accordance with the Contract. Customs duties are

included and Applicable Taxes are extra.
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Travel and Living Expenses

The Contractor will be reimbursed for the authorized travel and living expenses
reasonably and properly incurred in the performance of the Work, at cost, without any
allowance for overhead or profit, in accordance with the meal, private vehicle and
incidental expense allowances specified in Appendices B, C and D of the Treasury
Board Travel Directive, and with the other provisions of the directive referring to
"travellers", rather than those referring to "employees".

All travel must have the prior authorization of the Project Authority. All payments are
subject to government audit.

Other Direct Expenses

The Contractor will be reimbursed for the direct expenses reasonably and properly
incurred in the performance of the Work. These expenses will be paid at actual cost
without mark-up, upon submission of an itemized statement supported by receipt
vouchers.

8.2 Limitation of Expenditure

1. Canada's total liability to the Contractor under the Contract must not exceed $
(to be inserted at the time of the Contract award). Customs duties are
included and Applicable Taxes are extra.

2. No increase in the total liability of Canada or in the price of the Work resulting
from any design changes, modifications or interpretations of the Work, will be
authorized or paid to the Contractor unless these design changes, modifications
or interpretations have been approved, in writing, by the Contracting Authority
before their incorporation into the Work. The Contractor must not perform any
work or provide any service that would result in Canada's total liability being
exceeded before obtaining the written approval of the Contracting Authority. The
Contractor must notify the Contracting Authority in writing as to the adequacy of
this sum:

a. whenitis 75 percent committed, or

b. as soon as the Contractor considers that the contract funds provided are
inadequate for the completion of the Work,
whichever comes first.

3. If the notification is for inadequate contract funds, the Contractor must provide to
the Contracting Authority a written estimate for the additional funds required.
Provision of such information by the Contractor does not increase Canada's
liability
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8.3 Discretionary Audit

The Contractor's certification that the price or rate is not in excess of the lowest price
or rate charged anyone else, including the Contractor's most favoured customer, for
the like quality and quantity of the goods, services or both, is subject to verification by
government audit, at the discretion of Canada, before or after payment is made to the
Contractor.

If the audit demonstrates that the certification is in error after payment is made to the
Contractor, the Contractor must, at the discretion of Canada, make repayment to
Canada in the amount found to be in excess of the lowest price or rate or authorize
the retention by Canada of that amount by way of deduction from any sum of money
that may be due or payable to the Contractor pursuant to the Contract.

If the audit demonstrates that the certification is in error before payment is made, the
Contractor agrees that any pending invoice will be adjusted by Canada in
accordance with the results of the audit. It is further agreed that if the Contract is still
in effect at the time of the verification, the price or rate will be lowered in accordance
with the results of the audit.

8.4 Time Verification

9.

Time charged and the accuracy of the Contractor's time recording system are subject
to verification by Canada, before or after payment is made to the Contractor. If
verification is done after payment, the Contractor must repay any overpayment, at
Canada's request.

Invoicing Instructions

1. The Contractor must submit invoices in accordance with the section entitled
"Invoice Submission" of the general conditions. Invoices cannot be submitted
until all work identified in the invoice is completed.

Each invoice must be supported by:
a. a copy of time sheets to support the time claimed;
b. a copy of the invoices, receipts, vouchers for all direct expenses, and all
travel and living expenses;

2. Invoices must be distributed as follows:
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a. The electronic original must be forwarded to the following address for
certification and payment.

By email: vendors-fournisseurs@cbsa-asfc.gc.ca

b. One (1) electronic copy must be forwarded to the Contracting Authority
identified under the section entitled "Authorities" of the Contract.

10. Certifications
10.1 Compliance

The continuous compliance with the certifications provided by the Contractor in its bid
and the ongoing cooperation in providing associated information are conditions of the
Contract. Certifications are subject to verification by Canada during the entire period of
the Contract. If the Contractor does not comply with any certification, fails to provide the
associated information, or if it is determined that any certification made by the
Contractor in its bid is untrue, whether made knowingly or unknowingly, Canada has the
right, pursuant to the default provision of the Contract, to terminate the Contract for
default.

11. Applicable Laws
The Contract must be interpreted and governed, and the relations between the parties

determined, by the laws in force in . (Insert the name of the province or
territory as specified by the bidder in its bid, if applicable.)

12.  Priority of Documents

If there is a discrepancy between the wording of any documents that appear on the list,
the wording of the document that first appears on the list has priority over the wording of
any document that subsequently appears on the list.

(@) the Articles of Agreement;

(b)  the general conditions 2035 (2014-09-25);

(c)  Annex “A”, Statement of Work, including ANNEX A-1, List of Packets;
(d)  Annex “B”, Basis of Payment;

(e)  Annex “C”, Security Requirements Check List (if applicable);
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(f) the Contractor's bid dated , (insert date of bid) (If the bid was clarified or
amended, insert at the time of contract award:", as clarified on "or",as
amended on " and insert date(s) of clarification(s) or amendment(s)).

13. Foreign Nationals (Canadian Contractor)

The Contractor must comply with Canadian immigration requirements applicable to
foreign nationals entering Canada to work temporarily in fulfilment of the Contract. If
the Contractor wishes to hire a foreign national to work in Canada to fulfill the
Contract, the Contractor should immediately contact the nearest Service Canada
regional office to enquire about Citizenship and Immigration Canada's requirements
to issue a temporary work permit to a foreign national. The Contractor is responsible
for all costs incurred as a result of non-compliance with immigration requirements.

14. Insurance

The Contractor is responsible for deciding if insurance coverage is necessary to fulfill
its obligation under the Contract and to ensure compliance with any applicable law.
Any insurance acquired or maintained by the Contractor is at its own expense and for
its own benefit and protection. It does not release the Contractor from or reduce its
liability under the Contract.
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ANNEX “A”
STATEMENT OF WORK
TITLE Conduct of Physical Security Vulnerability Assessments and

Land Border Ports of Entry (LBPOE)

OBJECTIVE This contract will provide Canada Border Services Agency
(CBSA) with Vulnerability Assessments for its Land Border
Crossings. These are an integral part of the Threat and Risk
Assessment (TRA) process that is the foundation for the
security program.

BACKGROUND | Physical Security ensures that CBSA personnel work in a
predictable and controlled environment in which the agency
takes reasonable steps to prevent injury to its personnel,
sensitive assets, and operations (in terms of injury to
personnel, losses or damage to assets, or disruptions of
operations).

In order to determine what reasonable steps are to be taken,
an assessment of Physical Security risk must be conducted. In
CBSA, as a federal entity, the Harmonized Threat and Risk
Assessment (HTRA) methodology is used. This structure
scores risk based on a factor of asset value, threat, and
vulnerability.

Security vulnerabilities are defined as incomplete applications
of controls or a lack of controls that give the potential security
threat the means or opportunity (or both) to cause losses,
damage or disruption.

In order to ensure the risks are assessed consistently across
CBSA'’s LBPOE, the Physical Security section has developed
working tools that are used to identify physical security
vulnerabilities. These tools are used to guide those conducting
vulnerability assessments and operate in conjunction with the
Royal Canadian Mounted Police (RCMP) and Communications
Security Establishment Canada (CSEC) HTRA methodology.

SCOPE The scope of this work is defined in terms of the following:

1. Threat information as provided by CBSA and as
determined in consultation with the Regional Security
Manager or Point of Contact at the facility (using the tool
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2.

3.

provided).

The vulnerability assessment as defined on the
Operational Site Review (OSR) Tool as provided by
Physical Security.

Only those facilities defined in each packet.

TASKS

The Contractor shall:

1.

Provide the name(s) and qualifications of the Team
Leader that will perform the vulnerability assessments.
The Team Leader must have these minimum
qualifications:

a) The Team Leader(s) must hold a valid Certified
Protection Professional (CPP), Physical Security
Professional (PSP), or Professional in Critical
Infrastructure Protection(PCIP)

b) The Team Leader(s) must have a minimum of
four (4) years of experience within the past seven
(7) years as the team lead or senior member
conducting Threat and Risk Assessments using
the RCMP / CSEC Harmonized Threat and Risk
Assessment methodology for the government of
Canada.

Provide the name(s) and qualifications of Junior
Assessor(s), if required, to assist the Team Leader. The
Junior Assessors must have the following minimum
qualifications:

a) The Junior Assessor(s) must hold a valid
Certified Protection Professional (CPP), Physical
Security Professional (PSP), or Professional in
Critical Infrastructure Protection(PCIP)

b) The Junior Assessor(s) must have a minimum of
two (2) years of experience within the past five
(5) years in conducting Threat and Risk
Assessments using the RCMP / CSEC
Harmonized Threat and Risk Assessment
methodology for the government of Canada.

Ensure that the Team Leader be present at every
vulnerability assessment.

Ensure that Junior Assessor(s) work(s) under the
supervision of the Team Leader.
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5. Ensure that each assessment team must have a
minimum of two (2) members, a Team Leader and a
Junior Assessor. It is left to the discretion of the
Contractor to determine if more than one Junior
Assessor is required to do each assessment.

6. Submit a plan detailing a proposed schedule, all
personnel involved, the location proposed to be visited,
and the estimated time required to perform the work to
the Technical Authority within one week of the contract
award;

7. Conduct an interview with the senior officer of the site
(or the delegate identified by the senior officer) ;

8. Conduct the OSR using the working tool provided by the
Physical Security Section, and following HTRA
methodology;

9. Return all information using the Excel spreadsheet
(OSR tool) provided by Physical Security and without
having changed the structure (cell layout) of the
document. No alternate forms of submission will be
accepted;

10. Ensure that all information on the OSR tool is complete
and accurate. Information that does not pertain to the
facility shall be marked with a “DNP” (does not pertain).
All text boxes shall be completed and provide the basis
for their assessment in terms of the “action required,
needs improvement, opportunity for improvement, or
strong”;

11.Include any additional notes regarding vulnerabilities
identified at the site with a clear description of the
location, nature of the vulnerability, whether or not
apparently mitigated by preventative controls or
detection / response controls, and recommendations
based on industry best practice. These may be
presented in narrative or simple paragraph form.

12.Upon completion of an individual site review, return the
completed OSR tool electronically to the Technical
Authority no later than 2359 hours of the day the site
review is completed. Either English or French may be
used for the submission;

13. Address all Technical Authority comments returned to
the contractor no later than 24 hours after reception
confirmation by the contractor to the Technical
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Authority;

14. All electronic correspondence involving sensitive
information shall be made using encrypted email.

CONSTRAINTS | The following are the constraints associated with the specific
vulnerability assessment project:

1. All work shall be completed and all Technical Authority
comments addressed no later than January 30", 2015.

2. Travel shall be by the most economic means possible
and minimized to the extent practicable.

0 Any claims associated with kilometric rates shall
be in accordance with Appendix B of the National
Joint Council directive as found at http://www.njc-
cnm.gc.cal/directive/travel-voyage/td-dv-a2-
eng.php

o0 Any claims for meals, accommodations or per
diems shall be in line with Appendix C of the
National Joint Council directive on travel as found
online at http://www.njc-
cnm.gc.cal/directive/travel-voyage/s-td-dv-a3-

eng.php

3. All persons conducting vulnerability assessments will be
escorted for security and safety reasons on the site.
Contractors shall provide their own safety equipment:
hard hat, goggles, safety footwear or as appropriate to
the site.

4. The language of work shall be the language of work at
the Port of Entry;

CLIENT The client shall provide the following to the Contractor in order
SUPPORT to complete the work:

1. An electronic copy of the OSR tool in Microsoft Excel for
the Contractor to complete as the return report.

2. A physical copy of the baseline threat assessment
pertinent to the packet, and

3. Facilitation of appropriate access to the sites included in
the packet.

Page 27 of 41



I * I Canada Border Agence des services
Services Agency  frontaliers du Canada Requirement # 1000322145

DELIVERABLES | The core deliverables for this project are the following:

1. The contractor shall provide the plan as identified in
Task 1. no later than seven calendar days from the date
of the contract award,;

2. The completed OSR with all information for each site
completed and confirmed by signature, using the
electronic signature function in Excel, of the contractor
as being accurate and as per the “TASKS” section
above.
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ANNEX A-1
LIST OF PACKETS

Packet 13 - Eastern Ontario Days Travel

Alexandria Bay 2 1
Prescott 2 1
Cornwall 2 1
Dundee 2 1
Trout River 2 1
Jamieson Line 2 1
Packet 15 - Southwest Quebec Days Travel
Noyan 2 1
Clarenceville 2 1
Phillipsburg 2 1
Morses Line 2 1
Frelighsburg 2 1
East Pinnacle 2 1
Packet 16 - Southcentral Quebec Days Travel
Abercorn 2 1
Glen Sutton 2 1
Highwater 2 1
Stanstead 1 2 1
Stanstead 2 2 1
Stanstead 3 2 1
Stanhope 2 1

Page 29 of 41
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Packet 17 - Southeast Quebec

Hereford

East Hereford
Chartierville
Woburn
Armstrong
Zacharie
Sainte Aurelie

Packet 18 - East Quebec

Ste Juste

St Pamphile
Pohenegamook
Claire
Edmunston

Van Buren Bridge
Grand Falls

Packet 19 - New Brunswick 1

Gillespie Portage
Perth Andover
River de Chute
Centre ville
Bloomfield
Richmond Corner

Agence des services
frontaliers du Canada

Days

R R R R NNN

Days
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Days
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Travel
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Travel

S N =

Travel
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ANNEX “B”
BASIS OF PAYMENT

(To be completed at contract award)

The Contractor will be paid firm per diem rates, for work performed in accordance
with the Contract. Customs duties are included and Applicable Taxes are extra.

Packet # and Name:

Travel Expenses, as detailed in
Article 7.1 herein.

Provide an estimate based on kilometers
estimate provide in the proposal, and all other
allowable expenses. One estimate for the
packet.

Other Direct Expenses, as detailed
in Article 7.1 herein.

Provide an estimate of other direct allowable
expenses. These may include photocopies,
courier and mailing, etc. One estimate for the
packet.

Grand Total

(A) (B) (C)
Description Time Per Diem Total
Estimate Rate
(A) +(B)
(Use time provide in
Annex A-1)

Performance of the assessments as
detailed in Annex A — Statement of
Work days
Travel time days
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ANNEX “C”
SECURITY REQUIREMENT CHECLK LIST

& Governmert  Gouverneinent Contract Number / Numérn du contrat i
l I of Canada du Canada |
Ser.;ilr! Classificalion / Classification ge secumie
PROTECTED A WITH AT1ACHIMENTS

SECURITY REQUIREMENTS CHECK LIST (SRCL)
LISTE DE VERIFICATION DES EXIGENCES RELATIVES A LA SECURITE (LVERS
PART A - CONTRACT INFORMATION / PARTIE A - INFORMATION CONTRACTUELLE
. Ori i i7ati 2. Brarch or Dir / Direction géné ireet !

ting Government Depariment or Organization / leou D

? 01} organisme gouvernemental d'o CBSA = ignal Stancards / Compiroliership
[. a) Subcontract Numbsr ; Numéro du conlral de sous-lrailance |3, b) Name and Address of Subcontracior / Mom ot adresse du sous-lraidant
]

4. Oriel Description of Work / Bréve descriplion i travail
Conduct of vu nerabrity assessments using the Operational Site Review lool at specibed Land Border Peas of Entry

5. A) Wil the supplier roquire accoss o Conilolied Goods? . v ] Mo Yes
Le fournisseur awa-t-il accés & ¢es marchandises conirdlées? i Non Qu

5 D) Will the supplier require access to unclassifled military lechnical data subject 1o the provisions of the Technical Data Conirol No Yes
Requlatons? Non LI Oui
Le fourn:sseur aura-t-il acces a des données iq ililaies non classifiées qui sont assujetlies aux disposilions du Régiement
sur le conirile ces données techniques?

6. Indicate the type of access required | Indiguer e type d'acceés requis

6. a) Will the supplier and ils employees require access 10 PHOTECTED andjor CLASSIFIED information o assels? Mo "'/ | Yes
Le fournisseur airsi que fes employés aurontils accés a des renseignements ou A des bens PROTEGES oliou CLASSIFIES? Nor Oui

(Specily the level of access using the chart in Question 7. ¢)

(Préciser le niveau d'acoés en utilisant le tableau qui se trouve 3 la guestion /. ¢)
6. b) Will the supplier ard its employees (e.g. cleaners, maintenance personnel) require access to restricted access areas? No access to D No v Yes

FROTECTED andjor CLASSIFIED information of assets is permitied. MNan [&17]
Le fournisseur et sas empioyés (p. et r o' 1} auront-ils acces 4 des Zones d'acces restreintes? L'acoes
____ades renseignements uu  des nuens__PHO‘I'EGES elou CLASSIFIES n'est pas aulorisé.
6. c) Is this a commercial courier or detivery requirement with no overnight storage? ) Yes
S'agi-i d'un contrel de messagerie ou de liviaison iale sans posage de nuit? . Non Du.
7. a) Indicate the type of information that the supplier will be required to access [ Indiquer le 1 dlinformation auguel Iz fournisseur devra aveir aceis

Canada [_—| | NATO [ OTAN I | Forelgn | Etranger | I

7 b Release restrictons [ Restrclions relatves 3 1a difusion

No release restriction : AITNATO courires "No Telease restiictions -
Aucune resiriction relative ] v Tous ies pays de 'OTAN I:’ Aucune rastrction relative I

4 la diffusion & la diffusion

Not releasable

A ne pas diffuser

Restristed to: / Limité i . D Restricted to: / Limite 8 ; D Rasticted to: / Limité a I

Specdy country(ies). / Praciser le(s) pays Specity country(es): / Précise s le(s) pays Specily country(ies): / Préciser le(s) pays :

7. e} 1evel of inlormation [ Niveau d'in lormation . - |
"FROVECIED A u NATD UNCLASSIFIED D N PROTECTED A D '
PROTEGE A NATD NON CLASSIFIE PROTEGE A
PROTECTEDB NATO RESTRICTED I PROTECTED B ) D
| PROTEGE B v J| _NATO DIFFUSION RESTREINTE L1 PROTECE B
TPROTECTFD € j NATO CONFIDENTIAL PROTECTED C D
PROTEGEC NATO CONFIDENTIEL PROTEGE C J
CONFIDENFIAL J NATO SECRET - CONFIDENTIAL D
| CONFIDENTEL - _NATO SECRET | CONFIDLNTIEL |
| COSMIC TOP SECRET B SECRET D
L COSMIC TRES S3ECRET - SECRFT
TOP SECRCT | TOP SECHET j
TRES SECRET S — TRES SECRET
"TOP SECRLT (SIGINT) D TOP SECRET {SIGINT) :I
|_TRES SECRET (SIGINT) TRES SECRET (SIGINT) L
TOS/SCT 350-103(2004/17) Security Classili [ Classilization de sécurie

PROTECTED A WITH ATTACHMENTS Ca_na 'é'_
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Government Gouvernement Contract Number / Numéro du coniral
l* of Canada du Canada

Security Classification / Classificalion de sécurité
PROTECTED A WITH ATTACHMENTS

PART A (continued) /| PARTIE A {suite)
. Wili the suppiier require access to PROTECTED andfor CLASSIFIED COMSEC nformation or assets? No Yes
Le fournisseur aura-1-il acces a des renscignements ou a des blens COMSEC désignés PROTEGES etou CLASSIFIES? Non Oui

It Yes, indicate the level of sensitivity:
Dans atfirmativo, indiquer le niveau do sensibilité :

9, Will the supplier require access 10 extremely senstive INFOSEC information or assets? ’ o No |;r-e-s_
Le fournisseur aura-til accds & des renseignements ou a des biens INFOSLC de nature extémement délicate? Non 1 Qui

Short Title(s) of ialf Titre(s) &ge(s) du

Document Number f/ Numéro du document :

PART B - PERSONNEL (SUPPLIER) / PARTIE B - PERSONNEL (FOURNISSEUR)
0. a) Persanncl securily screening level required | Niveau de contréle de 12 sécurité du personnel requls

|:| RELIABILITY STATUS ‘:] CONFIDENTIAL SECRET TOP SECRET
COTE DE FIABILITE CONFIDENTIEL SECHET TRES SECRET

D TOP SECRET- SIGINT D NATO CONFIDENTIAL NATO SECRET D COSMICTOP SECRET
TRES SECRET - SIGINT NATO CONFIDENTIEL NATC SECRET COSMIC TRES SECRET
SITE ACCESS

D ACCES AUX EMPLACEMENTS
Special comments:
G res spiciaux
NOTE: f multiple levels of ing are identified, a Security Classification Guide must be provided.

REMARQUE : Si plusieurs niveaux de cont:dle de séewité sont requis. un guide de classification de Ia securité doit étre foumi.

10. b) May unscraened personnel be used for portions of the work? No [Yes
| Du perscnnel sans aulorisation sécuritaire peut-il se voir confier des parties du travail? Non Qul
11 Yes, wil unscroened personnel be escorted? Mo Yes
Dans I'affirmative. le personnel &n question sera-t-il escortd? Naon Cui
PART C - SAFEGUARDS (SUPPLIER) / PARTIE C - MESURES DE PROTECTION (FOURNISSEUR) .

INFORMATION / ASSETS | RENSEIGNEMENTS /BIENS

|| 1. @) Wil the supplier be required 1o receive and store PROTECTED andfor CLASSIFIED information or assels on ils site of

premises?
Le fournisseur sera--il tenu de recevoir ot d'entreposer sur place des renseignements cu des biens PROTEGES etiou
CLASSIFIES?

11. b) Will the supplier bc required to safeguard COMSEC informaltion or assets? Yes
Le fournisseur sera-t-il tenu de protéger des renselgnements ou des biens COMSEC? Qui

PRODUCTIDN i

11. =) Will the production (manufacture, andfor repair andfor modification) of PROTECTED andjor CLASSIFIED material or equipment No Yes
accur at the supplier's site of premises? MNon Cui
Les instaliations du faurnisseur serviront-elles & ia production (fabrication elou réparation eliou modification) de matériel PROTEGE
etiou CLASSIFIE?

INFORMATION TECHNOLOGY (IT) MEDIA /| SUPPORT RELATIF A LATECHNOLOGIE DE LINFORMATION (T))

11, d) Will the supplier be required to use its | T systems 1o elect-onically process, produce of store PROTECTED andjor CLASSIFIED
information or data?
Le fournisseur sera-l-il ionu d'utiiser ses propres systémes informaliques pour traiter, produire ou stocker dechoniquement des
renseignements ou des données PROTEGES etfou CLASSIFIES?

11. o) Will there be an elecronic ink b he suppiier’s IT syst and the go 1t def or |
Disposera-t-on d'un lien electronique entre le systéme informatique du fournisseur et celui du ministére cu ce l'agence Oui
gouverpemontale? i |

TAS/SCT 350-103{2004/12) Security Classificalion / Classification de sécurité -
PROTECTED A WITH AT TACHMENTS Car]ada
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Contract Number / Numéro du contral

l * Government  Gouvernement
of Canada du Canada

Security Classification / Classification de seourite
_PROTECTED A WITH ATTACHMENTS

PART C - (continued) | PARTIE C - (suite) ]
For users pleting the form ily use the ry chart helow to indicate the category(ies) and level(s) ol sateguarding required at the supplier's

site(s) or premises. o
Les utilisateurs qui rempiissent l2 formuiaire manueliement dovent utiliser ie tableau récapitulatf ci-desscus pour indiquer, pour chaque calégorie. les
niveaux de sauvegarde requis aux installations du fournisseur.

For users compteting the form online (wia the Internet), the summary chant is automatically populated by your responses to pravious guestions.

| Dans ie cas des uilisat qui plissent e e en ligne (par Internet), les réponses aux questions précédentes sont automatiquement saisies
dans le tableau récapitulatit.

| SUMMARY CHART / TABLEAU RECAPITULATIF

Calagary PRUTECTEL CLASSIF ED NATO COMSLC

Caldgaie PROTHGE CLASSIFIE
Tae NETO RATO FATG | cosmic PriTECTED o Fop
AU [© | CoNFDENTIAL SECAFT SECRET | RESTRICTED | GONFDENTIAL | SECRET Toe PRCTEGE CONFIBENIDIAL | SFCRET | SiZHET
SLCHE
' COMFACENTIEL TrEs MNATO NATO COSMIC A (B € | CoNFnENTI | TiEs
SECRET | DIFFUSION | COMFOENTICL TRes SECRET
R BESTREINTE e 2ECRET | L
n‘urmation [ Assals Vi
IS mLs / Blens -
dishon J
b7 Mizaia / T . -
uppont T Y
T Liax #
Liar: dectrunique . L - —

12. 3) Is the description of the work contained within this SRCL PROTCCTED andfor CLASSIFIED? Yes
La description du travail visé par ia présente LVERS est-elle de nature PROTEGLEE etou CLASSIFIEE? Oui
if Yes, ciassify this farm by annofating the top and bottom in the area entitied " Security Classification”.

Dans I'affirmative, ciassificr io prosent formulaire en indiquant le niveau de sécurité dans la case intituide
u Classification de sécurité » au haut et au bas du fermulaire.

12 b) Will the documentation altached to this SRCL be PROTECTED and/or CLASSIFIED? D No [ .,j Yes

La documentation associée & la présente LVERS sera-t-elle PROTEGEE et/ou CLASSIFIEE? MNon | Oui

if Yes, classify this form by annotating the top and bottom in the area entitied “Security Classification” and indi with

attachments {e.g. SECRET with Attachmants). |
Dans i'affirmative, classifier le présent formulaire en indiquani io niveau de sécurité dans ia case intitulee

« Classification de sécurité » au haut et au bas du formuijaire et indiquer qu'il y a des pléces jointes (p. ex. SECRET avec

des piéces jointes).

TBS/SCT 350-103(2004/12) Security Classificalion / Classification de sécurlie dm
PROTECTED A WITH ATTACHMENTS Cal 1aGd
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I * Government  Gouvernement Contract Number / Numéro du contral

of Canada du Canada

Security Classification / Classification de sécurité
PROTECTED AWITH ATTACHMENTS

PART D - AUTHORIZATION / PARTIE D - AUTORISATION

13. Organization Project Authority / Chargé de projet de 'organisme

ame (arint) - Nom (en letires moulées) Titie - Titre Signajgr
AMaaticlovanll MARTIN  LEVESGWE Admgr-RiysteatrSeconty Lism Mﬂ% ‘M\ _—
riel ‘Dae

Ielaphane No. - N” de télephone Facsimile No. - N° de 1élécopieur | E-mail add - Adresse cour
BAALERTrr &g - qqs,q;ﬁ@ 613-941-6105 allan.mcdeougall@cbsa-asfe.ge.ca 16 July 2014
4. Organization Security Authority / Responsable de la sécurilé de l'organisme

Natme (print) - Nom {en lettres moulées) Title - Titre Signature
Ausn M 0 o | (év-"z"'
WA A/me  Yrivse AL SR

A AL 1 |
. - N° de télécopieur Ef‘-rnail address - Adresse courmial Date

Telephone Mo. - N° de teléphone Facsimiie
' 1€ s Gaf e § Au iy

[= -
5. Are there additional instructions (e.9. Security Guide, Secuity Classilication Guid®) attached? No L, | Yes
Des instructions supplémentaires (p. ex. Guide de securité, Guide da classificalion de 'a sécurité) sont-elles jointes? Non LE=F Oui

16. Precurement Officer / Agenl d'approvisicnnament
Name (print) - Nom {en lelires moulées) | Tille - Titre Signature

| elephone No. - N° de téléphane Facsimite No. - N” de télécopieur I E-mail address - Adresse couriel ‘ Date

{}.-Cénlrac'llng Securily Authority / Autorité contractante en maliére da sécurité
Name (print) - Nom {en letires moulées) Title - Titre Signature

[Talaprone No. - N” da téléptone Date

L
Facsimile No, - N de talécopisur l E-mail address - Adresse courriel

TBS/SCT 350-103(2004/12) Security Classification / Classification de sécurite

1 ]
PROTEGTED A WITH ATTACHMENTS Canadé
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ANNEX “D-1"
MANDATORY EVALUATION CRITERIA

The mandatory criteria will be evaluated on a “Met/Not Met” (i.e. responsive/non-
responsive) basis. Proposals must demonstrate compliance with all of the following
Mandatory requirements and must provide the necessary documentation to support a
determination of compliance and the Bidder must indicate where it is located in its bid.
Proposals that fail to meet any mandatory requirements will be deemed non-responsive
and given no further consideration. The documentation must include detailed
Curriculum Vitae (Resume) of the proposed candidates as part of the technical bid.

M1 | The Team Leader(s) performing the
vulnerability assessment must hold
a valid: Certified Protection
Professional (CPP), Physical
Security Professional (PSP), or
Professional in Critical Infrastructure
Protection(PCIP)

M2 | The Team Leader(s) performing the
vulnerability assessment must have
a minimum of four (4) years of
experience within the past seven (7)
years as the team lead or senior
member conducting Threat and Risk
Assessments using the RCMP /
CSEC Harmonized Threat and Risk
Assessment methodology for the
government of Canada.

M3 | The Junior Assessor(s) performing
the vulnerability assessment must
hold a valid: Certified Protection
Professional (CPP), Physical
Security Professional (PSP), or
Professional in Critical Infrastructure
Protection(PCIP)
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M4

The Junior Assessor(s) performing
the vulnerability assessment must
have a minimum of two (2) years of
experience within the past five (5)
years as the team lead or senior
member conducting Threat and Risk
Assessments using the RCMP /
CSEC Harmonized Threat and Risk
Assessment methodology for the
government of Canada.
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ANNEX “D-2"

POINT RATED EVALUATION CRITERIA

For each of the point rated requirements listed below, the Bidder should demonstrate,
using project descriptions, that the proposed resource as the following qualifications:

Bidder Evaluation
) Max _ Self Team
Rated Requirements Score R STElE S;:r(])(;e S
Location
in Bid
R1 Any other valid certification(s) 10 Five (5) points for
held by the Team Leader each of the valid
over and above the minimum certificates held
certification required and above the
listed in M1. minimum in M1
R2 The number of cumulative 20 Only complete
years of experience the Team cumulative years
Leader has above the four (4) will count towards
years minimum required in the score. An
M2, in conducting Threat and example: six (6)
Risk Assessments using the years and seven
RCMP / CSEC Harmonized (7) months will
Threat and Risk Assessment count as six (6)
methodology for the years.
government of Canada.
Two (2) points for
every year above
the minimum four
(4) years; for a
maximum of 20
points.
R3 The number of cumulative 14 One (1) point for
years of experience in the every year in the
last seven (7) years where past seven (7)
the Team Leader has had the where the
lead in a specific technical individual had the
area of a Threat and Risk lead in a specific
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Assessment, but was not a
team lead, where the
assessment was conducted,
using the RCMP / CSEC
Harmonized Threat and Risk
Assessment methodology for
the government of Canada.

And

The number of cumulative
years of experience in the
last seven (7) years where
the Team Leader acted as
the team lead, where the
assessment was conducted,
using the RCMP / CSEC
Harmonized Threat and Risk
Assessment methodology for
the government of Canada.

technical area but
was not a team
lead.

And

Two (2) points for
every year in the
past seven where
the individual was
the Team Leader
(or Project
Technical
Authority)

R4 Any other valid certification(s) 6 Three (3) points
held by the Junior Assessor for each of the
over and above the minimum valid certificates
certification required and held above the
listed in M3. minimum in M3

R5 The number of cumulative 10 One (1) point for
years of experience the every year above
proposed Junior Assessor the minimum two
has above the minimum two (2) years; for a
(2) years required in M4, and maximum of 10
where the assessment was points
conducted, using the RCMP /

CSEC Harmonized Threat
and Risk Assessment
methodology for the
government of Canada.

R6 Extra points are given to the 10 Begin with 10
bidders that can minimize points and

travel. The bidder must
provide proof of the distance
traveled to the location, using

subtract one point
per 100 km of
travel required.
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a tool, such as Google Map,
indicating the route and
distance from the bidders
starting point (office) to the
POE.

Maximum Score

70

Bidder Score
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ANNEX E
FINANCIAL PROPOSAL

The Contractor will be paid firm per diem rates, for work performed in accordance
with the Contract. Customs duties are included and Applicable Taxes are extra.

Bidders are to provide one Financial Proposal for each individual packet they are
bidding on. Use the table below.

Packet # and Name:

(A) (B) (C)
Description Time Per Diem Total
Estimate Rate
(A) X (B)
(Use time provide in
Annex A-1)

Performance of the assessments as

detailed in Annex A — Statement of

Work days | $ $

Travel time days $ $

Travel Expenses, as detailed in
Article 7.1 herein.

Provide an estimate based on kilometers
estimate provide in the proposal, and all other
allowable expenses. One estimate for the
packet.

Other Direct Expenses, as detailed
in Article 7.1 herein.

Provide an estimate of other direct allowable
expenses. These may include photocopies,
courier and mailing, etc. One estimate for the
packet.

Grand Total
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