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18. T1204 - Information Reporting by Contractor

List of Annex:

The following annex forms part of this requirement:

Annex “A” - Pricing Sheet Upgrade of the Door Control System at Mountain Institution
Annex “B” - Point Rated Technical Evaluation Criteria

Annex “C” - Federal Contractors Program for Employment Equity - Certification
FORM

The following form is attached to the solicitation document:

1) Institutional Access - CPIC Clearance Request, CSC/SCC 1279

2) Design Change/Deviation, PWGSC-TPSGC 9038

SUPPLIED UNDER SEPARATE COVER (ATTACHMENT 1):

1) Statement of Technical Requirements (STR), Statements of Work and applicable Electronic Engineering
Specifications and Standards



PART 1 - GENERAL INFORMATION

1. Introduction

The bid solicitation and resulting contract document is divided into seven parts plus annexes as follows:

Part 1  General Information: provides a general description of the requirement;

Part 2  Bidder Instructions: provides the instructions, clauses and conditions applicable to the bid solicitation and
states that the Bidder agrees to be bound by the clauses and conditions contained in all parts of the bid
solicitation;

Part 3  Bid Preparation Instructions: provides bidders with instructions on how to prepare their bid;

Part4 Evaluation Procedures and Basis of Selection: indicates how the evaluation will be conducted, the
evaluation criteria that must be addressed in the bid, if applicable, and the basis of selection;

Part 5  Certifications: includes the certifications to be provided;

Part 6  Security, Financial and Other Requirements: includes specific requirements that must be addressed by
bidders; and

Part 7 Resulting Contract Clauses: includes the clauses and conditions that will apply to any resulting contract.
The Annexes include the Pricing Sheet (ANNEX A) and an electronic attachment (Attachment #1) which includes,
the Requirement and various forms. Refer to the Table of Contents.

2. Requirement

2.1 Summary

CSC has a requirement to replace and upgrade the Door control Systems in 4 Living Units, the Segregation Control
Unit (SCU), which is also a Living Unit and one door in the Hospital Control Post (which is contained within the
SCU building) at Mountain Institution, British Columbia.

The contractor must design, supply, install, integrate, test, and train operators/maintenance personnel on the installed
equipment, as described in this STR. The contractor must provide acceptable documentation and AS Built drawings
for the operation and the maintenance of this equipment.

2.2 Delivery Requirement

Delivery is requested to be completed within 30 weeks after contract award.



2.2.1 Delivery Offered

While delivery is requested as indicated above, the best delivery that could be offered is

2.3 Contractor Contacts

Name and telephone number of the person responsible for :

General enquiries
Name:
Telephone No.:

Facsimile No.:
E-mail address:

Delivery follow-up
Name:
Telephone No.:
Facsimile No.:
E-mail address:

24 Warranty Repairs

It may be necessary for warranty repairs to be performed on site. You are requested to provide response time and
location of nearest office/depot providing staff for this work. Response time shall not exceed forty-eight (48) hours.
The contact person is as follows:

Response Time:

Name:

Telephone No.:
Facsimile No.:
Email/Internet Address:

2.5 Emergency Services/Repairs

If requested by Correctional Service Canada, the Contractor shall be required to provide on-site emergency
service/repairs not covered under the warranty provision of the General Conditions 2030 during the contract period.
The emergency crew shall be paid as indicated herein. The response time shall not exceed four (4) hours. The
contact person is as follows:

Name:

Telephone No.:
Facsimile No.:
Email/Internet Address:

2.6 Lifetime Spares

It shall be a condition of any contract resulting here from that the Contractor undertakes to supply spare parts for the
equipment proposed during the life expectancy of the equipment.

The Bidder must indicate the number of years for the life of the equipment. years.
3. Debriefings
After contract award, bidders may request a debriefing on the results of the bid solicitation process. Bidders should

make the request to the Contracting Authority within 15 working days of receipt of the results of the bid solicitation
process. The debriefing may be in writing, by telephone or in person.



PART 2 - BIDDER INSTRUCTIONS

1. Standard Instructions, Clauses and Conditions

All instructions, clauses and conditions identified in the bid solicitation by number, date and title are set out in the
Standard Acquisition Clauses and Conditions (http://ccua-sacc.tpsgc-pwgsc.gc.ca/pub/acho-eng.jsp) Manual issued
by Public Works and Government Services Canada.

Bidders who submit a bid agree to be bound by the instructions, clauses and conditions of this bid solicitation and
accept the terms and conditions of the resulting contract.

The 2003 (25/09/2014) Standard Instructions - Goods or Services - Competitive Requirements, are incorporated by
reference into and form part of the bid solicitation.

Subsection 5.4 of 2003, Standard Instructions - Goods or Services - Competitive Requirements, is amended as
follows:

Delete: sixty (60) days
Insert: ninety (90) days

2. Submission of Bids

Bids must be submitted only to Public Works and Government Services Canada (PWGSC) BID RECEIVING
UNIT by the date, time and place indicated on page 1 of the bid solicitation.

Due to the nature of the bid solicitation, bids transmitted by facsimile to PWGSC will not be accepted.
3. Enquiries - Bid Solicitation

All enquiries must be submitted in writing to the Contracting Authority no later than ten (10) calendar days before
the bid closing date. Enquiries received after that time may not be answered.

Bidders should reference as accurately as possible the numbered item of the bid solicitation to which the enquiry
relates. Care should be taken by bidders to explain each question in sufficient detail in order to enable Canada to
provide an accurate answer. Technical enquiries that are of a "proprietary " nature must be clearly marked
"proprietary” at each relevant item. Items identified as proprietary will be treated as such except where Canada
determines that the enquiry is not of a proprietary nature. Canada may edit the questions or may request that the
Bidder do so, so that the proprietary nature of the question is eliminated, and the enquiry can be answered with
copies to all bidders. Enquiries not submitted in a form that can be distributed to all bidders may not be answered by
Canada.

4. Applicable Laws

Any resulting contract must be interpreted and governed, and the relations between the parties determined, by the
laws in force in Ontario.

Bidders may, at their discretion, substitute the applicable laws of a Canadian province or territory of their choice
without affecting the validity of their bid, by deleting the name of the Canadian province or territory specified and
inserting the name of the Canadian province or territory of their choice. If no change is made, it acknowledges that
the applicable laws specified are acceptable to the bidders.



5. Mandatory Site Visit

It is mandatory that the Bidder or a representative of the Bidder visit the work site. Arrangements have been made
for site visits to be held on May 14", 2015 at 9:00 a.m At the Mountain Institution. Interested Bidders shall
meet at the Principal Entrance of the Mountain Institution, Mountain Institution 4732 Cemetery Road PO
Box 1600 Agassiz, British Columbia VOM 1A0. Bidders will be required to sign an attendance form at each site
visit. Bidders should confirm in their bids that they have attended the site visit. Bidders who do not attend or send a
representative to the site visit will not be given an alternative appointment and their bids will be rejected as non-
compliant.

The onus is on the bidders to arrive at the site visit in a timely manner. Bidders arriving late may not be
permitted to attend the site visit.

The Bidder must have at least one attendee at the site visit.

It is also a mandatory condition of this requirement that all attendees have a site clearance prior to the site visits.

To apply for the site clearance, the bidders shall complete a CPIC Clearance Request form (preferably in typed
format) and submit the duly completed and signed form by each participant, by e-mail michael.mclaughlin@pwgsc-
tpsge.ge.ca. It is a mandatory condition that the CPIC Clearance Request be submitted for the site visits. It is
requested that the CPIC Clearance Requests be received by this office no later than May 8th, 2015. Site Clearance
Request Forms received after May 8th, 2015 will not be accepted. A site clearance obtained for work performed
under similar requirements is not acceptable. Bidders are requested to clearly identify the name of the participant,
the name of the company they represent, telephone number, facsimile number and e-mail address.

Bidders should submit in writing to the Contracting Authority, a list of issues that they wish to table and the
language they would like to address questions and answers, no later than five (5) calendar days prior to the
scheduled site visit.

Bidders are advised that any clarifications or changes resulting from the site visit shall be included as an amendment
to the bid solicitation document through buyandsell.gc.ca

As proof of attendance, the Bidder must sign the attendance form provided by the CSC representative at the site
visit.



PART 3 - BID PREPARATION INSTRUCTIONS

1. Bid Preparation Instructions

Canada requests that bidders provide their bid in separately bound sections as follows:

Section I: Technical Bid (3 hard copies and 2 electronic copies)
Section II: Management Bid (3 hard copies and 2 electronic copies)
Section II1: Support Bid (3 hard copies and 2 electronic copies)
Section I'V: Financial Bid (1 hard copy)

Prices must appear in the financial bid only. No prices must be indicated in any other section of the bid.
Canada requests that bidders follow the format instructions described below in the preparation of their bid:

(a) use 8.5 x 11 inch (216 mm x 279 mm) paper;
(b) use a numbering system that corresponds to the bid solicitation.

In April 2006, Canada issued a policy directing federal departments and agencies to take the necessary steps to
incorporate environmental considerations into the procurement process Policy on Green Procurement
(http://www.tpsgc-pwgsc.gc.ca/ecologisation-greening/achats- procurement/politique-policy-eng.html). To assist
Canada in reaching its objectives, bidders are encouraged to :

1) use paper containing fibre certified as originating from a sustainably-managed forest and/or containing
minimum 30% recycled content; and

2) use an environmentally-preferable format including black and white printing instead of colour printing,
printing double sided/duplex, using staples or clips instead of cerlox, duotangs or binders.

The Technical, Management and Support Bids should be concise and address, but not necessarily be limited to, the
points that are subject to the evaluation criteria against which the bid will be evaluated. Bidders should address
these evaluation criteria in sufficient depth in their bid. Simply repeating the statement contained in the solicitation
document is not sufficient. Bidders should explain and demonstrate how they propose to meet the requirements and
how they will carry out the Work.

In order to facilitate the evaluation of the bid, Canada requests bidders to address and present topics in the order of
the evaluation criteria under the same headings. To avoid duplication, bidders may refer to different sections of
their bid by identifying the specific paragraph and page number where the subject topic has already been addressed.

THE BIDDER MUST ADDRESS ON A PARAGRAPH BY PARAGRAPH BASIS THE STATEMENT OF
TECHNICAL REQUIREMENTS, THE STATEMENT OF WORK AND THE ELECTRONIC
ENGINEERING SPECIFICATIONS AND STANDARDS, BY INDICATING WHERE APPLICABLE
“COMPLY, UNDERSTOOD, NOTED, OR NOT APPLICABLE” AND MUST PROVIDE SUPPORTING
INFORMATION TO AFFIRM EACH CLAIM. SIMPLY STATING ‘COMPLIANCE’ WILL NOT
GUARANTEE TECHNICAL COMPLIANCE.



Section I: Technical Bid

In their technical bid, bidders must demonstrate their understanding of the requirement and describe how they intend
to meet the technical requirements.

THE TECHNICAL PROPOSAL MUST MEET ALL OF THE TECHNICAL REQUIREMENTS OF THE
STATEMENT OF REQUIREMENT (STR) AND APPLICABLE STATEMENTS OF WORK AND
ELECTRONIC ENGINEERING SPECIFICATIONS AND STANDARDS. FAILURE TO MEET THE
TECHNICAL REQUIREMENTS WILL RENDER YOUR BID NON- RESPONSIVE AND NO FURTHER
CONSIDERATION WILL BE GIVEN.

Section II: Management Bid

In their management bid, bidders must describe their capability and experience, the project management team and
provide client contact(s).

Section III: Support Bid

In their support bid, bidders must demonstrate their understanding of the requirement and describe how they intend
to meet the support requirements (operator / maintenance training, manuals, spare parts list and plan).

Section IV: Financial Bid

1.1 Bidders must submit their financial bid on Annex "A" - Pricing Sheet in accordance with the following
Basis of Pricing:

1.2 Basis of Pricing

All prices must be firm in Canadian dollars, Delivery Duty Paid (Destination), Goods and Services Tax or the
Harmonized Sales Tax extra, transportation costs to destination and all applicable Custom Duties and Excise Taxes
included.

1.2.1 Design and Equipment

The bidder must submit a firm lot price for the design and related equipment for the upgrade of Door Control
Systems at Mountain Institution, excluding spare parts and test equipment.

1.2.2  Installation and Testing Costs

1 The bidder must submit a firm lot price. The price must include all costs, excluding travel and living, related to
the installation and testing of the equipment.

2 Installation and Testing of Equipment for Emergency Repairs, Delays and Design Changes.

The bidder must submit a firm hourly rate for installation and testing during and outside normal working hours for
each labour category required.

These hourly rates will apply for emergency repairs, delays and design changes and will be in effect for the entire
length of any resulting contract.

Normal working hours are Monday to Friday, 7:30 to 16:30 with exception of statutory holidays.



1.2.3  Travel and living expenses associated with the installation of the equipment

The Contractor will be paid its authorized travel and living expenses, reasonably and properly incurred in the
performance of the Work, at cost, without any allowance for overhead or profit, in accordance with the meal, private
vehicle and incidental allowances specified in Appendices B, C and D of the Treasury Board Travel Directive
http://www.tbs-sct.gc.ca/hr-rh-/gtla-vgcl/index_e.asp, and with the other provisions of the directive referring to
“travelers”, rather than those referring to “employees”.

All travel must have the prior authorization of the Technical Authority. All payments are subject to government
audit.

1.2.4  On-site training as detailed in the STR, paragraphs 5.1 and 5.2.

The bidder must submit a firm lot price for on-site training session including any associated travel expenses.

1.2.5 Documentation

The bidder must submit a firm lot price for the following:

As-built drawings as detailed in STR, paragraph 5.4.

Operator and Maintenance Manuals as detailed in STR, paragraph 5.3.

1.2.6 Software/Integration

The bidder must submit a firm lot price for the software/integration.

1.2.7 Spare parts/Test Equipment List (s)

Spare Parts and/or Test Equipment List(s) as detailed in STR, paragraph 5.12. The bidder must submit a Spare Parts
and/or Test Equipment List identifying each recommended spare parts and/or test equipment required. The bidder
must also submit a firm unit price for each recommended spare part required.

1.3 SACC Manual Clauses

C3011T (11/06/2013), Exchange Rate Fluctuation



PART 4 - EVALUATION PROCEDURES AND BASIS OF SELECTION

1. Evaluation Procedures

(a) Bids will be assessed in accordance with the entire requirement of the bid solicitation including the technical,
management, support and financial evaluation criteria specified below.

(b) An evaluation team composed of representatives of Canada will evaluate the bids.

1.1 Technical Evaluation

1.1.1  Mandatory Technical Criteria

To be declared responsive, a bid must:

a) address on a paragraph by paragraph basis the Statement of Technical Requirements, the Statement of Work and
the technical specifications, by indicating where applicable "comply, understood, noted, or not applicable".
Where required, the bidder should provide additional information;

b) comply with all of the technical requirements of the statement of requirement (STR); applicable statements of
work and electronic engineering specifications and standards as well as all amendments to the bid solicitation
issued prior to bid closing date;

¢) obtain the required minimum points (70%) for the technical, management and support evaluation criteria which
are subject to point rating;

1.1.2  Point Rated Technical Criteria

The Technical Bid will be evaluated and rated as per Annex “B” attached.

1.2 Financial Evaluation

1.2.1  Mandatory Financial Criteria

The following Mandatory factors will be taken into consideration in the evaluation of each bid;

Compliance with Basis of Pricing;

Prices must be submitted for all items listed in the Annex “ A” - Pricing Sheet.
The Aggregate Bid Price will be determined by adding the firm lot prices for items 1, 2.1, 4, 5.1, 5.2, and 6 in
ANNEX “A”.

2. Basis of Selection

The responsive bidder with the lowest evaluated aggregate bid price will be recommended for award of a contract.



PART 5 - CERTIFICATIONS
Bidders must provide the required certifications and documentation to be awarded a contract.

The certifications provided by bidders to Canada are subject to verification by Canada at all times. Canada will
declare a bid non-responsive, or will declare a contractor in default, if any certification made by the Bidder is found
to be untrue whether during the bid evaluation period or during the contract period.

The Contracting Authority will have the right to ask for additional information to verify the Bidder’s certifications.
Failure to comply with this request will also render the bid non-responsive or will constitute a default under the
Contract.

1. Mandatory Certifications Required Precedent to Contract Award
1.1 Code of Conduct and Certifications - Related documentation
By submitting a bid, the Bidder certifies that the Bidder and its affiliates are in compliance with the
provisions as stated in Section 01 Code of Conduct and Certifications - Bid of Standard Instructions 2003.
The related documentation therein required will assist Canada in confirming that the certifications are true.
1.2 Federal Contractors Program for Employment Equity - Bid Certification
By submitting a bid, the Bidder certifies that the Bidder, and any of the Bidder's members if the Bidder is a
Joint Venture, is not named on the Federal Contractors Program (FCP) for employment equity "ECP

Limited Eligibility to Bid" list (http://www.labour.gc.ca/eng/standards_equity/eq/emp/fcp/list/inelig.shtml)
available from Human Resources and Skills Development Canada (HRSDC) - Labour's website

Canada will have the right to declare a bid non-responsive if the Bidder, or any member of the Bidder if the
Bidder is a Joint Venture, appears on the “FCP Limited Eligibility to Bid “ list at the time of contract
award.

Canada will also have the right to terminate the Contract for default if a Contractor, or any member of the
Contractor if the Contractor is a Joint Venture, appears on the “FCP Limited Eligibility to Bid” list during
the period of the Contract.

The Bidder must provide the Contracting Authority with a completed annex Federal Contractors Program
for Employment Equity - Certification, before contract award. If the Bidder is a Joint Venture, the Bidder
must provide the Contracting Authority with a completed annex Federal Contractors Program for
Employment Equity - Certification, for each member of the Joint Venture.

2. Additional Certifications Required with the Bid
Bidders must submit the following duly completed certifications as part of their bid.
2.1 Status and Availability of Resources

The Bidder certifies that, should it be awarded a contract as a result of the bid solicitation, every individual proposed
in its bid will be available to perform the Work as required by Canada's representatives and at the time specified in
the bid solicitation or agreed to with Canada's representatives. If for reasons beyond its control, the Bidder is unable
to provide the services of an individual named in its bid, the Bidder may propose a substitute with similar
qualifications and experience. The Bidder must advise the Contracting Authority of the reason for the substitution
and provide the name, qualifications and experience of the proposed replacement. For the purposes of this clause,
only the following reasons will be considered as beyond the control of the Bidder: death, sickness, retirement,
resignation, dismissal for cause or termination of an agreement for default.



If the Bidder has proposed any individual who is not an employee of the Bidder, the Bidder certifies that it has the
permission from that individual to propose his/her services in relation to the Work to be performed and to submit
his/her résumé to Canada. The Bidder must, upon request from the Contracting Authority, provide a written
confirmation, signed by the individual, of the permission given to the Bidder and of his/her availability. Failure to
comply with the request may result in the bid being declared non-responsive.

Signature Date
2.2.2  Education and Experience

The Bidder certifies that all the information provided in the résumés and supporting material submitted with its bid,
particularly the information pertaining to education, achievements, experience and work history, has been verified
by the Bidder to be true and accurate. Furthermore, the Bidder warrants that every individual proposed by the
Bidder for the requirement is capable of performing the Work described in the resulting contract.

Signature Date



PART 6 - SECURITY, FINANCIAL AND OTHER REQUIREMENTS

1.

Security Requirement

A site clearance is required prior to the site visit and prior to admittance to the institution. For additional
information, see Part 2, Article 5 - Mandatory Site visit and Part 7, article 3, Security Requirement.

Financial Capability

1. Financial Capability Requirement: The Bidder must have the financial capability to fulfill this requirement. To
determine the Bidder's financial capability, the Contracting Authority may, by written notice to the Bidder,
require the submission of some or all of the financial information detailed below during the evaluation of
bids. The Bidder must provide the following information to the Contracting Authority within fifteen (15)
working days of the request or as specified by the Contracting Authority in the notice:

(@)

(b)

©

(d)

(e)

(

(2

Audited financial statements, if available, or the unaudited financial statements (prepared by the Bidder's
outside accounting firm, if available, or prepared in-house if no external statements have been
prepared) for the Bidder's last three fiscal years, or for the years that the Bidder has been in business if
this is less than three years (including, as a minimum, the Balance Sheet, the Statement of Retained
Earnings, the Income Statement and any notes to the statements).

If the date of the financial statements in (a) above is more than five months before the date of the request
for information by the Contracting Authority, the Bidder must also provide, unless this is prohibited by
legislation for public companies, the last quarterly financial statements (consisting of a Balance Sheet
and a year-to-date Income Statement), as of two months before the date on which the Contracting
Authority requests this information.

If the Bidder has not been in business for at least one full fiscal year, the following must be provided:

(i) the opening Balance Sheet on commencement of business (in the case of a corporation, the date of
incorporation); and

(i1) the last quarterly financial statements (consisting of a Balance Sheet and a year-to-date Income
Statement) as of two months before the date on which the Contracting Authority requests this
information.

A certification from the Chief Financial Officer or an authorized signing officer of the Bidder that the
financial information provided is complete and accurate.

A confirmation letter from all of the financial institution(s) that have provided short-term financing to the
Bidder outlining the total of lines of credit granted to the Bidder and the amount of credit that remains
available and not drawn upon as of one month prior to the date on which the Contracting Authority
requests this information.

A detailed monthly Cash Flow Statement covering all the Bidder's activities (including the requirement)
for the first two years of the requirement that is the subject of the bid solicitation, unless this is
prohibited by legislation. This statement must detail the Bidder's major sources and amounts of cash
and the major items of cash expenditures on a monthly basis, for all the Bidder's activities. All
assumptions made should be explained as well as details of how cash shortfalls will be financed.

A detailed monthly Project Cash Flow Statement covering the first two years of the requirement that is the
subject of the bid solicitation, unless this is prohibited by legislation. This statement must detail the
Bidder's major sources and amounts of cash and the major items of cash expenditures, for the



requirement, on a monthly basis. All assumptions made should be explained as well as details of how
cash shortfalls will be financed.

2. Ifthe Bidder is a joint venture, the financial information required by the Contracting Authority must be
provided by each member of the joint venture.

3. Ifthe Bidder is a subsidiary of another company, then any financial information in 1. (a) to (f) above required
by the Contracting Authority must be provided by the ultimate parent company. Provision of parent company
financial information does not satisfy the requirement for the provision of the financial information of the
Bidder, and the financial capability of a parent cannot be substituted for the financial capability of the Bidder
itself unless an agreement by the parent company to sign a Parental Guarantee, as drawn up by Public Works
and Government Services Canada (PWGSC), is provided with the required information.

4. Financial Information Already Provided to PWGSC: The Bidder is not required to resubmit any financial
information requested by the Contracting Authority that is already on file at PWGSC with the Cost and Price
Analysis Group of the Policy, Risk, Integrity and Strategic Management Sector, provided that within the
above-noted time frame:

a) the Bidder identifies to the Contracting Authority in writing the specific information that is on file and the
requirement for which this information was provided; and

b) the Bidder authorizes the use of the information for this requirement.

It is the Bidder's responsibility to confirm with the Contracting Authority that this information is still on file
with PWGSC.

5. Other Information: Canada reserves the right to request from the Bidder any other information that Canada
requires to conduct a complete financial capability assessment of the Bidder.

6. Confidentiality: If the Bidder provides the information required above to Canada in confidence while indicating
that the disclosed information is confidential, then Canada will treat the information in a confidential manner
as permitted by the Access to Information Act, R.S., 1985, c¢. A-1, Section 20(1) (b) and (c).

7. Security: In determining the Bidder's financial capability to fulfill this requirement, Canada may consider any
security the Bidder is capable of providing, at the Bidder's sole expense (for example, an irrevocable letter of

credit from a registered financial institution drawn in favour of Canada, a performance guarantee from a third
party or some other form of security, as determined by Canada).

3. Condition of Materiel

SACC Manual clause B1000T (26/06/2014) Condition of Materiel



PART 7 - RESULTING CONTRACT CLAUSES

The following clauses and conditions apply to and form part of any contract resulting from the bid solicitation.

1. Requirement

The Contractor shall design, supply, install, test and provide operational and technical training on the upgrade of the
Door control system as described in the Statement of Technical Requirement (STR). The contractor shall provide
acceptable documentation for the maintenance of this system.

Refer to Attachment #1 for Statement of Technical Requirements (STR), Statements of Work and applicable
Electronic Engineering Specifications and Standards. The purpose of the STR document is to define the technical
aspects for the upgrade of the Door Control system at the Mountain Institution. The STR will indicate the extent to
which both general and particular CSC specifications are applicable to the implementation of this requirement.

1.1 Additional Work

The Design Authority may, at any time before issuing the final acceptance notice, order work or material in addition
to that provided for in the Statement of Work. The contractor shall perform the work in accordance with such orders,
deletions and changes pursuant to Part 7, Article 13 - Design Change, Additional Work of New Work and on the
same terms and conditions contained or referenced herein.

1.2 Option to Purchase Spare Parts/Test Equipment

a) The Contractor hereby grants to Canada and Canada shall retain an irrevocable option exercisable at any time
during the Contract to procure any or all of the spare parts and/or test equipment described in the supplier’s

proposal.

b) The Contractor shall be given a minimum of "30" working days notice in writing by the Contracting Authority
indicating that Canada intends to exercise the option.

¢) The option may only be exercised by the Contracting Authority, and the exercise of the option will be evidenced
through a formal Contract Amendment.

d) Price support may be requested.

2. Standard Clauses and Conditions

All clauses and conditions identified in the Contract by number, date and title are set out in the Standard Acquisition
Clauses and Conditions (http://ccua-sacc.tpsge-pwgsc.gce.ca/pub/acho-eng. jsp) Manual issued by Public Works and
Government Services Canada.

2.1 General Conditions
2030 (25/09/2014) General Conditions - Higher Complexity - Goods
2.2 Supplemental General Conditions

4003 (16/08/2010) Licensed Software
4006 (16/08/2010) Contractor to Own Intellectual Property Rights in Foreground Information



2.3 SACC Manual Clauses

SACC Section Date
Reference
B1501C Electrical Equipment 16/06/2006
A9068C Site Regulations 11/01/2010
A2000C Foreign Nationals (Canadian Contractor) 16/06/2006
A2001C Foreign Nationals (Foreign Contractor) 16/06/2006
3. Security Requirement
3.1 Site clearance

A site clearance is required prior to admittance to the institution. The contractor must submit completed CPIC forms
for all staff who will be working at the institution(s). The duly completed and signed CPIC forms must be submitted
ten (10) working days prior to start-up date as stipulated in the Statement of Technical Requirement.

3.2 Classification of this document is ""Not Classified".

1. NIL security screening required, no access to sensitive information or assets. Contractor personnel will be
escorted in specific areas of the institution as /where required, by authorized Correctional Service Canada personnel.

2. Contractor personnel shall submit to a local verification of identity/information, by Correctional Service Canada,
prior to admittance to the institution. Correctional Service Canada reserves the right to deny access to the institution,
of any Contractor personnel, at any time.

4. Term of Contract

4.1 Period of Contract

The system design, the delivery of all related equipment, the completion of all installation, testing and contract
related work is to be completed at the Institution on or before (Delivery as offered and as accepted will be inserted

at contract award)

NOTE : Date of delivery will be of the essence of any resulting contract. Your attention is drawn to article 10 of
General Conditions, 2030.

The Contractor must submit a final delivery and installation schedule within 10 calendar days after the contract
award date.

4.2 Shipping Instructions - Delivery at Destination
1. Shipment shall be consigned to the destination specified in and delivered:

DDP Delivered Duty Paid (Moutain Institution, British Columbia) Incoterms 2000 for shipments from a commercial
supplier.

4.3 Inspection and Acceptance
1) Inspection

Inspection shall be carried out by the Design Authority or the authorized representative at destination.



2) Final Acceptance

a) The Contractor shall be required to present the work, for final acceptance, when such work has been designed,
manufactured, delivered to site and installed and has successfully passed all tests in strict accordance with the
specification and terms and conditions, and the Contractor has performed all other work and complied with all the
terms and conditions of the contract.

b) Upon verification of the above, the Design Authority will by written notice to the Contractor so acknowledge, and
such notice shall constitute final acceptance.

Final Inspection and acceptance will take place at destination when all goods are delivered/ services rendered, and
after all deficiencies identified by the Design Authority or the authorized representative are rectified and accepted.

S. Authorities
5.1 Contracting Authority
The Contracting Authority for the Contract is:

Mike McLaughlin

Public Works and Government Services Canada
Acquisitions Branch

Logistics, Electrical, Fuel and Transportation Directorate
"HN" Division

7B3, Place du Portage, Phase III

11 Laurier Street

Gatineau, QC, K1A 0S5

Telephone: (819) 956-3622
Facsimile: (819) 953-4944

E-mail address:  michael.mclaughlin@tpsgc-pwgsc.ge.ca

The Contracting Authority is responsible for the management of the Contract and any changes to the Contract must
be authorized in writing by the Contracting Authority. The Contractor must not perform work in excess of or
outside the scope of the Contract based on verbal or written requests or instructions from anybody other than the
Contracting Authority.

5.2 Technical Authority (or Design Authority)
The Technical Authority for the Contract is:

will be inserted at contract
(Name of Technical Authority)

(Title)
(Fill in Organization)
(Fill in address)
Telephone: __
Facsimile:

E-mail address:

The Technical Authority is the representative of the department or agency for whom the Work is being carried out
under the Contract and is responsible for all matters concerning the technical content of the_ Work under the
Contract. Technical matters may be discussed with the Technical Authority; however, the Technical Authority has
no authority to authorize changes to the scope of the Work. Changes to the scope of the Work can only be made
through a contract amendment issued by the Contracting Authority.



53 Contractor Contacts
Name and telephone number of the person responsible for :

General enquiries

Name: will be inserted at contract
Telephone No.  will be inserted at contract
Facsimile No. will be inserted at contract

E-mail address:  will be inserted at contract

Delivery follow-up
Name: will be inserted at contract
Telephone No.  will be inserted at contract
Facsimile No.  will be inserted at contract
E-mail address:  will be inserted at contract

5.4 Warranty Repairs

The contact person for warranty repairs to be performed on site as it may be necessary is as follows:

Response Time: will be inserted at contract
Name: will be inserted at contract
Telephone No.: will be inserted at contract
Facsimile No.: will be inserted at contract

Email/Internet Address:  will be inserted at contract

5.5 Emergency Services/Repairs

If requested by Correctional Service Canada, the Contractor shall be required to provide on-site emergency
service/repairs not covered under the warranty provision of the General Conditions 2030 during the contract period.
The emergency crew shall be paid as indicated herein. The response time shall not exceed four (4) hours. The
contact person is as follows:

Name: will be inserted at contract
Telephone No.: will be inserted at contract
Facsimile No.: will be inserted at contract

Email/Internet Address:  will be inserted at contract

6. Payment
6.1 Basis of Payment

The Contractor will be paid the firm lot prices for the equipment, installation and testing, travel expenses, on-site
training, as-built drawings and manuals for the Door Control Systems as specified in the Contract. Customs duties
are included and Goods and Services Tax or Harmonized Sales Tax is extra, if applicable.

The Contractor will be paid a firm hourly rate for each labor category specified for the installation and testing for
normal and outside working hours associated with emergency repairs, delays, design changes and unscheduled work
arisings.

Travel and living expenses for emergency repairs, delays and design changes during the performance of the contract
will be paid without any allowance for overhead or profit. These costs will be reimbursed in accordance with
Treasury Board directives in effect at time of travel. The payments are subject to Government Audit. All travel
must receive prior authorization from the Project Authority.



6.2 Limitation of Price

Canada will not pay the Contractor for any design changes, modifications or interpretations of the Work unless they
have been approved, in writing, by the Contracting Authority before their incorporation into the Work.

6.3 Insurance

The Contractor is responsible for deciding if insurance coverage is necessary to fulfill its obligation under the
Contract and to ensure compliance with any applicable law. Any insurance acquired or maintained by the
Contractor is at its own expense and for its own benefit and protection. It does not release the Contractor from or
reduce its liability under the Contract.

6.4 Method of payment - (including design changes payments)
6.4.1  Milestone Payments

1. Canada will make milestone payments in accordance with the Schedule of Milestones detailed in the Contract
and the payment provisions of the Contract, up to 90 percent of the amount claimed and approved by Canada if:

(a) an accurate and complete claim for payment using form PWGSC-TPSGC 1111 (http://www.tpsgc-
pwgsc.gc.ca/app-acq/forms/documents/1111.pdf) and any other document required by the Contract have
been submitted in accordance with the invoicing instructions provided in the Contract;

(b) the total amount for all milestone payments paid by Canada does not exceed 90 percent of the total amount
to be paid under the Contract;

(c) all the certificates appearing on form PWGSC-TPSGC 1111 have been signed by the respective authorized
representatives;

(d) all work associated with the milestone and as applicable any deliverable required have been completed and
accepted by Canada.

2. The balance of the amount payable will be paid in accordance with the payment provisions of the Contract
upon completion and delivery of all Work required under the Contract if the Work has been accepted by Canada and
a final claim for the payment is submitted.

6.4.2  Schedule of Milestones
The schedule of milestones for which payments will be made in accordance with the Contract is as follows:

Ist milestone:  design of the system (less 10% holdback);
- Mountain Institution
100% Design (as per Annex A-1, Item 1)

2nd milestone:  delivery of equipment (less 10% holdback);
- Mountain Institution
100% Equipment (as per Annex A-1, Item 1)

3rd milestone:  completion of 50% of installation, including travel and living expenses (less 10% holdback);
- Mountain Institution
50% Installation ( as per Annex A-1, Item 2)
Applicable Travel and Living (as per Annex A-1, Item 3)



4th milestone:  installation completion, software I integration and testing, including travel and living expenses
(less 10% holdback);
- Mountain Institution
Installation Completion (as per Annex A-1, Item 2)
100% Softwarel integration and Testing (as per Annex A-1, Item 2 (2.1) and Item 6.)
Applicable Travel and Living (as per Annex A-1, Item 3)

Sth milestone:  on-site training and documentation (less 10% holdback);
- Mountain Institution
100% On-site training (as per Annex A-1, Item 4)
100% Documentation (as per Annex A-1, Item 5 (5.1 and 5.2))
Applicable Travel and Living (as per Annex A-1, Item 3)

6th milestone: ~ holdbacks.
6.5 Method of Payment - Emergency repairs and delays payments
6.5.1  Single Payment

Canada will pay the Contractor upon completion and delivery of the Work in accordance with the payment
provisions of the Contract if:

a) an accurate and complete invoice and any other documents required by the Contract have been submitted in
accordance with the invoicing instructions provided in the Contract;

b) all such documents have been verified by Canada;

¢) the Work delivered has been accepted by Canada.

6.5.2 Travel and living Expenses - Emergency repairs, delays and design changes payments

The Contractor will be reimbursed its authorized travel and living expenses reasonably and properly incurred in the
performance of the Work, at cost, without any allowance for profit and/or administrative overhead, in accordance
with the meal, private vehicle and incidental expenses provided in Appendices B, C and D of the Treasury Board
Travel Directive (http://www.tbs-sct.gc.ca/pubs_pol/hrpubs/TBM 113/td-dv_e.asp ), and with the other

provisions of the directive referring to "travellers", rather than those referring to "employees".

All travel must have the prior authorization of the Technical Authority.

All payments are subject to government audit.

7. Invoicing Instructions
7.1.1  Invoicing Instructions - Progress Claim (including design changes payments)

1. The Contractor must submit a claim for payment using form PWGSC-TPSGC 1111 (http://www.tpsgc-
pwgsc.gc.ca/app-acq/forms/formulaires-forms-eng.html).

Each claim must show:

(a) all information required on form PWGSC-TPSGC 1111;

(b) all applicable information detailed under the section entitled "Invoice Submission" of the general
conditions;

(c) the description and value of the milestone claimed as detailed in the Contract.



2. Goods and Services Tax or Harmonized Sales Tax (GST/HST), as applicable, must be calculated on the total
amount of the claim before the holdback is applied. At the time the holdback is claimed, there will be no GST/HST
payable as it was claimed and payable under the previous claims for progress payments.

3. The Contractor must prepare and certify one original and two (2) copies of the claim on form PWGSC-TPSGC
1111, and forward it to the Technical Authority identified under the section entitled "Authorities" of the Contract
for appropriate certification after inspection and acceptance of the Work takes place.

The Technical Authority will then forward the original and two (2) copies of the claim to the Contracting
Authority for certification and onward submission to the Payment Office for the remaining certification and payment
action.

4.  The Contractor must not submit claims until all work identified in the claim is completed.
7.1.2  Invoicing Instructions - Emergency repairs and delays payments

1. The Contractor must submit invoices in accordance with the section entitled "Invoice Submission" of the
general conditions. Invoices cannot be submitted until all work identified in the claim is completed.

2. Claims must be distributed as follows:

(a) The original and two (2) copies must be forwarded to the following address for
certification and payment:

Correctional Service Canada
340 Laurier Avenue West
Ottawa, Ontario
K1A 0P9

Attn: Rachel Crete

(b) One (1) copy must be forwarded to the Contracting Authority identified under the section
entitled "Authorities" of the Contract.

8. Certifications

Compliance with the certifications provided by the Contractor in its bid is a condition of the Contract and subject to
verification by Canada during the entire contract period. If the Contractor does not comply with any certification or
it is determined that any certification made by the Contractor in its bid is untrue, whether made knowingly or
unknowingly, Canada has the right, pursuant to the default provision of the Contract, to terminate the Contract for
default.

9. Applicable Laws

The Contract must be interpreted and governed, and the relations between the parties determined, by the laws in
force in Ontario.

10. Meetings

A meeting may be convened after contract award at a location to be determined by the Contracting Authority to
review contractual and technical requirements. The Contractor will be responsible for the preparation and



distribution of the minutes of meeting. The meeting will be held with representatives of the Contractor, the
Department of Public Works and Government Services and Correctional Service Canada.

11. Contractor's Facilities

The Contracting Authority and the Design Authority, or their delegated representative shall be afforded access to the
Contractor's plant and all other premises where pertinent processes are being performed.

12. Delay by Canada

In the event that an installation crew proceeds to the site but is unable to perform the work due to an inmate
disturbance or other delays caused by Canada at the site, the Contractor shall immediately notify the Design
Authority. The cost of holding the installation crew on standby shall be paid as indicated herein. In no event shall a
crew remain on standby for more than four (4) hours per day without prior authorization.

13. Procedures for Design Change or Additional Work
The Contractor must follow these procedures for any proposed design change/deviation to contract specifications.

The Contractor must complete Part 1 of form PWGSC-TPSGC 9038, Design Change/Deviation, and forward one (1)
copy to the Technical Authority and one (1) copy to the Contracting Authority.

The Contractor will be authorized to proceed upon receipt of the design change/deviation form signed by the
Contracting Authority. A contract amendment will be issued to incorporate the design change/deviation in the
Contract.

14. Priority of Documents

If there is a discrepancy between the wording of any documents that appear on the list, the wording of the document
that first appears on the list has priority over the wording of any document that subsequently appears on the list.

(a) the Articles of Agreement;

(b) Supplemental General Conditions 4003 (16/08/2010) - Licensed Software;

(c) Supplemental General Conditions 4006 (16/08/2010) - Contractor to Own Intellectual Property Rights in
Foreground Information;

(d) General Conditions 2030 (25/09/2014) General Conditions - Higher Complexity - Goods;

(e) Statement of Technical Requirement
) Annex "A", Pricing Sheet;
(2) the Contractor's bid dated (will be inserted at contract), as amended (date(s) of amendment(s) if

applicable will be inserted at contract)

15. After Sales Services

The Contractor certifies that it is capable of providing after sales service, subsequent to the warranty period,
including servicing personnel and facilities during the lifetime expectancy of the equipment.

16. Lifetime Spares

It shall be a condition of any contract resulting herefrom that the Contractor undertakes to supply spare parts for the
equipment proposed during the life expectancy of the equipment.



Life of the equipment: (will be inserted at contract) years.

Should the Contractor discontinue the manufacture of the equipment being procured during the life expectancy of
the equipment, it shall notify Canada sufficiently in advance to permit the purchase of spares for the remaining life
of the equipment or, at the discretion of Canada, either make satisfactory arrangements with a third party to establish
a continuing source of spares or provide to Canada, at no charge, a non-exclusive royalty free license to manufacture
and have manufactured for its own use spare parts, and provide copies of all drawings, technical information,
specifications, manufacturing instructions and patterns necessary to manufacture the spares.

17. Disclosure of Information

The Contractor shall keep confidential and shall not publish or otherwise reuse, release, disclose or make available
to any third party any Background or Foreground Information concerning “as built drawings”, site drawings and
manuals, except as may be necessary to carry out the work under the Contract in which case the Contractor shall
impose the same obligation of confidentiality on any person to whom the information is disclosed.

18. T1204 - Information Reporting by Contractor

1. Pursuant to paragraph 221 (1)(d) of the Income Tax Act, R.S.C. 1985, c.1 (5th Supp.), payments made by
departments and agencies to contractors under applicable services contracts (including contracts involving a mix of
goods and services) must be reported on a T1204 Government Service Contract Payments slip.

2. To enable departments and agencies to comply with this requirement, the Contractor must provide the following
information within 45 calendar days from date of contract award:

(a) the legal name of the Contractor, i.e. the legal name associated with its business number or Social Insurance
Number (SIN), as well as its address and postal code;

(b) the status of the Contractor, i.e. an individual, a sole proprietorship, a corporation, or a partnership;
(c) the business number of the Contractor if the Contractor is a corporation or a partnership and the SIN if the
Contractor is an individual or a sole proprietorship. In the case of a partnership, if the partnership does not have a

business number, the partner who has signed the Contract must provide its SIN;

(d) in the case of a joint venture, the business number of all parties to the joint venture who have a business number
or their SIN if they do not have a business number.

3. The information must be sent to the person and address specified below. If the information includes a SIN, the
information should be provided in an envelope marked "PROTECTED".

Contact: Anne Boisvenue
Address: 340 Laurier Avenue West, Ottawa, Ontario, K1A 0P9



ANNEX "A"
PRICING SHEET
UPGRADE OF DOOR CONTROL

SYSTEM
MOUNTAIN INSTITUTION

All prices must be firm in Canadian dollars, Delivered Duty Paid (Mountain Institution, British Columbia), Goods
and Services Tax or the Harmonized Sales Tax extra, transportation costs to destination and all applicable Custom
Duties and Excise Taxes included.

2.1

2.2

DESIGN AND EQUIPMENT
Firm Lot Price for the design and all related equipment, excluding spare parts.

DESIGN - FIRM LOT PRICE b

EQUIPMENT - FIRM LOT PRICE $

INSTALLATION AND TESTING COSTS

The price must include all costs excluding travel and living expenses, related to the
installation and testing of the equipment.

INSTALLATION - FIRM LOT PRICE $

TESTING COST - FIRM LOT PRICE $

INSTALLATION AND TESTING OF EQUIPMENT (FIRM HOURLY RATES)

The following outlined labour rates will apply for emergency repairs, delays and design changes.

Labour Categories Hourly Rate Hourly Rate
During Outside
S S
$ $
$ $
$ $

The bidder must submit a firm hourly rate for installation and testing during and outside normal working
hours for each labour category required.



3. TRAVEL AND LIVING EXPENSES ASSOCIATED WITH THE INSTALLATION AND TESTING
OF THE EQUIPMENT
Institution FIRM LOT PRICE
MOUNTAIN INSTITUTION
Travel required ____yes no $ will be reimbursed at cost and is not part of Bid
Estimated Number of Individuals Price Calculation
Estimated Number of Days
4. ON-SITE TRAINING
Firm Lot Price excluding travel and living expenses as per STR paragraphs 5.1 and 5.2.
FIRM LOT PRICE $
5. DOCUMENTATION
5.1 AS-BUILT DRAWINGS
Firm lot price for As-Built drawings as per STR, paragraph 5.4.
FIRM LOT PRICE 3
5.2 OPERATOR AND MAINTENANCE MANUALS
Firm lot price for all operator and maintenance manual documentation packages as per STR, paragraph 5.3.
FIRM LOT PRICE b
6. SOFTWARE/INTEGRATION

Firm Lot Price the software/integration as indicated in the STR, 5.5 and 5.11.

FIRM LOT PRICE $

TOTAL BID PRICE b




OPTION
SPARE PARTS AND/OR TEST EQUIPMENT
The bidder must submit a spare parts and/or test equipment list identifying each recommended spare parts

and/or test equipment required. The bidder must also submit a firm unit price for each recommended spare
parts required as per STR, 5.15.

FIRM LOT PRICE b




ANNEX "B"

POINT RATED TECHNICAL EVALUATION CRITERIA

1. Point Rated Technical Proposal Criteria

The Bidder must obtain an overall pass score of 70 percent of the Technical Proposal. The rating is
erformed on a scale of 100 points. The Technical Proposal should include, but not be limited to:

Point Rated Technical Proposal Criteria

Maximum Points

1. Understanding of the Technical Requirements

An understanding of the technical requirements of the system which could include
preliminary drawings, diagrams, photographs and sketches showing system architecture,
equipment configuration, and technical information/literature/brochure on products
offered.

( 0 Points ) Has not demonstrated that the Bidder understands the requirements. The
Bidder has misjudged the scope of the work required. We are left with many questions.
The proposal is vague.

(‘or 10 Points ) The proposal indicates that the Bidder generally understands the main
concept of what is required but there are some questions that arise.

(‘or 20 Points ) The proposal indicates that the Bidder understands the main concept of
what is required. The Bidder's solution meets the operability requirements, environmental
requirements, reliability and maintainability requirements, and the testing and validation
requirements.

(‘or 30 Points ) It is very clear that the Bidder understands exactly what is required and the
proposed solution exceeds the requirement in some areas.

30

2. Compliance with the Statement of Technical Requirements (STR)

Paragraph by paragraph compliance the Statement of Technical Requirements (STR),
Statements of Work (SOW), Specifications and Standards of how each requirement will
be met.

( 0 Points ) Has not demonstrated that the Bidder complies with the requirements. The
Bidder has misjudged the scope of the work required. We are left with many questions.
The proposal is vague.

(‘or 15 Points ) The proposal indicates that the Bidder generally complies with the
requirements but there are some questions that arise.

(‘or 30 Points ) The proposal indicates that the Bidder complies with the requirements.
The Bidder's solution meets the operability requirements, reliability and maintainability
requirements, and the testing requirements.

(‘or 40 Points ) It is very clear that the Bidder complies exactly what is required and the
proposed solution exceeds the requirement in some areas.

40

3. Quality Assurance and Acceptance Test Plan
Description of the proposed quality assurance procedures/processes, and acceptance test
plan(s) to ensure quality requirements are met and how the bidder intends to demonstrate

20




to the Crown that the system functions correctly, both in the plant (Factory Acceptance
Testing) and after installation (Site Acceptance Testing), a detailed list of tests to be
performed with pass/fail parameters. Maximum points are broken down as follows:

3.1 Quality Assurance (10 Points )
How the Bidder intends to ensure quality requirements are met, a description of
inspection, testing, and documentation procedures as well as quality metrics.

( 0 Points ) The scope does not address the applicable products, the quality objective,
limitations and validity conditions.

(‘or 7 Points ) The proposal indicates when how and by whom the quality requirements
are to be reviewed results recorded/analyzed and conflicts resolved. The proposal
indicates how documents and data are to be controlled. The proposal indicates relevant
quality control for important purchases. The proposal indicates how the production,
assembly and on-site installation processes will be controlled to ensure quality
requirements are met.

(‘or 10 Points ) On top of the criteria above the proposal indicates how measuring and test
equipment is controlled and describes the format and test results to be provided. The
proposal indicates how non-conforming products are identified and controlled to prevent
misuse until proper disposal.

3.2 Acceptance Test Plan ( 10 Points )

How the bidder intends to demonstrate to the Crown that the system functions correctly,
both in the plant (Factory Acceptance Testing) and after installation (Site Acceptance
Testing), a detailed list of tests to be performed with pass/fail parameters.

( 0 Points ) The Bidder has not addressed the requirements for testing the system.

(‘or 7 Points ) The Bidder has provided test sheets and only pass/fail parameters, but has
not provided specific parameters for testing the elements of the system.

(‘or 10 Points ) The Bidder has provided test sheets, pass/fail parameters as well as
specific parameters, and has demonstrated that the system will be fully tested, both in the
factory and on site.

4. Technical Risk Elements
How the Bidder intends to meet the technical requirements, a description of the technical
risks elements detailing how the bidder can mitigate them.

( 0 Points ) The Bidder has not identified technical risk elements or technical risk
mitigation.

(‘or 4 Points ) The Bidder has identified technical risk elements but the Bidder does not
provide a technical risk mitigation plan. The Bidder has a risk management process.

(‘or 7.5 Points ) The Bidder has identified technical risk elements, provided a risk
mitigation plan and has a risk management process.

(‘or 10 Points ) The Bidder has a technical risk management process and has addressed
project risks. Management, schedule, scope changes, cost overruns, cash flow, and
resources issues are addressed. The impact of the technical risks is identified. The
identified technical risks are associated with the bidder, supplier, subcontractor, customer,

10




integration, or equipment performance. Mitigation strategies are described for the
identified technical risks. Decision points are identified for any project mitigation
approaches. Mitigation approaches support the requirements of the project.

Total Technical Proposal ( maximum 100 Points )

2. Point Rated Project Management Proposal Criteria

The bidder must obtain an overall pass score of 70 percent for the Project Management Proposal. The rating
is performed on a scale of 100 points. The Project Management Proposal should include, but not be limited

to:

Point Rated Project Management Proposal Criteria

Maximum Points

1. Previous Project Management Experience

Identification of the bidder, project manager, project supervisor and technicians. Detailed
description of the qualification and previous experience pertaining to similar projects in
terms of size, tasks, clients, responsibilities etc. Maximum points are broken down as
follows:

40

1.1 Experience of the bidder within the last four (4) years. ( 10 Points )

Similar project(s) must have been completed successfully; experience pertaining to the
following:

similarity of project in terms of scope and/or clients;

. dollar value over $ 100K;

Installation;

. training;

drawings; and

manuals.

o oo o

( 0 Points ) Bidder has experience with only three elements.
(‘or 4 Points ) Bidder has experience with only four of the elements.
(‘or 7.5 Points ) Bidder has experience with five of the elements.

(‘or 10 points ) Bidder has experience with six or more elements.

1.2 Range of experience within the last four (4) years in the design, supply,
installation and integration of systems similar to those described in the Statement of
Technical Requirements (STR). ( 10 Points )

( 0 Points ) Bidder has no experience in the design, supply, installation and integration of
the systems similar to those described in the Statement of Technical Requirements (STR).

(‘or 4 Points ) Bidder has experience in the design, supply, installation and integration of
the systems similar to those described in the Statement of Technical Requirements (STR)
for private industry or provincial government.

(‘or 7.5 points ) Bidder has experience in the design, supply, installation and integration of
the systems similar to those described in the Statement of Technical Requirements (STR)
for correctional services or similar organizations.




(‘or 10 Points ) Bidder has experience in the design, supply, installation and integration of
the systems similar to those described in the Statement of Technical Requirements (STR)
for Correctional Service Canada (CSC).

1.3 Project Manager's Overall Experience (years, size of project & complexity) and
Qualifications. ( 10 Points )

( 0 Points ) The project manager has no experience in project management of similar
projects.

(‘or 4 Points ) The project manager has less than four (4) years experience in project
management of similar projects and does not hold any Project Management Institute
(PMI) certification.

(‘or 7.5 Points ) The project manager has 4 to 10 years experience in the management of
projects of equal size or complexity and the project manager holds a Project Management
Institute (PMI) certification or the project manager has over 15 years of experience in the
management of projects of equal size and complexity or similar scope.

(‘or 10 Points ) The project manager has more than 10 years experience in the
management of projects of equal size and complexity or similar scope and the project
manager holds a Project Management Institute (PMI) certification, MBA or comparable
credentials.

1.4 Supervisor's Overall Experience (years, size of project & complexity) and
Qualifications. (5 Points )

( 0 Points ) The supervisor has no experience as a project supervisor of similar projects.

(‘or 2 Points ) The supervisor has less than four (4) years experience as a project
supervisor of similar projects and does not hold any Project Management Institute (PMI)
certification.

(‘or 3.5 points ) The supervisor has 4 to 10 years experience in supervising projects of
equal size or complexity. The supervisor holds a Project Management Institute (PMI)
certification or comparable credentials.

(‘or 5 Points ) The supervisor has more than 10 years experience in supervising in projects
of equal size or complexity. The supervisor holds Project Management Institute (PMI)
certification or comparable credentials.

1.5 Technicians' Overall Experience (years, size of project & complexity) and
Qualifications. (5 Points)

( 0 points ) The technicians have no experience with similar projects.

(‘or 2 Points ) The technicians have less than four (4) years experience with similar
projects and do not hold any Technician Diploma in any of the electrical, electro-
mechanical, electronics or mechanical field.

(‘or 3.5 Points ) The technicians have 4 to 10 years experience in engineering in projects
of equal size or complexity. The technicians hold Technician Diploma in any of the
electrical, electro-mechanical, electronics or mechanical field.

(‘or 5 Points ) The technicians have more than 10 years experience in engineering in
projects of equal size or complexity. The technicians hold a Technical Diploma in any of




the electrical, electro-mechanical, electronics, mechanical or telecommunications field.

2. Project Management Structure and Procedures
Project management structure and procedures describing the implementation of this
project. Maximum points are broken down as follows:

30

2.1 Project Management Organization and Responsibilities. ( 10 Points )
This refers only to management personnel and the way that the bidder plans to organize
the project team for this contract.

( 0 Points ) No organization in place and no plans to designate a separate project
management team.

(‘or 4 Points ) No project management organization in place but has a well-developed
plan in place to set up a team of trained personnel.

(‘or 7.5 Points ) There is a project management organization/structure defined with
'matrix' personnel resources that can be made available to this project. Personnel are
identified for the positions of Project Manager, the Project Supervisor, technicians and
electricians. Their responsibilities are defined.

(‘or 10 points ) Project management team structure is well defined with a back-up team.
Their responsibilities are defined. Personnel resources are identified and tied to specific
tasks.

2.2 Project Management Procedures. ( 20 Points )
This factor will rate the Bidders on their systems used to implement project management.

( 0 points ) The Project Management (PM) implementation is not addressed.

(‘or 7.5 Points ) The PM implementation is addressed but the bidder has not provided
sufficient details to demonstrate that a PM system is in place.

(‘or 15 Points ) A PM system is in place that will allow the bidder to manage the project.
Bidder has supplied a detailed plan of his PM implementation.

(‘or 20 Points ) A well working PM system is in place and being used successfully. The
PM system closely tracks status and progress of tasks. Project management based on
PERT/CM techniques. Work breakdown structure is linked to project management.

3. Schedule, Milestones and Project Management Tools

A project schedule of events for all deliverables with milestones and rationale of how
realistic and achievable they are. Availability and usage of a Project Management specific
tool and capability of supporting a secure customer facing portal that provides real time
access to project specific information. Maximum points are broken down as follows:
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3.1 Schedule/Milestones ( 10 Points )
A project schedule/schedule of events for all deliverables with milestones and rationale of
how realistic and achievable they are including tools for addressing project slippage.

( 0 Points ) No schedule is proposed or the proposal is lacking in 3 of the following areas:




1) major milestones are identified; 2) logical sequence; 3) contingency time identified; 4)
time estimates are realistic.

(‘or 5 Points ) The proposed schedule is lacking in no more than 2 of the following areas:
1) major milestones are identified; 2) logical sequence; 3) contingency time identified; 4)
time estimates are not realistic.

(‘or 7.5 Points ) The proposed schedule meets all of the following: 1) major milestones
are identified; 2) logical sequence; 3) contingency time identified; 4) time estimates are
realistic. The proposed schedule contains milestones, significant contract events,
projected delivery dates and production schedules. The schedule is realistic and
achievable, may lack of contingency time.

(‘or 10 points ) The proposed schedule meets all of the following: 1) major milestones are
identified; 2) logical sequence; 3) contingency time identified; 4) time estimates are
realistic. The proposed schedule contains milestones, significant contract events,
projected delivery dates and production schedules. The schedule is realistic and
achievable, with contingency time is built in.

3.2 Project Management Tools. ( 10 Points )

This factor will rate the Bidder on their availability and usage of a Project Management
specific tool and capability of supporting a secure customer facing portal that provides
real time access to project specific information.

( 0 Points ) The Bidder has not identified the Project Management specific software.

(‘or 7.5 points ) The Bidder has identified the specialized PM software but does not
support a secure customer facing portal that provides real time access to project specific
information.

(‘or 10 points ) The Bidder has identified the specialized PM software and supports a
secure customer facing portal that provides real time access to project specific
information including schedules, reports and meeting minutes.

4. Project Risks

A description of the project risks related to the proposed approach and processes for
managing all project risk elements (such as resources, cost, schedule and all external
elements) of the project detailing how well the Bidder understands the project risks and
how they propose to mitigate them.

( 0 points ) The Bidder has not identified project risks or risk mitigation.

(‘or 4 Points ) The Bidder has identified project risks but the Bidder does not provide a
risk mitigation plan. The Bidder has a risk management process. Project risks are
identified and there is a mitigation plan for any high risk items.

(‘or 7.5 Points ) The Bidder has identified project risks and the Bidder has proposed a risk
mitigation plan. The Bidder has a risk management process. Project risks are identified
and there is a mitigation plan for any high risk items.

(‘or 10 points ) The Bidder has a risk management process and has addressed project
risks. Management, schedule, scope changes, cost overruns, cash flow, and resources
issues are addressed. The impact of the risks is identified. The identified risks are
associated with the bidder, subcontractor, customer, integration, or equipment
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performance. Mitigation strategies are described for the identified risks. Decision points
are identified for any project mitigation approaches. Mitigation approaches support the
requirements of the project.

Total Project Management Proposal ( maximum 100 Points )

3. Point Rated Support Proposal Criteria

The bidder must obtain an overall pass score of 70 percent for the Support Proposal. The rating is
erformed on a scale of 100 points. The Support Proposal should include, but not be limited to:

Point Rated Support Proposal Criteria

Maximum Points

1. Operator Training Plan Outline, Training and Manuals

An understanding of the Operator Training requirements. Description of the proposed
training plan, approach, team and information to meet the Operator training requirements.
Maximum points are broken down as follows:

45

1.1 Operator training plan outline. ( 15 Points )
( 0 Points ) The operator training plan outline does not meet the requirements.
(or 10 points ) The operator training plan outline meets the requirements.

(or 15 Points ) The operator training plan outline meets and exceeds the requirements.

1.2 Training approach, methodology and team. ( 15 Points )

( 0 Points ) Has not demonstrated that the Bidder understands the objective and that the
Bidder has misjudged the scope of the work required. The proposal does not meet the
training requirements.

(‘or 6 Points ) The proposal meets the training requirements and the training team is
identified. The training approach meets the requirements.

(‘or 12 Points ) The proposal meets and exceeds the training requirements and they have a
well established training team with proven processes.

(‘or 15 Points ) The proposal meets and exceeds the training requirements and they have a
well established training team with proven processes and the proposal identifies different
training levels and different training outlines to meet the needs of different levels of
operators.

1.3 Manuals. ( 15 Points )
( 0 Points ) The information does not meet the requirements.
(‘or 10 Points ) The information meets the requirements.

(‘or 15 Points ) The information meets and exceeds the requirements.

2. Maintenance Personnel Training Outline, Training and Manuals

45




An understanding of the Maintenance Training requirements. Description of the proposed
training plan, approach, team and information to meet the Maintenance training
requirements. Maximum points are broken down as follows:

2.1 Maintenance Training Plan outline. ( 15 Points )
( 0 Points ) The maintenance training plan outline does not meet the requirements.
(‘or 10 Points ) The maintenance training plan outline meets the requirements.

(or 15 Points ) The maintenance training plan outline meets and exceeds the requirements.

2.2 Training Approach, Methodology and Team. ( 15 Points )

( 0 Points ) Has not demonstrated that the Bidder understands the objective and that the
Bidder has misjudged the scope of the work required. The proposal does not meet the
training requirements.

(‘or 10 Points ) The proposal meets the training requirements and the training team is
identified. The training approach meets the requirements.

(‘or 15 Points ) The proposal meets and exceeds the training requirements and they have a
well established training team with proven processes.

2.3 Manuals ( 15 Points )
( 0 Points ) The information does not meet the requirements.
(‘or 10 Points ) The information meets the requirements.

(‘or 15 points ) The information meets and exceeds the requirements.

3. Spare Plan and Spare Parts List

An understanding of the Spare Plan and spare parts requirements. Description of the
proposed Spare Plan and Spare Parts List approach, and information to meet the Spare
Plan and Spare Parts List Requirement.

( 0 Points ) The spare plan and spare parts list are not provided.

(‘or 4 Points ) The spare plan and spare parts list are incomplete.

(‘or 7.5 Points ) The spare plan and spare parts list meet the requirement.

(‘or 10 Points ) The spare plan and spare parts list exceeds the requirement.

10
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ANNEX C

FEDERAL CONTRACTORS PROGRAM FOR EMPLOYMENT EQUITY - CERTIFICATION

I, the Bidder, by submitting the present information to the Contracting Authority, certify that the information
provided is true as of the date indicated below. The certifications provided to Canada are subject to verification at
all times. I understand that Canada will declare a bid non-responsive, or will declare a contractor in default, if a
certification is found to be untrue, whether during the bid evaluation period or during the contract period. Canada
will have the right to ask for additional information to verify the Bidder's certifications. Failure to comply with such
request by Canada will also render the bid non-responsive or will constitute a default under the Contract.

For further information on the Federal Contractors Program for Employment Equity visit HRSDC-Labour's website.
Date: (YYYY/MM/DD) (If left blank, the date will be deemed to be the bid solicitation closing date.)
Complete both A and B.

A. Check only one of the following:

( ) Al. The Bidder certifies having no work force in Canada.

() A2. The Bidder certifies being a public sector employer.

() A3. The Bidder certifies being a federally regulated employer being subject to the Employment Equity Act.

() A4. The Bidder certifies having a combined work force in Canada of less than 100 employees (combined work
force includes: permanent full-time, permanent part-time and temporary employees [temporary
employees only includes those who have worked 12 weeks or more during a calendar year and who are
not full-time students]).

AS5. The Bidder has a combined workforce in Canada of 100 or more employees; and

() AS5.1. The Bidder certifies already having a valid and current Agreement to Implement Employment
Equity (AIEE) in place with HRSDC-Labour.

OR
() AS.2. The Bidder certifies having submitted the Agreement to Implement Employment Equity
(LAB1168) to HRSDC-Labour. As this is a condition to contract award, proceed to completing
the form Agreement to Implement Employment Equity (LAB1168), duly signing it, and transmit it
to HRSDC-Labour.

B. Check only one of the following:

( ) Bl1. The Bidder is not a Joint Venture.
-2080R

( ) B2. The Bidder is a Joint venture and each member of the Joint Venture must provide the Contracting
Authority with a completed annex Federal Contractors Program for Employment Equity - Certification.
(Refer to the Joint Venture section of the Standard Instructions)
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Correctional Service Canada
Facilities Branch
Electronics Security Systems

2015-01-14

STATEMENT OF TECHNICAL REQUIREMENTS

FOR THE UPGRADE OF THE

DOOR CONTROL AND MONITORING SYSTEM
AT

MOUNTAIN INSTITUTION

AUTHORITY

This Statement of Technical Requirements is approved by the Correctional Service of for
the upgrade of the Door Control and Monitoring System at Mountain Institution.

Recommended corrections, additions or deletions should be addressed to the Design
Authority at the following address:

Director, Electronic Security Systems
Correctional Service of Canada

340 Laurier Avenue West,

Ottawa, Ontario

K1A 0P9

Wayne Hunken

Chief Electronics Systems Maintenance

Reviewed by: Approved by: /
Edwin Morton ‘\V Marc St-Amand

Electronic Security Systems and Installation Engineer Director,

Electronic Security Systems Electronic Security Systems
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TABLE OF ABBREVIATIONS
Abbreviation Expansion
ACL Access Control List
API Application Programming Interface
ATP Acceptance Test Procedure
BIFMA Business & Industrial Furniture Manufacturers Association
CA Contract Authority
CCDA Command Control and Data Acquisition
CCTvV Closed Circuit Television
CD Commissioner’s Directive
CER Common Equipment Room
Ccos Class of Service
COTS Commercial-Off-The- Shelf
CSA Canadian Standards Association
CSC Correctional Service Canada
DCMS Door Control and Monitoring System
DES Director Engineering Services
DCS Door Control System
DSCP Differentiated Services Code Point
EIA Electronic Industries Association
ESS Electronic Security Systems
FAAS Facility Alarm Annunciation System
FAR False Alarm Rate
FDS Fence Disturbance Detection System
FlU FAAS Interface Unit
GFE Government Furnished Equipment
GUI Graphical User Interface
IP Internet Protocol
IEEE Institute of Electronic and Electrical Engineers
MCCP Main Communications and Control Post
IVRMS Inmate Voice Recording and Management System
MDS Motion Detection System
MTBF Mean Time Between Failure
MTTR Mean Time to Repair
NAR Nuisance Alarm Rate
NTP Network Time Protocol
PA Public Address
PC Personal Computer
Pd Probability of Detection
PIDS Perimeter Intrusion Detection System
PIU Perimeter Intrusion Detection System Integration Unit
PLC Programmable Logic Controller
RFP Request for Proposal
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Abbreviation Expansion

RTEO Regional Technical and Engineering Officer
PPA Portable Personal Alarm

PPAL Portable Personal Alarm Locatable

QoS Quality of Service

RTE Request to Exit

SCC Security Control Centre

SIO Security Intelligence Officer

SOW Statement of Work

SPB Shortest Path Bridging

STR Statement of Technical Requirements

TOS Type of Service

TCP/IP Trans port Control Protocol/Internet Protocol
TCP-UDP Trans port Control Protocol — Small For-Factor
TER Telecommunications Equipment Room
UPS Uninterruptible Power Supply

V&C Visits and Correspondence

VDU Video Display Unit

VID VLAN Identification

VIRS Visits Intercept and Recording System
VMS Video Management System
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# Term Example(s)

1 Administrative
UserlInterface

2 Application

3 CCTV Monitor PIDS or Range CCTV

Monitor
4 Client

5 Configuration

in a Post.

6 Configuration
UserlInterface

7 Contract
Authority

8 Contractor

9 Control Console = MCCP Console, Living Unit
Control Post Console

10 Control Desk

Cell Gall Management, PA
Management

Site floor plans showing
Data quantity of cameras,
doors, cellsetc. Camera
locations. Number of
UserInterfaces required

Living Unit Control Desk

TABLE OF DEFINITIONS

Description
Monitor and Software that supports
task spedific User Interaction for
System Administrators, located in a
secure area

Software thatis used to deliver
Application Support functionality
forasub-system

Computer Monitor Hardware

Rack mounted computerlocated in
asecurearea away froma Control
Postor Control Desk.

Site and System spedcificinformation
typically supplied by CSC that
defines howa sub-system
Application is to be set-up forasite,
location withina site, or post.

Monitor and Software that supports
task spedific UserInteraction,
located inasecure area

Public Works and Govemment
Services Canada (PW&GSC) is
responsible forall contractual
matters assodated with the system
designandimplementation.

The companyselected as the
successful bidder.

Console, typicallylocatedina
Control Post. Serves as the physical
supportinfrastructure for Operator
User Interfaces

Desk, typicallylocated in a Control
Postor Office. Serves as the physical
supportinfrastructure for Operator
User Interfaces

Function
Provides Administrative
Personnel with the ability to
mapenrolled users to the
functional domains thattheyare
allowed toaccess and change
Software that provides the
Operatorinterface and
supporting logic thatallows a
sub-system (Control Domain) to
be managed
Displays CCTV images for
Operatorviewing
Runs software and supports one
or more Application

The configuration data provides
the information thata sub-
system application requires to
tailorit to meetsite, location
withina site, or postuser
requirements.

Allows suppliers or qualified
personnel to add, delete and
modify Application
Configuration

Contains UserInterfaces or
Control Panels used bystaff to
execute their manage ment
responsibilities and interact with
the Domains over which they
have Control

Equipped with Userinterfaces
used bystaff to execute their
management responsibilities
and interact with the Domains

Correctional Service Canada
Facilities Branch



Electronic Security Systems
Statement of Technical Requirements

2015-01-14

# Term Example(s)
11 Control Domain  Cell Gall, Guard Tour,
Public Address
12 Control Panel PACP, Fire Alarm
13 Control Post Living Unit Control
Post/MCCP
14  Custom
Equipment
15 Design
Authority
16 Device CCTV Camera, Managed
Door, Gall Origination
Device
17 Enrolment User
Interface
18 Maintenance
UserlInterface
19 Notification Notification thata dooris

opened, ora dooris
closed, ora sensoris in
alarm

Description

A group of Physical and Virtual
devices orobjects, often supported
by spedalized hardware and
software, that performs a set of
related functions

Hardware and Software device that
provides an OperatorInterface (I/0
device), located in a Control Post

Room orarea, typicallylocated in a
secure areain aninstitution

Equipment designed and/or
manufactured spedificallyfora
spedific contract.

Director, Electronic Security
Systems (DES) Correctional Service
of Canada (CSC) is responsible forall
technical aspects of the system
designandimplementation.
Aspedalized device, typically
consisting of hardware and
software

Monitorand Software thatsupports
task spedific UserInteraction,
located in asecure area

Monitorand Software that supports
task spedific UserInteraction,
located in the CER or Maintenance
Service Provider Office

A notificationis a message that can
be shown ona UserInterface
and/orlogged ina database that
represents a changein state ora
command initiated byan operator.

Function
overwhich they have Control

Collectinformation, oractivate
capabilities in their operational
domain

Allows Operators to manage one
or more Domain

Room used bystaff to execute
their management
responsibilities and interact with
the Domains over which they
have Control

Provides data collection or
activate functions assodiated
with a spedificsystem orsub-
system

Allows Designated Personnel to
enroll and delete Users from the
Command, Control and Data
Acquisition System.

Provides Maintenance Personnel
with the ability to interact with
one ormore Systems to carry
outtheirday to day tasks to
troubleshootand maintain
Systems and Subsystems

Correctional Service Canada
Facilities Branch
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20

21

22

23

24

25

26

27

28

29

Term
Off-the Shelf

Operator User
Interface

Project Officer

Reporting User

Interface

Server

State

Sub-system

System

Touch Screen
UserlInterface

Workstation

Example(s)

PIDS Display, Door Control
and Monitoring System
Display

Network Video Recorder

Cell Gall, Guard Tour

PIDS

Door Control and

Monitoring System User
Interface

Description
Equipment currently on the market
with awailable field reliability data,
manuals, engineering drawings and
parts price list.
Computer Monitorand Software
that supports User Interaction (I/0
device)

A CSC employee ora contracted
person designated by DES to be
responsible for the implementation
of the project.

Monitor and Software that supports
task spedific UserInteraction,
located inasecure area

Rack mounted computer thatruns
software and islocated in an
equipmentroomsuch asa CER or
TER

The state of a device as reported to
asub-system orsystem

A group of Physical and Virtual
devices orobjects, often supported
by spedalized hardware and
software, that perform a spedificset
of related functions

A group of Physical and Virtual
devices orobjects, often supported
by spedalized hardware and
software, induding devices from
sub-systems that perform a more
general set of related functions
Typicallyan LAD Monitor with touch
screen technology

Rack mounted computerlocated in
asecurearea away froma Control
Postor Control Desk

Function

Provides an Operator with the
ability to interact with one or
more Systems to carryout their
day to daytasks ata Control
Console or Control Desk

Provides Management
Personnel with the ability to
access preconfigured reports
and to create custom reports
Runs software thatis used to
deliverservices thatsupport
Command and Control
Applications to connect to sub-
systems

Thisis a logical representation of
the state of a device thatis
being monitored or managed
Collects information, or
activates capabilities in their
operational domain

Collects information, or
activates capabilitiesin their
operational domain

Allows an Operator to viewand
interact with the Systems
presented on the Monitor
Runs software thatis used to
deliver Command and Control
Capabilities
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1.0 INTRODUCTION

1.1 General

CSC has a requirement to replace and upgrade the Door control Systems in 4 Living Units, the
Segregation Control Unit (SCU), which is also a Living Unit and one door in the Hos pital Control Post
(which is contained within the SCU building) at Mountain Institution, British Columbia. This STR will cover
the general and site specific technical requirements for the required work.

1.2 Scope

The contractor must design, supply, install, integrate, test, and train operators/maintenance personnel on
the installed equipment, as described in this STR. The contractor must provide acceptable
documentation and AS Built drawings for the operation and the maintenance of this equipment.

1.3 Requirement/Purpose

This Statement of Technical Requirements is being issued to support the procurement and installation of
Electronic Security Systems and equipment to be installed in CSC Facilities. The STR provides
prospective suppliers with sufficient information that they can define the scope of the system architecture,
equipment, installation, testing, acceptance, training and handover steps required to deliver a fully
functioning Door Control and Management System to replace the existing systems in Living Units 1, 2, 3,
4 and 5 (the segregation unit), as these systems are reaching the end of their service life

This STR defines the general and site specific technical requirements and the scope of the work required
to replace existing Door Control Systems in several Living Units at Mountain Institution as the Systems in
Living Units 1, 2, 3, 4 and the SCU, are reaching the end of their service life.

This work will have to be accomplished with minimum disruption to the daily operation and security of
Mountain Institution.

This STR will also indicate the extent to which both general and particular CS C specifications are
applicable to the implementation of this requirement. Bidders must comply with the STR and the listed
specifications and standards unless identified in this STR. The STR takes precedence over the
subordinate documents such as a Statement of Work, a Specification or a Standard.

1.4 Background

1.41 Location

This project is intended to replace the existing Door Control Systems and Systems infrastructure at
Mountain Institution, a medium-security facility located in the Upper Fraser Valley at 4732 Cemetery Rd,

Agassiz, BC, VOM 1A0, about 140 kilometers east of Vancouver. Mountain opened in 1962 and, in 1999
had significant renovations and additions.

Correctional Service Canada
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1.4.2 System Function

Each of the Living Units is equipped with a “stand—alone” Door Control and Monitoring System that
provides operators with the ability to activate the electric actuators to open and close cell doors and range
barriers throughout these living units. The installed door hardware, including actuators, motors and door
position switches are typically in good working condition and will not need to be replaced. In the event
that a replacement is required, on receiving notification, the Design Authority will make arrangements to
replace the appropriate door hardware. Refer to Appendix a for door types.

a) Existing System
i Timeline Details
Inmate Living Unit 1 was built in 1990, Living Units 2, 3, 4, and the Segregation unit were built in
1999.
ii. Site Plans
Site Plan showing Living Unit Locations
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1.5 Description of Existing Door Control System

A brief description of the elements of the existing Door Control Systems in living units 1, 2, 3, 4, and 5
follows:

a) The current system was supplied and installed by Marcomm Fibre Optics.

b) Each system is stand-alone with no connection to the other door control systems.

c) In each building there are two Graphical User Interface (GUI) units at each control post.

d) Living Unit 1 has two rack mounted computers located on the main floor behind the control post.

e) Living Units 2, 3, 4, and 5 have three rack mount computers located in the T&E
(Telecommunication and Electronic) rooms, two for the GUI CPUs and one maintenance CPU.

f) Cabinets for control panels, I/O modules and power supplies are located on the upper floor T&E
rooms.

o)) KVM (Keyboard-video-mouse) extenders are used to communicate between the GUI touch screen
Monitors and the CPUs.

h) Door Locks in Living Units 1, 2, 3, 4, and 5 are all 24VDC, The locks in Living Unit 1 are of a
different type to those in the other Living Units (prospective bidders will have the opportunity to
verify the lock types at the bidders conference)

i) Refer to Appendix | for existing DCS system drawings.

i) Refer to Appendix J for existing screenshots of Living Unit 1, 2, and 5. Living units 2, 3, and 4 are
identical. (Will be made available at the bidder's mandatory site visits.)

k) Refer to Appendix K for layouts of buildings, control posts, T&E rooms, and cells.

1.6 Site Visits/Survey

The Design Authority, or their authorized representative, will coordinate a site \isit, and identify to the
potential bidders the exact locations of the user interfaces, the system servers, any peripheral PLC or
control interfaces, power supplies, interconnecting cable and any other associated electronic equipment.
Wherever possible, drawings and documentation will be made available.

The visit may be useful to determine:

a) The exact location and mounting of the user interfaces, as required,
b) Mounting location of the electronic equipment or system servers,
c) Existing Network equipment,

d) Layout of existing LU Control Posts,

e) Conduit and cabling requirements, and

f) General layout and operating environment of the site.

Correctional Service Canada
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1.7 Technical Acceptability

CSC operational environment is unique for its diversity of locations, climate exposures and the physical
restrictive construction techniques of penal institutions. Maintaining national security, the safety of staff
and offenders alike is CSC's commitment to the government and public. Electronic security systems

operating in this unique environment must maintain very high standards of dependability and reliability.

CSC Facilities Branch has established Statements of Work (SOW), technical specifications and standards
for electronic security electronic systems, which are based on very specific, and restrictive operational
performance criteria. Technical acceptability of these systems means that the systems equipment and
components comply with the pertinent CSC SOWs, specifications and standards.

Correctional Service Canada
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2.0 APPLICABLE DOCUMENTS

2.1 Applicability

The provisions contained in the documents listed in the following paragraphs will apply to all aspects of
this requirement, unless these provisions have been exempted or modified by this STR.

2.2 Applicable Standards and Specifications

ES/SOW-0101

ES/SOW-0102

ES/SOW-0110

EIA-310-C

ES/SPEC-0006

ES/SPEC-0950

CAN/CSA-E61131-2-06

Statement of Work for Electronic Systems for the
Correctional Service of Canada Institutions

Statement of Work for Quality Control for the Installation
of Electronic Security Systems in Federal Correctional
Institutions

Statement of Work for Structured Cable Systems for
Electronic Security Installations for the Correctional
Service of Canada Institutions

Electronic Industry Association Standard for Racks,
Panels and Associated Equipment

Electronics Engineering Specification - Conduit, Space
and Power Requirements for Security Systems for use in
Federal Correctional Institutions

Electronics Engineering Specification — Door Control and
Monitoring System For use in Federal Correctional
Institutions

Programmable Logic Controllers Part 2: Equipment
Requirements, and Tests

Correctional Service Canada
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3.0 REQUIREMENTS

3.1 System Architecture

Touch Screen Touch Screen
Emergency

User Interface
Shutdewn

User Interface

Ul Workstation Ul Workstation

| Allfibre- 0M3 Allfibre- oM3|
S0 micron S0 micron |
“A" Layer 2 Switch “B" Layer 2 Switch
To CER " To CER

Al

“A" PLC Controller “B" PLC Controller

Reset

Keyswitch l:

PLC

Maintenance
DCMS Server Panel(s)
User Interface

Layer 2 Switch

Starcom over Starcom over
IP Protocol Allfibre - OM3 IP Protocol
SOmicron

Existing Datalogger server Existing FAAS Server

Maintenance

User Interface Back up DCMS Server

Main Control Post CER

Figure 2: Typical Configuration of the DCMS deployed on servers on the CCDA Platform
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3.2 Scope of Work

The Contractor must:
a. Carry out a detailed investigation, including a review and analysis of the entire existing door control
system, including all components not being replaced under this contract.

b. Review the CSC standards and documents related to requirements for door control systems, and
incorporation of them into the system and implementation.

c. Design, supply, install Door Control and Monitoring Applications that run as individual instances in
each Living Unit, providing a Touch Screen Operator Interface and containing all of the application
logic to manage and monitor the doors and barriers through a PLC based control system with
controllers located in equipment spaces convenient to the location of the electric or pneumatic drives
associated with the doors and barriers

d. Design, supply, install Door Control and Monitoring Applications that are compatible with and can be
integrated seamlessly with CSC’s Command, Control and Data Acquisition platform.

e. Use existing copper cables wherever possible. Potential bidders must familiarise themselves with the
existing connectivity as part of the site visit. If the cabling for the PLCs and Door Controllers is not
adequate, additional hardware and copper cabling should be identified and supplied.

f.  Use existing Security Network fibre, where available. Potential bidders must familiarise themselves
with the existing network connectivity as part of the site visit. (Note: Available Dark Fibres have been
tested in the recent past, but verification may be required.)

g. Identify and provide additional hardware and fibre if the network connectivity is not adequate for the
solution proposed.

h. Design, supply and install new, Layer 2, dedicated Network Switches in the Living Units and CER as
part of the solution.

i. Design, supply and install new, generic, non-proprietary Programmable Logic Controllers (PLC), with
a published interface, based door control systems to replace the existing systems in Living Units 1, 2,
3,4, and 5.

j- Provide operational training to correctional staff and in-depth maintenance training for the Electronic
Security Systems maintenance technicians (National Maintenance Service Provider).

k. Provide one year of full warranty support of the DCS, once it has been accepted by CSC. This
support must include all system upgrades as they become available, troubleshooting, the correction
of any deficiencies and the resolution of operational or technical problems.

3.3 System Technical Requirements

The following are requirements for the new Door Control and Management Systems in Living Units 1, 2,
3,4, and 5.

3.3.1 General

The Contractor must:

a. Provide a Door Control and Monitoring System to be deployed with the Door Control Application
running a Command, Control and Data Acquisition platform, in each Living Unit, a standalone, robust,
Industrial grade, off-the-shelf, PLC based industrial automation system as the means of managing
and monitoring all edge devices including Doors, Barriers and Switches.

Correctional Service Canada
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b.

The DCMS must be designed, supplied, installed, tested and deployed with DCMS applications
operating on a DCMS server located in the TES in each Living Unit that is compatible with and can be
integrated seamlessly with CSC’s Command, Control and Data Acquisition platform.

The DCMS must be designed, supplied, installed, tested and deployed with DCMS applications that
provide all of the application logic to manage and monitor doors and barriers through a PLC based
control system with controllers located in equipment spaces convenient to the location of the electric
or pneumatic drives associated with the doors and barriers.

The DCMS must be designed, supplied, installed, tested and deployed in the Living Unit Control Post,
two (2) DCMS workstations, each equipped with a User Interface consisting of a 22” Touch Screen
Monitor that provides an Officer in the Living Unit Control Post with the means to manage all of the
devices and capabilities defined in the System Specification referred to in section 2.0, as a client for
the Application described in 3.3.1.a.

Provide a system that is developed and delivered in a non proprietary Application Development and
Service Delivery environment in every respect from the PLC to software with the exception of the
Door Control and Monitoring Application and the supporting Graphical User Interface which must
meet CSC'’s standards as defined in section 2.0.

Supply and install in the CER a back-up Server compatible with CSC’s Command, Control and Data
Acquisition platform.

Supply and install an instance of the DCMS Application, that can back up any or all of the DCMS
applications in the Living Units, on the back-up server connected to the DCMS servers located in the
TESs in each of the Living Unit Control Posts. Provide a PLC-based system that is defined as an off-
the-shelf industrial automation controller with generic logic software.

Provide a system that is designed for a industrial environment and be available to any contractor
through nationwide distribution.

Provide a system that uses open and off-the-s helf door motor controllers, door position switches and
their supporting communications protocol.

Provide a system with an open architecture must allow for a simple integration of other equipment as
well as accommodating any future expansion.

Provide a system that is manufactured and tested to the requirements of CAN/CSA-E61131-2-06 —
Programmable Logic Controllers Part 2: Equipment Requirements, and Tests, and must meet the
highest standards for custom control systems to ensure reliability, maintainability, and safety.

Provide a Modular, generic PLC system that must be from a single manufacturer of general-purpose
industrial control applications and is equipped with the complete complement of controllers, power
supplies, input/output modules and communication links to meet this requirement.(Note: Examples of
PLC manufactures include: Allen-Bradley, Omron Electronics, Square D-Modicon, GE, and Siemens.)

Provide Operator User Interfaces in the form of Touch Screen Graphical User Interfaces for the
management and monitoring of the doors, barriers and door position switches.

Provide the capability for all events and logs to be collected and stored locally, but aggregated at the
backup server.

Provide the capability to connect to the Data logger and export events and logs to it in real time using
Starcom over IP Protocol. (Details of this protocol will be provided at the bidders meeting.)

3.3.2 Operational Requirements

The Contractor must:
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a. Provide a Door Control System that allows an operator in the Living Unit Control Post to remotely
control, through a pair of Touch Screen User Interfaces, electrically or pneumatically operated doors
and barriers and to monitor the status of all doors, barriers and hatches in defined areas, including
Living Units, of a correctional facilities.

b. Program the system such that for any system failures, power loss or reboot on any of the CPUs, all
doors must revert to the secure (locked) state.

c. Provide software driven ability to shut down the User Interfaces in a Living Unit Control post using a
soft key on the Operator User Interfaces and an Emergency Shutdown Switch or “Mushroom Button”.

d. Provide a hardware driven ability to shut down the User Interfaces in a Living Unit Control post using
a Mushroom Button located in or adjacent to each Control Post.

e. Ensure that the shutdown status is provided to the MCCP Operator by means of an alarm that is
raised on the FAAS.

f.  Provide the ability for the MCCP Operator to re—enable the Door Control System by means of a
Command on the FAAS.

g. Provide the ability for an authorised individual to re—enable the Door Control System by means of a
Key switch in the Living Unit Telecommunications Equipment Space (TES). (Re-enabling the system
at the TES will cause a status change at the FAAS.)

3.3.3 Software Requirements

The Contractor must:

a. Provide a Command, Control and Data Acquisition (CCDA) platform on which the Application
software is developed and on which it runs when in service that is compatible with the HMI and
Supenvisory Control environment. The CCDA platform must meet the requirements identified in
Appendix D.

b. Provide a CCDA that is open, and uses an off-the-shelf development environment that has been
available for at least ten years in North America.

c. Guaranty that the manufacturer of the Command, Control and Data Acquisition platform will provide
ongoing software updates and technical support.

d. Provide CSC with all programming passwords, source codes, configuration files and programming
schedules at the end of the project.

e. Confirm that CSC will be able to modify and maintain the system with no restrictions, including all
software and hardware which could be redeployed at other Living Units or Institutions within CSC’s
purview with no additional licenses or fees.

f.  Provide a structured configuration environment that will allow a qualified CCDA developer the ability
to reconfigure the software to meet additional needs and to deploy at additional locations.

g. Employ software design best practices and is required to submit a plan clearly defining how they will
meet software design best practices as part of their response.
3.3.4 Testing Requirements

The Contractor must:
a. Build, program and test the new Applications and PLC management and monitoring capability prior to

delivery to site.
|
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b. Provide an opportunity for the software and hardware associated with these Applications and the PLC
management and monitoring to be tested and approved by CSC representatives prior to installation at
the contractor’s premises.

3.3.5 Hardware Requirements

The Contractor must:

a. Provide industrial grade computers in industrial grade rack mount configurations.

b. Provide all computers with adequate RAM and Enterprise Hard Drive space to meet the needs of the
Application software and the CCDA Platform for 5 years.

c. Provide one spare computer and touch screen monitor for each living unit.

d. Provide two industrial, rugged or vandal resistant; 22” display Touch Screen Operator User Interfaces
using capacitive touch screen technology in each Control Post.

3.3.6 Network Infrastructure

The contractor must:

a. Supply new and replace all existing network switches. Initially, for this deployment, this network
infrastructure will support the deployment of the DCMS servers and connectivity to the PIDS and Data
logger.

b. Provide a network infrastructure that is flexible enough to scale to support additions to this network
infrastructure and/or addition of further ESS sub-systems within the institution as required in the
future. This network infrastructure will provide an integrated, end-to-end “virtualized” architecture for
the systems connected to it, using state of the art techniques for the network operation and
configuration as described in sections below.

c. Source the new network switching infrastructure from one switch vendor with the ability to interface in
a multi-vendor manner to other vendor’'s equipment should future requirements deem this necessary.

d. Provide a network infrastructure that supports an open system, multi-vendor capable, communication
environment utilizing I[EEE 802,1aq Shortest Path Bridging (SPB) to forward and control traffic
between switches.

e. Ensure that the new switching infrastructure is fully integrated into the FAAS and PIU alarm and
display systems.

f.  Take all steps to minimize the number of network equipment devices required to minimize sparing
requirements. Ensure that all switches must include QoS (Quality of Service) and security
management capabilities. Each switch must have the ability to classify, mark and prioritize traffic into
a minimum of 2 strict priority queues, and 6 weighted round robin queues on every port, and maintain
QoS across the virtual / stack backplane. Classification controls and ACL (Access Control List)
strategies must include the ability to sort traffic based on: MAC Address, 802.1Q VLAN ID, IP
Address, TCP/UDP Ports, CoS (Class of Service), ToS (Type of Service), and DSCP (Differentiated
Services Code Point).

g. Ensure that the network infrastructure will provide a layer 2 SPB VID (VLAN identification)
environment in which each ESS subsystem has its own allocated VID to provide for secure traffic
segregation for each sub system and thus ease of monitoring, troubleshooting and maintenance.
Each VID will be logically separate from any other and thus allow multiple services and systems to
operate independently on the same wired infrastructure. The Door Control System must be treated
as an ESS “subsystem” as far as the network partitioning is concerned.
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h. Ensure that the network infrastructure will be capable of supporting flexible topology configurations
e.g. star, full or partial mesh or ring topology to allow for optimal use of additional data paths as these
become available and thus provide extra resiliency and readiness for redundancy in network
connectivity connections.

i. Ensure that all network switches within the network infrastructure are mountable in 19” mounting rail
racks, and that the switches do not exceed the depth of communication racks and cabinets.

j- Provide a design and implementation of a Core network that:

Vi

Vii.

Consists of a single core L2 switch deployed in the CER and providing management of the
SPB network. Note: This core switch must be compatible with upgrade to a switch cluster,
with a minimum of two switches acting as one logical switch, providing active-active switch
operation and linkage capability once further fibre links are available at this institution. This
switch cluster will provide high availability connectivity and links to the edge switching
equipment.)

Provides a switch cluster will be a 19” rack mountable 1RU switch providing the capability to
be configured with Layer 2 switching features.

Provides a core switch and network infrastructure that supports ease of provisioning via edge
only device and service provisioning, providing ease of configuration at the edge devices
automatically informing the network infrastructure of a move, add or change and not require
core configuration when changes to the network are required. The edge only provisioning will
be capable of adding a new device to the associated VID.

Provides software for automatic edge device authentication to ensure edge devices are
compatible devices for installation, manage device permissions and monitor the health of
connected devices.

Provides a core switch that will support a minimum of 1 Gbps wire speed.

Provides a core switch that offers end-to-end (system-wide) network infrastructure support for
a flexible and robust, optimally high availability and reliable (Best in class mean time between
failure) network (that is always on), with high throughput (1Gbp) and providing a lossless
environment with lowest latency (<4ms) for an evolving, high performance CSC institution
data center environment

Provides a switch that ha shot-swappable power supplies with redundant fans.

k. Must provide a design and implementation of an Edge network that:

Provides stackable 248 port network edge switches utilizing 802.1aq SPB allowing for ease

of future expansion of the network infrastructure and the capability for multiple connections

into different switches in the stack utilizing load balanced network paths to provide an extra

level of resiliency within the network in case of any switch failure.

Provides Edge switches that deliver:

e L2 switching

e 10/100/1000 Mbps switching

e 1GBps + uplinks (with migration option for 10Gb future uplinks) resilient, always on
connectivity

o Wire-speed performance and non-blocking throughput to support a variety of applications

e Field replaceable redundant power supplies for increased resilience

e Provide one-touch edge provisioning for edge devices with any move, add or change
communicated automatically throughout the network infrastructure
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e capability (via stackable functionality) to add further network capacity as required without
impacting current operational switching
e Support IEEE 802.1aq SPB
e Advanced QOS and prioritization
e Network access control (NAC) via device authentication software and IEEE 802.1x Port-
based NAC
e Support for both IPv4 and IPv6 management addresses
iii. Provides edge switches that support edge-provisioning, automatically informing the rest of
the network of the change/ addition, eliminating the need for manual configuration of the core
switches when changes are made.
iv. Provides network switches that are capable of device authentication, and include a
management GUI interface for maintenance equipment.
V. Meets the following technical requirements:
e support up to 50 Ethernet ports (24 port version)
e software support for IPv4 and IPv6
Vi. Meets the following environmental requirements:
e Temperature range of operation: 0°C to 40°C
e  Operating humidity range: 0 to 95% relative humidity
I.  Supply network switches to meet the needs of all ESS network requirements.

3.3.7 Administration, Configuration, Reporting and Maintenance User Interfaces Requirements

The Contractor must:

a. Provide and install the Maintenance, Configuration and Administration User Interfaces in the
associated equipment room (T&E) in each Living Unit.

Provide and install the computers mounted on rails for easy repair and maintenance

Provide rack mounted servers or computers with flip up monitor, keyboard, and touchpad with a
minimum of six inputs with cabling to support all of these User Interfaces. (Note: The capabilities of
each of these interfaces are defined in ES/SPEC-0950.

3.3.8 Warranty Support — Hardware and Software Lifecycle Management Requirements

The Contractor must:

a. Provide systems that are designed such that CSC can easily transfer the software to new computers
or hard drives.

b. Ensure that all software is transferable and provide a hard disk copy of all DCS hard drives via
“Ghost” or similar back-up method.

3.3.9 Component, cable and connector replacement requirements

The Contractor must:

a. Replace all the existing KVM extenders in the Living Units. (Note: Fibre or CAT6 KVM extenders are
acceptable.)

Ensure that KVM extender have at least one video, one audio, RS232 port, and two USB ports.
c. Replace all components of the system with the exception of the field devices such as electric door
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locks, request to exit switch, door position switch, kill switch (shutdown button). (Note: It is expected
that the field wiring in Living Units 2, 3, 4, and 5 is fit for purpose good, Living Unit 1 will require new
resistor packs and wiring from the equipment rack to the door relays.)

d. Review the documents related to the existing systems to ensure compatibility with the proposed

system components for the existing field service devices and wiring, clearly indicating compliance in
response to this requirement.

3.3.10 System Configuration requirements

The Contractor must:

a. Ensure that the Inmate Request to Exit (RTE) switch must have a 2 state function: Closed then open
to activate, with a five second timeout.

b. Ensure that existing door control types and protocols are copied to the new system unless exceptions
are identified by CSC. Some improvements must be required and are to be coordinated with CS C.

c. Ensure that for Living Units 2. 3 and 4, Doors D200 and F200, the door alarms can be configured on
a schedule that masks alarms between 7:00 and 16:00 on weekdays. The dates and times must be
configured through the Configuration Menu.

d. Replace all the relays associated with the DCS in all living units. These relays are typically installed
between the PLCs and the Door Locks.

e. The types of Doors that must be controlled and or monitored by this Door Control System are listed in
the drawings provided in Appendix A.

3.4 Touch Screen Operator User Interface

The Contractor must provide, for Living Units 1, 2, 3, 4, and 5:

a. An Operator User Interface on a Touch Screen Display that presents the Operator with the
information needed to manage the functionality to be provided by the DCMS, including the visual and
audible parameters that the operator will respond to and use to interact with the system. The touch
screen display must provide a Framework that will include any graphic images and interactive
controls required to manage the target system. A typical graphic map must incorporate the following
display features as applicable to the area of presentation:

e building structures including the devices being managed, including gates, doors,
e barriers, locks, lights, power etc.;

e type, condition, priority and real time status of all devices being managed; and
e emergency instruction and operator prompts, in graphic form wherever possible.

b. The system graphics must reduce information clutter to a minimum with the appropriate use of icons,
especially to display sensor location and state. Details of all icons, sizes, colours and actions will be
provided in the Graphical User Interface Design Standards and Graphical User Interface Framework
Standards. The design of this interface will be defined in more detail in “the Requirements for the
Operator Graphical User Interface for a Security Management System” provided as Appendix B. As a
general guideline, the existing GUI layout structure should be used, but CSC is providing scalable
Vector Floor Plans in pdf form for the supplier to integrate into the Graphical User Interface. These
are provided in Appendix C.

c. Referto Appendix B for detailed description of icons; CSC should have the ability to change the icons
in the future as a plan is in place to standardize all DCS icons in the regions.
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4.0 SITE SPECIFIC REQUIREMENTS

4.1 Installation

The Contractor must adhere to the following installation requirements:

4.1.1 Available Documentation

The Contractor must:

a. Review the documents related to the existing systems to ensure compatibility with the proposed
system components for the existing field service devices and wiring, clearly indicating compliance in
response to this requirement. (Note: These documents will be provided by CSC following contract
award.)

b. Review carefully the O&M manuals, “As-Built” drawings, and other documents related to the existing

systems. Refer to Appendix G. (Note: These documents will be provided by CSC following contract
award.)

41.2 Design

The Contractor must:

a. Document the protocols and prepare text and GUI screen layouts in keeping with the Requirements
for the Operator Graphical User Interface for a Security Management System provided in Appendix B,
submitting these to CSC for review.

b. Prepare all screen layouts in colour. (Note: Adherence to the above standards will reduce the number
of submittals that will be required before approval will be provided on GUI layouts and operating
protocols. Existing Door Layouts have served well to date, and commonality between the two
systems would be valuable.

4.1.3 Installation Schedule

The Contractor must:

a. Complete the installation of the equipment and ensure that the new system is operational no more
than 180 days (including weekends) from the award of the contract.

b. Hold, within 10 working days of contract award, an on-site meeting with a walkthrough of the facility
and control systems.

c. Provide bi-weekly updates at site meetings. (Note: Meetings must include status of work, current or
updated completion dates, and other issues identified as work progresses. Date and time must be set
as to when CSC may review functional checks of the equipment prior to installation.)

d. Prepare a final implementation plan for review and approval by CSC prior to the commencement of
installation addressing, as a minimum, the following topics and clearly explain the implementation
process from start to finish.

i An introductory overview of the implementation process.
ii. The degree of involvement required of Institutional staff.

e. All employees of the Contractor working on-site must meet the security requirements of the Institution
prior to attempting to gain access to the facility.
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f.  Plan and coordinate this work carefully as this project is in a correctional environment. (Note: The
Work must be carefully planned and coordinated with CSC and the Institution to minimize the
disruption of daily security operations and inmate movement. Refer to Appendix E for CSC security
requirements.)

4.1.4 Existing Installation and Hardware

The Contractor must:

a. Examine hardware, wiring, controllers, software, operating protocols, and all relevant details of the
existing systems to dewvelop a full understanding of the existing system prior to starting the project.

b. Test the existing systems, especially the components that are not being replaced as part of the scope
of this project. Provide a written report confirming whether the systems work properly and if there are
any problems.

4.1.5 Project Review Meetings

The Contractor must:

a. Meet with CSC to discuss the scope of work and develop a full understanding of the parameters of
the project.

Provide recommendations for improvements to the existing Door Control and Management System.

c. Meet with CSC and its representatives to discuss security requirements, shut downs, staging
sequencing of construction, temporary measures, and other similar requirements.

d. Meet with CSC and PWGSC prior to programming of Applications, PLCs and GUIs to determine the
operating protocols for the door controls systems.

4.1.6 Cut Over Planning

The Contractor must:

a. Ensure that at no time any entire living unit is without an operating Door Control and Management
System.

b. Ensure that when there is a changeover from the existing system to the new system in any building, it
is completed in manageable stages, e.g. one range at a time.

c. Provide at least 48 hours advance notice of any disruptions in service.

d. Make provisions for the possibility that, while all necessary preparations may be conducted during
regular working hours, the final changeover for living unit ranges might need to be between 23:00 and
06:00.

e. Ensure that the existing Door Control and Monitoring System, including the GUI's at the control posts
in any of the living units, remain operational until the migration from the old system to the new system
is completed for the entire living unit.

f.  Consider the CSC guidelines provided below as a suggested methodology. However, CSC is willing
to consider other installation plans.

i.  The entire PLC based control system components for each building, including the master
controller, input/output modules, power supplies, field wiring terminations, and communication
interface modules are pre-assembled and wired at the Contractor’s facilities on metal back
panel designed to fit within the existing Door Control and Monitoring System enclosures in the
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T&E room located in the penthouse of each living unit. The assembly work is to be done
noting the requirement indicated in item b above i.e. ease of breaking down the system
components into sub-systems relative to each range. Once assembled, the entire system
undergoes detailed tests and simulations designed to mimic the intended control operations.
CSC representatives will witness these factory tests and request modifications to the control
strategies if necessary.

ii.  Upon completion of tests deemed successful by the CSC representatives, the preassembled
component panels are shipped to the Institution and temporarily installed beside the existing
cabinets. Prior to the changeover, the Contractor must label all existing field wiring. At the
appointed time, the Contractor must disconnect the field wiring related to the range designated
for changeover, remove the wiring from the existing components and reconnect to the new
system components. Only after testing of the system and components has confirmed correct
and trouble free operation of the system, the changeover work for the next range will start.
This process is repeated until the entire living unit is integrated into the new system at which
time the existing component back panel must be replaced with the new component back
panel.

iii. Concurrently, the Contractor must set-up and configure GUI monitors and associated
computers and establish data links between them and the new control panels. As indicated
before, the existing GUI monitors must remain functional until the new GUI system
encompasses the entire living unit at which time the new GUI monitors will replace the existing
GUI monitors.

Perform a full functionality check, a Pre-ATP, on all components associated with the system through
hands-on interaction with each door before system acceptance in each building.

Provide the Pre-ATP to the CSC representative for review prior to the completion of a Final ATP at
which a CSC representative may ask the Contractor to perform a sample of the tests carried out in
the Pre-ATP, or, depending on system performance, all of the tests may be repeated.

Provide a detailed commissioning plan.

4.2 On Site Communications

The Contractor must adhere to the following Communications Requirements:

a.

Communications between the contractor, the Institutional Representative and the Maintenance
Technicians is of the utmost importance during interruptions to existing systems to ensure that
additional and/or alternative security procedures can be taken by the Institution during the interruption
of individual systems.

The contractor must work closely with the Maintenance Technician during interruptions to existing
systems. (Note: The on-site National Maintenance Service Provider responsible for the maintenance
of all security systems with the Institution is currently “ADGA”. If the servic e provider changes during
the course of these projects, this information will be provided to the Contractor. )

Prior to commencement of each work period contractor shall advise the Institutional Representative
and Maintenance Technician of the work that will be performed during that period.

During the work day, the Institutional Representative and Maintenance are to be kept regularly
informed of the progress being made and will be notified prior to any required disruption in system
availability.

As a minimum the parties will meet at the beginning and end of the working day.
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4.3 Institution Operations

The Contractor must adhere to the following on site Operational Requirements:

The contractor must take every precaution to minimize any disturbance to institutional operations.
Equipment and systems operational down time must be kept to a minimum.
All down time must be coordinated with the Assistant Warden Operations on site or designate.

The contractor’s staff may be required to work during evenings, nights and/or weekends to reduce the
amount of down time and to meet operational requirements.

e. The contractor and his staff on site must cooperate fully with operational staff and conform to all
security requirements.

e o0 oo

4.4 Testing and Acceptance Procedures

The Contractor must adhere to the following on site Testing Requirements:

a. The contractor shall provide a detailed ATP to the DA, or his designated representative, by fax or
email, for approval at least two weeks prior to the start of installation of the CCTV equipment and
system.

b. The test procedure will outline tests and procedures to be undertaken by the contractor and
witnessed by Design authority, Institutional Representative and Maintenance Technician to
demonstrate that each system is fully functional and operational as it was prior to relocation to new
equipment cabinet.

c. The Design Authority will review test procedures, and may request additional tests to ensure all
required tests are performed prior to accepting as completed.

d. Test procedures are to be provided by the contractor to the Design Authority in an itemized format
indicating each test to be performed and the method in which it is to be performed.

e. The contractor shall complete one hundred percent of the tests outlined in the ATP prior to the ATP
testing being carried out by the DA.

f.  The contractor shall provide a fully completed and signed copy of the ATP to the DA, or his
designated representative, by fax or email, at least two working days prior to the start of the final ATP
testing. This copy of the ATP shall include all of the results of the tests carried out in Section 5.6.2.

g. Inthe case where subcontractors have been used, the contractor shall provide written confirmation
that the work of their subcontractor has been inspected and verified. This verification shall be sent to
the DA or his designated representative, by fax or email, at least two days prior to the start of the
ATP.

h. Testing may be carried out by the DA, a designated representative or a third party contractor.

i. The DA may repeat all of the ATP tests done by the contractor or a percentage of them. During the
ATP, if an unacceptable level of failed tests is encountered, the ATP testing will be halted until the
contractor has corrected the failures.

j- Ifthe DA during the ATP testing finds a minor deficiency that does not affect the operational
effectiveness of the CCTV equipment or system, the ATP testing may continue. If a major deficiency
is found during the ATP testing that does affect the operational effectiveness of the CCTV equipment
or system; the testing must cease until the deficiency has been corrected.
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k. ATP testing must be done during normal working hours, 08:00 to 16:00, Monday to Friday. ATP
testing at other times will only be done in an emergency situation.

I.  The DA or designated representative will sign-off on the ATP, upon the successful conclusion of the
testing. Any minor deficiencies noted during the testing will be indicated on the ATP form. This
signature indicates the Conditional Acceptance of the system.

m. System will be subjected to operational testing for a period of two (2) weeks following the Conditional
Acceptance of the system. CSC will formally accept the system from the Contractor at the end of this
two (2) week period, but only if ALL deficiencies have been corrected.

n. Any deficiencies noted by CSC during this two (2) week operational testing period will be
communicated to the Contractor, who will then be required to correct the deficiencies. The two (2)
week operational testing period will begin again after all deficiencies have been cleared.

o. Equipment warranty period will start on the date the system is formally accepted.5.6

4.5 Labelling

The Contractor must adhere to the following on site Labelling Requirements:

a. Bold face laser quality printed labels, black print on white background must be provided.

b. The labels must be self adhesive, one piece, label and clear cover wrapped around cable.

c. The wording on labels must be approved by design authority prior to manufacture.

d. The Contractor will install labels on each end of cable.

e. The Contractor must install labels not less than 150 mm from termination end of cable.

f.  All labels must be clearly visible and readable after final termination of cables without having to move
or rotate cables.

4.6 Mounting

The Contractor must adhere to the following on site Mounting Requirements:

a. Install all existing equipment in the new console or in security equipment cabinets in the CER as
indicated.

b. Route all cabling through cable chases and neatly fasten using Velcro type tie-wraps.
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5.0 SUPPORT AND TRAINING

5.1 Support

The Contractor must meet the following support requirements:
a. CSA/cUL Certification:

I. Given the sensitive nature of all electronic components and the need for high reliability and
safety, it is a requirement that all material and equipment be CSA/cUL certified.

Il. Evidence of compliance must include certified test reports and definitive shop drawings.

Ill.  All processor units, input/output modules, and their assemblies must be CSA/cUL certified.
b. National Distribution: Be able to provide National distribution and local parts and service outlets.
c. Escalation Plan:

I. Upon contract award, the Contractor must provide the name and credentials of qualified
service technician(s) or manager(s) who will be responsible for ensuring that all inquiries or
service issues related to the system are addressed satisfactorily and in a timely fashion.

Il.  This/these individual(s) will have the authority, resources, and responsibility to address
technical issues, dispatch a service representative to the site if required, escalate any issue
that cannot be resolved within the expected time frame, and keep CSC informed at regular
intervals until issues are resolved.

Ill. Provide your company's definitions for problem types with expected response resolution
times, and company's procedures for escalating service issues that are not resolved within
expected time frames.

d. Local Technicians:

I. The Contractor is to provide one or more local technicians to handle on-site maintenance and
repair of the equipment at the institution.

Il. The local technician(s) must be trained, certified, and available for dispatch to the Institution
any time a system problem cannot be diagnosed and rectified by CSC personnel.

Ill. If on-site service is to be provided by a subcontractor, identify the proposed subcontractor
and describe the subcontractor's qualifications to provide this service.

e. The Contractor is fully responsible for all work performed by a Contractor-provided subcontractor.
f.  System Support:

I. The Contractor must provide full support of the system through completion and acceptance
by CSC and for one full year after acceptance (warranty period).

Il.  This support must include system upgrades (as they becom e available), troubleshooting, the
correction of any system bugs or deficiencies, and the resolution of any operating problems.
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5.2 Training

In addition to providing operator and technical training in accordance with CSC document ES/SOW-0101,

the Contractor must also meet the following training requirements:

a. Provide informal operator training as systems are being installed to ensure operational staff will not

be surprised with a new operating environment.
b. Log all operators’ names who receive the informal training.
Provide one session of formal operator's training for each living unit.

d. Provide an interactive Power-Point Presentation as a training aid for the operator's training that is
suitable for use during formal training and for later use by CSC for refresher training.

e. Provide an in-depth maintenance course for the electronic maintenance technicians (ADGA). Course

duration must be at least two days.

f.  The Contractor must provide details and course schedule to CSC prior to training for approval as part

of the PDR and FDR packages.
g. All manuals and as-built drawings must be available for the training sessions.
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6.0 DOCUMENTATION

6.1 Manuals and Drawings

The contractor must provide at least four sets of complete documentation including 4 CD’s or DVD'’s,
which must include operation manuals, service manuals, and as-built documentation for the system in
English; including drawings in AutoCAD 2013 and PDF format. This documentation must be provided be
in accordance with CSC document ES/SOW-0101unless superseded by this ST.

In addition to the requirements defined in the above documents, the documentation must also meet these
requirements:
a. Operator's manuals must include both a complete binder with all detailed information, and a single
laminated sheet with Condensed instructions.
b. Condensed Instructions shall be laminated for durability.
Provide at least 10 operator's manuals including the Condensed Instructions.

d. Maintenance Manual: Upon completion of the project submit to CSC three (3) electronic copies (DVD
disk) containing PDF files and three (3) paper copies (in loose leaf binder) of operation and
maintenance manual. Include all operational and maintenance documents. Manual must include but
not limited to:

I. Contractor/Suppliers list

Il. System Description and Operation Data clearly explaining all system features and functions.

Ill. Detailed System Parts Specifications and Information.

IV. All as-built drawings c/w detailed block and wiring diagrams, schematics and software
documentation.

V. Details of a site specific hardware or software must be supplied as part of the documentation.

VI. Testing and Commissioning (T & C) Reports.

e. All Manuals will be delivered to the CSEM at Regional Headquarters, Pacific, 33991 Gladys Avenue,
Abbotsford, BC, V2E 2EH.

f. Electronic manuals must be structured based on a database framework with direct links to the
appropriate PDF files. Document retrieval and viewing must be executed through a menu driven
approach. All PDF files must be enhanced with appropriate bookmarks to facilitate searching of
information within the document or linked 10 other relevant documents tor references.

g. Provide a handover report which includes details of the equipment, dates of warranties,
contractor contact information and other project information. A copy of this document is provided
as Appendix F.
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TABLE OF ABBREVIATIONS

Abbreviation Expansion

API Application Programming Interface

ATP Acceptance Test Procedure

BIFMA Business & Industrial Furniture Manufacturers Association
CA Contract Authority

CCDA Command Control and Data Acquisition
CCTv Closed Circuit Television

CcD Commissioner’s Directive

CER Common Equipment Room

COTS Commercial-Off-The- Shelf

CSA Canadian Standards Association

CsC Correctional Service Canada

DCMS Door Control and Monitoring System

DES Director Engineering Services

EIA Electronic Industries Association

FAAS Facility Alarm Annunciation System

FAR False Alarm Rate

FDS Fence Disturbance Detection System

FIU FAAS Interface Unit

GFE Government Furnished Equipment

IVRMS Inmate Voice Recording and Management System
IP Internet Protocol

MCCP Main Communications and Control Post
MDS Motion Detection System

MTBF Mean Time Between Failure

MTTR Mean Time to Repair

NAR Nuisance Alarm Rate

NTP Network Time Protocol

PA Public Address

PC Personal Computer

Pd Probability of Detection

PIDS Perimeter Intrusion Detection System

PIU Perimeter Intrusion Detection System Integration Unit
PLC Programmable Logic Controller

RFP Request for Proposal

RTEO Regional Technical and Engineering Officer
PPA Portable Personal Alarm

PPAL Portable Personal Alarm Locatable

SCC Security Control Centre




Electronic Security Systems

Design Requirements

31 July 2014

Abbreviation
SIO
SOR
SOW
STR
TCP/IP
TER
UPS
V&C
VDU
VIRS
VMS

Expansion

Security Intelligence Officer

Statement / Observation Report

Statement of Work

Statement of Technical Requirements
Transport Control Protocol/Internet Protocol
Telecommunications Equipment Room
Uninterruptible Power Supply

Visits and Correspondence

Video Display Unit

Visits Intercept and Recording System

Video Management System
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# Term

Administrative
UserInterface

2 Application

3 CCTV Monitor

4 Client

5 Configuration
Data

6 Configuration
UserInterface

7 Contract
Authority

8 Contractor

9 Control Console

10 Control Desk

11 Control Domain

12 Control Panel

TABLE OF DEFINITIONS

Example

Cell Gall
Management, PA
Management

PIDS or Range CCTV
Monitor

Site floor plans
showing quantity of
cameras, doors, cells
etc. Gamera
locations. Number of
UserInterfaces
required ina Post.

MCCP Console, Living
Unit Control Post
Console

Living Unit Control
Desk

Cell Gall, Guard Tour,
Public Address

PACP, Fire Alarm

Description

Monitorand Software that supports task
spedific UserInteraction for System
Administrators,located in asecure area

Software thatis used to deliver
Application Support functionality fora
sub-system

Computer Monitor Hardware

Rack mounted computerlocated ina
secure areaawayfroma Control Postor
Control Desk.

Site and System spedificinformation
typically supplied by CSC that defines
how a sub-system Application is to be
set-up forasite, location within a site, or
post.

Monitorand Software that supports task
spedific UserInteraction, located ina
secure area

Public Works and Gove mment Services
Canada (PW&GSC) is responsible forall
contractual matters assodated with the
system design and implementation.

The companyselected as the successful
bidder.

Console, typicallylocatedina Control
Post. Serves as the physical support
infrastructure for Operator User
Interfaces

Desk, typicallylocated in a Control Post
or Office. Serves as the physical support
infrastructure for OperatorUser
Interfaces

A group of Physical and Virtual devices or
objects, often supported byspedalized
hardware and software, that performs a
set of related functions

Hardware and Software device that
provides an OperatorInterface (I/0
device), located in a Control Post

Function

Provides Administrative
Personnel with the ability to map
enrolled users to the functional
domains thattheyare allowed to
access and change

Software that provides the
Operatorinterface and
supporting logic that allows a
sub-system (Control Domain) to
be managed

Displays CCTV images for
Operatorviewing

Runs software and supports one
or more Application

The configuration data provides
the information thata sub-
system application requires to
tailorit to meetsite, location
withina site, or postuser
requirements.

Allows suppliers or qualified
personnel to add, delete and
modify Application Configuration

Contains User Interfaces or
Control Panels used bystaff to
execute their management
responsibilities and interact with
the Domains over which they
have Control

Equipped with Userinterfaces
used bystaff to execute their
management responsibilities and
interact with the Domains over
which they have Control

Collectinformation, oractivate
capabilities in their operational
domain

Allows Operators to manage one
or more Domain
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# Term Example
13 Control Post Living Unit Control
Post/MCCP
14 Custom
Equipment
15 Design
Authority
16 Device CCTV Camera,

Managed Door, Gall
Origination DeVvice

17 Enrolment User
Interface

18 Maintenance
UserInterface

Notification thata
doorisopened, ora
dooris dosed, ora
sensorisin alarm

19 Notification

20 Off-the Shelf

21 OperatorUser PIDS Display, Door

Interface Control and
Monitoring System
Display
22  Project Officer
23 Reporting User
Interface
24 Server Network Video
Recorder

Description

Room orarea, typicallylocated in a
secure areain an institution

Equipment designed and/or
ma nufactured spedifically fora spedific
contract.

Director, Electronic Security Systems
(DES) Correctional Senice of Canada
(CSC) is responsible for all technical
aspects of the system designand
implementation.

Aspedalized device, typically consisting
of hardware and software

Monitorand Software that supports task
spedific UserInteraction, located ina
secure area

Monitorand Software that supports task
spedfic UserInteraction, located in the
CER or Maintenance Service Provider
Office

A notificationis a message that can be
shown ona UserInterface and/orlogged
in a database thatrepresentsa change in
state ora command initiated byan
operator.

Equipment currentlyon the market with
awilable field reliability data, manuals,

engineering drawings and parts pricelist.

Computer Monitorand Software that
supports User Interaction (/0 device)

A CSC employee ora contracted person
designated by DES to be responsible for
the implementation of the project.

Monitorand Software that supports task
spedific Userinteraction, located ina
secure area

Rack mounted computer that runs
software and islocated in an equipment
roomsuchasa CER or TER

Function

Room used bystaff to execute
their management
responsibilities and interact with
the Domains over which they
hawe Control

Provides data collection or
activate functions assocdiated
witha spedificsystem orsub-
system

Allows Designated Personnel to
enroll and delete Users from the
Command, Control and Data
Acquisition System.

Provides Maintenance Personnel
with the ability to interact with
one ormore Systems to carry
outtheirday to day tasks to
troubleshootand maintain
Systems and Subsystems

Provides an Operator with the
ability to interact with one or
more Systems to carryout their
day to daytasks ata Control
Console or Control Desk

Provides Management Personnel
with the ability to access
preconfigured reports and to
create custom reports

Runs software thatis used to

deliversenvices thatsupport
Command and Control

Applications to connect to sub-
systems
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#
25

26

27

28

29

Term

State

Sub-system

System

Touch Screen
UserInterface

Workstation

Example

Cell Gall, Guard Tour

PIDS

Door Control and
Monitoring System
UserlInterface

Description

The state of a device as reported to a
sub-system orsystem

A group of Physical and Virtual devices or
objects, often supported by s pedalized
hardware and software, that perform a
spedificset of related functions

A group of Physical and Virtual devices or
objects, often supported byspedalized
hardware and software, induding devices
fromsub-systems that perform a more
general setof related functions

Typicallyan LCD Monitor with touch
screen technology

Rack mounted computerlocatedina
secure area awayfrom a Control Postor
Control Desk

Function

Thisis a logical representation of
the state of a device thatis being
monitored or managed

Collects information, oractivates
capabilities in their operational
domain

Collects information, or activates
capabilities in their operational
domain

Allows an Operator to viewand
interact with the Systems
presented on the Monitor

Runs software thatis used to
deliver Command and Control
Capabilities
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1 INTRODUCTION

A

The intent of the User Interface for the Security Management and Supervision System is to
enable Operational Staff in any control post that controls access, as appropriate to their span
of control, to control doors and access where required and to control emergency evacuation
and lockdown.

2 SCOPE

A

This design requirement defines the functionality and operational processes intended to be
provided through the User Interface for the system used in the management and control doors
and access points used in Federal Correctional Institutions. The design requirement does not
specify the actual data involved in the processes, but describes in detail the Human Machine
Interface.

3 AUDIENCE

A

The intended audience includes potential developers, suppliers or those that configure the
software application that will provide both the Human Machine Interface for the functionality
described in the balance of the design requirement as well as the logic that will integrate and
manage the other components of the system such as CCTV Cameras, Cell Call, power and
light, PA, and other systems as may be described in future. . This design requirement must be
read in conjunction with the design requirement for the Configuration of a Security
Management and Supervision System as this document will define the scale of the system
and provide ranges and parameters that will be needed in defining the logic that underlies the
User Interface.

4 GENERAL

N

The purpose of the Ul for a DCMS is to control and monitor doors from a control post. This
would include doors monitored or controlled at all security management and supervision posts,
which includes cell doors, movement control posts, access control in responsibility units,
ingress and egress to staff administration areas and access to CSC regional and national
facilities (entry control posts).

The User Interface must designed in such a way that it supports multiple management
domains in a seamless and transparent manner as the system is expanded, supporting the
representation of one domain through all domains that must be managed on the same User
Interface. The domains that must be considered for future integration include:

.1 Cell Power, including power for TVs

Cell and Range Lighting

Cell Call

Security Patrol/Guard Tour

Limited Call Intercom

CCTV management
.7 Public Address

The DCMS system is comprised of two main components from a Ul perspective:
.1 A status display which is part of a DCMS control post
.2 A monitoring display or displays for CCTV, if required

This capability may be called upon to meet operational requirements or to meet situations in
which a User Interface fails or for the aggregation of Control Post functionality as posts are
reconfigured to accommodate staffing requirements. The definition of how User Interfaces in
control posts provide redundancy within a control post and at another control post must be
flexible and must defined in configuration information.

oo ks w N
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.5 Commands originating from Operator actions at the User Interface and events that represent a
change of state at a device will typically result in a message that will be “logged” by the
underlying data logging services of the Service Delivery Platform on which this application

runs. This data can and will be accessed at a later date for evidentiary use, assessment, and
follow-up.

11
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5 DESIGN REQUIREMENTS

5.1 General

.1 The DCMS system consists of a User Interface presented on individual Touch Screen Video
Displays in each Control Post. Where required, a monitor for displaying CCTV is included and
the control of the CCTV is from the User Interface.

5.1.1 User Interface

.1 The User Interface must use iconography and guidelines provided or approved by CSC.

.2 The preferred display layout will be based on a simplified floor plan of the whole or part of a
unit based on screen space. Icons must be used instead of text where possible.

5.1.2 Requirements from other systems not managed by this Ul

.1 No requirements from other systems.

12
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6 OPERATIONAL REQUIREMENTS

6.1

6.1.1

6.1.2

6.1.3

Operational functions

N

Slider doors found in Movement Control Posts and Entry Control Posts

Swing doors found in Movement Control Posts and Entry Control Posts

These are the operations sequences that the status display in the DCMS must cover.

Open Slider Door (can close while door opening)
Close Slider Door (can open while door closing)
Stop Slider door
Open and resume open
Open and resume close
Close and resume close
.4 Close and resume open
Open Partial Slider Door (can be used when door is open or closed)
.1 Can also stop or close while opening
.2 If open partial is selected when door is closed
Open Interlock Slider Door
Special commands
.1 Evacuation
.2 Emergency shut down
Alarm
Fault Alarm

w N D

Unlock Swing Door
Open Interlock Swing Door
Special Commands

.1 Evacuation

.2 Emergency shutdown
Alarm
Fault Alarm

Living Unit Control Post - Cells have motorized Slider Doors

Open Slider Door (can close while door opening)
Close slider Door (can open while door closing
Stop slider Door
.1 Open and resume open
.2 Open and resume close
.3 Close and resume close
.4 Close and resume open
Open Partial Slider Door (can be used when door is open or closed)
.1 Can also stop or close while opening
.2 If open partial is selected when door is closed

13
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6.1.4

6.1.5

6.1.6

=~ © o ~N oo

Lockout cell door

Release lockout cell door

Cancel lockout cell door

Unlock Swing Door (into closed control post)
Open Interlocked Slider Door

0 Special commands

.1 Evacuation
.2 Emergency shutdown
.3 Lockdown

.11 Alarm
.12 Fault Alarm

Cells with Swing Doors — Cell block with inmate enabled

No o hwid o

Unlock Swing Door
Lock Swing Door
Inmate Enabled
Lockout call door
Release lockout cell door
Ovwerride interlock
Special Commands
.1 Evacuation
.2 Emergency shutdown
.3 Lockdown
Alarm
Fault Alarm

Responsibility Unit where there is no lockdown of individual cells as cells not under DCM S

Mw o

o

Unlock Swing Door
Lock Swing Door — assume that DCMS can lock door which is equivalent to lock down
Ovwerride interlock
Special Commands
.1 Evacuation
.2 Emergency shutdown
Alarm
Fault Alarm

Responsibility Unit (with RFID card entry)

oM wih

Unlock Swing Door
Lock Swing Door — will assume that DCMS can lock door which is equivalent to lockdown
Display last user
Owerride interlock
Special commands
.1 Evacuation
.2 Lockdown

14
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.3 Emergency Shutdown
.6 Alarm and window alarm
.7 Fault alarm

6.2 List of commands that are to be confirmed

.1 The following table shows how commands are to be confirmed at a DCMS control post:

Command

Confirmation Requirement

Open, close, partial open, unlock

No confirmation required

Interlock override

Confirmicon

Lockout (single cell or group of cells)

Confirmicon

Lockdown (range)

Confirmicon

Emergency shutdown

Special confirm pop-up

6.3 List of system alarms and alarm handling attributes

.1 These are the alarms and alerts that are generated, displayed and managed at the DCMS UI:

Alarm or alert Category Audible Displayed Audible
alarm and and listed alarm at
displayed at MCCP MCCP

locally
Door not locking within pre-specified time of Minor — Yes, alam Yes No
being closed (usually 10 seconds) Priority 7b sound tbd
Door open too long (swing door),usually for Minor — Yes, alam Yes No
60 seconds after being released Priority 7b sound tbd
Fault alam for door or window Minor — Yes, alam Yes No
Priority 8 sound tbd
Tamper alam for door or window Minor — Yes, alam Yes No
Priority 8 sound tbd
Exit door is opened Minor — Yes, alam Yes Yes, alam
Priority 7a sound tbd sound thbd
Override an interlocked door Minor — Yes, alert Yes Yes, alert
Priority 7c sound tbd sound tbd
System failure Minor — No, system Yes Yes, alam
Priority 8 failed sound 4c¢

.2 The MCCP has an active alarm display and alarms are both represented on the Interior
Security map view, and are listed in the active alarm display.

15
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.3 Once an alarm is generated, the alarm must be acknowledged. When the device returns to
its pre-alarm state, the status of the device is also returned to its normal state. There are no
actions, other than acknowledgement, that an operator using this Ul would do to clear an

alarm.

.4 Acknowledging an alarm using the Alarm Acknowledge Icon, acknowledges all

unacknowledged alarms listed at the Ul.

.5 Where there is an alarm from a device that is managed or monitored at the DCMS UI:

a. the device shows an alarm state,

b. the detailed status window pops up with the details of the alarm that are
determined to be displayed for that device at that control post in that window (ie
determined by configuration data), The alarm status icon flashes, with

C.
.6 To acknowledge the alarm

6.4 List of devices and states for those devices

6.4.1 Door map icon states

.1 See Section 9 for diagrams of the icons

Device State

Visual indication of state

Door Secure

Green circle

Selected

Icon flashes altematively with current state
(and colour) and blue until command
selected, or 10 seconds has passed, when
icon reverts to previous state; has table
number

Moving (some slider doors)

Icon is yellow

Unsecure (door open or partially open)

Icon is red

Alarm in progress (tamper or fault alam
from device)

Icon is red with alam indicator, icon flashes
until alam is acknowledged

Alarm acknowledged (tamper or fault
alam from device)

Icon is red with alam indicator which remains
in this state if a tamper alam; icon no longer
flashes

Fault

Icon is magenta

Device taken out of service by
maintenance

Icon is magenta with wrench

Interlocked door

Door icon has intedock symbol which is
added to all doors of an interlock group when
one of the doors in an interlock group is
chosen on the map view. If there are more
than one interlock group on amap, the
interlock group is displayed on the icon

Door opened with emergency
evacuation command

Icon is red with white exclamation mark

16
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6.4.2 Cell door map icon states

.1 See Section 9 for diagrams of the icons

Device State Visual indication of state
Cell oor Secure Green square
Selected Icon flashes altematively with current state

(and colour) and blue until command
selected, or 10 seconds has passed, when
icon reverts to previous state; has table
number

Moving (some slider doors)

Icon is yellow

Unsecure (door open or partially
open)

Icon is red

Alarm in progress (tamper or fault
alam from microphone)

Icon is red with alam indicator, icon flashes
until alamm is acknowledged

Alarm acknowledged (tamper or
fault alam from microphone)

Icon is red with alam indicator which remains
in this state if a tamper alam; icon no longer
flashes

Fault

Icon is magenta

Device taken out of service by
maintenance

Icon is magenta with wrench

Door opened with emergency
evacuation command

Icon is red with white exclamation mark

Cell locked out or locked down

Icon is green with chain across the icon

Cell lock is inmate enabled — but is
not enabled

Icon is green and has “inmate” with key.

Cell lock is inmate enabled, and
dooris closed and locked by
inmate

Icon is yellow and has “inmate” with key

Cell door is inmate enabled, and
door is not closed and locked

Icon is red and has “inmate” with key

17
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6.5 Door types and their characteristics

.1 These are the door types that are managed by the DCMS and their characteristics:

Door Configuration 1 2 3 4 5 6 7 8 9 10 11
Portal Type Door |Door ||Door Door Door  |Door Door Door Barrier Barrier Barrier
Action Sliding [Swing | |Sliding Sliding  |Swing [Swing [Swing Swing Slide Slide Swing
Application VariougVarious |Cell Cell Cell Cell Apartment [|Mvmnt Ctr|Mvmnt Ctrl  |Mvmnt Ctr|Mvmnt Ctrl
Security Level VariougVarious [Max/Seg Max/Seg |Seg Medium [Minimum Max/Med |Max/Med Max/Med |Max/Med

Lock Hardware and Mech |
Drive/Lock MNone [None Electric MotqPneumati|Electric|Electric |Electric Strik{Electric Electric MotoPneumatic |Electric
Key Yes Yes Yes Yes Yes Yes Yes ¥es Yes Yes Yes
Door Position SensofYes Yes Yes Yes Yes Yes Yes ¥es Yes Yes Yes
Lock Position SensoiNo No Yes Yes Yes Yes Yes Yes Yes Yes Yes

Integration
Monitored ¥es Yes Yes Yes ¥es Yes Yes ¥es Yes Yes ¥es
Managed No No Yes Yes Yes Yes Yes Yes Yes Yes Yes

Spported Commands
Open No No Yes Yes No No No No Yes Yes No
Partial Open No No 77 77 No No No No Yes Yes No
Close No No Yes Yes No No No No Yes Yes No
Lock MNo No No No Yes Yes No Yes MNo MNo Yes
Unlock No No No No Yes Yes Yes Yes No No Yes
Unlock with Holdbac|No No Unclear Unclear |Unclear|Unclear |Unclear Unclear  |Unclear Unclear Unclear

Monitored States
Unlocked No No Yes Yes Yes Yes Yes Yes Yes Yes Yes
Locked No No Yes Yes Yes Yes Yes Yes Yes Yes Yes
Open Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Maoving No No Possible Possible |No No No No Possible Possible  |No
Closed Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Tamper/Fail No No Possible Possible |PossiblgPossible|Possible Possible |Possible Possible  |Possible

Configurable Attributes|
Inmate Access MNo No No No Yes Yes Yes MNo No No MNo
Lockdown No No Yes Yes Yes Yes Yes Yes Yes Yes Yes
Emergency Release |No No Yes Yes Yes Yes Yes ¥Yes Yes Yes Yes
Multi Select No No Yes Yes Yes Yes No No No No No
Mask (Locked Out) |No No Yes Yes Yes Yes Yes Yes Yes Yes Yes
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7 OPERATIONAL SEQUENCES

.1 These show the operational sequences to be implemented by the DCMS. The Ul layouts that

show visually how these actions are to be implemented are provided in Section 8.

.2 Usually, the DCMS is the only system on the display Ul, and therefore no system selection
icon is presented in the Selection Tray.

.3 If a control post manages doors from more than one interlock group, then whenever an
interlocked door is chosen, the interlock group number is also displayed on the icon for the
door. Where there is a control post that manages interlocked doors that are part of a single

group, the number is not displayed.

7.1.1  Open Cell Slider Door — non-motorized
. Selection Command Tray Map View Detailed Status Comments
bl Tray Selected | Avail Not Avail Window
1 | Choose No system -Unlock -Remove | lconindicating | Doorlabel displayed
secure icon,if DCS door lockout door flashes with name of
door is the only -Lockout blue inmate, picture of
system altemately inmate and icon of
availableat withits current | currentdoorstatus
this post state (secure)
2 | Select Unlock -Lockout | -Remove | Iconindicating | Doorlabel displayed
Unlock door lockout door turns with name of
yellow (for 3 inmate, picture of
seconds) inmate and icon of
currentdoor status
(unsecure)
3 | Command -Lockout | -Unlock lconindicating | Doorlabel displayed
completed door doorturns red | with name of
-Remove inmate, picture of
lockout inmate and icon of
currentdoor status
(unsecure)
Pops outafter 10
seconds.
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7.1.2 Open Slider or Barrier Door (motorized)
Selection Command Tray Map View Detailed Status Comments
Action Tray Selected | Avail Not Window
Avail
1 | Choose No system -Open -Close lconindicating Door label displayed
secure icon,as DCS door door door flashes withicon of current
door is the only -Stop blue altemately | doorstatus (secure)
system door withits current
awailableat state
this post
2 | Select Open -Close lconindicating Door label displayed
Open door door door turns withicon of current
-Stop yellow doorstatus (door
door opening with yellow
arrow flashing while
dooris moving)
3 [ Command -Close -Close lconindicating Door label displayed
completed door door door turns red withicon of current
-Stop doorstatus (door
door open)
Pops outafter 10
seconds.
7.1.3 Close Slider Door or Barrier (Motorized)
X Selection Commafld Tray i Detailed Status
Action Selected | Avail Not Map View . Comments
Tray . Window
Avail
1 | Choose No system -Close -Open lconindicating Door label displayed
unsecure icon,as DCS door door door flashes withicon of current
door is the only -Stop blue altemately | doorstatus (door
system door withits current | open)
awailableat state
this post
2 | Select Close -Close lconindicating Door label displayed
Close door door door turns withicon of current
-Stop yellow doorstatus (door
door closing with green
arrow flashing while
the dooris moving)
3 | Completed -Open -Close lconindicating Door label displayed
door door door turns withicon of current
-Stop green doorstatus (door
door secure)
Pops outafter 10
seconds.
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7.1.4 Open Slider Door, Stop and Resume Open
i Command Tray .
Action Selection Selected | Avail Not Map View Detall.ed Status Comments
Tray . Window
Avail
1 | Choose No system -Open -Close lconindicating Door label displayed
secure icon,as DCS slider door door flashes withicon of current
door is the only door -Stop blue altemately | doorstatus (dosed)
system door withits current
awailableat state
this post
2 | Select Open -Close lconindicating Door label displayed
Open door door door turns withicon of current
-Stop yellow doorstatus (door
door opening with yellow
arrow flashing while
dooris moving)
3 | Select Stop Stop -Open lconindicating Door label displayed
door door door turns red withicon of current
-Close doorstatus (door
door stopped)
4 | Select Open -Close lconindicating Door label displayed Note: Could
Open door door door turns withicon of current alsoselect
-Stop yellow doorstatus (door Close instead
door opening with yellow of open
arrow flashing while
dooris moving)
5 [ Command -Close -Open lconindicating Door label displayed
completed door door door turns red withicon of current
-Stop doorstatus (door
door open)

Pops outafter 10
seconds.
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7.1.5 Close Slider Door and then open without crossing the Stop command
i Command Tray .
Action Selection Selected | Avail Not Map View Detal!ed Status Comments
Tray . Window
Avail
1 | Choose No system -Close -Open lconindicating Door label displayed
unsecure icon,as DCS door door door flashes withicon of current
door is the only -Stop blue altemately | doorstatus (door
system door withits current | open)
awailableat state red for
this post unsecure
2 | Select Close -Open lconindicating Door label displayed
Close door door door turns withicon of current
-Stop yellow doorstatus (door
door closing with yellow
arrow flashing while
dooris moving)
3 | Select Open -Close lconindicating Door label displayed
Open door door door turn withicon of current
_Stop yellow doorstatus (door
door opening with yellow
arrow flashing while
dooris moving)
4 | Command -Close -Open lconindicating Door label displayed
completed door door door turns red withicon of current
_Stop doorstatus (door
door unsecure)
Pops outafter 10
seconds.
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7.1.6  Open Interlock Slider Door and choose another Interlock Door to Open

X Command Tray .
Action Selection Selected | Avail Not Map View Detal!ed Status Comments
Tray . Window
Avail
1 Choose No system -Open -Close lcon changes to | Door label displayed Note —if this
secure icon, as DCS door door interdock door withicon of current control post
door (Door | is the only -Interock | -Stop and flashes doorstatus (door manages
1) system override door blue altemately | secure) doors from
availableat currentstate, more than
this post green for one
secure intedock
group ,then
All other wheneveran
intedock doors inteocked
in that dooris
interlock group chosen, the
change to the intedock
intedock door group
icon numberis
also
displayed on
the icon.
2 Select Open -Close lconindicating Door label displayed
Open door door door turns withicon of current
(Door 1) -Stop yellow doorstatus (door
door opening with yellow
Interiok arroV\./ ﬂashi.ng while
. dooris moving)
override
3 Choose -Intedock | -Open lconindicating Door label displayed
other override door door flashes withicon of current
closed _Close blue altemately | doorstatus (door
intedocked door withits current | secure)
door (Door state, green for
2) -Stop secure
door
4 Command -Intedock | -Open lconindicating Door label displayed
completed override door door turns red withicon of current
(Door 1) _Close doorstatus of last
door chosen door —Door
2 which is secure
-Stop
door
5 Choose -Close -Open lconindicating Door label displayed
Door 1 to door door door flashes withicon of current
close -Interlock | -Stop blue altemately | doorstatus (door
overiide door withits current | unsecure)
state, red for
unsecure
6 Select Close -Open lconindicating Door label displayed
Close (Door door door door turns withicon of current
1) -Stop yellow doorstatus (door
door closing with green
Interok arow ﬂashi.ng while
. dooris moving)
override
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7a | Command -Open -Close lconindicating | Atthe instantthe If this
completed door door Door 1 changes | dooris dosed, the command
(Door 1) -Interock | -Stop to green statusiconshows not
override door current status of completed
lconindicating Door 1(secure), for1 | within 10
Door 2 second. seconds, the
continues to choice of
flash blue If Door 2 still flashing | Door 2
altematelywith | the command tray expires, and
its currentstate | and detailed status itneeds to
(if within the window change to be selected
timer) reflect Door 2 again
7b | Command -Open -Close lconindicating Door label of Door 2
completed door door Door 2 displayed withicon
(Door 2) -Interock | -Stop continues to of current door
override door flash blue status (doorsecure)
altemately with
its current state
(if within the
timer)
8 Select Open -Close lconindicating Door label displayed
Open door door door turns withicon of current
(Door 2) _Stop yellow doorstatus (door
door opening with yellow
arrow flashing while
-Intedpck dooris movingg)
override
9 Command -Close -Open lconindicating Door label displayed
completed door door door turns red withicon of current
(Door 2) -Interlock | -Stop doorstatus (door
override | door unsecure)

Pops outafter 10
seconds.
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7.1.7 Override Interlock slider Door

Action Selection Command Tray Map View Detailed Status Comments
Tray Selected | Avail Not Avail Window
1 Choose No system -Open -Close lcon changes to | Door label Note —if this
secure icon, as DCS door door intedock door displayed with control post
door (Door | is the only “Intedock | -Stop and flashes icon of current manages
1) system override door blue altemately | doorstatus (door doors from
availableat current state, secure) more than
this post green for one
secure interdlock
group, then
All other whenever
intedock doors an
in thatinterdock intedocked
group change dooris
to the interdock chosen, the
dooricon interdock
group
numberis
also
displayed on
the icon.
2 Select Open -Close lconindicating Door label
Open door door door turns displayed with
(Door 1) -Stop yellow icon of current
door doorstatus (door
Anteriodk opening with
. yellow arrow
override flashing while door
is moving)
3 Choose Intedock | -Open lconindicating Door label
other override door door flashes displayed with
closed _Close blue altemately | icon of current
intedocked door withits current | doorstatus (door
door (Door state, green for | secure)
2) -Stop secure
door
4 Select Intedock -Open lcon continues Door label
Interd ock override door to flashas displayed with
Override _Close above icon of current
door doorstatus (door
secure)
-Stop
door
5 Confim Confim Intedock -Open As abowe As abowe
required button override door
flashes _Close
door
-Stop
door
6 Confim Confim Open -Intedock | -Close loonindicating Door label Eventis
selected button door override door Door 2 turns displayed with loggedand
selected -Stop yellow icon of current displayed as
door doorstatus (door analarmin
opening with the MCCP
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yellow arrow
flashing while door

is moving)

7 Command -Close -Open lconindicating Doorlabel
completed door door Door 1 turns displayed with
(Door 1) -Stop red icon of current

door doorstatus —Door
2 (door unsecure)

8 Command -Close -Open lconindicating Door label
completed door door Door 2 turns displayed with
(Door 2) -Stop red icon of current

door doorstatus —Door

2 (door unsecure)

Pops outafter 10
seconds.
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7.1.8 Open Partial Slider Cell door and then Stop and open
X Selection Command Tray i Detailed Status
Action Tray Selected | Avail Not Avail Map View Window Comments
1 | Choose No system -Open -Close lconindicating Doorlabel displayed
secure icon, as DCS door door door flashes with name of
door is the only -Open -Stop withits current | inmate, picture of
system partial door state inmate and icon of
availableat -Lockout | -Remove currentdoor status
this post lockout (dosed)
2 | Select Open -Open -Remove | lconindicating | Doorlabel displayed
Open door -Close lockout door turns with name of
Partial partial door yellow inmate, picture of
-Stop inmate and icon of
door currentdoorstatus
-Lockout (door open partial
with yellow arrow
flashing while door
is moving)
3 | Select Stop Stop -Open -Remove | lconindicating | Doorlabel displayed | Open partial
Door door -Close lockout door turns red with name of must
door inmate, picture of complete
-Open inmate and icon of before next
door currentdoorstatus s | command is
partial (door open partial sent
-Lockout with yellow arrow
flashing while door
is moving)
4 | Select Open -Open -Remove | lconindicating Door label displayed
Open door -Close lockout door turns with name of
Partial partial door yellow inmate, picture of
-Stop inmate and icon of
door currentdoor status
-Lockout (door open partial
withstopsign on
partial door)
5 [ Command -Open -Open lconindicating Doorlabel displayed | 10 seconds
completed door door door turns red with name of after
-Close partial inmate, picture of command
door -Stop inmate and icon of completed,
-Lockout door currentdoor status detailed
-Remove (door partiallyopen) | window
lockout pops-out
and
command
trayshows
all
commands
unawailable
until next
object
chosen.
6 | Choose -Open -Open lconindicating Door label displayed
partially door door door flashes with name of
open door -Close partial withits current | inmate, picture of
door -Stop state inmate and icon of
-Lockout door currentdoor status
-Remove (door open partial)
lockout
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7 | Select Open -Close -Open lconindicating | Doorlabel displayed | Could also
Open Door door door door door turns with name of have
-Stop partial yellow inmate, picture of selected
door -Remove inmate and icon of Close Door
lockout currentdoorstatus
(door open with
yellow arrow
flashing while door
is moving)
8 | Command -Close -Open lconindicating Door label displayed
completed door door door turns red with name of
-Open -Stop inmate, picture of
door door inmate and icon of
partial -Remove currentdoorstatus
-Lockout lockout (dooropen)

Pops outafter 10
seconds.
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7.1.9 Lockout, Remove Lockout and cancel for slider Cell Door
X Selection Command Tray i Detailed Status
Action Tray Selected | Avail Not Avail Map View Window Comments

1 | Choose No system -Open -Close lconindicating | Doorlabel displayed | Note: cell
secure icon, as DCS door door door flashes with name of must be
door is the only -Open -Stop withits current | inmate, picture of secure.

system partial door state inmate and icon of
awailableat -Lockout | -Remove currentdoor status
this post lockout (secure)

2 | Select Lockout -Open Iconindicating | Door label displayed
Lockout -Close door flashes with name of

-Open withits current | inmate, picture of

partial state inmate and icon of
-Stop currentdoor status
door (secure)

-Remove

lockout

3 | Confim Confirm Lockout -Open lconindicating | Door label displayed

command button -Close door flashes with name of
flashes -Open withits current | inmate, picture of
partial state inmate and icon of
-Stop currentdoor status
door (secure)
-Remove
lockout
4 | Select Confirm -Remove | -Open lconindicating | Door label displayed
Confim shows lockout -Close doorshows with name of
selected -Open locked out inmate, picture of
partial symbol inmate and icon of
-Stop currentdoor status
door (locked out)
-Locked
out

5. | Select -Remove | -Open lconindicating | Door label displayed
Locked out lockout -Close door flashes with name of
door -Open withits current | inmate, picture of

partial state - locked inmate and icon of
-Stop outsymbol currentdoorstatus
door (locked out)

6 | Select Remove | -Lockout | -Open lconindicating | Doorlabel displayed
Remove Lockout -Close door flashes with name of
Lockout -Open withits current | inmate, picture of

partial state inmate and icon of
-Stop currentdoor status
door (locked out)

7 | Confim Confirm Lockout | -Remove | -Open Iconindicating | Door label displayed
command button lockout -Close door flashes with name of

flashes -Open withits current | inmate, picture of
partial state inmate and icon of
-Stop currentdoorstatus
door (locked out)

8 | Select Cancel -Remove | -Open lconindicating | Door label displayed
Cancel button lockout -Close doorshows with name of

-Open locked out inmate, picture of
partial symbol inmate and icon of
-Stop currentdoor status
door (locked out)
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8 | Command
completed
/aancelled

-Remove
lockout

-Open
-Close
-Open
partial
-Stop
door
-Lockout

loonindicating
doorshows
locked out
symbol

Door label displayed
with name of
inmate, picture of
inmate and icon of
currentdoor status
(locked out)

Pops outafter 10
seconds.
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7.1.10 Cell Window Alarm (Fenbrook Responsibility Unit)
A Command Tray .
Action Selection Selected | Avail Not Map View Detal!ed Status Comments
Tray R Window
Avail
1| Alam No system -Open | Alamicon Window label Audible
generated icon, as DCS door displayed and displayed. Alarmicon alarm.
is the only -Close flashes displayed, cyding
system door between 1,2and 3
availableat -Show bars onicon,and
this post last flashes
user
2 | Selectalarm Acknowledge -Open As above Window label
in detailed alarmicon door displayed. Alam icon
status flashes -Close displayed, cyding
window door between 1,2and 3
-Show bars onicon
last
user
3 | Acknowledge [ Acknowledge -Open Alarm icon Window label Audible
alarm alarmicon is door displayed, stops displayed. alarm turned
selected -Close flashing Acknowledged alam off
door icon displayed.
-Show
last
user
4 | Completed -Open | Asabowe Pops outafter 10
door seconds.
-Close
door
-Show
last
user

31




Electronic Security Systems
Design Requirements

31 July 2014

7.1.11 Door alarm [CBI apt Unit] — also applies to any exit door that is opened when in “locked”

state
. Selection Commant.;I Tray . Detailed Status
Action Selected | Avail Not Map View ) Comments
Tray ) Window
Avail
1| Alam No system - -Open | Alam icon Door label displayed. Audible
Generated icon, as DCS door displayed, and Alam icon displayed, | alarm.
is the only -Close | flashes cycling between 1,2
system door and 3bars onicon,
awailableat and flashes
this post
2 | Selectalarm [ Acknowledge -Open | Asabowe Door label displayed,
in detailed alarmicon door alarmicon displayed,
status flashes -Close cycling between 1,2
window door and 3bars onicon,
stops flashing
3 | Acknowledge | Acknowledge -Open | Acknowledged Door label displayed, Audible
alarm alarmicon is door alarmicon acknowledged alam alarm turned
selected -Close displayed, stops icon displayed. off
door flashing
4 | Completed -Open Pops outafter 10
door seconds.
-Close
door
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7.1.12 Cell Door Alarm — Swing door — fault Alarm
. Selection Command Tray i Detailed Status
Action Tray Selected | Avail Not Avail Map View Window Comments
1 Alam No system -Lock Alam icon Doorlabel Audible
Generated icon, as DCS -Unlock displayed, and displayed with alarm.
is the only -Inmate flashes name of inmate,
system enable picture of inmate
awailableat -Lockout and alarm icon
this post -Remove displayed, cyding
lockout amongst 1,2and 3
bars onicon, and
flashes
Information about
alarm displayed.
2 Selectalarm | Acknowledge -Lock As abowe Door label
in detailed alarmicon -Unlock displayed with
status flashes -Inmate name of inmate,
window enable picture of inmate
-Lockout and alarm icon
-Remove displayed, cyding
lockout amongst 1,2and 3
bars onicon, Stops
flashing
Information about
alarm displayed.
3 | Acknowledge | Acknowledge -Lock Acknowledged Door label Audible
alarm alarmicon is -Unlock alarmicon displayed with alarm turned
selected -Inmate displayed, stops name of inmate, off
enable flashing picture of inmate
-Lockout and acknowledged
-Remove alarmicon
lockout displayed.
Information about
alarm displayed.
4 | Alamisa Map icon Door label
faultalam changes to displayed, door
magenta with faulticon
displayed.
Information about
alarm displayed.
5 Completed -Lock Pops outafter 10
-Unlock seconds.
-Inmate
enable
-Lockout
-Remove
lockout
6 Door taken -Lock Map icon When the door Maintenance
outof -Unlock changes to out- objectis selected, state would
senice by -Inmate of-senice doorlabel be deared by
maintenance enable maintenance displayed, door maintenance.
-Lockout with faulticon
-Remove displayed.
lockout

In this case, inmate
would be mowed,so
name and picture

nolonger displayed
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| | [ with this cell. [
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7.1.13 Unlock Cell Door — Swing Door
i Command Tray i
Action Selection Selected | Avail Not Map View Detall.ed Status Comments
Tray . Window
Avail
1 | Choose No system -Unlock -Lock lconindicating Door label displayed
secure icon,as DCS door door door flashes with name and
door is the only -Inmate blue altemately | picture of inmate and
system enable withits current | withicon of current
available at -Lockout state doorstatus (secure)
this post -Remove
lockout
2 | Select Unlock -Lock Iconindicating Door label displayed
Unlock door door door turns with name and
-Inmate picture of inmate and
enable withicon of current
-Lockout doorstatus
-Remove (unsecure)
lockout
3 | Command -Close -Close lconindicating Door label displayed
completed door door door turns red with name and
-Stop picture of inmate and
door withicon of current
doorstatus
(unsecure)
Pops outafter 10
seconds.
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7.1.14 Cell Swing Door — inmate enable and inmate opens door
X Selection Command Tray i Detailed Status
Action Tray Selected | Avail Not Avail Map View Window Comments
1 | Choose No system -Unlock -Lock lconindicating | Door label displayed Note: cell
door —in icon, as DCS door door door flashes with name and can be
this case is the only -Inmate -Remove | blue picture of inmate and | secure or
secure system enable lockout altemately withicon of current unsecure
awilableat -Lockout withits doorstatus s (secure) | when the
this post current state command
implemented
2 | Select Inmate -Unlock -Remove | lconindicating | Doorlabel displayed
Inmate enable door lockout door turns to with name and
enable -Lock yellow with picture of inmate and
door inmate enable | withicon of current
-Lockout indicator doorstatus (inmate
enabled)
3 [ Command -Unlock -Inmate lconindicating | Door label displayed
completed door enable doorstays with name and
-Lock -Remove | yellow with picture of inmate and
door lockout inmate enable | withicon of current
-Lockout indicator doorstatus (inmate
enabled)
Pops outafter 10
seconds.
4 [ Inmate - - lconindicating
releases door changes
door to red with
inmate enable
indicator
5 | Choose -Lock -Unlock lconindicating | Doorlabel displayed
door door door dooris red with name and
inmate just -Lockout | -Inmate withinmate picture of inmate and
released enable enable withicon of current
-Remove | indicator doorstatus
lockout (unsecure, inmate
enabled)
Pops outafter 10
seconds.
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7.1.15 Swing door - remove inmate enable
X Selection Command Tray i Detailed Status
Action Tray Selected | Avail Not Avail Map View Window Comments
1 | Choose No system -Unlock -Lock lconindicating Door label displayed Note: cell
door —that | icon,as DCS door door door flashes with name and must be
isinmate is the only -Inmate -Remove blue altemately | picture of inmate closed.
enabled system enable lockout withits current | and withicon of
awilableat -Lockout state — yellow currentdoorstatus
this post withinmate (inmate enabled)
enabled
indicator
2 | Select Lock Lock -Unlock -Inmate lconindicating Doorlabel displayed
door enable door changes with name and
-Lock -Remove | tosecure. picture of inmate
door lockout and withicon of
-Lockout currentdoor status
(secure)
3 | Command -Unlock -Inmate lconindicating | Doorlabel displayed
completed door enable dooris green with name and
-Inmate - Remove picture of inmate
enable lockout and withicon of
-Lockout currentdoorstatus
(secure)
Pops outafter 10
seconds.
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7.1.16 Select a group of swing doors — open [Same thing applies to inmate enable]
X Selection Command Tray i Detailed Status
Action Tray Selected | Avail Not Avail Map View Window Comments
1 | Choose a No system -Unlock -Lock lconindicating | Door label displayed
secure icon, as DCS door door door flashes withicon of current
door is the only -Inmate -Remove | blue doorstatus (door
system enable lockout altemately secure), and with
availableat -Lockout withits current | nameand picture of
this post state, green for | inmate
secure
2 | Choose -Unlock -Lock lconindicating | Doorlabel of both When a
another door door door flashes doors displayed. second door
secure -Inmate -Lockout | withits current | Currentdoorstatus, is chosen,
door enable -Remove | state, green for | and name and lockoutis no
lockout secure; other picture of inmate no longer
chosen objects | longerdisplayed. awilable, as
still flashing itcanonly
with their be applied
currentstate ona cell by
cell basis,
and notto a
group of
cells.
3 | Choose an -Unlock -Lockout | lconindicating | Doorlabel of all
unsecure door -Remove | door flashes doors displayed.
door -Lock lockout withits current
door state, red for
-Inmate unsecure;
enable other chosen
objects still
flashing with
their current
state
4 | Select Unlock -Lock -Lockout | lconindicating | Doorlabel of two
Unlock door door Remove doorturnsred | doors thatare open
-Inmate lockout (ifnot red displayed with
enable already) for information that
unsecure doors were unlocked.
Door label of door
thatwas already
unlocked displayed
withinformation that
command did not
apply
5 | Command -Lock -Unlock The icons of Door label of two
completed door door the three doors thatare open
-Inmate -Lockout | doors that displayed with
enable Remove were chosen information that
lockout are all red for doors were unlocked.
unsecure Door label of door
thatwas already
unlocked displayed
withinformation that
command did not
apply
Pops outafter 10
seconds.
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7.1.17 Special Commands Lockdown
X Selection Command Tray i Detailed Status
Action Tray Selected | Avail Not Avail Map View Window Comments
1 Select Spedial -Unlock Three choices
Spedal Commands door presented —
Commands | lconsis -Lockout | Evacuation,
Selected -Remove | Lockdown and
lockout | Shutdown
2 Select Spedial -Unlock Lockdown icon Door labels of all Doors to be
Lockdown Commands door remains on the | doors locked down locked down
lconsis -Lockout | map view are listed. ata control
Selected -Remove | Allselected postare
lockout doors flash with defined in
current state configuration
files
8 Confirm Spedal -Unlock
command Commands door
lconsis -Lockout
Selected -Remove
Confim lockout
button
flashes
9 Select Spedal - -Unlock As command Door labels of all All doors
Confim Commands door sent to door doors chosen listed selected
lconsis -Lockout | and completed, | with the status of have an
Selected -Remove | the status locked down. unlock
Confim lockout | changes to command
shows locked down sent to
selected them. This
may bein
groups of
cells. Full
cycle exit
doors are
continuously
cycled.
Alam sent
to MCCP.
10 [ Command -Unlock Door labels of all
completed door doors chosen listed
-Lockout with the status of
-Remove evacuation.
lockout
Pops outafter 10
seconds.
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7.1.18 Special Commands — evacuations swing door cells that don’t have inmate enable

X Selection Command Tray i Detailed Status
Action Tray Selected | Avail Not Avail Map View Window Comments
1 | Select Spedial -Unlock Three choices
Spedal Commands door presented —
Commands | lconsis -Lockout | Evacuation,
Selected -Remove | Lockdown and
lockout Shutdown
2 | Select Spedial -Unlock | -Lockout | Evacuationicon Ifthere isa
Evacuation | Commands door -Remove | remainson the spedal
lconsis lockout map view evacuation
Selected Map may map, thisis
change toa displayed.
spedal
evacuation
map
3 | Choose a Spedial -Unlock | -Lockout | Allselected Lists all the doors to
range(s) of | Commands door -Remove | doors flash be unlocked.
cells lconsis lockout with current
and/orexit | Selected state
doors
4 | Select Spedial -Unlock - -Lockout | Allselected Door labels of all
Unlock Commands door -Remove | doors flash doors chosen listed.
lcons is lockout with current
Selected state
5 | Confim Spedal -Unlock | - -Lockout | Allselected Door labels of all Alam sent
command Commands door -Remove | doors flash doors chosen listed. | to MCCP.
lcons is lockout with current
Selected state
Confirm
button
flashes
6 | Select Spedial -Unlock - -Lockout | As command Doorlabels of all All doors
Confim Commands door -Remove | senttodoor doors chosen listed selected
lconsis lockout and completed, | with thestatus of have an
Selected the status evacuation. unlock
Confirm changes to command
shows unsecure sent to
selected them. This
may bein
groups of
cells. Full
cycle exit
doors are
continuously
cycled.
7 | Command Spedal -Unlock Door labels of all
completed | Commands door doors chosen listed
lcons is -Lockout with the status of
Selected -Remove evacuation.
Confirm lockout
shows
selected
8 | Select Cancel -Unlock Map view Retum to
Cancel shows door returns to the regular
selected -Lockout | regularview mapand
-Remove doors should
lockout show current
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status —but
not
emergency
status —and
ifintedocked
doors left
open, then
alarm
generated at
MCCP

9 | Command
completed

-Unlock
door

-Lockout

-Remove
lockout

Map view
returns to
regular view

Pops outafter 10
seconds.
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7.1.19 Special commands shutdown
X Selection Command Tray i Detailed Status
Action Tray Selected | Avail Not Avail Map View Window Comments
1 | Select Spedial -Unlock Three choices
Spedal Commands door presented —
Commands lcons is -Lockout | Evacuation,
Selected -Remove | Lockdown and
lockout Shutdown
2 | Select Spedial Map view
Shutdown Commands removed.
lconsis Double
Selected confirmation of
shutdown
presented.
3 | Double Shutdown Control post
confirmation confirmed shutdown,
screen
be comes
black.
Ifthereisa
closed post
thatshuts
down that
hasan
assodated
open post,
the open
postisalso
shutdown.
(Fenbrook)
4 | Command Must be
completed Screen is black. restarted
from MCCP
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7.1.20 Selecting a Map
. Command Tray .
Action Selection Selected | Avail Not Map View Deta|l.ed Satus Comments
Tray . Window
Avail
1 Select Map button Maps selectable from that No change. Configuration
Map control postdisplayed as data determines
Button thumbnails in command tray the orderin
which the maps
are presented
2 Select map | Map button Map is selected
is selected
3 Confim Confim Map is selected Map view now
command button changes to map
flashes selected
4 Select Confim Map changes to
Confirm shows new map view
selected withall current

status displayed

5 Command
completed

New map view
withall current
status displayed
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8 VISUAL LAYOUTS OF Ul FOR DCMS

.1 The following provide some samples of how the operational sequences would be displayed on
the Ul. NOTE: when an action causes the state to change in different locations
simultaneously on the Ul, actions that take place at the same time have the same number.
Where actions are serial, the numbering of the steps increments. Where several items
happen at the same time, the same number is given to those items.

8.1 Entry Control Post

8.1.1 ECP - choose sally port gate to open

Fenbrook Gatehouse Ground Floor 20120711 08:00 O}

Dihicar Nency Brown

— 1

. Sefect barrier (o be opened
AN baeriersin the inrerlack
roug show the inverlock bl

dctors fshes bl citermately
with current statun

Dooe CBBI-S

", | B2

‘__j 3 Detoifed Statu Window /

| shows barrier status

L
——y
® 4. Commands that con be gpplied ‘@
Ty B rothis arrierane cnloble e = alt

Other commands greyed oot

l
o =
¢
Bt
[
4

EB0HY%
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8.1.2 ECP - select command

Fenbrook Gatehouse Ground Floor

g — -

\

2012 07 11 08:00 O

Otticar Naney Brown

Docr CBBEZ-05

=)@

2. Detoiled Stotus Window
er shatus

1. Ian for barier
changes te yellow
T show movenent
| &
] i ‘
L ® 1
& L]
—_— . —

8.1.3 ECP - command completed

Fenbrook Gatehouse Ground Floor

—

I

1.l for bearrier

changesto red

i

| i
| | [u e
{ o
l ®

|.ﬁ

Arrow flashes to indicate
movement

®

3. Selecy Open Barsies commend
Avufabiliy of otfer commands dhanges

Close Barser command becomes
bl i s s choar st mcving

il 2 1/

201207 11 08:00 O
Officer Nancy Brown

Door CBB02S

-

2. Detailed Status Window
shows barrier status

[l

T

&

3. Commands that can beappied
tothis barrier are avarlable.
Other commands greyed out

laj2 i/
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8.1.4 ECP - choose an interlocked door from a different interlock group

Fenbrook Gatehouse Ground Floor

2012 07 11 08:00 o

Officer Nancy firown
L Doce COBIR-05
—@ - ’ (i 'ﬁ‘
, , (— o T nd )
® o o © /
o ® "77 1=
Y ] 2. Detailed Stotus Window
1 shows status
— ———
| ® or
|
. ° 1
ey f7e=w
| 2. Commondsthotcanbeapplied ]‘
@ [ B ] 10 1his barrier areaveslable e = off
u Other command greyed out
™. 1. When thesecondineerack dooris
sefected, alt of the interfock doors in that
| . group thow the interock symibol with the
1 numberafthe group
.'.\
\ Interlocked doov is apen, ol dooes i the
Interlock group show the nterlock symbal and
@ @ the number of the interfock group, when

there is mare than o geou

ol 1/
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8.2 Movement Control Post

8.2.1 Choose first interlocked door
ﬁ Collins Bay Institute Range A Floor 1 20120711 0200 L}
Dfficar Mancy Brown
Dow CEEOZ-5
] _

/ ﬂ : ! l
4 Detoled Stotus Window

shows door ot

1. Sefect o f0
becpened, it ism
interlucked door /""‘
2 Communds tht con be pplind »
— T B TE——
Cnher commanch greved oot r g
o ®
1 —|
® ®

8.2.2 Open first door

E0ONY%

ﬁ Collins Bay Institute Range A Floor 1 20120711 o&:00 )
Odficer Nancy Brown

— O J Dooe CBBA2S

. _- B &
2. Detailed Status Window
shows dour slatus
1. Chonen doo
bl

Current Stan

Other commands greped oot

—] &

pim. — ok

2. Commaneds that con be applied ",/
feon fashe bive - to this door are available, L
alterately with ‘

inertock grovp shavw
the interfack ymbol

®
Cirher doars in ehe |
&

GBOHY
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8.2.3 Opening first door

Collins Bay Institute Range A Floor 1

o J
@
2. kenk
changes fa
yellowre
indicate ‘
mowement
@
r""" B
\\
- —[_ ®
—

8.2.4 Open first door completed

2012 07 11 08:00 Q

Dtficar Nancy Brown

Door CRB0Z.S

! 4
2. Daveiled Stons Window shows door srarus, > '! \-_/

Arrow Sashes to indicate movement —

by

Collins Bay Institute Range A Floor 1

_o—._ J

feown for doar

changes fo red

(]
\ ,
- _I_
— 0

. Cluse Door cornmuand becomnes avarioble \

L J‘
R
. Select Open Door command ‘\ |d J
=

Availability of cther commands change

33000 05 doar SIS MOVNG

EOHY%

2012 07 11 08:00 Q

Olfscer Noney Bren

DOuer CEEM-6

Commands that can be applied
12 this door are el ate.

Orher commands greyedoos ’® |
)
L J

Pl ? 1/
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8.2.5 Choose second door

ﬁ Collins Bay Institute Range A Floor 1 20120711 02:00 )
Otficar Nancy Brows
Doar CREOZ-5
L -
. B2
1, Detailed Srarus Window /”“
shows door srarus
1. feon lor door

yetlow, indicating
door movernerd

L
4. Commun that con be appied

fo s oo cve sveilinble

Other commands are greyed ot @
_I I

L =
. 2. Sefect another inferfoched door . .
3. loun far doos Sushes blue l
altenatety vith current status

LX)

8.2.6 Close first door

B0

ﬁ Collins Bay Institut Range A Floor 1 20120711 08:00 L}
DOfficar Naney Browe
Dow CBEM-5
L] =
[ ] 3. DeTRI ST WIndow et ' .! ‘
sheniy doew srans
1. Select coor

10 b clord

2. kcon fashes biue

3 Commands thar cen b applin / i
to this door are avaifoble. Other
alrematelywiny | commands groved out
curpent status _I

GBOHY%
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8.2.7

Close first door completed

Collins Bay Institute Range A Floor 1

—0Q

Imoverthend

remaing
yolem, indicestivg

elnar movermeny

Q
—
\
'\_.—[—.
-9

8.2.8

Choose second slider door

Collins Bay Institute Range A Floor 1

cl

1. When command
complete: icon for

dhoar changes io
preen. without the
interlock syl

e 2. Seext cthe intertocheddooe
. 3. Al doars in interiock group thow
interfock bl

leewr foe e Meridies blue altevrrd ey
with zurrens soTus

'\"' """""""B
e

Dl
-

® J AN dont i e it ok growus chow thhe intérlock

symbol when aneaf thar group ischasen on
the Map View.

This chagram only shows one for plrposes of
lrstraation, @ this GU repeesents several
stepn on one [oyout

2. Detailed Status Window
shows door stafus.
Arrow flathes ro indicare

Select Chase Door cammand
Avaitability af gihes eoemmancds change F
Open Door command becarmes | |
anvaailsfoe ca soon os oo saTs muving !

201207 11 08:00 O

Officer Nancy rown

Door CBBOZ-S

P

E0HY
20120711 08:00 O}

Dfficar Nancy Brown

Door CEBO2S

3. Detalled Status Window
shows door status

L

&

4. Commands thar can be applied

to this door ane avelable.
Geher commands greyed cee

Pl ? 1/
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8.2.9 Second slider door opening
ﬁ Collins Bay Institute Range A Floor 1 201207 11 08:00 )
Otficar Nancy Brown
_. J Door CRROZ-G
— [ \ '! ’
. 2. Detalled Status Window shows. ! \“-'/
door status, b { ar N
Arrow Rashes to indicote movement 4
1. Sefect Open Door command /
2. Availability of ather commands changes L )
1 i:o:ﬁﬂ&:;r;;v;w:::f%nlw ke
|
I ( J
[ ] @
[¢] \
dmeee
[ ] L ]
= > e
\'.
S
-9

LX)

8.2.10 Second slider door open completed

Alil?2 1/

ﬁ Collins Bay Institute Range A Floor 1 201207 11 08:00 )

Officar Nancy Brown

Door CRROZS

Detalled Status Window / \ 4 J

st cloor datun

L
Commandi that can be applied
—_— fothiscloar are avelable, Cther
_I commands greyed out
o

®
(&) —_—
2 feanfor door changes E I
fored
[ ] e
= \ ) _I

EBOHY
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8.2.11 Override interlock select door

Collins Bay Institute Range A Floor 1

—0

|

yeflow; indiciting
oo overthent

. & Sefect ancther interfocked docr
1 foon for door lashes blue
alrernately with cument status
--"'-"\-
b @

LX)

8.2.12 Override interlock door confirmed

Collins Bay Institute Range A Floor 1

—0

|

1. foon for door
reenmi

yellow, indiccting
door mavenent

. £ Sefect ancther interfocked door
1. icon for door Slashes blue
alrernately with cuvrent status
e \'\,
r\. 2
-9

2012 07 11 08:00 Q

Officar Nancy Brown

Door CRENZ-5

atus Wirdow /

3. Detonled 3t
shows door status

L)

@
L o
1. Sefect Override interfock to overrice

aninterlocked door

B0

2012 07 11 08:00 Q

Dificar Nancy Brows

Door CEER2-S

3. Detailed Stotus Window /
shows door

8

1. Owerride interiodk
shows selecled

4. Confirm icon foabes

B0
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8.2.13 Override interlock door completed

Collins Bay Institute Range A Floor 1

L
\ o
teonfor doce
remains
yellow, indicating
doar movement
2 feon ‘ ® .l
remains
[ ] vellow, indbcating
docemcwemnent [_I
o [ ]

8.2.14 Choose swing door

Collins Bay Institute Range A Floor 1

I J
b,
Lo \
b, 1. St dour o be wilichind
2. foan for cloor s bive alrermarely
wiTh current srofus.
® ®
i |1
® ®
_
- b
— o
Y -
\
\ ——e
e

X

8.2.15 Unlock swing door

2012 07 11 0B:00 O

Officar Nancy Brown
Door CBBIZ-5
: [g——
2. Detailed Srarus Window
shows door statss
—_——

2. When interfock Cverride loon [s confirmed
Dioar e command shows selecred and
Mterkock Dverrice i o forger sefectedt

Oitter applicoble commands are ovailoble

1. Confirm icon shows selected

Al 21/

2012 07 11 08:00 O

Othicar Nancy Brown

Dooe CBBOZ-13

|’._\
2. Delwiled Stolus Window /

shomey choar staluy

2. Commands thae ean be appilerd
o this door ore avalolie

EBOHY%
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Collins Bay Institute Range A Floor 1

2 konfor door
chongestored

] o
—
@ o

8.2.16 Unlock swing door completed

Collins Bay Institute Range A Floor 1

™ 1. Wetven oo closes and
ek,

changes ragreen
L ] @
® L]

2012 07 11 08:00 O

Officer Mancy Brown

Door CBBO2-13

.
ﬂ ‘\_ﬁ.//
2. Devoiled Stotus Window /

ahows dlodr stcius

L Choese Unlock Door oormmand

EBO0HY%

201207 11 08:00 O

Otficer Nancy Brown

When doar cloes and redocks,
feon for door changes to greer,
Duor Lrsock roemmared b ories
available

EBOHY
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8.3 Swing cell doors with inmate enable

Choose cell swing door to unlock

|

8.3.1

Mo

e

_—
baa

LX)

8.3.2 Cell swing door unlock command

Collins Bay Institute Range A Floor 1

Collins Bay Institute Range A Floor 1

2012 07 11 08:00 D

Officer Mancy Brown

Col C.7
John Doe

[

3. Detnifeed Strs Wirdow s / ﬂ —

shows cell detaily

. )
Chucse ol with door locked

Ceicom fashes b
aterrastely with eurrent
Starus

4 Commands that com be appiid

pothis door areavallable. Other
camimands greped ot

EBOHY%

2012 07 11 08:00 O

Officer Mancy Brown

Call -8
Tom Thumb 2
e i — [ a
@ ] | ] | ] | ] o :i] [}
1 Cellieon /
changes to red 2 Derailed Srarus Window shows
command selected
— .
/
L
| ] @ ®
— :
= s = 1, Select Doar Unlack command,

shaws o sefecied

EBO0HY%
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8.3.3 Cell swing door unlock complete

ﬁ Collins Bay Institute Range A Floor 1

—_— 1. Ceflieon changes 1o green
when door closes aod refocks

8.3.4 Cell swing door inmate enable — chose door

ﬁ Collins Bay Institute Range A Floor 1

B (oo |@®|®

1. Choose cell

— _— 2. Cellicon Aashes bive
aftermately with current
slafus

®

® g
= vea _.

X

6
b
/ '
1. Dymamic sioius windaw shows current
st when door closes and relocks
J
'

201207 11 08:00 Q

Dificar Nancy Brown

Cel C-8
Tom Thumb

~

1. Commands thot con be applied to ﬂ‘
rhis devr are avaitoble, Other
commands graped out

G0N

2012 07 11 08:00 O

Officar Mancy Brown

CellA2-3
Joe Green

~

3. Detaited Status Window =

shows cell details

4 Commands thar con be appiiad /
o tfas choor are avedlable.

Other camimands grped ot

Pl ? 1/
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8.3.5 Cell swing door inmate enable — select command

ﬁ Collins Bay Institute Range A Floor 1 20120711 08:00
Dificer Nancy Brown
etea T

2. Coll iean shows current status ‘

1. Sefvet lnmate Faable

X E0H%

8.3.6 Cell swing door inmate enable — remove inmate enable

ﬁ Collins Bay Institute Range A Floor 1 20120711 08:00 O}

Officar Mancy Brown

Col H23

uwmr T

2 {Idl ;op:n:r::sto.\e( e . 1. Soleer Lock Doar to ramove
et Ermrbe beas buvai v cnre Inimicte Enobie
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8.3.7 Cell swing door inmate enable — remove inmate enable complete

Collins Bay Institute Range A Floor 1

e - ‘..T...T.u v
i : : : i \k
1. Chooe ol
o T 2 Cellicon flashes blue
allernately with current
satus
| ]
®a

LEIX

8.3.8 Cell swing door alarm

Collins Bay Institute Range A Floor 1

M
L Detofted Stalus Window shows. /

cumrend satin.

2012 07 11 08:00 o

Dlficer Nancy Brown

Cell R2-3
Joe Broen

~ (8

‘|_.

3. Commands thar can be applec to
s door are avallatie. Orher
comnmands greyesd out,

EB0HY

201207 11 08:00 O

Officor Nancy Brown

celcd
Tom Thumb
| B
. o o o 2, Detailed St0tus Windew provides ke & Tiers: T
infarmation an alarm, Statut icon Aashes How tness =
Auddite uiurm gerevated
4. Select sfatus on
4, Shatus icon stops fashing, bars inciedse
romn 1 Bhrough 3§ contimuudy il
herrn s hrsenvdepes!
1. Alarm genarated
2 Marm leon oppedrs and flashes
4. Door commands /
. . o nilahle

5 Confitm keon changes to
A Acknowledge ican

<
E0H%
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8.3.9 Cell swing door alarm acknowledge in progress

a Collins Bay Institute Range A Floor 1 20120711 0800 {3}
Dificer Mancy Browm

Calcs

Tem Thumb
x

': _‘ o

2 Dvetated Shatus Window shaws.
alarm acknowdedged and o BT

Mew Stasa

fonger fashes
Auible Al stogs / I

2. Mearm leon stops Sashing

1. Alarm Acknowdedge
ican confirmed

\
EIX 2009

8.3.10 Cell swing door alarm acknowledge complete

. ﬁ Collins Bay Institute Range A Floor 1

Cfficar Nancy Brown

Cel C-8
Tom Thumd

P o

IIX BOHY

2012 07 11 08:00 O
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8.3.11 Cell swing door taken out of service by maintenance

ﬁ Collins Bay Institute Range A Floor 1 20120711 08:00 L}

Dificer Mancy Browm

CancC-g

=)

Date & Time

- - H
Fat abarm
@ Gate & time ~
Darails e T
Wwedhere, it
Takers 0
4. Derailed Stotus Window afservice by
shows current stal .5

1. fean ehanaad 10 shaw
.............. —

2. Chooteicon to show Satus

3 Cell icon fashes biue aftermansly
with currene starus

o E0UY

8.4 Cell Doors Responsibility Unit

8.4.1 Choose door to unlock

ﬁ Collins Bay Institute CBBO09 Floor 1 and 2 20120711 08:00 L}
Difficer Mancy Brown
Door CBBO9-253
1. Select door ﬂ
2 Joon Mvhes blue elernairly
with curnent status 2. Deralled Starus Window
shows door statin
11| ‘ T ]
7] HESH
r —

kv | i ==
=L L 2. Commands that con be appiied
| I— l—"‘I [T ——
\ e | ) Onher commands qreyed oot
e A

==
]
=
T
<
b
8
ow.—k\/
1
:‘
]
J
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8.4.2 Unlock door command complete

ﬁ Collins Bay Institute CBB09 Floor 1 and 2 20120711 08:00 L

Difscer Nancy Brown

!':'[l_r[iz: 2 konctares / ﬂ \E/
] st o
mrrr@-n-o/m S S
%LL {7150 _’rjr%j:j E'MLJ
TIT oo 1 FTTITH .
TH T OmmrO.1.mmm
Tﬂ“ﬂ ““&LL i e

TIT] {T—lr\ Tl
IIX lnj? v

111

! \
—i

L

[

8.4.3 Door alarm — overview map does not change

Collins Bay Institute CBB09 Floor 1 and 2 201207 11 08:00 O
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8.4.4 Door alarm acknowledged using detailed status window
ﬁ Collins Bay Institute CBB09 Floor 1 and 2 w2071 0800
..............
i
I_| J_ 2 Dhetaile Stafus Window sl Cosr(EEE
i—[ 2. Alarm icon stops fashing wﬁmwmm

ElRE=

AR
OedeZTIIM

E —_;_Jﬂ ______ |

TITITIT
ot

TLLITII
T_

[T

|
_[
L

Eﬂ__ <9 o\ [T I
e ﬂHHTJ\\ oo

T ﬁHW%

8.4.5 Door alarm acknowledgement complete

TITI]

_J[Hd

4T—r\ T =

UIIIBO

ﬁ Collins Bay Institute CBB09 Floor 1 and 2 2012071 08:00

62



Electronic Security Systems
Design Requirements 31 July 2014

8.5 Responsibility Unit with inmate card entry

8.5.1 Choose door to unlock

ﬁ Fenbrook FBG Granite Floor 1 and 2 201207 11 08:00 O

Officer Mancy Brown
Door FBG-867
)
ﬂ \ -

2. Detoled Status Window _,-'"‘

shows door s

1. Select door
2 feon fashes e alternatety
with curvent sanus

2 Comemands that can be applicd
tothis door are avarlable
iber commamc greyed out

X BO0HY

8.5.2 Select door unlock command

ﬁ Fenbrook Gatehouse Ground Floor 20120711 08:00 )

Officer Mancy Brown

Door FBG-56T

b
ﬂ =
/ o
2. Dweteledd Stafus Window m
shows door starus ,]
s

1. Choase Doar Unkack
command, shows as
sefected

EIX EBOHY%
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8.5.3 Door unlock command completed

ﬁ Fenbrook FBG Granite Floor 1 and 2 20120711 0800 3

Difscer Nancy Brown

Door FBG-56T

_w
0

2. Detalled Status Window
shoves.door status

Sl —
T g

2 Commeands that con be appiied o
this door ore aveilabie. Other
commants qeeyed ot

X E0U%

8.5.4 Inmate open with card swipe

ﬁ Fenbrook FBG Granite Floor 1 and 2 201207 11 08:00 O
Officer Mancy Brown
Door FEG-123
Joo Genen
s o
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8.5.5 Inmate open command completed

Fenbrook FBG Granite Floor 1 and 2 20120711 0800 3

Difscer Nancy Brown

Door FBG-123
Jou Gren

3 A cammnands are greyed out i
N0 00or i chosen

1. When door clows, fcon
changes ta green

X E0U%

8.5.6 Select last opened command

ﬁ Fenbrook FBG Granite Floor 1 and 2 20120711 08:00 O}

Dificer Mancy Brown

3. Commands thar can be apphed
Io this dovr are availubie, Other
ommands qreyed aur

X E0HY%
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8.5.5 Inmate open command completed

Fenbrook FBG Granite Floor 1 and 2 20120711 0800 3

Difscer Nancy Brown

Door FBG-123
Jou Gren

3 A cammnands are greyed out i
N0 00or i chosen

1. When door clows, fcon
changes ta green

X E0U%

8.5.6 Select last opened command

ﬁ Fenbrook FBG Granite Floor 1 and 2 20120711 08:00 O}

Dificer Mancy Brown

3. Commands thar can be apphed
Io this dovr are availubie, Other
ommands qreyed aur

X E0HY%
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8.5.7 Last opened command completed

Fenbrook FBG Granite Floor 1 and 2

Tl T

s l:‘J

................ L ]

_| '_—‘ }_ ’ w@rﬁrﬁiam
|

dast user

3. leon sniff fashing
unhil command compiete

LX)

8.5.8

Window alarm generated

Fenbrook FBG Granite Floor 1 and 2

2. Detaled Sz Widow prowkies
|||||||||||||| Shatus o feched
Al iorm ww

3. Select status icon

4. Srarus kcon rrops ashing. bars increase
frovm 1 through 3 continuculy urhl
olarm ack

X

/

2012 07 11 08:00 o
Difcer Nancy Brown

Door FEGG04
Job Geoan

~

I, Selectcommand 1o
show last wser

-la) 24/

2012 07 11 08:00 O

Dificer Mancy Brown

Window FBG-T65

5 Confirm icon changes 1o
Algrrn Acknowiedge o

and flaches

N\
2]/
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8.5.9 Window alarm acknowledged

Fenbrook FBG Granite Floor 1 and 2 20120711 0800 3

Difscer Nancy Brown

S I
o
TTTT | T T[IE f—l’\ |‘—‘ _

0]x) Anl 7]

8.5.10 Window alarm acknowledgement complete

ﬁ Fenbrook FBG Granite Floor 1 and 2 201207 11 08:00 Q
(ficer Mancy Drown
l_: — !_ — Window FBG-TES
— — ¥
l_l e 0

— :'

J=| e pRRRERAN

1711 Enllf *._’____‘—J"
H0RE g RN R
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8.6 Cell slider door commands

8.6.1

Choose door to open

Kent Institute Floor 1

OTI;III lII;II- .[I;l[.
e | ® e |® e |

! | @ e '@ ! | @
5 s N o =
j%_l" l_-LI Lo % ®
CEHL L B, Al

2 3
b

{?ﬁ){ )

-

X

8.6.2 Select open command

Kent Institute Floor 1

_!__ll;ll. .ll;ll' -[[;llu
' = .|’ = .|3|.\
el | ® sl @] el e )
i g o
N\ Q_F"

P s

201207 11 08:00 .c.

Dfficer Mancy Brown
Coll C-7
Grenn

~

1. Sefect cell with door chosed
2 Crllfeon fashes bl alrernatey
with curnent searus

1@

1. Detalled Status Window
shows cel derails

2. Commonds that can be cpplied / .

o this door are avallotle.
Other commands greyed out

E0HY%

201207 11 08:00 .D

Dfficer Mancy Brown
Cell C-T

e Don
4 Detailed Status Window

shuves docr apening

\E

Cefl jcon
charges to yellow

10 inelicate moverment

1. Choess Dour Open
command, shows as
‘selpcred
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8.6.3 Open command completed
ﬁ Kent Institute Floor 1
| [
" Te M a 'l s
e | ® — ‘ }__'_ L{ ‘___
! '@ [ ] [ ] [ a
o' ® e = 1131-\
el | @ ol o} sl | = e
e | s I—L.. | _' @ | ° s red
SR =N e
"""" . <t ’75’\
\ \
2 ‘ 3
B i
— 4 \___\ ’__-—"
1 / _ 4
¥ sy ol
8.6.4 Choose door to close
ﬁ Kent Institute Floor 1
[l |
s e i i s 'l e
e | ® _'_{ ‘_' __'___‘ ‘ O
s = ® @ (] o]
- { ! | . . | - | . - | 3 | . 1. Sefect cefl with door open
® | @ sl | ® el |= e e e
®| |w o | ® E @ '
M. -~ L F Il [
[ [ ]

20120711 08:00 )

Officer Maney Brown

o

1. Defailed Status
Windew shows
doar searus

L)

Cel C-7
Jo# Groen
~

T

3. Commands thar con be apped ﬂ‘
T this door are avaifobie. Oty

commands groyrel ot

SO

201207 11 08:00 .c.
Dfficer Nancy Brown

Cel &7

Joe Breen

L

1. Detalled Sratus Window
L
a,
6,

sherms el detals
4. Commands that can
beappled to this door
e availatie
Crher command
el ol

E0HY%
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8.6.5 Select close command

Kent Institute Floor 1

¢

R

L

%‘ }_-\\

e} @

3 Cellicon

ehrges fo

yetiny
teindicate

_H’.]i"

8.6.6

4l

Close command completed

B 0
35

menament

b

Kent Institute Floor 1

20120711 08:00 {3}

Offscer Mancy Brown
Cel C-7
Jow Green

[

g @

/ [
2. Dymamic Sivtus Winclow E
shawy door closing )

1. Ehoate oor Close command,
shows as selected

o,

a2 )

201207 11 08:00 C}

Oficer Nancy Brown

| | |

e "l e 2% e a % e e

°| |® S - 1 = o B

ol @ ® @ o e

°|'| = DRI e || m a

'] I. e | | @ e | | @ 2. Colicon fums green /

o [=] [e1 =] | |» = B

<l = I T [ED closed and locked
SRV Vs ~
i

i

s choc e
Other commuands greyed art

a,

]
LOCKDOWN

li) 21/
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8.6.7

Choose a cell to lockout

Kent Institute Floor 1

.ll;l

o]

8.6.8

Select the lockout command

Kent Institute Floor 1

|
s e

o]

Lo

-
r
"
[ 1
R
AT
(1[as]s|
N
fi
e

S

L
\
/
/

w

N
N
S

,
o
.

N
L
s/
\r’

P e

s @ DD
RO O
o2 m Ol e O e
L|| |._ e | @ 2$ﬁ?«m
.| a8 2} @ Wi curven at
T $ F

s

e
BN

aitermarely with cument stafus

20120711 08:00 )

Officer Maney Brown

Cal L7
Joten Groen

[

‘@
/8 g

3. Deralled Srarus Window

shows cell defodls

4. Commands thar can be
el o Lhis dor dre
anileble. Orher
commands greved out

&
6,

SO

201207 11 08:00 .c.

Dfficer Mancy Brown

CllC-T
Jabn Do

o~

A

1
Window shll shows
current stans

L]
L
/ %
1. Sedect Lockoul corrrmn e h‘

2. Confirm leon flashes

N\

E0HY%
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8.6.9 Lockout command complete
ﬁ Kent Institute Floor 1
|
IIJ;‘I- _!_Il;llg_ s e
2| | @ e | = [ ] L]
s | = al = i m @
°|'|® __!_{"' _'_"‘_'_
a | | a e [-] ] [ ] |2, Cellicon shows pew stanus
o L |
e | ® e [ ] [ ] | ]

\,g? T 7/\{\_ ?7}‘

EIX

8.6.10 Choose a cell to remove lockout

20120711 08:00 )

Officer Maney Brown

Cel C-7
John Doa

~

e

& Deraled Seatuy

Window shaws
cument stotuy
L
e
a

1. Confirm oo selected

N
2009

201207 11 08:00 .c.

Dfficer Mancy Brown

]
Tom Thumb

/8

ﬁ Kent Institute Floor 1
=] [l [l

DA s ' e "M

e | ® [ ® . ®

s e .{ F‘.— T‘ o |

e ' = e’ = e 3 @

o @ al | m sl (= I secrel

. a | e _.|—| e e J ® 2 cd'lmnnlmr._ﬁuue
; % st 5

& &, B

RS

S
A\
k:

Ak
N

cutrent $tatus

1. Detoiled St
o
u

4 Commands rhar can be

applied e this choar cre
availoble Orher
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8.6.11 Select the remove lockout command

ﬁ Kent Institute Floor 1 20120711 08:00 LY
muumncysm
Lol lo! o] ey
sl | m DD el | e S~
| [ s [= (o] |® &7
s | = al = @ @
|| ® __g_|2‘- @ ® Ll
sl [» ol e Feal e ik a
(] ] ® fu) ] a a2 | @ Cellicon flashes blue Deratled Snarus
alterratuly with curent Wirnsfou <1
L R - I /T i h——-]: sty shows cuvment stotus
R ] I / SR [ ] -
2 W o \ a8
n
2 ‘ 3 1. Sedeet Lockout Remove commantd  ee— @
Yo
= A \ = o 2 Confinmicon Bshes

1 4
oo il N

X SOHY%

8.7 Special commands

8.7.1 Choose special commands and choose lockdown

ﬁ Kent Institute Floor 1 2012 07 11 08:00 o
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1. Chouse Lockdown button
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EVACLATION
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8.7.2 Choose cell doors to lockdown or choose range
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8.7.3 Lockdown command completed
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8.7.4

Choose emergency evacuation

Kent Institute Floor 1
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8.7.5 Evacuation map is presented

SHUTDOWN

TION

Kent Institute Floor 1

|;II ll;ll

2 Confirm icon fashes

1
LOCKDOWN

0%

201207 11 08:00 .D

Dfficer Nancy Brown

|
|| |
@ @

e 3 Where configuredd aspeciil
Evcaition Map [0 chouse
el dvars and exit doars

|
o

i oot

Ll LI

.7?

!

=]
i ivats

LLIX)

S

2 mkvxwum(mﬂrmm

Bt permrons

1. oot Comfin kom
LUFI(DHI\’N

75



Electronic Security Systems

Design Requirements 31 July 2014

8.7.6 Choose range to evacuate

ﬁ Kent Institute Floor 1 20120711 08:00 L}
Dlficer Naney Brewn
— o) =
Block 1, B4, L
B3-15, Block 4, * ’
3612, £36-11

2. Detailed Safus Window
selctee

8.7.7 Command completed

ﬁ Kent Institute Floor 1 2012 07 11 08:00 .c.

Dfficer Mancy Brown

K185, 8368,
Block 1, 8364,
83615, Block 4,

i @

/ 1]

3 Detovled Status Window
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o
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\
\
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8.7.8

Special commands choose emergency shutdown

Kent Institute Floor 1

o]

20120711 08:00 L}

Officer Maney Brown
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/I“S. _I II]EI‘?‘l LOCKDOWN
LIX] B0
8.7.9 Specific confirmation required
ﬁ Kent Institute Floor 1 2012 07 11 08:00 .O.
Are you really sure?

&
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9 ICONS FOR THE DCMS

aracdimaust be restaried from
the MCCP

PRl 21/
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.1 Allicons are available from CSC in .png format.

9.1 DCMS Command icons

lcon L. Location Icon Name Icon Description for Help

Description

CloseAll icons | Command | D1_Door_clos Select icon to issue “door close”

are available Area e command to selected door

from CSCin

.png format.
D2_Door_clos Indicates “door close” command
e_selected selected

\ 4

D3 Door_clos Indicates command not available
e_greyed

Open Command | D4_Door_ope Select icon to issue “door open”

Area n D command to selected door

D5_Door_ope Indicates “door open” command
n_selected selected
D6_Door_ope Indicates command not available
n_greyed

Open Partial Command | D7_Door_ope Select icon to issue “door open

Area n_partial partial” command to selected door

D8 Door_ope Indicates “door open partial”

n_partial_sele
cted

D9 _Door_ope
n_partial_grey
ed

command selected

Indicates command not available
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Stop Command | D10 _Door_sto Select icon to issue “door stop”
Area p command to selected door

D11 Door_sto Indicates “door stop” command
p_selected selected
D12 _Door_sto Indicates command not available
p_greyed

Unlock/Releas | Command | D13_Door_unl , Select icon to issue “unlock”

e Area ock ﬁ command to selected door
D14 Door_unl s Indicates “door unlock” command
ock_selected G selected
D15 Door_unl Indicates command not available
ock_greyed ﬁ

Lock Command | D16_Door_loc . ) Select icon to issue “lock” command

Area k a to selected door

D17 _Door_loc Indicates “door lock” command
k_selected selected
D18 Door_loc Indicates command not available
k_greyed

Selected Command | D19 _lockout Select icon to lockout a specific

Lockout Area door or group of doors.

Not the same as emergency
lockdown which is activated by the
selection of the emergency button,
and locks down all doors. Note
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config info as to which doors it
applies to.

D20 _lockout_ . Indicates “selected lockdown”
selected ‘_ : l command selected
- a
D21 lockout_ Indicates command not available
greyed
Release Command | D22_Release_ — Select icon to release selected
Selected Area lockout lockdown of a specific door or
Lockdown or ﬁ‘ group of doors and to release a
Lockout, and | \ Global Lockdown
Release Global
Lockout
D23 Release_ Indicates “release selected
lockout_select : - lockdown” command selected
¢ ED 4
D24 Release_ Indicates command not available
lockout_greye
d
Enable inmate | Command | D25 _Door _in Indicatesinmate can lock or unlock
control Area mate_enabled door
D26 _Door _in Indicates that “inmate enable”
mate_enabled command has been selected
_selected
D27 Door_in Indicates that the “inmate enable”
mate_enabled command is not available to be
_greyed applied to the selected door.
View last Command | D28 _Last_doo JE— Select to view picture of last person
person area r_user who used a card to release the door
opening the
door L
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D29 lLast_doo
r_user_select
ed

Indicates that the picture in the
Dynamic Status Window is the last
person who used a card to release
the door

D30_Last_doo
r_user_greyed

Indicates command not available

Interlock
override

Command
area

D31 Interlock
_override

Overrides the interlock allowing
two or more doors in an interdocked
group to be open. Confirmation is
required, and an alarm is generated
in the MCCP.

D32_Interlock
_override_sel
ected

&

Indicates command is selected, and
once confirmed, this command
becomes available and the open
door command shows as selected

D33 _Interlock
_override_gre
yed

Indicates command not available

9.2 DCMS Status Icons

Icon i Location Icon Name Icon Description for Help
Description
Door closed Status W20 _Door_st Indicates the true status of the door
and locked window atus_closed | —closed and locked
ocked
Door open - Status W21 Door_st Indicates door is open or unlocked.
only applies to | window atus_open
slider doors
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Door moving Status W22 Door_op m Indicates that the door is in the

after door window ening . process of opening. The yellow

open arrow flashes, indicating

command and _ movement. When the movement

chosen - only completes, and the door is open,

applies to W23 Yellow_ open door status is displayed.

slider doors arrow

Door moving Status W22 _Door_op Indicates the dooris in the process

after door window ening of closing. The green arrow flashes

close indicating movement. When the

command and movement completes, and the door

chosen —only is closed and locked, locked door

applies to W24 Green_a status is displayed.

slider doors rrow

Door partial Status W25_Door_st Indicates that door is partially open

open —only window atus_partial_o and that movementis complete.

applies to pen

slider cell

doors

Door moving Status W26 _Door _pa 71 Indicates that the door is in the

after door window rtial_opening . process of opening. The yellow

open partial arrow flashes, indicating

command and S movement. When the movement

chosen —only completes, and the door is open,

applies to W23 _yellow_ open partial door status is

slider cell arrow displayed.

doors

Door unlocked | Status W27 _Door_st Indicates that the door has had an

window atus_unlocked unlock command sent toit, anditis

not yet dosed andlocked (ie full
cycle has not completed)

Door inmate Status W28 Door_in Indicates that the door is inmate

enabled window mate_enabled enabled.

Door or Status W29 Door_st Indicates that a stop command is

barrier with window atus_stop the most recent command sent to

stop this door, and that the door is open

command or partially open.

issued —only

applies to
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slider doors
Emergency Status W30_Door_st - Indicates that the door has been
release window atus_emergen ' opened or unlocked using the
cy_release . emergency release function.
Locked-down | Status W31 Selected n Indicates the current status of the
—whether window _lockout e doorislocked out —whether by a
global ﬁ selected lockout or a global
lockdown or lockdown
selected
lockdown
Door alarm Status W32 _Door_al When an alarm is firstinitiated, and
window arm_0 the cell is selected, the detailed
W32_Door_al status window shows the doors
arm_1 cycling through the icons to
W32_Door_al emulate the animation of the
arm_2 alarm. When the audible alarmis
W32_Door_al acknowledged, only the door with
arm_3 the alarm bell is displayed.
Window alarm W33_Window .i. [ [ ]| Indicates alarm for a window.
_alarm_0
W33_Window
_alarm_1 | ||
w33 window | N HER
_alarm_2
W33_Window
2| i
Door fault W34 _door_st Indicates alarm is a fault alarm.
atus_fault
Door W35 _door Indicates door taken out of service
maintenance status by maintenance
_maintenance
9.3 Maplcons
lcon . Location Icon Name Icon Description for Help
Description
Door locked Map view | M20_cell_sec Indicates the cell door islocked and
ure secure.
Dooropenor | Mapview | M21_cell_uns Indicate that the dooris not secure,
unlocked ecure and either open or unlocked. Itis
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not closed and locked.

Door is being Map view | M22_cell_ope Indicates that the dooris opening,

opened ning and the yellow symbol flashes.

Door locked Map view | M23_cell_lock Indicates that the cell door is locked

out or locked ed_out out or locked down. The unlock

down . command cannot be used when the
doorisin this state.

Door closed Map view | M24_cell _lock Indicates that the door has the

and locked ed_inmate_en . ability to be inmate enabled, but is

with inmate abled not enabled

enable

Door opened Map view | M25_inmate_ Indicates thatinmate enableis

by inmate enabled \D enabled, the dooris locked and that
the inmater has the ability to unlock
the door.

Dooropenor | Mapview | M26_cell_uns . Indicates that aninmate enabled

unlocked with ecure_inmate door has been unlocked or opened.

inmate enable _enabled

Door Map view | M27_emerge Indicates that the door has been

emergency ncy release opened using the Emergency

release Release procedure. It cannot be
closed or locked.

Door alarm Map view | M28_cell_alar Indicates that an alarm has been

acknowledged m generated, and acknowledged at
that location. Acknowledgement of
the alarm turns off the audible
alarm. The alarm indicator remains
until the alarm is cleared.

Fault Map view | M29_Fault Indicates that a fault has been
generated. When the alarmis
acknowledged, the cell status
colour changes to magenta to
indicate the existence of the fault.
These faults are deared by
maintenance.

Maintenance | Mapview | M30_mainten . Indicates that a fault has been

ance registered, and the object is taken
out of service by maintenance until
functionality can be restored.

Non-cell door, | Map view | M31_secure Indicates a non-cell door thatis

under DCS, under door control is closed, locked

secure and secure.

Non-cell door, | Map view | M32_door_op Indicates a door thatis moving.

moving ening
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Unsecure door | Map view | M33_door_un Indicates a door thatis not secure
secure

Interlock Map view | M34_Interlock Indicates aninterlocked door that is

opening _opening @ moving.

Interlocked Map view | M35_interlock Indicates that aninterlocked door is

door secure ed_secure . closed and locked.

Interlocked Map view | M36_Interlock Indicates aninterlocked door open

door open as _emergency_ . as part of emergency evacuation

part of open

emergency

evacuation

Interdocked Map view | M37_interlock . Indicates that aninterlocked door is

door unsecure _unsecure unlocked or not closed and is in an

unsecure state.

Dooropenas | Mapview | M38_Door_e . Indicates a door open as part of

part of mergency_op emergency evacuation

emergency en

evacuation

Door or Map view | M39_Door_wi Indicates an alarm has been

window alarm ndow_alarm generated from a door or a window

Door or Map view | M40_Door_wi Indicates a fault alarm has been

window fault ndow_fault . generated by a door or window

alarm

Door taken Map view | M41_door_m Indicates a door taken out of service

out of service aintenance by maintenance

by

maintenance
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8.23 Enable power in a single cell that is joined — command completed

201212 05 08:00 o

Dlficer Nancy Brown
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8.24 Disable power in a single cell that is joined
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8.25 Disable power in a single cell that is joined - command completed
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8.27 Disable power in arange - command completed
ﬁ Collins Bay Institute CBB06 Floor 1 20121205 08:00

Col ET

‘ ‘

5 . J
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8.28 TV On
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8.29 TV on — command completed
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8.31 TV off - command completed
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Dfficor Hancy Brown

Tvd
Date & Tima
TV Tetreet ot

2. Detaled Serus Window et

shows curvent sl

S E EI e EAER ERl ol R [R[A[A[@]  + serorom
% qa PE_LLLI

2. lcon shows
i s J

8.32 TV Group off
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8.33 TV group off — command completed

ﬁ Collins Bay Institute CBB06 Floor 1 20121205 08:00 {3
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9 POWER AND LIGHT ICONS FOR LIVING UNIT CONTROL POST

.1 Allicons are available from CSC in .png format.

9.1 Power and light command icons

I
con L Location Icon Name Icon Description for Help
Description
Turn lights on Command R1_light ) Command to turn lights on
area _Q’_
R2 light_select Command to turn lights on selected
ed ~ ! 4
R3_light_greye Command to turn lights on not
d available
Turn lights off Command R4_light_off Command to turn lights off
area
R5_light_off se Command to turn lights off selected
lected
/s
R6_light_off_gr Command to turn lights off not
eyed available
Disable lights Command R7_light_disabl Command to disable lights in cell for
from inmate area ed inmate control
control
R8 light_disabl Command to disable lights in cell for
ed_selected inmate control selected
_/
R9_light_disabl Command to disable lights in cell for
ed_greyed inmate control not available

Correctional Service Canada
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Power on Command R10_power Command to turn power on
area
R11_power_sel Command to turn power on selected
ected
R12_power_gre Command to turn power on not
yed available
Power off Command R13_power_off Command to disable power
area
R14_power_off Command to disable power selected
_selected
R15_power_off Command to disable power not
_greyed available
TVon Command R16_tv_on Command to provide power to TV
- O
R17_tv_on_sele Command to provide power to TV
cted selected
/
R18_tv_on_gre Command to provide power to TV not
yed available
TV off Command R19_tv_off Command to turn power off to TV
area
R20_tv_off_sel Command to turn power off to TV
ected selected

.

Correctional Service Canada
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R21_tv_off_gre
yed

Command to turn power off to TV not
available

Nightlight ob Command R22_night_light Command to turn on night light
area _on Q
R23_night_light Command to turn on night light
_on_selected selected
4
R24_night_light Command to turn on night light
_on_greyed unavailable
Enableinmates | Command R25_cell_light_ Command to enable lights in cell for
to control lights | area enable inmate to turn on, turn off, or turn on
night light
R26_cell_light_ Command to enable lights in cell for
on_selected inmate to turn on, turn off, or turn on
p night light not available
R27 _cell_light_ Command to enable lights in cell for
on_greyed inmate to turn on, turn off, or turn on

night light not available

9.2 Power and light status icons

Icon i Location Icon Name Icon Description for Help
Description
Light off Detailed W40_cell_light_ Indicates light is off
status off Q
window
Night light on Detailed W41 _night_ligh Indicates night lightis on
status t_on Q
window
Light on Detailed W42 _cell_light_ Indicates lightis on
status on
window
Lights disabled, | Detailed W43 lights_on Indicates lights are disabled, and light is
power on status _disabled_pow on. Power is available
window er_on

Correctional Service Canada
Technical Services Branch
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W65_no_power

W66_TV_off

W67_TV_on

W68_power_lki
ght_on

W88_power_on

W69_no_power
_light_on

W70_no_power
_night_light

W71_no_power
_light_disabled
_on

9.3 Power and light map icons

Icon

L Location Icon Name Icon Description for Help
Description
Light off power | Map area M60_power_lig ﬂ Indicates light is off; power is available
on ht_off
Light on power Map area M61_power_lig (‘:{J Indicates light is on; power is available
on ht_on. )
Night light on Map area M62_power_ni (ﬂ Indicates nightlight is on; power is
power on ght_light k available
Lights off power | Map area M63_no_power %} Indicates power is disabled; light is
off _light_off enabled and off
Lights on power | Map area M64_no_power ﬁ Indicates power is disabled; light is
off _light_on enabled and on
Light and power | Map area M65_power_lig ? Indicates light and power are chosen to
selected ht_selected. send a command to
Light off and Map area M66_power_lig (ﬁ Indicates power is available; lights are
disabled power ht_disabled_off disabled, lightis off
on
Light on and Map area M67_power_lig @ Indicates power is available; lights are
disabled, power ht_disabled_on disabled, lightis on
on
Night light on Map area M68_power_lih ﬁﬁ Indicates power is available; lights are
power on t_disabled_nigh disabled, night light is on

t

Correctional Service Canada
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Light disabled, Map area M69_no_power ﬁ Indicates power is off; lights are

light off and _light_disabled disabled, light is off

power off _off

Light disabled, Map area M70_no_power iﬂ Indicates power is off; lights are

light on and _light_disabled disabled, lightis on

power off _on

Light disabled, Map area M71_no_power % Indicates power is off; lights are

night light on _light_disabled disabled, night light is on

and power off _night

Power off, night | Map area M72_no_power ?ﬂ Indicates power is off; night light is on

light on _night_light L

TV on Map area M73_tv_off - Indicates TV is off

TV off Map area M74_tv_on. ﬁ Indicates TV is on

TV selected Map area M75_tv_selecte ‘ Indicates TV is chosen to send a
d command to

Light (nota cell | Map area M76_light_on Q Indicates light is on

light) on

Light (nota cell | Map area M77_light_off Q Indicates light is off

light) off

Power off Map area M78_no_power @ Indicates power is off

Power on Map area M79_power_on S—, Indicates power is on

Night light (not | Map area M80_night_ligh Q Indicates night lightis on

a cell light) on t on

Correctional Service Canada
Technical Services Branch
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ATP
BIFMA
CA
CCDA
CCTVv
CD
CER
COTS
CSA
Csc
DCMS
DES
EIA
FAAS
FAR
FDS
FIU
GFE
IVRMS
IP
MCCP
MDS
MTBF
MTTR
NAR
NTP
PA

PC

Pd
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PLC
RFP
RTEO
PPA
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Abbreviation
PPAL
ScC
SIO
SOR
SOwW
STR
TCP/IP
TER
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UPS
V&C
VDU
VIRS
VMS

Expansion

Portable Personal Alarm Locatable
Security Control Centre

Security Intelligence Officer
Statement / Observation Report
Statement of Work

Statement of Technical Requirements
Transport Control Protocol/Internet Protocol
Telecommunications Equipment Room
User Interface

Uninterruptible Power Supply

Visits and Correspondence
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Visits Intercept and Recording System
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Term

Administrative
User Interface

Application

CCTV Monitor

Client

Configuration
Data

Configuration
User Interface

Contract
Authority

Contractor

Control
Console

Control Desk

TABLE OF DEFINITIONS

Example

Cell Call Management,
PA Management

PIDS or Range CCTV
Monitor

Site floor plans showing
quantity of cameras,
doors, cells etc. Camera
locations. Number of
User Interfaces required
ina Post.

MCCP Console, Living
Unit Control Post
Console

Living Unit Control Desk

Description

Monitor and Software that
supports task specific User
Interaction for System
Administrators,located in a
secure area

Software thatis used to
deliver Application Support
functionality for a sub-system

Computer Monitor Hardware

Rack mounted computer
located in a secure area away
from a Control Post or
Control Desk.

Site and System specific
information typically supplied
by CSC that defines how a
sub-system Applicationis to
be set-up for a site, location
within a site, or post.

Monitor and Software that
supports task specific User
Interaction, located in a
secure area

Public Works and
Government Services Canada
(PW&GSC) is responsible for
all contractual matters
associated with the system
design and implementation.
The company selected as the
successful bidder.

Console, typicallylocated in a
Control Post. Serves as the
physical support
infrastructure for Operator
User Interfaces

Desk, typically located in a
Control Post or Office. Serves
as the physical support
infrastructure for Operator
User Interfaces

31 July 2014

Function

Provides Administrative
Personnel with the ability to
map enrolled users to the
functional domains that they
are allowed to access and
change

Software that provides the
Operator Interface and
supporting logic that allows a
sub-system (Control Domain)
to be managed

Displays CCTV images for
Operator viewing

Runs software and supports
one or more Application

The configuration data
provides the information
that a sub-system application
requires to tailorit to meet
site, location within a site, or
post user requirements.

Allows suppliers or qualified
personnel to add, delete and
modify Application
Configuration

Contains User Interfaces or
Control Panels used by staff
to execute their
management responsibilities
andinteract with the
Domains over which they
have Control

Equipped with User
interfaces used by staff to
execute their management
responsibilities and interact
with the Domains over which
they have Control

Correctional Service Canada
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#
11

12

13

14

15

16

17

18

19

Term

Control
Domain

Control Panel

Control Post

Custom
Equipment

Design
Authority

Device

Enrolment
User Interface

Maintenance
User Interface

Notification

Example

Cell Call, Guard Tour,
Public Address

PACP, Fire Alarm

Living Unit Control
Post/MCCP

CCTV Camera, Managed
Door, Call Origination
Device

Notification that a door
is opened, or a door is
closed, or asensorisin
alarm

Description

A group of Physical and
Virtual devices or objects,
often supported by
specialized hardware and
software, that performs a set
of related functions
Hardware and Software
device that provides an
Operator Interface (I/0
device), located ina Control
Post

Room or area, typically
located in asecureareainan
institution

Equipment designed and/or
manufactured specifically for
a specific contract.

Director, Electronic Security
Systems (DES) Correctional
Service of Canada (CSC) is
responsible for all technical
aspects of the system design
andimplementation.

A specialized device, typically
consisting of hardware and
software

Monitor and Software that
supports task specific User
Interaction, located in a
secure area

Monitor and Software that
supports task specific User
Interaction, located in the
CER or Maintenance Service
Provider Office

Anotificationis a message
that can be shown on a User
Interface and/orlogged in a
database that represents a
changeinstateor a
command initiated by an
operator.

31 July 2014

Function

Collect information, or
activate capabilities in their
operational domain

Allows Operators to manage
one or more Domain

Room used by staff to
execute their management
responsibilities and interact
with the Domains over which
they have Control

Provides data collection or
activate functions associated
with a specific system or sub-
system

Allows Designated Personnel
to enroll and delete Users
from the Command, Control
and Data Acquisition System.

Provides Maintenance
Personnel with the ability to
interact with one or more
Systems to carry out their
day to day tasks to
troubleshoot and maintain
Systems and Subsystems
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#
20

21

22

23

24

25

26

27

28

Term
Off-the Shelf

Operator User
Interface

Project Officer

Reporting
User Interface

Server

State

Sub-system

System

Touch Screen
User Interface

Example

PIDS Display, Door
Control and Monitoring
System Display

Network Video Recorder

Cell Call, Guard Tour

PIDS

Door Control and
Monitoring System User
Interface

Description

Equipment currently on the
market with available field
reliability data, manuals,
engineering drawings and
parts price list.

Computer Monitor and
Software that supports User
Interaction (I/O device)

A CSC employeeor a
contracted person designated
by DES to be responsible for
the implementation of the
project.

Monitor and Software that
supports task specific User
Interaction, located in a
secure area

Rack mounted computer that
runs software andis located
inan equipment room such
asa CERor TER

The state of a device as
reported to a sub-system or
system

A group of Physical and
Virtual devices or objects,
often supported by
specialized hardware and
software, that perform a
specific set of related
functions

A group of Physical and
Virtual devices or objects,
often supported by
specialized hardware and
software, including devices
from sub-systems that
perform a more general set
of related functions

Typicallyan LCD Monitor with
touch screen technology
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Function

Provides an Operator with
the ability to interact with
one or more Systems to carry
out their day to day tasks at
a Control Console or Control
Desk

Provides Management
Personnel with the ability to
access preconfigured reports
and to create custom reports
Runs software thatis used to
deliver services that support
Command and Control
Applications to connect to
sub-systems

This is a logical
representation of the state
of a device thatis being
monitored or managed
Collects information, or
activates capabilities in their
operational domain

Collects information, or
activates capabilities in their
operational domain

Allows an Operator to view
andinteract with the
Systems presented on the
Monitor
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# Term Example Description Function
29 Workstation Rack mounted computer Runs software thatis used to
located in asecureareaaway deliver Command and
from a Control Post or Control Capabilities

Control Desk
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1 INTRODUCTION

.1 The intent of the User Interface for the Power and Light System is to enable Operational Staff
in the living unit control post to turn on and off the power and lights in living units.

Correctional Service Canada
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2 SCOPE

.1 This standard defines the functionality and operational processes intended to be provided
through the User Interface for the system used in the management and control of the Power
and Light System used in the living unit control posts at Federal Correctional Institutions. The
standard does not specify the actual data involved in the processes, but describes in detail the
Human Machine Interface. This system shall share displays with the Door Control and
Monitoring System in the Control Posts, if they are from the same supplier.

Correctional Service Canada
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3 AUDIENCE

.1 The intended audience includes potential developers, suppliers or those that configure the
software application that will provide both the Human Machine Interface for the functionality
described in the balance of the standard as well as the logic that will integrate and manage the
other components of the system as required. This standard must be read in conjunction with
the Standard for the Configuration of a Living Unit Control Post as this document will define
the scale of the system and provide ranges and parameters that will be needed in defining the
logic that underlies the User Interface.

Correctional Service Canada
Technical Services Branch 12



Electronic Security Systems
Design Requirements 31July 2014

4 GENERAL

A

The primary purpose of the Range Office is to monitor and control as applicable one or more
ranges from a living unit control post. The functions of the living unit control post vary from
institution to institution.

The living unit control post can support monitoring and/or control of:

.1 DCMS for cell doors, for exit doors, windows, doors in residential units
Security Patrol System
Inmate Cell Call System
Power and Light System for cells, power to TV and control of other lights
CCTV
.6 Other systems as they are implemented

The User Interface must be designed in such a way that it supports multiple management
domains in a seamless and transparent manner as the system is expanded, supporting the
representation of one domain through all domains that must be managed on the same User
Interface.

o rw i

The living unit control post is comprised of two main components from a Ul perspective:

.1 Two status displays for the Security Patrol, and control systems for functions such as
cell call

.2 Four status displays for DCMS for monitoring and/or control of access points
managed by that living unit control post (including cell doors, doors and windows) and
for control of power and light

This document covers the control systems for power and light.

The Status Display displays the Power and Light application. The existing Interior Security
System (known as FAAS) will collect, record, and display alarm signals in the MCCP for
alarms that are escalated to the MCCP.

This capability may be called upon to meet operational requirements or to meet situations in
which a User Interface fails or for the aggregation of Control Post functionality as posts are
reconfigured to accommodate staffing requirements. The definition of how User Interfaces in
control posts provide redundancy within a control post and at another control post must be
flexible and must defined in configuration information.

Commands originating from Operator actions at the User Interface and events that represent a
change of state at a device will typically result in a message that will be “logged” by the
underlying data logging services of the Service Delivery Platform on which this application
runs. This data can and will be accessed at a later date for evidentiary use, assessment, and
follow-up.

Correctional Service Canada
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5 DESIGN REQUIREMENTS

5.1 General

.1 The cell power and light control consists of a User Interface presented on individual Touch
Screen Video Displays in each Living Unit Control Post . In general, there are two Uls for
each range

.2 The Power and Light System shares the Ul with the DCMS.

.3 The status of the doors are always shown on the Ul, whether the system selected for use in

sending commands to devices is the Power and Light System or the Door Control and
Monitoring System.

5.1.1 User Interface

.1 The User Interface must use iconography and guidelines provided or approved by CSC.

.2 The preferred display layout will be based on a simplified floor plan of the whole or part of a
unit based on screen space. Icons must be used instead of text where possible.

5.2.1 Human Factors

.1 The Ul for the living unit control post must conform to accepted principles of good human
factors design and be implemented according to the standards listed below:

ES/STD-0900 Standard for Design of Icons for User Interfaces
ES/STD-0901 Standard for Design of the Look and Feel of the User Interface
ES/STD-0902 Standard for Design of the Framework of the User Interface

5.3.1 Requirements from other systems not managed but this Ul

.1 No requirements at this time.

Correctional Service Canada
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6 OPERATIONAL REQUIREMENTS

6.1 Operational functions or tasks

.1 This is a list of the operational functions that the monitoring and control display in the range
office must cover for cell light and cell power:

6.1.1 Control of lights and power at range office control post

.1 Lights
.1 Turn on and turn off regular lights in one cell
Choose a group of cells to turn on or turn off regular lights
Turn on and turn off night lights in one cell
Choose a group of cells to turn on or turn off night lights

Enable and disable the light switch in the cells that inmates use to turn on and off their
lights

Choose a group of cells to enable or disable the light switch in the cells
Turn on and off other lights (including night lights)
Choose a group of lights to turn on and off (including night lights)
.9 Turn on and turn off lights to a range using range icon
.10 Turn on and turn off night lights to a range using range icon
.2 Power
.1 Turn on and turn off power in one cell
Turn on and turn off power in two connected cells
Choose a group of cells to turn power on or off
Turn on and turn off power to a range
Turn on and turn off power a location that is not a cell
Choose several locations to turn power on and off to that is not a cell

oM w i

o N O

oo s wi

.1 Turn on and turn off one TV
.2 Choose more than one TV to turn power on or off
.4 Alarms and fault states

6.2 List of commands that are to be confirmed

.1 At the range office, the following commands are to be confirmed with res pect to power and
light.

Command Confirmation Mechanism

None

Correctional Service Canada
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6.3 List of system alarms and alarm handling attributes

.1 These are the alarms and alerts that are generated, displayed and managed at the Range

Office Ul.
':Il::::laend Displayed | Audible
Alarm or alert Source Category displayed and listed | alarm at
at MCCP MCCP
locally
GUI failure (either of GUI or one External Minor — Yes, alarm Yes Yes,
of the cell call system managed Priority 8 sound 4c at Sound 4c
atthat GUI) pre-
configured
backup
monitor

.2 Once a system alarm is generated, the alarm must be acknowledged. When the device
returns to its pre-alarm state, the status of the device is also returned to its normal state.
None of these alarms are cleared or reset at the SIO Ul. The MCCP would restore the V&C
control post when appropriate.

.3 Acknowledging an alarm using the Alarm Acknowledge Icon, acknowledges all
unacknowledged alarms listed at the Ul.

.1 Where there is an alarm from a device managed or monitored by that Ul:
.2 the device shows an alarm state and flashes

.3 the detailed status window pops up with the details of the alarm that are determined to
be displayed for that device at that control post in that window (ie determined by
configuration data), Alarm icon flashes cycling between 1,2 and 3 bars on icon.
Flashes of map icon and detailed status icon are in synchrony.

.4 there is an audible alarm

.5 when Acknowledge Alarm icon chosen, the map icon stops flashing and the Alarm
icon in the detailed status window shows the Alarm icon with no bars, and the audible
alarm ceases.

.4 There are no alarms for power, lights or TV for tamper or fault

6.4 List of devices and states for those devices

.1 See section 9 for a diagram of the icons.

Device State Visual indication of state
Light bulb Off Iconis white
On Iconis yellow
Nightlight Iconis grey with muted yellow center
Lights disabled | Inmate control disabled with Light bulb icon is on with a red X through it
frominmate lights on
control
Inmate control disabled with Light bulb icon is off with a red X through it
lights on
Inmate control disabled with Light bulb icon is the nightlight state with a
nightlight on red X through it
Power On Black plug

Correctional Service Canada
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Off Black plug with red X through it
v Power to TVis on TVicon has a white interior
Power to TV is off TVicon has a blackinterior
All Selected Icon flashes alternatively with current state

(and colour) and blue until command
selected, or 10 seconds has passed, when
iconreverts to previous state

.2 Power and light can control the range lights, inmate power and light, and power to the TVs.

.3 The light icons are combined with the power icons to show the various combinations that are
managed in different kinds of living units.

Correctional Service Canada
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7 OPERATIONAL SEQUENCES

A

These show the operational sequences to be implemented by the range office system to
control power and lights. The Ul layouts that show visually how these actions are to be
implemented are provided in Section 8.

It is likely that these control systems will share a monitor with other systems. There are
specific maps default maps that apply to each system, and when that system is selected from
the Selection tray, the default map for that system for that control post is presented. When
another system is selected, the default map for that system is presented.

If the range icon is used to select the range lights, and both night lights and regular lights are
on in the range, selecting lights off will turn off both the regular lights and the night lights.

In some cases, range lights have no local switch and are only controlled from the range office
control post.

In some cases, there are miscellaneous lights which cannot be disabled. This is captured in
configuration data.

If a locked out cell is selected, lights commands are not available - night light automatically
turns on as part of lockout command (but not cell lockdown command).

When the range is selected, light commands are not sent to any locked out cells.

If the lights are disabled, the officer can still turn the lights on, turn the night light on, or turn the
lights off. The lights remain disabled for inmate control.

In some cases, the power to two cells is connected, and enabling or disabling power in one of
the cells also enables or disables the power in the other cell. Where power to two cells is
connected, when the power and light icon is chosen in one cell and flashes blue alternately
with its current status, the power and light icon for the other cell also flashed blue alternately
with its current status to indicate that the command will be sent to both cells.

Correctional Service Canada
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7.1.1  Light control
.1 Turn on lights on and turn off in a single cell, night light on — light is off and lights are enabled,
power is enabled; TV is off
Action Selection Command Tray Map View Detai!ed Status Comments
Tray Selected Avail Not Avail Window
Select Powerand - - Light on NOTE: if the
powerand lightis -Night light oveniew map is
lightsystem | selected; -Light off displayed, may
DCMS -Lightenable need to choose
-Light disable detailed map
- Poweron
-Power off
-TV on
-TV off
Choose cell Powerand - Light on - Light off Icon flashes Cell identifier
lightis -Nightlight -Lightenable toindicate displayed with
selected; -Light disable | -Poweron cell chosen name of
DCMS -Power off -TV on inmate, picture
-TV off of inmate and
icon of current
powerand light
status —lights
offand
enabled, power
enabled
Select Lights | Powerand -Light -Nightlight Icon changes Asabovwe,
on lightis on -Light off to show reflecting
command selected; -Lightenable currentstatus | currentstatus -
DCMS -Light disable lights onand
- Poweron enabled, power
-Power off enabled
-TV on
-TV off
Choose the Powerand - Light off -Lighton Icon flashes As abowe
same cell lightis -Nightlight -Lightenable toindicate
selected; -Light disable | -Poweron cell chosen
DCMS -Power off -TV on
-TV off
Select Lights -Light -Lighton Icon changes Asabowe,
off off -Nightlight to show reflecting
command -Lightenable currentstatus | currentstatus -
-Light disable lights offand
- Poweron enabled, power
-Power off enabled
-TV on
-TV off
Command Powerand - Light on Pops out after
completed lightis -Nightlight 10 seconds
selected; -Light off
DCMS -Lightenable
-Light disable
- Poweron
-Power off
-TV on
-TV off

Correctional Service Canada
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.2 Turn on lights and turn off lights to a group of cells — some cells have lights on, some have

lights off, some have night lights on.

Action Selection Command Tray Map View Detail_ed Status Comments
Tray Selected Avail Not Avail Window
Select Powerand - - Light on NOTE: if the
powerand lightis -Nightlight overview map is
lightsystem | selected; -Light off displayed, may
DCMS -Lightenable need to choose
-Light disable detailed map
- Poweron
-Power off
-TV on
-TV off
Choose cell Powerand - Light on - Light off lcon flashes Cell identifier
withlightoff | lightis -Nightlight -Lightenable toindicate displayed with
selected; -Light disable | -Poweron cell chosen name of
DCMS -Power off -TV on inmate, picture
-TV off ofinmate icon
of current
powerand light
status —lights
off & enabled,
power enabled
Choose Powerand - Light on - Lightenable | lcons flashes List of cells NOTE: since the
other cells, lightis -Light off -Poweron toindicate selected cells chosen have
some with selected; -Night light -TV on cells chosen; presented a range of states,
light on,and | DCMS -Lightdisable | -TV off allicons flash all ommands that
some with -Power off togetherat couldapply to any
nightlight same rate cell are available
Select Lights | Powerand -Light -Nightlight Icon changes List of cellswith | Only cells to
on lightis on -Light off to show change to which lights on
command selected; -Lightenable currentstatus | status listed; command apply
DCMS -Light disable induding cells has the command
- Poweron where the applied
-Power off command was
-TV on notapplied
-TV off
Choose Powerand - Light on -Lightenable Icon flashes First choice The change to
another lightis -Light off -Poweron toindicate shows status command icons
group of selected; -Night light -TV on cell chosen for cell, available takes
cells DCMS -Light disable | -TV off subsequent place in real time
-Power off choices show as the cellsare
only the list selected
Select Lights -Light -Lighton lcon changes Asabovwe, Only cells to
off off -Nightlight to show reflecting which lights on
command -Lightenable currentstatus | currentstatus - | command apply
-Light disable lights offand has the command
- Poweron enabled, power | applied
-Power off enabled
-TV on
-TV off
Command Powerand - Light on Pops out after
completed lightis -Night light 10 seconds
selected; -Light off
DCMS -Lightenable
-Light disable
- Poweron
-Power off

Correctional Service Canada
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-TV on
-TV off
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.3 Enable and disable the light switch in the cells that inmates use to turn on and off their lights,

and turn on their night lights

3 Selection Command Tray . Detailed Status
Action Tray i : Map View Window Comments
Selected Avail Not Avail
1 | Select Powerand - - Light on NOTE: if the
powerand lightis -Nightlight overview map is
lightsystem | selected; -Light off displayed, may
DCMS -Lightenable need to choose
-Light disable detailed map
- Poweron
-Power off
-TV on
-TV off
2 | Choose cell Powerand - Light on - Light off lcon flashes Cell identifier
thathas lightis -Nightlight -Lightenable toindicate displayed with
lights selected; -Lightdisable | -Poweron cell chosen name of
enabled and | DCMS -Power off -TV on inmate, picture
lights off -TV off of inmate and
icon of current
powerand light
status —lights
offand
enabled, power
enabled
3 | Select Llights | Powerand -Light - -Lighton Icon changes Asabovwe,
disable lightis disable -Night light to show reflecting
command selected; -Light off currentstatus | currentstatus -
DCMS -Lightenable lights offand
-Poweron disabled, power
-Power off enabled
-TV on
-TV off
4 | Choose the Powerand - Light off -Lighton lcon flashes As above
same cell lightis -Nightlight -Lightdisable | toindicate
selected; -Lightenable | -Poweron cell chosen
DCMS -Power off -TV on
-TV off
5 | Select Night -Night - -Lighton Icon changes Asabovwe,
light light -Light off to show reflecting
command -Lightenable currentstatus | currentstatus —
-Light disable lights disabled,
- Poweron nightlight,
-Power off power enabled
-TV on
-TV off
6 | Choose a Powerand - Light off -Lighton Icon flashes Cell identifier When lights are
cell with lightis -Nightlight -Lightenable toindicate displayed with enabled or
lights on selected; -Light disable | -Poweron cell chosen name of disabled, the light
and cell DCMS -Power off -TV on inmate, picture | remainsinits
lights -TV off of inmate and current state
disabled icon of current
powerand light
status —lights
onand
disabled, power
enabled
7 | Select Light | Powerand -Light -Lighton lcon changes Asabovwe,
Enable lightis enable -Night light to show reflecting
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selected; -Light off currentstatus | currentstatus —
DCMS -Light disable lights enabled
- Poweron and on, power
-Power off enabled
-TV on
-TV off
Command Powerand - Light on Pops out after
completed lightis -Nightlight 10 seconds
selected; -Light off
DCMS -Lightenable
-Light disable
- Poweron
-Power off
-TV on
-TV off
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.4 Choose a group of cells to enable or disable the light switch in the cells
. Selection Command Tray ) Detailed Status | Comments
Action Map View .
Tray Selected Avail Not Avail Window
Select Powerand - - Light on NOTE: if the
powerand lightis -Night light oveniew map is
lightsystem | selected; -Light off displayed, may
DCMS -Lightenable need to choose
-Light disable detailed map
- Poweron
-Power off
-TV on
-TV off
Choose cell Powerand - Light on - Light off Icon flashes Cell identifier
withlightoff | lightis -Nightlight -Lightenable toindicate displayed with
selected; -Light disable | -Poweron cell chosen name of
DCMS -Power off -TV on inmate, picture
-TV off of inmate and
icon of current
powerand light
status —lights
offand
enabled, power
enabled
Choose Powerand - Light on - Lightenable | lcons flashes List of cells NOTE: since the
other cells, lightis -Light off -Poweron toindicate selected cells chosen have
some with selected; -Nightlight -TV on cells chosen; presented a range of states,
light on,and | DCMS -Lightenable | -TV off allicons flash all ommands that
some with -Light disable togetherat couldapply to any
nightlight, -Power off same rate cell are available
withlights
enabled
Select Light Powerand -Light -Lighton Icon changes List of cellswith | Only cells to
Disable lightis disable -Nightlight to show change to which lights on
command selected; -Light off currentstatus | statuslisted; command apply
DCMS -Lightenable has the command
-Poweron applied
-Power off
-TV on
-TV off
Choose Powerand - Light on -Poweron Icons flashes First choice The change to
another lightis -Light off -TV on toindicate shows status command icons
group of selected; -Nightlight -TV off cells chosen; for cell (asin awailable takes
cells, some DCMS -Lightenable allicons flash | step 2) place in real time
withlights -Light disable togetherat subsequent as the cellsare
disabled and -Power off same rate choices show selected
one with only the list
lights
enabled
Choose the Powerand - - Light on -Lightdisable | lcons flashes As above, with NOTE: Choosing
light thatis lightis -Light off -Poweron to indicate the cell with and already
enabled selected; -Night light -TV on cells chosen; lights enabled chosen object de-
(within 10 DCMS -Lightenable | -TV off allicons flash | nolonger part selects it.
seconds of -Power off togetherat of the list
the last light same rate Command
chosen) availability
lcon forlight changes
enabled not
longer flashes
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Select Light -Light -Lighton Icon changes Asabovwe, Cell lights remain
enable enable -Night light to show reflecting in same state as
command -Light off currentstatus | currentstatus - | before.
-Light disable lights offand
- Poweron enabled, power
-Power off enabled
-TV on
-TV off
Command Powerand - Light on Pops out after
completed lightis -Night light 10 seconds
selected; -Light off
DCMS -Lightenable
-Light disable
- Poweron
-Power off
-TV on
-TV off
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.5 Turn on and off other lights (including night lights)
Action Selection Command Tray Map View Detal!ed Status Comments
Tray Selected Avail Not Avail Window
Select Powerand - - Light on NOTE: if the
powerand lightis -Night light oveniew map is
lightsystem | selected; -Light off displayed, may
DCMS -Lightenable need to choose
-Light disable detailed map
- Poweron
-Power off
-TV on
-TV off
Choose a Powerand - Light on - Light off Icon flashes Lightidentifier Fewer commands
light thatis lightis -Nightlight toindicate presented with | applytolights
off selected; -Light off light chosen icon of current | thatare not cell
DCMS -Lightenable lightstatus — lights
-Light disable light off
- Poweron
-Power off
-TV on
-TV off
Select Lights | Powerand -Light - -Nightlight Icon changes Asabovwe,
on lightis on -Light off to show reflecting
command selected; -Lightenable currentstatus | currentstatus -
DCMS -Light disable light on
- Poweron
-Power off
-TV on
-TV off
Choose a Powerand - Light off -Lighton Icon flashes Lightidentifier
nightlight lightis -Nightlight toindicate presented with
thatison selected; -Light off light chosen icon of current
DCMS -Lightenable lightstatus —
-Light disable light on
- Poweron
-Power off
-TV on
-TV off
Select Llights | Powerand | -Light -Lighton lcon changes | Asabowe,
off lightis off -Nightlight to show reflecting
command selected; -Lightenable currentstatus | currentstatus -
DCMS -Light disable lights offand
- Poweron enabled, power
-Power off enabled
-TV on
-TV off
Command Powerand - Light on Pops out after
completed lightis -Night light 10 seconds
selected; -Light off
DCMS -Lightenable
-Light disable
- Poweron
-Power off
-TV on
-TV off
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.6 Choose a group of lights to turn on and off (including night lights)
Action Selection Command Tray Map View Detai!ed Status Comments
Tray Selected Avail Not Avail Window
Select power Power - - Light on NOTE: if the
and light and light -Night light oveniew map is
system is -Light off displayed, may
selected; -Lightenable need to choose
DCMS -Light disable detailed map
- Poweron
-Power off
-TV on
-TV off
Choose light Power - Light on - Light off Icon flashes Lightidentifier
thatis off and light -Nightlight toindicate presented with
is -Light off light chosen icon of current
selected; -Lightenable light status —
DCMS -Light disable light off
- Poweron
-Power off
-TV on
-TV off
Choose other Power - Light on - Nightlight Icons flashes List of lights NOTE: since the
lights induding | and light -Light off -Light off toindicate presented cells chosen have
nightlight that | is -Lightenable lights chosen; a range of states,
ison selected; -Lightdisable | allicons flash all ommands that
DCMS - Poweron togetherat couldapply to any
-Power off same rate cell are available
-TV on
-TV off
Select Lights Power -Light -Nightlight Icon changes List of cellswith | Only cells to
on command and light on -Light off to show change to which lights on
is -Lightenable currentstatus | status listed; command apply
selected; -Light disable induding cells has the command
DCMS - Poweron where the applied
-Power off command was
-TV on notapplied
-TV off
Choose night Power - Light on - Light off Icons flashes List of lights
lightand other | and light -Nightlight toindicate presented
lights where is -Light off lights chosen;
lights are on selected; -Lightenable allicons flash
DCMS -Lightdisable | togetherat
- Poweron same rate
-Power off
-TV on
-TV off
Select Lights -Light -Lighton lcon changes List of cells with
off command off -Nightlight to show change to
-Light off currentstatus | status listed
-Lightenable
-Light disable
- Poweron
-Power off
-TV on
-TV off
Command Power - Light on Pops out after
completed and light -Nightlight 10 seconds
is -Light off
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selected;
DCMS

-Lightenable
-Light disable
- Poweron
-Power off
-TV on

-TV off
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.7 Turn on and turn off lights to a range (including night lights)
Action Selection Command Tray Map View Detai!ed Status Comments
Tray Selected | Avail Not Avail Window
Select Powerand - - Light on NOTE: Command
powerand lightis -Night light can be applied
lightsystem | selected; -Light off from overview
DCMS -Lightenable map
-Light disable
- Poweron
-Power off
-TV on
-TV off
Choose icon | Powerand -Night light -Lighton Range icon List of lights Can tum lights on,
representing | lightis -Light off -Light off flashes to thatare lights off, ornight
lights fora selected; -Lightenable indicate affected are lights fora range
range where | DCMS -Light disable range chosen. | listed with icon
lights are - Poweron Alllighticons | showing
on;night -Power off thatwould be | currentstatus —
lights off -TV on affected by lights on
-TV off the command
flash atthe
same
frequency
Select Light -Light -Lighton lcons show List of lights NOTE iflights are
off off -Nightlight change in thatare onand nightlights
-Light off status affected are are on, thenlight
-Lightenable listed with icon | off command
-Light disable showing turns both off
- Poweron currentstatus —
-Power off lights on
-TV on
-TV off
Choose icon | Powerand -Nightlight -Light off Range icon List of lights
representing | lightis -Light on -Lightenable flashes to thatare
lights fora selected; -Lightdisable | indicate affected are
range where | DCMS - Poweron range chosen. | listed with icon
lights are off -Power off Alllighticons | showing
-TV on thatwould be | currentstatus —
-TV off affected by lights on
the command
flash atthe
same
frequency
Select Night | Powerand -Night -Lighton lcons change List of lights
Light lightis light -Light off to show thatare
command selected; -Lightenable currentstatus | affected are
DCMS -Light disable listed with icon
- Poweron showing
-Power off currentstatus —
-TV on nightlight
-TV off
Command Powerand - - Light on Pops out after
completed lightis -Night light 10 seconds
selected; -Light off
DCMS -Lightenable
-Light disable
- Poweron
-Power off
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-TV on
-TV off
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.8 Turn on and turn off lights to more than one range (including night lights) — lights are off, night

lights are on
. Selection Command Tray . Detailed Status
Action Map View . Comments
Tray Selected Avail Not Avail Window
Select Powerand - - Light on NOTE: Command
powerand lightis -Nightlight can be applied
lightsystem | selected; -Light off from overview
DCMS -Lightenable map
-Light disable
- Poweron
-Power off
-TV on
-TV off
Choose icon | Powerand -Light on -Nightlight Range icon List of lights Can tum lights on,
representing | lightis -Light off -Lightenable flashes to thatare lights off, ornight
lights fora selected; -Lightdisable | indicate affected are lights fora range
range where | DCMS - Poweron range chosen. | listed with icon
lights are -Power off Alllighticons | showing
off, night -TV on thatwould be | currentstatus —
lights are on -TV off affected by lights off night
the command | lights on
flash atthe
same
frequency
Choose Powerand As abowe -Asabowe As abowe List of lights
another lightis thatare
range icon selected; affected are
where lights | DCMS listed with icon
are off, showing
nightlights current status —
are on lights off night
lights on
Select Light | Powerand -Light - -Nightlight lcons show List of lights Turning lights on
on lightis on -Light off change in thatare for the range
selected; -Lightenable status affected are automatically
DCMS -Light disable listed with icon | turns nightlights
- Poweron showing off
-Power off currentstatus —
-TV on lights on Can still turn night
-TV off lights on
Command Powerand - Light on Pops out after
completed lightis -Nightlight 10 seconds
selected; -Light off
DCMS -Lightenable
-Light disable
- Poweron
-Power off
-TV on
-TV off
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7.2 Power control
.1 Turn on power and turn off power to a single cell; lights enabled and on
Action Se.ll_i:tion Command Tray Map View Dets\illii::vtvatus Comments
v Selected | Avail Not Avail
Select Powerand - - Light on NOTE: if the
powerand lightis -Night light oveniew map is
lightsystem | selected; -Light off displayed, may
DCMS -Lightenable need to choose
-Light disable detailed map
- Poweron
-Power off
-TV on
-TV off
Choose cell Powerand - Light off - Light on lcon flashes Cell identifier
lightis -Nightlight -Lightenable toindicate displayed with
selected; -Light disable | -Poweron cell chosen name of
DCMS -Power off -TV on inmate, picture
-TV off of inmate and
icon of current
powerand light
status —lights
offand
enabled, power
enabled
Select Powerand -Power - -Lighton Icon changes Asabowe,
Power Off lightis off -Nightlight to show reflecting
command selected; -Light off currentstatus | currentstatus -
DCMS -Lightenable lights onand
-Light disable enabled, power
- Poweron enabled
-TV on
-TV off
Choose the Powerand - Light off -Lighton Icon flashes As above
same cell lightis -Nightlight -Lightenable toindicate
selected; -Lightdisable | -Power off cell chosen
DCMS -Poweron -TV on
-TV off
Select -Power - -Lighton lcon changes Asabovwe,
Poweron on -Nightlight to show reflecting
command -Light off currentstatus | currentstatus -
-Lightenable lights offand
-Light disable enabled, power
-Power off enabled
-TV on
-TV off
Command Powerand - Light on Pops out after
completed lightis -Nightlight 10 seconds
selected; -Light off
DCMS -Lightenable
-Light disable
- Poweron
-Power off
-TV on
-TV off
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.2 Turn on power and turn off power to two connected cells; lights are on and enabled, power is

on
Action Selection Command Tray Map View Detail_ed Status Comments
Tray Selected Avail Not Avail Window
Select Powerand - - Light on NOTE: if the
powerand lightis -Nightlight overview map is
lightsystem | selected; -Light off displayed, may
DCMS -Lightenable need to choose
-Light disable detailed map
- Poweron
-Power off
-TV on
-TV off
Choose cell Powerand - Light off - Light on Icon flashes Cell identifier Note: Connected
lightis -Nightlight -Lightenable toindicate displayed with cell does notflash
selected; -Light disable | -Poweron cell chosen;if | name of asa light
DCMS -Power off -TV on poweris inmate, picture | command sentto
-TV off connected, of inmate and that cell would
powerand icon of current | onlyaffectthat
lighticon for powerand light | cell.
connected status —lights
cell tums blue | offand
and does not | enabled, power
flash enabled
Select Powerand -Power -Lighton Both icons Cell identifiers
Power Off lightis off -Night light change to displayed;
command selected; -Light off show current | reflecting
DCMS -Lightenable status currentstatus -
-Light disable lights onand
- Poweron enabled, power
-TV on enabled
-TV off
Choose the Powerand - Light off -Lighton lcon flashes Cell identifier
same cell lightis -Nightlight -Lightenable toindicate displayed with
selected; -Lightdisable | -Power off cell chosen;if | name of
DCMS -Poweron -TV on poweris inmate, picture
-TV off connected, of inmate and
powerand icon of current
lighticon for powerand light
connected status —lights
cell tums blue | offand
and does not | enabled, power
flash enabled
Select Light -Light - -Lighton lcon changes Asabovwe, Once alight
off off -Night light to show reflecting command is
command -Light off current currentstatus - | selected, the
-Lightenable status; light off and interconnected
-Light disable | connected enabled, power | cell forpower no
-Power off cell nolonger | disabled longershows blue
-TV on blue
-TV off
Command Powerand - Light on Pops out after
completed lightis -Nightlight 10 seconds
selected; -Light off
DCMS -Lightenable
-Light disable
- Poweron
-Power off
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-TV on
-TV off

.3 Turn on power and turn off power to a group of cells

.1 Similar to turning on and off flights to a group of cells; the commands that are
available and unavailable depend on what the state of the lights are.

.4 Turn on and off power to a range
.1 Similar to tuming on and off lights to a range

.5 Turn on and turn off power to a location that is not a cell
.1 Similar to turning on and off power to a location that is not a cell

.6 Choose several locations to turn power on and off that is not a cell
.1 Similar to turning on and off power to a group of locations that are not cells
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7.1.2 TV on and off
.1 Turn the power on and off to one TV
. Selection Command Tray . Detailed Status
Action Tray _ i Map View Window Comments
Selected | Avail Not Avail
Select Powerand - - Light on NOTE: if the
powerand lightis -Nightlight overview map is
lightsystem | selected; -Light off displayed, may
DCMS -Lightenable need to choose
-Light disable detailed map
- Poweron
-Power off
-TV on
-TV off
Choose a TV | Powerand -TVon - Light on lcon flashes TV identifier
with power | lightis -Nightlight toindicate displayed with
off selected; -Light off chosen current status
DCMS -Lightenable
-Light disable
- Poweron
-Power off
-TV off
Select TVon | Powerand -TV on - -Lighton lcon changes Asabowe,
command lightis -Night light to show reflecting
selected; -Light off currentstatus | currentstatus
DCMS -Lightenable
-Light disable
- Poweron
-TV off
Choose the Powerand - TV off -Lighton Icon flashes TV identifier
same TV lightis -Nightlight to indicate displayed with
selected; -Light off cell chosen current status
DCMS -Lightenable
-Light disable
- Poweron
-TV on
Select TV off -TV off - -Lighton Icon changes Asabowe,
command -Nightlight to show reflecting
-Light off currentstatus | currentstatus -
-Lightenable lights offand
-Light disable enabled, power
-Power off enabled
-TV on
-TV off
Command Powerand - Light on Pops out after
completed lightis -Nightlight 10 seconds
selected; -Light off
DCMS -Lightenable
-Light disable
- Poweron
-Power off
-TV on
-TV off
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8 VISUAL LAYOUTS OF Ul FOR POWER & LIGHT FOR THE RANGE OFFICE

.1 The following provide some samples of how the operational sequences would be displayed on

the UL.

NOTE: when an action causes the state to change in different locations

simultaneously on the Ul, actions that take place at the same time have the same number.
Where actions are serial, the numbering of the steps increments. Where sewveral items

happen

at the same time, the same number is given to those items.

.2 Usually the Power and Light system is configured on the same displays as the DCMS and
normally the door icons are always shown on the Ul. The power and light icons are only
shown when the Power and Light System Icon is selected and then they are shown together

with the

dooricons.

.3 Forillustrative purposes, the door symbols for the DCMS are not shown on these Uls.
.4 These are examples of the Power and Light functionality:

A

o N O W

RY)

.10
1
A2
13
14
.15
.16
A7

18
.19
.20
.21
.22
.23
.24
.25
.26
.27
.28
.29
.30
.31
.32
.33

:Power and Light in steady state

Turn a single light on in a cell

Turn a single light on in a cell — command completed

Choose a group of cell lights to turn on the night light

Choose a group of cell lights to turn on the night light — command completed
Choose a light, not a cell light, to turn on

Choose a light, not a cell light, to turn on — command completed

Use range command to turn on hall lights in range

Use range command to turn on hall lights in range — command completed
Use range command to turn on all the cell lights in range

Use range command to turn on all the cell lights in range — command completed
Use range command to disable the lights in range

Use range command to disable the lights in range — command completed
Enable light in a single cell

Enable light in a single cell - command completed

Use range command to turn lights on in the range with a locked-out cell

Use range command to turn lights on in the range with a locked-out cell — command
completed

Disable power in a single cell

Disable power in a single cell — command completed

Enable power in a single cell

Enable power in a single cell —command completed

Enable power in a single cell that is joined

Enable power in a single cell that is joined — command completed
Disable power in a single cell that is joined

Disable power in a single cell that is joined — command completed
Disable power in a range’

Disable power in arange — command completed

TV On

TV on —command completed

TV Off

TV off — command completed

TV Group off

TV group off — command completed
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8.1 Power and Light in steady statePower and Light in steady state
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8.3 Turn a single light on in a cell - command completed

a Collins Bay Institute CBB06 Floor 1 20121208 08:00 T}

Dfficer Noncy Brown
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8.5 Choose a group of cell lights to turn on the night light - command completed

Officer Mancy Brown

ﬁ Collins Bay Institute CBBO06 Floor 1 20121205 08.00 'D
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8.7 Choose a light, not a cell light, to turn on — command completed

ﬁ Collins Bay Institute CBB06 Floor 1 20121205 o&:00 L}

Officer Mancy Brown
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8.8 Use range command to turn on hall lights in range

ﬁ Collins Bay Institute CBBO06 Floor 1 20121205 o&:00 {3

Officer Mancy Brown
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8.9 Use range command to turn on hall lights in range — command completed

ﬁ Collins Bay Institute CBBO6 Floor 1 20121205 08:00 T}

Dificer Mancy Browm
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8.10 Use range command to turn on all the cell lights in range

ﬁ Collins Bay Institute CBB06 Floor 1 20121205 08:00

Dlficer Nancy Brown
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8.11 Use range command to turn on all the cell lights in range — command
completed

ﬁ Collins Bay Institute CBB06 Floor 1 20121205 08:00 )

Dificer Nancy Browm
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8.12 Use range command to disable the lights in range
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8.13 Use range command to disable the lights in range — command completed
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8.14 Enable light in a single cell
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8.15 Enable light in a single cell - command completed
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8.16 Use range command to turn lights on in the range with a locked-out cell

.1 Normally, this would be what the Ul would look like with both DCMS and the Power and Light
system selected. Both sets of icons are shown here to illustrate the locked out cell.
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8.17 Use range command to turn lights on in the range with a locked-out cell -
command completed
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8.18 Disable power in a single cell
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8.19 Disable power in a single cell —command completed
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8.21 Enable power in a single cell — command completed
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Abbreviation
API
ATP
BIFMA
CA
CCDA
CCTVv
CD
CER
COTS
CSA
CscC
DCMS
DES
EIA
FAAS
FAR
FDS
FIU
GFE
IVRMS
IP
MCCP
MDS
MTBF
MTTR
NAR
NTP
PA

PC

Pd
PIDS
PIU
PLC
RFP
RTEO

TABLE OF ABBREVIATIONS

Expansion

Application Programming Interface
Acceptance Test Procedure

Business & Industrial Furniture Manufacturers Association
Contract Authority

Command Control and Data Acquisition
Closed Circuit Television
Commissioner’s Directive

Common Equipment Room
Commercial-Off-The- Shelf

Canadian Standards Association
Correctional Service Canada

Door Control and Monitoring System
Director Engineering Services

Electronic Industries Association
Facility Alarm Annunciation System
False Alarm Rate

Fence Disturbance Detection System
FAAS Interface Unit

Government Furnished Equipment
Inmate Voice Recording and Management System
Intemet Protocol

Main Communications and Control Post
Motion Detection System

Mean Time Between Failure

Mean Time to Repair

Nuisance Alarm Rate

Network Time Protocol

Public Address

Personal Computer

Probability of Detection

Perimeter Intrusion Detection System
Perimeter Intrusion Detection System Integration Unit
Programmable Logic Controller
Request for Proposal

Regional Technical and Engineering Officer
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Abbreviation
PPA
PPAL
ScC
SI0
SOR
Sow
STR
TCP/IP
TER
UPS
V&C
VDU
VIRS
VMS

Expansion

Portable Personal Alarm

Portable Personal Alarm Locatable
Security Control Centre

Security Intelligence Officer
Statement / Observation Report
Statement of Work

Statement of Technical Requirements
Transport Control Protocol/Internet Protocol
Telecommunications Equipment Room
Uninterruptible Power Supply

Visits and Correspondence

Video Display Unit

Visits Intercept and Recording System
Video Management System
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10

11

12

Term

Administrative
UserInterface

Application

CCTV Monitor

Client

Configuration
Data

Configuration
UserInterface

Contract
Authority

Contractor

Control Console

Control Desk

Control Domain

Control Panel

Example

Cell Call

Management, PA

Management

PIDS or Range CCTV

Monitor

Site floor plans

showing quantity of
cameras, doors, cells

etc. Gamera

locations. Number of

UserInterfaces

required ina Post.

MCCP Console, Living
Unit Control Post

Console

Living Unit Control

Desk

Cell Gall, Guard Tour,

Public Address

PACP, Fire Alarm

TABLE OF DEFINITIONS

Description

Monitorand Software that
supports taskspecificUser
Interaction for System
Administrators,located in asecure
area

Software thatis used to deliver
Application Support functionality
forasub-system

Computer Monitor Hardware

Rack mounted computerlocated in
asecurearea away froma Control
Post or Control Desk.

Site and System spedific
information typically supplied by
CSC that defines how a sub-system
Application is to be set-up fora
site, location within asite, or post.

Monitorand Software that
supports taskspedficUser
Interaction,locatedin a secure
area

Public Works and Govemment
Services Canada (PW&GSC) is
responsible forall contractual
matters assodated with the system
designandimplementation.

The companyselected as the
successful bidder.

Console, typicallylocatedina
Control Post. Serves as the physical
supportinfrastructure for Operator
User Interfaces

Desk, typicallylocated in a Control
Postor Office. Serves as the
physical supportinfrastructure for
Operator User Interfaces

A group of Physical and Virtual
devices orobjects, often supported
by specdialized hardware and
software, that performs a set of
related functions

Hardware and Software device that
provides an OperatorInterface (I/0
device), located in a Control Post

31 July 2014

Function

Provides Administrative Personnel
with the ability to map enrolled users
to the functional domains thatthey
are allowed to access and change

Software that provides the Operator
Interface and supportinglogic that
allows a sub-system (Control
Domain) to be managed

Displays CCTV images for Operator
viewing

Runs software and supports one or
more Application

The configuration data provides the
information thata sub-system
application requires to tailorit to
meetsite,location within asite, or
postuser requirements.

Allows suppliers or qualified
personnel to add, delete and modify
Application Configuration

Contains User Interfaces or Control
Panels used bystaff toexecute their
management responsibilities and
interact with the Domains over which
they have Control

Equipped with Userinterfaces used
bystaff to execute their management
responsibilities and interact with the
Domains over which they have
Control

Collectinformation, oractivate
capabilities in their operational
domain

Allows Operators to manage one or
more Domain

Correctional Service Canada
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13

14

15

16

17

18

19

20

21

22

23

24

25

Term

Control Post

Custom
Equipment

Design Authority

Device

Enrolment User
Interface

Maintenance
UserInterface

Notification

Off-the Shelf

Operator User
Interface

Project Officer

Reporting User

Interface

Server

State

Example

Living Unit Control
Post/MCCP

CCTV Camena,
Managed Door, Gall
Origination Device

Notification thata
doorisopened, ora
dooris dosed, ora
sensorisin alarm

PIDS Display, Door
Control and
Monitoring System
Display

Network Video
Recorder

Description

Room orarea, typicallylocated in a
secure areain an institution

Equipment designed and/or
manufactured spedificallyfora
spedific contract.

Director, Electronic Security
Systems (DES) Correctional Service
of Canada (CSC) is responsible for
all technical aspects of the system
designandimplementation.

Aspedalized device, typically
consisting of hardware and
software

Monitorand Software that
supports taskspecific User
Interaction,locatedin a secure
area

Monitorand Software that
supports taskspedific User
Interaction,locatedin the CER or
Maintenance Service Provider
Office

A notificationis a message that can
be shown ona UserInterface
and/orlogged ina database that
represents a changein state ora
command initiated byan operator.

Equipment currently on the market
with available field reliability data,
manuals, engineering drawings and
parts price list.

Computer Monitorand Software

that supports UserInteraction (I/O
device)

A CSC employee ora contracted
person designated by DES to be
responsible for the implementation
of the project.

Monitorand Software that
supports taskspedfic User
Interaction,locatedin a secure
area

Rack mounted computer thatruns
software and islocated in an
equipmentroomsuch asa CER or
TER

The state of a device as reported to
asub-system orsystem

31 July 2014

Function

Room used bystaff to execute their
ma nage ment responsibilities and
interact with the Domains over which
they have Control

Provides data collection oractivate
functions assodated with a specific
system orsub-system

Allows Designated Personnel to
enroll and delete Users from the
Command, Control and Data
Acquisition System.

Provides Maintenance Personnel
with the ability to interact with one
or more Systems to carryouttheir
day to daytasks to troubleshootand
maintain Systems and Subsystems

Provides an Operator with the ability
to interact with one or more Systems
to carry out theirday to day tasks at
a Control Console or Control Desk

Provides Management Personnel
with the ability to access
preconfigured reports and to create
custom reports

Runs software thatis used to deliver
services thatsupport Command and
Control Applications to connect to
sub-systems

Thisis a logical representation of the
state of a device thatis being
monitored or managed

Correctional Service Canada
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# Term
26 Sub-system

27 System

28 Touch Screen
UserInterface

29 Workstation

Example
Cell Gall, Guard Tour

PIDS

Door Control and
Monitoring System
UserInterface

Correctional Service Canada
Technical Services Branch

Description

A group of Physical and Virtual
devices orobjects, often supported
by spedialized hardware and
software, that perform a spedific
set of related functions

A group of Physical and Virtual
devices orobjects, often supported
by specdialized hardware and
software, induding devices from
sub-systems that perform a more
general set of related functions

Typicallyan LCD Monitor with
touch screen technology

Rack mounted computerlocated in
asecurearea away froma Control
Postor Control Desk

Function

Collects information, or activates
capabilities in their operational
domain

Collects information, or activates
capabilities in their operational
domain

Allows an Operator to viewand
interact with the Systems presented
on the Monitor

Runs software thatis used to deliver
Command and Control Capabilities
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1 INTRODUCTION
A

The intent of the Framework of the User Interface is to be used in conjunction with the Design
Requirement for each Control Post to enable the Operational Staff in each control post, as
appropriate to their span of control, to conduct the operations at their control post in a manner
that is consistent with the other control posts both within the individual institution and across
all institutions.

2 SCOPE
A

This Design Requirement defines the essential design and functional requirements of the
Correctional Service of Canada for the Framework of the User Interface that is to be
incorporated into the design of all User Interfaces for all control posts for Federal Correctional
Institutions. The design requirement does not specify the actual data involved in the
processes, but describes in detail the Framework for the Human Machine Interface

3 AUDIENCE
A

The intended audience includes potential developers, suppliers or those that configure the
software application that will provide both the Human Machine Interface for the functionality
described in the balance of the design requirement as well as the logic that will integrate and
manage all the components of all the systems such as Microphones, Audio Recorders, CCTV
Cameras, Video Recorders, Doors, Perimeter Security and Interior Security. This design
requirement must be read in conjunction with the Design Requirement for each system in
each control post.

4 GENERAL

A

The primary purpose of the Operator User Interface is to control and monitor devices from a
control post. The devices controlled and monitored vary from control post to control post and
are defined in configuration files.

The User Interface must be designed in such a way that it supports multiple management
domains in a seamless and transparent manner as the system is expanded, supporting the
representation of one domain through all domains that must be managed on the same User
Interface.

The different systems are comprised of two main components from a Ul perspective, and the
configuration and layout is determined by the functionality of the control post:

.1 A status display which is part of the control post

.2 A monitoring display or displays for CCTV
This capability may be called upon to meet operational requirements or to meet situations in
which a User Interface fails or for the aggregation of Control Post functionality as posts are
reconfigured to accommodate staffing requirements. The definition of how User Interfaces in

control posts provide redundancy within a control post and at another control post must be
flexible and must defined in the associated configuration information.

Commands originating from Operator actions at the User Interface and events that represent a
change of state at a device will typically result in a message that will be “logged” by the
underlying data logging services of the Command, Control and Data Acquisition Platform on
which this application runs. This data can and will be accessed at a later date for evidentiary
use, assessment, and follow-up.

Correctional Service Canada
Technical Services Branch 9



Hectronic Security Systems

Design Requirement

31 July 2014

= -~ "~
5 DESIGN REQUIREMENTS

5.1 General

.1 The priorities for the User Interface design are to:

A

3

Enable operators to respond to emergencies and situations with potential for danger
effectively in a manner that ensures safety of staff, the safety of the inmates and
public safety [i.e. safety is number 1] — maximizing the preservation of life

Enable all tasks to be conducted efficiently and effectively — this requires the design to
support operational processes in a way that are intuitive and automatic, minimizes the
use of text, and do not require interpretation or memory to execute a task

Consistency across all operational processes and tasks

.2 The User Interface shall be designed:

A
.2

4
.5

Embodying best principles of Ul design

To present a consolidated and integrated view of numerous existing security,
operations and communications systems onto one consistent user interface that can
be configured across touch screen monitors

To enable users to easily and safely conduct their tasks under a variety of operational
situations

To provide operational efficiency and effectiveness
With the flexibility to accommodate the integration of future systems

.3 Thus the Ul design will be clean, elegant with minimal visual clutter, as any other design will
not meet the above three priorities.

5.1.1 User Interface

.1 The User Interface must use iconography and guidelines provided or approved by CSC.

.2 The preferred display layout will be based on a simplified floor plan of the whole or part of a
unit based on screen space. Icons must be used instead of text where possible.

5.1.2 Human Factors

.1 The Ul for the V&C and SIO must conform to accepted principles of good human factors
design and be implemented according to the design requirements listed below:

Design Requirement for Design of Icons for User Interfaces

Design Requirement for Design of the Look and Feel of the User Interface

Correctional Service Canada
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5.2 Design focus for each type of task

Type of tasks Key objective

Emergency tasks Focus: Safety and security of corrections staff ,inmates and the general
public

Daily tasks and Focus: Operational efficiency and effectiveness (i.e. ensure tasks can be

actions of executed with a minimum number of steps, without a requirement to

corrections staff remember how to do a task) ensuring that unsafe or unsecure selections

cannot be made inadvertently

Oversight, reporting Focus: Operational efficiency and effectiveness. Ensure all system
and management information needed for oversight and management is available to implement
processes the tasks.

Correctional Service Canada
Technical Services Branch 11
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6 FUNCTIONAL AREAS OF THE FRAMEWORK

.1 These are the key areas that comprise the Framework for all User Interfaces.

G C instituti view . .
J/Ulstatus ontext {Name of institution and map on map view) Date andtime Settings
ﬁ Collins Bay Institute Car G @
e Officerlogin
Disolav of ontional Detailed
|s|p;c}ao fop iona Status
Al Lt Window (U1,
alarm or event logs, .
device and
andreports
window adjustable) command
e, dependent)
. T Command Tray
Display of
optional
Map Area selection
icons
Display of
optional

controlicons

/

Selection Tray
.2 Detailed dimensions and guidelines for the optional areas are provided in Section 10.

6.1 Ul status

.1 Under the date and time is the Officer Login area, which displays the names of officers who
are logged in. RFID cards can be used to login.

.2 In order to log out, an officer selects their name, and chooses Cancel. They will be asked to
confirm the selection either by the Confirm icon or swipe of an RFID card. If there is no RFID
card scanner, or the scanner is not functional, the Confirm icon will be used.

.3 The officer can scroll up and down the list by swiping.

NOTE: This area is provided in anticipation of a future requirement, and the space reserved. |If

not implemented in the initial release, the position of the remaining windows will be implemented
as if the officer login area is present.

6.2 Settings

.1 The settings icon enables officers to select the language used in text and help field, choosing
from English or French.

.2 This area is always present.

Correctional Service Canada
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6.3 Selection tray

A

The Selection Tray to select systems and initiate system commands is on the bottom. There
are Action Icons that are present on all control posts — such as Cancel, Alarm
Acknowledgement, Map Selection, and Help.

There are other Action Icons that are present only if required at that control post — such as
Special Commands, Confirm, RFID Confirm and Emergency Checklist.

The Selection Tray also contains the System Icons that represent systems that are controlled
by that post — such as CCTV or Audio Recording — that when selected, bring up the set of
commands that apply to that system. At some posts, there may be more than one system
which is controlled and managed by the User Interface at that control post. Which systems
are controlled by which post, and therefore available at that post, is determined by
configuration files.

If the control post only supports one system, there will be no System Icons in the Selection
Tray, only the Action Icons.

If a control post requires only one system under normal operating conditions, and the Ul for
that control post fails (in a Living Unit Control Post), and the operations transfer to another
status display, then the Touch Screen one would now show both System Icons.

This area is always present, and the only icons shown are those needed at that monitor at that
control post. There are no icons present which are not required for the operation of the
control post at that time.

6.4 Command tray

A

The Command Tray is on the right hand side, which enables selection of commands
represented by icons with a right hand that does not then obscure the monitor (the vast
majority of people are right handed) yet left handed people could also use their right hand, as
there is no requirement for fine motor control. Command Icons displayed here are context
sensitive, and only those commands that can be applied to that device are displayed; and if a
command does not apply to the device in its current state, that command icon is “greyed out”
to show that it is not available to be selected when the device is in its current state (i.e. can’t
turn “on” a device which is already on).

This area is also used to display thumbnails of the maps to be chosen for the Map Area.
When there are more maps to be displayed in thumbnail format, the officer can scroll up and
down the list by swiping. The maps that are able to be selected at any control post are
determined by configuration data. The order of the maps displayed in thumbnail format for
selection is also determined by configuration data. This ensures that a map thumbnail is
always in the same location, and that the most commonly used thumbnail maps are displayed
at the top.

This area is always present, although the number of command icons that are shown vary by
system. Also, if there are additional control icons for a device — such as camera control, or
audio control, they are presented at the bottom of the command tray, above the Selection
Tray.

6.5 Map area

A

2

The largest area is for display of the interactive map — the Map Area — which displays status
and also enables selection of an device to which a command will apply.
There are four types of maps that are displayed in the map area of a range control post:
.1 A detailed map that has an icon that represents the device in a selectable size. There
is a detailed map for every area that is controlled and managed by a control post. The
default detailed map for each control post is set up in configuration data.

Correctional Service Canada
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.2 An overview map that shows the area controlled and managed from that control post

and provides the status of all the devices but the icon representing the status of the
device is not a selectable size. There is an icon on the overview map that enables
selection of the detailed map which has icons of a selectable size. On these detailed
maps, there will also be an icon to return to the overview map. Not all control posts
will require an overview map — only those where the area controlled is larger than can
be displayed on one detailed map for that control post. This is set up in configuration
data.

.3 An emergency evacuation map may apply to certain control posts. This map is
brought up when the emergency evacuation icon is selected. When the emergency
status is cleared, the map returns to the default map for that control post (whether a
detailed map or an overview map).

.4 A site map showing the layout of all buildings in the institution for the MCCP. There
are two variations of this map: one is used to monitor the perimeter security, the other
is used to monitor interior security. The interior security user interface has the ability
to drill down as required within the building.

.3 There are specific default maps that are specified for each user interface for each system and
control post.

.4 The default maps and the maps that are displayed for Emergency Evacuation are defined by
configuration data.

.5 The map area is always displayed, although on some Uls (such as the Corrections Manager
Ul) it may be obscured by reports.

.6 This shows an overview map with the ability to select the appropriate detail map. Note that the
entire status is displayed, but the map icons are not a selectable size.

Fenbrook FBG Granite Floor 1 and 2 20120711 08:00 L

Officar Nancy Brown
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.7 This shows one of the detailed maps that is linked to the overview map. A standard detail
map would look just like this map but without the icon to return to the overview map. Note that
the map icons are the selectable size.
ﬁ Fenbrook FBG Granite Floor 2 201207 11 08:00 0
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6.6 Detailed status window

.1 There is also a Detailed Status Window that is brought up when there is information to display
about a chosen device, to provide the status of that device and to display alarms. The
contents vary depending upon what is needed to be displayed on thatUl for that system and
control post and command and device choice.

.2 The Detailed Status Window will also display the specific name of the device being selected, if
applicable.

.3 An alarm icon in the Detailed Status Window is chosen to acknowledge an alarm.

.4 This area is only displayed when there is relevant information associated with the device
selected or an alarm generated. If the Detailed Status Window is not required, and there is a
form window presented, the form window will align with the edge of the Command Tray.

6.7 Form and reports area

.1 For some Uls there is a need to provide a window to display a list of alarms or an event log, or
reports. The information presented in this area can be invoked by a separate command, and
can remain on the display.

.2 This area is displayed at the top of the map area, next to the Detailed Status Window (if one is
presented) or next to the Command Area. The display should have the capability to be made
wider and longer by using standard multi touch gestures. The area can be cancelled with a
cancel button in the upper right corner. Since these can often cover the map view, should
there be an alarm, this window is reduced to a standard size determined by configuration data.
When the alarm is acknowledged, the officer can return the window to its larger size to be able
to see the entire contents of the window.

.3 This area is only used on certain Uls based on configuration data.
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6.8 Display of other optional selection icons

.1 Other icons are presented when there is some selection required for a device, or to enter data
in forms. As soon as the selection is made or the information in the form completed, these
icons pop-out.

.2 This area is only used on certain Uls based on configuration data.

6.9 Display of other optional control icons

.1 Other icons are presented when they represent ways to control some of the other devices on
the map.

.2 They are presented either just below the Detailed Status Window beside the Command Tray

.3 Since these icons may be used more than once to control an object, they are presented when
the command icon is selected, and remain on the map view until another device is chosen or
the icon is cancelled by the cancel button in the upper right corner.

.4 This area is only used on certain Uls based on configuration data
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7 TYPES OF ICONS

71

7.2

7.2.1

7.2.2

7.2.3

7.2.4

7.2.5

A

There are six different types of icons:
.5 Action icons

System selection icons

Command icons

Status icons

© o N o

Map status icons
.10 Structure icons

.2 Eachicon type has a style that is consistent within the type, and is slightly distinct from each

other type to enable rapid recognition of type.

Action icons

A

These are the icons that appear on every User Interface. They are 1.905 cm by 1.905 cm.
See Section 8 for more details.

Icons used to confirm or acknowledge

Confirm icon

A

This icon is used to confirm some commands chosen in the Command Area. When
confirmation is required for a command or an action, the Confirm icon will flash. In some
locations, RFID cards will be used to confirm actions, and the Confirm icon will be replaced by
an icon indicating an RFID card. In these locations, the Confirm icon will be used only when
the RFID card reader is not functioning.

Confirm RFID icon

A

This icon is used to confirm any command or action chosen in the Command Area with the
swipe of an RFID card. When confirmation by RFID card is required for a command or an
action, the Confirm RFID icon will flash. In some locations, RFID cards will be used to confirm
actions, and the Confirm icon will be replaced by an icon indicating an RFID card. Inthese
locations, the Confirm icon will be used only when the RFID card reader is not functioning.

Acknowledge alarm icon

A

This icon is used to acknowledge all unacknowledged alarms. When the alarm icon in the
Detailed Status Window.

Cancel icon

A

This icon is used to cancel any command chosen in the Command Area, to cancel a selection
or to cancel the display of a form.

Special commands icon

A

This icon is used to select any command for special actions, such as Lockdown, Evacuation
and Shutdown. When Special Commands is selected, there are three new icons that are
displayed for each of the special states. The level of confirmation required depends on the
special set of commands being invoked..

When “Special Commands” is selected, there are three icons that are presented just above
the Selection Tray, and any system icons which may have been present are removed.. Each

Correctional Service Canada
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type has a different severity, and the actions taken by the Ul are consistent with the degree of
emergency. These icons are larger, 2.5 cm by 2.5 cm. See Section 8 for more details.

Lockdown requires only a single confirmation — the rationale being that confirmation is the
third icon selected. Selecting Lockdown presents a special map that allows an entire range to
be selected with a single icon.

Similarly Shutdown requires only a single confirmation presented as a text box that is
presented on the Map View that asks if they are sure they want to shutdown the system(s) at
that post. The Map View is dimmed when Shutdown is selected.

When Evacuation is selected an evacuation map is presented that has all the ranges and
external doors on one display. Ranges of cells are represented as a single block to enable
release of all doors in that range. The external doors are individually selectable; this enables
selection of a particular range with a particular exit door. No confirmation is required. The
names of the doors released are listed in the Detailed Status Window.

When doors are released with the emergency evacuation, there is an alarm generated and
logged.

When Shutdown is selected, the user is prompted with text pop-ups to confirm Shutdown.
When confirmed, the post is shut down, the user interface is no longer operable, and the post
can only be re-enabled from the MCCP or the local equipment room.

Where there is a both a closed control post and an open control post, when the closed control
post initiates a Shutdown, the open control post is also Shutdown. Each post is re-enabled
from the MCCP or the local equipment room, individually.

When there is an emergency in effect, the Emergency icon will show that it has been selected.
In order to cancel the Emergency, the Cancel icon needs to be selected, and then the
selection must by confirmed, either by selecting the Confirm icon, or by swiping an RFID card.

7.2.6 Help icon

A

This icon is used to bring up Help for an icon or task. Help is selected, and then the device or
command is selected, and the help text is displayed in the Detailed Status Window.

7.2.7 Map selection icon

N

Each control post has a map, defined by configuration data, that is presented when the
control post comes up. For some control posts, this is the only map that is needed. Also, as
part of configuration data, the backup for each control post is defined, and how that control
post is presented when there is a requirement for it to assume backup duties is also
configured.

There are also control posts where there is a need to select the map displayed on the map
view. When a control post has a requirement to look at or control different maps of the
institution, in order to choose a map, the Map Choose icon is selected, and all the maps that
can be displayed at that post (which is also configured) are displayed as thumb nails in the
Command Area. Ifthere are more maps than can be displayed, the user has the ability to
swipe (instead of using a scroll bar) to display the full range of maps available at that post. The
order of the maps presented in the thumbnails is defined by configuration data.

7.2.8 Emergency checklist icon

A

This icon is used to bring up the Emergency Checklist for an alarm. From the Emergency
Checklist, the emergency instruction set can be brought up for each item in the Emergency
Checklist.
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7.3 Systems selection icons

.1 These are the icons that go in the Selection Tray to choose which set of system commands
are to be used. They are 1.905 cm by 1.905 cm. See Section 8 for more details.

.2 Only those systems that are able to be managed and controlled from that control post are
displayed in the selection tray together with the ot her Action Icons.

.3 If only one system is available at a control post, there are no system icons displayed in the
Selection Tray. When one control post is configured as a back up to another control post, and
one of them fails, then the remaining control post will then display the System Icons in the
Selection Tray.

.4 The Systems that are available on a control post, either as primary systems that are always
available, or as systems that are available only as a backup when the primary system fails, are
part of configuration data.

.5 When there is more than one system configured on a User Interface, whether as primary or
backup, the devices that are shown on the map view are defined by configuration data. For
example, in the V&C, the cameras and microphones (tables) are shown on the Map View at
the same time, even though the system needs to be selected in order to send a command to
the device that is shown on the map view. At other User Interfaces, such as a Living Unit
Control Post, if one User Interface because of fallback manages both doors and power and
light, the doors would always be displayed on the map view, and the power and light devices
(including TV) would only be displayed when that system is selected. Under these
circumstances if the power and light system was selected, and a door was chosen on the map
view, the system selection would change to the Door Control System and the commands
relevant to the state of the device chosen would be presented, and the power and light
devices would not be shown.

ﬁ Collins Bay Institute 2013 06 09 08:00 O
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.6 The systems that are currently envisaged as being managed at a control post User Interface
are:

1 PIDS (in MCCP)
.2 FAAS (in MCCP)

CCTV (in MCCP, V&C, and any other location where cameras are monitored and
controlled, except SIO)

Audio Monitoring (in V&C and SIO)

Security Management and Supervision System (in ECP, MCP, MCCP, range office)
Cell Call (in range office)

Power, Light and TV control

Security Patrol (in range office and Correctional Managers’ Office)

.9 Limited Call Intercom System (LCIS)

.10 Public Address (PA)

.7 When there is only one system active on a control post, there are no System Icons presented
in the Selection Tray. When there is more than one system active on a control post, the
systems available are presented in the Selection Tray. Selected versions of the icons are
shown below:

w

o N o o

ﬁ Collins Bay Institute 2013 06 09 08:00 o
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.8 Only one system can be selected at a time, and the commands that apply to that system are
shown in the Command Tray.
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7.4 Command icons

.1 The command icons presented are dependent upon the system selected, the device chose,
and the status of that device. They are generally 1.9 cm by 1.9 cm, with small variations
when available or selected. See Section 8 for details.

.2 In general, the sequence is to choose device (or devices) on the map view and then select a
command to be performed. In some cases there is information to provide to complete the
command, or there may be additional controls related to a command.

.3 In some cases, a command will always be available, such as to present a list.

.4 There are three other types of command icons, and each of these icons has its own shape
and size, however the size of the icon that is needed to make a selection or move a control
button will be 1 cm by 1 cm (although the visible part of the icon may not fill the entire space.
See Appendix A for details).

.1 Form icons for selection
.2 Selection icons
.3 Control icons

7.5 Status icons

.1 The status icons are presented in the Detailed Status Window, and are dependent on the
device chosen, and the command selected. They are generally unique to each system.
They are 1.75 cm by 1.75 cm, although the outside border of the icon is not visible, and so the
colored part of the status icon is smaller. See Section 8 for more details.

7.6 Map icons

.1 Map icons are presented on the Map View, and represent the true status of the device.
.2 Many of the map icons are unique to each system.

.3 Mapicons are 1 cm by 1 cm (the actual target) on a detailed map so as to be a minimum size
to be selectable. Map icons on an overview map are adjusted to be a minimum of .3 cm by .3
cm, although .5 cm by .5 cm is the size used in the examples in this section.

.4 The colored part of the icon is .8 cm by .8 cm (the visual target). There is a minimum space
of .225 cm (the padding to next target) between selectable map icons on a detail view.

.5 See Section 8 for details.

7.7 Structure icons

.1 The structure symbols or icons represent the physical elements of the institution, such as
walls, stairs, etc. Commands cannot be sent to them. They generally apply to all map views.
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8 OPERATIONAL RULES FOR USER INTERFACES

31 July 2014

8.1 Key principles

.1 One device, one command processed at a time

A

General rule is one device, one command. For some devices and commands,
several devices may be chosen (grouped), and the command sent to those devices
which are in the state that the command would apply.

In some cases, there may be more than one step to complete a command or there are
ongoing actions with that command — such as choosing a camera, selecting the
monitor to which the camera feed is sent, and then controlling the movement of a PTZ
camera. In this case, the user does not need to re-select the camera to first select the
feed, and then activate the controls.

The exception to this is that upon completion of the command, the Detailed Status
Window shows the device that had been chosen, and the status at the end of the
command. There is a 10 second window before the Detailed Status Window pops out
where another command to that same device may have a command sent to it. In this
case, the map icon would not flash to show selection, only the new state. The
Detailed Status Window would also show the new status.

a. For the Perimeter Security Ul in the MCCP, there is no timeout for the
Detailed Status Window and an MDS or FDS alarm. Once an alarm is
generated from an MDS or FPS, the map view shows the sector in
alarm, shows the FOV of the 4 cameras with the best view of that sensor
(which are also displayed on the CCTV monitor). There is no change to
the map view for that sector or the detailed status window until the
operator either clears the alarm, masks the alarm, or chooses another
sector.

.4 Note: For a description of how a second alarm is handled, see the Alarm Handling

section of this document.

.2 Change in state of an icon

A

Every touch of an icon results in a change in the visual appearance of the icon
selected to indicate it was selected.

Every action by the user is reflected in a change of state of one or more icons on the
Ul.

An icon flashes when an action is required. The confirm icon or RFID confirm icon or
Alarm Acknowledge icon flashes when a confirmation of the command is required.
The alarm acknowledgement icon flashes when acknowledgement of an alarm is
required. These are the main types of states for the map icons and status icons.

Status

Action to indicate status

Reflecting current status quo (may be one of No flashing, may be one of many states
many states)

Device chosen for a command to be performed Map icon flashes alternately blue andits current

status until command completed or timeout is
reached

Alarm generated Map icon(s) changes to alarm icon(s) for that device

(red, and sometimes with an alarm bell inside)
Detailed Status Window icon shows alarm icon for
that device with red bell inside and bars indicating
alarm incrementing from 1 to 3.
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Icon nolonger flashes
Audible alarm sounds

Alarm acknowledged (alarm acknowledgement Same map icon no longer flashes
iconselected) Detailed Status Window icon shows alarm icon for

that device with red bell inside and no bars
Audible alarm stops

8.2 Operational rules

A

.10

1

A2

A3

Resting state of GUI shows:
.1 Map view
2 Standard action icons that apply
.3 System icons if the control post controls more than one system
4

Command icons that apply to that system are greyed out as no device chosen, with
the exception of general commands that are Ul specific and not device specific, such
as displaying a list.
Map view always provides the real status of the device: NOTE inmate enable still to be
determined.

When user logs in, Login Status icon changes from grey to black.
Users logged out after 60 seconds of inactivity, and Login Status Icon changes to grey.

When systems logged off (Login Status Icon is grey), no commands are displayed in the
command tray

When user logs in, and there is only one system configured for that control post, there is no
system icon shown in the selection tray and the commands for that system are shown as
unavailable [until a device is chosen]. If more than one system is accessible at the control
post, the systems are displayed in the selection tray.

If there is more than one system configured for that user interface, the only time no system
would be selected is when the monitor first comes up. Otherwise, there would always be one
system selected. l.e., the system does not become unselected after an elapsed period of
inactivity.

If there are multiple systems controlled by that post, as soon as one is selected, the
commands relevant to that system are displayed in the command tray and shown as
unavailable.

As soon as a device is chosen, the commands that can be applied are displayed in the
Command Tray, with those that are applicable to the device in its current state shown as
available. Other commands are shown as unavailable. Detailed Status Window displays
detailed information as applicable, and an icon that represents the current status of the device.
As soon as a device is chosen, it flashes alternately between its current state and blue, and
flashes for 10 seconds. After 10 seconds, the device is no longer chosen, stops flashing, and
commands no longer displayed as available. Detailed Status Window is popped out after 10
seconds as well. Commands become unavailable until another device is chosen, or another
system is selected (if that is applicable) and a device is chosen.

When a device is chosen, choosing the device again de-selects it within the 10 second
window. Selecting “Cancel” also de-selects a device or a command. Touching another part of
the screen does not de-select a device. De-selecting requires an active step avoiding the
situation where an accidental touching of the screen can terminate the choose device / select
command sequence.

A device previously chosen as part of a group of devices can be de-selected by choosing the
device again. In this case, selecting cancel de-selects all of the chosen devices

When a command is selected for a device, that command is shown as selected, and other
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14

.15

.16

A7

.18

.19

.20

.21

.22

.23

.24

.25

.26

.27

commands are shown as available or unavailable as appropriate. The Detailed Status
Window reflects the command selected, and in the case of a slider door that has sensors to
indicate door movement, the current status of the door (ie opening or closing).

If a command is to be confirmed, the other commands are shown as still available until the
command is confirmed. Then the command tray reflects the commands available and not
available as a result of the change in state of the device resulting from the command.

If a command is to be confirmed, another command can be selected and replaces the
previous selection (as long as it is available and applies to the chosen device in its current
state). In other words, you can change what command is selected without having to choose
the device again, as long as the confirm icon is not selected or the RFID card is not scanned
(as long as confirmation is required).

Once a command is selected and a confirm is required, the user has 10 seconds to confirm
the command before the Ul returns to its previous state before the device was chosen.

If the command is one that can continue to be engaged with the device (such as recording
audio or a camera feed directed to a monitor), the selected device turns green.

If another device is chosen the Detailed Status Window and the command tray reflect the
current state of that device, even if other commands are still be in progress against other
devices. [The system cannot be held up waiting for a command to be complete before
another command can be applied to another device.]

If multiple devices are chosen, the 10 second time out takes place after the last device
chosen. Choosing another device as part of a group of those devices effectively resets the 10
second timer.

When multiple devices are chosen, the Detailed Status Window lists the devices chosen, and
if all devices have the same status, an icon representing that status is displayed. If there is
more than one status amongst the devices chosen, no status icon is displayed in the Detailed
Status Window.

When multiple devices are chosen as a group and there are different statuses for the devices,
all commands that can apply to any of the devices are available. If a “close” command is
chosen, and some doors are open, then the command is only sent to the doors to which it
applies. The Detailed Status Window then reports which devices were sent the command,
and to which devices the command was not sent as it did not apply.

If a command is in progress against a device with the Detailed Status Window showing the
current status of the device, then the device does not need to be re-chosen to send a new
command to that device. Example, slider door that is opening or closing can have “close” or
“open” respectively selected while the previous command is still being completed. As long as
that device is displayed in the Detailed Status Window, commands can be sent to that device.
The Detailed Status Window pops out 10 seconds after the command completes. This
provides a 10 second window to send another command to the device.

When the command is complete, the Detailed Status Window continues to display the current
status, and after 10 seconds, the Detailed Status Window pops out, and the icons in the
Command Tray return to the unavailable status until a device is chosen.

For doors and barriers, where there is an ability to know whether the door is moving, the door
icon will be yellow while the door is moving. When the door stops — whether for open cuff
mode or after a stop command, the door icon will be insecure (red).

Where there is a control post that is controlling an area that does not easily fit onto one map,
which means that all the devices being managed from that post cannot be displayed at a size
that allows for their selection on a touch screen:

There is a representation of the whole area being monitored (called an overview map), with an
icon (magnifying glass) on the map to provide a detailed map of a specific wing or area. It is
pre-determined how many detailed maps can be selected from the main Map View of the
entire area of control

When a detailed map is presented, there is an icon representing how to return to the overview
map.
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8.3 Alarm handling

A

Alarms have two states:
.1 Alarm generated
.2 Alarm acknowledged

If a detailed map is being presented on the Ul, and the alarm is generated from an area that is
not displayed on the detailed map, the overview map for that area is presented.

When an alarm is generated at a control post, the map icon changes status and flashes, and
the Detailed Status Window pops up to display the information about the alarm, and to present
a status icon.

The alarm is acknowledged by selecting the Alarm Acknowledge icon:

.1 Eliminates any switching of maps (which would require a visual re-orientation by the
officer)

Becomes a consistent set of steps to acknowledge any alarm

Faster time to acknowledge an alarm, as the user does not have to re-orient
themselves to the new map

.4 Leaves the overview map in place to constantly provide status of area under control of
that post

.5 Consistent set of iconography for every stage in alarm acknowledgement
.6 All the user can do is acknowledge the alarm - there are no other commands that are
able to be applied to the device in that state, so there is no need to switch the map
view to one that displays the map icons of a sufficient size to send a command to
.7 Consistent with philosophy of every action by the user results in a change of state of
one or more icons
.8 Enables a more consistent alarm handling between MCCP and control posts
All unacknowledged alarms are deemed acknowledged when this icon is selected.
If there is more than one alarm generated, and there are different audible sounds for the
alarms, the sound that is generated is that of the highest priority alarm. There is only one
sound generated at a time at a GUI. [Note: fire alarms may be an exception as there may be
an audible alarm from the fire panel]
If there are more than one alarm unacknowledged at the GUI, there is a change in the
frequency of the audible alarm to indicate that more than one alarm has been generated.
When there is more than one unacknowledged alarm, the status display changes to list the
unacknowledged alarms in order of priority.
Selecting the Alarm Acknowledge icon silences the audible alarm.

This table shows how the three states of an alarm is represented on all Uls, except SIO Ul,
where there are no alarms presented at the Ul which require acknowledgement by the SIO:

Alarm State Map icon Detailed Status Window icon

Audible
Alarm

Alarm generated Map icon changes to Detailed Status Window icon shows alarm Yes

alarm icon for that icon for that device with red bell inside and
device (usually red with iconis flashing and bars indicatingalarm
alarm bell inside) incrementing from 1 to 3.

Alarm selected in Same map icon Detailed Status Window icon shows alarm Yes
Detailed Status continues to flash icon for that device with red bell inside and

Window

bars indicating alarm incrementing from 1 to
3. Icon nolonger flashes,
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Alarm acknowledged
(using alarm
acknowledged icon)

Same map icon no
longer flashes. Ifitisa
faultalarm, theicon
turns magenta.

magenta.

Detailed Status Window icon shows alarm No
icon for that device with red bell inside and
no bars —alarm acknowledged status icon. If
this is a fault alarm, the status iconis

.11 If the officer has selected a device, and an alarm comes in before the command is chosen, the
device is de-selected and the alarm process must be followed. Once the alarm (or alarms)
has been acknowledged, the officer has to choose the device again.

.12 When there is an alarm generated, and there is a special situation, the officer can still select
the Special Commands icon without acknowledging the alarm. In this case, the audible alarm
will sound for one second every 5 seconds at half volume until the emergency state is cleared,
in which case the audible alarm will return to its normal sound until acknowledged. In these
circumstances, the Detailed Status Window will also list the device which has generated the
alarm (for Emergency Evacuation or for Lockdown). If there is more than one alarm generated,
then the audible alarm will be that of multiple alarm. The officer will not be able to
acknowledge the alarm until the emergency state is clear. Then the alarm process will be

applied.

.13 The following table describes the operational processes when there are alarms and other

actions in progress:

Action in progress when alarm
comesin

What happens when alarm
generated

What happens when alarm
acknowledged

Device chosen; and is flashing to
indicate selection

Device no longer selected

Device no longer selected

Device chosen; and is flashing to
indicate selection; command is
selected; no confirmation required

Command completes, but status not
updated in Detailed Status Window;
map reflects current status

Alarm generated, reflected in
Detailed Status Window

Detailed Status Window shows
current alarmstatus; status for
completing other command not
displayed

Device chosen; and is flashing to
indicate selection; command is
selected; confirmation required

Command does not complete;
device no longer selected;
commands are not available;
Detailed Status Window shows
alarm information

Detailed Status Window shows
current alarmstatus

Alarm generated, and need to
invoke a Special Command (see
Note 1 below)

As soon as Special Commands iconis
selected, alarm cannot be
acknowledged. Map changes and
detailed status window may not be
presented /available.

Audible alarm will be as described
below.

When Special Command is
completed, all previous alarms are
presented. Alarms that had been
generated and the alarm state
resolveditself —would not be
shown on the control post, but
would be shown on the MCCP
detailed alarm, and would generate
a timeout alarm at the MCCP.
Example —a door does not close
within a timeout value, which would
normally generate an alarm. If there
is a need to lockdown cells, ora
need to evacuate certain cells, that
alarm would not be acknowledged at
the control post. If thereis a
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timeout for an alarm, then it would
be reported at the MCCP.

System shutdown No alarms from the Ul as itis When system restored, only new
shutdown. Alarmis generated at alarms are presented. All oldalarms
the MCCP. are already captured at MCCP.

8.3.1 Alarm handling at the MCCP

A

The design requirement for the Ul for each control post lists all the alarms generated at the
post, and whether they are displayed and listed at the MCCP, and whether the alarm
generates an audible alarm at the MCCP.

All alarms are reported at the MCCP and displayed on the Active Alarm Display which is a
scrollable list of all alarms generated, listed in order of priority and then time generated. Once
an alarm is acknowledged or cleared, it is no longer displayed. Officers can choose to have
the Active Alarm Display shown or not.

The priorities described below are used to determine the order of display of the alarms in the
Active Alarm Display on the Interior Security Display Monitor. A Priority 1 alarm would be
displayed at the top of the Active Alarm Display, even if there are other alarms being displayed
that are lower priority. The Detailed Status Window will always display the highest priority
unacknowledged alarm, and the map will move to show the detailed map associated with the
location of that alarm, as per configuration data.

By using the Detailed Status Window to present the highest priority alarm, the Active Alarm
Display does not need to be sized to the minimum size used for the map icons in order to
select an alarm to be acknowledged.

When an alarm comes in, the map view shifts to provide a detailed view of the location of the
alarm. The level of detail is determined by the type of alarm, and is captured in configuration
data. Some alarms may not shift to a detailed map, for example a fire alarm from a building.
Other alarms, like a PPA, may trigger both a shift to a detailed map, and automatic display of
certain cameras on the CCTV display monitors (part of configuration data).

If an alarm of a higher priority comes in, the map shifts to display the new higher priority alarm,
the sound changes to one consistent with the new priority, and any other actions that may
have been underway are cancelled until the alarm is acknowledged.

With the density of alarms that are possible on the Interior Security Ul, the Ul may have a
large number of icons for alarms. Icons for alarms are never placed over the building
identifier. In an emergency where there may be a significant number of alarms coming in from
one building, given the priority of the alarms, it is very likely that there would be a detailed
display that allows all alarms to be shown in an uncluttered way. If not, the operator can
choose to display a detailed map by selecting the building name.
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8.3.2 Alarm priorities

.1 This is the current list of alarm and alarm priorities:

Location Alarm Category | Rationale for | Display Monitor Ack’d or reset at
category MCCP
Any location PPA and PALS Urgent— Life and safety | e Interiorsecurity Reset
ininterior Priority 1a of officer e Active alarm display on
interior security
Periphery Sensor alarm Urgent — Security e Perimeter security Reset
MDS or FDS: Priority 1b (publicsafety) | 4 Active alarm display on
interior security
PFV periphery | Sensor alarms, Major — Security e Mini PIDS often in MCCP on Reset or Ack’d
glass break Priority 2 Interior Security depending on alarm
alarms, window,
door
IR, motion
detection in
crawl space
Any control Control post Major— Majorincident | e Interiorsecurity Ack'd
post shutdown Priority 2 - Lifeand e Active alarm display on Note: MCCP can
safety of interior security shutdown and
officers and reactivate control posts
inmates (incl V&C)
Periphery or MDS or FDS fault | Major — Security e Perimeter security for Ack’d,
PFV periphery | or tamper alarm | Priority 3 perimeter; Interior security Can mask
for PFV
e Active alarmdisplay on
interior security
Any location Fire Alarm Major — Backup - life e Interior security Display only
ininterior Priority 4 and safety of e Active alarm display on
(for active officers and interior security
alarm inmates
display)
Interior, cells ICCS and Nurse Minor — Lifeand safety | e Range control post Ack'd
and medical Cell Call Priority5 of inmate e Nurses station
area Systems, . .
e Interior security
uncancelled and ] )
unacknowledged e Active alarm display on
interior security
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Location Alarm Category | Rationale for | Display Monitor Ack’d or reset at
category MCCP
Any location Fault or tamper Minor — Security — e Interiorsecurity No, can mask from
ininterior alarminanarea | Priority 7a lower in e Active alarm display on MCCP
not covered by priority as interior security
SMSS, i.e. no alarm may
one else to look resolveitself
atit; exit door
alarms; interlock
override
Any control Fault or tamper Minor — Security e CP responsible to manage Onlysounds in MCCP if
post Priority 7b those devices alarm escalated to the
alarms for the
devices that MccP
reportare
managed by that
CP
Any SMSS Interlock Minor Security e Interiorsecurity Ack’d
override Priority 7c e Active alarm display on
interior security
Any location Facility and Minor — Security e Interior security Ack’d
ininterior mechanical Priority 8 o Active alarm display on
alarms, UPS interior security
alarms,
operational
audio logger
alarms; includes
other system
failures
Any location PPA low battery Minor — Backup — e Interior security No
ininterior Priority 9a potential life o Active alarm display on
and safety of interior security
officers
Any location Alarms from Minor — Security e Interior security Ack’d
ininterior other control Priority 10 e Active alarm display on
posts that

generate an
audible alarm at
MCCP, usually
on timeout of
alarm
acknowledgeme
nt

interior security
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.1 Alarms from control posts that generate audible alarms both at that CP, the Correctional
Manager's CP and /or the MCCP are shown below:

Audible | Audible
Alarm
Rationale for Audible Alarm Alarm | Alarm
Category ; « MCCP or Alert | or Alert
categor a
sory at that atC™m
CP CpP
SMMS (range Shutdown Majorincdent - Life None,
office and Major— and safety of officers Sound 3 shut
otheraccess Priority 3 and inmates down
control posts)
T e e e Minor Security —lowerin Onlyif
o priorityasitidentifiesa | acknowledgement | Sound 5
reports to thatrange Priority 7
control post) possible risk timeout expired
. . Security —lowerin
Intedock override Minor — . L .
priorityasitidentifiesa | Sound 5 Sound 5
Priority 7 . X
possible risk
Doornotlocking within . Security —lowerin Onlyif
X . Minor — .. L. .
pre-specified time of briority 7 priorityasitidentifiesa | acknowledgement | Sound 5
; riorit
being dosed (usually 10 v possible risk timeout e xpired
seconds)
Dooropen too long Minor Security —lowerin Onlyif
(swing door),usually for o priorityasitidentifiesa | acknowledgement | Sound 5
60 B ariar bef Priority 7 X i . X
seconds after being possible risk timeout expired
released
Faultor tamperalarm for - Security —lowerin Onlyif
. nor —
window ordoororany o : ; priorityasitidentifiesa | acknowledgement | Sound 5
: riorit
otherdevice managed by v possible risk timeout expired
control post
Cell aall (range | Cell callnotanswered an?r_ _Llfe and safety of Sound 4 Sound4
office) within timer Priority 6 inmate
Security patrol Time limit has expired Minor — Life and safety of Re-use o] 0
oun
(range office Priority 6 inmate sound 1
and CM)
Time limit waming . .
- - Minor — Potential life and safety Re-use
internval for next security
Priority 9 of inmates sound 2

patrol
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V&C Shutdown Ma iof— Majorinddent - Life None,
.J. and safety of officers Sound3 Sl
Priority 3 and inmates down
Camera or microphone Minor — Security
tamper orfailure Priority 7
SIO None — the alarms that
show on the V&C Ul map
vieware alsoshown on
the SIO Ul map view, but
there are no audible
alarms at the SIO UI
Other range None
office systems
(lights),
exduding SMSS
(aka DCS)
All control System failure Minor — Security Alam
posts Priority 8 sound 5
onlyif
the
Alam sound 5
other
systems
are still
up;
Faultor tamperalarms Minor — Security Alarm sound 5
for the devices that Priority 8 Onlyif Alarm
reportare managed by acknowledgement | sound 5
that CP timeout expired
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9 LIST OF COMMON COMMANDS ACROSS ALL USER INTERFACES

.1 Allicons are available from CSC in .png format.

9.1 Structure icons

.1 All of these icons are static, and no commands can be sent to them. They indicate the
physical presence of a structural element on the Map View.

Icon

— Location Icon Name lcon Description for Help

Description

Perimeter fence S1_perimeter_fe Indicates outer perimeter of institution to

- location Map area nce indicate location, but not the monintored
status

Sally port Map area S3_sally_port Indicated location of a sally port

Yard fence Map area S4_yard_fence At | Indicates a fence for a yard

Exterior wall Map area S5_exterior_wall — Indicates an exterior wall

Interior wall Map area S6_interior_wall Indicates an Interior wall

Stair case Map area S9_stair Indicates a stair, with anarrowindicating
direction of changein elevation.

Locked Map area S10_locked Indicates that the object on which the

indicator locked iconisin place can be locked
manually. For a door itindicates that it
can be locked manually, andis located in
an area that offenders and visitors have
physical access to, and must be kept
locked unless unlocked for a specific
purpose.

Door, notunder | Map area S11 _door Indicates a door thatis not under control

DCS — of a DCS, where you want to know the
location of the door.

Male washroom | Map area S12_male_washr Indicates a washroom for men.

indicator oom

Female Map area S13_female_was Indicates a washroom for women.

washroom hroom

indicator

Generic Map area S14 generic_wa Indicates a washroom for men or women.

washroom shroom

indicator
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Cabinet Map area S15_cabinet Indicates a cabinet that has alock that will
generate an alarm. Cabinets that do not
L1 generate alarms are not placed on the
map view.
Interior partial Map area S16_partial_wall Indicates a partial wall that does not go to
wall the ceiling.
Road Map area S17_road Indicates a road over which vehicles with
_———n mobile sensor data (or GPS) may be
tracked and displayed.
Windowed wall | Map area S$18_windowed _ Indicates aninterior wall with windows to
wall - provide observationinan area where
L 8§ 8 1]
inmates can be present
Wall continues Map area S19 wall_contin Indicates that the wall on the drawing

ues

continues into another floor plan or
building

Barred wall

S20_barred_wall

Indicates a shaft

S21_shaft fill

Indicates a shaft thatis generallyicon

S22_circular_stai
rs
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Icon . -
. Location Icon Name Icon Description for Help

Description

Ul logged in Login area 1 Ul _logged in Ul is active. Select to turn off the Ul. The
icon turns grey, and no commands are
available for selection. The map view s
still presented.

Ul logged out Login area 2 Ul logged o Ul is not active. Login to activate the Ul.

ut Theicon turns black and commands are

available for selection. Default map view
for that Ul is presented.

Confirm Selection 3 _Confirm Used to confirm a command or selection.

Tray If confirm is required, the confirm icon will
flash.

Selection 4_Confirm_sele Confirm has been selected.

Tray cted

Cancel Selection 5_Cancel Used to cancel any command or action.

Tray Selecting cancel will cancel any other
selection(s).

Selection 6_Cancel_select The cancel command has been selected,

Tray ed and any other selection has been
cancelled.

Emergency Selection 7_Emergency Used to select emergency actions.

Tray Selecting this icon will bring up the
possible emergency actions that can be
chosen.

Selection 8_Emergency_s Indicates Emergency command selected,

Tray elected and that the Ul is in an emergency state.

Help Selection 9 Help g Used to apply help toanicon

Tray
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Selection 10_Help_select Help has been selected, and the
Tray ed explanationis displayed in the Detailed
Status Window. Choosing cancel or
choosing another command will clear the
help text from this window.
Map Selection 11 _Map_choos Used to select a map to displayin the Map
Tray e View. Map thumbnails are displayed
Selection 12_Map_select Indicates thata map can be chosen to be
Tray ed displayed on the main part of the Ul
RFID confirm Selection 13_RFID_confir Used to confirm a command or selection
Tray m with swiping of an RFID card. If confirm is

required, the confirm icon will flash.

Selection 14_RFID_confir A swipe of an RFID card has confirmed the

Tray m_selected command or selection.
Emergency 34_Emergency_ Presents an emergency checklist which
checklist checklist can provide detailed steps
35 Emergency checklist has been selected

Emergency_che and the emergency checklist is presented

cklist_selected

Acknowledge 42_Ack_alarm Used to acknowledge an alarm and turn
alarm off the audible alarm. Icons for alarms
show the ‘active alarm unacknkowl edged”
state.
43_Ack_alarm_ Indicates that the alarm has been
selected acknowledged. Icons foralarms now

show the ‘alarm acknowledged” state.
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9.3 Special command icons

Icon - Location Icon Name Icon Description for Help
Description
Emergency Pops upin 15_Emergency Used to select Emergency Lockdown.
lockdown System _lockdown When selected, the other two icons
Selection disappearindicating thatan
Tray Emergency Lockdown is in progress,
LOCKDOWN and only commands related to that
state are displayed.
Emergency Pops upin 16_Emergency_ Used to select Emergency Evacuation.
evacuation System evacuation When selected, the other two icons
Selection disappearindicating thatan
Tray Emergency Evacuationisin progress,
EVACUATION and only commands related to that
state are displayed. A specific
Emergency Evacuation map, if
configured, is presented when this icon
is selected.
Emergency Pops upin 17_Emergency_ Used to select Emergency shutdown.
shutdown System shutdown When selected, the other two icons
Selection disappearindicating thatan
Tray Emergency Evacuationisin progress,
SHUTDOWN the map view is greyed out, and only
commands to confirm or cancel the
Emergency Shutdown are presented.
Emergency Shutdown turns off the GUI
atthat control position, andit can only
be re-initiated from a remote location.
Emergency Pops up on | 36_Emergency_ Are you really sure? | sed to confirm Emergency Shutdown
shutdown map area shutdown_conf ] with a double confirmation.
confirm irm Sii?g;ﬂn Emergency Shutdown turns off the GUI
atthat control position, andit can only
be re-initiated from a remote location.
Select detail Only on 37_Detail _View Displayed on an overview map to
map some map select a detail map of the chosen area.
views
Select overview | Only on 38_Overview Displayed on a detail map to return to
map some map the overview map that presents the
views entire status of the area.
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Reactivate Pops upin 39 Activate_co Used to reactivate a shutdown control
control post System ntrol_post post.
Selection
Tray
ACTIVATE
Emergency Pops upin 40_Emergency Used to shutdown a V&C control post
shutdown for a System _shutdown_CP A
control post — Selection A
at this pointcan | Tray
only be applied SHUTDOWN
to the V&C
Emergency Pops upon | 41_Emergency | Areyoureally sure? | confirmation of shutdown of the V&C
shutdown map area _shutdown_con ) control post
. ) Confirm
confirm for V&C firm_V&C V&C
Shutdown
Activate a Pops upin 44 Activate_co This shows that activatinga Control
control post system ntrol_post_sele Post Status Display has been selected.
selected selection cted
tray
ACTIVATE
Shutdown a Pops upin 45 _Emergency_ This shows thatshutting down a
control post system shutdown_CP_s v Control Post Status Display has been
selected selection elected A selected.
tray
SHUTDOWN
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9.4 Common icons across multiple systems

Icon . A
— Location Icon Name Icon Description for Help
Description
Keyboard for Pops up C1_keyboard_A a a This keyboard provides the ability to
accents for A above - T select the different accents for the letter A
keyboard a a 4 for all required languages.
Keyboard for Pops up C1_keyboard_E 6 @& @ This keyboard provides the ability to
accents for E above - - select the different accents for the letter E
keyboard e e ¢ for all required languages.
Keyboard for Pops up C1_keyboard_| i i This keyboard provides the ability to
accents for | above ~ - select the different accents for the letter |
keyboard | | ! for all required languages.
Keyboard for Pops up C1_keyboard_O 6 o This keyboard provides the ability to
accents for O above = - select the different accents for the letter
keyboard 0O 0 O O for all required languages.
Keyboard for Pops up C1_keyboard_U u U This keyboard provides the ability to
accents for U above - - select the different accents for the letter
keyboard u u u U for all required languages.
Keyboard for Pops up C1_keyboard_Y e @8 ¢ This keyboard provides the ability to
accents for Y above - - select the different accents for the letter Y
keyboard ey Yy for all required languages.
Alpha numeric Pops up C2_keyboard_al wwiwi e ey | Alpha numeric keyboard for data entry
keyboard under pha_numeric ARG <
&
detailed
status
window
Calendar Pops up C3_calendar 4{ February2013 p || Calendar to choose dates for reports or
under || data entry
detailed 2930311 2 3 4
elalle 567 8 910N
status 12 13 14 15 16 17 18
window 19 20 F5] 22 23 24 25
26272821 2 3
Select time Part of C4 _select_time T ? m Numeric keypad to choose time for
report —_— e — reports
selection 45 @
parameters — §~ @
0/«
Select time Part of C5_select_time_ 11213 Numeric keypad to choose time for
greyed report greyed reports whichis greyed out when that
selection 4156 specific field is not ready for data entry
parameters
711819
0 L x|

Field for data
entry

C6_field_enter

-

Indicates a field where data is to be
entered
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Field available C7_field_enter_s Indicates a field thatis available for data
for data entry elected entry
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Icon

— Location Icon Name Icon Description for Help
Description
Perimeter Selection 18_perimeter_ Used to by operator to choose
monitoring Tray monitoring commands related to perimeter
monitoring, which may include PIDS,
PIDTS and / or SIDS.
Selection 19_perimeter_ 1. Indicates perimeter monitoring
Tray monitoring_sel Tk system commands are available for
ected ,}, 3 selection
v ﬁ /
Alarm Selection | 20_alarm_moni \\\ Used to by operator to choose
monitoring Tray toring commands related to the alarms that
’ are routed to the Alarm Monitoring
GUI
Selection | 21_alarm_moni Indicates alarm monitoring
Tray toring_selected N commands are available for
selection
CCTV Selection 22_CC1V .. Used by operator to select
Tray - commands related to CCTV
Selection | 23_CCTV_select Indicates CCTV commands are
Tray ed .. available for selection. When
selected, the field of view of PT or
\ / PTZ cameras are displayed on the
\/ GUL.
Guard tour Selection | 24_Guard_tour Used by operator to select
Tray commands related to guard tour
Selection | 25_Guard_tour Indicates guard tour commands are
Tray _selected * available for selection
Door control Selection 26_Door_contr Used to by operator to choose door
system Tray ol_system commands
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Selection 27_Door_contr Indicates door commands are
Tray ol_system_sele available for selection
cted

Cell Call Selection | 28_Cell_call Used to by operator to choose cell
Tray call commands
Selection | 29_cell_call_sel Indicates cell call commands are
Tray ected available for selection

Power and Selection 30_Power_and

light control Tray _light
Selection 31_Power_and
Tray _light_selected

Audio record Selection 32_Audio_recor Used to by operator to choose
Tray d commands related to audio

recording

Selection | 33_Audio_recor Indicates audio recording commands
Tray d_selected are available for selection
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10 DETAILED SPECIFICATIONS FOR ICONS, POSITIONING AND COLOURS

10.1 Colours

GUI and lcon Standards
* Monitor Size =475 mm x 267 mm

CSC Red . RGB= 237/28/36 CMYK=0/100/100/0
CSC Magenta Dye= RGB =202/48/146 CMYK = 18/94/0/0
CSCOrng/Yel.= RGB =253/ 187/48 CMYK=0/29/91/0
CSC Yellow= RGB = 255/242/0 CMYK=0/0/100/0
CSC Green: . RGB=0/133/63 CMYK=95/100/27
CSC Blue: . RGB=0/74/139 CMYK=100/66/025
CSC Black: . RGB=19/24/25 CMYK=75/64/63/80
CSC Grey Stroke on Icon: . RGB=99/100/102 CMYK=0/0/0/75

CSC Grey in Icon Fill: RGB=218/217/217 CMYK=14/10/11/0

Apple Grey Background : RGB = 230/ 230/ 230 CMYK=8/7/6/0

CMYK=45.31/ 36.33/35.16/1.56

. RGB= 146 /148 / 151

RBG=242/241/240

Building in MCCP - grey fill

Perimeter Line (site maps) CMYK:3.91/3.13/3.13/0
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10.2 Detailed icon sizing

GUI and Icon Standards

CSC Grey Stroke on Icon (.75 pt size) : RGB=74/81/90
Selected icon yellow RGB=253/187/48
CSC Grey in Icon background fill: RGB= 217/217 /217
Icon graphic Black 100%

Door icon graphic RGB=176/176/176
Door - grey outline - .18 pt size rule RGB= 0/0/0/31
GUI Monitor - Grey Background : RBG = 240/ 240/ 240

CMYK=71/59/49/0

CMYK= 0/29/91/0

CMYK=14/10/11/0

CMYK = 31% Black

CMYK = 75% Black

CMYK=4/3/3/0

Spacing on GUI (Map)
Tcmx1cm .
.225 cm between icon outer limit

. .8cm x .8 cmgreen icon

. .5cm x .5 cm green icon in cells for overview map

Green lcon =
RGB=18/178/76
CMYK=80/0/100/0

Grey Stroke =
RGB=1167/169/172
CMYK=0/0/0/40

Line Weight = .75 pts
dash=4pts gap=2pts
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10.3 Positioning of command icons

GUI and Icon Standards

/ Top Edge of Monitor

- 2 = " | height of information box
Officer Nancy Brown ( — 0.5749 inches
Arial Bold, 16 pt. width of box = 2.6349 in

100% Black |

0.2926 inch space between icon
¢ and information bar
Arial Narrow, 12 pt. Y o) |
100% Black «—>4— 0.2287 inch space between icon and right
| edge of monitor

1.111 pt. line rule box, Light Blue — |

CMVKi 16/0/0/10 g i{—'— 0.2095 inch space between icons
RGB=190/216/230 / \ |
) |

i {—'— 0.1704 inch space between icons

(@ |

/|

2.
0.1104 inch space between icons

.& |4— Right edge of monitor
— -
— |
Regular Command Icon: 5674
ey . [ ® |
icon is 1.949 cm wide m 3
icon is 2.0074 cm cm high o = |
—

L4
i 4—L 0.2095 inch space between jcons

Selected Command Icon: |
icon Is 2.4045 cm wide d |
I

\ /// icon is 2.3469 cm high

J

|«

Unavailable Command Icon:
icon is 1.9226 cm wide
icon is 1.9226 cm high

Correctional Service Canada
Technical Services Branch 44



Hectronic Security Systems

Design Requirement 31 July 2014
10.4 Detailed status window
LL GUIs - Breakdown of Colours & Greys used in CSC GUIs and Icons
Cell ID 12 pt. Arial Narrow Reg., Centered
John Doe
Date & Time 10 pt. Arial Narrow BOLD., Flush Left
New Status 10 pt. Arial Narrow REG., Flush Left
- "
-—:— 1.75 cm in height (icon)
|
J—
1.264 pt Line, Blue= 190/216/230 (R/G/B)
16/0/0/10 (C/M/Y/K)
Date Time _ Order of Standard Items Listed in Status Window
Sensor 1 Alarm generated Device ID 1. Locati.on,. ffdiffereprfrom location of U.1.
Sensor2  Alarm generated Date & Time 2 gescgprrfon Identifier (i.e. Door XYZ)
Sensor 3 Alarm generated New Status Z St(;r:ts fme
Sensor4 NOALARM
Example
Sensor5  Alarm generated (Device) (Device ID)
Sensor6  Alarm generated Door CBBO06-05 small
amount of
" white space
Date & Time
New Status ok
cancel
icon
Last Name First Name FPS Auth. No. Type Start Date End Date
O Thumb Tom 123456  2013-1 Restricted  Jan.1,2013  Jan. 31,2013
. Doe John 431837  2013-4 Unrestricted  Jan.4,2013  Feb.4,2013
O Shoe Joe 938374 2013-8 Unrestricted Jan.8,2013  Feb. 15,2013
O Pending Unrestricted
O Pending Restricted Restricted

line weight=1.11 pts.

Line colour (RGB) 190/216/230

No fill in box!! (monitor grey shows through)
*Corner radius =.18 pt (matches cancel button)
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10.5 Special icons

GUI and Icon Standards

Cell Tables Cell Tables
(i’ Colour Blue = RGB: R100 G120 B189 Line Weight= 0.501 pt,

- CMYK: C=100 M=42 Y=4.3 K=0 Line Colour= 100% Black

Icon Height= .8cm
Colour - Green= RGB: R29 G178 B26

. CMYK: C=79.7 M=0 Y=100 K=0

— Font:
ﬂ@)} @ Green circle size =.0.36 cm x 0.36 cm 25 «— Avrial Narrow, 10.8 pts,

= 100% black

System Icons - Emergency:
icon is 2.5 cm wide
icon is 2.5cm ¢cm high

EVACUATION

System Icons - Emergency:
icon is 2.5 cm wide
icon is 2.5cm cm high

System Icons - Emergency:
icon is 2.5 cm wide
icon is 2.5¢cm cm high

SHUTDOWN

System Icons - Regular:
icon is 1.905 cm wide
icon is 1.905 ¢m cm high

System Icons - Selected:

icon is 2.3961 cm wide
icon is 2.681 cm high
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10.6 Sizing for Ul overall
GUl and Icon Standards

GUI DiMensionss 47 Sme wiies 267 me

ﬁ e  Collins Bay Institute [ e 201207 11 0800 )

e Mancy Brows

YHEONE
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10.7 Sizing on left hand side of display

GUl and Icon Standards
{Left Hand Side of GUI Master page)

GUIl Dfmensions: 475

Elack “keyline” on 4 sides. Reference Use Only. Indicates th

~ Collins Bay Institute

+ .

The mumibrer of icons will vary in centre; they are centered in space betwoen feft-hand. side icon group and right-hand-icon group
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10.8 Sizing on right hand side of display

GUI and Icon Standards
(Left Hand Side of GUI Master page)

Ite ._._'__2012 07 11 08:00 o

Officer Nancy Brown
-

Fant Arial fed, 16 pe, (o

Font: Arial Narow, 1.

Ve

e

Sedected Command fcon:

)

W

-

b7y

r Commmand Jowin:
0735 rrers ke s 16,542 m

ol

2535m r
centre of keon:

,
4

5]

Unavallable Command fcon:
n=T9.281 e 5 19281 o

? BORLOO

wand-fcon groug
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10.9 Details of structure icons

Type of map Example

L1 Site Maps
L2 V&C Areas,
Some floor plans

Building maps used at
Interior Security.

L3- Floor Plans, often entire
Overview floor of building, i.e.
Map Ground Floor
Control post to monitor
status
L3- Part of a floor plan,
Detailed map  bigger than V&C area

Control post to choose
icons to send commands
to

GUI and Icon Standards

Weight of lines

.523 black line
(outline on buildings)

Line weights are

3 pt. (Interior, exterior,
windowed walls, barred
walls)

Half-walls are .7 pt.
Elevators=.75 pt.
Stairs=.5 pt width
Symbols= 1.5 pt
Doors= .5 pt

Line weights are

1 pt. (Interior, exterior,
windowed walls, barred
walls)

Half-walls are .5 pt.
Elevators=.5 pt.
Stairs=.2 pt width
Symbols cont. walls=
0625 pt

e Doors=.2 pt

Line weights are

2 pt. (Interior, exterior,
windowed walls, barred
walls)

Half-walls are .6 pt.
Elevators=.6 pt.
Stairs=.35 pt width
Symbols cont.walls= 1.25 pt
Doors Lines= .3 pt
Perimeter Line= 3 pt.
weight, it is a dashed line
(dash is made up of 1
pt.dash, and 3 pt. gap

Colour

R=145 B=147 B=150
(fill inside buildings)

o Exterior line=100% black

* |nterior Line colour is
R=145 G=147 B=150

* Half-Walls=
R=99 G=100 B=103

* Doors= white fill with black
outline

« Shaft areas are have continuous
black dot fill (half-tone dot)

o Exterior line=100% black

* |nterior Line colour is
R=145 G=147 B=150

* Half-Walls (colour)=
R=99 G=100 B=103

* Doors= white fill with black
outline

o Shaft areas are have continuous
black dot fill (half-tone dot)

o Exterior line=100% black
 |nterior Line colour is R=145
G=147 B=150
¢ Half-Walls=
R=99 G=100 B=103
¢ Doors= white fill with black
outline
o Shaft areas are have continuous
black dot fill (half-tone dot)
* Perimeter line colour:
RGB: 240 / 240/240
CMYK: 4/3.5/3.5/0

Graphic Example

sesssnsnsenee

Note: Doors - Length of doors may vary in any of these Map levels; the door length is based upon the blueprint, and the

length can vary per institution.

Correctional Service Canada
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Abbreviation
API
ATP
BIFMA
CA
CCDA
CCTV
CD
CER
COTS
CSA
CSC
DCMS
DES
EIA
FAAS
FAR
FDS
FIU
GFE
IVRMS
IP
MCCP
MDS
MTBF
MTTR
NAR
NTP
PA

PC

Pd
PIDS
PIU
PLC
RFP
RTEO

TABLE OF ABBREVIATIONS

Expansion

Application Programming Interface
Acceptance Test Procedure

Business & Industrial Furniture Manufacturers Association
Contract Authority

Command Control and Data Acquisition
Closed Circuit Television
Commissioner’s Directive

Common Equipment Room
Commercial-Off-The- Shelf

Canadian Standards Association
Correctional Service Canada

Door Control and Monitoring System
Director Engineering Services

Electronic Industries Association
Facility Alarm Annunciation System
False Alarm Rate

Fence Disturbance Detection System
FAAS Interface Unit

Government Furnished Equipment
Inmate Voice Recording and Management System
Interet Protocol

Main Communications and Control Post
Motion Detection System

Mean Time Between Failure

Mean Time to Repair

Nuisance Alarm Rate

Network Time Protocol

Public Address

Personal Computer

Probability of Detection

Perimeter Intrusion Detection System
Perimeter Intrusion Detection System Integration Unit
Programmable Logic Controller
Requestfor Proposal

Regional Technical and Engineering Officer

31 July 2014
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Abbreviation
PPA
PPAL
scC
SI0
SOR
SOw
STR
TCP/IP
TER
UPS
V&C
VDU
VIRS
VMS

Expansion

Portable Personal Alarm

Portable Personal Alarm Locatable
Security Control Centre

Security Intelligence Officer
Statement / Observation Report
Statement of Work

Statement of Technical Requirements
Transport Control Protocol/Internet Protocol
Telecommunications Equipment Room
Uninterruptible Power Supply

Visits and Correspondence

Video Display Unit

Visits Intercept and Recording System

Video Management System

31 July 2014
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TABLE OF DEFINITIONS

# Term Example
Administrative
User Interface
2 Application Cell Call
Management, PA
Management

3 CCTV Monitor PIDS or Range CCTV
Monitor

4 Client

5  Configuration
Data

Site floor plans
showing quantity of
cameras, doors,
cells etc. Camera
locations. Number
of User Interfaces
required ina Post.
6  Configuration

User Interface

7 Contract
Authority

8 Contractor

MCCP Console,
Living Unit Control
Post Console

9 Control Console

Description

Monitor and Software that
supports task specific User
Interaction for System
Administrators,located in a
secure area

Software thatis used to deliver
Application Support functionality
for a sub-system

Computer Monitor Hardware

Rack mounted computer located
ina secure area away froma
Control Post or Control Desk.

Site and System specific
information typically supplied by
CSC that defines how a sub-
system Applicationis to be set-up
for asite, location within a site, or
post.

Monitor and Software that
supports task specific User
Interaction,located in a secure
area

Public Works and Government
Services Canada (PW&GSC) is
responsible for all contractual
matters associated with the
system design and
implementation.

The company selected as the
successful bidder.

Console, typicallylocated in a
Control Post. Serves as the
physical supportinfrastructure for
Operator User Interfaces

31 July 2014

Function

Provides Administrative
Personnel with the ability to
map enrolled users to the
functional domains that they
are allowed to access and
change

Software that provides the
Operator Interface and
supporting logic that allows a
sub-system (Control Domain)
to be managed

Displays CCTV images for
Operator viewing

Runs software and supports
one or more Application

The configuration data
provides the information
that a sub-system application
requires to tailorit to meet
site, location within a site, or
post user requirements.

Allows suppliers or qualified
personnel to add, delete and
modify Application
Configuration

Contains User Interfaces or
Control Panels used by staff
to execute their
management responsibilities
andinteract with the
Domains over which they
have Control

Correctional Service Canada
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#
10

11

12

13

14

15

16

17

18

Term

Control Desk

Control Domain

Control Panel

Control Post

Custom
Equipment

Design Authority

Device

Enrolment User
Interface

Maintenance
User Interface

Example

Living Unit Control
Desk

Cell Call, Guard
Tour, Public
Address

PACP, Fire Alarm

Living Unit Control
Post/MCCP

CCTV Camera,

Managed Door, Call

Origination Device

Description

Desk, typically located in a Control
Post or Office. Serves as the
physical support infrastructure for
Operator User Interfaces

A group of Physical and Virtual
devices or objects, often
supported by specialized
hardware and software, that
performs a set of related
functions

Hardware and Software device
that provides an Operator
Interface (1/0O device), located ina
Control Post

Room or area, typicallylocated in
a secureareainaninstitution

Equipment designed and/or
manufactured specifically for a
specific contract.

Director, Electronic Security
Systems (DES) Correctional
Service of Canada (CSC) is
responsible for all technical
aspects of the system design and
implementation.

A specialized device, typically
consisting of hardware and
software

Monitor and Software that
supports task specific User
Interaction, located in a secure
area

Monitor and Software that
supports task specific User
Interaction, located in the CER or
Maintenance Service Provider
Office

31 July 2014

Function

Equipped with User
interfaces used by staff to
execute their management
responsibilities and interact
with the Domains over which
they have Control

Collect information, or
activate capabilities in their
operational domain

Allows Operators to manage
one or more Domain

Room used by staff to
execute their management
responsibilities and interact
with the Domains over which
they have Control

Provides data collection or
activate functions associated
with a specific system or sub-
system

Allows Designated Personnel
to enroll and delete Users
from the Command, Control
and Data Acquisition System.

Provides Maintenance
Personnel with the ability to
interact with one or more
Systems to carry out their
day to day tasks to
troubleshoot and maintain
Systems and Subsystems

Correctional Service Canada
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#
19

20

21

22

23

24

25

26

27

Term

Notification

Off-the Shelf

Operator User
Interface

Project Officer

Reporting User

Interface

Server

State

Sub-system

System

Example

Notification thata
door is opened, or a
door is closed, or a
sensorisinalarm

PIDS Display, Door
Control and
Monitoring System
Display

Network Video
Recorder

Cell Call, Guard
Tour

PIDS

Description

A notificationis a message that
can beshown on a User Interface
and/orlogged in a database that
represents a changeinstateor a
command initiated by an
operator.

Equipment currently on the
market with available field
reliability data, manuals,
engineering drawings and parts
price list.

Computer Monitor and Software
that supports User Interaction
(1/0 device)

A CSC employee or a contracted
person designated by DES to be
responsible for the
implementation of the project.
Monitor and Software that
supports task specific User
Interaction, located in a secure
area

Rack mounted computer that runs
software and is located inan
equipment room such as a CER or
TER

The state of a device as reported
to a sub-system or system

A group of Physical and Virtual
devices or objects, often
supported by specialized
hardware and software, that
perform a specific set of related
functions

A group of Physical and Virtual
devices or objects, often
supported by specialized
hardware and software, including
devices from sub-systems that
perform a more general set of
related functions

31 July 2014

Function

Provides an Operator with
the ability to interact with
one or more Systems to carry
out their day to day tasks at
a Control Console or Control
Desk

Provides Management
Personnel with the ability to
access preconfigured reports
and to create custom reports
Runs software thatis used to
deliver services that support
Command and Control
Applications to connect to
sub-systems

This is a logical
representation of the state
of a device thatis being
monitored or managed
Collects information, or
activates capabilities in their
operational domain

Collects information, or
activates capabilities in their
operational domain

Correctional Service Canada
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# Term Example
28 Touch Screen Door Control and
User Interface Monitoring System

User Interface

29 Workstation

Description

Typicallyan LCD Monitor with
touch screen technology

Rack mounted computer located
ina secure area away froma
Control Post or Control Desk

31 July 2014

Function

Allows an Operator to view
andinteract with the
Systems presented on the
Monitor

Runs software thatis used to
deliver Command and
Control Capabilities
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1 INTRODUCTION
A

The intent of the Design Requirement for the Icons Graphical User Interface is to be used in
conjunction with the Design Requirement for the Framework for the Graphical User Interface
and the Design Requirement for each Control Post to enable the Operational Staff in each
control post, as appropriate to their span of control, to conduct the operations at their control
post in a manner that is consistent with the other control posts both within the individual
institution and across all institutions.

2 SCOPE
A

This document defines the essential design and functional requirements of the Correctional
Service of Canada for the Icons to be used for the Graphical User Interface that is to be
incorporated into the design of all User Interfaces for all control posts for Federal Correctional
Institutions. The Design Requirement does not specify the actual data involved in the
processes, but describes in detail the Framework for the Human Machine Interface

3 AUDIENCE
A

The intended audience includes potential developers, suppliers or those that configure the
software application that will provide both the Human Machine Interface for the functionality
described in the balance of the document as well as the logic that will integrate and manage
all the components of all the systems such as Microphones, Audio Recorders, CCTV
Cameras, Video Recorders, Doors, Perimeter Security and Interior Security. This document
must be read in conjunction with the design Requirement for each system in each control
post.

4 GENERAL

A

Current innovations in touchscreen technology have allowed other industries to optimize their
control environments and present users/operators/staff with a consistent and controlled user
experience and operating environment. CSC is taking advantage of a number of current and
emerging advances in human-computer interaction that are being applied to physical security
products and systems to gain significant benefits, the most significant of which is adopting a
standard for icons and for the look and feel of interfaces used in CSC facilities.

The benefits of adopting a consistent standard for future user interfaces include decreased
initial training times and cost due to cross-over (either internal to an institution or across the
country) of personnel. Furthermore, a system having standardized symbols, layout, and

procedures aids in the creation of muscle memory which will decrease error rates under the
duress of emergency situations when the user has to try to remember what the icon means.

Icons can be incredible little visual devices. Their sole purpose is to communicate a great deal
of information in the simplest possible way. As pictorial representations of objects, icons are
critical as shorthand for conveying meaning that users perceive almost instantaneously.

For these reasons, the design of the icons as part of a graphical human interface is
foundational to conveying the maximum information, consistently, in the least amount of time
that enables operators to take the appropriate action to any alarm or change in state that is
generated.

Leading edge human interface design companies recognize the critical role that icons play in
conveying information, as described above, and have written guidelines for suppliers who
provide applications that work within these frameworks.

In order to continue providing high quality tools for operational staff, Correction Services
Canada requires a Standard for its future command and control architecture that embodies the
same rigour as the Standards created by companies that design leading edge human
interfaces. The primary purpose of the Operator User Interface is to control and monitor
devices from a control post. The devices controlled and monitored vary from control post to
control post and are defined in configuration files.

The User Interface must be designed in such a way that it supports multiple management

Correctional Service Canada
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domains in a seamless and transparent manner as the system is expanded, supporting the
representation of one domain through all domains that must be managed on the same User
Interface.

.8 The different systems are comprised of two main components from a Ul perspective, and the

configuration and layout is determined by the functionality of the control post:
.1 A status display which is part of the control post
.2 A monitoring display or displays for CCTV

.9 This capability may be called upon to meet operational requirements or to meet situations in
which a User Interface fails or for the aggregation of Control Post functionality as posts are
reconfigured to accommodate staffing requirements. The definition of how User Interfaces in
control posts provide redundancy within a control post and at another control post must be
flexible and must defined in the associated configuration information.

.10 Commands originating from Operator actions at the User Interface and events that represent a
change of state at a device will typically result in a message that will be “logged” by the
underlying data logging services of the Command, Control and Data Acquisition Platform on
which this application runs. This data can and will be accessed at a later date for evidentiary
use, assessment, and follow-up.

Correctional Service Canada
Facilities Branch 10



Electronic Security Systems
Electronic Engineering Requirement 31 July 2014

5 DESIGN REQUIREMENTS

5.1 General

.1 The priorities for the User Interface design are to:

.1 Enable operators to respond to emergencies and situations with potential for danger
effectively in a manner that ensures safety of staff, the safety of the inmates and
public safety [i.e. safety is number 1] — maximizing the preservation of life

.2 Enable all tasks to be conducted efficiently and effectively — this requires the design to
support operational processes in a way that are intuitive and automatic, minimizes the
use of text, and do not require interpretation or memory to execute a task

.3 Consistency across all operational processes and tasks
.2 The User Interface shall be designed:
.1 Embodying best principles of Ul design

.2 To present a consolidated and integrated view of numerous existing security,
operations and communications systems onto one consistent user interface that can
be configured across touch screen monitors

.3 To enable users to easily and safely conduct their tasks under a variety of operational
situations

.4 To provide operational efficiency and effectiveness
.5 With the flexibility to accommodate the integration of future systems

.3 Thus the Ul design will be clean, elegant with minimal visual clutter, as any other design will
not meet the above three priorities.

5.1.1 User Interface

.1 The User Interface must use iconography and guidelines provided or approved by CSC.

.2 The preferred display layout will be based on a simplified floor plan of the whole or part of a
unit based on screen space. Icons must be used instead of text where possible.

5.1.2 Human Factors

.1 The Ul for the V&C and SIO must conform to accepted principles of good human factors
design and be implemented according to the Design Requirement listed below:

Design Requirement for Design of Icons for User Interfaces

.2 This Design Requirement for Design of the Look and Feel of the User Interface is the second
Design Requirement that forms the basis for the design of all other User Interfaces.

Correctional Service Canada
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5.2 Detailed design requirements

.1 The Icons shall meet the following general requirements:

A

o rw i

.10

1

A2

13
14
.15
.16

have a single graphic (not two or more)

be unique

have silhouettes (outlines) that are distinct

be easily recognizable, capturing the characteristics of the object it represents

be readily distinguishable in different colours (i.e. must be large enough and simple
enough that it is easy to tell if the icon is in different colours)

be consistent with generally recognized icons, using universal images — such as using
a camera shape or picture to represent a visual recording device such as a camera or
CCTV

be equally clear and recognizable in all sizes that are required, which may mean that
there are different icons with different levels of detail at the different sizes

indicate changes in state that immediately alerts the operator to that change whether
by change in colour, change in graphic or action (such as flashing), or any
combination thereof

changes in state are to be easily determined by those who are red-green colour blind
(approximately 20% of the male population). NOTE: this does not mean that red /
green can't be used to indicate state change, but that only change between red and
green to indicate state change with no other change (such as flashing or change in
size) is not acceptable

families or groups of Icons must be easily recognizable as being part of a family or
group with the unique characteristics of the individual icons still being easily
recognizable - for example all variations of CCTV icons must have a consistent
element and a distinguishing element

fit within the overall context and layout of the Uls; each icon must be different, while
still working together as a whole, i.e. each icon must work harmoniously with the other
icons

icons having a similar role are designed with a similar style (including perspective,
shadows, colour, gradients). Icons that represent a device that would require action
would have a style different from passive elements / devices, such as walls.

show optical balance and perceived accuracy in perspective and details
not use words or numbers on icons (unless essential)
must have a unique file name system wide

there will only be one icon to represent a particular element and each state of that
element used system wide

5.3 Functional requirements

.1 The following functions must apply:

A

The following functions will apply to the represent the different states of the different
categories of icons:

Passive / wallpaper elements will remain on the main Ul at all times and will not
change. These architectural elements form the backdrop against which all the other
elements are displayed.

Active monitored elements will remain on the main Ul at all times, and will change
form to indicate any activity associated with that element. A unique form for each
state is required. The potential change in form associated with a change in state is
described in Item 6.8 above.

Elements that are not actively monitored, but which generate alarms, will be
optionally be represented as “ghosted” or not visible until an alarm is generated,

Correctional Service Canada
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when the element that generates the alarm changes form, and the rest of that set of
elements are shown on the main Ul as “ghosted”. When an element generates an
alarm, it becomes visible on the Ul.

Elements that are masked are those which normally generate alarms, but the alarms
have been turned off at the control panel. There needs to be an indication that those
elements are active and in steady state, but alarms from those devices will not be
reported.

Mobile elements would initially be represented as a stationary icon in the region /
range where that element would report an alarm.

Some icons represent elements for which commands are sent from the MCCP or the
range office. Selecting the icon itself (such as a controlled door or a CCTV with a
wiper) would bring up a new window that offers the commands related to that icon,
such as “Open Door” or “Turn on Wipers”. Optionally, these actions may be
represented by icons. Any icon which is used to generate or choose a command, or is
used to select a group of edge devices to which commands are sent, needs to be
large enough to be able to be selected on a touch screen, by people with all sizes of
fingertips.

Some icons would represent elements that are actively controlled from the
MCCP or the range office. In this case, it is likely that an icon representing that
element, such as a joy stick, would have an icon in a tool bar, and the activation of
that icon would bring up a new window that would enable the end user to send the
appropriate commands to that element or control the movement of that element
These comments are related to how the icons would function, and the expected need
for toolbar icons, rather than the design of the icons.

5.4 Technical requirements

.1 As part of the Icon design, the following technical attributes of the Icons will be specified:

A

o

The size required for each icon.  The size of the icon will be determined by its
location and its use. The standard size for icons in toolbars is 22x22 or 24x24 pixels
(small), the standard size for icons in menus or lists in applications is 16x16 (tiny), and
the standard size for desktop applications is 48x48 pixels. There is also medium —
32x32 pixels used by Windows XP. The standard sizes for use in the next generation
Ul for each of toolbars and menus will likely differ from the design requirements
described in the previous sentence as they must be easily and readily be invoked on a
touch screen rather than by a mouse. The exact size for each use and location will be
specified.

Use of shadows, gradients and anti-aliasing

Size of the border for each different sized icon (such as 1 pixel for a 16 x 16 pixel
icon)

Colour palette for each icon or group of icons

Perspective for each group and / or type of icon, whether table or shelf

Whether each group of icons should be realistic, photorealistic or illustrative
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