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7.1.14 Cell Swing Door —inmate enable and inmate opens door
. Selection Command Tray . Detailed Status
Action Tray Selected | Avail Not Avail Map View Window Comments
1 | Choose No system -Unlock -Lock lconindicating | Doorlabel displayed Note: cell
door —in icon, as DCS door door door flashes with name and can be
this case is the only -Inmate -Remove | blue picture ofinmate and | secure or
secure system enable lockout altemately withicon of current unsecure
availableat -Lockout withits doorstatuss (secure) | when the
this post currentstate command
implemented
2 | Select Inmate -Unlock -Remove | lconindicating | Doorlabel displayed
Inmate enable door lockout door turns to with name and
enable -Lock yellow with picture of inmate and
door inmate enable | withicon of current
-Lockout indicator doorstatus (inmate
enabled)
3 | Command -Unlock -Inmate lconindicating | Door label displayed
completed door enable doorstays with name and
-Lock -Remove | yellow with picture of inmate and
door lockout inmate enable | withicon of current
-Lockout indicator doorstatus (inmate
enabled)
Pops out after 10
seconds.
4 [ Inmate - - lconindicating
releases door changes
door to red with
inmate enable
indicator
5 [ Choose -Lock -Unlock lconindicating | Doorlabel displayed
door door door dooris red with name and
inmate just -Lockout | -Inmate withinmate picture of inmate and
released enable enable withicon of current
-Remove | indicator doorstatus
lockout (unsecure, inmate
enabled)
Pops out after 10
seconds.
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7.1.15 Swing door - remove inmate enable
. Selection Command Tray ) Detailed Status
Action Tray Selected | Avail Not Avail Map View Window Comments
1 | Choose No system -Unlock -Lock lconindicating Door label displayed Note: cell
door —that | icon,as DCS door door door flashes with name and must be
isinmate is the only -Inmate -Remove blue altemately | picture of inmate closed.
enabled system enable lockout withits current | and withicon of
awilableat -Lockout state — yellow currentdoor status
this post withinmate (inmate enabled)
enabled
indicator
2 | Select Lock Lock -Unlock -Inmate lconindicating Door label displayed
door enable door changes with name and
-Lock -Remove | tosecure. picture of inmate
door lockout and withicon of
-Lockout currentdoor status
(secure)
3 | Command -Unlock -Inmate lconindicating | Doorlabel displayed
completed door enable dooris green with name and
-Inmate - Remove picture of inmate
enable lockout and withicon of
-Lockout currentdoor status
(secure)
Pops out after 10
seconds.
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7.1.16 Select a group of swing doors —open [Same thing appliesto inmate enable]
. Selection Command Tray . Detailed Status
Action Tray Selected | Avail Not Avail Map View Window Comments
1 | Choose a No system -Unlock -Lock lconindicating | Doorlabel displayed
secure icon, as DCS door door door flashes withicon of current
door is the only -Inmate -Remove | blue doorstatus (door
system enable lockout altemately secure), and with
awilableat -Lockout withits current | name and picture of
this post state, green for | inmate
secure
2 | Choose -Unlock -Lock lconindicating | Doorlabel of both When a
another door door door flashes doors displayed. second door
secure -Inmate -Lockout | withits current | Currentdoor status, is chosen,
door enable -Remove | state, green for [ and name and lockoutis no
lockout secure; other picture of inmate no longer
chosen objects | longerdisplayed. awailable, as
still flashing itanonly
with their be applied
currentstate ona cell by
cell basis,
and nottoa
group of
cells.
3 | Choose an -Unlock -Lockout | lconindicating | Doorlabel of all
unsecure door -Remove | door flashes doors displayed.
door -Lock lockout withits current
door state, red for
-Inmate unsecure;
enable other chosen
objects still
flashing with
their current
state
4 | Select Unlock -Lock -Lockout | lconindicating | Doorlabel of two
Unlock door door Remove doorturns red | doors thatare open
-Inmate lockout (ifnot red displayed with
enable already) for information that
unsecure doors were unlocked.
Doorlabel of door
thatwas already
unlocked displayed
withinformation that
command did not
apply
5 | Command -Lock -Unlock The icons of Door label of two
completed door door the three doors thatare open
-Inmate -Lockout | doors that displayed with
enable Remove were chosen information that
lockout are all red for doors were unlocked.
unsecure Doorlabel of door
that was already
unlocked displayed
withinformation that
command did not
apply
Pops out after 10
seconds.
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7.1.17 Special Commands Lockdown

) Selection Command Tray ) Detailed Status
Action Tray Selected | Avail Not Avail Map View Window Comments
1 Select Spedal -Unlock Three choices
Spedal Commands door presented —
Commands | lconsis -Lockout | Evacuation,
Selected -Remove | Lockdown and
lockout Shutdown
2 Select Spedal -Unlock Lockdown icon Door labels of all Doors to be
Lockdown Commands door remainsonthe | doorslocked down locked down
lcons is -Lockout | map view are listed. ata control
Selected -Remove | Allselected postare
lockout doors flash with defined in
currentstate configuration
files
8 Confirm Spedal -Unlock
command Commands door
lcons is -Lockout
Selected -Remove
Confim lockout
button
flashes
9 Select Spedal - -Unlock As command Door labels of all All doors
Confim Commands door sent to door doors chosen listed selected
lcons is -Lockout | and completed, | with the status of hawve an
Selected -Remove | the status locked down. unlock
Confirm lockout | changes to command
shows locked down sent to
selected them. This
may bein
groups of
cells. Full
cycle exit
doors are
continuously
cycled.
Alam sent
to MCCP.
10 [ Command -Unlock Door labels of all
completed door doors chosen listed
-Lockout with the status of
-Remove evacuation.
lockout
Pops out after 10
seconds.
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7.1.18 Special Commands — evacuations swing door cells that don’t have inmate enable

) Selection Command Tray . Detailed Status
Action Tray Selected | Avail Not Avail Map View Window Comments
1 | Select Spedal -Unlock Three choices
Spedal Commands door presented —
Commands | lconsis -Lockout | Evacuation,
Selected -Remove | Lockdown and
lockout Shutdown
2 | Select Spedal -Unlock | -Lockout | Evacuationicon Ifthere isa
Evacuation | Commands door -Remove | remainson the spedal
lcons is lockout map view evacuation
Selected Map may map, thisis
change to a displayed.
spedal
evacuation
map
3 | Choose a Spedal -Unlock | -Lockout | Allselected Lists all the doors to
range(s) of | Commands door -Remove | doors flash be unlocked.
cells lcons is lockout with current
and/orexit | Selected state
doors
4 | Select Spedal -Unlock | - -Lockout | Allselected Door labels of all
Unlock Commands door -Remove | doors flash doors chosen listed.
lconsis lockout with current
Selected state
5 | Confim Spedal -Unlock | - -Lockout | Allselected Door labels of all Alam sent
command Commands door -Remove | doors flash doors chosen listed. | to MCCP.
lcons is lockout with current
Selected state
Confim
button
flashes
6 | Select Spedal -Unlock | - -Lockout | As command Door labels of all All doors
Confim Commands door -Remove | sentto door doors chosen listed selected
lcons is lockout and completed, | with the status of have an
Selected the status evacuation. unlock
Confim changes to command
shows unsecure sent to
selected them. This
may bein
groups of
cells. Full
cycle exit
doors are
continuously
cycled.
7 | Command Spedal -Unlock Door labels of all
completed | Commands door doors chosen listed
lcons is -Lockout with the status of
Selected -Remove evacuation.
Confim lockout
shows
selected
8 | Select Cancel -Unlock Map view Retum to
Cancel shows door returns to the regular
selected -Lockout | regularview mapand
-Remove doors should
lockout show current
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status —but
not
emergency
status —and
ifintedocked
doors left
open, then
alarm
generated at
MCCP

9 [ Command
completed

-Unlock
door

-Lockout

-Remove
lockout

Map view
returns to
regular view

Pops out after 10
seconds.
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7.1.19 Special commands shutdown
. Selection Command Tray . Detailed Status
Action Tray Selected | Avail Not Avail Map View Window Comments
1 | Select Spedal -Unlock Three choices
Spedal Commands door presented —
Commands lcons is -Lockout Evacuation,
Selected -Remove | Lockdown and
lockout Shutdown
2 | Select Spedal Map view
Shutdown Commands removed.
lcons is Double
Selected confirmation of
shutdown
presented.
3 | Double Shutdown Control post
confirmation confirmed shutdown,
screen
be comes
black.
Ifthere isa
closed post
thatshuts
down that
hasan
assodated
open post,
the open
postisalso
shutdown.
(Fenbrook)
4 | Command Must be
completed Screen is black. restarted
from MCCP
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7.1.20 Selecting a Map
. Command Tray .
Action Selection Selected | Avail Not Map View Deta|I.ed Satus Comments
Tray . Window
Avail
1 Select Map button Maps selectable from that No change. Configuration
Map control postdisplayed as data determines
Button thumbnailsin command tray the orderin
which the maps
are presented
2 Select map | Map button Map is selected
is selected
3 Confim Confim Map is selected Map view now
command button changes to map
flashes selected
4 Select Confim Map changes to
Confim shows new map view
selected withall current

status displayed

5 Command
completed

New map view
withall current
status displayed
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8 VISUAL LAYOUTS OF Ul FOR DCMS

.1 The following provide some samples of how the operational sequences would be displayed on
the Ul. NOTE: when an action causes the state to change in different locations
simultaneously on the Ul, actions that take place at the same time have the same number.
Where actions are serial, the numbering of the steps increments. Where seweral items
happen at the same time, the same number is given to those items.

8.1 Entry Control Post

8.1.1 ECP -choose sally port gate to open

ﬁ Fenbrook Gatehouse Ground Floor 20120711 08:00 Ly
Officer Nancy Brown
® = 3. Detailed Status Window /
shows barrier status
1. Select barrier to be opened - |
2. Allbarriersin theinterlock | I =
group show the interlock symbol | -
- —_—
3. lcon flashes blue alternately I LT ® |
with current status |
y . 4. Commands that can beapplied
= | . v . to this barrier are available < -
0 Other commands greyed out

X L) EBO0H%
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8.1.2 ECP - select command

Fenbrook Gatehouse Ground Floor

=1

1. Icon for barrier
changes to yellow
to show movement

201207 11 08:00 O

Officer Nancy Brown

Door CBB02-05

=

|Jﬁ
el

8.1.3 ECP -command completed

Fenbrook Gatehouse Ground Floor

1]

l

1. Icon for barrier

A
o
® ®

changestored

®
F
@

ging

I_J ®T®

2. Detailed Status Window by
hows b status ﬂ
Arrow fiashes to indicate
nmovement

Select Open Barrier command
Availability of other commands changes

w

Close Barrier command becomes
available as soon as door starts moving

laj2 1/

201207 11 08:00 O

Officer Nancy Brown
Door CBB02-5

2. Detailed Status Window
shows barrier status

L 4
|
3. Commands that can be applied |

tothis barrier are available.
Other commands greyed out

laj2 s
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8.1.4 ECP -choose an interlocked door from a different interlock group

ﬁ Fenbrook Gatehouse Ground Floor 20120711 08:00 )

Officer Nancy Brown

‘» ®— Door CBB02-05
T -
| { !
®r T 1 —® —. . d }
—
® \ ]
. - — 2. Detailed Status Window
| shows status
~ ® L
‘ @ 2. Commands that can be applied ®
I L - @ - @ 0- to this barrier are available [,_
‘J — | Other commands greyed out
RO 1. When thesecondintariockdooris
selected, all of the interlock doors in that
® group show the interfock symbol with the
1 | number of the group
bt~y
\ Interlocked door is open, all doors in the
interlock group show the interlock symbol and
@ (@] thenumber of theinterlockgroup, when
thereis more than one group

X E0U%
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8.2 Movement Control Post

8.2.1 Choosefirstinterlocked door

ﬁ Collins Bay Institute Range A Floor 1 20120711 08:00 {3}

Officer Nancy Brown

J Door CBB02-5
2. DetailedStatus Window / H

shaws door status

1. Select doorto

beopened, itisan
interlocked door /
2. Commands that can be applied ~
to thisdoor are available.
Qther commands greyed out [—JS
[
e

X EODH%

8.2.2 Open first door

ﬁ Collins Bay Institute Range A Floor 1 20120711 08:00 )
Officar Nancy Brown
® J Door CBEO2-5 !
2. Detailed Status Window / ﬂ
shows door status
I.. Chosen door
shows interlock
symbol 2. Commandsthat can be applied /
Icon to this door are available. L |
dlternately with Other commands greyedout
current status R |
e 2 Oturdoorsinthe |—I
interlock group show
theinterfock symbol [ ] o
f— @

X

N %
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8.2.3

Opening first door

Collins Bay Institute Range A Floor 1

_o— |

2. lcon for door

2. Detailed Status Window shows door status.

2012 07 11 08:00 O

Officer Nancy Brown
Door CBB02-5

! ’

changesto
yellow to
indicate
movement

X
8.2.4

Open first door completed

Collins Bay Institute Range A Floor 1

Icon for door
changes tored

W

Select Open Door command
Availability of other commands change

Close Door command becomes available

p 4 ]
| -
i

E0HY

2012 07 11 08:00 O

Officer Nancy Brown

Door CBB0Z-5

2. Detailed Status Window / [
shaws door status B
—

Commands that can be applied -

to this door are available.

Othercommands greyedout
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8.2.5 Choose second door

Collins Bay Institute Range A Floor 1

| ]

1. fcon for door
remains

yellow, indicating
door movement

. 2. Select another interlocked door

3. Icon for door flashes blue
alternately with current status

8.2.6 Closefirstdoor

i

™~

_I_.

Collins Bay Institut Range A Floor 1

Select door

to be closad

Icon flashes bive
alternately with
current status

3. Detailed Status Window /

shows door status

4. Commands that can be applied
tothis door are available.
Other commands aregreyed out

2012 07 11 08:00 O

Officer Nancy Brown

Door CBBO2-5

& -

L

EO0HY

3. Detaild Status Window e

shows door status

3. Commands that can be applied /
tothis door are available. Other

commands greyed out

201207 11 08:00 0

Officer Naney Brown

Door CBBOZ-5

g B

®
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8.2.7

Close first door completed

Collins Bay Institute Range A Floor 1

8.2.8

Choose second slider door

Collins Bay Institute Range A Floor 1

1. Whencommand
complete, icon for
door changesto
green, without the
interfock symbal
e 2 Selectanatherinterlocked door [ ] o
@ 3. Alldoorsin interlockgroup show
interlock symbel
Icanfor door flashes blue alternately
e e o
o —I Alld show
symbal when one of that group s chosen on
the Map View.
| This diagram onfy shows one for purposes of
illustration, as this GUI represents several
. steps on onelayout

L |
o
2. lconfordoor
remains
yellow, indicating
door movement 1
2
_l 3
® [ ]
T |—
® [ ]
[ ] J
_I_ [
—®

2012 07 11 08:00 O‘

Officer Nancy Brown
L I

Door CBBO2-5

2. Detailed Status Window
shows door status.
Arrow fiashes toindicate
movement

L
Select Close Door command
Availability of other commands changes
Open Door command becomes
available as soon as door starts moving
(S = o

2012 07 11 08:00 O

Officer Nancy Brown
Door CBBO2-5
3. Detailed Status Window /

shows door status

4. Commandsthat can be applied
tothis door are available.
Other commands greyed ut
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8.2.9

Second slider door opening

8.2.10 Second slider door open completed

0

Collins Bay Institute Range A Floor 1

||

2012 07 11 08:00 O

Officer Nancy Brown

Door CBB02-5

. /
2. Detailed Status Window shows ____—-—-'-. -
door status.

Arrow flashes to indicate movement

@ [ J
o] \
2. Icon for door

changes toyellow | I

Q-JT.J

o

8 4 J
_
Availability ofother commands changes L )
Close Door command becomes available
as soon as door starts maving [ ®i

EO0HY%

Collins Bay Institute Range A Floor 1 201207 11 08:00 )

o]

Officer Nancy Brown

Door CBB02-5

Detailed Status Window /

e 2 Jonrdoor changes

tored

_.I_.

L
shows door status
L
Commands that can be applied
tothisdeor are available. Other
_I commands greyed out

LBOHY%
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8.2.11 Override interlock select door

Collins Bay Institute Range A Floor 1

—O

||

1. Iconfor door
remains

yellow, indicating
door movement

2. Select another interlocked door
3. lcon for door flashes blue
alternately with current status

8.2.12 Override interlock door

_I_.

confirmed

Collins Bay Institute Range A Floor 1

—O

||

1. Ieonfor door
remains

yellow, indicating
door movement

. 2. Select another interlocked door
3. Icon for door flashes biue
alternately with current status

2012 07 11 08:00 O

Officer Nancy Brown

Door CBB02-5

3. Detailed Status Window /

shows door status

L° )

=)

{ g =
3. Select Override nterlock to override /
aninterlockeddoor

EO0HY

2012 07 11 08:00 Q

Officer Nancy Brown
Door CBB2-5
3. Detailed Status Window /

shows door status

L

3. Overrideinterlock /

shows selected

4. Confirm icon flashes

E0U%
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8.2.13 Override interlock door completed

Collins Bay Institute Range A Floor 1 20120711 08:00 {3

Officer Nancy Brown

Door CBBO2-5
[

],
2. Detailed Status Window /
shows door status v
Icon for door =
remains
yellow, indicating
door movement

—_— 2. When interlock Override lcon is confirmed,
Door Open command shows selected and
E—— | Interlock Override s no longer selected
\
2. con for door

—C

Other applicable commands are available
remains ® [ ]
o) yellow, indicating
door movement |—I
[ ]

1 Confirm icon shows selected

X BOUG

8.2.14 Choose swing door

ﬁ Collins Bay Institute Range A Floor 1 20120711 08:00 )
Officer Nancy Brown
L |
:

Door CBB02-13

7 / ﬂ ’
\ 2. Detailed Status Window

shows door status
I - Sefectdoortobeunlocked

2. Icon for door flashes blue alternately
with current status
2. Commands that can be applied
_— to this door are available

Q- .

8.2.15 Unlock swing door

E0H%
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ﬁ Collins Bay Institute Range A Floor 1 201207 11 08:00 )
Officer Nancy Brown
Door CBBO2-13
L |
L ﬂ =
2. Detailed Status Window /
e~ N o shows door status
changes tored
| 1. Choose Unlock Door commaned
. o [ ]
|
[ [
o]
_I_ [ ]
— @

X E0HY%

8.2.16 Unlock swing door completed

ﬁ Collins Bay Institute Range A Floor 1 20120711 08:00 )
Officer Nancy Brown
| Door CBBO2-5
PN oor m
. ﬂ
1. Detailed Status Window /
shows door status
[~ 1. Whendoorclosesand
relocks,icon for door
changes to green
1. When door closes and relocks.
icon for door changes togreen,
Door Unlock command becomes
_| available
[ [ ]
H —
@ o
. _I
? o
— 0
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8.3 Swing cell doors with inmate enable

8.3.1 Choose cell swing door to unlock

ﬁ Collins Bay Institute Range A Floor 1 20120711 08:00 )

Officer Nancy Brown

Cell C-7

John Doe 0
— S ~ |b
¥ & ~
3. Detailed Status Windows / B =
shows cell details ‘
-
— o a
S
. Choose cell with door focked
5} [ ] . Cell icon flashes blue
[ ] alternately with current ﬁ‘
status
-
-
-

4. Commands that can be applied
to this door are available. Other
commands greyed out

N

LX) Ll 2/

8.3.2 Cell swing door unlock command

ﬁ Collins Bay Institute Range A Floor 1 20120711 08:00 )

Officer Nancy Brown

Cell C-8
Tom Thumb

— ~ B

3. Cellicon /
2. Detailed Status Window shows

changes tored

command selected

g 1. Select Door Unlock command,
shows as selected

i
o)
-~
S

55



Electronic Security Systems
Design Requirements 31 July 2014

8.3.3 Cell swing door unlock complete

ﬁ Collins Bay Institute Range A Floor 1 2012 07 11 08:00 O

Officer Nancy Brown

Cell G-8

Tom Thumb
v - i ~ b
1. Dynamic status window shows curcent /

status when door closes and refocks

u
_— 1. Cellicon changes to green 7}

when door closes and relocks

. 1. Commands that can be applied to
this door are available. Other
i commands greyed out

X E0H%

8.3.4 Cell swing door inmate enable —chose door

ﬁ Collins Bay Institute Range A Floor 1 20120711 08:00 L}

Officer Nancy Brown

Cell R2-3

Joe Green
3. Detailed Status Window / ﬂ

shows cell details

1. Choosecell
2. Cellicon flashes blue
alternatelywith current
status
4, Commands that can be applied /
tothis door areavailable.
'
3o - Other commands greyed out

X E0U%
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8.3.5 Cell swing door inmate enable — select command

ﬁ Collins Bay Institute Range A Floor 1 2012 07 11 08:00 O

Officer Nancy Brawn

Cell R2-3

oo | ®o|® |~ |® /’
2. Detailed Status Window
shows current status #

2. Cellicon shows current status
— a,

1. Select Inmate Enable

X

B
[oes)
-~
&

8.3.6 Cell swing door inmate enable —remove inmate enable

ﬁ Collins Bay Institute Range A Floor 1 20120711 08:00 )
Officer Nancy Brown
Cell R2-3
Joe Green
— 0 o
@ =] ® e e a
ﬂ o
2. Detailed Status Window shows
current status
2. Cellicon changes to secure.
— iz Ei b b apones i seea fod Qoo lorenices a
— Inmate Enable
@
[ ] @ (1 U

X E0H%
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8.3.7 Cell swing door inmate enable —remove inmate enable complete

Collins Bay Institute Range A Floor 1

current status.

. Choosecell

~

Cell icon flashes blue
alternately with current
status

8.3.8 Cell swing door alarm

Collins Bay Institute Range A Floor 1

[e]e ] ]

2. Detailed Status Window provides

AW

. Status icon stops flashing, bars increase
from 1 through 3 continuously until
alarm acknowledged

1. Alarm generated

2. Alarm icon appears and flashes

X

2. Detailed Status Window shows /

information on alarm. Status icon flashes.
Audible alarm generated
. Select status icon

2012 07 11 08:00 C}
Officer Nancy Brown

Cell R2-3
Joe Green

(A

3. Commands that can be applied to
thisdoor are available. Other
commands greyed out.

F

201207 11 08:00 O
Officer Nancy Brown
CellC8
Tom Thumb

(A

o

Date & Time
New Status

4. Door commands /

now unavailable

a,

5. Confirm icon changes to
Alarm Acknowledge icon

and flashes \

lal?2]/
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8.3.9 Cell swing door alarm acknowledge in progress

ﬁ Collins Bay Institute Range A Floor 1 201207 11 08:00 O
Officer Nancy Brown
CellC8
Tom Thumb
. [ A o
2. Detailed Status Window shows
[ ] alarm acknowledged and no Dotz 8T
longer flashes New Status
Audible Alarm stops / H
2. Alarm icon stops flashing
[ ] G,
1. Alarm Acknowledge

icon confirmed

\
X B0BG

8.3.10 Cell swing door alarm acknowledge complete

ﬁ Collins Bay Institute Range A Floor 1 20120711 08:00 L)
Officer Nancy Brown
Cell C-8
Tom Thumb
~ b

Map icon and Status '
Icon turns magenta
after alarm is

acknowledged if it
is a fault alarm

X BO0HY%
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8.3.11 Cell swing door taken out of service by maintenance

ﬁ Collins Bay Institute Range A Floor 1 201207 11 08:00 O
Officer Nancy Brown
Cell C-8
® L) ®

1. Icon changed to show
nmaintenance required

2. Chooseicon to shox
ell icon flashes bl nal
with current statu: ﬁ‘

X E0HU%

8.4 Cell Doors Responsibility Unit

8.4.1 Choose door to unlock

ﬁ Collins Bay Institute CBB0Q Floor 1 and 2 20120711 08:00 )
Officer Nancy Brown
— { — Door CBB09-253
SNE= , &
| I | 1. Select door
I 1 4‘ : :thurif:l‘b' :friam o 2. Detailed stat wrm‘uw ﬁ
I_'_‘ shows door s

4

)
e e A :%ﬁ /
1.ﬁﬁj SJ
i 2
:E% ﬂm@ \\j
T Gl

0 Eilis
T THT/TT\ [TITIT]

X &E0H%

2 Dmmundsba an be applied
this door are available.
hev -ommands greyed out

{
JInnnPsats

QE

LILILLL

®o—0

Sane

1
_{

>
=
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