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Québec

J0J1J0

Canada
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Date
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PART 1 - GENERAL INFORMATION

1.1 Security Requirements
1. At the date of bid closing, the following conditions must be met:
(a) the Bidder must hold a valid organization security clearance as indicated in Part 6 -

Resulting Contract Clauses;

(b) the Bidder's proposed individuals requiring access to classified or protected information,
assets or sensitive work site(s) must meet the security requirements as indicated in Part
6 - Resulting Contract Clauses;

(c) the Bidder must provide the name of all individuals who will require access to classified or
protected information, assets or sensitive work sites;

2. For additional information on security requirements, Bidders should refer to the Industrial Security
Program (ISP) of Public Works and Government Services Canada (http://ssi-iss.tpsgc-
pwgsc.gc.cal/index-eng.html) website.

1.2 Requirement

The requirement is detailed under Annex “A” of the resulting contract clauses.

1.3 Debriefings

Bidders may request a debriefing on the results of the bid solicitation process. Bidders should make the
request to the Contracting Authority within 15 working days from receipt of the results of the bid
solicitation process. The debriefing may be in writing, by telephone or in person.

1.4 Trade Agreements

The requirement is subject to the provisions of the North American Free Trade Agreement (NAFTA), and
the Agreement on Internal Trade (AIT).

PART 2 - BIDDER INSTRUCTIONS

21 Standard Instructions, Clauses and Conditions

All instructions, clauses and conditions identified in the bid solicitation by number, date and title are set
out in the Standard Acquisition Clauses and Conditions Manual (https://buyandsell.gc.ca/policy-and-
guidelines/standard-acquisition-clauses-and-conditions-manual) issued by Public Works and Government
Services Canada.

Bidders who submit a bid agree to be bound by the instructions, clauses and conditions of the bid
solicitation and accept the clauses and conditions of the resulting contract.

The 2003 (2015-07-03) Standard Instructions - Goods or Services - Competitive Requirements, are
incorporated by reference into and form part of the bid solicitation.
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211 SACC Manual Clauses

B1000T (2014-06-26), Condition of material — bid
B3000T (2006-06-16), Equivalent products

2.2 Submission of Bids

Bids must be submitted only to Public Works and Government Services Canada (PWGSC) Bid Receiving
Unit by the date, time and place indicated on page 1 of the bid solicitation.

2.21 Improvement of Requirement During Solicitation Period

Should bidders consider that the specifications or Statement of Work contained in the bid solicitation
could be improved technically or technologically, bidders are invited to make suggestions, in writing, to
the Contracting Authority named in the bid solicitation. Bidders must clearly outline the suggested
improvement as well as the reason for the suggestion. Suggestions that do not restrict the level of
competition nor favour a particular bidder will be given consideration provided they are submitted to the
Contracting Authority at least ten (10) days before the bid closing date. Canada will have the right to
accept or reject any or all suggestions.

2.3 Enquiries - Bid Solicitation

All enquiries must be submitted in writing to the Contracting Authority no later than seven (7) calendar
days before the bid closing date. Enquiries received after that time may not be answered.

Bidders should reference as accurately as possible the numbered item of the bid solicitation to which the
enquiry relates. Care should be taken by Bidders to explain each question in sufficient detail in order to
enable Canada to provide an accurate answer. Technical enquiries that are of a proprietary nature must
be clearly marked "proprietary" at each relevant item. Items identified as "proprietary" will be treated as
such except where Canada determines that the enquiry is not of a proprietary nature. Canada may edit
the question(s) or may request that the Bidder do so, so that the proprietary nature of the question(s) is
eliminated, and the enquiry can be answered to all Bidders. Enquiries not submitted in a form that can be
distributed to all Bidders may not be answered by Canada.

24 Applicable Laws

Any resulting contract must be interpreted and governed, and the relations between the parties
determined, by the laws in force in Quebec.

Bidders may, at their discretion, substitute the applicable laws of a Canadian province or territory of their
choice without affecting the validity of their bid, by deleting the name of the Canadian province or territory
specified and inserting the name of the Canadian province or territory of their choice. If no change is
made, it acknowledges that the applicable laws specified are acceptable to the Bidders.
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PART 3 - BID PREPARATION INSTRUCTIONS

341 Bid Preparation Instructions

Canada requests that Bidders provide their bid in separately bound sections as follows:

Section I Technical Bid: two (2) hard copies
Section II: Financial Bid: one (1) hard copy
Section IlI: Certifications: one (1) hard copy

Prices must appear in the financial bid only. No prices must be indicated in any other section of the bid.

Canada requests that Bidders follow the format instructions described below in the preparation of their
bid:

(a) use 8.5 x 11 inch (216 mm x 279 mm) paper;
(b) use a numbering system that corresponds to the bid solicitation.

In April 2006, Canada issued a policy directing federal departments and agencies to take the necessary
steps to incorporate environmental considerations into the procurement process Policy on Green
Procurement (http://www.tpsgc-pwgsc.gc.ca/ecologisation-greening/achats-procurement/politique-policy-
eng.html). To assist Canada in reaching its objectives, Bidders should:

1) use 8.5 x 11 inch (216 mm x 279 mm) paper containing fibre certified as originating from a
sustainably-managed forest and containing minimum 30% recycled content; and

2) use an environmentally-preferable format including black and white printing instead of colour
printing, printing double sided/duplex, using staples or clips instead of cerlox, duotangs or
binders.

Section I: Technical Bid

In their technical bid, Bidders should explain and demonstrate how they propose to meet the
requirements and how they will carry out the Work.

Section lI: Financial Bid
Bidders must submit their financial bid in accordance with the Basis of Payment. The total amount of
Applicable Taxes must be shown separately.

3.1.1 Exchange Rate Fluctuation

C3011T (2013-11-06), Exchange Rate Fluctuation
3.1.2 SACC Manual Clauses

Section lll: Certifications
Bidders must submit the certifications required under Part 5.
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PART 4 - EVALUATION PROCEDURES AND BASIS OF SELECTION

41 Evaluation Procedures

(a) Bids will be assessed in accordance with the entire requirement of the bid solicitation including
the technical and financial evaluation criteria.

(b) An evaluation team composed of representatives of Canada will evaluate the bids.

411 Technical Evaluation
4.1.1.1 Mandatory Technical Criteria

4.1.1.2 Point Rated Technical Criteria

4.1.2 Financial Evaluation

SACC Manual Clause A0222T (2014-06-26), Evaluation of Price

4.2 Basis of Selection
4.2.1 Mandatory Technical Criteria
A bid must comply with the requirements of the bid solicitation and meet all mandatory technical

evaluation criteria to be declared responsive. The responsive bid with the lowest evaluated price will be
recommended for award of a contract.
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PART 5 - CERTIFICATIONS AND ADDITIONAL INFORMATION

Bidders must provide the required certifications and additional information to be awarded a contract.
The certifications provided by Bidders to Canada are subject to verification by Canada at all times.
Canada will declare a bid non-responsive, or will declare a contractor in default if any certification made
by the Bidder is found to be untrue whether made knowingly or unknowingly, during the bid evaluation
period or during the contract period.

The Contracting Authority will have the right to ask for additional information to verify the Bidder's
certifications. Failure to comply and to cooperate with any request or requirement imposed by the
Contracting Authority will render the bid non-responsive or constitute a default under the Contract.

5.1 Certifications Required with the Bid

Bidders must submit the following duly completed certifications as part of their bid.
5.1.1 Declaration of Convicted Offences
As applicable, pursuant to subsection Declaration of Convicted Offences of section 01 of the Standard

Instructions, the Bidder must provide with its bid, a completed Declaration Form (http://www.tpsgc-
pwgsc.gc.ca/ci-iffformulaire-form-eng.html), to be given further consideration in the procurement process.

5.2 Certifications Precedent to Contract Award and Additional Information

The certifications and additional information listed below should be submitted with the bid, but may be
submitted afterwards. If any of these required certifications or additional information is not completed and
submitted as requested, the Contracting Authority will inform the Bidder of a time frame within which to
provide the information. Failure to provide the certifications or the additional information listed below
within the time frame provided will render the bid non-responsive.

5.2.1 Integrity Provisions — List of Names

Bidders who are incorporated, including those bidding as a joint venture, must provide a complete list of
names of all individuals who are currently directors of the Bidder.

Bidders bidding as sole proprietorship, as well as those bidding as a joint venture, must provide the name
of the owner(s).

Bidders bidding as societies, firms or partnerships do not need to provide lists of names.

5.2.2 Federal Contractors Program for Employment Equity - Bid Certification

By submitting a bid, the Bidder certifies that the Bidder, and any of the Bidder's members if the Bidder is a
Joint Venture, is not named on the Federal Contractors Program (FCP) for employment equity "ECP
Limited Eligibility to Bid" list (http://www.labour.gc.ca/eng/standards_equity/eq/emp/fcp/list/inelig.shtml)
available from Employment and Social Development Canada (ESDC) - Labour's website.

Canada will have the right to declare a bid non-responsive if the Bidder, or any member of the Bidder if
the Bidder is a Joint Venture, appears on the “ECP Limited Eligibility to Bid “ list at the time of contract
award.
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PART 6 - RESULTING CONTRACT CLAUSES

The following clauses and conditions apply to and form part of any contract resulting from the bid
solicitation.

6.1 Security Requirements

6.1.1  The following security requirements (SRCL and related clauses provided by ISP) apply and form
part of the Contract:

1. The Contractor/Offeror must, at all times during the performance of the Contract/Standing Offer,
hold a valid Designated Organization Screening (DOS), issued by the Canadian Industrial Security
Directorate (CISD), Public Works and Government Services Canada (PWGSC).

2. The Contractor/Offeror personnel requiring access to PROTECTED information, assets or sensitive
work site(s) must EACH hold a valid RELIABILITY STATUS, granted or approved by
CISD/PWGSC.

3. The Contractor/Offeror MUST NOT remove any PROTECTED information or assets from the
identified work site(s), and the Contractor/Offeror must ensure that its personnel are made aware of
and comply with this restriction.

4. Subcontracts, which contain security requirements, are NOT to be awarded without the prior written
permission of CISD/PWGSC.

5. The Contractor/Offeror must comply with the provisions of the:
a) Security Requirements Check List and Security Guide, attached at Annex C;

b) Industrial Security Manual (Latest Edition).

6.2 Requirement

The Contractor must provide the items detailed under the "Requirement" at Annex “A”.

6.3 Standard Clauses and Conditions

All clauses and conditions identified in the Contract by number, date and title are set out in the Standard
Acquisition Clauses and Conditions Manual (https://buyandsell.gc.ca/policy-and-guidelines/standard-
acquisition-clauses-and-conditions-manual) issued by Public Works and Government Services Canada.

6.3.1 General Conditions

2010A (2015-09-03), General Conditions - Goods (Medium Complexity), apply to and form part of the
Contract.

6.3.2 Supplemental General Conditions

009 (2013-06-27), Professional Services — Medium Complexity, apply to and form part of the Contract.
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6.4 Term of Contract

6.4.1 Delivery Date

While delivery is requested by December 11", 2015, the best delivery that could be offered is

6.5 Authorities
6.5.1 Contracting Authority
The Contracting Authority for the Contract is:

Caroline Séguin

Supply Officer

Public Works and Government Services Canada

Acquisitions Branch

800 de la Gauchetiére Street West, Suite 7300, Montreal (Quebec), H5A 1L6

Telephone: (514) 496-3734
Facsimile: (514) 496-3822
E-mail address: Caroline.Z.Sequin@tpsgc-pwgsc.gc.ca

The Contracting Authority is responsible for the management of the Contract and any changes to the
Contract must be authorized in writing by the Contracting Authority. The Contractor must not perform
work in excess of or outside the scope of the Contract based on verbal or written requests or instructions
from anybody other than the Contracting Authority.

6.5.2 Project Authority
The Project Authority for the Contract is:

Name:

Title:
Organization:
Address:

Telephone :
Facsimile: o
E-mail address:

The Project Authority is the representative of the department or agency for whom the Work is being
carried out under the Contract and is responsible for all matters concerning the technical content of the
Work under the Contract. Technical matters may be discussed with the Project Authority, however the
Project Authority has no authority to authorize changes to the scope of the Work. Changes to the scope
of the Work can only be made through a contract amendment issued by the Contracting Authority.
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6.5.3 Contractor's Representative
The Contractor’s representative is:

Name:

Title:
Organization:
Address:

Telephone :
Facsimile: o
E-mail address:

6.6 Payment

6.6.1 Basis of Payment

In consideration of the Contractor satisfactorily completing all of its obligations under the Contract, the
Contractor will be paid a firm price, as specified in the Annex B — Basis of payment for a cost of $
. Customs duties are included and Applicable Taxes are extra.

Canada will not pay the Contractor for any design changes, modifications or interpretations of the Work,
unless they have been approved, in writing, by the Contracting Authority before their incorporation into
the Work.

6.6.2 Limitation of Price

SACC Manual clause C6000C (2011-05-16), Limitation of Price

6.6.3 Single Payment

Canada will pay the Contractor upon completion and delivery of the Work in accordance with the
payment provisions of the Contract if:

a. an accurate and complete invoice and any other documents required by the Contract have been
submitted in accordance with the invoicing instructions provided in the Contract;

b. all such documents have been verified by Canada;

c. the Work delivered has been accepted by Canada.

6.6.4 SACC Manual Clauses

SACC Manual clause C2605C (2008-05-12), Canadian Customs Duties and Sales Tax — Foreign-based
Contractor
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6.7 Invoicing Instructions

1. The Contractor must submit invoices in accordance with the section entitled "Invoice Submission”
of the general conditions. Invoices cannot be submitted until all work identified in the invoice is
completed.

2. Invoices must be distributed as follows:

a. The original and one (1) copy must be forwarded to the address shown on page 1 of the
Contract for certification and payment.

b. One (1) copy must be forwarded to the Contracting Authority identified under the section
entitled "Authorities" of the Contract.

6.8 Certifications
6.8.1 Compliance

The continuous compliance with the certifications provided by the Contractor in its bid and the ongoing
cooperation in providing additional information are conditions of the Contract. Certifications are subject to
verification by Canada during the entire period of the Contract. If the Contractor does not comply with any
certification, fails to provide the additional information, or if it is determined that any certification made by
the Contractor in its bid is untrue, whether made knowingly or unknowingly, Canada has the right,
pursuant to the default provision of the Contract, to terminate the Contract for default.

6.9 Applicable Laws

The Contract must be interpreted and governed, and the relations between the parties determined, by the
laws in force in

6.10  Priority of Documents

If there is a discrepancy between the wording of any documents that appear on the list, the wording of the

document that first appears on the list has priority over the wording of any document that subsequently
appears on the list.

(a) the Articles of Agreement;

(b) the supplemental general conditions 4009 (2013-06-27), Professional Services — Medium
Complexity;

(c) the general conditions 2010A (2015-09-03), General Conditions - Goods (Medium Complexity);

(d) Annex A, Requirement;

(e) Annex B, Basis of Payment;

) Annex C, Security Requirements Check List;

(9) the Contractor's bid dated

6.11 SACC Manual Clauses

A9068C (2010-01-11
B1006C (2014-06-26
B1501C (2006-06-16
G1005C (2008-05-12

, Government Site Regulations

, Condition of material — Contract
, Electrical equipment

, Insurance

~— — ~—
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ANNEX "A"

REQUIREMENT

1. Purpose

The purpose of this document is to define the requirements for Canada Border Services Agency (CBSA)
for the delivery and installation of a security system that includes card access control, an alarm system
and a set of panic buttons linked to an alarm panel for the Lacolle border crossing building in Lacolle. This
new building, referred hereunder as “Lacolle building”, is located on the Highway 15 in St-Bernard-de-
Lacolle (JOJ 1J0).

The delivered system must be complete, without any limitation to this Requirement. The suppliers must
demonstrate in their bid that they are able to deliver a complete and functional product. Unless otherwise
specified, all pieces of equipment that are mentioned in this document must be provided by the supplier.

The system to be installed in the Lacolle building must be connected to the system included in the
adjacent building. In order to be compatible to the system in the adjacent building, the supplier must
install an access-control system by using KANTECH equipment and must use the proximity technology
on the WEIGAND protocol. The supplier must program the access cards in the existing database, which
uses the Entrapass Special Edition software. The supplier must install an anti-intrusion alarm system,
including a Piezo alarm, offering the option of being integrated into the computer station. However, this
integration is not part of the current requirement.

2. General description

The supplier is responsible for delivering and installing a security system including, but not limited to, the
following:

A. Delivery, installation and start-up of an access control system for the rooms specified on the
enclosed plan (Annex A-1).

Programming of new control points in the existing system.

Delivery, installation and start-up of the anti-intrusion alarm system and the panic button system
connected to the rooms specified in the plan.

The cabling must be provided by and installed by the supplier.

The supplier must replace the acoustic ceiling tiles that the supplier will move in order to install
the requested equipment. The supplier must replace, at their own cost, all tiles damaged by the
supplier.

mo Ow

3. Technical terms

e Access controller: or door controller, which connects all of the peripheral devices required for an
access control system.

e Card reader: device often mounted to the wall near the controlled door that reads access cards.

e WEIGAND protocol: communication protocol between a reader and an access controller.
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4. Duration of work

The supplier must carry out the full mandate no later than three (3) weeks after the contract has been
awarded. Work must be carried out during the day, between 7:30 am and 6:00 pm.

5. Scope of work
A- Access control system for rooms specified on the enclosed plan (Annex A-1)

The supplier must provide and install a card access control system on twenty (20) doors of the Lacolle
building. As indicated in Annex A-1, two (2) of these doors are controlled on both sides.

The components and the installation must be ULC-compliant (Underwriters’ Laboratories of Canada).
The access control system must be able to record authorized accesses, unauthorized access attempts
and infractions, and must allow for specific reports about the events and the time they occurred to be

printed out.

The access control system must be adapted to the mortise lock mechanism and an electric strike, or
electromagnet mechanism, that has already been installed on site by the hardware supplier.

The supplier must connect the proximity card readers to the existing hardware. Boxes and Merlin
conductors are already provided to store the card readers.

The supplier must carry out the programming of the new site and of the controlled doors, upon client’s
instructions and do a system start-up, as well as all tests required.

Proximity card readers

The supplier must provide twenty-two (22) proximity card readers. Electrical boxes that are 50 mm x 100
mm in size are already in place for the card readers. The proximity card readers must cover this opening
(model Extended Secure Format (XSF) P 325 or equivalent). The readers must control the various
H.E.S. Abloy electrical strikes (models 9500, 1006CS or other), or the electromagnets, provided and pre-
installed. The readers must be mounted on the wall at the locations specified on the plan: “Access Control
Plan — Lacolle” enclosed herein Annex A-1.

The supplier must use KANTECH equipment in order to comply with the existing system.

The card readers must use proximity technology on the WEIGAND protocol. The card readers must
include an audible alarm.

Proximity access cards

The supplier must provide 50 XSF proximity cards in order to ensure compatibility with the system in the
adjacent building.

Access controllers

The access card system must enable access to be given to a specific door for a limited or unlimited time
period. Once it is programmed, the card that is held up to a proximity reader must deactivate the electric
strike or electromagnet and allow for access when permitted by the user’s security level. Exits must be
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automatically authorized by a detector (request to exit), except for the 2 doors controlled on both sides by
a card reader.

The KANTECH access controllers must allow for the card readers to be linked, direct unlocking exits (dry
contact) to electric strikes, solid-state exits to the reader indicators and audible alarms, entrances
supervised by end of the line resistors in the components, as well as communication with the network
controller. Specifically, the supplier must connect by modem the access controllers of the Lacolle building
to the existing control system and computer in room C-141 of the adjacent commercial building. In the
Lacolle building, the controllers must be installed in room C-3.18 in the electrical outlets connected to the
emergency panel.

The supplier must provide the communication module (modem). The supplier must provide the
transformers and batteries required for operation. In the event of a power outage, the entire system must
be operational for a minimum of 6 hours.

Controllers must be installed locally inside the rooms in a metallic box equipped with a surveillance
contact. The supplier must provide the metallic boxes required. The box key must be identified and given
to the onsite CBSA authorities. The telephone line is provided by CBSA.

The addition of new equipment and user access cards must be programmed in the existing database, i.e.
Entrapass Special Edition.

The Lacolle building has a set of electromagnet-controlled double doors that has been provided and
installed. At required locations (2 sets of double doors), access control must be coordinated with the
automatic door opening system.

All authorized and non-authorized accesses must be recorded and stored in memory in order to generate
specific reports by site and by time period.

Magnetic contacts

A magnetic contact must be installed on each of the twenty (20) doors to be monitored. Magnetic contacts
must be flush mounted and affixed solidly on all the doors. The contacts must be installed vertically and 4
inches high on the frame, on the latch site where possible. A discrete colour is requested so that the
colour of the door and the frame match. All door contacts must be connected with an end of the line
resister installed where the door makes contact (required model 1078C-S/M or equivalent).

Request to exit detectors

A request to exit detector must be installed above the doors in order to allow for exits without creating
alarm incidents in the system, except for the 2 doors controlled on both sides by readers. For these
doors, a failsafe electric strike has been connected to the fire alarm. Installation of the access control on
these doors must be coordinated with the installation of the

request to exit detectors.

Double door with automatic door opening system (2™ floor)

The double doors located on the second floor are provided with an automatic door opening system for
mobility impaired people. The access control and automatic door opening system must be linked together
for joint operation of both systems (planned for by the project’s engineers).
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Audible alarm

To prevent intrusions, an audible system must activate when a door remains open for too long. The
system must easily adjust to how long the doors are open. The duration may be different from one door to
another: anywhere from a few seconds to an unlimited amount of time.

The system provided by the supplier must include two (2) Piezo alarms (one on the main floor and one on
the second floor). A Piezo alarm for the card readers is sufficient for the doors.

Power supply

The supplier must provide a regular power supply, protected by automatic reset thermal fuses.

B- Anti-intrusion alarm system and panic button system
The system must be a closed circuit system and must not be linked to a power plant.

The anti-intrusion alarm system must be installed for room C-6.1. The programming details will be
communicated to the chosen supplier. The four (4) panic buttons must be linked to the anti-intrusion
alarm system. All alarm points must be clearly identified on the keyboards when an alarm is triggered.
The two keyboards must be able to manage the entire alarm system, regardless of the area where they
are installed. Besides an alarm on the keyboards, the activation of these wired buttons must immediately
trigger a Piezo alarm in the office area and on the 2nd floor, as well as a red strobe light. All system
keyboards must display the location of the panic button that was activated. This equipment must be
provided by the supplier and installed in the open area on the first floor and on the exterior wall of room
C-6.1.

All anti-intrusion alarm system and access control system actions must be recorded and stored in
memory. The anti-intrusion alarm system must offer the option of being integrated into the computer
station that manages access control without having to be integrated into Entrapass Special Edition. This
integration is not part of this current requirement.

Motion detectors

The motion detectors must be dual-technology detections. All motion detectors must be connected with
an end of line resistor installed in the motion detector.

In the event of a power outage, the anti-intrusion alarm and access control systems must be operational

on batteries for a minimum of 6 hours. The electrical jacks are connected to the emergency generator
system.

Intrusion alarm panel and system control station

The supplier must provide panels with screens that arm and disarm the alarm system and allow for clear
messages such as “exit delay” to be read.

Training
The supplier must provide training on the operation of the anti-intrusion and access control systems, as
well as on modem connection, for two (2) to five (5) people.
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6. Deliverables

A. Access control system

The required number of controllers for 20 doors that comply with the technical requirements set
out in this document (including power supply, boxes and pieces of equipment required for
installation);

One (1) modem to link the system controllers to the existing system of the adjacent building;
Twenty-two (22) proximity access card readers in XSF, P325 format or equivalent;

Fifty (50) proximity access cards in XSF format; and

Programming and start-up, including necessary tests.

Anti-intrusion alarm system

One (1) anti-intrusion alarm system that complies with the technical requirements set out in this
document;

Two (2) keyboards;

Two (2) Piezo alarms and red strobe light;

Four (4) wired panic buttons;

Programming and start-up, including necessary tests.

Documentation

Detailed list of all the equipment that will be installed, including the manufacturers’ names, the
original parts or the model numbers, as well as brochures that explain the equipment;

Full documentation that covers all technical aspects and system operations (electronic version).
The document must be provided in English and French.

Training

Offer training on how the access control and the anti-intrusion alarm systems work, as well as
modem connection, for two to five people.
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ANNEX B
BASIS OF PAYMENT
No. Description Quantity | Unit price Total price
Access control : $ $
(1)
- Controllers 22 $ $
- Proximity card readers 20 $ $
- Magnetic contacts for each door to be
1 . (1)
monitored
- Request to exit detectors” 18 S $
- Modem 1 S S
- Power supply S S
- Batteries (minimum of 6 hours) s s
2 | Proximity access cards 50 2 S
Anti-intrusion alarm system, compliant with
technical specifications mentioned in the
Contract, including :
3 - Wired panic buttonsBoutons panique 4 $ $
- Audible alarm (Piezo) 2 S S
- Red strobe light 1 S S
4 | Keyboards 2 $ $
Documentation as described in section 6.C) of
> Annex A S/0 2
6 Xrg;mng as described in section 6.D) of Annex 5/0 g
Systems installation (including required tests),
7 . S/0 $
programming and start-up
8 | Transportation and shipping S/0 S
TOTAL $

(taxes excluded)

" The Lacolle building has twenty (20) doors. However, two doors must be controlled on both sides.
@ All controllers must be able to control access to the 20 doors. The number of controllers required to

control the 20 doors is left up to the discretion of the bidder.

® The instructors’ travel costs are included.
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ANNEX "C"

SECURITY REQUIREMENTS CHECK LIST

Conbrac Number / Nurmaro du contrat
QUE-20156-D04

Securty Classiicalion | Glasslicaion 08 secume
UNCLASSIFIED

SECURITY REQUIREMENTS CHECK LIST (SRCL)
LISTE DE VERIFICATION DES EXIGENCES RELATIVES A LA SECURITE (LVERS

2. Branch or Drectorala / Direslion générale ou Direction
Minighére pu arganisme govvememental d'ongine linfrastrssiures fixes

2 @) Subcontract Mumber | Mumsro du-confral de sous-fraitance 3. ) Marme and Address of Subcontractor £ Mom el adresse di Sous-redant

4. Brief Desctiption of Work [ Bréve description o travad
Anquriton & instalisbon Contrife d'acoés Leoolle commercial

5 &) VWl 1he SUppIEr feguire GCCess 10 Coniroled Goads? Mo D Yes |
Le foumnissaur Bura--Il accas 3 das marchandisas contrilgas? Mon Cul

5 b) Wl ihe supplier reguire scoess jo unclataified miltary lechnical data sulpact (o the provisions of the Technical Data Conlral 275} D Yed
Raguiations? Mon Ond

Le faumisseur pura--il aoccds & des donmiées lechnigues mililaires non clissfides gui sonl assueifies au dispostions du Réglement
sur le contrile des données echniques? —
Indicaie the type of acoass required | Indiguer | bype d'scoks regquis

‘8] WWill the suppler and its amployees requee accass o PROTECTED andior CLASSIFIED information or assets? I:I Na Yes
Le foumisseur ensi que les empioyés auront-is accés @ des renseignements ou @ des biens PROTEGES etfou CLASSIFIES? Man Cul
{Specily the level of access using the char in Queston 7, &)
(Préciger |& riveal o'Acces en uliksent e [aeay qu e rouve 4 1 queston 7_c)
1) VIl the supplier and its Bmployees (8.9, Ceanens, maiMenance Parsonnal) [equire ACCEss 10 resInclan ALcess anas? Mo pScass 10 No D Yes
PROTECTED and'or GLASSIFIED information ar assets is permitied Ran Cuii
Le founisseor ¢f ses employés (p, ex. neftoyeurs, persannel d entreten) Buront-ils accas 4 des zonaes d'accas rasirentes? L'acoés
& des rengsignaments ou A des biens PROTEGES et'ou CLASSIFIES n'est pas autoriss
1 o) 15 his a commercial courier of delivery requiemenl with no ovemight storaga™ Noy I:[ Yes
Sagi-il un contrad de messagerie ou o iwaison commerndale sans enieposage de nuil? Han Ol

Canada m I_ HNATO | OTAN [:L_ I Foreign | Etranger i_ﬁ

7. b) Aaleasa resirictions /| Restrclions relalives 4 & diffusson

Mo release restrclions A NATO countnes Mo redeasa restriclions
Bucune restriclion relative Tous les pays de MOTAN D Aucune restricBion relalive D
& la diffusion & la dilfugian
Mol releasable
& ra pas diffuser |:|
Restrictad ta: § Limitd & : E‘ Resirictad boc § Limilé 4 I:l Rastricted ta: / Limité 3 D
Specily courryiles): | Pracksar kais) pays Specify countrylies): § Précser le(s) pays : Spacify couriry(ies); § Précesar k) pays =

7_c) Lewal of information [ Miveau ginfonmation
PROTECTED A |:| NATO UNCLASSIFIED EI PROTECTED A I:‘
PROTEGE & NATO NON CLASSIFIE . PROTEGE &
PROTECTED B - NATO RESTRICTED I__" PROTECTED B :‘
PROTEGER NATO MFFUSION RESTREINTE PROTEGE B

PROTECTED C I:' NATO CONFIDENTIAL D PROTECTED C :|
PROTEGE G MATO GOMFIDENTIEL PROTEGE C
CONFIDENTIAL I:l NATO SECRET I:‘ CONFIDENTIAL ]
CONFIDENTIEL NATO SECRET P—— | CONFIDENTIEL
SECRET [: COSMIC TOP SECRET D SECRET j
SECRET COSMIC TRES SECRET SECHET :
TOP SECRET I: TOP SECRET j
TRES SECRET TRES SECRET
TOP SECRET (SIGINT) TOP SECRET (SMEENT) j
TRES SECRET (SIGINT) TRES SECRET (SIGINT)
TESSCT 350-103(20041 2) Secunly Clazsfication |/ Classficetion de séounlé
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E‘-m-wnn‘m1 Gouvernamant Contract Murmber | Numéro du conlrat
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Security Classification ! Classification de sécurité
UNCLASSIFIED:

B Vil the .r.uppler requlre ey F‘RDTI':LTEI:I andior CLASSIFIED COMSEC mformation or assets? fed
La fournseur aura--il acchs & des renseignements ou & des biens COMSECD désignds PROTEGES etiou CLASSIFIES? Ol
I Vs, indicate the level of sensitivity:
Chams NaSrrmalive. indiguer le niveay de sensibdts

& VWH ihe suppler require Bccess to extremaly sensiive INFOSEC information or assets? "
La fourneseur aura-1-il accds 4 des rensegnements ou & des biens INFOSEC de nalure extrémement daélicata?

Shart Tilleds) of maledal | Tire(s) abeageds) du matariel ©
Documeant Hurmbar | Muméra du dooumsnt
PART B - FERSONNEL (SUPPLIER) I P

10. a) Persannal secumty screening lesvel rsquired ! Nweau d& |:|3|'1|E' dela S-ECL!'II:E du personnel requis
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ATTACHMENT 1

MANDATORY TECHNICAL SPECIFICATIONS

A. Access control system

Bid reference

No. Mandatory technical specification (page number
and/or section)
1 The components and the installation must be ULC-compliant
(Underwriters’ Laboratories of Canada).
2 The access control system must be able to record authorized accesses,
unauthorized access attempts and infractions.
3 The access control system must allow for specific reports about the
events and the time they occurred to be printed out.
4 The access control system must be adapted to the mortise lock
mechanism and an electric strike, (electromagnet mechanism).
5 | The proximity card readers must be connected to the existing hardware.
6 The proximity card readers must cover the electrical boxes’ opening in
size (50 mm x 100 mm), which are already in place.
The readers must control the various H.E.S. Abloy electrical strikes
7 | (models 9500, 1006CS or other), or the electromagnets, provided and
pre-installed.
The supplier must use KANTECH equipment in order to comply with
8 | the existing system.
The card readers must include an audible alarm
9 The card readers must use proximity technology on the WEIGAND
protocol. The card readers must include an audible alarm.
10 | The supplier must provide XSF proximity cards.
11 The request for exit detectors must authorize exits automatically, except
for the two doors controlled from both sides by a card reader.
12 | The supplier must provide KANTECH access controllers.
The access controllers must allow the card readers to be linked, direct
unlocking exists, to electric strikes, solid-state exits to reader indicators
13 ] . . : |
and audible alarms, entrances supervised by end of the line resistors in
the components, as well as communication with the network controller.
The access controllers must connect by modem the access controllers
14 | of the Lacolle building to the existing control system and computer in
room C-141 of the adjacent building.
15 The controllers must be installed locally inside the rooms in a metallic

box equipped with a surveillance contact.
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The new equipment and user access cards must be programmed in the

16 existing database (Entrapass Special Edition software).
17 The access control must be coordinated with the automatic door
opening system.
The system must have the capacity to record and store in memory all
18 | authorized and non-authorized accesses in order to generate specific
reports by site and by time period.
19 The magnetic contacts must be flush mounted and affixed solidly on all
the doors.
All door contacts must be connected with an end of the line resister
20 | installed where the door makes contact (required model 1078C-S/M or
equivalent)
The request to exit detectors installed above each door must allow for
21 | exits without creating alarm incidents, in the system, except for the 2
doors controlled on both sides by readers.
An audible alarm must activate when a door remains open for a period
22 | X, anywhere from a few seconds to an unlimited period of time.
The system must allow the period X to be adjusted easily.
23 The system provided by the supplier must include two (2) Piezo alarms
as well as a red strobe light.
The supplier must include one (or more) regular power supply ,
24 .
protected by automatic reset thermal fuses.
25 In the event of a power outage, the access control system must be

operational on batteries for a minimum of 6 hours

B. Anti-intrusion alarm system

Bid reference (page

No. Mandatory technical specification number and/or
section)
1 The system must be a closed circuit system and must not be linked to a
power plant.
> The supplier must provide four (4) panic buttons, linked (wired) to the
anti-intrusion alarm system.
3 | The supplier must provide two (2) keyboards.
4 All alarm points must be clearly identified on the keyboards when an
alarm is triggered.
5 The two (2) keyboards must be able to manage the entire alarm system,

regardless of the area where they are installed.
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The activation of the wired panic buttons must immediately trigger the a
6 | Piezo alarm in the office area and on the 2™ floor, as well as a red

strobe light.
7 The two (2) keyboards must display the location of the panic button that
was activated.
8 The system must have the capacity to record and store in memory all
actions by the anti-intrusion system.
The anti-intrusion alarm system must offer the option of being integrated
9 into the computer station that manages access control without having to

be integrated into Entrapass Special Edition.
This integration is not part of this current requirement

10 | The motion detectors must be dual-technology detections.

11 | The motion detectors must be connected with an end of line resistor.

In the event of a power outage, the anti-intrusion system must be

12 operational on batteries for a minimum of 6 hours.

The supplier must provide panels with screens that arm and disarm the
13 | alarm system and allow for clear messages such as « exit delay » to be
read.
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