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TITLE : CYBER SECURITY OF AUTOMOTIVE SYSTEMS
AMENDMENT 002

Included in the present amendment :
e Modifications 2 and 3 to the Request for Proposals (RFP);
e Questions and answers 1 to 3.

Modification 2
Section “1. Security Requirement” of “PART 6 - SECURITY, FINANCIAL AND OTHER REQUIREMENTS”
is amended as follows :

Delete :
“1. Security Requirement

1. Before award of a contract, the following conditions must be met:

(a) the Bidder must hold a valid organization security clearance as indicated in Part 7 -
Resulting Contract Clauses;

(b) the Bidder's proposed individuals requiring access to classified or protected
information, assets or sensitive work site(s) must meet the security requirement as
indicated in Part 7 - Resulting Contract Clauses;

(c) the Bidder must provide the name of all individuals who will require access to
classified or protected information, assets or sensitive work sites. This information
must be submitted with the bid.

(d) the Bidder’s proposed location of work performance or document safeguarding must
meet the security requirement as indicated in Part 7 - Resulting Contract Clauses;

(e) the Bidder must provide the address(es) of proposed location(s) of work
performance or document safeguarding.

2. For additional information on security requirements, bidders should consult the “Security
Requirements for PWGSC Bid Solicitations - Instructions for Bidders” (http://www.tpsgc-
pwgsc.gc.ca/app-acq/lc-pl/ic-pl-eng.html#a31) document on the Departmental Standard
Procurement Documents website.”

Insert :
“1. Security Requirement

1. Before award of a contract, the following conditions must be met:

(a) the Bidder must hold a valid organization security clearance as indicated in Part 7 -
Resulting Contract Clauses;

(b) the Bidder's proposed individuals requiring access to classified or protected
information, assets or sensitive work site(s) must meet the security requirement as
indicated in Part 7 - Resulting Contract Clauses;

(c) the Bidder must provide the name of all individuals who will require access to
classified or protected information, assets or sensitive work sites. This information
must be submitted with the bid.
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2. For additional information on security requirements, bidders should consult the “Security

Requirements for PWGSC Bid Solicitations - Instructions for Bidders” (http://www.tpsgc-
pwgsc.gc.ca/app-acg/lc-pl/lc-pl-eng.html#a31) document on the Departmental Standard

Procurement Documents website.*

Modification 3

Section “2. Point Rated Technical Criteria” of “ATTACHMENT 2 - MANDATORY AND POINT RATED

TECHNICAL CRITERIA” is amended as follows :

Delete the following table :

EVALUATION CRITERIA MAX. MIN.
1. Understanding and Methodology 45 27
2. Qualifications, experience and competencies 60 30
3. Management methodology 20
4. Bidder’s experience 10
Total score 135 68
Insert the following table :
EVALUATION CRITERIA MAX. MIN.
1. Understanding and Methodology 45 27
2. Qualifications, experience and competencies 60 30
3. Management methodology 20
4. Bidder’s experience 10 5
Total score 135 68
Delete the following table :
Criterion Rating scale Max Min
4. Bidder’s experience 10
4.1 - Bidder’s (company’s) 5 points: The bidder (company) has
experience in designing or completed at least 5 embedded
analysing embedded system design or analysis projects;
systems for the past 10 oL .
years. Ony projectswarty | JPoine: e o compan s |
more than $25,000 will be des.pn s Dot y 5 points
considered for this '9 ysIS proj ’
criterion. 0 point: The bidder (company) has
completed fewer than 3 embedded
system design or analysis projects.
4.2 - Bidder’s (company’s) 5 points: The bidder (company) has
experience in cybersecurity completed at least 5 cybersecurity
(including embedded projects;
systems) systems for the 3 point: The bidder (company) has 5 points

past 10 years. Only projects
worth more than $25,000
will be considered for this

completed 3 or 4 cybersecurity
projects;

0 point: The bidder (company) has
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criterion. completed fewer than 3 cybersecurity
projects.
Insert the following table :
Criterion Rating scale Max Min
4. Bidder’s experience 10 5
4.1 — Bidder’s (company’s) 5 points: The bidder (company) has
experience in designing or completed at least 5 embedded
analysing embedded system design or analysis projects;
systems for the past 10 s .
years Only projts wortn | Pl The idder compmmtos |
more than $25,000 will be desipn or analvsis proiects- Y 5 points
considered for this 9 ySIS proj ’
criterion. 0 point: The bidder (company) has
completed fewer than 3 embedded
system design or analysis projects.
4.2 - Bidder’s (company’s) 5 points: The bidder (company) has
experience in cybersecurity completed at least 5 cybersecurity
(including embedded projects;
systems) systems for the e .
past 10 years. Only projects | 3P0 e boder compary s |
worth more than $25,000 ro'e?ctsx y y 5 points
will be considered for this pro) ’
criterion. 0 point: The bidder (company) has
completed fewer than 3 cybersecurity
projects.
Question 1

Have any companies/contractors previously been engaged by the Crown to work on contracts related to,
or leading up to this solicitation? If so, what was the nature of the work and the contract values?

Answer : There is no previous contract related to, or leading up to this solicitation.

Question 2

Part 4, subsection 1.1.1 says "Except where expressly provided otherwise, the experience described in
the bid must be the experience of the Bidder itself [...]. The experience of the Bidder's affiliates [...],
subcontractors, or suppliers will not be considered." As the "Bidder", we will supervise a team of
"Resources" that are Independent Contractors doing the work. In looking at the Mandatory and Rated
requirements, it is our understanding that the only "areas of experience" that must come from the Bidder,
are Rated Requirements 4.1 and 4.2 (of Attachment 2). All other "areas of experience", can come from
our Independent Contractor resources. Can you confirm that our understanding is correct?

Answer : Your understanding is correct.
Question 3
Part 6, 1(d) says "the Bidder's proposed location of work performance or document safeguarding must

meet the security requirement as indicated in Part 7 - Resulting Contract Clauses". We do not see
anything in Part 7 that states security requirements for work performance or document safeguarding, at
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the bidder's work location. Similarly, the SRCL says the bidder will not be required to store Classified
information, nor will the supplier be required to produce classified information at the supplier site or
premises. We believe that any classified or protected information will be handled only on DRDC
premises. Will we be expected to store Controlled Goods? Can you please clarify the security
requirement for our proposed location of work performance and document safeguarding?

Answer : This contract includes access to controlled goods, but only on DRDC premises. There
are no security requirements for the Bidder’s proposed location of work performance or document
safeguarding. See modification 2 above.

*** All the other clauses and conditions remain unchanged ***
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