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PART 1 - GENERAL INFORMATION

1. Introduction
The bid solicitation is divided into seven parts plus attachments and annexes, as follows:
Part 1 General Information: provides a general description of the requirement;

Part 2 Bidder Instructions: provides the instructions, clauses and conditions applicable to the bid
solicitation;

Part 3 Bid Preparation Instructions: provides bidders with instructions on how to prepare their
bid;

Part 4 Evaluation Procedures and Basis of Selection: indicates how the evaluation will be
conducted, the evaluation criteria that must be addressed in the bid, and the basis of
selection;

Part 5 Certifications: includes the certifications to be provided;

Part 6 Security, Financial and Other Requirements: includes specific requirements that must be
addressed by bidders; and

Part 7 Resulting Contract Clauses: includes the clauses and conditions that will apply to any
resulting contract.

The Annexes include the Statement of Work, the Basis of Payment, and the Security
Requirements Checklist.

2. Summary
The resulting contract is from date of contract award until May 31, 2017

There is a security requirement associated with this requirement. For additional information,
consult Part 6 - Security, Financial and Other Requirements, and Part 7 - Resulting Contract
Clauses. Bidders should consult the "Security Requirements for PWGSC Bid Solicitations -
Instructions for Bidders" (http://www.tpsgc-pwgsc.gc.ca/app-acg/lc-pl/lc-pl-eng.html#a31)
document on the Departmental Standard Procurement Documents website

Bidders must provide a list of names, or other related information as needed, pursuant to section
01 of Standard Instructions 2003

For services requirements, Bidders in receipt of a pension or a lump sum payment must provide
the required information as detailed in attachment 3 of Part 5 of the bid solicitation.

The requirement is limited to Canadian goods and/or services

The Royal Canadian Mounted Police (RCMP) takes its role in protecting Canada’s critical
infrastructure (Cl), and its ability to deliver the vital services Canadians require, from the Federal
Government’s responsibility to ensure public safety. The RCMP has not only a responsive role in
the event of an incident which impacts Cl and public safety, but it also has a responsibility to
detect, and when appropriate, intervene, when a criminal threat, including a National Security
threat, to Cl is identified as either imminent or possible.

Canadi
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Public Safety Canada defines critical infrastructure as the “processes, systems, facilities,
technologies, networks, assets and services essential to the health, safety, security or economic
well-being of Canadians and the effective functioning of government. Critical infrastructure can be
stand-alone or interconnected and interdependent within and across provinces, territories and
national borders. Disruptions of critical infrastructure could result in catastrophic loss of life,
adverse economic effects and significant harm to public confidence.”

The main objective of this project is to strengthen critical infrastructure protection (CIP).
The project required the Contractor to:

l. To identify opportunities regarding information sharing across critical infrastructure (Cl)
Stakeholders (private sector and government agency) and law enforcement. This will
focus on the uptake of information by law enforcement and the criteria and factors that
shape it. A report with recommendations will be produced.

Il. To conduct a CIP operational and programmatic gap analysis. This will focus on
enhancing the program while concentrating on operational requirements. A report with
recommendations will be produced.

3. Debriefings

Bidders may request a debriefing on the results of the bid solicitation process. Bidders should
make the request to the Contracting Authority within 15 working days of receipt of the results of
the bid solicitation process. The debriefing may be in writing, by telephone or in person.

4, Communications

As a courtesy and in order to coordinate any public announcements pertaining to this contract,
the Government of Canada requests that the successful Bidder notify the Contracting Authority 5
days in advance of their intention to make public an announcement related to the
recommendation of a contract award, or any information related to the contract. The Government
of Canada retains the right to make primary contract announcements.

5. Conflict of Interest

The Work described herein and the deliverable items under any resulting Contract specifically
exclude the development of any statement of work, evaluation criteria or any document related to
a bid solicitation. The Contractor, its subcontractor(s) or any of their agent(s) directly or indirectly
involved in the performance of the Work and/or in the production of the deliverables under any
resulting Contract will not be precluded from bidding on any potential future bid solicitation related
to the production or exploitation of any concept or prototype developed or delivered under any
resulting Contract.
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PART 2 - BIDDER INSTRUCTIONS

1. Standard Instructions, Clauses and Conditions

All instructions, clauses and conditions identified in the bid solicitation by number, date and title
are set out in the Standard Acquisition Clauses and Conditions
Manual(https://buyandsell.gc.ca/policy-and-guidelines/standard-acquisition-clauses-and-
conditions-manual) issued by Public Works and Government Services Canada.

Bidders who submit a bid agree to be bound by the instructions, clauses and conditions of the bid
solicitation and accept the clauses and conditions of the resulting contract.

The 2003 (2015-07-03) Standard Instructions - Goods or Services - Competitive Requirements,
are incorporated by reference into and form part of the bid solicitation.

Subsection 5.4 of 2003, Standard Instructions - Goods or Services - Competitive Requirements,
is amended as follows:

Delete: 60 days
Insert: 120 days

2. Submission of Bids

Bids must be submitted only to Public Works and Government Services Canada (PWGSC) Bid
Receiving Unit by the date, time and place indicated on page 1 of the bid solicitation.

Due to the nature of the bid solicitation, bids transmitted by facsimile to PWGSC will not be
accepted.

3. Enquiries - Bid Solicitation

All enquiries must be submitted in writing to the Contracting Authority no later than ten (10)
calendar days before the bid closing date. Enquiries received after that time may not be
answered.

Bidders should reference as accurately as possible the numbered item of the bid solicitation to
which the enquiry relates. Care should be taken by bidders to explain each question in sufficient
detail in order to enable Canada to provide an accurate answer. Technical enquiries that are of a
proprietary nature must be clearly marked "proprietary” at each relevant item. Items identified as
“proprietary” will be treated as such except where Canada determines that the enquiry is not of a
proprietary nature. Canada may edit the questions or may request that the Bidder do so, so that
the proprietary nature of the question is eliminated, and the enquiry can be answered with copies
to all bidders. Enquiries not submitted in a form that can be distributed to all bidders may not be
answered by Canada.

4, Applicable Laws

Any resulting contract must be interpreted and governed, and the relations between the parties
determined, by the laws in force in Ontario.

Bidders may, at their discretion, substitute the applicable laws of a Canadian province or territory

of their choice without affecting the validity of their bid, by deleting the name of the Canadian
province or territory specified and inserting the name of the Canadian province or territory of their
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choice. If no change is made, it acknowledges that the applicable laws specified are acceptable
to the bidders.

5. Improvement of Requirement During Solicitation Period

Should bidders consider that the specifications or Statement of Work contained in the bid
solicitation could be improved technically or technologically, bidders are invited to make
suggestions, in writing, to the Contracting Authority named in the bid solicitation. Bidders must
clearly outline the suggested improvement as well as the reason for the suggestion. Suggestions
that do not restrict the level of competition nor favour a particular bidder will be given
consideration provided they are submitted to the Contracting Authority at least 10 days before the
bid closing date. Canada will have the right to accept or reject any or all suggestions.

6. Maximum Funding
The maximum funding available for the contract resulting from the bid solicitation is $185,000.00

(Applicable Taxes Included). Bids valued in excess of this amount will be considered non-
responsive. This disclosure does not commit Canada to pay the maximum funding available.

Canadi
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PART 3 - BID PREPARATION INSTRUCTIONS
1. Bid Preparation Instructions

Canada requests that bidders provide their bid in separately bound sections as follows:

Section I: Technical Bid (4 hard copies) (and 1 soft copy on CD)
Section Il: Financial Bid (1 hard copy) (and 1 soft copy on CD)
Section Il Certifications (1 hard copy)

If there is a discrepancy between the wording of the soft copy and the hard copy, the wording of
the hard copy will have priority over the wording of the soft copy.

Prices must appear in the financial bid only. No prices must be indicated in any other section of
the bid.

Canada requests that bidders follow the format instructions described below in the preparation of
their bid:

€) use 8.5 x 11 inch (216 mm x 279 mm) paper;
(b) use a numbering system that corresponds to the bid solicitation.

In April 2006, Canada issued a policy directing federal departments and agencies to take the
necessary steps to incorporate environmental considerations into the procurement process Policy
on Green Procurement (http://www.tpsgc-pwgsc.gc.ca/ecologisation-greening/achats-
procurement/politique-policy-eng.html). To assist Canada in reaching its objectives, bidders
should:

1) use 8.5 x 11 inch (216 mm x 279 mm) paper containing fibre certified as originating from
a sustainably-managed forest and containing minimum 30% recycled content; and

2) use an environmentally-preferable format including black and white printing instead of
colour printing, printing double sided/duplex, using staples or clips instead of cerlox,
duotangs or binders.

Section I: Technical Bid

In their technical bid, bidders should demonstrate their understanding of the requirements
contained in the bid solicitation and explain how they will meet these requirements. Bidders
should demonstrate their capability and describe their approach in a thorough, concise and clear
manner for carrying out the work.

The technical bid should address clearly and in sufficient depth the points that are subject to the
evaluation criteria against which the bid will be evaluated. Simply repeating the statement
contained in the bid solicitation is not sufficient. In order to facilitate the evaluation of the bid,
Canada requests that bidders address and present topics in the order of the evaluation criteria
under the same headings. To avoid duplication, bidders may refer to different sections of their
bids by identifying the specific paragraph and page number where the subject topic has already
been addressed.
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Section Il: Financial Bid

1.1

(@)

(b)

111

Bidders must submit their financial bid in accordance with the following:

A firm, all inclusive price for the Work, which must not exceed the maximum funding
specified in Part 2. The total amount of Applicable Tax is to be shown separately, if
applicable.

For Canadian-based bidders, prices must be in Canadian funds, Applicable Taxes
excluded and Canadian customs duties and excise taxes included.

For foreign-based bidders, prices must be in Canadian funds, Applicable Taxes,
Canadian customs duties and excise taxes excluded. Canadian customs duties and
excise taxes payable by Canada will be added, for evaluation purposes only, to the prices
submitted by foreign-based bidders.

For the purpose of the bid solicitation, bidders with an address in Canada are considered
Canadian-based bidders and bidders with an address outside of Canada are considered
foreign-based bidders.

Price Breakdown

Bidders are requested to detail the following elements for the performance of the Work, as
applicable:

(@)

(b)

(©)

(d)

()

(f)

(9)

Labour: For each individual and (or) labour category to be assigned to the Work,
indicate: i) the hourly rate, inclusive of overhead and profit; and ii) the estimated number
of hours.

Equipment: Specify each item required to complete the Work and provide the pricing
basis of each one, Canadian customs duty and excise taxes included, as applicable.
These items will be deliverable to Canada upon completion of the contract.

Materials and Supplies: Identify each category of materials and supplies required to
complete the Work and provide the pricing basis.

Travel and Living Expenses: Indicate the number of trips and the number of days for
each trip, the cost, destination and purpose of each journey, together with the basis of
these costs which must not exceed the limits of the Treasury Board (TB) Travel Directive.
With respect to the TB Directive, only the meal, private vehicle and incidental allowances
specified in Appendices B, C and D of the Directive http://www.njc-
cnm.gc.ca/directive/travel-voyage/index-eng.php , and the other provisions of the
Directive referring to "travellers”, rather than those referring to "employees”, are
applicable. The Treasury Board Secretariat's Special Travel Authorities, http://www.tbs-
sct.gc.ca/pubs_pol/hrpubs/tbm_113/statb-eng.asp, also apply.

Subcontracts: Identify any proposed subcontractor and provide for each one the same
price breakdown information as contained in this article.

Other Direct Charges: Identify any other direct charges anticipated, such as long distance
communications and rentals, and provide the pricing basis.

Applicable Taxes: Identify any Applicable Taxes separately.
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Section Il Certifications
Bidders must submit the certifications required under Part 5.

10
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PART 4 - EVALUATION PROCEDURES AND BASIS OF SELECTION

1.

(@)

(b)
1.1

111

1.1.2

1.2

1.3

13.1

2.

21

Evaluation Procedures

Bids will be assessed in accordance with the entire requirement of the bid solicitation
including the technical and financial evaluation criteria.

An evaluation team composed of representatives of Canada will evaluate the bids.
Technical Evaluation
Bidder Experience

Except where expressly provided otherwise, the experience described in the bid must be
the experience of one or more of the following:

1. The Bidder itself (which includes the experience of any companies that formed the
Bidder by way of a merger but does not include any experience acquired through a
purchase of assets or an assignment of contract); or

2. The Bidder's affiliates (i.e. parent, subsidiary or sister corporations, provided the Bidder
identifies and demonstrates the transfer of know-how, the use of toolsets and the use of
key personnel from the affiliate for the applicable criterion); or

3. The Bidder's subcontractors (provided the Bidder includes a copy of the teaming
agreements and identifies the roles and responsibilities of all parties under the agreement
and how their work will be integrated).

The experience of the Bidder's suppliers will not be considered.

Supporting Information

In the event that the Bidder fails to submit any supporting information pursuant to
technical or financial, the Contracting Authority may request it thereafter in writing,
including after the closing date of the bid solicitation. It is mandatory that the Bidder
provide the supporting information within three (3) business days of the written request or
within such period as specified or agreed to by the Contracting Authority in the written
notice to the Bidder.

Mandatory and Point Rated Criteria
Mandatory and point rated technical evaluation criteria are included in Attachment 2.

Financial Evaluation

Evaluation of Price

The price of the bid will be evaluated in Canadian dollars, Applicable Taxes excluded,
Canadian customs duties and excise taxes included.

Basis of Selection

Basis of Selection - Highest Rated Within Budget

To be declared responsive, a bid must:

11
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€) comply with all the requirements of the bid solicitation;
(b) meet all mandatory technical evaluation criteria; and
(c) obtain the required minimum points overall for the technical evaluation criteria which are

subject to point rating (68%).

Bids not meeting (a) or (b) or (c) will be declared non responsive. The responsive bid with the
highest number of points will be recommended for award of a contract, provided that the total
evaluated price does not exceed the budget available for this requirement. In the event that the
highest number of points is obtained by more than one responsive bid, the responsive bid with
the lowest evaluated price will be recommended for award of a contract.

12
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“ATTACHMENT 1”

FINANCIAL BID PRESENTATION SHEET

A firm, all inclusive price for the Work, which must not exceed the maximum funding specified in Part 2. The total amount of Applicable
Tax is to be shown separately, if applicable.

For Canadian-based bidders, prices must be in Canadian funds, Applicable Taxes excluded and Canadian customs duties and excise
taxes included.

For foreign-based bidders, prices must be in Canadian funds, Applicable Taxes, Canadian customs duties and excise taxes excluded.
Canadian customs duties and excise taxes payable by Canada will be added, for evaluation purposes only, to the prices submitted by
foreign-based bidders.

For the purpose of the bid solicitation, bidders with an address in Canada are considered Canadian-based bidders and bidders with an
address outside of Canada are considered foreign-based bidders.

Firm, all inclusive, price $

Price Breakdown

Bidders are requested to detail the following elements for the performance of the Work, as applicable:

(@)

(b)

(©)

Labour : For each individual and (or) labour category to be assigned to the Work, indicate: i) the hourly rate, inclusive of overhead and
profit; and ii) the estimated number of hours.

Equipment : Specify each item required to complete the Work and provide the pricing basis of each one, Canadian customs duty and
excise taxes included, as applicable. These items will be deliverable to Canada upon completion of the contract.

Materials and Supplies: Identify each category of materials and supplies required to complete the Work and provide the pricing basis.

13



i+l

(d)

()
(f)

(9)
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Travel and Living Expenses: Indicate the number of trips and the number of days for each trip, the cost, destination and purpose of each
journey, together with the basis of these costs which must not exceed the limits of the Treasury Board (TB) Travel Directive. With respect
to the TB Directive, only the meal, private vehicle and incidental allowances specified in Appendices B, C and D of the Directive
http://www.njc-cnm.gc.ca/directive/travel-voyage/index-eng.php , and the other provisions of the Directive referring to "travellers", rather

than those referring to "employees", are applicable. The Treasury Board Secretariat’s Special Travel Authorities, http://www.tbs-
sct.gc.ca/pubs_pol/hrpubs/tom 113/statb-eng.asp, also apply.

Subcontracts: Identify any proposed subcontractor and provide for each one the same price breakdown information as contained in this
article.

Other Direct Charges: Identify any other direct charges anticipated, such as long distance communications and rentals, and provide the
pricing basis.

Applicable Taxes: Identify any Applicable Taxes separately.

14
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“Attachment 2”
Mandatory and Point Rated Technical Criteria

In their proposals, bidders must demonstrate they meet the following mandatory criteria. Failure to meet any of the mandatory criteria will render
the bid non-compliant and it will be given no further consideration.

1. To be considered compliant a proposal must:

a. Meet all of the Mandatory requirements; and
b. Achieve the required minimum technical score of 68% overall.

2. Inevaluating resource and bidders past performance experience, compliance must be demonstrated through a well written, coherent, brief
(if possible), past project description containing the following:
1) Name of the resource(s)
2) Name of the project.
3) Resource(s)/Bidders position/role.
4) Contract start date.
5) Work completion date.
6) Duration of the experience in months.
7) Description of the project and other relevant details that document how this experience has been acquired by the Bidder.
8) An explanation why this experience meets the specific criteria of this solicitation.
9) Client Contact Info, reference, if available. If no reference is available please indicate why.
10) More than one resource can be named in order to meet the years of experience required for each criteria.

1. Mandatory Criteria

CRITERIA MET NOT MET
M1. | The Bidder must provide general information about their organization, key
personnel, and, all proposed subcontractors who will be responsible for this
project.

M2. | The Bidder must demonstrate a minimum of five (5) years of experience
creating, administering and analysing third party surveys and questionnaires
for analysis and program evaluation purposes.
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M3.

The Bidder must demonstrate a minimum of five (5) years of experience
conducting literature reviews and gap analysis to identify program gaps and
opportunities of improvement in a law enforcement setting.

M4,

enforcement and criminal intelligence.

The Bidder must demonstrate a minimum of five (5) years of experience
working and or studying with critical infrastructure assets as it relates to law

2.

POINT-RATED EVALUATION CRITERIA

The Bidder Should:

POINT-RATED EVALUATION
CRITERIA

Points

Maximum Score

R1.

Provide general information about
Bidder’s organization, key
personnel, and or subcontractors
(if applicable) who will be
responsible for this project.

Points will be awarded based on information provided, outlined
below, to a maximum of 3 points.

-Name of organization and name of key personnel and all
proposed subcontractor were provided with no details given
about them =1 pts

- Name of organization and name of key personnel and all
proposed subcontractors were provided along with a general
description of the organization and the personnel and or
subcontractor’s experience = 2 pts

- Name of organization and name of key personnel and all
proposed subcontractors were provided along with detailed
description of the organization and the personnel and/or
subcontractor’s experience = 3pts

R2.

Demonstrate experience creating,
administering and analysing third
party surveys and questionnaires.

Points will be awarded based on years of experience, outlined
below, to a maximum of 4 points.

>5 years to < 6 years = 1 pts
6 yearsto <7 years =2 pts
7 years to < 8 years = 3 pts

8+ years =4 pts
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examining interdepartmental

information sharing associated

with law enforcement
organizations.

R3. Demonstrate experience in Points will be awarded based on years of experience, outlined
research and development of below, to a maximum of 4 points.
program analysis and evaluations _
in a law enforcement setting. >5 years to < 6 years B Lpts
6 yearsto <7 years =2 pts
7 years to < 8 years = 3 pts
8+ years =4pts
R4. Demonstrate experience working Points will be awarded based on years of experience, outlined
and or studying with critical below, to a maximum of 4 points.
infrastructure assets as it relates S5 vears to < 6 vears = 1 pts
to law enforcement and criminal y y _ P
. : 6 yearsto < 7 years =2 pts
intelligence. _
7 yearsto < 8 years = 3 pts
8+ years =4 pts
R5. Demonstrate experience in Points will be awarded based on years of experience, outlined

below, to a maximum of 4 points.

O years to < 1 years =0 pts
1 yearsto < 3 years =1 pts
3 years to <5 years =2 pts
5 years to < 7 years = 3 pts

7 + years = 4 pts

Maximum Points Available: 19

Bidder’s Score:
(68% is the minimal score = 13

points)

17




i

Trawvaux publics st Public Works and
Services gowvernementaux  Government Services
Canada Canada

PART 5 - CERTIFICATIONS

Bidders must provide the required certifications and documentation to be awarded a contract.

The certifications, in Attachment 3, provided by bidders to Canada are subject to verification by
Canada at all times. Canada will declare a bid non-responsive, or will declare a contractor in
default, if any certification made by the Bidder is found to be untrue whether during the bid
evaluation period or during the contract period.

The Contracting Authority will have the right to ask for additional information to verify the Bidder's
certifications. Failure to comply with this request will also render the bid non-responsive or will
constitute a default under the Contract.

1.

11

1.2

1.3

Mandatory Certifications Required Precedent to Contract Award
Integrity Provisions — Associated Information

By submitting a bid, the Bidder certifies that the Bidder and its affiliates are in compliance
with the provisions as stated in Section 01 Integrity Provisions - Bid of Standard
Instructions 2003. The related documentation therein required will assist Canada in
confirming that the certifications are true.

Federal Contractors Program for Employment Equity - Bid Certification

By submitting a bid, the Bidder certifies that the Bidder, and any of the Bidder's members
if the Bidder is a Joint Venture, is not named on the Federal Contractors Program (FCP)
for employment equity "FCP Limited Eligibility to Bid" list
(http://www.labour.gc.ca/eng/standards_equity/eq/empl/fcpl/list/inelig.shtml) available from
Employment and Social Development Canada (ESDC) - Labour’s website.

Canada will have the right to declare a bid non-responsive if the Bidder, or any member
of the Bidder if the Bidder is a Joint Venture, appears on the “FCP Limited Eligibility to
Bid“ list at the time of contract award.

Canada will also have the right to terminate the Contract for default if a Contractor, or any
member of the Contractor if the Contractor is a Joint Venture, appears on the “FCP
Limited Eligibility to Bid” list during the period of the Contract.

The Bidder must provide the Contracting Authority with a completed annex Federal
Contractors Program for Employment Equity - Certification, before contract award. If the
Bidder is a Joint Venture, the Bidder must provide the Contracting Authority with a
completed annex Federal Contractors Program for Employment Equity - Certification, for
each member of the Joint Venture.

Canadian Content Certification

This procurement is solely limited to Canadian services.

Subiject to the evaluation procedures contained in the bid solicitation, bidders
acknowledge that only bids with a certification that the service offered is a Canadian

service, as defined in clause A3050T, will be considered.

Failure to provide this certification completed with the bid will result in the service offered
being treated as a non-Canadian service and deemed non-compliant.
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2. Additional Certifications Precedent to Contract Award

The certifications in Attachment 3, Certifications Precedent to Contract Award, should be
completed and submitted with the bid but may be submitted afterwards. If any of these required
certifications is not completed and submitted as requested, the Contracting Authority will so
inform the Bidder and provide the Bidder with a time frame within which to meet the requirement.
Failure to comply with the request of the Contracting Authority and meet the requirement within
that time period will render the bid non-responsive.
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“Attachment 3”

CERTIFICATIONS PRECEDENT TO CONTRACT AWARD AND
CERTIFICATIONS REQUIRED WITH THE BID

Certifications Required with the Bid

Integrity Provisions

Bidders should provide, with their bids or promptly thereafter, a complete list of names of
all individuals who are currently directors of the Bidder. If such a list has not been
received by the time the evaluation of bids is completed, the Contracting Authority will
inform the Bidder of a time frame within which to provide the information. Bidders must
submit the list of directors before contract award, failure to provide such a list within the
required time frame will render the bid non-responsive.

COMPLETE LIST OF BIDDER'S DIRECTORS

1 4
2 5
3 6

The Contracting Authority may, at any time, request that a Bidder provide properly
completed and Signed Consent Forms (Consent to a Criminal Record Verification form —
PWGSC- TPSGC 229) for any or all individuals named in the aforementioned list within a
specified delay. Failure to provide such Consent Forms within the delay will result in the
bid being declared non-responsive.

FEDERAL CONTRACTORS PROGRAM FOR EMPLOYMENT EQUITY

By submitting a bid, the Bidder certifies that the Bidder, and any of the Bidder's members
if the Bidder is a Joint Venture, is not named on the Federal Contractors Program (FCP)
for employment equity "FCP Limited Eligibility to Bid" list
(http://www.labour.gc.ca/eng/standards_equity/eq/emp/fcp/list/inelig.shtml) available from
Employment and Social Development Canada (ESDC) - Labour’s website.

Canada will have the right to declare a bid non-responsive if the Bidder, or any member
of the Bidder if the Bidder is a Joint Venture, appears on the “FCP Limited Eligibility to
Bid“ list at the time of contract award.

Canada will also have the right to terminate the Contract for default if a Contractor, or any
member of the Contractor if the Contractor is a Joint Venture, appears on the “FCP
Limited Eligibility to Bid” list during the period of the Contract.

The Bidder must provide the Contracting Authority with a completed annex Federal
Contractors Program for Employment Equity - Certification, before contract award. If the
Bidder is a Joint Venture, the Bidder must provide the Contracting Authority with a
completed annex Federal Contractors Program for Employment Equity - Certification, for
each member of the Joint Venture.

Canadian Content Certification

This procurement is limited to Canadian services.
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Subiject to the evaluation procedures contained in the bid solicitation, bidders
acknowledge that only bids with a certification that the service offered is a Canadian
service, as defined in clause A3050T, may be considered.

Failure to provide this certification completed with the bid will result in the service offered
being treated as a non-Canadian service.

The Bidder certifies that:

(

2.0

2.1

)

oo op

a minimum of 80 percent of the total bid price consist of Canadian services as defined in
paragraph 5 of clause A3050T.

Certifications Precedent to Contract Award
Former Public Servant - Competitive Requirements

Contracts with former public servants (FPS) in receipt of a pension or of a lump sum
payment must bear the closest public scrutiny, and reflect fairness in the spending of
public funds. In order to comply with Treasury Board policies and directives on contracts
with FPS, bidders must provide the information required below.

Definitions

For the purposes of this clause,"former public servant” is any former member of a
department as defined in the Financial Administration Act, R.S., 1985, c. F-11, a former
member of the Canadian Armed Forces or a former member of the Royal Canadian
Mounted Police. A former public servant may be:

an individual;

an individual who has incorporated;

a partnership made of former public servants; or

a sole proprietorship or entity where the affected individual has a controlling or major
interest in the entity.

"lump sum payment period" means the period measured in weeks of salary, for which
payment has been made to facilitate the transition to retirement or to other employment
as a result of the implementation of various programs to reduce the size of the Public
Service. The lump sum payment period does not include the period of severance pay,
which is measured in a like manner.

“pension” means, a pension or annual allowance paid under the Public Service
Superannuation Act (PSSA), R.S., 1985, c.P-36, and any increases paid pursuant to the
Supplementary Retirement Benefits Act, R.S., 1985, ¢.S-24 as it affects the PSSA. It
does not include pensions payable pursuant to the Canadian Forces Superannuation Act,
R.S., 1985, c.C-17, the Defence Services Pension Continuation Act, 1970, c.D-3, the
Royal Canadian Mounted Police Pension Continuation Act , 1970, c.R-10, and the Royal
Canadian Mounted Police Superannuation Act, R.S., 1985, c.R-11, the Members of
Parliament Retiring Allowances Act , R.S., 1985, ¢.M-5, and that portion of pension
payable to the Canada Pension Plan Act, R.S., 1985, c.C-8.

Former Public Servant in Receipt of a Pension
As per the above definitions, is the Bidder a FPS in receipt of a pension? Yes () No ()

If so, the Bidder must provide the following information, for all FPS in receipt of a pension,
as applicable:
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name of former public servant;
date of termination of employment or retirement from the Public Service.

By providing this information, Bidders agree that the successful Bidder’s status, with
respect to being a former public servant in receipt of a pension, will be reported on
departmental websites as part of the published proactive disclosure reports in
accordance with Contracting Policy Notice: 2012-2 and the Guidelines on the Proactive
Disclosure of Contracts.

Work Force Reduction Program
Is the Bidder a FPS who received a lump sum payment pursuant to the terms of a work force
reduction program? Yes () No ()

2.2

2.3

@+oaoo0 o

If so, the Bidder must provide the following information:

name of former public servant;

conditions of the lump sum payment incentive;

date of termination of employment;

amount of lump sum payment;

rate of pay on which lump sum payment is based;

period of lump sum payment including start date, end date and number of weeks;
number and amount (professional fees) of other contracts subject to the restrictions of a
work force reduction program.

For all contracts awarded during the lump sum payment period, the total amount of fees
that may be paid to a FPS who received a lump sum payment is $5,000, including the
Goods and Services Tax or Harmonized Sales Tax.

Status and Availability of Resources

The Bidder certifies that, should it be awarded a contract as a result of the bid solicitation,
every individual proposed in its bid will be available to perform the Work as required by
Canada's representatives and at the time specified in the bid solicitation or agreed to with
Canada's representatives. If for reasons beyond its control, the Bidder is unable to
provide the services of an individual named in its bid, the Bidder may propose a
substitute with similar qualifications and experience. The Bidder must advise the
Contracting Authority of the reason for the substitution and provide the name,
qualifications and experience of the proposed replacement. For the purposes of this
clause, only the following reasons will be considered as beyond the control of the Bidder:
death, sickness, maternity and parental leave, retirement, resignation, dismissal for cause
or termination of an agreement for default.

If the Bidder has proposed any individual who is not an employee of the Bidder, the
Bidder certifies that it has the permission from that individual to propose his/her services
in relation to the Work to be performed and to submit his/her résumé to Canada. The
Bidder must, upon request from the Contracting Authority, provide a written confirmation,
signed by the individual, of the permission given to the Bidder and of his/her availability.
Failure to comply with the request may result in the bid being declared non-responsive.

Education and Experience
The Bidder certifies that all the information provided in the résumés and supporting
material submitted with its bid, particularly the information pertaining to education,

achievements, experience and work history, has been verified by the Bidder to be true
and accurate. Furthermore, the Bidder warrants that every individual proposed by the
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Bidder for the requirement is capable of performing the Work described in the resulting
contract.

3. Acknowledgment:

By submitting a bid, the Bidder certifies that the information submitted by the Bidder in response to the
above requirements is accurate and complete.

The bid must contain no condition. Any condition, whatsoever, will render the bid non-
responsive.

Name: Signature: Date:
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PART 6 - SECURITY, FINANCIAL AND OTHER REQUIREMENTS

1.

1.

Security Requirement
Before award of a contract, the following conditions must be met:

€) the Bidder must hold a valid Facility Security Clearance as indicated in Part 7 -
Resulting Contract Clauses;

(b) the Bidder's proposed individuals requiring access to classified or protected
information, assets or sensitive work site(s) must meet the security requirement
as indicated in Part 7 - Resulting Contract Clauses;

(c) the Bidder must provide the name of all individuals who will require access to
classified or protected information, assets or sensitive work sites;

Bidders are reminded to obtain the required security clearance promptly. Any delay in the
award of a contract to allow the successful bidder to obtain the required clearance will be
at the entire discretion of the Contracting Authority.

For additional information on security requirements, bidders should consult the “Security
Requirements for PWGSC Bid Solicitations - Instructions for Bidders” (http://www.tpsgc-
pwgsc.gc.ca/app-acq/lc-pl/ic-pl-eng.html#a31) document on the Departmental Standard
Procurement Documents website.

Financial Capability

SACC Manual Clause A9033T (2012-07-16) Financial Capability
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PART 7 - RESULTING CONTRACT CLAUSES

The following clauses and conditions apply to and form part of any contract resulting from the bid
solicitation.

1.0 Statement of Work

The Contractor must perform the work in accordance with the Statement of Work at Annex A.

2. Standard Clauses and Conditions

All clauses and conditions identified in the Contract by number, date and title are set out in the
Standard Acquisition Clauses and Conditions Manual(https://buyandsell.gc.ca/policy-and-
guidelines/standard-acquisition-clauses-and-conditions-manual) issued by Public Works and
Government Services Canada.

2.1 General Conditions

2040 (2015-09-03), General Conditions - Research & Development, apply to and form part of the
Contract.

3. Security Requirement

3.1 The following security requirement (SRCL and related clauses) applies and forms part of
the Contract.

1. The Contractor must, at all times during the performance of the Contract, hold a valid
Facility Security Clearance at the level of SECRET, issued by the Canadian Industrial
Security Directorate (CISD), Public Works and Government Services Canada (PWGSC).

2. The Contractor personnel requiring access to CLASSIFIED information, assets or
sensitive work site(s) must EACH hold a valid personnel security screening at the level of
SECRET, granted or approved by CISD/PWGSC.

3. The Contractor MUST NOT remove any CLASSIFIED information from the identified work
site(s), and the Contractor must ensure that its personnel are made aware of and comply
with this restriction.

4. Subcontracts which contain security requirements are NOT to be awarded without the
prior written permission of CISD/PWGSC.

5. The Contractor must comply with the provisions of the:
@) Security Requirements Check List and security guide (if applicable), attached at
Annex B
(b) Industrial Security Manual (Latest Edition)
4. Term of Contract

4.1 Period of the Contract

The period of the contract is date of contract award until May 31, 2017.
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5. Authorities
5.1 Contracting Authority
The Contracting Authority for the Contract is:

Joseph Hulse

Public Works and Government Services Canada
Acquisitions Branch

Science Procurement Directorate

Place du Portage, Phase lll, 11C1

11 Laurier Street

Gatineau, Quebec

K1A 0S5

11 Laurier Street

Gatineau, Quebec

K1A 0S5

Telephone: (819) 956-3356

Facsimile: (819) 997-2229

E-mail address: Joseph.Hulse@pwgsc.gc.ca

The Contracting Authority is responsible for the management of the Contract and any changes to
the Contract must be authorized in writing by the Contracting Authority. The Contractor must not
perform work in excess of or outside the scope of the Contract based on verbal or written
requests or instructions from anybody other than the Contracting Authority.

5.2 Technical Authority
The Technical Authority for the Contract is:
(To be entered at contract award)

Name:

Title:
Organization:
Address:

Telephone: - -

Facsimile: - -

E-mail address:

The Technical Authority is the representative of the department or agency for whom the Work is
being carried out under the Contract and is responsible for all matters concerning the technical
content of the Work under the Contract. Technical matters may be discussed with the Technical
Authority; however, the Technical Authority has no authority to authorize changes to the scope of
the Work. Changes to the scope of the Work can only be made through a contract amendment
issued by the Contracting Authority.

53 Contractor's Representative

(To be entered at contract award)
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6. Proactive Disclosure of Contracts with Former Public Servants

SACC Manual Clause A3025C (2012-11-19)

7. Payment

7.1 Basis of Payment

In consideration of the Contractor satisfactorily completing all of its obligations under the
Contract, the Contractor will be paid a firm, all inclusive price, as specified in the contract for a
costof $ (insert the amount at contract award). Customs duties are included, and
Applicable Taxes are extra.

Canada will not pay the Contractor for any design changes, modifications or interpretations of the
Work, unless they have been approved, in writing, by the Contracting Authority before their
incorporation into the Work.

7.2 Method of Payment — Milestone Payments

Canada will make milestone payments in accordance with the Schedule of Milestones detailed in
the Contract and the payment provisions of the Contract if:

a) an accurate and complete claim for payment using PWGSC-TPSGC 1111, Claim for
Progress Payment, and any other document required by the Contract have been
submitted in accordance with the invoicing instructions provided in the Contract;

b) all the certificates appearing on form PWGSC-TPSGC 1111 have been signed by the
respective authorized representatives;

c) all work associated with the milestone and as applicable any deliverable required has
been completed and accepted by Canada.

7.2.1 Schedule of Milestones

The schedule of milestones for which payments will be made in accordance with the Contract is
as follows:

milestone Description Start End Deliverable Firm
Date Date Price
Part 1: Information Sharing
1 Conduct a literature Date of | 03/16 | Report: critical analysis of
review and contract current state of informational
background award sharing to support ClI
research
2 Develop survey and 03/16 04/16 | Survey and questionnaire
questionnaire
3 Progress report 04/16 Progress report
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4 Survey distribution and 04/16 05/16 | Survey Tool
collection. Survey tool will be submitted
as a deliverable for
feedback prior to
dissemination and data
collection.
Initial survey/questionnaire
report.
5 Analysis of survey 05/16 06/16 | Report
results
6 Information Sharing 06/16 08/16 | Information Sharing Final
Final report Report
Part 2: Gap Analysis
7 Conduct a literature and | 02/16 07/16 | Completed report that
document review compares and contrasts the
various approaches to the
CIP program design.
8 Progress report 07/16 Progress report
9 Develop survey and 08/16 09/16 | Survey and questionnaire.
questionnaire
10 Progress report 11/16 | Progress report
11 Survey distribution and 09/16 11/16 | Survey tool will be submitted
collection as a deliverable for
feedback prior to
dissemination and data
collection.
Initial survey/questionnaire
report.
12 Analysis of survey 11/16 01/17 | Report
results
13 Gap Analysis Final 01/17 05/17 Gap Analysis Final report
report

7.3

SACC Manual Clauses

A9117C (2007-11-30), T1204 - Direct Request by Customer Department
C2000C (2007-11-30), Taxes - Foreign-based Contractor

8.

Invoicing Instructions
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1. The Contractor must submit a claim for payment using form PWGSC-TPSGC 1111,
Claim for Progress Payment.
Each claim must show:

a. all information required on form PWGSC-TPSGC 1111;
b. all applicable information detailed under the section entitled "Invoice Submission”
of the general conditions;
C. the description and value of the milestone claimed as detailed in the Contract.
2. The Contractor must prepare and certify one original and two (2) copies of the claim on

form PWGSC-TPSGC 1111, and forward it to the Technical authoritie identified under the
section entitled "Authorities" of the Contract for appropriate certification after inspection
and acceptance of the Work takes place.

The Technical Authority will then forward the original and two (2) copies of the claim to
the Contracting Authority for certification and onward submission to the Payment Office
for the remaining certification and payment action.

3. The Contractor must not submit claims until all work identified in the claim is completed.

9. Certifications
9.1 Compliance

Compliance with the certifications and related documenation provided by the Contractor
in its bid is a condition of the Contract and subject to verification by Canada during the
entire contract period. If the Contractor does not comply with any certification, provide
the related documentation or if it is determined that any certification made by the
Contractor in its bid is untrue, whether made knowingly or unknowingly, Canada has the
right, pursuant to the default provision of the Contract, to terminate the Contract for
default.

9.2 SACC Manual Clause

A3060C (2018-05-12) Canadian Content Certification

10. Applicable Laws

The Contract must be interpreted and governed, and the relations between the parties
determined, by the laws in force in (to be inserted at contract award).

11. Priority of Documents

If there is a discrepancy between the wording of any documents that appear on the list, the
wording of the document that first appears on the list has priority over the wording of any
document that subsequently appears on the list.

Q) the Articles of Agreement;

(2) Annex B, Security Requirements Check List;

3) the general conditions 2040 (2015-09-03), General Conditions - Research &

Development;
(4) Annex A, Statement of Work; and,
(5) the Contractor's bid dated

12. Insurance
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SACC Manual clause G1005C (2008-05-12), Insurance
13. Government Site Regulations

The Contractor must comply with all standing orders or other regulations, instructions and
directives in force on the site where the Work is performed.
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ANNEX A
Statement of Work
1. TITLE

Critical Infrastructure Protection: Information Sharing, Operational and Programmatic Gap
Analysis

2. OBJECTIVE

The main objective of this project is to strengthen critical infrastructure protection (CIP).
The project required the contractor to:

M. To identify opportunities regarding information sharing across critical infrastructure (Cl)
stakeholders (private sector and government agencies) and law enforcement. This will
focus on the uptake of information by law enforcement and the criteria and factors that
shape it. A report with recommendations will be produced.

AV To conduct a CIP operational and programmatic gap analysis. This will focus on
enhancing the program while concentrating on operational requirements. A report with
recommendations will be produced.

3. BACKGROUND

The Royal Canadian Mounted Police (RCMP) takes its role in protecting Canada’s critical
infrastructure (CI), and its ability to deliver the vital services Canadians require, from the Federal
Government’s responsibility to ensure public safety. The RCMP has not only a responsive role in
the event of an incident which impacts Cl and public safety, but it also has a responsibility to
detect, and when appropriate, intervene, when a criminal threat, including a National Security
threat, to Cl is identified as either imminent or possible.

The RCMP'’s National Critical Infrastructure Team (NCIT) is responsible for capturing intelligence
and assessing criminal threats to critical infrastructure in support of the RCMP’s and the
Government of Canada’s critical infrastructure protection (CIP) mandates. NCIT collaborates
closely with domestic and international partners to acquire, assess, analyze and share
information to prevent, detect, deter and respond to actual and potential criminal threats to
Canada’s critical infrastructure.

Public Safety Canada defines critical infrastructure as the “processes, systems, facilities,
technologies, networks, assets and services essential to the health, safety, security or economic
well-being of Canadians and the effective functioning of government. Critical infrastructure can be
stand-alone or interconnected and interdependent within and across provinces, territories and
national borders. Disruptions of critical infrastructure could result in catastrophic loss of life,
adverse economic effects and significant harm to public confidence.”

Criminal threats to the functioning of Cl are specifically identified as terrorist threats in the criminal
code. The proposed legislation (Bill C-639), if passed, would allow for criminal charges in cases
where the criminal acts on CI facilities were motivated by profit. The Government of Canada has
a number of initiatives specifically related to ensuring situational awareness, information sharing,
emergency preparedness and threat mitigation specific to Cl including The National Strategy and
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Action Plan for Critical Infrastructure (2009), the updated National Strategy for Critical
Infrastructure (2014) and the Canada-United States Action Plan for Critical Infrastructure (2010).

The Federal Government’s new, anti-terrorism legislation (Bill C-51) also recognizes the
importance and priority of CI protection. Among other things, it proposes to create the Security of
Canada Information Sharing Act, which would authorize a range of government institutions to
share information with each other about activities that undermine “the security of Canada.” This
broad and vague term includes interference with “the economic or financial stability of Canada” or
with “critical infrastructure.”

The ‘Critical Infrastructure Protection: Information Sharing, Operational and Programmatic Gap
Analysis’ is a project in accordance with the Canadian Safety and Security Program (CSSP)
managed through Defence Research and Development Canada’s Centre for Security Science
(DRDC CSS). This Targeted Investment project is being conducted primarily for the Critical
Infrastructure Portfolio and funded by DRDC CSS.

The CSSP is a federally-funded program led by DRDC CSS, in partnership with Public Safety
Canada.

Launched in 2012, CSSP’s collaborative model fosters, through different mechanisms, innovative
science and technology advancements that contribute to the safety and security of Canadians. In
order to sustain growth in our fields of interest, increase capabilities and respond to a changing
environment, DRDC CSS works domestically and internationally in partnership with government,
industry, and academia.

The CSSP’s mission is to strengthen Canada's ability to anticipate, prevent, mitigate, prepare for,
respond to, and recover from natural disasters, serious accidents, crime and terrorism through
the convergence of science and technology (S&T) with policy, operations, and intelligence.

The CSSP’s current portfolio includes close to two hundred projects and activities. These projects
are led by either federal, provincial, territorial and municipal governments, or academic
institutions, through innovative federal contracting mechanisms managed by Public Works and
Government Services Canada.

Current projects focus on the following priorities:

e enhancing Canada's resilience to chemical, biological, radiological-nuclear and
explosives threats;

e protecting our borders;

e enhancing the resiliency of Canada’s critical infrastructure and cyberspace; and

e improving emergency response capabilities and interoperability.

4. PROJECT STAKEHOLDERS

The Technical Authority - The Royal Canadian Mountain Police (RCMP) - National
Critical Infrastructure Team (NCIT): The Technical Authority will be responsible for
acceptance of deliverables, payment of funds, providing feedback and answering
questions the Contractor may have about tasks and deliverables.
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The Contractor - The Contractor will be responsible for the creation and timely delivery
of project deliverables to the Technical Authority. The Contractor will also be responsible
for purchasing equipment needed for implementation of project deliverables. The
Contractor is responsible for status reporting to the Technical Authority.

The Project Sponsor - Defense Research Development Canada (DRDC): The Project
Sponsor is responsible for transferring the funds to the Technical Authority.

Private Industry and Government Stakeholders - The Stakeholders are responsible of
answering the surveys and questionnaires sent by the Contractor.

5. SCOPE OF WORK

Two items to be addressed:

Part 1: Information Sharing

Determining how to more effectively engage and communicate with police investigators on
information coming from private sector stakeholders to determine potential investigative and
mitigation potential is essential in enhancing the sharing and handling of information between law
enforcement and CIP stakeholders.

The information received from CI stakeholders varies from information that is deemed quite
preliminary to information that is more specific and concerning. Private sector stakeholders
information, if identified properly, presented and followed up appropriately, might help detect and
prevent an attack against the infrastructure itself or a plot with another target where the
infrastructure is involved. As the Technical Authority mandate includes providing support to, and
initiation of, the Technical Authority investigations, the Technical Authority would like to explore
innovative ways to have law enforcement fully engage the CIP community to enhance
investigations.

The Contractor must:

a. Conduct a literature review of innovative methods of information
sharing within the CIP context;

Develop partner survey and questionnaire;
Distribute and collect survey results;

Analyze and report survey results and,;

© 2 0 o

Complete scheduled CSSP required reporting.

Part 2: Gap Analysis

A critical examination of the external and internal components that can affect team effectiveness
and its ability to get the most up-to-date, valuable information on criminal threats to CIP to the
appropriate stakeholders is required. The examination of issues as diverse as team and
organizational culture, dynamics, communication, effective information sharing, data storage,
access and exploitation will have to be undertaken. The study will focus on a gap analysis with
regards to Cl information sharing and protection.

The Contractor must:
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a. Conduct a literature and document review of the CIP program within
the RCMP, Canada and other five eyes countries;

b. Write a report that compares and contrasts the various approaches
to CIP program design;

c. Develop stakeholders survey and questionnaire focusing on
examining gaps and opportunities regarding the CIP program;

d. Analyze and report on survey results. Identify gaps and opportunities
and;

e. Complete scheduled CSSP required reporting.

This project aligns directly with Canadian Safety and Security Program (CSSP) investment areas
4 and 5. We aim to accomplish priority 4, “the development of concrete recommendations to
enhance CIP using evidence-based qualitative and quantitative research”.

The final reports will provide an overall description of key gaps and opportunities for CIP. The
report will be used by the Technical Authority to facilitate program review and recommendations.

6. TASKS, TECHNICAL SPECIFICATIONS AND DELIVERABLES
Work Breakdown Structure (WBS): The schedule shows the planned start and stop dates for

each task in the WBS and appropriate milestones and or delivery dates. The total Project period
of performance is indicated in months from the start date through the completion date.

The Contractor must complete the following tasks. All resulting deliverables are subject to review
and approval from the technical authority.

Task # Description Start End Deliverable(s)
Date Date
Part 1: Information Sharing
1 Conduct a literature review and Date of | 03/16 | Report: critical analysis of
background research contract current state of
The Contractor must conduct a award informational sharing to
literature review of innovative support CI

methods of information sharing
within the CIP context. The
contractor must conduct
background research examining
interdepartmental information
sharing protocols associated
with federal and provincial
policing organizations.

2 Develop survey and guestionnaire 03/16 04/16 | Survey and questionnaire
The Contractor, in consultation with
Technical Authority, must shape
the survey content. The Technical
Authority and the Contractor must
determine which key stakeholders
from the list of 235 technical
authority stakeholders would be
better suited to participate in this
research. The elements of the
survey (number of questions,
number of participants, and length
of survey) must be determined by
the Contractor with the help of the

34



Trawvaux publics st
Services gouvernementaux

Canada Canada

Public Works and
Gowvernment Services

Technical Authority.

The Contractor must use lessons
identified from the literature and
background research to help
develop the survey and
guestionnaire.

Progress report
The Contractor must provide a

progress report that outlines:
e the progress made to date;

o if the projectis on
schedule, and if it is not,
an explanation of why it is
not on schedule and the
measures the contractor
will use to make sure the
project is back on
schedule.

31/04/
2016

Progress report

Survey distribution and collection
The Contractor must suggest a
survey dissemination and collection
tool to the Technical Authority for
their approval.

It is the Contractor’s responsibility to
have a tool that can be used for this
purpose, whether it is a tool that
was made in house or a commercial
off the shelf product.

The Contractor must use the
approved dissemination and
collection tool to capture and
consolidate results.

The Contractor must provide the
Technical Authority with a summary
of survey results for the purpose of
providing immediate feedback to
Technical Authority. This must
include the stakeholders’ response
rate.

04/16

05/16

Survey Tool

Survey tool will be
submitted as a
deliverable for feedback
prior to dissemination
and data collection.
Initial
survey/questionnaire
report.

Analysis of survey results

The Contractor must perform a
qualitative analysis of the survey
results.

The literature and background
review as well as the survey
analysis must be used in the final
report to determine how to more
effectively engage and
communicate with police
investigators on information coming
from private sector stakeholders to
determine potential investigative

05/16

06/16

Report
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and mitigation avenues.

6 Information Sharing Final report 06/16 08/16 Information Sharing Final
The contractor must write a final Report
report outlining their findings which
must include:

e adescription of the
methodology used
throughout the research;

e the results of the literature
review;

e the results of the surveys
and questionnaires;

¢ the analysis of the surveys
and questionnaires and;

e recommendations.

Part 2: Gap Analysis

7 Conduct a literature and document 02/16 07/16 | Completed report that

review compares and contrasts
The Contractor must conduct a the various approaches to
literature and document review of the CIP program design.

the CIP program within the RCMP,
Canada and the five eyes countries.
Write a report that compares and
contrast the various approaches to
the CIP program design.
Must focus on:
e Current policy

e CIP Technical

aspects

e Standard Operating
procedures

e Performance
framework

e Business model

8 Progress report 31/07/ | Progress report
The Contractor must provide a 2016

progress report that outlines:
e the progress made to date;

o if the projectis on
schedule, and if it is not,
an explanation of why it is
not on schedule

9 Develop survey and questionnaire 08/16 09/16 | Survey and gquestionnaire.
The Contractor must focus on
examining gaps and opportunities
regarding the CIP program. The
examination of issues such as team
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and organizational culture,
dynamics, communication, effective
information sharing, data storage,
access and exploitation must be
undertaken.

The Technical Authority and the
contractor must determine which
key partners from the list of
stakeholders would be better suited
to participate in this research. The
elements of the survey (number of
questions, number of participants,
and length of survey) must be
determined by the Contractor with
the help of the Technical Authority.

10 Progress report 11/16
The contractor will provide a

progress report that outlines:
e the progress made to date;

o if the projectis on
schedule, and if it is not,
an explanation of why it is
not on schedule

Progress report

11 Survey distribution and collection 09/16 11/16
Using the selected dissemination
and collection tool, capture and
consolidate results. It will be the
Contractor’s responsibility to have a
tool that can be used for this
purpose, whether it is a tool that
was made in house or a commercial
off the shelf product.

The Contractor will provide the
Technical Authority with a summary
of survey results for the purpose of
providing immediate feedback to
NCIT. This will include the
stakeholders’ response rate.

Survey tool will be
submitted as a
deliverable for feedback
prior to dissemination
and data collection.
Initial
survey/questionnaire
report.

12 Analysis of survey results 11/16 01/17
The Contractor will perform a
qualitative analysis of the survey
results.

The literature and background
review as well as the survey
analysis will be used in the final
report to determine more effective
ways the Technical Authorities
program can get the most up to
date, valuable information on
criminal threats to CI.

Report
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Gap Analysis Final report 01/17 05/17 | Gap Analysis Final report
The Contractor will write a final
report outlining their findings which
should include:
e adescription of the
methodology used
throughout the research;

the results of the literature
review;

the results of the surveys
and questionnaires;

The results of the analysis
of the surveys and
questionnaires and;

Recommendations.

7.

10.

11.

12.

TRAVEL
No travel will be required for the project.

CONSTRAINTS
No constraints are anticipated.

CLIENT SUPPORT

A researcher from the Technical Authority will be assigned to provide technical feedback to
the Contractor. The Contractor will be provided with a confidential list of Cl private sector
stakeholders who have agreed to participate in the research. The Contractor will be provided
access to law enforcement personnel and supporting material to conduct the required
research.

MEETINGS
Meetings will be scheduled as required at the RCMP Headquarters building located at 73

Leikin Drive, Ottawa, Ontario. Meetings will be scheduled during regular business hours while
the contractor is on site.

LANGUAGE
The Contractor must submit the reports in English.

WORK LOCATION
RCMP Headquarters building located at 73 Leikin Drive, Ottawa, Ontario. The technical

authority will provide a work station and computer.
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ANNEX B

SECURITY REQUIREMENTS CHECK LIST
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Governmen Gouverner Contract Number / Numéro du contrat
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B Security Classificalion / Classification de sécumia

SECURITY REQUIREMENTS CHECK LIST (SRCL)
LISTE DE VERIFICATION DES EXIGENCES RELATIVES A LA SECURITE (LVERS

PART A "CONTRACT INFORMATION : PARTIE A - INFORMATION COMTRACTUELLE
. Originating Government Depariment or Organization / 2. Branch or Direcierata 7 Direction génénale ou Direction

Ministérs ou organisme gouvernemental d'origine RCMP Federal Policing Criminal OQQEWNCIT
. #) Subcontract Number / Numéro du contrat de sous-trafiance la b) Name and Address of Subsontracior f Nom et adresse du sgus-raitant

. Brief Description of Work / Bréve descriplion du travall
Critical infrasiructure Pratection: Information Shasing, Operational and Progremmatic Gap Analysis. The musin objective of this projact is 1o strengthen critical infrastructure
protection (CIP).

- gef ek geafirntd peay e A o Rhdx ecyebin sy e wirad e vefex

. 8) Will the supplier require access fo Controlled Goods? 4 7 v Ko Yes

Le foumisseur aura-1- accés 4 des marchandises contrtises? Non Oul

. b) WAl the supplier require access 1o unclassified military fechnical data subject to the provisions of the Technical Dala Control No Yes
Regulstions? Non Oul
Le fournisseur aura-t-f accés 4 des données lechniques militaires non dassifides qui sont assujetties aux dispositions du Réglement
sur le conirBle des donndes 7

. Indicate the type of access required / Indiquer le type d'accds requis .

. B) W the supplier and its empioyees require access 1o PROTECTED and/or CLASSIFIED information or assets? No Yes
Le foumisseur ainsl que les amployds auronl-lls acods A des renseignements ou 4 des blens PROTEGES elou CLASSIFIES? Non Oui

{Spetify the level of access using the charl in Question 7. ¢)

Préciger le niveau d'accés en utilisant le tableau qul se trouve A la question 7. ¢}

. b) Will the supplier and its employees (e.g. deaners, maintenance personnel) require access 1o resiricled access areas? No gcoess o No Yes
: Non Oui

PROTECTED andlor CLASSIFIED information or assels Is permitied. )
Le foumisseur et ses employés (p. ex nettoyeurs, personnel d'eniretien) auront-is acces & des zones d'accds restreintes? L'accts
Ades 5 ou & des blens PROTEGES eliou CLASSIFIES n'est pas autorisd,
F. ©) Is this a commercial courler or defivery requirement with no ovemight storage? No Yes
S'agit-ll d'un contrat de messageria ou de lvralson commerciele sans entreposaga da nuit? Non Oui
7. 8] indicate the type of information that the supplier will be required to access 1 indiquer le dinformation suquel le fournisseur devra avolr accds
Cansds [/ ] . NATO/ OTAN ] | I Forelgn / Etranger | ]
7. b) Release reshictions / Restriclions relatives 4 la diffusion
No releass restrictions . All NATO countries No release resirictions
Aucune restriction relative Tous les pays de 'OTAN Aucune restriction relative
A ia diffusion & la ditfusion
Nof releassble D
A na pas diffuser
Rasiricted to: / Limité & : D Restricied 1o: / Limitd 4 : D Restricted to: 7 Limité 4 : D
Specity country(ies): / Préciser le{s) pays : Specify couniry(ies): / Préciser le(s) pays : Specify country{les): / Préciser le(s) pays :
7. ¢} Level of Information 7 Niveau d information
PROTECTED A - NATO UNCLASSIFIED D PROTECTED A D
PROTEGE A - NATO NON CLASSIFIE PROTEGE A
PROTECTED B E NATO RESTRICTED PROTECTED B
PROTEGE B NATO DIFFUSION RESTREINTE PROTEGE B
PROTECTED C L__‘ NATO CONFIDENTIAL D ) PROTECTEDC j
PROTEGEC NATO CONFIDENTIEL . PROTEGEC |
CONFIDENTIAL b NATO SECRET D CONFIDENTIAL D
CONFIDENTIEL : NATO SECRET 1 CONFIDENTIEL
SECRET @‘ COSMIC TOP SECRET Cl SECRET ]
SECRET COSMIC TRES SECRET SECRET
TOP SECREY D TOP SECRET D
TRES SECRET ) TRES SECRET
TOP SECRET (SIGINT) D TOP SECRET (SIGINT)
TRES SECRET (SIGINT) TRES SECRET (SIGINT)
TBS/SCT 350-103(2004/12) Security Classification 7 Classification de sécurlié Canad"'




R

rARTE - PERSONNEL (SUPPLIER) { PARTIE B - PERSONNEL (FOURNISSEUR)

Contract Number / Numéro du contrat

2010 0203

I*l ofCanadat du Canada :

Security Classification / Clagsification de securié

PART A {canpnued { PARTIE A jsuite)

8. WHi the supplier require gccess to PROTECTED and/or CLASSIFIED COMSEC infarmatich or assels? - No
Le fournisseur aura-t-l accks & des renseignements ou 4 des blens COMSEC désignés PROTEGES etou CLASSIFIES? v Non
W Yes, Indicate the level of sensiivity: :

Dans 'affirmative, indiquer le niveau de sensibBié ;
[9- Wall the supplier require access to exiremaly sensitive INFOSEC tnformation or assels? No Yes
Le fournisseur aura-1l accés & des renselgnemenis ou & des biens INFOSEC de nalure extrémemant délicata? Non Oul

Short Tile(s) of material / Tire(s) abrégé(s) du matériel ;
Document Number / Numéra du document ©

0. a) Peraonnal securily screening tevel required / Niveau de conirdle de la sécuriié du personnel requis

D RELIABILITY STATUS CONFIDENTIAL SECRET TOP SECRET
COTE DE FIABILITE CONFIDENTIEL SECRET - TRES SECRET
D TOP SECRET- SIGINT NATO CONFIDENTIAL NATO SECRET ) D COSMIC TOP SECRET
TRES SECRET - SIGINT NATO CONFIDENTIEL NATO SECRET COSMIC TRES SECRET
SITE ACCESS
D ACCES AUX EMPLACEMENTS
Special comments:
Commentaires spéciaux :
NOTE: If muttipie levels of screening are identified, a Security Classification Guide must be provided.
REMARQUE : SI plusisurs niveaux de contréle de sécuritd sont requis, un guide de classification de la eécurité doit étre fourni.
1O, b) May unscreened personnel be used for portions of the work? No Yes
Du personnel sans aulorisalion sécuritalre peut-i 82 valr confier des parties du travall? Non oul
If Yes, will unscreened personnei be escorted? D No Yes
Dans raffirmative, le perscnnel en question sera-t-if escorté? Nan Oui

PART C - SAFEGUARDS (SUPPLIER| / PARTIE C - MESURES DE PROTECTION (FOURNISSEUR)

INFORMATION / ASSETS / RENSEIGNEMENTS /BIENS

11. 3) Will the suppfier be required 1o receive and store PROTECTED and/or CLASSIFIED information or assets on fis site or No Dvas
Non [o 1]

premises?
Le fournisseur sera-tl tenu de recevolr et d’entreposer sur place des renseignements ou des biens PROTEGES sliou

CLASSIFIES?

11, b) Will the supplier he required to safeguard COMSEC information or assets? No Yes
Le foumlssaur sera-l tenu de protéger des renseignemants ou des blens COMSEC? Non OQul

PRODUCTION

11, ¢) Will he production (manufactire, and/or repair and/or modification) of PROTECTED andfor CLASSIFIED matesial or equipment No DYes
Nan Oui

occur gt the supplier’s site or premises?
Les installations du flourmisseur sesviront-efles a la production (fabrication etfou néparation etvou modification) de malériel PROTEGE

etiou CLASSIFIE?

INFORMATION TECHNGLOGY (TT) MEDIA / SUPPORT RELATIF ATATECHNOLOGIE DE LINFORMATION (T}

1. d) Wil the suppier be required to use fis IT systerms to electronicatly process, produce or sore PROTECTED and/or CLASSIFIED :gn ;f:

information or data?
Lo foumisseur sera-til tenu d'utiliser ses systémes informatiques potr traiter, produlre ou slocker éectroniquement des
renseignements ou des données PROTEGES etiou CLASSIFIES?

11. &) Wi there be an eledtrontc fink batween the supplier's IT systems and the govemment department or agency? No DVeo
Disposera-t-on dum lien élacironique entre le syatéme infomatique du foumisseur et oelul du minksiére ou de agence Nan Oul
gouvemamentale?

TBSISCT 350-103(2004/12) Securiy Olasstication / Classification de sécurhé
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Contract Number / Numéro du contrat

l*. Govemment  Gouvernement
of Canada  duCanada 7,0!(90203@
Securily Classificalion / Classification de sécunié

PARTC - jcontituiech ' RARTIE.C - (suifo)
For users completing tha form manuatly use the summary chart below lo Indicale the calegory(ies) and tsvel(s) of safeguarding required &t the supplisr's

site(s) or premises,
Les utilisateurs qui remplissent le formulaine manueliemeant doivent uliliser le lableau récapitulatif c-dessous pour indiquer, pour chague catégorie, fes
niveaux de sauvegarde reqiis aux instaliations du foumisseur.

For users completing the form online (via the Intemet), the summary chart is automafically populated by your responses to previous questions.
Dans le cas des uilisateurs qui ramplissent le formulaire en ligne (par Intemet), les néponses aux quastions précédenies sonl automatiquement salsies

dans le tableau récaphulalif,
SUMMARY CHART / TABLEAU RECAPITULATIF
Category PROTECTED CLASSIFIED NATO COMSEC
Catégone PROTEGE CLASSIFIE
Tor NATO FATO NATG | cossc | PROTECTED Tor
A ja J¢ |Coormentm | Secrer | Secrer | Reatmcen | Conripewna (Seosr | Toe PrOTEGE | ConFtiennaL | SECRET | Skorer
CORFIDENTIEL TRER RATO NATO comac |A |B |C |Conrmenmer TRES
Secrer | DIFFUSION | Coxnoennes. TRES SECRET
RESTRENTE SECRET
7 Assot
Il
Modia {
T
T LnK 7
12. a) Is the description of the wark contained within this SRCL PROTECTED and/or CLASSIFIED? No Yes
Nen Oui

Ls description du travall visé par Ia présente LVERS est-alle de nature PROTEGEE elou CLASSIFIEE?

if Yes, classify this form by annotating the top and bottom In the area entitied “Security Classification™.
Dans Paffirmative, classifier o présent formulalre en Indiquant lo niveau de sécurité dans la case Intitulée
« Clagsification de sécurlté » au hmet ot au bas du formulaire,

12 b) Wil the documentation atinched to this SRCL ba PROTECTED and!ur CLASSIFIED? ' m No Dva
La documentation associée & la présents LVERS sera-l-elle PROTEGEE etiou CLASSIFIEE? Non Oui

H Yes, classify thls form hy annotating the top and bottom In the area entitied “Security Classification” and indicate wtth

attachments {9.9. SECRET with Attachmants).
Dans I'affirmative, classitier le présent formulaire en indiquant le niveau de sécurité dans Ia case Intitulée
a Classification da sécurité » au haut 6t au bas du formuilaire et indiguer qu'll y a des pidces jointes (p. ex. SECRET avec

des plécss jointes).
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