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Performance Work Statement

PWS-1431

The Contractor must comply with the Communications Security Establishment Canada Information Technology Security Guidance
(CSEC ITSG-22) Baseline Security Requirements for Network Security Zones in the Government of Canada for all information and
information technology (IT) assets provided by the Contractor which become the property of Canada, and for all information and
information technology (IT) assets that are owned by the Contractor that have/will have Canada owned data on it.

PWS-1432

The Contractor must comply with the requirements in the Treasury Board Secretariat - Policy on Government Security, dated 01
Jul 09, and its associated Operational Security Standards, including the Operational Standard for the Management of Information
Technology Security (MITS) and the Operational Security Standard for Physical Security for all information and information
technology (IT) assets provided by the Contractor which become the property of Canada, and for all information and information
technology (IT) assets that are owned by the Contractor that have/will have Canada owned data on it.

PWS-1433

The Contractor must adhere to the requirements of Communications Security Establishment Canada Information Technology
Security Guidance (CSEC ITSG-33) IT Security Risk Management: A Lifecycle Approach for the Security Assessment and
Authorization (SA&A) of Information Systems for any data provided by the Contractor which becomes the property of Canada.

PWS-1435

The Contractor must prepare and submit a Statement of Sensitivity (SoS) in accordance with CDRL Item IDE-004.
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