RETURN BIDS TO :

Shared Services Canada / Services partagés
Canada

C/O Andrew Nimmo (Contracting Authority)
Andrew.nimmo@canada.ca

180 Kent St.,13th Floor,

Ottawa, ON, K1G 4A8

REQUEST FOR PROPOSAL
DEMANDE DE PROPOSITION
Proposal To: Shared Services Canada

We hereby offer to sell to Her Majesty the Queen in
right of Canada, in accordance with the terms and
conditions set out herein, referred to herein or
attached hereto, the goods, services, and
construction listed herein and on any attached
sheets at the price(s) set out thereof.

Proposition aux: Services partagés Canada
Nous offrons par la présente de vendre a Sa
Majesté la Reine du chef du Canada, aux
conditions énoncées ou incluses par référence
dans la présente et aux annexes ci-jointes, les
biens, services et construction énumérés ici

sur toute feuille ci-annexées, au(x) prix

indiqué(s)

Title — Sujet

Enterprise Vulnerability Management Solution

Solicitation No. — N° de l'invitation

15-010876/A 001

Amendment No. - N° de modif.

Client Reference No. — N° référence du client Date

15-010876/A

2017-01-06

File No. — N° de dossier

019e0-2015119/A

Solicitation Closes — L’invitation prend fin

at—-a 02:00PM

on-le 2017-01-31

Time Zone

Fuseau horaire

Eastern daylight
standard time EDST

Heure normale de
I'Est HNE

F.O.B. - F.AB.

Plant-Usine: [] Destination: ¥ Other-Autre: (]

Address Inquiries to : - Adresser toutes questions a:

Nimmo, Andrew

Buyer Id — Id de I'acheteur

019e0

Telephone No. — N° de téléphone :

613-668-5697

FAX No. — N° de FAX

Not applicable

Delivery required - Livraison exigée

See Herein

Delivered Offered —
Livraison proposée

Destination — of Goods, Services, and Construction:
Destination — des biens, services et construction :

See Herein




Solicitation No. - N° de l'invitation Amd. No. - N° de la modif. Buyer ID - Id de I'acheteur

15-010876/A 001

Client Ref. No. - N° de réf. du client File No. - N° du dossier CCC No./N° CCC - FMS No/ N° VME

Vendor/firm Name and address

Raison sociale et adresse du fournisseur/de I'entrepreneur
Comments - Commentaires

This document contains a Security

Requirement

Facsimile No. — N° de télécopieur

Telephone No. — N° de téléphone

Name and title of person authorized to sign on behalf of Vendor/firm
(type or print)-

Nom et titre de la personne autorisée a signer au nom du fournisseur/de I’entrepreneur
(taper ou écrire en caractéres d’imprimerie)

Signature Date
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Client Ref. No. - N° de réf. du client File No. - N° du dossier CCC No./N° CCC - FMS No/ N° VME

AMENDMENT # 001

This amendment is raised to:

1) Respond to the questions from bidders relating to the content of the RFP, as set out in
Appendix 001;

2) Amend the Request for Proposal (RFP), as set out in Appendix 002;

Appendix 001
Question 1
Me6.

The crown states "The solution must have the ability to ingest vulnerability scan results from other
vendors in either various formats.” The crown does not elaborate or provide further definition in
regards to this specific management function core to the Enterprise VMS solution.

The narrative of the “en_annex_a_SOW” in both the Background (3.) and Objectives (4.1.) speak in
detail to the need for an enterprise level solution, and for the crown to leverage existing VMS assets to
augment existing capacity and capabilities. To accomplish this, the VMS solution must manage all 3rd
party scan data being collected and ingested with equal functionality as it relates to: creating reports
from scans, performing complex multi-departmental security analysis of data and maintaining an asset
database.

Could the crown please confirm the aforementioned aligns with the desired outcome of this RFP and
elaborate on (M6) mandatory management capabilities to ensure that adequate solutions are proposed
to the crown?

Answer 1

Yes the above aligns with the desired outcome of this RFP. We are looking for one tool that will allow us
to cover the whole of SSC’s infrastructure, both from a new infrastructure environment perspective
while bridging in the many legacy environments that we still maintain.

The point of M6 was to allow for the enterprise solution to be able to ingest VA scan results from the
other currently in place vendors until a uniform environment can be achieved.

The Crown will need to cohabitate multiple vulnerability scanning solution during the transition period,
we are envisioning that this solution will provide the Crown with the ability to utilize it as a “centralized
solution” as per the aforementioned concept of operation in the SOW, mainly for a centralized reporting
service. This will require the high level requirement as defined in M6. No further technical detail will be
provided for M6.
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Question 2
M21.

The Crown states “The solution must have Common Criteria certification at EAL3 or higher to ensure
product has been adequately tested and reviewed.”

Can the crown please clarify this requirement? Due to the specificity of the EAL certification process our
Industry research indicates that only one vendor in the “VMS” space currently complies with a version of
its software dating back to 2012. No other currently leading vendors in the VMS space are certified to
this standard.

Answer 2

The requirement will be removed from the Mandatory Criteria and added to the Rated Criteria, please
see Appendix 002

Appendix 002

AMENDMENT TO THE REQUEST FOR PROPOSAL (RFP)

1.0 Delete Form 3 and 4
Insert Form 3 and 4 Revised January 6, 2017
2.0 Delete ANNEX B - Pricing Tables

Insert ANNEX B - Pricing Tables Revised January 6, 2017
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