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SOLICITATION AMENDMENT No. 004
RFP No. W8484-178753/A

This solicitation amendment 004 is raised to provide clarification in response to a question received from
potential Bidder.

Question and answer

Q1.

A1l.

Regarding rated criterion R6 “...Consultant has experience within the last 10 years,
working with civilian and/or military communications (HF, VHF, UHF, VLF, LF, AEHF,
Cellular, and WiFi).”

The timeframe restriction in this criterion is limiting due to the fact that 5+ years is to be
demonstrated within this same timeframe for various diverse experiences on other rated
requirements, in order to score full points.

Question: Would the crown please consider removing the timeframe restriction of “within
the past 10 years” from this R6 to allow Senior qualified IT security subject matter experts
to use experience from additional projects outside of the 10 year timeline in order to gather
the 5+ years required. For example, by removing the time frame restriction, candidates
would be able to use past military experience that is directly relevant to the statement of
work and to this criterion.

Please refer to the revised Attachment 2, Bid Evaluation Criteria and to the revised Appendix C to
Annex A, Resources Assessment criteria and response table below.

ALL OTHER TERMS AND CONDITIONS REMAIN THE SAME



ATTACHMENT 2
BID EVALUATION CRITERIA

PART 1 MANDATORY CRITERION

Mandatory Requirement Met Demonstrate HOW the requirement
YIN is Met (Cross reference to resource
(YIN) resume as applicable)

M1 The Bidder must demonstrate that the
proposed resource has, at a minimum, an
undergraduate degree from a recognized
university or College in Science, Engineering
or Information Technology.

The Bidder must provide a copy of degree,
diploma or certificate.

M2 The Bidder must demonstrate that the
proposed resource has at least three (3) years
experience as an ISSO for either a Federal or
Provincial government organization.

M3 The Bidder must demonstrate that the
proposed resource has at least five (5) years
of experience working in a large public or
private sector organization, comparable in size
and complexity to DND.

M4 The Bidder must demonstrate that the
proposed resource has at least two (2) years
experience within the last 10 years in a project
with a budget of at least $5 million. Experience
must be in a senior capacity, which could be
either: Senior Security Advisor, Project
Manager, Project Leader, Project Director,
Project Executive, Chief Engineer, or Chief
Architect.

M5 The Bidder must demonstrate that the
proposed resource has a minimum of 1 year
experience, within the last 5 years, performing
the following task:

o Writing Threat Risk Assessments
(TRA) for a Classified Network or
software within the Government of
Canada.




PART 2 POINT RATED CRITERION

REQUIREMENT Point Allocation Bidder’s Response
Scheme
R1 The Bidder should demonstrate that its’ Points will be awarded
proposed Strategic IT Security Planning and in accordance with the
Protection Consultant has experience within the | following:
last 10 years in a production environment, ) )
working on developing security policies and 1to 3 years: 3 points
procedures for a federal government classified 3+ to 5 years: 5 points
network.
5+ years: 10 points
Maximum Points = 10
R2 | The Bidder should demonstrate that its’ Points will be awarded
proposed Strategic IT Security Planning and in accordance with the
Protection Consultant has experience within the | following:
last 10 years in Technical Writing and/or Project )
Management. 1 to 3 years: 3 points
3+ to 5 years: 5 points
5+ years: 10 points
Maximum Points = 10
R3 | The Bidder should demonstrate that its’ Points will be awarded
proposed Strategic IT Security Planning and in accordance with the
Protection Consultant has experience within the | following:
last 10 years in providing support to DND / CAF, ) )
RCMP, CSIS, and/or CSEC. 110 3 years: 3 points
3+ to 5 years: 5 points
5+ years: 10 points
Maximum Points = 10
R4 | The Bidder should demonstrate that its’ Points will be awarded
proposed Strategic IT Security Planning and in accordance with the
Protection Consultant has experience within the | following:
last 10 years in supporting and/or engineering ) )
classified Government of Canada or 1to 3 years: 3 points
international networks such as but not limited to: | 34 5 5 years: 5 points
ADMPOL, BICES, CSNI, JSIS, NCIU, SIGNET
C5, SIPERNET, and TITAN networks. 5+ years: 10 points
Maximum Points = 10




R5

The Bidder should demonstrate that its’
proposed Strategic IT Security Planning and
Protection Consultant has experience within the
last 10 years with Security Assessment and
Accreditation (SA&A) processes and
organization for classified IT systems within DND
(including CAF), RCMP, CSIS, or CSEC.

Points will be awarded
in accordance with the
following:

1 to 3 years: 3 points
3+ to 5 years: 5 points
5+ years: 10 points

Maximum Points = 10

R6 | The Bidder should demonstrate that its’ Points will be awarded
proposed Strategic IT Security Planning and in accordance with the
Protection Consultant has experience within the | following:
last 15 years, working with civilian and/or military ) i
communications (HF, VHF, UHF, VLF, LF, 1o 3 years: 3 points
AEHF, Cellular, and WiFi). 3+ to 5 years: 5 points

5+ years: 10 points
Maximum Points = 10
R7 | The Bidder should demonstrate that its’ Points will be awarded

proposed Strategic IT Security Planning and
Protection Consultant has experience within the
last 10 years in developing Standard Operating
Procedures (SOPs), Training Packages and
and/or Policy for Cyber Security within DND
(including CAF), RCMP, CSIS, or CSEC.

in accordance with the
following:

1 to 3 years: 3 points
3+ to 5 years: 5 points
5+ years: 10 points

Maximum Points = 10

MAX AVAILABLE POINTS

70

MIN POINTS REQUIRED (70%)

49

POINTS ACHIEVED




APPENDIX C TO ANNEX A
RESOURCES ASSESSMENT CRITERIA AND RESPONSE TABLE

To facilitate resource assessment, Contractors must prepare and submit a response to a draft Task
Authorization using the tables provided in this Annex. When completing the resource grids, the specific
information which demonstrates the requested criteria and reference to the page number of the résumé
should be incorporated so that Canada can verify this information. The tables should not contain all the
project information from the resume. Only the specific answer should be provided.

1. Strategic IT Security Planning and Protection Consultant — Level 3

11 PART 1 MANDATORY CRITERION

Mandatory Requirement Met Demonstrate HOW the requirement
YIN is Met (Cross reference to resource
(YIN) resume as applicable)

M1 The Bidder must demonstrate that the
proposed resource has, at a minimum, an
undergraduate degree from a recognized
university or College in Science, Engineering
or Information Technology.

The Bidder must provide a copy of degree,
diploma or certificate.

M2 The Bidder must demonstrate that the
proposed resource has at least three (3) years
experience as an ISSO for either a Federal or
Provincial government organization.

M3 The Bidder must demonstrate that the
proposed resource has at least five (5) years
of experience working in a large public or
private sector organization, comparable in size
and complexity to DND.

M4 The Bidder must demonstrate that the
proposed resource has at least two (2) years
experience within the last 10 years in a project
with a budget of at least $5 million. Experience
must be in a senior capacity, which could be
either: Senior Security Advisor, Project
Manager, Project Leader, Project Director,
Project Executive, Chief Engineer, or Chief
Architect.

M5 The Bidder must demonstrate that the
proposed resource has a minimum of 1 year




experience, within the last 5 years, performing
the following task:

o Writing Threat Risk Assessments
(TRA) for a Classified Network or
software within the Government of
Canada.

1.2 PART 2 POINT RATED CRITERION
REQUIREMENT Point Allocation Bidder’s Response
Scheme
R1 The Bidder should demonstrate that the Points will be awarded
proposed resource has experience within the in accordance with the
last 10 years in a production environment, following:
working on developing security policies and ) )
procedures for a federal government classified 1to 3 years: 3 points
network. 3+ to 5 years: 5 points
5+ years: 10 points
Maximum Points = 10
R2 The Bidder should demonstrate that the Points will be awarded
proposed resource has experience within the in accordance with the
last 10 years in Technical Writing and/or Project | following:
Management. .
1 to 3 years: 3 points
3+ to 5 years: 5 points
5+ years: 10 points
Maximum Points = 10
R3 The Bidder should demonstrate that the Points will be awarded

proposed resource has experience within the
last 10 years in providing support to DND / CAF,
RCMP, CSIS, and/or CSEC.

in accordance with the
following:

1 to 3 years: 3 points
3+ to 5 years: 5 points
5+ years: 10 points

Maximum Points = 10




R4

The Bidder should demonstrate that the
proposed resource has experience within the
last 10 years in supporting and/or engineering
classified Government of Canada or
international networks such as but not limited to:
ADMPOL, BICES, CSNI, JSIS, NCIU, SIGNET
C5, SIPERNET, and TITAN networks.

Points will be awarded
in accordance with the
following:

1 to 3 years: 3 points
3+ to 5 years: 5 points
5+ years: 10 points

Maximum Points = 10

R5 The Bidder should demonstrate that the Points will be awarded
proposed resource has experience within the in accordance with the
last 10 years with Security Assessment and following:
Accreditation (SA&A) processes and ) i
organization for classified IT systems within DND 110 3 years: 3 points
(including CAF), RCMP, CSIS, or CSEC. 3+ to 5 years: 5 points

5+ years: 10 points
Maximum Points = 10

R6 The Bidder should demonstrate that the Points will be awarded
proposed resource has experience within the in accordance with the
last 15 years, working with civilian and/or military | following:
communications (HF, VHF, UHF, VLF, LF, ) )
AEHF, Cellular, and WiFi). 1to 3 years: 3 points

3+ to 5 years: 5 points

5+ years: 10 points

Maximum Points = 10
R7 The Bidder should demonstrate that the Points will be awarded

proposed resource has experience within the
last 10 years in developing Standard Operating
Procedures (SOPs), Training Packages and
and/or Policy for Cyber Security within DND
(including CAF), RCMP, CSIS, or CSEC.

in accordance with the
following:

1 to 3 years: 3 points
3+ to 5 years: 5 points
5+ years: 10 points

Maximum Points = 10

MAX AVAILABLE POINTS

70

MIN POINTS REQUIRED (70%)

49

POINTS ACHIEVED




