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REQUEST FOR INFORMATION REGARDING 
THE ACQUISITION OF IT HELP DESK AND DESK-SIDE 

SUPPORT SERVICES 
FOR

THE DEPARTMENT OF JUSTICE (JUS) 

1. Background and Purpose of this Request for Information (RFI) 

 The intent of this Request for Information (RFI) is to solicit feedback from industry on all 
aspects detailed in the draft Annex A – Request for Proposal. 

 Following feedback that will be received in response to this RFI, it is the Government of 
 Canada’s intention to publish a Request for Proposal (RFP) based on the draft copy 

mentioned above. 

 The main objectives of this RFI are as follows: 

(a) Provide industry with an early opportunity to assess and comment on the JUS 
requirement in order to maximize best value to Canada should a RFP be posted; 

(b) Determine the capability of suppliers to provide services described in this RFI; 
(c) Solicit feedback and recommendations on any issues that would impact a 

supplier’s ability to fulfill the JUS requirement; and 
(d) Solicit industry knowledge and expertise with regards to best practices that would 

increase the likelihood of a successful outcome for this project. 

Overview 

JUS requires informatics professional services to operate a responsive service through a 
centralized national Help Centre, in addition to providing desk-side support services in the 
National Capital Region (NCR), as well as national desktop engineering services. The 
service will provide Level 1 Help Desk Services, Level 2 Desk-side Support and Break/Fix 
Support Services, Level 3 Engineering and Support Services, and professional services 
through a task authorization on an as and when requested basis for; Project Manager, 
Solution Architect, Security Architect, Business Analyst, On-site Services Team Leader 
and On-site Services Representative.  

2. Nature of Request for Information 

The material in the RFI package is for the solicitation of feedback only. Responding to 
this RFI is not a prerequisite to receiving any resulting RFP related to this JUS 
requirement. The industry is encouraged to indicate their level of interest by responding 
to the questions found at Section 7, in order to facilitate a better understanding of the 
requirements and capabilities from both JUS and industry perspectives. 

This is not a bid solicitation. This RFI will not result in the award of any contract. As a 
result, potential suppliers of any goods or services described in this RFI should not 
reserve stock or facilities, nor allocate resources, as a result of any information contained 
in this RFI. Nor will this RFI result in the creation of any source list. Therefore, whether or 
not any potential supplier responds to this RFI will not preclude that supplier from 
participating in any future procurement. Also, the procurement of any of the goods and 
services described in this RFI will not necessarily follow this RFI. This RFI is simply 
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intended to solicit feedback from industry with respect to the matters described in this 
RFI.

3. Nature and Format of Responses Requested 

Respondents are requested to provide their comments, concerns and, where applicable, 
alternative recommendations regarding how the requirements or objectives described in 
this RFI could be satisfied. Respondents are also invited to provide comments regarding 
the content, format and/or organization of any draft documents included in this RFI. 
Respondents should explain any assumptions they make in their responses. 

4. Response Costs 
Canada will not reimburse any respondent for expenses incurred in responding to this 
RFI.

5. Treatment of Responses 

(a) Use of Responses: Responses will not be formally evaluated. However, the 
responses received may be used by Canada to develop or modify procurement 
strategies or any draft documents contained in this RFI. Canada will review all 
responses received by the RFI closing date. Canada may, in its discretion, 
review responses received after the RFI closing date.

(b) Review Team: A review team composed of representatives of the client (where 
applicable) and Public Services and Procurement Canada (PSPC) will review the 
responses. Canada reserves the right to hire any independent consultant, or use 
any Government resources that it considers necessary to review any response.
Not all members of the review team will necessarily review all responses.

(c) Confidentiality: Respondents should mark any portions of their response that 
they consider proprietary or confidential. Canada will handle the responses in 
accordance with the Access to Information Act.

(d) Follow-up Activity: At its discretion, Canada may meet with respondents who 
indicate in their responses that they wish to participate in a follow-up meeting and 
provide written responses to the questions found at Section 7. Canada currently 
anticipates holding any such meetings during the week of April 03 to April 07, 
2017. In order to allow PSPC to establish the schedule for such meetings, 
respondents are requested to include in their responses an indication of whether 
they wish to meet with Canada, together with a list of the individuals from their 
organization who would be attending the meeting, and their three preferred 
meeting times (see the grid below). PSPC cannot guarantee that any respondent 
will be allocated any of its preferred meeting times. The Contracting Authority will 
advise respondents in due course of the time slot that is available for their 
meeting.

Date
(during week of April 03 to April 07)

Time
(between the hours of 09:00 and 15:00)

Preferred Time Slot #1
Preferred Time Slot #2
Preferred Time Slot #2
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6. Contents of this RFI 

(a) This RFI contains a draft bid solicitation. This document remains a work in 
progress and respondents should not assume that new clauses or requirements 
will not be added to any bid solicitation that is ultimately published by Canada. 
Nor should respondents assume that none of the clauses or requirements will be 
deleted or revised. Comments regarding any aspect of the draft document are 
welcome. 

(b)  This RFI also contains specific questions addressed to the industry. 

7. Questions to Industry  

(a) Describe the current business environment for the provision of IT service desk 
and desk-side support services to both public and private sector organizations.  
What are the trends and challenges?   

(b) Based on your experience as a service provider, how does the business culture 
of the client organization play into these trends or challenges? 

(c) Are there particular factors that can have a significant impact on pricing of such 
services? 

(d) Considering new business opportunities, what are the key factors that you look 
for, to determine if there is a good fit with the service you offer?  What information 
do you require? 

i. What does a compelling IT service desk and desk-side support service 
business opportunity look like? 

(e) Describe the features of a modernized IT service desk and some of the recent 
enhancements in the user interface (e.g., web interface, on-line chat, virtual 
assistant, etc.).   

i. From your experience in providing this service to client organizations, 
how do users typically receive such enhancements? 

ii. Are there particular features that are more successful than others?   
iii. Are there features that do not work as well, and why? 
iv. Does telephone contact still play an important role?   
v. Do you have specific recommendations regarding user interface? 

(f) Are there recent changes in how VIP users are provided with service, and if so 
please describe them.   

i. What works well and what is less successful? 
ii. Do you have recommendations on how to best support VIP users? 

(g) Do you have any general recommendations for Justice Canada regarding the 
planned tender for IT service desk and technical support services? 

(h) If you chose not to respond to Justice Canada regarding the Help Desk and 
Support Services RFP (19335-160056/A) which was published on September 6, 
2016, are there particular reasons and would you care to describe these? 

(i) Are there specific comments or suggestions that you have regarding the security-
related requirements of the draft RFP included herein?   
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i. Is there an effective approach for articulating security requirements that 
you would recommend? 

ii. In providing similar services to current clients, how do you ensure the 
protection and security of client information and services?  

(j) Would the review of the security requirements in the draft RFP included herein be 
made clearer by the addition of a High Level Design diagram, which depicts the 
requirements of the service desk service at a high level?  What type of 
information would be useful with this approach? 

(k) Are there particular security requirements in the draft RFP included herein that 
appear more stringent than you would expect for a government organization, and 
if so, would you provide examples and explain further? 

(l) From your experience in providing IT service desk and desk-side support 
services to client organizations, do you have recommendations on service level 
targets that are effective and correlate well with user satisfaction? 

i. What are the recent trends or relevant benchmarking data? 
ii. What works well and what is less successful? 

(m) Are there specific comments or suggestions that you have regarding the service 
level target requirements of the draft RFP included herein (which are found in 
Section 7 of SOW - Annex A)?   

(n) From your experience in providing IT service desk and desk-side support 
services to client organizations, do you have recommendations or best practices 
for assessing operational readiness of the service provider, the associated 
phase-gates, deliverables and approvals, while reducing the complexity of this 
assessment? 

(o) What is the range in time interval from the date of Contract Award until the 
Service Go Live date, based on your experience in providing IT service desk and 
desk-side support services to client organizations?   

i. What is a reasonable duration (in days) for transition of these types of IT 
services?   

ii. What are the factors that impact this, and are there best practices that 
facilitate the managing of this interval to a reasonable duration?   

iii. Conversely, what are typical factors that result in this interval being 
elongated? 

(p) Are there specific comments or suggestions that you have regarding the 
operational readiness and/or acceptance of the work requirements of the draft 
RFP included herein (which are found in Sections 2 and 3 of SOW - Annex A)?   

(q) Do you have specific comments or suggestions on the evaluation criteria of the 
draft RFP included herein? 

8. Volumetric Data  

All data, including the Current State Information, is being provided to respondents purely 
for information purposes. Although it represents the best information currently available to 
PSPC, Canada does not guarantee that the data is complete or free from error. 
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9. Format of Responses 

(a) Cover Page: If the response includes multiple volumes, respondents are 
requested to indicate on the front cover page of each volume the title of the 
response, the solicitation number, the volume number and the full legal name of 
the respondent.

(b) Title Page: The first page of each volume of the response, after the cover page, 
should be the title page, which should contain:

(i) the title of the respondent’s response and the volume number; 

(ii) the name and address of the respondent; 

(iii) the name, address and telephone number of the respondent’s contact; 

(iv) the date; and 

(v) the RFI number. 

(c) Numbering System: Respondents are requested to prepare their response using a 
numbering system corresponding to the one in this RFI. All references to descriptive 
material, technical manuals and brochures included as part of the response should be 
referenced accordingly. 

(d) Number of Copies: Canada requests that respondents submit three hard copies of their 
responses.

10. Enquiries 

Because this is not a bid solicitation, Canada will not necessarily respond to enquiries in 
writing or by circulating answers to all potential suppliers. However, respondents with 
questions regarding this RFI may direct their enquiries to: 

Contracting Authority: Jonah Dubé 
E-mail Address: Jonah.dube@pwgsc.gc.ca 
Telephone: (873)-469-4980 

11. Submission of Responses 

(a) Time and Place for Submission of Responses: Suppliers interested in 
providing a response should deliver it to the following location by the time and 
date indicated on the cover page of this document:

ATTN: Jonah Dubé 
Public Services and Procurement Canada Bid Receiving Unit 
Portage III, 0A1 
11 Laurier Street 
Gatineau, Quebec K1A 0S5 

Responses should not be sent directly to the Contracting Authority. 

(b) Responsibility for Timely Delivery: Each respondent is solely responsible for 
ensuring its response is delivered on time to the correct location. 

(c) Bid Receiving Unit Address Solely for Delivery of Responses: The above 
address is only for bid submission. No other communications are to be forwarded 
to this address.

(d) Identification of Response: Each respondent should ensure that its name and 
return address, the solicitation number and the closing date appear legibly on the 
outside of the response.
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Annex A 
Draft Request for Proposal 

Attached hereto. 
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BID SOLICITATION
FOR A CONTRACT AGAINST A SUPPLY ARRANGEMENT FOR 
SOLUTION- BASED INFORMATICS PROFESSIONAL SERVICES 

(SBIPS)

FOR
THE DEPARTMENT OF JUSTICE 

PART 1 - GENERAL INFORMATION 

1.1 Introduction 

This document states terms and conditions that apply to this bid solicitation.  It is divided into seven parts 
plus attachments and annexes, as follows: 

Part 1 General Information: provides a general description of the requirement; 

Part 2 Bidder Instructions: provides the instructions, clauses and conditions applicable to the bid 
solicitation; 

Part 3 Bid Preparation Instructions: provides Bidders with instructions on how to prepare their bid; 

Part 4 Evaluation Procedures and Basis of Selection: indicates how the evaluation will be conducted, 
the evaluation criteria that must be addressed in the bid, if applicable, and the basis of selection; 

Part 5 Certifications and Additional Information: includes the certifications and additional information to 
be provided; 

Part 6 Security, Financial and Other Requirements: includes specific requirements that must be 
addressed by Bidders; and 

Part 7 Resulting Contract Clauses: includes the clauses and conditions that will apply to any resulting 
contract.

The annexes include the Statement of Work and any other annexes and appendices. 

1.2 Summary 

(a) This bid solicitation is being issued to satisfy the requirement of the Department of Justice (the 
"Client") for Solution-Based Informatics Professional Services (SBIPS) under the SBIPS Supply 
Arrangement (SA) method of supply. 

(b) It is intended to result in the award of one contract for four years plus two one-year irrevocable 
options allowing Canada to extend the term of the contract.   

(c) There are security requirements associated with this requirement.  For additional information, 
consult Part 6 - Security, Financial and Other Requirements, and Part 7 – Resulting Contract 
Clauses. For more information on personnel and organization security screening or security 
clauses, Bidders should refer to the, Industrial Security Program (ISP) of Public Works and 
Government Services Canada (http://ssi-iss.tpsgc-pwgsc.gc.ca/index-eng.html) website.  

(d) The requirement is subject to the provisions of the World Trade Organization Agreement on 
Government Procurement (WTO-AGP), the North American Free Trade Agreement (NAFTA), the 
Canada-Chile Free Trade Agreement (CCFTA), the Canada-Peru Free Trade Agreement 
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(CPFTA), the Canada-Colombia Free Trade Agreement (CColFTA), and the Canada-Panama 
Free Trade Agreement (CPanFTA), and the Agreement on Internal Trade (AIT). 

(e) The Federal Contractor’s Program (FCP) for employment equity applies to this procurement; see 
Part 5 – Certifications, Part 7 – Resulting Contract Clauses and the attachment titled “Federal 
Contractor’s Program for Employment Equity – Certification”. 

(f) Only SBIPS SA Holders currently holding an SBIPS SA for Tier 2, in the Managed Services 
Domain of Expertise and in the National Capital Region, under the EN537-05IT01 series of SAs, 
are eligible to compete. The SBIPS SA EN537-05IT01 is incorporated by reference and forms 
part of this bid solicitation, as though expressly set out in it, subject to any express terms and 
conditions contained in this bid solicitation. The capitalized terms not defined in this bid 
solicitation have the meaning given to them in the SBIPS SA.    

(g) SA Holders that are invited to compete as a joint venture must submit a bid as that joint venture 
SA Holder, forming no other joint venture to bid. Any joint venture must be already qualified under 
the SA # EN537-05IT01 as that joint venture at the time of bid closing in order to submit a bid. 

1.3 Debriefings 

After contract award, bidders may request a debriefing on the results of the bid solicitation process. 
Bidders should make the request to the Contracting Authority within 15 working days from receipt of the 
results of the bid solicitation process. The debriefing may be provided in writing, by telephone or in 
person. 

1.4 Conflict of Interest 

(a) Bidders are advised to refer to Conflict of Interest provisions at Article 18 of SACC 2003, 
Standard Instructions – Goods or Services – Competitive Requirements (dated 2016-04-04) 
available on the PWGSC Website https://buyandsell.gc.ca/policy-and-guidelines/standard-
acquisition-clauses-and-conditions-manual.

(b) Without limiting in any way the provisions above, Bidders are advised that Canada has engaged 
the assistance of the following private sector contractors who have provided services in preparing 
strategies and documentation related to this procurement process: 

(i) Gartner Group Canada; and 
(ii) BP&M Consulting. 
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PART 2 - BIDDER INSTRUCTIONS 

2.1 Standard Instructions, Clauses and Conditions 

(a) All instructions, clauses and conditions identified in the bid solicitation by number, date and title 
are set out in the Standard Acquisition Clauses and Conditions Manual
(https://buyandsell.gc.ca/policy-and-guidelines/standard-acquisition-clauses-and-conditions-
manual) issued by Public Works and Government Services Canada. 

(b) Bidders who submit a bid agree to be bound by the instructions, clauses and conditions of the bid 
solicitation and accept the clauses and conditions of the resulting contract(s). 

(c) The 2003 (2016-04-04) Standard Instructions - Goods or Services - Competitive Requirements 
are incorporated by reference into and form part of the bid solicitation. If there is a conflict 
between the provisions of 2003 and this document, this document prevails.  

(d) Subsection 3.a) of Section 01, Integrity Provisions - Bid of Standard Instructions 2003 
incorporated by reference above is deleted in its entirety and replaced with the following: 

a. at the time of submitting an arrangement under the Request for Supply Arrangement 
(RFSA), the Bidder has already provided a list of names, as requested under the Ineligibility
and Suspension Policy. During this procurement process, the Bidder must immediately 
inform Canada in writing of any changes affecting the list of names.�

(e) Subsection 5(4) of 2003, Standard Instructions – Goods and Services – Competitive 
Requirements is amended as follows: 

(i) Delete: 60 days 

(ii) Insert: 180 days 

2.2 Submission of Bids 

(a) Bids must be submitted only to the Public Works and Government Services Canada (PWGSC) 
Bid Receiving Unit by the date, time and at the PWGSC address indicated on page one of the bid 
solicitation. 

(b) Due to the nature of the bid solicitation, bids transmitted by facsimile or electronic mail to PWGSC 
will not be accepted. 

2.3 Enquiries - Bid Solicitation 

(a) All enquiries must be submitted in writing to the Contracting Authority no later than five calendar 
days before the bid closing date. Enquiries received after that time may not be answered. 

(b) Bidders should reference as accurately as possible the numbered item of the bid solicitation to 
which the enquiry relates. Care should be taken by Bidders to explain each question in sufficient 
detail in order to enable Canada to provide an accurate answer. Technical enquiries that are of a 
proprietary nature must be clearly marked "proprietary" at each relevant item. Items identified as 
“proprietary” will be treated as such except where Canada determines that the enquiry is not of a 
proprietary nature. Canada may edit the questions or may request that the Bidder do so, so that 
the proprietary nature of the question is eliminated, and the enquiry can be answered with copies 
to all Bidders. Enquiries not submitted in a form that can be distributed to all Bidders may not be 
answered by Canada. 

2.4 Former Public Servant 

(a) Contracts awarded to former public servants (FPS) in receipt of a pension or of a lump sum 
payment must bear the closest public scrutiny, and reflect fairness in the spending of public 
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funds. In order to comply with Treasury Board policies and directives on contracts awarded to 
FPSs, Bidders must provide the information required below before contract award. If the answer 
to the questions and, as applicable the information required have not been received by the time 
the evaluation of bids is completed, Canada will inform the Bidder of a time frame within which 
to provide the information. Failure to comply with Canada’s request and meet the requirement 
within the prescribed time frame will render the bid non-responsive. 

(b) Definitions 

For the purposes of this clause,"former public servant" is any former member of a department 
as defined in the Financial Administration Act, R.S., 1985, c. F-11, a former member of the 
Canadian Armed Forces or a former member of the Royal Canadian Mounted Police. A former 
public servant may be: 

(i) an individual; 

(ii) an individual who has incorporated; 

(iii) a partnership made of former public servants; or 

(iv) a sole proprietorship or entity where the affected individual has a controlling or major 
interest in the entity. 

"lump sum payment period" means the period measured in weeks of salary, for which payment 
has been made to facilitate the transition to retirement or to other employment as a result of the 
implementation of various programs to reduce the size of the Public Service. The lump sum 
payment period does not include the period of severance pay, which is measured in a like 
manner. 

"pension" means a pension or annual allowance paid under the Public Service Superannuation 
Act (PSSA), R.S., 1985, c. P-36, and any increases paid pursuant to the Supplementary 
Retirement Benefits Act, R.S., 1985, c. S-24 as it affects the PSSA. It does not include pensions 
payable pursuant to the Canadian Forces Superannuation Act, R.S., 1985, c. C-17, the Defence 
Services Pension Continuation Act, 1970, c. D-3, the Royal Canadian Mounted Police Pension 
Continuation Act , 1970, c. R-10, and the Royal Canadian Mounted Police Superannuation Act,
R.S., 1985, c. R-11, the Members of Parliament Retiring Allowances Act, R.S. 1985, c. M-5, and 
that portion of pension payable to the Canada Pension Plan Act, R.S., 1985, c. C-8. 

(c) Former Public Servant in Receipt of a Pension 

As per the above definitions, is the Bidder a FPS in receipt of a pension? Yes ( ) No ( ) 

If so, the Bidder must provide the following information, for all FPSs in receipt of a pension, as 
applicable: 

(i) name of former public servant; 

(ii) date of termination of employment or retirement from the Public Service. 

By providing this information, Bidders agree that the successful Bidder’s status, with respect to 
being a former public servant in receipt of a pension, will be reported on departmental websites 
as part of the published proactive disclosure reports in accordance with Contracting Policy 
Notice: 2012-2 and the Guidelines on the Proactive Disclosure of Contracts.



DR
AF
T

Solicitation�Number:�� Amendment�Number:�� Buyer�ID:��
19335�160056/A������������������������������������������������������������������������������������������������������������������������������������������������������������������������������626EL�

Page�8�of�70�

(d) Work Force Adjustment Directive 

Is the Bidder a FPS who received a lump sum payment pursuant to the terms of the Work Force 
Adjustment Directive? Yes ( ) No ( ) 

If so, the Bidder must provide the following information: 

(i) name of former public servant; 

(ii) conditions of the lump sum payment incentive; 

(iii) date of termination of employment; 

(iv) amount of lump sum payment; 

(v) rate of pay on which lump sum payment is based; 

(vi) period of lump sum payment including start date, end date and number of weeks; 

(vii) number and amount (professional fees) of other contracts subject to the restrictions of a 
work force adjustment program. 

For all contracts awarded during the lump sum payment period, the total amount of fees that 
may be paid to a FPS who received a lump sum payment is $5,000, including Applicable Taxes. 

2.5 Applicable Laws 

(a) Any resulting contract must be interpreted and governed, and the relations between the parties 
determined, by the laws in force in Ontario.  

Note to Bidders: Bidders may, at their discretion, substitute the applicable laws of a Canadian province 
or territory of their choice without affecting the validity of its bid, by deleting the name of the Canadian 
province or territory specified and inserting the name of the Canadian province or territory of its choice. If 
no change is made, it acknowledges that the applicable laws specified are acceptable to the Bidder.  
Bidders are requested to indicate the Canadian province or territory they wish to apply to any resulting 
contract in their Bid Submission Form. 

2.6 Improvement of Requirement During Solicitation Period 

Should bidders consider that the specifications or Statement of Work contained in the bid solicitation 
could be improved technically or technologically, bidders are invited to make suggestions, in writing, to 
the Contracting Authority named in the bid solicitation. Bidders must clearly outline the suggested 
improvement as well as the reasons for the suggestion. Suggestions that do not restrict the level of 
competition nor favour a particular bidder will be given consideration provided they are submitted to the 
Contracting Authority in accordance with the article entitled "Enquiries - Bid Solicitation". Canada will have 
the right to accept or reject any or all suggestions. 

2.7 Volumetric Data

The Current State Information (Attachment 1) data has been provided to Bidders to assist them in 
preparing their bids. The inclusion of this data in this bid solicitation does not represent a commitment by 
Canada that Canada's future usage of the service identified in this bid solicitation will be consistent with 
this data. It is provided purely for information purposes. 
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PART 3 - BID PREPARATION INSTRUCTIONS 

3.1 Bid Preparation Instructions 

(a) Copies of Bid: Canada requests that Bidders provide their bid in separately bound sections as 
follows: 

(i) Section I: Technical Bid (five hard copies and five soft copies on USB key) 

(ii) Section II: Financial Bid (two hard copies)  

(iii) Section III: Certifications not included in the Technical Bid (two hard copies)  

(iv) Section IV: Additional Information (two hard copies) 

If there is a discrepancy between the wording of the soft copy and the hard copy, the wording of 
the hard copy will have priority over the wording of the soft copy.

Prices must appear in the financial bid only. No prices must be indicated in any other section of 
the bid. 

(b) Format for Bid: Canada requests that Bidders follow the format instructions described below in 
the preparation of their bid: 

(i) use 8.5 x 11 inch (216 mm x 279 mm) paper; 

(ii) use a numbering system that corresponds to the bid solicitation; 

(iii) include a title page at the front of each volume of the bid that includes the title, date, bid 
solicitation number, bidder's name and address and contact information of its 
representative; and 

(iv) include a table of contents. 

(c) Canada's Policy on Green Procurement: In April 2006, Canada issued a policy directing 
federal departments and agencies to take the necessary steps to incorporate environmental 
considerations into the procurement process. See the Policy on Green Procurement 
(http://www.tpsgc-pwgsc.gc.ca/ecologisation-greening/achats-procurement/politique-policy-
eng.html). To assist Canada in reaching its objectives, Bidders should: 

(i) use paper containing fibre certified as originating from a sustainably-managed forest 
and/or containing a minimum of 30% recycled content; and 

(ii) use an environmentally-preferable format including black and white printing instead of 
colour printing, printing double sided/duplex, and using staples or clips instead of cerlox, 
duotangs or binders. 

(d) Submission of Only One Bid:

(i) A Bidder, including related entities, will be permitted to submit only one bid in response to 
this bid solicitation.  If a Bidder or any related entities participate in more than one bid 
(participating means being part of the Bidder, not being a subcontractor), Canada will 
provide those Bidders with 2 working days to identify the single bid to be considered by 
Canada.  Failure to meet this deadline will result in all the affected bids being disqualified.  

(ii) For the purposes of this Article, regardless of the jurisdiction where any of the entities 
concerned is incorporated or otherwise formed as a matter of law (whether that entity is a 
natural person, corporation, partnership, etc), an entity will be considered to be "related"
to a Bidder if: 

(A) they are the same legal entity (i.e., the same natural person, corporation, 
partnership, limited liability partnership, etc.);  

(B) they are "related persons" or "affiliated persons" according to the Canada Income 
Tax Act; 
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(C) the entities have now or in the two years before bid closing had a fiduciary 
relationship with one another (either as a result of an agency arrangement or any 
other form of fiduciary relationship); or  

(D) the entities otherwise do not deal with one another at arm's length, or each of 
them does not deal at arm's length with the same third party. 

(iii) Individual members of a joint venture cannot participate in another bid, either by 
submitting a bid alone or by participating in another joint venture. 

(e) Joint Venture Experience:  

(i) Where the Bidder is a joint venture with existing experience as that joint venture, it may 
submit the experience that it has obtained as that joint venture. 

Example: A bidder is a joint venture consisting of members L and O. A bid solicitation 
requires that the bidder demonstrate experience providing maintenance and help desk 
services for a period of 24 months to a customer with at least 10,000 users. As a joint 
venture (consisting of members L and O), the bidder has previously done the work. This 
bidder can use this experience to meet the requirement. If member L obtained this 
experience while in a joint venture with a third party N, however, that experience cannot 
be used because the third party N is not part of the joint venture that is bidding. 

(ii) A joint venture bidder may rely on the experience of one of its members to meet any 
given technical criterion of this bid solicitation.  

Example: A bidder is a joint venture consisting of members X, Y and Z.  If a solicitation 
requires: (a) that the bidder have 3 years of experience providing maintenance service, 
and (b) that the bidder have 2 years of experience integrating hardware with complex 
networks, then each of these two requirements can be met by a different member of the 
joint venture. However, for a single criterion, such as the requirement for 3 years of 
experience providing maintenance services, the bidder cannot indicate that each of 
members X, Y and Z has one year of experience, totaling 3 years.  Such a response 
would be declared non-responsive. 

(iii) Joint venture members cannot pool their abilities with other joint venture members to 
satisfy a single technical criterion of this bid solicitation. However, a joint venture member 
can pool its individual experience with the experience of the joint venture itself.  Wherever 
substantiation of a criterion is required, the Bidder is requested to indicate which joint 
venture member satisfies the requirement. If the Bidder has not identified which joint 
venture member satisfies the requirement, the Contracting Authority will provide an 
opportunity to the Bidder to submit this information during the evaluation period.  If the 
Bidder does not submit this information within the period set by the Contracting Authority, 
its bid will be declared non-responsive. 

Example: A bidder is a joint venture consisting of members A and B. If a bid solicitation 
requires that the bidder demonstrate experience providing resources for a minimum 
number of 100 billable days, the bidder may demonstrate that experience by submitting 
either:

� Contracts all signed by A; 
� Contracts all signed by B; or 
� Contracts all signed by A and B in joint venture, or 
� Contracts signed by A and contracts signed by A and B in joint venture, or 
� Contracts signed by B and contracts signed by A and B in joint venture. 

That show in total 100 billable days. 
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(iv) Any Bidder with questions regarding the way in which a joint venture bid will be evaluated 
should raise such questions through the Enquiries process as early as possible during 
the bid solicitation period. 

3.2 Section I: Technical Bid 

(a) The technical bid consists of the following: 

(i) Bid Submission Form: Bidders are requested to include the Bid Submission Form - 
Attachment 2 with their bids. It provides a common form in which bidders can provide 
information required for evaluation and contract award, such as a contact name and the 
Bidder's Procurement Business Number, etc. Using the form to provide this information is 
not mandatory, but it is recommended. If Canada determines that the information 
required by the Bid Submission Form is incomplete or requires correction, Canada will 
provide the Bidder with an opportunity to do so. 

(ii) Security Clearance: Bidders are requested to submit the following security information 
for each of the proposed resources with their bids on or before the bid closing date: 

SECURITY INFORMATION 

Name of individual as it appears on security 
clearance application form 

Level of security clearance obtained  

Validity period of security clearance 
obtained 

Security Screening Certificate and Briefing 
Form file number   

If the Bidder has not included the security information in its bid, the Contracting Authority 
will provide an opportunity to the Bidder to submit the security information during the 
evaluation period.  If the Bidder has not submitted the security information within the 
period set by the Contracting Authority, its bid will be declared non-responsive. 

(iii) Substantiation of Technical Compliance: The technical bid must substantiate the 
compliance with the specific articles of Attachment 3 and Attachment 4, which is the 
requested format for providing the substantiation.  The substantiation must not simply be 
a repetition of the requirement(s), but must explain and demonstrate how the Bidder will 
meet the requirements and carry out the required Work. Simply stating that the Bidder or 
its proposed solution or resources comply is not sufficient. Where Canada determines 
that the substantiation is not complete, the Bidder will be considered non-responsive and 
disqualified. The substantiation may refer to additional documentation submitted with the 
bid - this information can be referenced in the "Bidder's Response" column of Attachment 
3 and Attachment 4, where Bidders are requested to indicate where in the bid the 
reference material can be found, including the title of the document, and the page and 
paragraph numbers; where the reference is not sufficiently precise, Canada may request 
that the Bidder direct Canada to the appropriate location in the documentation.  

(iv) For Proposed Resources: The technical bid must include the number of résumés, per 
Resource Category, as identified in Attachment 3. The same individual must not be 
proposed for more than one Resource Category. The Technical bid must demonstrate 
that each proposed individual meets the qualification requirements described (including 
any educational requirements, work experience requirements, and professional 
designation or membership requirements). With respect to the proposed resources: 



DR
AF
T

Solicitation�Number:�� Amendment�Number:�� Buyer�ID:��
19335�160056/A������������������������������������������������������������������������������������������������������������������������������������������������������������������������������626EL�

Page�12�of�70�

(A) Proposed resources may be employees of the Bidder or employees of a 
subcontractor, or these individuals may be independent contractors to whom the 
Bidder would subcontract a portion of the Work (refer to Part 5, Certifications).  

(B) For educational requirements for a particular degree, designation or certificate, 
PWGSC will only consider educational programs that were successfully 
completed by the resource by the time of bid closing.  If the degree, designation 
or certification was issued by an educational institution outside of Canada, the 
Bidder must provide a copy of the results of the academic credential assessment 
and qualification recognition service issued by an agency or organization 
recognized by the Canadian Information Centre for International Credentials 
(CICIC). 

(C) For requirements relating to professional designation or membership, the 
resource must have the required designation or membership by the time of bid 
closing and must continue, where applicable, to be a member in good standing of 
the profession or membership throughout the evaluation period and Contract 
Period.  Where the designation or membership must be demonstrated through a 
certification, diploma or degree, such document must be current, valid and issued 
by the entity specified in this solicitation.  If the entity is not specified, the issuer 
must have been an accredited or otherwise recognized body, institution or entity 
at the time the document was issued.  If the degree, diploma or certification was 
issued by an educational institution outside of Canada, the Bidder must provide a 
copy of the results of the academic credential assessment and qualification 
recognition service issued by an agency or organization recognized by the 
Canadian Information Centre for International Credentials (CICIC). 

(D) For work experience, PWGSC will not consider experience gained as part of an 
educational program, except for experience gained through a formal co-operative 
program at a post-secondary institution.  

(E) For any requirements that specify a particular time period (e.g., 2 years) of work 
experience, PWGSC will disregard any information about experience if the 
technical bid does not include the relevant dates (month and year) for the 
experience claimed (i.e., the start date and end date). Canada will evaluate only 
the duration that the resource actually worked on a project or projects (from his 
or her start date to end date), instead of the overall start and end date of a 
project or a combination of projects in which a resource has participated.  

(F) For work experience to be considered by Canada, the technical bid must not 
simply indicate the title of the individual's position, but must demonstrate that the 
resource has the required work experience by explaining the responsibilities and 
work performed by the individual while in that position.   In situations in which a 
proposed resource worked at the same time on more than one project, the 
duration of any overlapping time period will be counted only once toward any 
requirements that relate to the individual's length of experience. 

(v) Customer Reference Contact Information:

(A) The Bidder must provide customer references.  The customer reference must 
each confirm, if requested by PWGSC, the facts identified in the Bidder's bid, as 
required by Attachment 3 and Attachment 4.  

(B) The form of question to be used to request confirmation from customer 
references is as follows:  

[Sample Question to Customer Reference: “Has [the Bidder] provided your 
organization with [describe the services and, if applicable, describe any required 
time frame within which those services must have been provided]?” 



DR
AF
T

Solicitation�Number:�� Amendment�Number:�� Buyer�ID:��
19335�160056/A������������������������������������������������������������������������������������������������������������������������������������������������������������������������������626EL�

Page�13�of�70�

___ Yes, the Bidder has provided my organization with the services described 
above. 

___ No, the Bidder has not provided my organization with the services described 
above. 

___ I am unwilling or unable to provide any information about the services 
described above. 

(C) For each customer reference, the Bidder must, at a minimum, provide the name 
and e-mail address for a contact person. 

Bidders are also requested to include the title of the contact person. It is the sole 
responsibility of the Bidder to ensure that it provides a contact who is 
knowledgeable about the services the Bidder has provided to its customer and 
who is willing to act as a customer reference. Crown references will be accepted. 

(vi) Corporate Profile: The Bidder is requested to provide a corporate profile, which should 
include an overview of the Bidder and any subcontractors, and/or authorized agents of 
the Bidder that would be involved in the performance of the Work on the Bidder's behalf. 
The Bidder is requested to provide a brief description of its size, corporate structure, 
years in business, business activities, major customers, number of employees and their 
geographic presence. This information is requested for information purposes only and will 
not be evaluated. 

3.3 Section II: Financial Bid 

(a) Pricing: Bidders must submit their financial bid in accordance with the Pricing Schedule provided 
in Attachment 5. The total amount of Applicable Taxes must be shown separately, if applicable. 
Unless otherwise indicated, bidders must include a single, firm, all-inclusive per diem rate quoted 
in Canadian dollars in each cell requiring an entry in the pricing tables.   

(b) Variation in Resource Rates By Time Period: For any given resource category, where the 
financial tables provided by Canada allow different firm rates to be charged for a resource 
category during different time periods: 

(i) the rate bid must not increase by more than 5% from one time period to the next, and  

(ii) the rate bid for the same resource category during any subsequent time period must not 
be lower than the rate bid for the time period that includes the first month of the Initial 
Contract Period.  

(c) All Costs to be Included: The financial bid must include all costs for the requirement described 
in the bid solicitation for the entire Contract Period, including any option periods. The identification 
of all necessary equipment, software, peripherals, cabling and components required to meet the 
requirements of the bid solicitation and the associated costs of these items is the sole 
responsibility of the Bidder. 

(d) Blank Prices: Bidders are requested to insert "$0.00" for any item for which it does not intend to 
charge or for items that are already included in other prices set out in the tables. If the Bidder 
leaves any price blank, Canada will treat the price as "$0.00" for evaluation purposes and may 
request that the Bidder confirm that the price is, in fact, $0.00. No bidder will be permitted to add 
or change a price as part of this confirmation. Any bidder who does not confirm that the price for a 
blank item is $0.00 will be declared non-responsive. 

3.4 Section III: Certifications 

It is a requirement that bidders submit the certifications identified under Part 5. 
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3.5 Section IV: Additional Information 

(a) Bidder's Proposed Site(s) or Premises Requiring Safeguarding Measures 

As indicated in Part 6 under Security Requirements, the Bidder must provide the full address(es) 
of the Bidder's and proposed individual(s)’ site(s) or premises for which safeguarding measures 
are required for Work Performance.

Street Number / Street Name, Unit / Suite / Apartment Number 
City, Province, Territory / State
Postal Code / Zip Code
Country

The Company Security Officer (CSO) must ensure through the Industrial Security Program (ISP) 
that the Bidder and proposal individual(s) hold a valid security clearance at the required level, as 
indicated in Part 6 – Security, Financial and Other Requirements. 

Bidders are requested to indicate this information on their Bid Submission Form.
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PART 4 - EVALUATION PROCEDURES AND BASIS OF SELECTION 

4.1 Evaluation Procedures 

(a) Bids will be assessed in accordance with the entire requirement of the bid solicitation including 
the technical and financial evaluation criteria. There are several steps in the evaluation process, 
which are described below. Even though the evaluation and selection will be conducted in steps, 
the fact that Canada has proceeded to a later step does not mean that Canada has conclusively 
determined that the Bidder has successfully passed all the previous steps. Canada may conduct 
steps of the evaluation in parallel. 

(b) An evaluation team composed of representatives of the Client and PWGSC will evaluate the bids 
on behalf of Canada. Canada may hire any independent consultant, or use any Government 
resources, to evaluate any bid. Not all members of the evaluation team will necessarily participate 
in all aspects of the evaluation. 

(c) In addition to any other time periods established in the bid solicitation: 

(i) Requests for Clarifications: If Canada seeks clarification or verification from the Bidder 
about its bid, the Bidder will have two working days (or a longer period if specified in 
writing by the Contracting Authority) to provide the necessary information to Canada. 
Failure to meet this deadline will result in the bid being declared non-responsive. 

(ii) Requests for Further Information: If Canada requires additional information in order to 
do any of the following pursuant to the Section entitled "Conduct of Evaluation" in 2003, 
Standard Instructions - Goods or Services - Competitive Requirements: 

(A) verify any or all information provided by the Bidder in its bid; or 

(B) contact any or all references supplied by the Bidder (e.g., references named in 
the résumés of individual resources) to verify and validate any information 
submitted by the Bidder, 

the Bidder must provide the information requested by Canada within two working days of 
a request by the Contracting Authority. 

(iii) Extension of Time: If additional time is required by the Bidder, the Contracting Authority 
may grant an extension in his or her sole discretion. 

4.2 Technical Evaluation 

(a) Mandatory Technical Criteria: 

(i) Each bid will be reviewed for compliance with the mandatory requirements of the bid 
solicitation. Any element of the bid solicitation that is identified specifically with the words 
"must" or "mandatory" is a mandatory requirement. Bids that do not comply with each 
and every mandatory requirement will be declared non-responsive and be disqualified.  

(ii) The mandatory technical criteria are described in Attachment 3.  

(b) Point-Rated Technical Criteria:

(i) Each bid will be rated by assigning a score to the rated requirements, which are identified 
in the bid solicitation by the word "rated" or by reference to a score. Bidders who fail to 
submit complete bids with all the information requested by this bid solicitation will be 
rated accordingly.  

(ii) The rated requirements are described in Attachment 4. 

(c) Number of Resources Evaluated:

Only a certain number of resources per Resource Category will be evaluated as part of this bid 
solicitation as identified in Attachment 3. Additional Resources will only be assessed after 
contract award once specific tasks are requested of the Contractor.  After contract award, the 
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Task Authorization process will be in accordance with Part 7 – Resulting Contract Clauses, the 
Article titled “Task Authorization”.  When a Task Authorization Form (TA Form) is issued, the 
Contractor will be requested to propose a resource to satisfy the specific requirement based on 
the TA Form’s Statement of Work.  The proposed resource will then be assessed against the 
criteria identified in the Contract’s Statement of Work in accordance with Appendix I of Annex A. 

(d) Reference Checks:   

(i) Whether or not to conduct reference checks is discretionary. However, if PWGSC 
chooses to conduct reference checks for any given rated or mandatory requirement, it will 
check the references for that requirement for all bidders to be recommended for contract 
award. 

(ii) For reference checks, Canada will conduct the reference check in writing by email. 
Canada will send all email reference check requests to contacts supplied by all the 
Bidders on the same day using the email address provided in the bid. Canada will not 
award any points and/or a bidder will not meet the mandatory experience requirement (as 
applicable) unless the response is received within 5 working days of the date that 
Canada's email was sent.  

(iii) If Canada does not receive a response from the contact person within the 5 working 
days, Canada will not contact the Bidder and will not permit the substitution of an 
alternate contact person. 

(iv) Wherever information provided by a reference differs from the information supplied by the 
Bidder, the information supplied by the reference will be the information evaluated.  

(v) Points will not be allocated and/or a bidder will not meet the mandatory experience 
requirement (as applicable) if (1) the reference customer states he or she is unable or 
unwilling to provide the information requested, or (2) the customer reference is not a 
customer of the Bidder itself (for example, the customer cannot be the customer of an 
affiliate of the Bidder instead of being a customer of the Bidder itself). Nor will points be 
allocated or a mandatory met if the customer is itself an affiliate or other entity that does 
not deal at arm's length with the Bidder. 

4.3 Financial Evaluation 

(a) The financial evaluation will be conducted by calculating the Total Bid Price using the Pricing 
Tables in Attachment 5 completed by the bidders. 

(b) Substantiation of Professional Services Rates 

In Canada's experience, bidders will from time to time propose rates at the time of bidding for one 
or more categories of resources that they later refuse to honour, on the basis that these rates do 
not allow them to recover their own costs and/or make a profit. When evaluating the rates bid for 
professional services, Canada may, but will have no obligation to, require price support in 
accordance with this Article. If Canada requests price support, it will be requested from all 
otherwise responsive bidders who have proposed a rate that is at least 20% lower than the 
median rate bid by all responsive bidders for the relevant resource category or categories. If 
Canada requests price support, the Bidder must provide the following information:   

(i) an invoice (referencing a contract serial number or other unique contract identifier) that 
shows that the Bidder has provided and invoiced a customer (with whom the Bidder deals 
at arm's length) for services performed for that customer similar to the services that would 
be provided in the relevant resource category, where those services were provided for at 
least three months within the eighteen months before the date of this request for rate 
substantiation, and the fees charged were equal to or less than the rate offered to 
Canada;  

(ii) in relation to the invoice in (i), evidence from the Bidder's customer that the services 
identified in the invoice include at least 50% of the tasks listed in the Statement of Work 
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for the category of resource being assessed for an unreasonably low rate. This evidence 
must consist of either a copy of the contract (which must describe the services to be 
provided and demonstrate that at least 50% of the tasks to be performed are the same as 
those to be performed under the Statement of Work in this bid solicitation) or the 
customer's signed certification that the services subject to the charges in the invoice 
included at least 50% of the same tasks to be performed under the Statement of Work in 
this bid solicitation; 

(iii) in respect of each contract for which an invoice is submitted as substantiation, a résumé 
for the resource that provided the services under that contract that demonstrates that, in 
relation to the resource category for which the rates are being substantiated, the resource 
would meet the mandatory requirements and achieve any required pass mark for any 
rated criteria; and 

(iv) the name, telephone number and, if available, e-mail address of a contact person at the 
customer who received each invoice submitted under (i), so that Canada may verify any 
information provided by the Bidder. 

Once Canada requests substantiation of the rates bid for any resource category, it is the sole 
responsibility of the Bidder to submit information (as described above and as otherwise may be 
requested by Canada, including information that would allow Canada to verify information with the 
resource proposed) that will allow Canada to determine whether it can rely, with confidence, on 
the Bidder's ability to provide the required services at the rates bid. If Canada determines that the 
information provided by the Bidder does not adequately substantiate the unreasonably low rates, 
the bid will be declared non-responsive. 

(c) Formulae in Pricing Tables

If the pricing tables provided to bidders include any formulae, Canada may re-input the prices 
provided by bidders into a fresh table, if Canada believes that the formulae may no longer be 
functioning properly in the version submitted by a Bidder. 

4.4 Basis of Selection 

(a) To be declared responsive, a bid must:  

(i) comply with all the requirements of the bid solicitation; 

(ii) meet all mandatory criteria; and 

(iii) obtain the required minimum pass mark for the technical evaluation criteria which are 
subject to point rating.  

(b) Bids not meeting (i) or (ii) or (iii) will be declared non-responsive. 

(c) The selection will be based on the highest responsive combined rating of technical merit and 
price. The ratio will be 60% for the technical merit and 40% for the price. 

(d) To establish the technical merit score, the overall technical score for each responsive bid will be 
determined as follows:  

total number of points obtained / maximum number of points available multiplied by the ratio of 
60%.

(e) To establish the pricing score, each responsive bid will be prorated against the lowest evaluated 
price and the ratio of 40%. 

(f) For each responsive bid, the technical merit score and the pricing score will be added to 
determine its combined rating. 

(g) Neither the responsive bid obtaining the highest technical score nor the one with the lowest 
evaluated price will necessarily be accepted. The responsive bid with the highest combined rating 
of technical merit and price will be recommended for award of a contract. 
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(h) The table below illustrates an example where all three bids are responsive and the selection of 
the contractor is determined by a 60/40 ratio of technical merit and price, respectively. The total 
available points equals 135 and the lowest evaluated price is $45,000 (45). 

Basis of Selection - Highest Combined Rating Technical Merit (60%) and Price (40%) 

BIDDER 1 BIDDER 2 BIDDER 3 

Overall Technical Score 115/135  89/135  92/135  

Total Bid Price $55,000.00  $50,000.00  $45,000.00 

Calculations
Technical 

Merit Score
115/135 x 60 = 

51.11 
89/135 x 60 = 

39.56 
92/135 x 60 = 

40.89 

Pricing Score 45/55 x 40 = 32.72 45/50 x 40 = 36.00 45/45 x 40 = 40.00 

Combined Rating 83.83 75.56 80.89 

Overall Rating 1st 3rd  2nd 

(i) One contract may be awarded in total as a result of this bid solicitation. 

(j) Bidders should note that all contract awards are subject to Canada's internal approvals process, 
which includes a requirement to approve funding in the amount of any proposed contract. Despite 
the fact that the Bidder may have been recommended for contract award, a contract will only be 
awarded if internal approval is granted according to Canada's internal policies. If approval is not 
granted, no contract will be awarded. 

(k) If more than one Bidder is ranked first because of identical overall scores, then the Bidder with 
the higher Technical Score will become the top-ranked bidder. 
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PART 5 – CERTIFICATIONS AND ADDITIONAL INFORMATION 

Bidders must provide the required certifications and additional information to be awarded a contract.  

The certifications provided by Bidders to Canada are subject to verification by Canada at  all times. 
Canada will declare a bid non-responsive, or will declare a contractor in  default if any certification made 
by the Bidder is found to be untrue, whether made knowingly or unknowingly, during the bid evaluation 
period or during the contract period. 

The Contracting Authority will have the right to ask for additional information to verify Bidder’s 
certifications. Failure to comply and to cooperate with any request or requirement imposed by the 
Contracting Authority will render the bid non-responsive or constitute a default under the Contract. 

5.1 Certifications Precedent to Contract Award and Additional Information 

The certifications and additional information listed below should be submitted with the bid, but may be 
submitted afterwards. If any of these required certifications or additional information is not completed and 
submitted as requested, the Contracting Authority will inform the Bidder of a time frame within which to 
provide the information.  Failure to provide the certifications or the additional information listed below 
within the time frame provided will render the bid non-responsive. 

(a) Federal Contractors Program for Employment Equity - Bid Certification 

By submitting a bid, the Bidder certifies that the Bidder, and any of the Bidder's members if the 
Bidder is a Joint Venture, is not named on the Federal Contractors Program (FCP) for 
employment equity "FCP Limited Eligibility to Bid" list 
(http://www.labour.gc.ca/eng/standards_equity/eq/emp/fcp/list/inelig.shtml) available from 
Employment and Social Development Canada (ESDC) - Labour's website. 

Canada will have the right to declare a bid non-responsive if the Bidder, or any member of the 
Bidder if the Bidder is a Joint Venture, appears on the "FCP Limited Eligibility to Bid" list at the 
time of contract award. 

Canada will also have the right to terminate the Contract for default if a Contractor, or any 
member of the Contractor if the Contractor is a Joint Venture, appears on the "FCP Limited 
Eligibility to Bid" list during the period of the Contract. 

The Bidder must provide the Contracting Authority with a completed Attachment 6, Federal 
Contractors Program for Employment Equity - Certification, before contract award.  If the Bidder 
is a Joint Venture, the Bidder must provide the Contracting Authority with a completed 
Attachment Federal Contractors Program for Employment Equity - Certification, for each member 
of the Joint Venture. 

5.2 Additional Certifications Precedent to Contract Award  

(a) Professional Services Resources 

(i) By submitting a bid, the Bidder certifies that, if it is awarded a contract as a result of the 
bid solicitation, every individual proposed in its bid will be available to perform the Work 
as required by Canada's representatives and at the time specified in the bid solicitation or 
agreed to with Canada's representatives.  

(ii) By submitting a bid, the Bidder certifies that all the information provided in the résumés 
and supporting material submitted with its bid, particularly the information pertaining to 
education, achievements, experience and work history, has been verified by the Bidder to 
be true and accurate. Furthermore, the Bidder warrants that every individual proposed by 
the Bidder for the requirement is capable of performing the Work described in the 
resulting contract. 

(iii) If a Bidder has proposed any individual who is not an employee of the Bidder, by 
submitting a bid, the Bidder certifies that it has the permission from that individual to 



DR
AF
T

Solicitation�Number:�� Amendment�Number:�� Buyer�ID:��
19335�160056/A������������������������������������������������������������������������������������������������������������������������������������������������������������������������������626EL�

Page�20�of�70�

propose his/her services in relation to the Work to be performed and to submit his/her 
résumé to Canada. The Bidder must, upon request from the Contracting Authority, 
provide a written confirmation, signed by the individual, of the permission given to the 
Bidder and of his/her availability. Failure to comply with the request may result in the bid 
being declared non-responsive. 

(b) Submission of Only One Bid 

By submitting a bid, the Bidder is certifying that it does not consider itself to be related to any other 
bidder. 
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PART 6 - SECURITY, FINANCIAL AND OTHER REQUIREMENTS 

6.1 Security Requirement 

(a) At the date of bid closing, the following conditions must be met: 

(i) the Bidder must hold a valid organization security clearance as indicated in Part 7 - 
Resulting Contract Clauses;  

(ii) the Bidder's proposed individuals requiring access to classified or protected information, 
assets or sensitive work site(s) must meet the security requirements as indicated in Part 7 
- Resulting Contract Clauses; and  

(iii) the Bidder's proposed location of work performance and document safeguarding must 
meet the security requirements as indicated in Part 7 - Resulting Contract Clauses; 

(iv) the Bidder must provide the address(es) of proposed site (s) or premises of work 
performance and document safeguarding as indicated in Part 3 - Section IV Additional 
Information.

(b) For additional information on security requirements, Bidders should refer to the Industrial Security 
Program (ISP) of Public Works and Government Services Canada (http://ssi-iss.tpsgc-
pwgsc.gc.ca/index-eng.html) website.   

(c) In the case of a joint venture bidder, each member of the joint venture must meet the security 
requirements. 

6.2 Financial Capability 

(a) SACC Manual clause A9033T (2012-07-16) Financial Capability applies, except that subsection 3 
is deleted and replaced with the following: "If the Bidder is a subsidiary of another company, then 
any financial information required by the Contracting Authority in 1(a) to (f) must be provided by 
each level of parent company, up to and including the ultimate parent company. The financial 
information of a parent company does not satisfy the requirement for the provision of the financial 
information of the Bidder; however, if the Bidder is a subsidiary of a company and, in the normal 
course of business, the required financial information is not generated separately for the 
subsidiary, the financial information of the parent company must be provided. If Canada 
determines that the Bidder is not financially capable but the parent company is, or if Canada is 
unable to perform a separate assessment of the Bidder's financial capability because its financial 
information has been combined with its parent's, Canada may, in its sole discretion, award the 
contract to the Bidder on the condition that the parent company grant a performance guarantee to 
Canada." 

(b) In the case of a joint venture bidder, each member of the joint venture must meet the financial 
capability requirements. 
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PART 7 - RESULTING CONTRACT CLAUSES 

The following clauses apply to and form part of any contract resulting from the bid solicitation. 

7.1 Requirement 

(a) ______________________________ (the "Contractor") agrees to supply to the Client the 
services described in the Contract, including the Statement of Work, in accordance with, and at 
the prices set out in, the Contract. This includes providing professional services as and when 
requested by Canada, to one or more locations to be designated by Canada, excluding any 
locations in areas subject to any of the Comprehensive Land Claims Agreements.  

(b) Client: Under the Contract, the "Client" is the Department of Justice. 

(c) Reorganization of Client: The Contractor's obligation to perform the Work will not be affected by 
(and no additional fees will be payable as a result of) the renaming, reorganization, 
reconfiguration, or restructuring of any Client. The reorganization, reconfiguration and 
restructuring of the Client includes the privatization of the Client, its merger with another entity, or 
its dissolution, where that dissolution is followed by the creation of another entity or entities with 
mandates similar to the original Client. In connection with any form of reorganization, Canada 
may designate another department or government body as the Contracting Authority or Technical 
Authority, as required to reflect the new roles and responsibilities associated with the 
reorganization.  

(d) Defined Terms: Words and expressions defined in the General Conditions or Supplemental 
General Conditions and used in the Contract have the meanings given to them in the General 
Conditions or Supplemental General Conditions. Any reference to an Identified User in the Supply 
Arrangement is a reference to the Client.  Also, any reference to a "deliverable" or "deliverables" 
includes all documentation outlined in this Contract.  A reference to a "local office" of the 
Contractor means an office having at least one full time employee that is not a shared resource 
working at that location. 

7.2 Task Authorization 

(a) As-and-when-requested Task Authorizations: The Work or a portion of the Work to be 
performed under the Contract will be on an "as-and-when-requested basis" using a Task 
Authorization (TA). The Work described in the TA must be in accordance with the scope of the 
Contract.  The Contractor must not commence work until a validly issued TA has been issued by 
Canada and received by the Contractor.  The Contractor acknowledges that any work performed 
before such issuance and receipt will be done at the Contractor's own risk. 

(b) Assessment of Resources Proposed at TA Stage: Processes for issuing, responding to and 
assessing Task Authorizations are further detailed in Appendices G, H, I and J of Annex A.  

(c) Form and Content of draft Task Authorization:

(i) The Technical Authority will provide the Contractor with a description of the task in a draft 
Task Authorization using the form specified in Appendix H to Annex A.   

(ii) The draft Task Authorization will contain the details of the activities to be performed, and 
must also contain the following information: 

(A) the task number; 

(B) The date by which the Contractor's response must be received (which will appear 
in the draft Task Authorization, but not the issued Task Authorization); 

(C) the details of any financial coding to be used; 

(D) the categories of resources and the number required; 

(E) a description of the work for the task outlining the activities to be performed and 
identifying any deliverables (such as reports); 
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(F) the start and completion dates; 

(G) milestone dates for deliverables and payments (if applicable); 

(H) the number of person-days of effort required; 

(I) whether the work requires on-site activities and the location;  

(J) the language profile of the resources required; 

(K) the level of security clearance required of resources; and 

(L) any other constraints that might affect the completion of the task. 

(d) Contractor's Response to Draft Task Authorization: The Contractor must provide to the 
Technical Authority, within two working days of receiving the draft Task Authorization (or within 
any longer time period specified in the draft TA), the proposed total price for performing the task 
and a breakdown of that cost, established in accordance with the Basis of Payment specified in 
the Contract. The Contractor's quotation must be based on the rates set out in the Contract. The 
Contractor will not be paid for preparing or providing its response or for providing other 
information required to prepare and validly issue the TA. 

(e) Task Authorization Limit and Authorities for Validly Issuing Task Authorizations:

To be validly issued, a TA must include the following signatures: 

(i) for any TA, inclusive of revisions, with a value less than or equal to $300,000.00 
(excluding Applicable Taxes), the TA must be signed by the Technical Authority; and 

(ii) for any TA with a value greater than this amount, a TA must be signed by the Technical 
Authority and Contracting Authority. 

Any TA that does not bear the appropriate signature(s) is not validly issued by Canada. 
Any work performed by the Contractor without receiving a validly issued TA is done at the 
Contractor's own risk. If the Contractor receives a TA that is not appropriately signed, the 
Contractor must notify the Contracting Authority. By providing written notice to the 
Contractor, the Contracting Authority may suspend the Client's ability to issue TA’s at any 
time, or reduce the dollar value threshold described in sub-article (i) above; any 
suspension or reduction notice is effective upon receipt. 

(f) Periodic Usage Reports:

(i) The Contractor must compile and maintain records on its provision of services to the 
federal government under Task Authorizations validly issued under the Contract. The 
Contractor must provide this data to Canada in accordance with the reporting 
requirements detailed below. If some data is not available, the reason must be indicated. 
If services are not provided during a given period, the Contractor must still provide a 
"NIL" report. The data must be submitted on a quarterly basis to the Contracting 
Authority. From time to time, the Contracting Authority may also require an interim report 
during a reporting period. 

(ii) The quarterly periods are defined as follows: 

(A) 1st quarter: April 1 to June 30; 

(B) 2nd quarter: July 1 to September 30; 

(C) 3rd quarter: October 1 to December 31; and 

(D) 4th quarter: January 1 to March 31.  

The data must be submitted to the Contracting Authority no later than 15 calendar days 
after the end of the reporting period. 

(iii) Each report must contain the following information for each validly issued TA (as 
amended): 
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(A) the Task Authorization number and the Task Authorization Revision number(s), if 
applicable; 

(B) a title or a brief description of each authorized task; 

(C) the name, Resource Category and level of each resource involved in performing 
the TA, as applicable;  

(D) the total estimated cost specified in the validly issued TA of each task, exclusive 
of Applicable Taxes; 

(E) the total amount, exclusive of Applicable Taxes, expended to date against each 
authorized task; 

(F) the start and completion date for each authorized task; and 

(G) the active status of each authorized task, as applicable (e.g., indicate whether 
work is in progress or if Canada has cancelled or suspended the TA, etc.).  

(iv) Each report must also contain the following cumulative information for all the validly 
issued TA’s (as amended):  

(A) the amount, exclusive of Applicable Taxes, specified in the Contract (as last 
amended, as applicable) as Canada's total liability to the Contractor for all validly 
issued TA’s; and 

(B) the total amount, exclusive of Applicable Taxes, expended to date against all 
validly issued TA's. 

(g) Consolidation of TA’s for Administrative Purposes: The Contract may be amended from time 
to time to reflect all validly issued Task Authorizations to date, to document the Work performed 
under those TA’s for administrative purposes. 

7.3 Standard Clauses and Conditions 

All clauses and conditions identified in the Contract by number, date and title are set out in the Standard 
Acquisition Clauses and Conditions Manual (https://buyandsell.gc.ca/policy-and-guidelines/standard-
acquisition-clauses-and-conditions-manual) issued by Public Works and Government Services Canada.  

(a) General Conditions:

(i) 2035 (2016-04-04), General Conditions - Higher Complexity - Services, apply to and form 
part of the Contract. 

With respect to Section 30 - Termination for Convenience, of General Conditions 2035, 
Subsection 04 is deleted and replaced with the following Subsections 04, 05 and 06: 

4. The total of the amounts, to which the Contractor is entitled to be paid under this section, 
together with any amounts paid, due or becoming due to the Contractor must not exceed 
the Contract Price.   

5. Where the Contracting Authority terminates the entire Contract and the Articles of 
Agreement include a Minimum Work Guarantee, the total amount to be paid to the 
Contractor under the Contract will not exceed the greater of: 

(a) the total amount the Contractor may be paid under this section, together with any 
amounts paid, becoming due other than payable under the Minimum Revenue 
Guarantee, or due to the Contractor as of the date of termination, or  

(b) the amount payable under the Minimum Work Guarantee, less any amounts paid, 
due or otherwise becoming due to the Contractor as of the date of termination. 

6. The Contractor will have no claim for damages, compensation, loss of profit, allowance 
arising out of any termination notice given by Canada under this section except to the 
extent that this section expressly provides.  The Contractor agrees to repay immediately 
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to Canada the portion of any advance payment that is unliquidated at the date of the 
termination. 

(b) Supplemental General Conditions:

The following Supplemental General Conditions: 

(i) 4006 (2010-08-16), Supplemental General Conditions - Contractor to Own Intellectual 
Property Rights in Foreground Information; 

(ii) 4008 (2008-12-12), Supplemental General Conditions - Personal Information; 

apply to and form part of the Contract. 

7.4 Protection and Security of Data Stored in Databases 

(a) The Contractor must ensure that all the databases containing any information related to the Work 
are located in Canada or, if the Contracting Authority has first consented in writing, in another 
country where:  

(i) equivalent protections are given to personal information as in Canada under legislation 
such as the Privacy Act, R.S. 1985, c.P-21, and the Personal Information Protection and 
Electronic Documents Act, S.C. 2000, c.5, and under any applicable policies of the 
Government of Canada; and 

(ii) the laws do not allow the government of that country or any other entity or person to seek 
or obtain the right to view or copy any information relating to the Contract without first 
obtaining the Contracting Authority's written consent. 

In connection with giving its consent to locating a database in another country, the Contracting 
Authority may, at its option, require the Contractor to provide a legal opinion (from a lawyer 
qualified in the foreign country) that the laws in that country meet the above requirements, or may 
require the Contractor to pay for Canada to obtain such a legal opinion. Canada has the right to 
reject any request to store Canada's data in a country other than Canada if there is any reason to 
be concerned about the security, privacy, or integrity of Canada's data. Canada may also require 
that any data sent or processed outside of Canada be encrypted with Canada-approved 
cryptography and that the private key required to decrypt the data be kept in Canada in 
accordance with key management and storage processes approved by Canada. 

(b) The Contractor must control access to all databases on which any data relating to the Contract is 
stored so that only individuals with the appropriate security clearance are able to access the 
database, either by using a password or other form of access control (such as biometric controls). 

(c) The Contractor must ensure that all databases on which any data relating to the Contract is 
stored are physically and logically independent (meaning there is no direct or indirect connection 
of any kind) from all other databases, unless those databases are located in Canada (or in an 
another country approved by the Contracting authority under subsection (a)) and otherwise meet 
the requirements of this article. 

(d) The Contractor must ensure that all data relating to the Contract is processed only in Canada or 
in another country approved by the Contracting Authority under subsection (a). 

(e) The Contractor must ensure that all domestic network traffic (meaning traffic or transmissions 
initiated in one part of Canada to a destination or individual located in another part of Canada) is 
routed exclusively through Canada, unless the Contracting Authority has first consented in writing 
to an alternate route. The Contracting Authority will only consider requests to route domestic 
traffic through another country that meets the requirements of subsection (a). 

(f) Despite any section of the General Conditions relating to subcontracting, the Contractor must not 
subcontract (including to an affiliate) any function that involves providing a subcontractor with 
access to any data relating to the Contract unless the Contracting Authority first consents in 
writing. 
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7.5 Security Requirement 

(a) General 

(i) The Contractor must, at all times during the performance of the Contract, hold a valid 
Facility Security Clearance at the level of SECRET, with approved Document 
Safeguarding at the level of SECRET, issued by the Canadian Industrial Security 
Directorate (CISD), Public Works and Government Services Canada (PWGSC). 

(ii) The Contractor personnel requiring access to PROTECTED/CLASSIFIED information, 
assets or sensitive work site(s) must EACH hold a valid personnel security screening at 
the level of SECRET, granted or approved by the CISD/PWGSC. 

(iii) The Contractor MUST NOT utilize its Information Technology systems to electronically 
process, produce or store any sensitive PROTECTED/CLASSIFIED information until 
CISD/PWGSC has issued written approval.  After approval has been granted, these tasks 
may be performed at the level of SECRET and an IT Link at the level of SECRET. 

(iv) Subcontracts which contain security requirements are NOT to be awarded without the 
prior written permission of CISD/PWGSC. 

(v) The Contractor must comply with the provisions of the: 

(A) Security Requirements Check List and security guide (if applicable), attached at 
Annex C; 

(B) Industrial Security Manual (Latest Edition). 

(b) Contractor’s Site(s) or Premises Requiring Safeguarding Measures

(i) The Contractor must diligently maintain up-to-date, the information related to the 
Contractor’s and individual(s) site(s) or premises, where safeguarding measures are 
required in the performance of the Work, for the following address: 

Street Number / Street Name, Unit / Suite / Apartment Number 
City, Province, Territory / State 
Postal Code / Zip Code 
Country 

(ii) The Company Security Officer (CSO) must ensure through the Industrial Security Program 
(ISP) that the Contractor and individual(s) hold a valid security clearance at the required 
level.

7.6 Contract Period 

(a) Contract Period: The "Contract Period" is the entire period of time during which the Contractor 
is obliged to perform the Work, which includes: 

(i) The "Initial Contract Period", which begins on the date the Contract is awarded and 
ends four years later; and  

(ii) The period during which the Contract is extended, if Canada chooses to exercise any 
options set out in the Contract. 

(b) Option to Extend the Contract:

(i) The Contractor grants to Canada the irrevocable option to extend the term of the 
Contract by up to two additional 1-year periods under the same terms and conditions. 
The Contractor agrees that, during the extended period of the Contract, it will be paid in 
accordance with the applicable provisions set out in the Basis of Payment. 

(ii) Canada may exercise this option at any time by sending a written notice to the Contractor 
before the expiry date of the Contract. The option may only be exercised by the 
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Contracting Authority, and will be evidenced, for administrative purposes only, through a 
contract amendment. 

7.7 Authorities 

(a) Contracting Authority 

The Contracting Authority for the Contract is: 

Name:   Jonah Dubé 
Title:   Supply Specialist 
Public Works and Government Services Canada 
Acquisitions Branch 
Directorate:  Informatics and Telecommunications Systems Procurement Directorate 
Address:  11 Laurier St., Gatineau, Québec 
Telephone:  873-469-4980 
E-mail address: Jonah.dube@tpsgc-pwgsc.gc.ca 

The Contracting Authority is responsible for the management of the Contract and any changes to 
the Contract must be authorized in writing by the Contracting Authority. The Contractor must not 
perform work in excess of or outside the scope of the Contract based on verbal or written 
requests or instructions from anybody other than the Contracting Authority.  

(b) Technical Authority 

The Technical Authority for the Contract is: 

Name:    _____________________ 
Title:    _____________________ 
Organization:   _____________________ 
Address:   _____________________ 
Telephone:   _____________________ 
Facsimile:  _____________________ 
E-mail address:  _____________________ 

The Technical Authority is the representative of the department or agency for whom the Work is 
being carried out under the Contract and is responsible for all matters concerning the technical 
content of the Work under the Contract. Technical matters may be discussed with the Technical 
Authority; however, the Technical Authority has no authority to authorize changes to the scope of 
the Work. Changes to the scope of the Work can only be made through a contract amendment 
issued by the Contracting Authority.  

(c) Contractor's Representative

Name:    _____________________ 
Title:    _____________________ 
Organization:   _____________________ 
Address:   _____________________ 
Telephone:   _____________________ 
Facsimile:  _____________________ 
E-mail address:  _____________________ 

7.8 Proactive Disclosure of Contracts with Former Public Servants 

By providing information on its status, with respect to being a former public servant in receipt of a Public 
Service Superannuation Act (PSSA) pension, the Contractor has agreed that this information will be 
reported on departmental web sites as part of the published proactive disclosure reports, in accordance 
with Contracting Policy Notice: 2012-2 of the Treasury Board Secretariat of Canada.

7.9 Payment 

(a) Basis of Payment 
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(i) Professional Services provided under a Task Authorization with a Maximum Price:
For professional services requested by Canada, in accordance with a validly issued Task 
Authorization, Canada will pay the Contractor, in arrears, up to the Maximum Price for the 
TA, for actual time worked and any resulting deliverables in accordance with the firm all-
inclusive per diem rates set out in Annex B, Basis of Payment, Applicable Taxes extra. 
Partial days will be prorated based on actual hours worked based on a 7.5-hour workday.

(ii) Professional Services provided under a Task Authorization with a Firm Price: For 
professional services requested by Canada, in accordance with a validly issued Task 
Authorization, Canada will pay the Contractor the firm price set out in the Task 
Authorization (based on the firm, all-inclusive per diem rates set out in Annex B), 
Applicable Taxes extra.  

(iii) Firm Monthly Price: Canada will pay the Contractor the firm monthly price set out in the 
Contract (based on the firm, all-inclusive monthly prices and per user monthly prices set 
out in Annex B), Applicable Taxes extra.   

(iv) Replacement Parts: For replacement parts required to perform Level 2 On-Site and 
Break/Fix Services as described in the Statement of Work, Canada will pay the 
Contractor the laid down cost plus the firm mark-up rate set out in Annex B, Basis of 
Payment, Applicable Taxes extra.�

(v) Travel and Living Expenses – National Joint Council Travel Directive: Canada will 
not pay any travel or living expenses associated with performing the Work.  

(vi) Competitive Award: The Contractor acknowledges that the Contract has been awarded 
as a result of a competitive process. No additional charges will be allowed to compensate 
for errors, oversights, misconceptions or underestimates made by the Contractor when 
bidding for the Contract.  

(vii) Professional Services Rates: In Canada's experience, bidders from time to time 
propose rates at the time of bidding for one or more Resource Categories that they later 
refuse to honour, on the basis that these rates do not allow them to recover their own 
costs and/or make a profit. This denies Canada of the benefit of the awarded contract. If 
the Contractor does not respond or refuses to provide an individual with the qualifications 
described in the Contract within the time described in the Contract (or proposes instead 
to provide someone from an alternate category at a different rate), whether or not 
Canada terminates the Contract as a whole or in part or chooses to exercise any of the 
rights provided to it under the general conditions, Canada may impose sanctions or take 
other measures in accordance with the PWGSC Vendor Performance Corrective 
Measure Policy (or equivalent) then in effect, which measures may include an 
assessment that results in conditions applied against the Contractor to be fulfilled before 
doing further business with Canada, or full debarment of the Contractor from bidding on 
future requirements.    

(b) Limitation of Expenditure

(i) Canada's total liability to the Contractor under the Contract must not exceed the amount 
set out on page 1 of the Contract, less any Applicable taxes.  With respect to the amount 
set out on page 1 of the Contract, Customs duties are included and Applicable Taxes are 
included. Any commitments to purchase specific amounts or values of goods or services 
are described elsewhere in the Contract. 

(ii) No increase in the total liability of Canada or in the price of the Work resulting from any 
design changes, modifications or interpretations of the Work, will be authorized or paid to 
the Contractor unless these design changes, modifications or interpretations have been 
approved, in writing, by the Contracting Authority before their incorporation into the Work. 
The Contractor must not perform any work or provide any service that would result in 
Canada's total liability being exceed before obtaining the written approval of the 
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Contracting Authority. The Contractor must notify the Contracting Authority in writing as 
to the adequacy of this sum:  

(A) when it is 75 percent committed, or  

(B) 4 months before the Contract expiry date, or  

(C) as soon as the Contractor considers that the contract funds provided are 
inadequate for the completion of the Work, 

whichever comes first. 

(iii) If the notification is for inadequate contract funds, the Contractor must provide to the 
Contracting Authority a written estimate for the additional funds required. Providing this 
information does not increase Canada's liability. 

(c) Method of Payment - Monthly Payment

Canada will pay the Contractor on a monthly basis for work performed during the month covered 
by the invoice in accordance with the payment provisions of the Contract if: 

(i) an accurate and complete invoice and any other documents required by the Contract 
have been submitted in accordance with the invoicing instructions provided in the 
Contract;

(ii) all such documents have been verified by Canada; and 

(iii) the Work performed has been accepted by Canada. 

(d) Method of Payment for Task Authorizations with a Maximum Price: For each Task 
Authorization validly issued under the Contract that contains a maximum price: 

(i) Canada will pay the Contractor no more frequently than once a month in accordance with    
the Basis of Payment. The Contractor must submit time sheets for each resource 
showing the days and hours worked to support the charges claimed in the invoice. 

(ii) Once Canada has paid the maximum TA price, Canada will not be required to make any 
further payment, but the Contractor must complete all the work described in the TA, all of 
which is required to be performed for the maximum TA price. If the work described in the 
TA is completed in less time than anticipated, and the actual time worked (as supported 
by the time sheets) at the rates set out in the Contract is less than the maximum TA 
price, Canada is only required to pay for the time spent performing the work related to 
that TA. 

(e) Method of Payment for Task Authorizations with a Firm Price - Lump Sum Payment on 
Completion: Canada will pay the Contractor upon completion and delivery of all the Work 
associated with the validly issued Task Authorization in accordance with the payment provisions 
of the Contract if: 

(i) an accurate and complete invoice and any other documents required by the Contract 
have been submitted in accordance with the invoicing instructions provided in the 
Contract;

(ii) all such documents have been verified by Canada; and 

(iii) the Work delivered has been accepted by Canada. 

(f) Time Verification 

Time charged and the accuracy of the Contractor’s time recording system are subject to 
verification by Canada, before or after payment is made to the Contractor.  If verification is done 
after payment, the Contract must repay any overpayment, at Canada’s request. 

(g) Payment Credits
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(i) Late Completion of Client Transition Phase: If the Contractor does not provide Help 
Desk and Support Services to Canada by the Service Go Live Date specified in the 
Contract, the Contractor must provide a credit to Canada of $2,000 for each calendar day 
of delay. 

(ii) Failure to Meet Service Level Targets: If the Contractor fails to meet any of the 
following Service Level Targets (as described in Annex A), it must provide a credit to 
Canada in the amount of 10% of the total billing for that month: 

(A) Service Level Target Service Delivery Portal Maximum Service Outage Time 
(SLT-SDP-MSOT);  

(B) Service Level Target Service Delivery Portal Maximum Time to Restore Service 
(SLT-SDP-MTRS);  

(C) Service Level Target Service Desk Maximum Time to Answer (SLT-SD-MTA); 

(D) Service Level Target Service Desk Maximum Time on Hold (SLT-SD-MTOH);  

(E) Service Level Target Service Desk Maximum Time to Escalate (Standard) (SLT-
SD-MTTE-1);

(F) Service Level Target Service Desk Maximum Time to Escalate (Premium) (SLT-
SD-MTTE-2);

(G) Service Level Target Service Desk Maximum Time to Respond to Alternate 
Service Channel Incidents (SLT-SD-MTRASCI);  

(H) Service Level Target Service Desk Minimum Level 1 Resolution Rate (SLT-SD-
ML1RR); 

(I) Service Level Target Escalated Support Maximum Time to Respond to Incident 
(Standard) (SLT-ES-MTTRTI-1);  

(J) Service Level Target On-Site Support Maximum Time to Respond to Incident 
(Premium) (SLT-ES-MTTRTI-2); 

(K) Service Level Target On-Site Support Maximum Time to Resolve from Incident 
(Standard) (SLT-ES-MTTRFI-1); 

(L) Service Level Target On-Site Support Maximum Time to Resolve from Incident 
(Premium) (SLT-ES-MTTRFI-2); 

(M) Service Level Target Engineering Support Maximum Time to Deploy Critical 
Security Update (SLT-ES-MTDCSU); and 

(N) Service Level Target Service Request Fulfilment (SLT-SRF). 

(iii) Service Credit Calculation for Failure to Meet Service Levels: The Contractor must 
calculate service credits based on the performance of the Work against the Service Level 
Targets for the previous month beginning on the first day of each calendar month and 
ending on the last day of that calendar month. 

(iv) Earn Back Credits: If the Contractor succeeds in meeting all Service Level Targets for 
three consecutive months following the month of one or more missed Service Level 
Targets (i.e. a month where a service credit was remitted to Canada), the Contractor will 
earn back 50% of the service credit. If the Contractor succeeds in meeting all Service 
Level Targets for an additional three consecutive months (i.e. for a total of six 
consecutive months) the Contractor will earn back the remaining 50% of the service 
credit. 

(v) Failure to Provide Resource: If the Contractor does not provide a required professional 
services resource that has all the required qualifications within the time prescribed by the 
Contract, the Contractor must credit to Canada an amount equal to the per diem rate 
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(based on a 7.5-hour workday) of the required resource for each day (or partial day) of 
delay in providing the resource, up to a maximum of 10 days. 

(vi) Corrective Measures: If credits are payable under this Article for two consecutive 
months or for three months in any 12-month period, the Contractor must submit a written 
action plan describing measures it will implement or actions it will undertake to eliminate 
the recurrence of the problem. The Contractor will have five working days to deliver the 
action plan to the Client and the Contracting Authority and 20 working days to rectify the 
underlying problem. 

(vii) Termination for Failure to Meet Service Level Targets: In addition to any other rights it 
has under the Contract, Canada may terminate the Contract for default in accordance 
with the General Conditions by giving the Contractor three months' written notice of its 
intent, if any of the following apply: 

(A) the total amount of credits for a given monthly billing cycle reach a level of 10% of 
the total billing for that month; or 

(B) the corrective measures required of the Contractor described above are not met. 

This termination will be effective when the three month notice period expires, unless 
Canada determines that the Contractor has implemented the corrective measures to 
Canada's satisfaction during those three months. 

(viii) Credits Apply during Entire Contract Period:  The Parties agree that the credits apply 
throughout the Contract Period. 

(ix) Credits represent Liquidated Damages:  The Parties agree that the credits are 
liquidated damages and represent their best pre-estimate of the loss to Canada in the 
event of the applicable failure.  No credit is intended to be, nor will it be construed as, a 
penalty.

(x) Canada's Right to Obtain Payment:   The Parties agree that these credits are a 
liquidated debt.  To collect the credits, Canada has the right to hold back, draw back, 
deduct or set off from and against any money Canada owes to the Contractor from time 
to time. 

(xi) Canada's Rights & Remedies not Limited:  The Parties agree that nothing in this 
Article limits any other rights or remedies to which Canada is entitled under the Contract 
(including the right to terminate the Contract for default) or under the law generally. 

(xii) Audit Rights:  The Contractor's calculation of credits under the Contract is subject to 
verification by government audit, at the Contracting Authority's discretion, before or after 
payment is made to the Contractor.  The Contractor must cooperate fully with Canada 
during the conduct of any audit by providing Canada with access to any records and 
systems that Canada considers necessary to ensure that all credits have been accurately 
credited to Canada in the Contractor's invoices.  If an audit demonstrates that past 
invoices contained errors in the calculation of the credits, the Contractor must pay to 
Canada the amount the audit reveals was required to be credited to Canada, plus 
interest, from the date Canada remitted the excess payment until the date of the refund 
(the interest rate is the Bank of Canada's discount annual rate of interest in effect on the 
date the credit was first owed to Canada, plus 1.25% per year).  If, as a result of 
conducting an audit, Canada determines that the Contractor's records or systems for 
identifying, calculating or recording the credits are inadequate, the Contractor must 
implement any additional measures required by the Contracting Authority. 

(h) No Responsibility to Pay for Work not performed due to Closure of Government Offices

(i) Where the Contractor, its employees, subcontractors, or agents are providing services on 
government premises under the Contract and those premises are inaccessible because 
of the evacuation or closure of government offices, and as a result no work is performed, 
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Canada is not responsible for paying the Contractor for work that otherwise would have 
been performed if there had been no evacuation or closure. 

(ii) If, as a result of any strike or lock-out, the Contractor or its employees, subcontractors or 
agents cannot obtain access to government premises and, as a result, no work is 
performed, Canada is not responsible for paying the Contractor for work that otherwise 
would have been performed if the Contractor had been able to gain access to the 
premises 

7.10 Invoicing Instructions 

(a) The Contractor must submit invoices in accordance with the information required in the General 
Conditions.

(b) The Contractor's invoice must include a separate line item for each subparagraph in the Basis of 
Payment provision, and must show all applicable Task Authorization numbers.  

(c) By submitting invoices, the Contractor is certifying that the goods and services have been 
delivered and that all charges are in accordance with the Basis of Payment provision of the 
Contract, including any charges for work performed by subcontractors. 

(d) The Contractor must provide the original of each invoice to the Technical Authority. On request, 
the Contractor must provide a copy of any invoices requested by the Contracting Authority. 

7.11 Certifications 

(a) The continuous compliance with the certifications provided by the Contractor in its bid, any TA 
quotation and the ongoing cooperation in providing additional information are conditions of the 
Contract. Certifications are subject to verification by Canada during the entire Contract Period. If 
the Contractor does not comply with any certification, or fails to provide the additional information, 
or if it is determined that any certification made by the Contractor in its bid is untrue, whether 
made knowingly or unknowingly, Canada has the right, pursuant to the default provision of the 
Contract, to terminate the Contract for default.  

7.12 Federal Contractors Program for Employment Equity - Default by Contractor 

The Contractor understands and agrees that, when an Agreement to Implement Employment Equity 
(AIEE) exists between the Contractor and Employment and Social Development Canada (ESDC)-Labour, 
the AIEE must remain valid during the entire period of the Contract.  If the AIEE becomes invalid, the 
name of the Contractor will be added to the "FCP Limited Eligibility to Bid" list.  The imposition of such a 
sanction by ESDC will constitute the Contractor in default as per the terms of the Contract. 

7.13 Applicable Laws 

The Contract must be interpreted and governed, and the relations between the parties determined, by the 
laws in force in Ontario. 

7.14 Priority of Documents 

If there is a discrepancy between the wording of any documents that appear on the following list, the 
wording of the document that first appears on the list has priority over the wording of any document that 
appears later on the list: 

(a) these Articles of Agreement, including any individual SACC clauses incorporated by reference in 
these Articles of Agreement;  

(b) Supplemental General Conditions, in the following order: 

(i) 4006 (2010-08-16), Supplemental General Conditions - Contractor to Own Intellectual 
Property Rights in Foreground Information; 

(ii) 4008 (2008-12-12), Supplemental General Conditions - Personal Information. 
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(c) General Conditions 2035 (2016-04-04), Higher Complexity - Services; 

(d) Annex A, Statement of Work, including its Appendices as follows; 

(i) Appendix A to Annex A – Service Domain: JUS Service Desk Service 

(ii) Appendix B to Annex A – Service Domain: JUS On-Site Support Service 

(iii) Appendix C to Annex A – Service Domain: JUS Engineering Service 

(iv) Appendix D to Annex A – Security Requirements 

(v) Appendix E to Annex A – Definitions 

(vi) Appendix F to Annex A – Standard Hardware and Software 

(vii) Appendix G to Annex A – Tasking Procedures 

(viii) Appendix H to Annex A – Task Authorization (TA) Form 

(ix) Appendix I to Annex A – Resource Assessment Criteria and Response Tables 

(x) Appendix J to Annex A – Certifications at the TA stage 

(e) Annex B, Basis of Payment; 

(f) Annex C, Security Requirements Check List; 

(g) the validly issued Task Authorizations and any required certifications (including all of their 
annexes, if any); and 

(h) the Contractor's bid dated ______. 

7.15 Foreign Nationals (Canadian Contractor) 

(a) SACC Manual clause A2000C (2006-06-16), Foreign Nationals (Canadian Contractor) 

Note to Bidders: Either this clause or the one that follows, whichever applies (based on whether the 
successful Bidder is a Canadian Contractor or Foreign Contractor), will be included in any resulting 
contract.

7.16 Foreign Nationals (Foreign Contractor) 

(a) SACC Manual clause A2001C (2006-06-16), Foreign Nationals (Foreign Contractor) 

7.17 Insurance Requirements    

(a) Compliance with Insurance Requirements 

(i) The Contractor must comply with the insurance requirements specified in this Article. The 
Contractor must maintain the required insurance coverage for the duration of the 
Contract.  Compliance with the insurance requirements does not release the Contractor 
from or reduce its liability under the Contract. 

(ii) The Contractor is responsible for deciding if additional insurance coverage is necessary 
to fulfill its obligation under the Contract and to ensure compliance with any applicable 
law. Any additional insurance coverage is at the Contractor's expense, and for its own 
benefit and protection. 

(iii) The Contractor should forward to the Contracting Authority within ten (10) days after the 
date of award of the Contract a Certificate of Insurance evidencing the insurance 
coverage.  Coverage must be placed with an Insurer licensed to carry out business in 
Canada and the Certificate of Insurance must confirm that the insurance policy complying 
with the requirements is in force.    If the Certificate of Insurance has not been completed 
and submitted as requested, the Contracting Authority will so inform the Contractor and 
provide the Contractor with a time frame within which to meet the requirement.  Failure to 
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comply with the request of the Contracting Authority and meet the requirement within the 
time period will constitute a default under the General Conditions.   The Contractor must, 
if requested by the Contracting Authority, forward to Canada a certified true copy of all 
applicable insurance policies.   

(b) Commercial General Liability Insurance 

(i) The Contractor must obtain Commercial General Liability Insurance, and maintain it in 
force throughout the duration of the Contract, in an amount usual for a contract of this 
nature, but for not less than $2,000,000 per accident or occurrence and in the annual 
aggregate. 

(ii) The Commercial General Liability policy must include the following:  

(A) Additional Insured: Canada is added as an additional insured, but only with 
respect to liability arising out of the Contractor's performance of the Contract. The 
interest of Canada should read as follows: Canada, as represented by Public 
Works and Government Services Canada. 

(B) Bodily Injury and Property Damage to third parties arising out of the operations of 
the Contractor. 

(C) Products and Completed Operations: Coverage for bodily injury or property 
damage arising out of goods or products manufactured, sold, handled, or 
distributed by the Contractor and/or arising out of operations that have been 
completed by the Contractor. 

(D) Personal Injury: While not limited to, the coverage must include Violation of 
Privacy, Libel and Slander, False Arrest, Detention or Imprisonment and 
Defamation of Character. 

(E) Cross Liability/Separation of Insureds: Without increasing the limit of liability, the 
policy must protect all insured parties to the full extent of coverage provided. 
Further, the policy must apply to each Insured in the same manner and to the 
same extent as if a separate policy had been issued to each. 

(F) Blanket Contractual Liability: The policy must, on a blanket basis or by specific 
reference to the Contract, extend to assumed liabilities with respect to contractual 
provisions. 

(G) Employees and, if applicable, Volunteers must be included as Additional Insured. 

(H) Employers' Liability (or confirmation that all employees are covered by Worker's 
compensation (WSIB) or similar program) 

(I) Broad Form Property Damage including Completed Operations: Expands the 
Property Damage coverage to include certain losses that would otherwise be 
excluded by the standard care, custody or control exclusion found in a standard 
policy.

(J) Notice of Cancellation: The Insurer will endeavour to provide the Contracting 
Authority thirty (30) days written notice of policy cancellation. 

(K) If the policy is written on a claims-made basis, coverage must be in place for a 
period of at least 12 months after the completion or termination of the Contract. 

(L) Owners' or Contractors' Protective Liability: Covers the damages that the 
Contractor becomes legally obligated to pay arising out of the operations of a 
subcontractor. 

(M) Advertising Injury: While not limited to, the endorsement must include coverage 
for piracy or misappropriation of ideas, or infringement of copyright, trademark, 
title or slogan. 
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(c) Errors and Omissions Liability Insurance 

(i) The Contractor must obtain Errors and Omissions Liability (a.k.a. Professional Liability) 
insurance, and maintain it in force throughout the duration of the Contract, in an amount 
usual for a contract of this nature but for not less than $1,000,000 per loss and in the 
annual aggregate, inclusive of defence costs. 

(ii) If the Professional Liability insurance is written on a claims-made basis, coverage must 
be in place for a period of at least 12 months after the completion or termination of the 
Contract.

(iii) The following endorsement must be included: 

Notice of Cancellation: The Insurer will endeavour to provide the Contracting Authority 
thirty (30) days written notice of cancellation. 

7.18 Limitation of Liability - Information Management/Information Technology 

(a) This section applies despite any other provision of the Contract and replaces the section of the 
general conditions entitled "Liability". Any reference in this section to damages caused by the 
Contractor also includes damages caused by its employees, as well as its subcontractors, 
agents, and representatives, and any of their employees. This section applies regardless of 
whether the claim is based in contract, tort, or another cause of action. The Contractor is not 
liable to Canada with respect to the performance of or failure to perform the Contract, except as 
described in this section and in any section of the Contract pre-establishing any liquidated 
damages. The Contractor is only liable for indirect, special or consequential damages to the 
extent described in this Article, even if it has been made aware of the potential for those 
damages. 

(b) First Party Liability:

(i) The Contractor is fully liable for all damages to Canada, including indirect, special or 
consequential damages, caused by the Contractor's performance or failure to perform the 
Contract that relate to:  

(A) any infringement of intellectual property rights to the extent the Contractor 
breaches the section of the General Conditions entitled "Intellectual Property 
Infringement and Royalties";  

(B) physical injury, including death. 

(ii) The Contractor is liable for all direct damages caused by the Contractor's performance or 
failure to perform the Contract affecting real or tangible personal property owned, 
possessed, or occupied by Canada.  

(iii) Each of the Parties is liable for all direct damages resulting from any breach of 
confidentiality under the Contract. Each of the Parties is also liable for all indirect, special 
or consequential damages in respect of any unauthorized disclosure of the other Party's 
trade secrets (or trade secrets of a third party provided by one Party to another under the 
Contract) relating to information technology.  

(iv) The Contractor is liable for all direct damages relating to any encumbrance or claim 
relating to any portion of the Work for which Canada has made any payment. This does 
not apply to encumbrances or claims relating to intellectual property rights, which are 
addressed under (i)(A) above. 

(v) The Contractor is also liable for any other direct damages to Canada caused by the 
Contractor's performance or failure to perform the Contract that relate to: 

(A) any breach of the warranty obligations under the Contract, up to the total amount 
paid by Canada (including any applicable taxes) for the goods and services 
affected by the breach of warranty; and 
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(B) Any other direct damages, including all identifiable direct costs to Canada 
associated with re-procuring the Work from another party if the Contract is 
terminated either in whole or in part for default, up to an aggregate maximum for 
this subparagraph (B) of the greater of .75 times the total estimated cost 
(meaning the dollar amount shown on the first page of the Contract in the cell 
titled "Total Estimated Cost" or shown on each call-up, purchase order or other 
document used to order goods or services under this instrument), or 
$1,000,000.00.  

In any case, the total liability of the Contractor under subparagraph (v) will not 
exceed the total estimated cost (as defined above) for the Contract or 
$1,000,000.00, whichever is more. 

(vi) If Canada's records or data are harmed as a result of the Contractor's negligence or 
willful act, the Contractor's only liability is, at the Contractor's own expense, to restore 
Canada's records and data using the most recent back-up kept by Canada. Canada is 
responsible for maintaining an adequate back-up of its records and data. 

(c) Third Party Claims:

(i) Regardless of whether a third party makes its claim against Canada or the Contractor, 
each Party agrees that it is liable for any damages that it causes to any third party in 
connection with the Contract as set out in a settlement agreement or as finally 
determined by a court of competent jurisdiction, where the court determines that the 
Parties are jointly and severally liable or that one Party is solely and directly liable to the 
third party. The amount of the liability will be the amount set out in the settlement 
agreement or determined by the court to have been the Party's portion of the damages to 
the third party. No settlement agreement is binding on a Party unless its authorized 
representative has approved the agreement in writing. 

(ii) If Canada is required, as a result of joint and several liability or joint and solidarily liable, 
to pay a third party in respect of damages caused by the Contractor, the Contractor must 
reimburse Canada by the amount finally determined by a court of competent jurisdiction 
to be the Contractor's portion of the damages to the third party. However, despite Sub-
article (i), with respect to special, indirect, and consequential damages of third parties 
covered by this Section, the Contractor is only liable for reimbursing Canada for the 
Contractor's portion of those damages that Canada is required by a court to pay to a third 
party as a result of joint and several liability that relate to the infringement of a third 
party's intellectual property rights; physical injury of a third party, including death; 
damages affecting a third party's real or tangible personal property; liens or 
encumbrances on any portion of the Work; or breach of confidentiality. 

(iii) The Parties are only liable to one another for damages to third parties to the extent 
described in this Sub-article (c). 

7.19 Joint Venture Contractor 

(a) The Contractor confirms that the name of the joint venture is ____________ and that it is 
comprised of the following members:  

(b) With respect to the relationship among the members of the joint venture Contractor, each 
member agrees, represents and warrants (as applicable) that: 

(i) ______________ has been appointed as the "representative member" of the joint 
venture Contractor and has fully authority to act as agent for each member regarding all 
matters relating to the Contract; 

(ii) by giving notice to the representative member, Canada will be considered to have given 
notice to all the members of the joint venture Contractor; and 
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(iii) all payments made by Canada to the representative member will act as a release by all 
the members. 

(c) All the members agree that Canada may terminate the Contract in its discretion if there is a 
dispute among the members that, in Canada's opinion, affects the performance of the Work in 
any way. 

(d) All the members are jointly and severally or solidarily liable for the performance of the entire 
Contract.

(e) The Contractor acknowledges that any change in the membership of the joint venture (i.e., a 
change in the number of members or the substitution of another legal entity for an existing 
member) constitutes an assignment and is subject to the assignment provisions of the General 
Conditions.

(f) The Contractor acknowledges that all security and controlled goods requirements in the Contract, 
if any, apply to each member of the joint venture Contractor. 

Note to Bidders: This Article will be deleted if the Bidder awarded the contract is not a joint venture. If 
the contractor is a joint venture, this clause will be completed with information provided in its bid. 

7.20 Professional Services - General    

(a) The Contractor must provide professional services on request as specified in this Contract. All 
resources provided by the Contractor must meet the qualifications described in the Contract 
(including those relating to previous experience, professional designation, education, language 
proficiency and security clearance) and must be competent to provide the required services by 
any delivery dates described in the Contract. 

(b) If the Contractor fails to deliver any deliverable (excluding delivery of a specific individual) or 
complete any task described in the Contract on time, in addition to any other rights or remedies 
available to Canada under the Contract or the law, Canada may notify the Contractor of the 
deficiency, in which case the Contractor must submit a written plan to the Technical Authority 
within ten working days detailing the actions that the Contractor will undertake to remedy the 
deficiency. The Contractor must prepare and implement the plan at its own expense. 

(c) In General Conditions 2035, the Article titled "Replacement of Specific Individuals" is deleted and 
the following applies instead: 

Replacement of Specific Individuals 

(i) If the Contractor is unable to provide the services of any specific individual identified in 
the Contract to perform the services, the Contractor must within five working days of 
having this knowledge, the individual's departure or failure to commence Work (or, if 
Canada has requested the replacement, within ten working days of Canada's notice of 
the requirement for a replacement) provide to the Contracting Authority: 

(A) the name, qualifications and experience of a proposed replacement immediately 
available for Work; and 

(B) security information on the proposed replacement as specified by Canada, if 
applicable.  

The replacement must have qualifications and experience that meet or exceed those 
obtained for the original resource. 

(ii) Subject to an Excusable Delay, where Canada becomes aware that a specific individual 
identified under the Contract to provide services has not been provided or is not 
performing, the Contracting Authority may elect to: 

(A) exercise Canada's rights or remedies under the Contract or at law, including 
terminating the Contract in whole or in part for default under the Article titled 
"Default of the Contractor", or 
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(B) assess the information provided under (c) (i) above or, if it has not yet been 
provided, require the Contractor to propose a replacement to be rated by the 
Technical Authority.  The replacement must have qualifications and experience 
that are similar or exceed those obtained for the original resource and be 
acceptable to Canada.   Upon assessment of the replacement, Canada may 
accept the replacement, exercise the rights in (ii) (A) above, or require another 
replacement in accordance with this sub-article (c).  

Where an Excusable Delay applies, Canada may require (c) (ii) (B) above instead of 
terminating under the “Excusable Delay” Article. An Excusable Delay does not include 
resource unavailability due to allocation of the resource to another Contract or project 
(including those for the Crown) being performed by the Contractor or any of its affiliates. 

(iii) The Contractor must not, in any event, allow performance of the Work by unauthorized 
replacement persons. The Contracting Authority may order that an original or 
replacement resource stop performing the Work. In such a case, the Contractor must 
immediately comply with the order. The fact that the Contracting Authority does not order 
a resource to stop performing the Work does not relieve the Contractor from its 
responsibility to meet the requirements of the Contract. 

(iv) The obligations in this article apply despite any changes that Canada may have made to 
the Client's operating environment. 

7.21 Safeguarding Electronic Media 

(a) Before using them on Canada's equipment or sending them to Canada, the Contractor must use 
a regularly updated product to scan electronically all electronic media used to perform the Work 
for computer viruses and other coding intended to cause malfunctions. The Contractor must notify 
Canada if any electronic media used for the Work are found to contain computer viruses or other 
coding intended to cause malfunctions. 

(b) If magnetically recorded information or documentation is damaged or lost while in the 
Contractor's care or at any time before it is delivered to Canada in accordance with the Contract, 
including accidental erasure, the Contractor must immediately replace it at its own expense. 

7.22 Representations and Warranties 

The Contractor made statements regarding its own and its proposed resources' experience and expertise 
in its bid that resulted in the award of the Contract and the issuance of TA's. The Contractor represents 
and warrants that all those statements are true and acknowledges that Canada relied on those 
statements in awarding the Contract and adding work to it through TA's. The Contractor also represents 
and warrants that it has, and all its resources and subcontractors that perform the Work have, and at all 
times during the Contract Period they will have and maintain, the skills, qualifications, expertise and 
experience necessary to perform and manage the Work in accordance with the Contract, and that the 
Contractor (and any resources or subcontractors it uses) has previously performed similar services for 
other customers. 

7.23 Access to Canada's Property and Facilities  

Canada's property, facilities, equipment, documentation, and personnel are not automatically available to 
the Contractor. If the Contractor would like access to any of these, it is responsible for making a request 
to the Technical Authority. Unless expressly stated in the Contract, Canada has no obligation to provide 
any of these to the Contractor. If Canada chooses, in its discretion, to make its property, facilities, 
equipment, documentation or personnel available to the Contractor to perform the Work, Canada may 
require an adjustment to the Basis of Payment and additional security requirements may apply. 
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7.24 Identification Protocol Responsibilities

The Contractor will be responsible for ensuring that each of its agents, representatives or subcontractors 
(hereinafter referred to as Contractor Representatives) complies with the following self-identification 
requirements: 

(a) Contractor Representatives who attend a Government of Canada meeting (whether internal or 
external to Canada's offices) must identify themselves as Contractor Representatives prior to the 
commencement of the meeting, to ensure that each meeting participant is aware of the fact that 
the individual is not an employee of the Government of Canada; 

(b) During the performance of any Work at a Government of Canada site, each Contractor 
Representative must be clearly identified at all times as being a Contractor Representative; and 

(c) If a Contractor Representative requires the use of the Government of Canada's e-mail system in 
the performance of the Work, then the individual must clearly identify him or herself as an agent 
or subcontractor of the Contractor in all electronic mail in the signature block as well as under 
"Properties." This identification protocol must also be used in all other correspondence, 
communication, and documentation. 

(d) If Canada determines that the Contractor is in breach of any obligation stated in this Article, upon 
written notice from Canada the Contractor must submit a written action plan describing corrective 
measures it will implement to eliminate the recurrence of the problem. The Contractor will have 
five working days to deliver the action plan to the Client and the Contracting Authority, and twenty 
working days to rectify the underlying problem.  

(e) In addition to any other rights it has under the Contract, Canada may terminate the Contract for 
default if the corrective measures required of the Contractor described above are not met. 
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ANNEX A 

STATEMENT OF WORK 

Attached hereto. 
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APPENDIX A TO ANNEX A  
SERVICE DOMAIN: JUS SERVICE DESK SERVICE 

Attached hereto. 
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APPENDIX B TO ANNEX A  
SERVICE DOMAIN: JUS ON-SITE SUPPORT SERVICE

Attached hereto. 
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APPENDIX C TO ANNEX A  
SERVICE DOMAIN: JUS ENGINEERING SERVICE 

Attached hereto. 
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APPENDIX D TO ANNEX A  
SECURITY REQUIREMENTS 

Attached hereto. 
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APPENDIX E TO ANNEX A  
DEFINITIONS 

Attached hereto. 
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APPENDIX F TO ANNEX A  
STANDARD HARDWARE AND SOFTWARE 

Attached hereto. 
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APPENDIX G TO ANNEX A 
TASKING ASSESSMENT PROCEDURE 

1. Where a requirement for a specific task is identified, a draft Task Authorization Form (TA Form) 
as attached at Appendix H to Annex A will be provided to the Contractor. Once a draft TA Form is 
received, the Contractor must submit to the Technical Authority a quotation of rates to supply the 
requested Resource Categories based on the information identified in the TA Form.   The 
quotation must be signed and submitted to Canada within the time for response identified in the 
TA Form. The Contractor will be given a minimum of 48 hours turnaround time to submit a 
quotation.

2. For each proposed resource the Contractor must supply a résumé, the requested security 
clearance information and must complete the Response Tables at Appendix I of Annex A 
applicable to the Resource Categories identified in the draft TA.   The same individual must not 
be proposed for more than one Resource Category. The résumés must demonstrate that each 
proposed individual meets the qualification requirements described (including any educational 
requirements, work experience requirements, and professional designation or membership 
requirements). With respect to the proposed resources: 

(i) Proposed resources may be employees of the Contractor or employees of a 
subcontractor, or these individuals may be independent contractors to whom the 
Contractor would subcontract a portion of the Work. (Refer to Appendix J to Annex A, 
Certifications).

(ii) For educational requirements for a particular degree, designation or certificate, Canada 
will only consider educational programmes that were successfully completed by the 
resource before the date the draft TA was first issued to the Contractor. 

(iii) For requirements relating to professional designation or membership, the resource must 
have the required designation or membership by the time of draft TA issuance and must 
continue, where applicable, to be a member in good standing of the profession or 
membership throughout the assessment period and Contract Period.  Where the 
designation or membership must be demonstrated through a certification, diploma or 
degree, such document must be current, valid and issued by the entity specified in this 
Contract or if the entity is not specified, the issuer must have been an accredited or 
otherwise recognized body, institution or entity at the time the document was issued.  

(iv) For work experience, Canada will not consider experience gained as part of an 
educational programme, except for experience gained through a formal co-operative 
programme at a post-secondary institution.  

(v) For any requirements that specify a particular time period (e.g., 2 years) of work 
experience, Canada will disregard any information about experience if the résumé does 
not include the relevant dates (month and year) for the experience claimed (i.e., the start 
date and end date). Canada will evaluate only the duration that the resource actually 
worked on a project or projects (from his or her start date to end date), instead of the 
overall start and end date of a project or a combination of projects in which a resource 
has participated.  

(vi) A résumé must not simply indicate the title of the individual's position, but must 
demonstrate that the resource has the required work experience by explaining the 
responsibilities and work performed by the individual while in that position. Only listing 
experience without providing any supporting data to describe responsibilities, duties and 
relevance to the requirement, or reusing the same wording as the TA Form, will not be 
considered "demonstrated" for the purposes of the assessment. The Contractor should 
provide complete details as to where, when, month and year, and how, through which 
activities/responsibilities, the stated qualifications / experience were obtained.  In 
situations in which a proposed resource worked at the same time on more than one 
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project, the duration of any overlapping time period will be counted only once toward any 
requirements that relate to the individual's length of experience.   

3. The qualifications and experience of the proposed resources will be assessed against the 
requirements set out in Appendix I to Annex A to determine each proposed resource's 
compliance with the mandatory and rated criteria.  Canada may request proof of successful 
completion of formal training, as well as reference information.  Canada may conduct reference 
checks to verify the accuracy of the information provided.  If reference checks are done, they will 
be conducted in writing by e-mail (unless the contact at the reference is only available by 
telephone). Canada will not assess any points or consider a mandatory criterion met unless the 
response is received within 5 working days. On the third working day after sending out the e-
mails, if Canada has not received a response, Canada will notify the Contractor by e-mail, to 
allow the Contractor to contact its reference directly to ensure that it responds to Canada within 5 
working days.  Wherever information provided by a reference differs from the information supplied 
by the Contractor, the information supplied by the reference will be the information assessed. 
Points will not be allocated or a mandatory criteria considered as met if the reference customer is 
not a customer of the Contractor itself (for example, the customer cannot be the customer of an 
affiliate of the Contractor). Nor will points be allocated or a mandatory criteria considered as met if 
the customer is itself an affiliate or other entity that does not deal at arm's length with the 
Contractor. Crown references will be accepted. 

4. During the assessment of the resources proposed, should the references for two or more 
resources required under that TA either be unavailable or fail to substantiate the required 
qualifications of the proposed resources to perform the required services, the Contracting 
Authority may find the quotation to be non-responsive. 

5. Only quotations that meet all of the mandatory criteria will be considered for assessment of the 
point rated criteria. Each resource proposed must attain the required minimum score for the point 
rated criteria for the applicable Resource Category.  If the minimum score for any proposed 
resource is less than what is required, the Contractor's quotation will be found to be non-
responsive.  

6. Once the quotation has been accepted by the Technical Authority, the TA Form will be signed by 
Canada and provided to the Contractor for signature. The TA Form must be appropriately signed 
by Canada prior to commencement of any work. The Contractor must not commence work until a 
validly issued TA Form (the Task Authorization) has been received, and any work performed in its 
absence is done at the Contractor's own risk. 
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APPENDIX H TO ANNEX A 
TASK AUTHORIZATION FORM 

Attached hereto. 
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APPENDIX I TO ANNEX A 
RESOURCES ASSESSMENT CRITERIA AND RESPONSE TABLE 

To facilitate resource assessment, the Contractor must prepare and submit a response to a draft Task 
Authorization using the tables provided in this Appendix.  When completing the resource grids, the 
specific information which demonstrates the requested criteria and reference to the page number of the 
résumé should be incorporated so that Canada can verify this information. The tables should not contain 
all the project information from the resume. Only the specific answer should be provided.    

1.0 Mandatory Resource Assessment Criteria: 

Criteria
ID

Requirement Contractor’s Response 

M1 Project Manager 

The Contractor must demonstrate that its proposed 
Project Manager has: 

(a) a minimum of 5 years of experience 
managing IT projects; and 

(b) one of the following project management 
certifications:

(i) Project management professional PMP 
(Project Management Institute (PMI)) 

(ii) Certified associate in project 
management CAPM (PMI) 

(iii) CompTIA Project+ 
(iv) Master Project Manager MPM 

(American Academy of Project 
Management) 

(v) Certified Project Manager CPM 
(International Association of Project and 
Program Management) 

(vi) Project Management in IT Security 
PMITS (EC-Council) 

(vii) Associate in Project Management APM 
(Global Association for Quality 
Management (GAQM)) 

(viii) Professional in Project Management 
PPM (GAQM) 

(ix) Certified Project Director (GAQM) 

The Contractor must provide a copy of each 
certification. 

M2 Technology Architect 

The Contractor must demonstrate that its proposed 
Technology Architect has a minimum of 5 years of 
experience architecting solutions in the Help Desk 
and Support domain. 
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M3 Security Specialist 

The Contractor must demonstrate that its proposed 
Security Specialist has a minimum of 5 years of 
experience performing the following tasks: 

(a) Conducting security threat and risk 
assessments; and 

(b) Developing and enforcing IT security policies, 
standards, guidelines and procedures on the 
security aspects of IT facilities and 
application systems. 

Note to the Contractor: the minimum 5 years of 
experience is a cumulative total of the experience 
performing all tasks (e.g. 2 years of experience 
performing (a) and 3 years of experience performing 
(b) meets the minimum 5 years of experience). 

M4 Business Analyst 

The Contractor must demonstrate that its proposed 
Business Analyst has a minimum of 5 years of 
experience analyzing business requirements in IT 
projects. 

M5 On-Site Service Representative 

The Contractor must demonstrate that its proposed 
On-Site Service Representative has a degree, 
diploma or certificate in a relevant field of study.  

The Contractor must provide a copy of each degree, 
diploma or certificate. 

M6 On-Site Service Representative 

The Contractor must certify that its proposed On-Site 
Service Representative has the following 
qualifications: 

(a) Fluent* in English and French; 
(b) Thorough knowledge of Help Desk and 

Support hardware (PC assembly, PC 
components) and Help Desk and Support 
software; and 

(c) Strong customer service and communication 
skills (both verbal and written). 

*To be considered fluent, the proposed resource must 
be able to communicate orally and in writing in 
English and in French without any assistance and 
with minimal errors. 
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M7 On-Site Service Team Lead 

The Contractor must demonstrate that its proposed 
On-Site Service Team Lead has: 

(a) successfully completed a relevant training 
program from a recognized institution (e.g. 
relevant program at a community college); 
and

(b) a minimum of 5 years of experience in a 
similar role. 

The Contractor must provide a copy of each degree, 
diploma or certificate. 

M8 On-Site Service Team Lead 

The Contractor must certify that its proposed On-Site 
Service Team Lead has the following qualifications: 

(i) Fluent* in English and French; and 
(ii) Strong customer service and communication 

skills (both verbal and written). 

*To be considered fluent, the proposed resource must 
be able to communicate orally and in writing in 
English and in French without any assistance and 
with minimal errors. 

M9 Implementation Project Manager 

The Contractor must demonstrate that its proposed 
Implementation Project Manager has: 

(a) a minimum of 5 years of experience 
managing IT projects;

(b) one of the following project management 
certifications:

(i) Project management professional PMP 
(Project Management Institute (PMI)) 

(ii) Certified associate in project 
management CAPM (PMI) 

(iii) CompTIA Project+ 
(iv) Master Project Manager MPM 

(American Academy of Project 
Management) 

(v) Certified Project Manager CPM 
(International Association of Project and 
Program Management) 

(vi) Project Management in IT Security 
PMITS (EC-Council) 

(vii) Associate in Project Management APM 
(Global Association for Quality 
Management (GAQM)) 



DR
AF
T

Solicitation�Number:�� Amendment�Number:�� Buyer�ID:��
19335�160056/A������������������������������������������������������������������������������������������������������������������������������������������������������������������������������626EL�

Page�53�of�70�

(viii) Professional in Project Management 
PPM (GAQM) 

(ix) Certified Project Director (GAQM) 

The Contractor must provide a copy of each 
certification.

M10 Solution Architect 

The Contractor must demonstrate that its proposed 
Solution Architect has a minimum of 5 years of 
experience architecting solutions in the Help Desk 
and Support domain. 

M11 Security Architect 

The Contractor must demonstrate that its proposed 
Security Specialist has a minimum of 5 years of 
experience performing the following tasks: 

(a) Conducting security threat and risk 
assessments; and 

(b) Developing and enforcing IT security policies, 
standards, guidelines and procedures on the 
security aspects of IT facilities and 
application systems. 

Note to the Contractor: the minimum 5 years of 
experience is a cumulative total of the experience 
performing all tasks (e.g. 2 years of experience 
performing (a) and 3 years of experience performing 
(b) meets the minimum 5 years of experience). 

M12 Security Architect 

The Contractor must demonstrate that its proposed 
Security Architect has a certification from an 
internationally recognized security professionals 
organization (e.g. International Information Systems 
Security Certification Consortium (ISC)2).

The Contractor must provide a copy of each 
certification.

M13 Service Manager 

The Contractor must demonstrate that its proposed 
Service Manager has a minimum of 5 years of 
experience in a similar role in the Help Desk and 
Support domain. 

2.0 Point Rated Resource Assessment Criteria: 

(a) Implementation Project Manager 
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Criteria
ID

Requirement Point Allocation 
Scheme Contractor’s Response 

R1 The Contractor should 
demonstrates that its 
proposed Implementation 
Project Manager has 
experience being the lead 
project manager on projects 
implementing Help Desk 
Support services.  

Each project referenced by 
the Contractor must have 
been in support of a 
minimum of 2,500 users and 
included one of the following 
services: 

(a) Service Desk 
Support; 

(b) On-Site and 
Break/Fix Support; or 

(c) Desktop Engineering 
Support. 

Note to the Contractor:
internal projects within the 
Contractor’s organization are 
accepted.  

Points will be awarded 
in accordance with the 
following:

a) 5 points per project, 
up to a maximum of 
3 projects; 

b) 5 points if one of the 
projects included all 
services (i.e. 
Service Desk, On-
Site and Break/Fix, 
and Desktop 
Engineering Support 
services); and 

c) 5 points if one of the 
projects was for a 
Canadian public 
sector organization. 

Maximum Points = 25

Required Minimum Score 15 

(b) Solution Architect 

R2 The Contractor should 
demonstrates that its 
proposed Solution Architect
has experience being the 
lead solution architect on 
projects implementing Help 
Desk Support services. 

Each project referenced by 
the Contractor must have 
been in support of a 
minimum of 2,500 users and 
included one of the following 
services: 

(a) Service Desk 
Support; 

(b) On-Site and 
Break/Fix Support; or 

Points will be awarded 
in accordance with the 
following:

a) 5 points per project, 
up to a maximum of 
3 projects; 

b) 5 points if one of the 
projects included all 
services (i.e. 
Service Desk, On-
Site and Break/Fix, 
and Desktop 
Engineering Support 
services); and 

c) 5 points if one of the 
projects was for a 
Canadian public 
sector organization. 
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(c) Desktop Engineering 
Support. 

Note to the Contractor:
internal projects within the 
Contractor’s organization are 
accepted.  

Maximum Points = 25

Required Minimum Score 15

(c) Security Architect 

R3 The Contractor should 
demonstrates that its 
proposed Security Architect
has experience being the 
lead security architect on 
projects implementing Help 
Desk Support services. 

Each project referenced by 
the Contractor must have 
been in support of a 
minimum of 2,500 users and 
included one of the following 
services: 

(a) Service Desk 
Support; 

(b) On-Site and 
Break/Fix Support; or 

(c) Desktop Engineering 
Support. 

Note to the Contractor:
internal projects within the 
Contractor’s organization are 
accepted.  

Points will be awarded 
in accordance with the 
following:

a) 5 points per project, 
up to a maximum of 
3 projects; 

b) 5 points if one of the 
projects included all 
services (i.e. 
Service Desk, On-
Site and Break/Fix, 
and Desktop 
Engineering Support 
services); and 

c) 5 points if one of the 
projects was for a 
Canadian public 
sector organization. 

Maximum Points = 25

Required Minimum Score 15

(d) Service Manager 

Criteria
ID

Requirement Point Allocation 
Scheme Contractor’s Response 
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R4 The Contractor should 
demonstrates that its 
proposed Service Manager
has experience being the 
lead service manager on 
projects implementing Help 
Desk Support services. 

Each project referenced by 
the Contractor must have 
been in support of a 
minimum of 2,500 users and 
included one of the following 
services: 

(a) Service Desk 
Support; 

(b) On-Site and 
Break/Fix Support; or 

(c) Desktop Engineering 
Support. 

Note to the Contractor:
internal projects within the 
Contractor’s organization are 
accepted.  

Points will be awarded 
in accordance with the 
following:

a) 5 points per project, 
up to a maximum of 
3 projects; 

b) 5 points if one of the 
projects included all 
services (i.e. 
Service Desk, On-
Site and Break/Fix, 
and Desktop 
Engineering Support 
services); and 

c) 5 points if one of the 
projects was for a 
Canadian public 
sector organization. 

Maximum Points = 25

Required Minimum Score 15
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APPENDIX J TO ANNEX A 
CERTIFICATIONS AT THE TA STAGE 

The following Certifications are to be used, as applicable.  If they apply, they must be signed and 
attached to the Contractor's quotation when it is submitted to Canada. 

1. CERTIFICATION OF EDUCATION AND EXPERIENCE 

The Contractor certifies that all the information provided in the résumés and supporting material  
proposed for completing the subject work, particularly the information pertaining to education, 
achievements, experience and work history, has been verified by the Contractor to be true and accurate.  
Furthermore, the Contractor warrants that every individual proposed by the Contractor for the requirement 
is capable of performing the Work described in the Task Authorization.    

________________________________________  ____________________ 

Print name of authorized individual & sign above     Date 

2. CERTIFICATION OF AVAILABILITY OF PERSONNEL  

The Contractor certifies that, should it be authorized to provide services under this Task Authorization,  
the persons proposed in the quotation will be available to commence performance of the work within a 
reasonable time from the date of issuance of the valid Task Authorization, or within the time specified in 
the TA Form, and will remain available to perform the work in relation to the fulfillment of the requirement.  

________________________________________  ____________________ 

Print name of authorized individual & sign above     Date 

3. CERTIFICATION OF STATUS OF PERSONNEL 

If the Contractor has proposed any individual  who is not an employee of the Contractor, the Contractor 
certifies that it has permission from that individual to propose his/her services in relation to the Work to be 
performed under this TA  and to submit his/her résumé to Canada. At any time during the Contract Period 
the Contractor must, upon request from the Contracting Authority, provide the written confirmation, signed 
by the individual, of the permission that was given to the Contractor of his/her availability.  Failure to 
comply with the request may result in a default under the Contract in accordance with the General 
Conditions.

________________________________________  ___________________ 

Print name of authorized individual & sign above   Date 
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ANNEX B 
BASIS OF PAYMENT 

1. Service Desk Services 

Service Desk Services - Core 
Service for Justice Canada 
(SCI:SDS-Base) 

Per user price for up to 7,499 
users  

Service Desk Services - Core 
Service for Justice Canada 
(SCI:SDS-7500) 

Per user price for 7,500 to 9,999 
users 

Firm Per User Monthly Price – 
Initial Contract Period (4 years)

$ $ 

Firm Per User Monthly Price – 
Option Period 1 (1 year) 

$ $ 

Firm Per User Monthly Price – 
Option Period 2 (1 year) 

$ $

2. On-Site Support and Break/Fix Services 

On-site Support and Break/Fix Services - Core Service for 
Justice Canada in the National Capital Region (SCI:OSS-Base) 

Price includes support for all devices (audio-visual devices, laptops, 
desktops, tablets, printers, and peripherals) 

Firm Per User Monthly Price – 
Initial Contract Period (4 years)

$

Firm Per User Monthly Price – 
Option Period 1 (1 year) 

$

Firm Per User Monthly Price – 
Option Period 2 (1 year) 

$

3. Engineering Support Services 

Engineering and Support Services - Core Service for Justice 
Canada (SCI:WES) 

For all Justice Canada users, End User Devices and Printers. 

Cost includes overall systems integrator role. 

Firm Monthly Price – Initial 
Contract Period (4 years)

$

Firm Monthly Price – Option 
Period 1 (1 year) 

$

Firm Monthly Price – Option 
Period 2 (1 year) 

$

4. Professional Services 
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Task Authorization Portion - Labour Rates (for additional work on an as and when requested basis) 

Project 
Manager 

Solution
Architect 

Security 
Architect 

Business 
Analyst

On-Site
Services 
Team
Leader 

On-Site
Services 
Representative

Firm Per Diem 
Rate – Initial 
Contract
Period (4 
years)

$ $ $ $ $ $ 

Firm Per Diem 
Rate – Option
Period 1 (1 
year)

$ $ $ $ $ $ 

Firm Per Diem 
Rate – Option 
Period 2 (1 
year)

$ $ $ $ $ $ 

5. Replacement Parts 

The Contractor will be paid the Laid Down Cost* plus the following firm mark-up rate. 

The firm percentage (%) mark-up for replacement parts directly 
associated with the provision of Hardware Break/Fix Services 
(SCI:PartsHandling) 

Firm Percentage Mark-up for 
Replacement Parts – Initial 
Contract Period (4 years)

$

Firm Percentage Mark-up for 
Replacement Parts – Option 
Period 1 (1 year) 

$

Firm Percentage Mark-up for 
Replacement Parts – Option 
Period 2 (1 years) 

$

*Laid Down Cost is defined as the cost incurred by the Contractor to acquire the parts for resale to 
Canada. This includes the supplier invoice price less trade discount plus any applicable charges for 
transportation, foreign exchange, customs duties and brokerage charges, but exclude Applicable Taxes. 
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ANNEX C 
SECURITY REQUIREMENTS CHECK LIST

Attached hereto. 
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ATTACHMENT 1 
CURRENT STATE INFORMATION  

Attached hereto. 
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ATTACHMENT 2 
BID SUBMISSION FORM 

BID SUBMISSION FORM 
Bidder's full legal name

Authorized Representative of Bidder for 
evaluation purposes (e.g., clarifications) 

Name 

Title

Address 

Telephone # 

Fax # 

Email

Bidder's Procurement Business Number (PBN) 

[see the Standard Instructions 2003] 

 [Note to Bidders: Please ensure that the PBN 
you provide matches the legal name under which 
you have submitted your bid. If it does not, the 
Bidder will be determined based on the legal 
name provided, not based on the PBN, and the 
Bidder will be required to submit the PBN that 
matches the legal name of the Bidder.]

Jurisdiction of Contract: Province or territory in 
Canada the Bidder wishes to be the legal jurisdiction 
applicable to any resulting contract (if other than as 
specified in solicitation)

Bidder’s Proposed Site(s) or Premises Requiring 
Safeguard Measures. See Part 3 for instructions. 

Address of proposed site or premise: _______ 

City: _________ 

Province: ________ 

Postal Code: ___________ 

Country: ___________ 

Former Public Servants 

See the Article in Part 2 of the bid solicitation entitled 
Former Public Servant for a definition of "Former 
Public Servant".

Is the Bidder a FPS in receipt of a pension as 
defined in the bid solicitation? 

Yes ____     No ____ 

If yes, provide the information required by the 
Article in Part 2 entitled "Former Public Servant"

Is the Bidder a FPS who received a lump sum 
payment under the terms of the Work Force 
Adjustment Directive? 

Yes ____     No ____ 
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If yes, provide the information required by the 
Article in Part 2 entitled "Former Public Servant"

Security Clearance Level of Bidder 

[include both the level and the date it was granted] 

[Note to Bidders: Please ensure that the security 
clearance matches the legal name of the Bidder. 
If it does not, the security clearance is not valid 
for the Bidder.]

On behalf of the Bidder, by signing below, I confirm that I have read the entire bid solicitation including the 
documents incorporated by reference into the bid solicitation and I certify that: 

1. The Bidder considers itself and its proposed resources able to meet all the mandatory requirements 
described in the bid solicitation; 

2. This bid is valid for the period requested in the bid solicitation;  

3. All the information provided in the bid is complete, true and accurate; and 

4. If the Bidder is awarded a contract, it will accept all the terms and conditions set out in the resulting 
contract clauses included in the bid solicitation.

Signature of Authorized Representative of Bidder
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ATTACHMENT 3 
MANDATORY BID EVALUATION CRITERIA 

Attached hereto. 
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ATTACHMENT 4 
POINT-RATED BID EVALUATION CRITERIA 

Attached hereto. 
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ATTACHMENT 5 
PRICING SCHEDULE 

In respect of the “Estimated” data listed below (rows D, E, M, N, U, BB, CC, KK and LL), the estimated 
information is for evaluation purposes only during the solicitation process and does not represent a 
commitment of the future usage.  

1. Service Desk Services 

Service Desk Services - Core 
Service for Justice Canada 
(SCI:SDS-Base) 

Per user price for up to 7,499 
users  

Service Desk  Services- Core 
Service for Justice Canada 
(SCI:SDS-7500) 

Per user price for 7,500 to 9,999 
users 

Firm Per User Monthly Price (A) 
– Initial Contract Period (4 
years)

$ $ 

Firm Per User Monthly Price (B) 
– Option Period 1 (1 year) 

$ $ 

Firm Per User Monthly Price (C) 
– Option Period 2 (1 year) 

$ $

Estimated Number of users (D) 4,000 7,500 

Estimated Number of Months 
(E)

60 60 

Extended Amount (F) = 
((A)+(B)+(C)) X (D) x (E)

$ $

Weighting Factor (G) 0.20 0.05 

Evaluated Price (H) = (F) x (G) (1)$ (2)$

Total Evaluated Price for 
Service Desk Services (I) = ((1)$ 
+ (2)$) 

$

2. On-Site Support and Break/Fix Services 

On-site Support and Break/Fix Services - Core Service for 
Justice Canada in the National Capital Region (SCI:OSS-Base) 

Cost includes support for all devices (audio-visual devices, laptops, 
desktops, tablets, printers, and peripherals) 

Firm Per User Monthly Price (J) 
– Initial Contract Period (4 
years)

$

Firm Per User Monthly Price (K) 
– Option Period 1 (1 year) 

$

Firm Per User Monthly Price (L) 
– Option Period 2 (1 year) 

$
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Estimated Number of users (M) 2,200 

Estimated Number of Months 
(N)

60 

Extended Amount (O) = 
((J)+(K)+(L)) X (M) x (N)

$

Weighting Factor (P) 0.20 

Total Evaluated Price for On-
Site Support and Break/Fix 
Services (Q) = (O) x (P)

$

3. Engineering Support Services 

Engineering and Support Services - Core Service for Justice 
Canada (SCI:WES) 

For all Justice Canada users, End User Devices and Printers. 

Price includes overall systems integrator role. 

Firm Monthly Price (R) – Initial 
Contract Period (4 years)

$

Firm Monthly Price (S) – Option 
Period 1 (1 year) 

$

Firm Monthly Price (T) – Option 
Period 2 (1 year) 

$

Estimated Number of Months 
(U)

60 

Extended Amount (V) = 
((R)+(S)+(T)) X (U)

$

Weighting Factor (W) 0.14 

Total Evaluated Price for 
Engineering Support Services 
(X) = (V) x (W)

$

4. Professional Services 

Task Authorization Portion - Labour Rates (for additional work on an as and when requested basis) 

Project 
Manager 

Solution
Architect 

Security 
Architect 

Business 
Analyst

On-Site
Services 
Team
Leader 

On-Site
Services 
Representative

Firm Per Diem 
Rate (Y) – 
Initial Contract 
Period (4 
years)

$ $ $ $ $ $ 

Firm Per Diem 
Rate (Z) – 

$ $ $ $ $ $ 



DR
AF
T

Solicitation�Number:�� Amendment�Number:�� Buyer�ID:��
19335�160056/A������������������������������������������������������������������������������������������������������������������������������������������������������������������������������626EL�

Page�68�of�70�

Option  Period 
1 (1 year) 

Firm Per Diem 
Rate (AA) – 
Option Period 
2 (1 year) 

$ $ $ $ $ $ 

Estimated 
Level of Effort 
Per Year in 
Days (BB) 

100 50 100 50 100 100 

Estimated 
Number of 
Years (CC) 

5 5 5 5 5 5

Extended
Amount (DD) 
=
((Y)+(Z)+(AA)) 
X (BB) x (CC) 

$ $ $ $ $ $ 

Weighting 
Factor (EE) 

0.01 0.005 0.01 0.005 0.01 0.01 

Evaluated
Price (FF) = 
(DD) x (EE) 

(3)$ (4)$ (5)$ (6)$ (7)$ (8)$ 

Total
Evaluated
Price for 
Professional 
Services (GG) 
= (3)$+(4)$ 
+(5)$ +(6)$ 
+(7)$ +(8)$ 

$

5. Replacement Parts 

The firm percentage (%) mark-up for replacement parts directly 
associated with the provision of Hardware Break/Fix Services 
(SCI:PartsHandling) 

Firm Percentage Mark-up for 
Replacement Parts (HH) – Initial 
Contract Period (4 years)

$

Firm Percentage Mark-up for 
Replacement Parts (II) – Option 
Period 1 (1 year) 

$

Firm Percentage Mark-up for 
Replacement Parts (JJ) – 
Option Period 2 (1 years) 

$
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Estimated Annual Cost of 
Replacement Parts (KK)

$25,000.00 

Estimated Number of Years (LL) 5

Extended Amount (MM) = 
((HH)+(II)+(JJ)) x (KK) x (LL) 

$

Weighting Factor (NN) 0.01 

Total Evaluated Price for 
Replacement Parts (OO) = (MM) 
x (NN)

$

6. Total Bid Price 

Total Evaluated Price for 
Service Desk Services (I)

$

Total Evaluated Price for On-
Site Support and Break/Fix 
Services (Q)

$

Total Evaluated Price for 
Engineering Support Services 
(X)

$

Total Evaluated Price for 
Professional Services (GG)

$

Total Evaluated Price for 
Replacement Parts (OO) 

$

Bidder’s Total Bid Price $
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ATTACHMENT 6 
FEDERAL CONTRACTORS PROGRAM FOR EMPLOYMENT EQUITY - 

CERTIFICATION

I, the Bidder, by submitting the present information to the Contracting Authority, certify that the 
information provided is true as of the date indicated below.  The certifications provided to Canada are 
subject to verification at all times. I understand that Canada will declare a bid non-responsive, or will 
declare a contractor in default, if a certification is found to be untrue, whether during the bid evaluation 
period or during the contract period.  Canada will have the right to ask for additional information to verify 
the Bidder's certifications.  Failure to comply with any request or requirement imposed by Canada may 
render the bid non-responsive or constitute a default under the Contract.  

For further information on the Federal Contractors Program for Employment Equity visit Employment and 
Social Development Canada (ESDC) - Labour's website. 

Date:___________ (YYYY/MM/DD) (If left blank, the date will be deemed to be the bid solicitation closing 
date.)

Complete both A and B. 

A. Check only one of the following: 

(   ) A1. The Bidder certifies having no work force in Canada.  

(   ) A2. The Bidder certifies being a public sector employer.    

(   ) A3. The Bidder certifies being a federally regulated employer being subject to the Employment Equity 
Act.    

(   ) A4. The Bidder certifies having a combined work force in Canada of less than 100 employees 
(combined work force includes: permanent full-time, permanent part-time and temporary 
employees [temporary employees only includes those who have worked 12 weeks or more during 
a calendar year and who are not full-time students]). 

A5. The Bidder has a combined workforce in Canada of 100 or more employees; and  

(  ) A5.1 The Bidder certifies already having a valid and current Agreement to Implement Employment 
Equity (AIEE) in place with ESDC-Labour.  

OR

(  ) A5.2 The Bidder certifies having submitted the Agreement to Implement Employment Equity 
(LAB1168) to ESDC-Labour.  As this is a condition to contract award, proceed to completing the 
form Agreement to Implement Employment Equity (LAB1168), duly signing it, and transmit it to 
ESDC-Labour.   

B. Check only one of the following: 

(   ) B1. The Bidder is not a Joint Venture.     

OR

(   ) B2. The Bidder is a Joint venture and each member of the Joint Venture must provide the Contracting 
Authority with a completed annex Federal Contractors Program for Employment Equity - 
Certification.  (Refer to the Joint Venture section of the Standard Instructions). 
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1 INTRODUCTION
(1) This section is provided for information only. 

1.1 Technology Model 
(2) The Contractor is directed to review the Department of Justice Canada (JUS) Help Desk and 

Support (HDS) Services Annex A - Appendix A: Definitions for the definitions of commonly used 
terms in the Request for Proposal (RFP). 

(3) The technology model for JUS HDS Services is illustrated in Figure 1. The technology model 
provides a high level technology perspective of the JUS HDS Services. The objective is to show 
the type of capabilities required for the service, where these capabilities will be implemented and 
how they will be networked together. 

Figure 1: Technology Model for JUS HDS Services
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(4) The use of the technology model should not be construed as limiting the design of JUS HDS 
Services.

(5) The key elements of the technology model are: 
 Service Delivery Points (SDP) that represent physical locations in a building where JUS 

HDS Services components are implemented; 
 Application Service Domains (ASD) that represent the grouping of 1 or more service 

objects capable of offering a service for consumption; 
 User Service Domains (USD) that represent the grouping of 1 or more access devices 

capable of consuming 1 or more Services; and 
 non-JUS HDS Services Domains, that have been included to allow Canada to describe 

existing Canada systems and services that will integrate with the JUS HDS Services. 

1.1.1 Service Delivery Points 

(1) SDPs are represented by a non-hatched grey boxes in  Figure 1 which depict the following 
SDPs:

 Canada Data Centre SDP: a Government of Canada (GC) data centre;  
 Contractor Data Centre SDP: a Contractor data centre where JUS HDS Services 

infrastructure is implemented; and 
 Canada SDP: a GC location. 

(2) The infrastructure components in Canada Data Centre SDPs or Canada SDPs are provided by 
Canada. 

1.1.2 Application Service Domains 

(1) ASDs are represented by non-hatched green boxes in Figure 1 which depict the ASDs described 
in Table 1. 

Table 1 - Application Service Domains 

Label Application Service 
Domain 

Services offered Services consumed 

ASD-1 Desktop Management 
Tool (Microsoft System 
Centre Configuration 
Manager (SCCM)) 

Remote assistance  

The Terminal Service 
invokes the Remote 
Assistance Tool that 
mediates the session 
with the End User 
Device. 

Remote control agent 

Software distribution 

The Terminal Service 
invokes the Software 
Distribution Tool to 
configure software 
distribution. The 
Software Distribution 
Tool interacts with the 
End User Device to 
push software 

Software distribution 
agent
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Label Application Service 
Domain 

Services offered Services consumed 

components.  

ASD-2 Terminal Service (Citrix) Terminal Service 
session 

This is the interface for 
the Terminal Service 
session to be 
presented on the End 
User Device. 

ASD-3 Network Printer or Multi-
Functional Device Printer 

 Printing device 
management agent. 
This is the 
management interface 
for printing device 
remote configuration. 

Printing of digital 
content onto paper, 
faxing of digital content 
over a telephone line, 
scanning of paper into 
digital content, emailing 
of digital content. 

ASD-4 Service Delivery Portal Providing self-
service requests, 
providing web content, 
exposing IT Service 
Management tool 
functions. 

1.1.3 User Service Domains 

(1) USDs are represented by non-hatched blue boxes in Figure 1 which depict the USDs described 
in Table 2. 

Table 2 - User Service Domains 

Label User Service Domain Services offered Services consumed 

USD-1 End User Device Remote control 
agent

Software distribution 
agent 

Desktop 
Management Tool - 
Remote control 

Desktop 
Management Tool - 
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Label User Service Domain Services offered Services consumed 

Software distribution 

Terminal Service 
(Citrix) using a thin 
client application 

Printing using a print 
agent

Service Delivery 
Portal using a web 
browser 

USD-2 Service Desk Agent 
Device 

GC Secure Remote 
Access client 

GC Secure Remote 
Access 

1.1.4 Non-JUS HDS Services Domains 

(1) The non-JUS HDS Services Domains, described below in Table 3 in order of appearance in  
Figure 1 (left to right, top to bottom), are represented by hatched grey box in Figure 1.  

Table 3: Non-JUS HDS Services Domains 

NON-JUS HDS SERVICES DOMAIN 

Canada Secure Perimeter 

GC Network (GCNet) 

Canada Data Centre LAN 

Canada Print Service 

Canada File Service 

Canada Directory 

Canada LAN 

GC Secure Remote Access (GCSRA) Gate 

Dedicated Contractor Data Centre LAN 

Contractor Secure Perimeter 

1.1.5 JUS HDS Services Domains 

(1) JUS HDS Services Domains, described below in Table 4, are used as the identifier of each 
Statement of Work (SOW) Annex where the requirements for the JUS HDS Services that is part 
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of the Domain can be found. 

Table 4: Summary of JUS HDS Services Domains 

JUS HDS SERVICES DOMAIN DESCRIPTION

JUS Service Desk Service The JUS Service Desk Service established by the 
Contractor will be the single contact point for End Users to 
report Incidents or submit Service Requests, and will be 
responsible for maintaining all information relating to the 
Incidents and Service Requests reported. 

JUS On-Site Support Service The JUS On-Site Support Service established by the 
Contractor will complete work activities that require hands-
on access to the End User Device for the purpose of 
resolving Incidents or performing Service Requests. 

JUS Desktop Engineering Service The JUS Desktop Engineering Service established by the 
Contractor will respond to Incidents that require highly 
specialized technical skills and will also create and 
maintain OS Images, Software Packages, Software 
Patches and Upgrades as well as support documentation. 
The JUS Desktop Engineering Service will also manage 
the desktop management tool. 

1.2 Canada Services 
(2) This section defines the services that Canada will be responsible for in relation to the JUS HDS 

Services.  

1.2.1 Hardware and Software Asset Procurement 

(1) Canada will create hardware and software procurement vehicles for the JUS HDS Services.  
Canada will manage the demand and process orders with the vendor, and ensure delivery of the 
assets to the applicable pre-staging or distribution site.  Canada will manage all hardware and 
software vendors. 

1.2.2 On-Site Support Outside the National Capital Region 

(1) Canada will provide on-site support human resources for all locations outside of the National 
Capital Region (NCR). These resources will leverage the tools and processes put in place by the 
Contractor.  They will be assigned Incidents and Services Requests by the JUS Service Desk 
Service.  

1.2.3 Canada File Service Management 

(1) Canada will provide the underlying network file storage infrastructure. The Contractor will 
manage all End User access and privileges to shared and network file storage. 

1.2.4 Canada LAN Management 

(1) Canada will configure and support the LAN and provide all underlying LAN infrastructure. The 
Contractor will manage all network access accounts, and related user IDs, passwords, and 
resource privileges. 
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1.2.5 Canada Print Service Management 

(1) Canada will provide a means for End Users to connect to network printers. The Contractor will 
create and manage all print queues for all networked printers.  The Contractor will be expected 
to provide support to End Users trying to connect and use these printers.  The Contractor will be 
responsible to provide fleet maintenance services for the printers.  

1.2.6 Security Services 

(1) Canada will provide security design, configuration, implementation and support services related 
to Public Key Infrastructure (PKI) keys, encryption, malware protection, and personal firewalls. 
The Contractor will be required to deliver updates to these services, as requested by Canada 
(e.g. distribute the latest versions of software). 

1.2.7 Server Hosting Services 

(1) Canada will provide server hosting services for the desktop management tool (SCCM). 

1.2.8 Remote Access Services 

(1) Canada will provide all Secure Remote Access (SRA) Services.

1.2.9 Network Services 

(1) Canada will provide network connectivity, monitoring and management services for connectivity 
from the Canada data centre(s) and all End Users in scope. 

1.2.10 Other Infrastructure and Application Support Services 

(1) Canada will provide Level 2 and Level 3 Support for supported business applications, and for 
other infrastructure services (e.g. data centre and network). 

1.2.11 Computers and Smart Phones 

(1) Canada will provide computing devices and smart phones to the Contractor resources that need 
to connect to Canada’s network for the delivery of on-premise JUS HDS Services.  Contractor 
resources will not be allowed to connect their own equipment to Canada’s network. 

(2) Canada will provide computing devices to the Contractor personnel that need to connect to 
Canada network using Canada’s SRA Service for the delivery of JUS Service Desk service.
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2 OPERATIONAL READINESS PHASE

2.1 Requirements for Project Schedules 
(1) For all project schedules required in this SOW, the Contractor must: 

 provide the schedule in Microsoft Project 2013 format; 
 identify the phases, gates, deliverables and milestones of the Work as distinct tasks 

where each task has a start and end date, a duration, is assigned to a resource group, 
and has the dependencies identified, such that the start and end date of the tasks are 
driven by the dependencies and duration; 

 identify each Contract deliverable as a milestone; 
 clearly describe the dependencies on Canada including: 

 identifying Canada’s reviews as tasks; 
 identifying Canada’s approvals as milestones; 
 identifying Canada’s deliverables as milestones; 

 comply with dependencies identified in this SOW; 
 not create unnecessary dependencies on Canada’s review and approval; 
 limit dependencies to the maximum extent possible;  
 schedule tasks in parallel to the maximum extent possible; and 

 progressively submit deliverables (i.e. not all at once). 
(2) For all project schedules required in this SOW, the Contractor must provide as an annex to the 

project schedule: 
 a Canada resource plan identifying: 

 the task id and task name from the schedule where Canada input is required; 
 what information is expected from Canada; 
 what subject matter expertise is required to provide input to the task; 
 what is the estimated duration of the interactions with the Contractor for the task; 
 attenuation measures to limit Canada resource overloading across schedules; 

 a list of planning assumptions; 
 a list of schedule risks including, but not limited to: 

 categorization of each risk; 
 probability of each risk; 
 impact if the risk materializes; 
 mitigation measures; 
 monitoring measures; and 
 risk assignment. 

(3) Unless otherwise specified, for each Contract deliverable in a project schedule: 
 Canada will review the deliverable within 10 Federal Government Working Days (FGWDs) 

and provide its first round of formal comments to the Contractor, in writing; 
 the Contractor must provide an updated deliverable that addresses comments received 

from Canada within 5 FGWDs after receiving Canada first round of comments; 
 Canada will review the updated deliverable within 5 FGWDs after receiving the 

Contractor’s updated deliverable and provide its second round of formal comments to the 
Contractor, in writing; 

 the Contractor must provide the final deliverable that addresses comments received from 
Canada within 5 FGWDs after receiving Canada second round of comments; and 

 Canada will approve or reject the deliverable within 5 FGWDs after receiving the 
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Contractor’s final deliverable and provide a formal answer to the Contractor, in writing. 

2.2 Deliverable Dependencies 
(1) The Contractor must schedule SOW deliverables in compliance with the dependencies identified 

in Table 5. 

Table 5 - Deliverable Dependencies 

ID Deliverable Name Predecessors 

1 Operational Readiness Schedule 

2 Program Management Plan 1

3 Service Management Plan 2

4 Privacy Management Plan 2

5 Privacy Impact Assessment 4

6 Configuration Management Plan 3

7 Service Continuity Plan 2

8 Transition Plan 2

M1 Security Assessment and Authorization - Gate 1 

9 High Level Design 2

10 Security Requirements Traceability Matrix Traced To High-Level 
Design 

9

M2 Security Assessment and Authorization - Gate 2 M1

11 Detailed Design 10 

12 Security Requirements Traceability Matrix Traced To Detailed Design 11

13 Change and Configuration Management Process 11 

14 Operational Security Procedures 11 

15 Security Installation Procedures 11 

M3 Security Assessment and Authorization - Gate 3 M2

16 Implementation of JUS HDS Services 12,13,14,15 

17 Security Installation Verification Plan 12,13,14,15 

18 Integration Security Test Plan 12,13,14,15 
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19 Vulnerability Assessment Plan 12,13,14,15 

20 Security Installation Verification Report 16,17 

21 Integration Security Test Report 16,18 

22 Vulnerability Assessment Report 16,19 

2.3 Operational Readiness Schedule 
(1) The Contractor must submit to Canada Contract’s Technical Authority an operational readiness 

schedule, within 20 FGWD after Canada announces the Service Go Live Date, for approval by 
Canada to complete the following Work (further detailed in sections 2.4 through 2.13): 

 Program Management Plan; 
 Service Management Plan; 
 Privacy Management Plan; 
 Privacy Impact Assessment; 
 Configuration Management Plan; 
 Service Continuity Plan; 
 Transition Plan; 
 Security Assessment and Authorization of the High-Level Design (Gate 1): 

 High-Level Design; 
 Security Requirements Traceability Matrix traced to High-Level Design; 

 Security Assessment and Authorization of the Detailed Design (Gate 2): 
 Detailed Design; 
 Security Requirements Traceability Matrix Traced to Detailed Design; 
 Change and Configuration Management Process; 
 Operational Security Procedures;  
 Security Installation Procedures; 

 Security Assessment and Authorization of the Installation (Gate 3): 
 Implementation of JUS HDS Services; 
 Security Installation Verification Plan; 
 Integration Security Test Plan; 
 Vulnerability Assessment Plan; 
 Security Installation Verification Report; 
 Integration Security Test Report; and 
 Vulnerability Assessment Report. 

(2) The Work identified in the operational readiness schedule must be completed before Transition-
In commences (see Transition-In subsection 2.10.1), including days required by Canada for 
review and approval of the Work, according to the operational readiness schedule. 

(3) The completion of any Contract deliverable in the operational readiness schedule is not 
conditional on the completion of any other Work identified in this RFP. 

(4) The Work identified in the operational readiness schedule is subject to review and approval by 
Canada. 
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2.4 Program Management Plan 
(1) The Contractor must provide a program management plan to Canada Contract’s Technical 

Authority which must address the following topics according to the PMBOK® Guide — Fifth 
Edition or any other project management method approved by Canada: 

 executive summary description of JUS HDS Services; 
 organizational plan that includes management structure, organizations, and roles and 

responsibilities of key personnel and subject matter experts; 
 resource plan that includes a methodology for determining resource levels required to 

complete the Work under the Contract and for assessing the skills and competencies of 
the resources to perform the required function; 

 quality assurance plan that includes an approach to formulating and enforcing work and 
quality standards, and reviewing work in progress; 

 communications plan that includes an approach for communicating individual task 
requirements, resolving issues (technical, service and personnel) and risks between the 
Contractor and Canada, and managing communications between the Contractor and 
Canada. The approach must include the use of secure electronic communications tools 
and applications, approved by Canada, to share information with program stakeholders 
identified by Canada; 

 risk management plan that includes the approach for identifying and tracking risks, 
isolating the event triggers for risks, assessing probability and impact, as well as 
identifying a mitigation plan; and 

 issue management plan that includes the approach for identifying and managing service 
management issues, isolating the issues, assessing the impacts, identifying responsible 
parties, assessment of a severity and priorities, and processes for determining a 
resolution. 

2.5 Service Management Plan 
(1) The Contractor must provide a service management Plan for JUS HDS Services to Canada 

Contract’s Technical Authority that includes: 
 management and operational structure, organizations, roles and responsibilities of each 

function performing work under this Contract and key personnel and subject matter 
experts; 

 operational and management escalation process that includes: 
 identification of the designated Canada and Contractor personnel authorized to 

invoke the escalation procedure; 
 escalation contact names, titles, email addresses and phone numbers; and 
 escalation time frames based on the length of time an Incident remains unresolved 

and priority level of the Incident; 
 privacy breach process; 
 security breach process; 
 Service Desk processes; 
 Service Request processes for Contractor request fulfilment; 
 Change Management processes including how they are integrated with other 

Management Service processes; 
 Incident Management processes including how they are integrated with other 

Management Service processes and definition of Incident priority levels;  
 Configuration Management processes including how they are integrated with other 

Management Service processes; 
 Problem Management processes including how they are integrated with other 
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Management Service processes; 
 Release Management processes including how they are integrated with other 

Management Service processes; 
 detailed description of processes for each Management Service, and 

 detailed description of administration, operational and management support systems and 
tools.

2.6 Privacy Management Plan 
(1) The Privacy Management Plan (PMP) demonstrates that the Contractor can meet the 

requirements of the Contract and provides assurance of their ability to manage Personal 
Information and Records in accordance with the statutory obligations. 

(2) Within 60 FGWDs of the Service Go Live Date being announced, the Contractor must provide a 
draft PMP. Canada reserves the right to request changes to the PMP in order to ensure that 
privacy is being properly managed by the Contractor. 

(3) Within 20 FGWDs following a request by Canada, the Contractor must provide Canada with an 
update to its PMP. 

(4) The PMP must specifically describe the following items in great detail: 
 Contractor's privacy protection strategies and detail exactly how the Personal Information 

will be treated over its life cycle; 
 how the Personal Information will be collected, used, retained, and disclosed only for the 

purposes of the Work specified in the Contract; 
 how the Personal Information and Records will be accessible only to authorized 

individuals (on a need-to-know basis) for the purposes of the Work specified in the 
Contract;

 the privacy breach protocol, and provide details on how any privacy breaches will be 
handled; 

 how the Contractor intends to ensure that Canadian Privacy requirements, as outlined in 
the Privacy Act , the Access to Information Act and Library and Archives of Canada Act, 
will be met throughout the performance of the Work and for the duration of the Contract 
Period;

 any new measures the Contractor intends to implement in order to safeguard the Personal 
Information and the Records in accordance with their security classification; 

 how the Contractor intends to ensure that any reports containing Personal Information are 
securely stored or transmitted in accordance with their security classification; and 

 describe how the Contractor intends to ensure that their staff is trained on privacy and 
privacy related principals. 

2.7 Privacy Impact Assessment 
(1) The Contractor must identify the requirements for a Privacy Impact Assessment (PIA) in 

accordance with the TBS Directive on PIA's (http://www.tbs-sct.gc.ca/pol/doc-
eng.aspx?id=18308&section=text#cha1) by providing the following information within 20 FGWDs 
of a request by Canada: 

 business processes, data flows and procedures for the collection, transmission, 
processing, storage, disposal and access to information including Personal Information; 

 a list of the Personal Information used by the Contractor in connection with the Work and 
the purpose of each Personal Information item; 

 how the Personal Information is shared and with whom; 
 a list of all locations where hard copies of Personal Information are stored; 
 a list of all locations where Personal Information in machine-readable format is stored (for 

example, the location where any server housing a database including any Personal 
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Information is located), including back-ups; 
 a list of all measures being taken by the Contractor to secure the Personal Information 

and the Records beyond those required by this agreement; 
 any privacy-specific security requirements or recommendations that need to be 

addressed; 
 a detailed explanation of any potential or actual threats to the Personal Information or any 

Record, together with an assessment of the risks created by these threats and the 
adequacy of existing safeguards to prevent these risks; and  

 results of consultations (if any) from a PIA review by the Office of the Privacy 
Commissioner of Canada (OPCC) with signoff by OPCC. 

(2) The Contractor must assist Canada during the development of the PIA and must implement 
recommendations from the PIA based on a schedule approved by Canada at no cost to Canada. 

(3) If changes to the JUS HDS Services are anticipated that affect the use, collection, processing, 
transmission, storage or disposal of Personal Information, or at any time if requested by the 
Canada, the Contractor must provide Canada with sufficient detail on the changes to support an 
update to the PIA, and obtain approval from Canada for the anticipated change. 

(4) The Contractor must provide a privacy awareness communications kit to its resources involved 
in the JUS HDS Services that provides an overview on the use of Personal Information.  

2.8 Configuration Management Plan 
(1) The Contractor’s configuration management plan must be developed to address both the 

Contractor provided infrastructure and the Canada provided infrastructure that the Contractor is 
responsible to manage as part of the JUS HDS Services. 

(2) The Contractor must provide a configuration management plan that:TRACEFROMx>SR-
73</TRACEFROMx> 

 addresses roles, responsibilities, and configuration management processes and 
procedures; 

 defines the configuration items for JUS HDS Services and when the configuration items 
are placed under configuration management; 

 establishes the means for identifying configuration items throughout the system 
development life cycle and a process for managing the configuration of the configuration 
items;

 defines the processes for Software Patch management on custom software utilized within 
the JUS HDS Services Infrastructure that includes:<TRACEFROMx>SR-
157</TRACEFROMx> 

 identifying, reporting, and correcting flaws in custom software; 
 testing software updates related to flaw remediation for effectiveness and potential 

side effects on the JUS HDS Services before installation; 
 incorporating flaw remediation into the JUS HDS Services configuration 

management process; 
 defines the processes for Software Patch management of the JUS HDS Services 

Infrastructure components that includes: TRACEFROMx>SR-158</TRACEFROMx> 
 ensuring the latest version of applications and operating systems are used; 
 ensuring that vulnerabilities are evaluated and vendor-supplied security Software 

Patches are applied in a timely manner; 
 prioritizing critical Software Patches using a risk-based approach; 
 taking applications offline and bringing them back online; 
 aligning criticality levels for Software Patches as specified by Canada; 
 rating of vulnerabilities against Common Vulnerabilities Scoring System (CVSS) v2; 
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 testing and verification methodology to ensure that Software Patches have been 
implemented properly; and 

 notifying Canada of configuration vulnerabilities that would allow an unauthorized 
individual to compromise the confidentiality, integrity, or availability of JUS HDS 
Services.

2.9 Service Continuity Plan 
(1) The Contractor must provide a Service Continuity Plan (SCP) to Canada Contract’s Technical 

Authority that includes: <TRACEFROMx>SR-74</TRACEFROMx> 
 detailed and documented processes for restoring JUS HDS Services; 
 detailed the communications plan with Canada and its suppliers; 
 detailed plan and processes for transferring operational, management and administration 

functionality to a backup operations centre; 
 back up strategies for data centre facilities, network facilities, operational support systems 

and data, and key service components; 
 how the Contractor will ensure that its suppliers have in place SCP; 
 description of the process for testing the SCP; 
 steps the Contractor will take if any of its key suppliers go out of business, and 
 steps the Contractor will take if any of its manufacturers or Original Equipment 

Manufacturers (OEM) is no longer considered a trusted manufacturer or OEM by Canada. 
(2) The Contractor must provide a final version of the SCP within 15 FGWDs after receiving 

comments from Canada on the draft SCP. <TRACEFROMx>SR-88</TRACEFROMx> 
(3) The Contractor must implement the SCP (all processes, procedures, roles, responsibilities, etc.), 

and any subsequent annual updates, within 60 FGWDs following acceptance by Canada. 
<TRACEFROMx>SR-88</TRACEFROMx> 

(4) The Contractor must provide to Canada within 40 FGWDs of a request, evidence not greater 
than 12 months old, (e.g. test results, evaluations, and audits, etc.) that the SCP has been 
implemented correctly, operating as intended, and producing the desired outcomes in meeting 
Canada’s service continuity requirements. <TRACEFROMx>SR-88</TRACEFROMx> 

(5) If the Contractor determines that it will take more than 40 FGWDs to provide the requested 
evidence for the SCP, the Contractor must notify Canada within five (5) FGWDs of the original 
request for evidence, and request an extension, in writing, with appropriate justification. Granting 
an extension is within Canada’s sole discretion. <TRACEFROMx>SR-88</TRACEFROMx> 

2.10 Transition Plan 
(1) The Contractor must submit a transition plan for coordinating all activities related to JUS HDS 

Services Transition, for approval by Canada that includes a plan and a schedule in Microsoft 
Project format to complete the following by the Service Go Live Date:  

 a transition-in methodology to take over responsibility for JUS HDS Services; 
 service transition strategy and approach to reduce transition risks; 
 a strategy to prevent service disruptions; 
 a communications strategy; 
 a management of change strategy; 
 a training strategy; 
 roles and responsibilities of key stakeholders; 
 success criteria; 

 integration with existing Canada processes; 
 integration of all JUS HDS Services; 
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 creation of Service Delivery Portal Accounts; 
 an accommodation requirements for the resident JUS HDS Services personnel; 

 progress reporting; 
 an issue escalation process; 
 detailed schedule for the migration of End Users and Canada SDPs to the new service;  
 checklist of pre-transition and post transition activities for personnel involved in the 

transition (e.g. End Users, Canada Operations, Service Managers, Level 2 or Level 3 
Support representatives);  

 transition reporting;  
 issue escalation process; and 

2.10.1 Transition In 

(1) The Service Go Live Date will be the latest of April 1st 2017 or 90 calendar days after Contract 
Award.

(2) The Contractor must execute the approved Transition Plan. 
(3) The Contractor must begin providing the Help Desk and Support Services to Canada by the 

Service Go Live Date. 
(4) The completion of any Work deliverable in the Transition Plan is not conditional on the 

completion of any other Work identified in this Contract. 
(5) The Contractor must manage, track and coordinate the overall implementation of all deliverables 

and activities related to Transition In.   
(6) Canada recognizes that considerable effort will be required by the new Contractor during the 

“Transition In” period in order to affect a smooth start-up of the new service. During this period, 
Canada intends to place a “freeze” (to the extent possible) on changes to the infrastructure. 
Canada also intends to assist the new Contractor in its “Transition-In” efforts by providing 
knowledge transfer. 

(7) Canada expects that there will be a maximum of four (4) weeks “overlap” period immediately 
prior to the Service Go Live Date in which the previous Contractor will continue to deliver 
services while representatives of the new Contractor are on site. 

(8) It is essential that the transition from the previous Contractor to the new Help Desk and Support 
Services present as little disruption to the End User community as possible. Accordingly, the 
new Contractor must work collaboratively with Canada in planning the transition from the 
previous Contractor to the new service. 

(9) The legacy Service Management data will be made available for import into the Contractor’s 
Service Delivery Portal, if desired.  The data will be available in an “open” SQL database file 
format.  Other data will also be made available for import (e.g. asset management data, user 
directory data, etc.). 

(10) The HDS Service Desk Service must ensure that all “open” Service Management data is 
migrated into the Service Delivery Portal. This includes Incidents, Problems, Changes, 
Releases, and Service Requests. 

2.10.2 Transition Out 

(1) Canada wants to ensure that at the end of the contractual arrangement with the Contractor, an 
"end of term" or “hand over” transition effort is conducted by which Canada regains possession 
of all of the equipment and data belonging to Canada, and it learns, (e.g. through knowledge 
transfer and/or other means) any and all information necessary for Canada or another 
Contractor to assume responsibility for delivering IT services to its user community. 

(2) At the end of the contract, the Contractor must return all information, Help Desk and Support 
Services Data and equipment that are owned by Canada. The Contractor agrees that, in addition 
to other data not specifically identified here, Canada owns all information pertaining to Canada’s 
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processes, knowledge, FAQs, Incidents, and Service Requests that will be received and 
resolved by the Contractor over the term of the contract. 

(3) At the end of the contract, the Contractor must conduct an "end of term" or “hand over” transition 
effort to facilitate the accomplishment of a seamless transition and to identify how it will 
coordinate with the incoming contractor and/or Canada’s personnel that includes, as a minimum 
delivering the following: 

 A complete extract of the Service Delivery Portal data, in a COTS file format (e.g. in SQL 
format) as specified by Canada, that includes but is not limited to: 

 Incident Tickets; 
 Service Requests; 
 Problem Tickets; 
 Change records; 
 Release Records; 
 Knowledge Repository; 
 Troubleshooting Scripts; 
 Frequently Asked Questions; 

 End User List; 
 Resolver Queues; and 
 Resolver Group Membership. 
 Points of contact 
 Location of technical and project management documentation 
 Transition of key personnel 
 Actions required of Canada 

 A report of the Incidents and Problems currently outstanding; and 
 Knowledge transfer concerning the status of ongoing technical initiatives and the current 

status of IT service delivery. 
(4) The Contractor must verify that all Software Packages and OS Images are properly saved in the 

Definitive Software Library. 
(5) The Contractor must return to Canada all Government Furnished Equipment that Canada 

provided to the Contractor. 
(6) The Contractor must provide a debriefing to Canada to confirm the Transition Out is completed 

and transfer any remaining knowledge to Canada.  

2.11 Security Assessment and Authorization of the High-Level Design (Gate 1)
(7) The Contractor must provide Canada with the following deliverables for approval by Canada: 

 high-level design (see High-Level Design subsection), and 
 security requirements traceability matrix (see Security Requirements Traceability Matrix 

Traced to High-Level Design subsection). 
(8) The Contractor must wait for Gate 1 approval by Canada before proceeding with the next gate of 

the security assessment and authorization. 

2.11.1 High-Level Design 

(1) This subsection defines the high-level design requirements for JUS HDS Services. 
(2) The high-level design for the JUS HDS Services must conform to the requirements in JUS HDS 

Services Annex A - Appendix B: Security Requirements. 
(3) The high-level design must contain the following information: 

 an architecture and design of the various JUS HDS Services components with particular 
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emphasis on the component interfaces; 
 design specifications for all system interfaces between JUS HDS Services Domains and 

non-JUS HDS Services Domains. 
 a deployment architecture that describes the allocation of logical service components to 

virtual or physical computing nodes and highlights the redundancy, scalability and security 
features of the architecture that support the achievement of all required service levels; 

 a network architecture including logical and physical connectivity diagrams that illustrate 
the implementation of perimeter security controls as well as the placement of services in 
network security zones and highlights the redundancy, scalability and security features of 
the architecture that support the achievement of all required service levels. 

 a description of the architectural layers (e.g., communications layer, virtualization layer, 
platform/OS layer, data management layer, middleware layer, business application layer); 

 a high-level component diagram that clearly shows the allocation of services and 
components to network security zones and identifies all data flows; 

 a description of the network zone perimeter defences; 
 a description of the use of virtualization technologies, where applicable; 

 descriptions of the allocation of all technical security requirements to high-level design 
elements at all architectural layers; 

 descriptions of the allocation of all non-technical security requirements to high-level 
organizational or operational elements; 

 a description of the approach for Remote Management; 
 a description of the approach for access control; 

 a description of the approach for security management and audit; 
 a description of the approach for Configuration Management; and 
 a description of the approach for Software Patch management. 

(4) The high-level design must explicitly document justification for key security design decisions as 
they relate to: 

 network security zoning; 
 network and network zone perimeter defence; and 
 use of virtualization technology. 

(5) The high-level design must contain the following information for the Service Delivery Portal: 
 a user interface concept describing the look and feel of the Service Delivery Portal web 

pages; and 
 a description of all web-page flows that illustrates how the User self-service and 

Administrator self-service functions will be performed using the Service Delivery Portal. 
(6) The high-level design for JUS HDS Services must ensure the  implementation of Internet 

Protocol Version (IPV) 6 coexists with IPV 4 and provides all the functionality for JUS HDS 
Services as  provided with IPV 4, including any transition mechanisms that may be necessary 
between IPV 4 and IPV 6 at the Contractor's SDPs. 

2.11.1.1 Network Connectivity 

(1) Canada will provide GCSRA to the Contractor to allow the Contractor to connect to Canada’s 
Network to access the Desktop Management Tools. 

(2) The Contractor must use GCSRA to connect its resources to Canada’s Network to access the 
Desktop Management Tools. 

(3) The Contractor must provide the telecommunication lines to connect its SDPs to the Canada 
GCSRA gate on the Internet at no additional cost to Canada. 
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2.11.2 Security Requirements Traceability Matrix Traced to High-Level Design 

(1) The Contractor must provide Canada with a Security Requirements Traceability Matrix (SRTM) 
that provides for each security requirement in the JUS HDS Services Annex A - Appendix B: 
Security Requirements, documentation references within the high-level design that describe the 
high-level system design elements to be implemented. The SRTM establishes assurance that 
the JUS Help Desk and Support High-level design fully satisfies its security requirements. 

(2) All service documentation referenced in the STRM must be provided to Canada with the SRTM 
and must describe the security safeguards in sufficient detail to allow Canada to confirm that the 
security safeguards satisfy the security requirements in the JUS HDS Services Annex A - 
Appendix B: Security Requirements. 

(3) At a minimum, the SRTM must contain, for each security requirement, the following information: 
 the security requirement identifier (SEC ID) from the JUS HDS Services Annex A - 

Appendix B: Security Requirements; 
 an identifier that maps the security requirement to the corresponding statement in the 

SOW (e.g., heading or line ID); 
 a description of how the security requirement is addressed in the high-level design; 
 the security requirement statement from the JUS HDS Services Annex A - Appendix B: 

Security Requirements; and 
 tracing (a reference to an identifiable element) to high-level design specifications. 

2.12 Security Assessment and Authorization of the Detailed Design (Gate 2) 
(1) The Contractor must provide Canada with a draft version of the following deliverables for 

approval by Canada: 
 detailed design security specification (see Detailed Design subsection); 
 updated SRTM traced to detailed design (see Security Requirements Traceability Matrix 

Traced To Detailed Design subsection); and 
 Change and configuration management process. 

(2) The Contractor must wait for Gate 2 approval by Canada before proceeding with the next gate of 
the security assessment and authorization. 

2.12.1 Detailed Design 

(1) The Contractor must provide Canada with a detailed design that includes: 
 a detailed component diagram (this should be a refinement of the high-level component 

diagram); 
 descriptions of the allocation of technical security mechanisms to detailed design 

elements; 
 descriptions of the allocation of non-technical security mechanisms to high-level 

organizational or operational elements; and 
 justification for key design decisions. 

(2) The detailed design must be compliant with the high-level design (see High-Level Design 
subsection). The detailed design must evolve the high-level design from a solution and 
technology agnostic design to a technology/product/solution specific design. It must be 
consistent with the approaches and decisions of the high-level design. 

2.12.2 Security Requirements Traceability Matrix Traced to Detailed Design 

(1) The Contractor must provide Canada with an updated SRTM that provides for each security 
requirement in the JUS HDS Services Annex A - Appendix B: Security Requirements, 
documentation references within the service detailed design security specification that describe 
the security safeguards to be implemented. The security requirements traceability matrix 
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establishes assurance that the JUS HDS Services detailed design fully satisfies its security 
requirements. 

(2) All service documentation referenced in the SRTM must be provided to Canada with the SRTM 
and must describe the security safeguards in sufficient detail to allow Canada to confirm that the 
security safeguards satisfy the security requirements in the JUS HDS Services Annex A - 
Appendix B: Security Requirements. 

(3) At a minimum, the SRTM must contain, for each security requirement, the following information: 
 the SEC ID from the JUS HDS Services Annex A - Appendix B: Security Requirements; 
 an identifier that maps the security requirement to the corresponding statement in the 

SOW (e.g., heading or line ID); 
 the security requirement statement from the JUS HDS Services Annex A - Appendix B: 

Security Requirements; 
 tracing (a reference to an identifiable element) to high-level design specifications, and 
 tracing (a reference to an identifiable element) to detailed  design specifications. 

2.12.3 Change and Configuration Management Process 

(1) The Contractor must provide Canada with a change management process that includes:  
 Contractor’s change management authorities; 
 Contractor resource roles and responsibilities for change management; 
 how the Contractor will use the change management process to support the development 

of the JUS HDS Services (e.g., a concept of operation);  
 method used to uniquely identify Configuration Items; 
 configuration item identification method; 
 description of the change management process, including the change review and 

approval process; 
 means for identifying Configuration Items throughout the system development life cycle 

and a process for managing the configuration of the Configuration Items; 
 measures used to enforce only authorized changes; and 

 procedures that the Contractor will use to accept modified or newly created configuration 
items.

2.12.4 Operational Security Procedures 

(1) The Contractor must provide Canada with the operational security procedures that includes: 
 for each Operator role:  

 schedule of security-relevant actions to be performed in order to maintain the 
security posture of the JUS HDS Services; 

 how to use available operational interfaces; and 
 each scheduled action and how the End User is expected to perform it. 

 operational roles and responsibilities for: 
 interaction requirements with Canada representatives; 
 reporting schedule and procedures; 
 access control; 
 audit and accountability; 
 identification and authentication; 
 system and communications protection; 
 awareness and training; 
 configuration management; 
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 contingency planning; 
 Incident response; 
 maintenance; 
 media protection; 
 physical and environment protection; 
 personnel security; and 
 system and information integrity. 

2.12.5 Security Installation Procedures 

(1) The Contractor must provide Canada with the security installation procedures that includes: 
 steps necessary for the secure installation and configuration of JUS HDS Services and for 

the secure preparation of the operational environment; 
 installation and configuration of all technical security solutions; 
 security configuration of hardware products; and 
 security configuration of software products (Commercial-Off-The-Shelf (COTS) and open 

source) 

2.13 Security Assessment and Authorization of the Installation (Gate 3) 

2.13.1 Implementation of JUS HDS Services 

(1) The Contractor must implement the Service Delivery Portal in compliance with the approved 
predecessor deliverables (see Deliverable Dependencies subsection). 

(2) The Contractor must provide Canada with the following deliverables for approval by Canada: 
 security installation verification plan (see Security Installation Verification Plan 

subsection); 
 integration security test plan (see Integration Security Test Plan subsection); 
 vulnerability assessment plan (see Vulnerability Assessment Plan subsection); 
 security installation verification report (see Security Installation Verification Report 

subsection); 
 integration security test report (see Integration Security Test Report subsection); and 
 vulnerability assessment report (see Vulnerability Assessment Report subsection). 

(3) The Contractor must wait for Gate 3 approval by Canada before beginning the Transition-In. 

2.13.2 Security Installation Verification Plan 

(1) The Contractor must develop a Security Installation Verification Plan to conduct a 
comprehensive verification of the installation of security solutions and the security configuration 
of the JUS HDS Services’ production environment. 

(2) The Security Installation Verification Plan must identify the verifications to be performed and 
describe the scenario for performing each verification. 

(3) The Contractor must include in the Security Installation Verification Plan provisions for Canada 
representatives to witness security installation verification. 

(4) The Contractor must provide Canada with a Security Installation Verification Plan that contains, 
at minimum, the following information: 

 the security verification approach; 
 Canada witnessing arrangements; 
 an outline of the security verification items; 
 for each security verification item: 
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 a description of the verification scenario; 
 ordering dependencies; and 
 expected results (i.e., pass/fail criteria). 

(5) The Contractor must provide Canada with an updated SRTM that contains, for each security 
requirement to be tested by the security installation verification plan, the following information: 

 tracing (a reference to an identifiable element) to security installation verification test 
cases. 

2.13.3 Integration Security Test Plan 

(1) The Contractor must develop an Integration Security Test Plan that addresses integrated 
security functions (e.g., Kerberos authentication to Email server) as opposed to standalone 
security functions (e.g., local user login to operating system).  

(2) The Integration Security Test Plan must identify the tests to be performed and describe the 
scenarios for performing each test. Test scenarios must include any ordering dependencies on 
the results of other tests. 

(3) The Contractor must include in the Integration Security Test Plan provisions for Canada 
representatives to witness the integration security testing. 

(4) The Contractor must provide Canada with an Integration Security Test Plan that contains, at 
minimum, the following information: 

 the security functions to be tested; 
 Canada witnessing arrangements; 
 for each security function or sets of security functions, the items to be tested including: 

 a description of the test case, procedure, or scenario; 
 environmental requirements; 
 ordering dependencies; and 
 expected results (i.e., pass/fail criteria) 

(5) The Contractor must provide Canada with an updated SRTM that contains, for each security 
requirement to be tested by the integration security test plan, the following information: 

 tracing (a reference to an identifiable element) to integration security testing test cases. 

2.13.4 Vulnerability Assessment Plan 

(1) The Contractor must provide Canada with a Vulnerability Assessment Plan that contains, at 
minimum, the following information: 

 a description of the scope of the vulnerability assessment; 
 necessary arrangements for Canada’s representatives to witness the assessment; 
 a description of the vulnerability assessment process; and 
 a description of the vulnerability assessment tools that will be used, including any software 

versions. 

2.13.5 Security Installation Verification Report 

(1) The Contractor must conduct security installation verification in accordance with the Security 
Installation Verification Plan.  

(2) The Contractor must correct installation and configuration errors and omissions that are detected 
as a result of the security installation verification.  

(3) The Contractor must provide Canada with a security installation verification report that contains, 
at minimum, the following information for each of the test items in the security installation 
verification plan: 

 the expected results (i.e., pass/fail criteria); 
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 the actual results; and 
 a description of deviations and how each was resolved. 

2.13.6 Integration Security Test Report 

(1) The Contractor must conduct integration security testing in accordance with the Integration 
Security Test Plan. 

(2) The Contractor must provide Canada with an Integration Security Test Report that contains, at 
minimum, the following information for each of the test items in the Integration Security Test 
Plan:

 the expected results (i.e., pass/fail criteria); 
 the actual results; and 
 a description of deviations and how each was resolved. 

2.13.7 Vulnerability Assessment Report 

(1) The Contractor must conduct a vulnerability assessment in accordance with the Vulnerability 
Assessment Plan. 

(2) The Contractor must implement Software Patches and corrective measures as part of this 
activity. Where this is not feasible (e.g., time to test the Software Patch or determine and test 
corrective measures would seriously delay the project), the Contractor must create change 
management tickets for any required Software Patch or corrective measure that cannot be 
implemented as part of the vulnerability assessment activity. These tickets are to be created in 
the change management system for the production environment for implementation during the 
in-service phase of the Contract. 

(3) The Contractor must provide Canada with a Vulnerability Assessment Report that contains, at 
minimum, the following information: 

 a listing of the vulnerability assessment tests that were conducted; and 
 for each vulnerability assessment test: 

 whether a known vulnerability was detected; 
 a description of the vulnerability; 
 a description of the Software Patch or corrective measure that was implemented to 

resolve the vulnerability; and 
 for any unresolved vulnerability: 

 an assessment of the significance of the vulnerability in the context of the JUS HDS 
Services;

 the problem ticket number for the outstanding Software Patch or corrective 
measure; or 

 the rationale for not implementing a Software Patch or a corrective measure. 
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3 ACCEPTANCE OF THE WORK

3.1 Acceptance of Operational Readiness Phase  
(1) The Contractor must execute the Work for the Operational Readiness Phase (ORP), according 

to the Operational Readiness Schedule (ORS) before submitting the Work defined in the ORP 
for acceptance by Canada. Once the Contractor has successfully completed the Work defined in 
the ORP, the Contractor must issue an Operational Readiness Completion Notice (ORCN) for 
the ORP to the Technical Authority by email and provide to Canada an acceptance test report 
(refer to subsection Acceptance Test Report). 

(2) The ORCN must state that the Work has been fully inspected and tested in accordance with the 
approved ORP.  

(3) The Contractor must perform the acceptance of Work for each JUS HDS Service as described in 
subsection Acceptance of a JUS HDS Service. 

(4) The Contractor must only submit the ORCN for the ORP when a Work Completion Notice 
(WCN) has been submitted by the Contractor and Canada has accepted the Work for the ORP 
(refer to subsection Operational Readiness Phase) that includes: 

 all identified deliverables (reports, strategies, plans etc.); 
 JUS HDS Services; and 
 Service Delivery Portal (refer to subsection Service Delivery Portal). 

3.2 Acceptance of a JUS HDS Service 
(1) The Contractor must execute an acceptance test before delivering the Work for acceptance to 

Canada Contract’s Technical Authority. Once the Contractor has successfully completed the 
acceptance test plan (refer to subsection Acceptance Test Plan), the Contractor must issue a 
WCN and an acceptance test report to the Technical Authority. 

(2) The WCN must state that the Work has been fully inspected and tested in accordance with the 
approved acceptance test plan.             

(3) The Contractor must ensure that the JUS HDS Services is fully functional in accordance with all 
specifications provided. 

3.3 Acceptance Test Plan 
(1) The Acceptance Test Plan provided by the Contractor must address: 

 requirements outlined in the SOW; 
 end-to-end functional, usability, accessibility, error, exception and compliance, 

interoperability and integration testing; 
 Canada witnessing arrangements; 
 tests cases to be performed and for each test case: 

 description, objective, procedure, or scenario; 
 ordering dependencies on the results of other tests; 
 environmental requirements; 
 expected results (i.e., pass/fail criteria); 
 data metrics to be collected and reported; and 
 how failures will be reported. 

3.4 Acceptance Test Report 
(1) The Acceptance Test Report provided by the Contractor must contain the following information 

for each of the test items in the associated acceptance test plan within 5 FGWDs of successfully 
completing the acceptance testing: 
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 the expected results (i.e., pass/fail criteria); 
 the actual results;  
 a description of deviations and how each was resolved;  
 a traceability matrix that describes how each requirement (including reports, data, service 

levels and documentation) of the Work in the acceptance test plan was tested and 
validated (i.e. demonstration, documentation, etc); and 

 the Service Level Target testing results. 
(2) The Contractor must conduct acceptance testing using a method approved by Canada. 
(3) The Contractor must assist Canada with the analysis, isolation and correction of problems 

detected during Canada’s acceptance testing. 

3.5 Canada’s acceptance process for ORP and a JUS HDS Service 
(1) In addition to General Conditions 2035 section 11, Canada’s acceptance procedures for a JUS 

HDS Service also includes the following: 
 Once Canada has received the Work Completion Notice (WCN) for a JUS HDS Services 

and the acceptance test report Canada will have 15 calendar days to perform its 
acceptance procedures (the "Acceptance Period"), and if Canada provides notice of any 
deficiency during the Acceptance Period, the Contractor must address the deficiency at no 
cost to Canada as soon as possible and notify Canada in writing once the Work is 
complete, at which time Canada will be entitled to re-inspect the Work and the 
Acceptance Period will start again from the time that the deficiency is corrected. 
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4 SERVICE DELIVERY IN STEADY STATE
(1) The requirements in this section are for the delivery of JUS HDS Services following the 

completion of the ORP. 

4.1 Service Operations 

4.1.1 Service Manager 

(1) The Contractor must provide a Service Manager to meet with Canada’s representatives during 
FGWDs from 08:00 to 17:00 ET and be reachable within 15 minutes of a request using 
communication methods as approved by Canada, 24 hours per day, 7 days per week, 365 days 
per year, for: 

 Management Services escalation (Incidents, Change Requests); 
 critical and high priority and Security Incidents; 
 Service Level reviews; 
 release implementation activities; 
 release maintenance and release window scheduling; 
 service quality; and 
 service reporting. 

4.1.2 Operations Centre 

(1) The Contractor must provide a primary Operations Centre, prior to the completion of the ORP, 
with the infrastructure and resources required for the centralized management and operation (24 
hours per day, 7 days per week, 365 days) of JUS HDS Services. 

(2) The Contractor must provide a backup Operations Centre, prior to the completion of operational 
readiness phase, which is not physically located with the primary Operations Centre (i.e. same 
building), that provides all operational and management functionality supported by the primary 
Operations Centre where the transition from the primary Operations Centre to the backup 
Operations Centre must be transparent to Canada and not impact the operations of JUS HDS 
Services.

4.1.3 Service Delivery Portal 

(1) The Contractor must provide Canada with a Service Delivery Portal that allows: 
 Service Order entry; 
 Service Request entry; 
 Incident entry; 
 access to reports and documents; and  
 other IT service management functions (change, problem, release, configuration, asset 

and software license management). 
(2) The Contractor must allow Canada to create, modify, suspend, terminate,  prioritize, search, 

sort, view and download Service Orders (using a file naming convention specified by Canada 
and COTS file format). 

(3) The format and content of all SDP forms must be approved by Canada. 
(4) The Service Delivery Portal must provide an English and a French user interface and must allow 

the User to select the English or the French user interface at logon to the Service Delivery 
Portal.

(5) The Service Delivery Portal must include: 
 user interface web page design and layout as approved by Canada; 
 orientation/introduction page, as specified by Canada, with Contractor contact information; 
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 online help; 
 assisted data entry where input fields with pre-defined values are populated using lists, 

drop-down lists, checkboxes and radio buttons in plain language;<TRACEFROMx>SR-
169</TRACEFROMx> 

 assisted data entry where input fields with embedded meaning (i.e. multiple data elements 
concatenated within the same input field) are populated using a combination of lists, drop-
down lists, checkboxes and radio buttons in plain language for predefined values and 
textboxes for User-provided values;<TRACEFROMx>SR-169</TRACEFROMx> 

 error verification where input fields are verified for format and validity, including cross-field 
validation, with detailed error messages in plain language that indicate to the User what is 
incorrect and what is the rule(s) that failed;<TRACEFROMx>SR-169</TRACEFROMx> 

 pre-defined fields (e.g. service, Service Delivery Point, work type, contact name, unit 
pricing, item number, quantities, etc.) approved by Canada, with assisted data entry 
(where applicable) to minimize error entries;<TRACEFROMx>SR-169</TRACEFROMx> 

 configurable, static and dynamic role-based and policy-based access controls for all 
functions, objects and data attributes, including but not limited to: 

 creation; 
 modification; 
 suspension, where an item is temporarily made unavailable; 
 termination, where an item is permanently made unavailable yet retained in the 

system; 
 deletion, where an item is removed from the system; and 
 view; 

 a least privilege policy for all Accounts as follows:  
 the access control mechanisms must be configured to implement least privilege, 

allowing only authorized accesses for Users (and processes acting on their behalf) 
that are necessary to accomplish assigned tasks; 

 non-privileged Accounts must be created for read only access; and  
 authorization to privileged Accounts must be restricted to designated 

Administrators; 
 configurable Account Group settings that allow for: 

 grouping of Accounts; 
 assignment of access controls to the Account Groups; and 
 nesting of Account Groups within a larger Account Group; 

 support for the delegation of Administrators and sub-delegation by existing Administrators; 
 secure access as follows: 

 secure access connection (e.g. Transport Layer Security (TLS)); 
 minimize the requirement for additional account logins to the various services; 
 request the JUS HDS Services unique User ID and password for access; 
 enforce a configurable idle session timeout period, as specified by Canada; 

 one-way daily selected Account attribute synchronization from a directory specified by 
Canada, including but not limited to, the following attributes: 

 User ID; 
 name (first, middle, last); 
 address (all address attributes); 
 title; 
 organization (including hierarchy); 
 telephone number (all types); and 
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 email address;  
 batch creation of Accounts from a file provided by Canada in COTS file format within 5 

FGWDs of a request by Canada; 
 the ability for End Users to perform the following functions: 

 complete registration for a credential, including registering their challenge/response 
questions; 

 see a checklist that presents the rules the password must comply with and check 
these rules positively as they are satisfied as the User chooses or changes their 
password;

 reset their Service Delivery Portal password; 
 view service history on their Account; and 
 view last logon date and time to the JUS HDS Services; 

 a view for each Client, specified by Canada, that is accessible only by User and 
Administrator Accounts of the Client, and restricts access to: 

 Client orientation page; and 
 JUS HDS Services information (e.g.; reports, data, and documents) and 

administration actions associated with the Client. For example, a Client must only 
be able to view the Incidents, reports, etc., applicable to the Client; 

 a view of all Clients, that is only accessible by Administrator Accounts (e.g-., the ability to 
view reports for the entire service); 

 the ability for Administrators to access all JUS HDS Services information (e.g., data, 
reports, documents) for the last 30 calendar days; 

 the ability for Administrators to schedule the automated email of reports: 
 to configurable distribution lists, as specified by Canada; and  
 at a date and time, as specified by Canada; 

 the ability for Administrators to create tabular reports that include: 
 selecting available data sources; 
 specifying selection criteria for the selected fields; 
 selecting fields to appear on the report; 
 allowing the User to save the report design with a report name specified by the 

User; and 
 allowing the User to retrieve the report design by report name; 

 the ability for Administrators to sort tabular report results by any field or multiple fields; 
 the ability for Administrators to download reports with a file naming convention and COTS 

file format specified by Canada; 
 the ability for Administrators to search and sort documents based on any date range, 

status (e.g., new, authorized, in progress, completed), and type; and 
 the ability for Administrators to download document search results in compressed format, 

and file naming convention and COTS file format specified by Canada. 
(6) The Contractor must create access profiles (e.g., roles) as requested by Canada within five 

FGWDs of a request by Canada. 
(7) The Contractor must create one or more Service Delivery Portal Accounts and assign a Service 

Delivery Portal Administrator access profile to the Accounts within five FGWDs of a request by 
Canada. 

(8) The Contractor must transfer JUS HDS Services Management Data throughout the Contract 
Period electronically (method to be approved by Canada) at a frequency specified by Canada 
using COTS file format specified by Canada. 

(9) The Service Delivery Portal must log all access to the Service Delivery Portal and provide an 
electronic file of the access log records for the previous 12 months to Canada, on request, in a 
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file naming convention and COTS file format specified by Canada. 

4.2 IT Service Management  
(1) The requirements in this section are applicable to all JUS HDS Services, for Contractor provided 

infrastructure and for Canada provided infrastructure managed by the Contractor as part of a 
JUS HDS Service, and must be provided prior to the completion of the ORP. 

(2) The Contractor must provide Management Services for a JUS HDS Services at no additional 
cost to Canada. 

(3) The Contractor must work co-operatively with Canada and any other third parties (e.g. Shared 
Services Canada, Network Service Providers, etc.) as requested by Canada to provide 
Management Services. 

4.2.1 Change Management 

(1) All Change Requests to the JUS HDS Services Infrastructure must be approved by Canada. 
<TRACEFROMx>SR-58</TRACEFROMx> 

(2) The Contractor must only implement Change Requests from authorized approvers specified by 
Canada. A Change Request submitted by Canada from an authorized approver is considered 
approved by Canada. The Contractor must create at least one Change Ticket for each Change 
Request submitted by Canada within one FGWD of receiving the Change Request. 

(3) The Contractor must allow Canada to submit Change Requests 7 days per week, 24 hours per 
day, 365 days per year (7X24X365): 

 to an email address specified by the Contractor (with an auto reply to confirm receipt of 
the email); and 

 electronically (with predefined forms and fields approved by Canada) using the Service 
Delivery Portal. 

(4) The Contractor must acknowledge a Change Request to Canada within two) hours of the receipt 
of a Change Request from Canada. 

(5) The Contractor must implement Change Requests, excluding Emergency Changes, during 
maintenance windows specified by Canada. 

(6) The Contractor must categorize and assign Change Requests with a priority level in accordance 
with a scale specified by Canada. Change Request categorization and priority levels will be 
determined after contract award.  

(7) The Contractor must revise the priority level in a Change Ticket when requested to do so by 
Canada within one hour of a request from Canada.  

(8) The Contractor must escalate Change Requests based on the Change Request categorization 
(e.g. type, priority level, impact to Canada) and the length of time that the Change Request has 
remained open. Change Request escalation will be determined after contract award.

(9) The Contractor must escalate Change Requests as requested by Canada.  
(10) A Change Ticket must include and maintain at least the following information: 

 Contractor Change Ticket number; 
 Change Request description; 
 related Change Tickets; 
 date and time stamp when Change Request initiated; 
 date and time stamp when Change Request closed; 
 location of change; 
 Change Request category; 
 security category;  

 reason for the change; 
 impact of the change; 
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 risks associated with the change; 
 change type; 

 priority level of change; 
 status of change (e.g. open, closed, in progress, suspended, cancelled, etc.); 
 Canada Change Ticket number (if applicable); 
 affected SDPs; 
 Contractor contact (name, telephone number and email address); 
 name of the Contractor resource(s) performing the change;<TRACEFROMx>SR-

113</TRACEFROMx> 
 name of the escorts, if applicable;<TRACEFROMx>SR-113</TRACEFROMx> 
 Canada identifier; 
 Canada contact information (name, telephone number and email address);  
 activity log including all actions taken by the Contractor and third parties for the change; 
 related Service Order number, if applicable; 
 scheduled date and time of change; 
 completion date and time of change; 
 originator of the Change Request; 

 expected outage time (if applicable); 
 Change Request approver’s name; and 
 back-out procedures and contingency plans. 

(11) The Contractor must add, delete and modify Change Ticket information fields as requested by 
Canada.  

(12) The values of the following Change Ticket information fields must be approved by Canada: 
 Change Request category; 
 security category; 
 change type; 
 impact of change; 
 risks associated with the change; 
 priority level of change; and 
 status of change. 

(13) The Contractor must minimize the use of incomplete words, sentences and grammar and 
acronyms in Change Tickets.  

(14) The Contractor must automatically update the status of a Change Ticket within 30 minutes of a 
change in status of the Change Ticket as evidenced by the Change Ticket timestamp.  

(15) The Contractor must automatically provide Change Ticket information by email to a pre-defined 
distribution list for each JUS HDS Services for Change Requests where Canada specifies: 

 Information from the Change Ticket; 
 frequency of email updates; 
 distribution lists; and  
 criteria for selecting Change Requests (e.g. priority level, content of Change Ticket, 

Emergency Changes). 
(16) The Contractor must continue to automatically send email upon updates of Change Requests 

until the Change Request is closed or Canada cancels the automatic update reporting for the 
change.  

(17) The Contractor must back-out changes, when requested by Canada, using the back-out 
procedures specified in the Change Ticket that includes: 

 the tasks and activities to return the JUS HDS Services back to its pre-change state; 
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 the expected operational results after the back-out has been executed; 
 the criteria to verify that the back-out was successful; and 
 reporting the back-out results in the activity log of the Change Ticket. 

(18) The Contractor must provide a Change Request implementation notice to Canada, no later than 
48 hours in advance of the implementation of the Change Request. 

(19) The Contractor must provide a Change Request cancellation notice to Canada via email, within 
24 hours of cancellation of the Change Request by the Contractor. 

(20) The Contractor must close the Change Ticket(s) for a Change Request after the Change 
Request has been accepted by Canada. 

(21) The Contractor must provide a Change Request completion notice to Canada within two FGWDs 
of the completion of any Change Request. 

(22) The Contractor must update all relevant documentation and data repositories within 10 FGWDs 
of the completion of any Change Request. 

4.2.2 Incident Management 

(1) The Contractor must monitor JUS HDS Services for Incidents. 
(2) The Contractor must use other Canada’s Service Desk Services or other Service Delivery 

Portals in order to perform incident notification, incident troubleshooting and/or incident 
updates/resolutions. 

(3) The Contractor must co-operatively work with Canada and any other third parties (e.g. Shared 
Services Canada, Service Providers, other Federal Government Departments, etc.) as 
requested by Canada to resolve Incidents. 

(4) The Contractor must create one or more Incident Tickets for each Incident detected by the 
Contractor or reported by Canada. 

(5) The Contractor must not include sensitive information in Incident Tickets for Security Incidents 
as mutually agreed to between Canada and the Contractor. 

(6) The Contractor must allow Canada to submit information for an Incident 7 days per week, 24 
hours per day, 365 days per year (7X24X365) electronically (with predefined forms and fields 
approved by Canada) using the Service Delivery Portal. 

(7) The Contractor must categorize, assign and escalate Incidents for Incident resolution based on 
priority level (see Table 6) as specified by Canada.  

(8) The Incident escalation will be determined after contract award. 
(9) The Contractor must revise the priority level of an Incident when requested to do so by Canada 

within 15 minutes of the request.  
(10) The Contractor must automatically escalate Incidents according to escalation levels and time 

periods specified by Canada. 
(11) The Contractor must provide Canada with an operational escalation matrix and a management 

escalation matrix that defines the personnel, with alternates (of equal authority) and contains 
clear contact instructions. 

(12) The Contractor must provide Canada with notification of Incidents according to the operational 
and management escalation matrices. 

(13) The Contractor must automatically provide Incident Ticket information by email to a pre-defined 
distribution list for each JUS HDS Services for Incidents where Canada 
specifies:<TRACEFROMx>SR-101</TRACEFROMx> 

 information from Incident Ticket; 
 frequency of email updates; 
 distribution lists; and  
 criteria for selecting Incidents. 

(14) The Contractor must continue to automatically send email upon updates of Incidents until the 
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Incident is closed or Canada cancels the automatic update reporting for the Incident. 
(15) The Contractor’s Incident Tickets must include and maintain, but not be limited to, the following 

information for all Incidents: <TRACEFROMx>SR-102</TRACEFROMx> 
 Contractor’s Incident Number; 
 Incident description; 
 Incident originator contact information (name, telephone number and email address); 
 Incident originator language; 
 related Incident Tickets; 
 date and time stamp when Incident Tickets initiated; 
 date and time stamp when Incident Ticket closed; 
 Incident Ticket type as specified by Canada; 

 Incident priority level; 
 Incident status; 
 Incident escalations; 
 Canada Incident Number (if applicable); 

 Service functions impacted; 
 affected SDPs; 
 Contractor contact (name, telephone number and email address); 
 Client identifier (If applicable); 
 interactions with third parties; 
 activity log; 
 root cause (if available); 
 estimated time for resolution (must be updated every 15 minutes for Critical priority and 

High priority); 
 resolution description; and  
 outage time (for closed tickets only). 

(16) The Contractor must open an Incident Ticket within five minutes of notification for both 
Contractor-determined and Canada-reported Incidents.<TRACEFROMx>SR-
97</TRACEFROMx> 

(17) The Contractor must update the Incident within five minutes of a change in status for Critical 
priority or High priority Incidents and within 15 minutes of a change in status of all other Incident 
statuses. 

(18) The Contractor must document all management and technical escalations for Incidents in the 
Incident Ticket activity log. 

(19) The Contractor must document all interactions with third parties for Incidents in the Incident 
Ticket activity log. 

(20) The Contractor must document all investigation, troubleshooting & analysis details, resolution 
activities and communications for Incidents in the Incident Ticket activity log. 

(21) The Contractor must track and report the outage time of each Incident in the associated Incident 
Tickets.

(22) The outage time for an Incident must start at the time (start time) that the Incident is detected by 
the Contractor, or reported to the Contractor by Canada.  

(23) The outage time for an Incident must stop at the time that the JUS HDS Services is fully restored 
for that Incident and Canada has approved the closure of the associated Incident Tickets. 

(24) The Contractor must suspend outage time for an Incident at Canada’s request or where the 
Contractor has requested: 

 access to a Service Delivery Point necessary to resolving an Incident and Canada is 
unable to provide access; 
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 information necessary to resolving an Incident and Canada is unable to provide the 
information, or 

 closure of an Incident Ticket pending Canada’s approval, and Canada is not available to 
consider the request.  

(25) The Contractor must request access to a Canada Service Delivery Point when such access is 
required for an Incident.  

(26) The Contractor must restart the outage time for an Incident where the outage time has been 
suspended, when requested by Canada or when: 

 Service Delivery Point access was required by the Contractor and Canada grants access 
to the Service Delivery Point;  

 the request for information is provided by Canada to the Contractor; or 
 Canada is available to review the request to close an Incident and has determined that the 

Incident must remain open.  
(27) The Contractor must update the Incident Ticket activity log for an Incident every 30 minutes and 

within five minutes of a request by Canada. 
(28) The Contractor must notify Canada within 15 minutes of the occurrence of an Incident with 

priority levels as specified by Canada. 
(29) If an Incident does not require Service Delivery Point access, where Service Delivery Point 

access was requested by the Contractor and the outage time for the Incident was suspended, 
the Contractor must include the suspended outage time in the total outage time for the Incident. 

(30) If an Incident Ticket is closed and a subsequent Incident occurs within 24 hours for the same 
Incident, the Contractor must re-open the original Incident Ticket or open a new Incident Ticket 
with a cross reference to the previous Incident Ticket and calculate the outage time for the new 
Incident using the combined outage time of both Incidents.  

(31) The Contractor must identify and document the causal factors (root causes) of all Incidents when 
available.

(32) The Contractor must develop work-arounds to address Incident resolution for Incidents with 
unidentified root causes. The Contractor must review lessons learned from ongoing Incident 
handling activities and implement resulting corrective measures to Incident response 
procedures, training, and testing/exercises. 

(33) The Contractor must assign a priority level for an Incident as summarized in Table 6. 

Table 6: Priority Level Assignment for Incidents 

INCIDENT PRIORITY 
LEVELS

INCIDENT URGENCY LEVEL  

(Table 8) 

Critical High Medium Low 

INCIDENT 
IMPACT 
LEVEL

(Table 7) 

Extensive Critical Critical High Low 

Significant Critical High Medium Low 

Moderate High Medium Medium Low 

Minor Medium Medium Low Low 
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Table 7 - Incident Impact Levels 

Incident Impact Levels 

Extensive Critical business applications & services of Canada are fully affected or reputation is 
potentially at stake. The business or businesses are unable to achieve their objectives 
such as satisfying the needs of their clients. The risk to public confidence and/or safety 
is severe. Several applications are unable to deliver their normal business functionality. 

Significant Critical business applications & services of Canada are partially affected. There is 
considerable disruption to business activities. The risk to public confidence and/or 
safety is considerable. An entire application is unable to deliver its normal business 
functionality. 

Moderate Limited or no impact on the critical business applications & services of Canada. There 
is some disruption to the business’ non-core activities and therefore a reduced 
productivity of users. There is limited or no actual risk to public confidence and/or 
safety. The operation of an application is degraded – i.e. not all End Users or End User 
groups are able to conduct their normal business functions. 

Minor There is no disruption to the critical business applications & services of Canada. There 
is however minimal to no disruption to non-core business activities. End Users are 
inconvenienced but can still carry-out the business activity or other business activities. 
A single or small number of End Users are prevented from conducting their normal 
business functions. 

Table 8 - Incident Urgency Levels 

Incident Urgency Levels 

Critical Severe effect on Canada timely delivery of its services. Extremely time sensitive, 
harmful to the business or its reputation. The End Users requiring the affected 
applications are unable to perform their jobs. Many affected End Users are entitled to 
the Premium Service Level Plan. 

High Considerable effect on Canada timely delivery of its services. Highly time sensitive as 
the harm to the business or its reputation is likely to occur in a short timeframe. The 
End Users requiring the affected applications are unable to perform their jobs. One or 
some affected End Users are entitled to the Premium Service Level Plan. 

Medium Some effect on Canada timely delivery of its services. Sufficient time to allow a 
response without unreasonably effecting business productivity. Partial loss of critical 
business functions during normal business hours. 

Low  Little or no effect on Canada timely delivery of its services. Normal work can continue 
until responding. 

4.2.3 Problem Management 

(1) Problem Management for JUS HDS Services must include integration with the Contractor’s 
Incident Management, Change Management and Configuration Management processes. 

(2) The Contractor must pro-actively identify, investigate, diagnose, analyze (trend) and correlate 
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Incidents for the determination of Problems and Known Errors. 
(3) The Contractor must provide resolutions and targeted preventative actions for Problems and 

Known Errors including, but not limited to:  
 training;  
 recommending procedural or process changes; and  
 creating support documentation. 

(4) The Contractor must designate three or more Incidents with the same root cause within a rolling 
90 calendar day window as a Problem and open a Problem Ticket within five FGGWDs of the 
third Incident. 

(5) The Contractor must obtain Canada approval to close a Problem Ticket. 
(6) The Contractor must not suspend a Problem Ticket. 
(7) The Contractor must assign an impact, urgency and priority level to a Problem Ticket as 

specified by Canada. 
(8) The Contractor must link Incidents to existing or new Problems as requested by Canada. 
(9) The Contractor must manage Problems through to resolution, ensuring that root cause is 

established, preventive measures are implemented, and appropriate “clean-up” is done as a 
result of the Problem. 

(10) The Contractor’s Problem Tickets must include and maintain, but not be limited to, the following 
dedicated information fields for all Problems: 

 Problem Ticket number; 
 Problem description/details; 
 Date and time stamp when Problem Ticket was logged; 
 Problem status; 
 Problem urgency level; 
 Problem impact level; 
 Problem priority level; 
 Related Incidents; 

 End User details; 
 Service details; 
 Equipment details; 
 Details of all diagnostic or attempted recovery actions taken; 

 Problem trend analysis; and 
 Resolution description and root cause. 

(11) The Contractor must identify and investigate Known Errors until they are eliminated by the 
successful implementation of one or more Change Requests. 

(12) The Contractor must provide online access to a database of Known Errors in the Service 
Delivery Portal. 

4.2.4 Release Management 

(1) The Contractor must integrate its Release Management processes with its Change Management 
and Configuration Management processes. 

(2) The Contractor must implement the software release utilized for a JUS HDS Services as 
approved by Canada.  

(3) The Contractor must implement changes to a release of software (e.g. minor release upgrade, 
service packs) utilized for a JUS HDS Services within six months of the general commercial 
availability and as requested by Canada. 

(4) The Contractor must not use the production environment of the JUS HDS Services to plan, test 
the implementation of new and changed software, hardware and documentation for a JUS HDS 
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Services release not using the production environment of the JUS HDS 
Services.<TRACEFROMx>SR-64</TRACEFROMx> 

(5) The Contractor must implement new and changed software, hardware and documentation for a 
JUS HDS Services release as approved by Canada.<TRACEFROMx>SR-64</TRACEFROMx> 

(6) The Contractor must develop and implement procedures for the distribution, installation, and 
rollback of changes implemented for a JUS HDS Services release.<TRACEFROMx>SR-
64</TRACEFROMx> 

(7) The Contractor must coordinate the communications for a JUS HDS Services release to affected 
Clients and End Users as specified by Canada. 

(8) The Contractor must obtain Canada approval for any JUS HDS Services release that may 
impact the End Users of the JUS HDS Services. 

(9) The Contractor must provide Canada with notification of a JUS HDS Services release or 
upgrade that may impact the End Users of the JUS HDS Services. The notification must be 
provided a minimum of 30 FGWDs prior to the release or upgrade, and detail the reason for the 
release or upgrade and summarize the changes. 

(10) The Contractor must use Change Requests for all changes implemented by a JUS HDS 
Services release. 

(11) The Contractor must provide JUS HDS Services release information updates by email, to a pre-
defined distribution list specified by Canada, until such time as all associated Change Tickets for 
the Release are closed.  

(12) The Contractor must provide a 12-month release plan, within 20 FGWDs of a Canada request 
that includes the schedule, functionality, and technical characteristics of any planned releases to 
JUS HDS Services. 

(13) The Contractor must implement JUS HDS Services releases during maintenance windows 
approved by Canada where the timeframe for release activity cannot exceed the pre-approved 
maintenance windows. 

(14) The Contractor must participate in Release Management review meetings conducted by 
Canada. 

(15) The Contractor must ensure that all changes for a JUS HDS Services release are fully tested 
and staged prior to being implemented. 

(16) The Contractor must not use JUS HDS Services in production to test changes for a JUS HDS 
Services release prior to the release. 

(17) The Contractor must ensure that a JUS HDS Services release includes a back-out plan that 
includes the method of implementation (MOP), how it will be conducted, and the length of time to 
complete.  

(18) The Contractor must update all relevant documentation and data repositories after the 
implementation of a JUS HDS Services release within 10 FGWDs of the completion of a release. 

(19) The Contractor must provide a Post Implementation Report to Canada after each JUS HDS 
Services release that includes a summary of the release activities and lessons learned.  

(20) The Contractor must provide, based on the priority level, an acceptance test plan for a Change 
Request in the Change Ticket that includes: 

 description of what is to be tested; 
 tasks and activities to verify functional and operational integrity following the change; 
 impacts to the current environment and on the functionality and operation of a JUS HDS 

Services after the change is implemented;  
 acceptance test schedule, procedures, and expected results; 
 backout procedures to remove the change and restore a JUS HDS Services to its pre-

change state if the implementation of the change fails; and 
 acceptance criteria, expected and actual results. 
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4.2.5 Configuration Management, Asset Management and Software License Management 

(1) Configuration Management performed by the Contractor for JUS HDS Services must include the 
identification, configuration, tracking, programming and implementing of all configuration items, 
their attributes and their relationships to meet the on-going operational requirements of the JUS 
HDS Services in accordance with Canada’s requirements. 

(2) The Configuration Management performed by the Contractor for JUS HDS Services must 
include processes for:<TRACEFROMx>SR-61</TRACEFROMx> 

 determining the types of changes that are configuration controlled; 
 approving configuration-controlled changes with explicit consideration for security impact 

analyses;
 documenting approved configuration-controlled changes; 
 retaining and reviewing records of configuration-controlled changes; and 
 auditing activities associated with configuration-controlled changes. 

(3) The Contractor must provide a Configuration Management Database (CMDB) that includes the 
configuration information and status on all hardware and software Configuration Items for JUS 
HDS Services. 

(4) The Contractor must provide a Definitive Software Library (DSL) to store all authorized software 
in a location that is protected from unauthorized access, modification and use and allows the 
performance of software audits. 

(5) The Contractor must ensure that only authorized Configuration Items are released and 
implemented in JUS HDS Services Infrastructure. 

(6) The Contractor must ensure that the Change Management process is used for any additions, 
removals or modifications to Configuration Items of JUS HDS Services. 

(7) The Contractor must ensure that the information contained within the CMDB must be 
automatically synchronized with the Contractor’s provisioning process such that any additions, 
removals or modifications to Configuration Items for JUS HDS Services are reflected in the 
CMDB within one FGWD of completing any additions, removals or modifications. 

(8) The Contractor must ensure that configuration files associated with network configuration for the 
JUS HDS Services Infrastructure be encrypted in the CMDB. 

(9) The Contractor must maintain a distinct and separate configuration baseline for each JUS HDS 
Services environment (i.e. production, test, etc.). 

(10) The Contractor must develop, document, and maintain under configuration control, a current 
baseline configuration of the JUS HDS Services Infrastructure components and the two previous 
versions. 

(11) The Contractor must log each Configuration Item addition, removal or modification where each 
log entry in a configuration log file must include: 

 date and time of Configuration Item addition, removal or change; and 
 the unique user identifier of the resource making the addition, removal or change. 

(12) The Contractor must provide Canada online access to configuration log files for the previous 
three years that includes: 

 viewing a configuration log files based on time and date specified by Canada; and 
 downloading configuration log files in a file naming convention as specified by Canada 

and COTS file format.
(13) The Contractor must archive configuration log data for the Contract Period and provide the 

archived configuration log data within five FGWDs of a request by Canada, for a specified time 
period using a file naming convention and COTS format as specified by Canada. 

(14) The Contractor must conduct periodic audits of the CMDB against the actual JUS HDS Services 
and report any discrepancies to Canada, investigate the causes for the discrepancies and 
provide recommendations to prevent recurrence of the discrepancies within 10 FGWDs of 
completing the audit.  
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(15) The Contractor must assist Canada in conducting its own configuration audit of JUS HDS 
Services. Where Canada configuration audits identify discrepancies between information in the 
CMDB and actual configuration of the JUS HDS Services, the Contractor must correct those 
discrepancies, within a timeframe agreed to with Canada, investigate the causes for the 
discrepancies and provide recommendations to prevent recurrence of the discrepancies within 
10 FGWDs of a request by Canada.  

(16) The Contractor must manage configuration settings for JUS HDS Services Infrastructure that 
includes:<TRACEFROMx>SR-67</TRACEFROMx> 

 specifying configuration settings to implement least privilege/functionality; 
 documenting exceptions to configuration settings; and 
 monitoring and controlling changes to the configuration settings in accordance with the 

Change Management and Configuration Management processes. 
(17) The Contractor must develop, document, and maintain an inventory of the JUS HDS Services 

Infrastructure components that:<TRACEFROMx>SR-71</TRACEFROMx> 
 accurately reflects their current configuration; 
 is at the level of granularity deemed necessary for tracking and reporting; 
 includes enough information to achieve effective property accountability;  
 is available for review and audit by Canada; and 
 is updated as an integral part of component installations, removals, and JUS HDS 

Services updates. 
(18) The Contractor must track and maintain the following IT asset information for assets they are 

supporting:  
 asset tag number;  
 asset type 
 assignee name (first name, last name, telephone number and email address); 
 location;  
 organization;  
 asset status (e.g. active, on loan, decommissioned, etc.); 
 date of installation;  
 date decommissioned;  

 host name;  
 make;  
 model; and 
 warrantee expiry date.  

(19) The Contractor must track and maintain the following Software License information for JUS 
Supported Software:  

 software title;   
 software version;  
 publisher; 
 number of licenses provided by Canada (purchased software licenses);  
 licence serial numbers 
 number of licenses installed; 
 assets that have the license installed; and 
 maintenance expiry date.  

4.3 Meetings 
(1) Meetings must be conducted during business hours of 08:00 ET to 17:00 ET on FGWDs in the 
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National Capital Region.  
(2) Meetings will be held in person unless otherwise indicated in the SOW or specified by Canada. 
(3) For all meetings unless otherwise indicated in the SOW or specified by Canada, the Contractor 

will be responsible to develop the agenda, chair the meeting, and record the minutes and action 
items.

4.3.1 Service Operations Management Meetings - Monthly 

(1) Service Operations Management Meetings will be held on a monthly basis with representatives 
from Canada and the Contractor. The meeting agenda must include:  

 Performance Review: review of the previous month’s Service Level Performance Report 
(refer to subsection Service Level Performance Report);  

 Critical priority Incidents and Problems Review: review of the Root Cause Analysis for any 
Critical priority Incidents and Problems;  

 Service Request Review: review of the volume and backlog of Service Requests;  
 Change Request Review: review of Change Requests recently completed, and occurring 

in the upcoming period;  
 Release Review: review of Releases recently completed, and occurring in the upcoming 

period;  
 Complaints and Issues Review: discussion on any outstanding End User complaints and 

issues;
 Accolades Review: review of accolades and recent accomplishments; 
 Service Orders, Task Authorizations, and Contract Amendments Review: review of any 

current Services Orders, Task Authorizations and Contract Amendments that may be in 
progress; and  

 Continual Service Improvement Opportunities: discussion on current service delivery and 
service support processes and possible improvements. 

4.3.2 Service Review and Business Planning Meetings - Quarterly 

(1) Canada may organize and conduct an executive-level Service Review and Business Planning 
Meeting on a quarterly basis. The Contractor must attend this meeting at Canada’s request. The 
meeting will include a review of the following elements in relation to the JUS HDS Services: 

 service delivery and service support performance for the preceding quarter; 
 major accomplishments for the preceding quarter; 
 major service delivery and service support issues in the preceding quarter; 
 planned improvements to service delivery and service support in the upcoming quarter; 

and
 risks, opportunities, and objectives in the upcoming quarter. 

4.3.3 High / Critical / Security Incident Meeting – When Requested 

(1) The Contractor must participate in a High, Critical or Security-related Incident Meeting on an “as 
and when required” basis with Canada.  The meeting agenda must cover, at minimum: 

 Date and time of attack, Incident or event; 
 estimated injury level, if applicable; 
 estimated impact level;  
 attack, Incident or event duration; 
 type and description of attack, Incident or event; 
 whether attack appears to have been successful and impact, if applicable;  
 attack scope, if applicable;  
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 apparent source/origin of attack, Incident or event; 
 estimated number of systems affected; 
 list of systems affected; 
 chain of events and timeline; 
 actions taken; 

 status of mitigations; 
 references to applicable logs or evidence data; and 
 lessons learned. 

4.4 Reporting  
(1) The Contractor must define the content and format of reports and documentation in consultation 

with Canada and is subject to Canada’s approval and acceptance before acceptance of the JUS 
HDS Services.

(2) Unless indicated otherwise, the Contractor must provide reports in English.  
(3) All JUS HDS Services reports and documentation produced by the Contractor must be 

accessible from the Service Delivery Portal unless otherwise indicated by Canada. 

4.4.1 Service Level Performance Report – Monthly 

(1) The Contractor must provide a Service Level Performance Report which is to be made available 
to Canada on a monthly basis within five FGWDs of the end of the previous month. 

(2) The Contractor must report on the monthly Service Levels achieved for each Service Level 
Target they are responsible for, including the following information: 

 Service Level Metrics measured for the previous month (an aggregate for the month 
based for all measurements taken during that month); and 

 Service Level Metric Trends of the monthly aggregated Service Level data for the past 13 
months.

(3) The Contractor must report on any missed Service Level Targets, including the information 
below:  

 date of the missed Service Level Target;  
 description of the missed Service Level Target; 
 calculated Service Level; 
 contracted Service Level; and 
 applicable Service Credits. 

4.4.2 Service Operations Status Report – Monthly 

(1) The Contractor must provide a monthly Service Operations Status Report to Canada within five 
FGWDs of the end of the previous month that includes the following: 

 executive summary of Incident activity; 
 executive summary of the Service Request activity;  
 executive summary of Problems, steps taken to resolve, Root Cause Analysis, and 

recommendations as how to avoid similar Problems in the future; 
 executive summary of Change Request activity; 
 executive summary of Release activity; 
 status and updates of projects; 
 technical accomplishments and plans for the upcoming period; 
 risks including probability and impact, and mitigating actions; 

 recommendations for capacity changes; 
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 Service Level and other issues requiring resolution; and 
(2) The Contractor must report the details of any Critical priority Incidents that were assigned to 

them during the period, including:  
 Incident Number; 
 End User name and location; 
 Incident type; 
 Incident description; 
 Incident priority level; 
 hardware and / or software affected;  
 Contractor’s Service Representative name; 
 Incident reported date and time; 

 Incident resolution date and time; and 
 Incident resolution. 

4.4.3 Billing Report – Monthly  

(1) The Contractor must provide a monthly Billing Report to Canada within ten FGWDs of the end of 
the previous month that includes for the previous 12 months the following:  

 total billing activity, broken down by service and cost centres (primary and secondary) for 
approved Service Orders; and 

 total billed charges for all approved Service Orders or any other billable event or service.  
 billing disputes requiring resolution. 

4.4.4 Professional Services Utilization Report – Monthly  

(1) The Contractor must provide a monthly Professional Services Utilization Report to Canada 
within ten FGWDs of the end of the previous month that includes the following:  

 list of projects involving the use of Professional Services during the period; 
 names and categories of each Professional Services resource that performed work during 

the period; 
 quantity of the Professional Services days and spending per resource per project; 
 summary of the total amount spent on Professional Services since the start of the 

contract; and  
 summary of estimated Professional Services days and spending required during the next 

reporting period. 

4.4.5 Service Review and Business Planning Report – Quarterly 

(1) When requested, the Contractor must provide a Service Review and Business Planning Report 
which is to be made available to Canada on an quarterly basis within ten FGWDs of the end of 
the previous quarter that includes the following:  

 executive summary of the service delivery and service support performance for the 
preceding quarter; 

 major accomplishments for the preceding quarter;  
 major service delivery and service support issues in the preceding quarter; 
 planned improvements to service delivery and service support in the upcoming quarter; 

and
 risks, opportunities, and objectives in the upcoming quarter. 
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4.4.6 Engineering and Planning Analysis Report - Annually 

(1) The Contractor must provide an Engineering and Planning Analysis Report which is to be made 
available to Canada on an annual basis within 20 FGWDs of the end of the previous 12month 
period of a fiscal year (April to March) that includes the following for the next 12 months:  

 upcoming Canada requirements; 
 engineering and planning activities; 
 capacity baselines and trends; 
 recommendations on technology innovation and improvements; 
 projected costs; and 
 recommendations for maintaining, improving and optimizing the service. 

4.4.7 Security Breach Report – When Requested 

(1) When requested by Canada, the Contractor must provide a Security Breach Report, within five  
FGWDs of a request by Canada, by reporting period specified by Canada, that includes: 

 number of Security Incidents; 
 number of Security Investigations completed; 
 average and highest response time to Security Incidents; and 
 average and highest Security Investigation completion time. 

4.4.8 High / Critical / Security Incident Post-Mortem Report – When Requested 

(1) The Contractor must provide an Incident Post-Mortem Report for a Security Incident, or a High 
or Critical priority Incident within 72 hours of a request by Canada, that includes, but is not 
limited to: 

 Incident number; 
 Incident description; 
 Incident reported date and time; 
 Incident resolution date and time;  
 Incident resolution;  
 chain of events and timeline; 
 actions taken by Contractor; 
 lessons learned; 

 limitations/issues with JUS HDS Services; and 
 recommendations to improve JUS HDS Services. 

4.4.9 Change Request Post-Mortem Report – When Requested 

(1) The Contractor must provide a Change Request Post-Mortem Report to Canada, within five 
FGWDs of a request by Canada, for a Change Request that it does not successfully complete 
that includes the results of the acceptance testing and any recommendations. The report must 
provide a Root Cause Analysis for the failed Change Request and recommend the actions that 
are required to avoid re-occurrences. 

4.4.10 Asset Management Summary Report –On Demand  

(1) The Contractor must provide real time access to an Asset Management Summary Report of the 
current IT Assets under management by the Contractor. At minimum, the report must include the 
following:  

 asset tag;  
 asset type; 
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 assignee name; 
 location;  
 organization;  
 asset status (e.g. active, on loan, decommissioned, etc.); 
 date of installation;  
 date decommissioned;  

 host name;  
 make;  
 model; and 
 warrantee expiry date.  

4.4.11 Software License Management Summary Report – On Demand 

(1) The Contractor must provide real time access to a Software License Management Summary 
Report of the current IT Software licenses under management of the Contractor, within five 
FGWDs of a request by Canada.  At minimum, the report must include the following:  

 software title;   
 software type; 
 software version;  
 publisher; 
 number of licenses provided by Canada (purchased software licenses);  
 number of licenses installed; 
 assets that have the license installed; and 
 maintenance expiry date.  
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5 CONTINUAL SERVICE IMPROVEMENT
(1) The Contractor must provide continual service improvement processes to maintain the value of 

the JUS HDS Services for Canada through the continual evaluation and improvement of the 
quality of JUS HDS Services and the overall maturity of the IT service management lifecycle and 
underlying processes. 

(2) The Contractor’s continual service improvement processes must include: 
 the review and analysis of Service Level Agreement (SLA) achievements and results; 
 the review and analysis of data it collects as part of service delivery and transform it in 

information to identify service gaps, trends and the impact on JUS HDS Services; 
 the review, analysis and recommendation of changes to JUS HDS Services to better align 

with Canada business objectives which are: 
 reduce costs; 
 improve service; and 
 improve security. 

 the review, analysis and recommendation of changes to JUS HDS Services where service 
improvement opportunities are identified throughout the complete service lifecycle; 

 the review, analysis and recommendation of changes to processes to better harmonize 
interactions between JUS HDS Services and Canada-provided services; 

 the implementation of individual activities and responsibilities that support improvements 
in the quality, efficiency and effectiveness of JUS HDS Services; 

 regular scrutiny and review of current JUS HDS Services and processes to drive continual 
service improvement; and 

 best use of quality management to enable and support continual service improvement. 
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6 SECURITY AND PRIVACY

6.1 Implementation of Privacy Management Plan 
(1) The Contractor must implement the privacy management plan (all processes, procedures, roles, 

responsibilities, etc.), and any subsequent annual updates, within 60 FGWDs following service 
acceptance by Canada. 

(2) The Contractor must provide to Canada within 40 FGWDs of a request, evidence not older than 
12 months (e.g. test results, evaluations, and audits) that the privacy management plan has 
been implemented correctly, operating as intended, and producing the desired outcomes in 
meeting Canada’s privacy requirements.  

(3) If the Contractor determines that it will take more than 40 FGWDs to provide the requested 
evidence for the privacy management plan, the Contractor must notify Canada within five 
FGWDs of the original request for evidence, and request an extension, in writing with 
appropriate justification. Granting an extension is within Canada’s sole discretion. 

(4) If changes to the JUS HDS Services are anticipated that affect the use, collection, processing, 
transmission, storage or disposal of Personal Information, or at any time if requested by Canada, 
the Contractor must provide Canada with sufficient detail to support an update to the privacy 
impact assessment, and obtain approval from Canada for the anticipated change. 

(5) Before the Service Go Live Date, the Contractor agrees to provide one-page awareness training 
package instructing its employees and consultants regarding the use of the Personal Information 
provided by Canada about the End Users.  

6.2 Implementation of Service Continuity Plan 
(1) The Contractor must work in conjunction with Canada to establish national restoration priorities 

for JUS HDS Services in an order of precedence as specified by Canada. 
(2) The Contractor must notify Canada by phone and e-mail within 15 minutes of determining that a 

disaster or other emergency situation has occurred that affects JUS HDS Services that includes: 
a brief description, date and time, whicht services are impacted, estimated restore time, and 
impacted End Users. 

(3) The Contractor must restore the JUS HDS Services to a known state after a disruption, 
compromise, or failure. 

(4) The Contractor must implement and test the SCP (all processes, procedures, roles, 
responsibilities etc) on an annual basis, and provide the test results to Canada within ten 
FGWDs of completion of the SCPtesting.<TRACEFROMx>SR-88</TRACEFROMx> 

(5) The Contractor must correct any problems identified during the testing of the SCP within 60 
FGWDs after the test results have been provided to Canada. <TRACEFROMx>SR-
88</TRACEFROMx> 

(6) The Contractor must provide to Canada within 40 FGWDs of a request, evidence not greater 
than 12 months old, (e.g. test results, evaluations, and audits, etc.) that the SCPhas been 
implemented correctly, operating as intended, and producing the desired outcomes in meeting 
the service continuity requirements for JUS HDS Services. <TRACEFROMx>SR-
88</TRACEFROMx> 

(7) The Contractor must coordinate the development and testing of the SCPwith the organizational 
groups, within the Contractor and Canada, responsible for related plans. 

(8) The Contractor must conduct capacity planning so that necessary capacity for processing, 
telecommunications, and environmental support exists during contingency operations. 

(9) The Contractor must train its personnel in their contingency roles and responsibilities with 
respect to the JUS HDS Services, including simulated events to facilitate effective response in 
crisis situations, and provide refresher training at least annually. 

(10) The Contractor must identify potential accessibility problems to the alternate storage site in the 
event of an area-wide disruption or disaster and outline explicit mitigation actions in the 
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Contingency Plan. 
(11) The Contractor must test the backup data for JUS HDS Services monthly to verify media 

reliability and data integrity. 
(12) The Contractor must use a sample of backup data for JUS HDS Services in the restoration of 

selected JUS HDS Services functions as part of SCPtesting. 
(13) The Contractor must store backup copies of operating system software, critical system software, 

and component inventory in a separate facility or fire-rated container that is not collocated with 
the JUS HDS Services Infrastructure. 

(14) The Contractor must transfer any backup data within 24 hours of the backup being done to an 
alternate storage site. 

(15) The Contractor must refresh the disk images of JUS HDS Services Infrastructure components 
from configuration-controlled and integrity-protected disk images. 

6.3 Ongoing Security Assessment and Monitoring 
(1) The Contractor must maintain the Security Authorization state of the JUS HDS Services through 

continuous monitoring and annual audit of the implemented security requirements within the JUS 
HDS Services to determine if the security requirements in the information system continue to be 
effective over time in light of changes that occur in the JUS HDS Services and its operational 
environment.<TRACEFROMx>SR-53</TRACEFROMx> 

(2) The Contractor must update its Operational Security Procedures as part of authorization 
maintenance activities within 30 calendar days of a request by Canada. <TRACEFROMx>SR-
54</TRACEFROMx> 

(3) The Contractor must provide evidence to support authorization maintenance activities, within 30 
calendar days of a request by Canada, following all changes to the JUS HDS Services 
Infrastructure within the Contractor’s control. <TRACEFROMx>SR-53</TRACEFROMx> 

(4) The Contractor must ensure that the Security Posture of the JUS HDS Services is maintained by 
continuously: <TRACEFROMx>SR-56</TRACEFROMx> 

 monitoring threats and vulnerabilities;
 monitoring for malicious activities and unauthorized access; and 
 where required, taking proactive countermeasures, including taking both pre-emptive and 

response actions to mitigate threats. 
(5) The Contractor must run automated vulnerability scanning tools against all JUS HDS Services 

Infrastructure components on a monthly basis, or as specified by Canada. <TRACEFROMx>SR-
140</TRACEFROMx> 

(6) The Contractor must allow Canada, or its representatives, to conduct a vulnerability assessment 
on an annual basis against the JUS HDS Services, within three FGWDs of a request by Canada, 
that includes: <TRACEFROMx> SR-138</TRACEFROMx> 

 physical access to the JUS HDS Services facilities (i.e. Contractor’s facilities where the 
JUS HDS Services Infrastructure is located); 

 network access(es) to the JUS HDS Services Infrastructure to allow for authenticated and 
unauthenticated scanning of network components and security appliances, using Canada 
operated equipment, and Canada specified tools; and 

 assistance for the duration of any on-site portion of the vulnerability assessment of at least 
one technical resource that is familiar with the technical aspects of the JUS HDS Services 
Infrastructure (i.e., the hardware, software, and network components, security appliances, 
and their configuration). 

(7) Canada will limit its vulnerability assessment to discovery and scanning activities to JUS HDS 
Services Infrastructure and will not engage in disruptive or destructive 
activities.<TRACEFROMx>SR-138</TRACEFROMx> 

(8) The Contractor must mitigate all security deficiencies found, at no additional cost to Canada, 
during: 
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 Canada security audits and vulnerability assessments; and
 the Contractor’s own continuous security monitoring and vulnerability assessment 

activities.  
(9) The Contractor must develop a vulnerability mitigation plan approved by Canada within five 

FGWDs of completion of a vulnerability assessment (conducted by Canada or the Contractor) 
that includes proposed protection measures to mitigate the identified risks resulting from the 
vulnerability assessment. 

(10) The Contractor must: 
 report any JUS HDS Services security issues to Canada immediately upon learning of 

their existence;  
 track identified security issues in the JUS HDS Services; and 
 report progress to Canada until each security issue is fixed or mitigated. 

(11) The Contractor must produce a vulnerability mitigation report after completion of remediation 
activities that includes: 

 a description of the corrective measures implemented; and 
 proof that associated system documentation has been updated to reflect the changes. 

(12) The Contractor must define and execute the processes for Software Patch management for the 
JUS HDS Services Infrastructure components that includes: 

 ensuring the latest version of applications and operating systems are used; 
 ensuring that vulnerabilities are evaluated and vendor-supplied security Software Patches 

are applied in a timely manner; 
 prioritizing critical Software Patches using a risk-based approach; 
 taking applications offline and bringing them back online; 
 aligning criticality levels for Software Patches as specified by Canada; 
 rating of vulnerabilities against CVSS v2; and 
 testing and verification methodology to ensure that the Software Patches have been 

implemented properly. 

6.4 Investigation of Complaints and Access to Information Requests 
(1) The Contractor must exercise, during the entire Contract Period, processes and controls that 

preserve the integrity, privacy and accuracy of all information and data and metadata, 
irrespective of format and in their possession or under their care or control which information and 
data is generated by, acquired pursuant to or in any other way arises out of their responsibilities 
and obligations under the Contract in order to ensure that the information and data can be used 
as persuasive evidence in a court of law. 

(2) The Contractor must, to the extent it is permitted by law, fully cooperate with Canada and assist 
Canada in the investigation of complaints, regulatory or criminal investigations and prosecutions 
both regulatory and criminal and access to information requests that includes allowing security 
audits/inspections and furnishing requested information (e.g. documentation, data protection 
description, data architecture and security descriptions) as may be required by Canada within 
five (5) FGWDs of a request by Canada. 
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7 SERVICE LEVEL TARGETS
(1) The Contractor must meet or exceed the Service Levels Target (SLT requirements in this 

section for JUS HDS Services following acceptance of the JUS HDS Services by Canada. 
(2) The Contractor must provide the hardware andr software for monitoring and measuring SLTs. 
(3) The Contractor must count omitted SLT performance measurements as failed measurements. 

7.1 Service Delivery Portal - Maximum Service Outage Time 

7.1.1 Definition 

(1) The Service Level Target Service Delivery Portal Maximum Service Outage Time (SLT-SDP-
MSOT) is the SLT for the maximum accumulated outage time for the Service Delivery Portal 
allowed in any calendar month (can be used to calculate service availability). 

7.1.2 Value

(1) The SLT-SDP-MSOT must have an accumulated outage time in any calendar month less than or 
equal to 45 minutes (equates to approximately 99.50% availability). 

7.1.3 Method 

(1) The SLT-SDP-MSOT Service Credit Period is 7 days per week, 24 hours per day and 365 days 
per year. 

(2) The Contractor must calculate SLT-SDP-MSOT for the Service Delivery Portal by summing the 
outage time for all Critical Priority and High Priority Incidents (refer to subsection Incident 
Management) related to the Service Delivery Portal for that calendar month. 

(3) The outage time from the following events must be excluded from the calculation of the SLT-
SDP-MSOT:

 failure of a service or system that is not provided by the Contractor. 

7.2 Service Delivery Portal - Maximum Time to Restore Service 

7.2.1 Definition 

(1) The Service Level Target Service Delivery Portal Maximum Time to Restore Service (SLT-SDP-
MTRS) is the SLT for the maximum continuous time period to restore the Service Delivery Portal 
to complete operational status following an Incident for which SLT-SDP-MTRS is calculated 
(service outage). 

7.2.2 Value

(1) The SLT-SDP-MTRS must have a maximum restore time of 4.0 continuous hours. 

7.2.3 Method 

(1) The SLT-SDP-MTRS Service Credit Period is 7 days per week, 24 hours per day and 365 days 
per year. 

(2) The calculation of SLT-SDP-MTRS begins from the time at which a Critical Priority or a High 
Priority Incident for the Service Delivery Portal is reported by Canada, or is detected by the 
Contractor, until the time that the Incident is closed.  
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7.3 JUS Service Desk Service - Maximum Time to Answer  

7.3.1 Definition 

(1) The Service Level Target Service Desk Maximum Time to Answer (SLT-SD-MTA) is the SLT for 
the maximum amount of time for the Service Desk Service to answer telephone calls.     

7.3.2 Value

(1) The SLT-SD-MTA must be less than or equal to 45 seconds, 95% of the time.  

7.3.3 Method 

(1) The SLT-SD-MTA Service Credit Period is 6:00 ET to 21:00 ET during FGWDs. 
(2) The SLT-SD-MTA must meet or exceed 95% of all telephone calls received by the JUS Service 

Desk Service in a calendar month. 
(3) The SLT-SD-MTA must be calculated as follows: 

(number of calls answered within service level seconds + number of calls abandoned) / (total 
number of calls answered + total number of abandoned calls) * 100 

(4) The calculation of the time to answer a call starts from the time the telephone call is connected 
to the Contractor’s telephone system and ends when the Contractor’s JUS Service Desk Agent 
answers the call.  

7.4 JUS Service Desk Service - Maximum Time on Hold 

7.4.1 Definition 

(1) The Service Level Target Service Desk Maximum Time on Hold (SLT-SD-MTOH) is the SLT for 
the maximum amount of time for the JUS Service Desk Service to put a telephone call from an 
End User on hold or to respond to an End User Web-Chat communication.    

7.4.2 Value

(1) The SLT-SD-MTOH must be less than or equal to 2 minutes, 95% of the time.  

7.4.3 Method 

(1) The SLT-SD-MTOH Service Credit Period is 6:00 ET to 21:00 ET during FGWDs. 
(2) The SLT-SD-MTOH must meet or exceed 95% of all telephone calls and all Web-Chat 

communications received by the JUS Service Desk Service from an End User in a calendar 
month.

(3) The SLT-SD- MTOH must be calculated as follows: 

(number of calls on hold from End Users within service level minutes + calls from End Users 
without hold time + calls abandoned + number of Web-Chat communications responded to 
within service level minutes) / (total calls + total number of Web-Chat communications received) 
* 100 

(4) The calculation of the time on hold for telephone calls starts from the time the telephone call is 
put on hold and ends when the Contractor’s JUS Service Desk Agent takes the call off hold.   

(5) The calculation of the time on hold for Web-Chat communications starts from the time a Web-
Chat communication is received from an End User and ends when the Contractor’s JUS Service 
Desk Agent responds to the End User.   
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7.5 JUS Service Desk Service - Maximum Time to Escalate - Standard 

7.5.1 Definition 

(1) The Service Level Target Service Desk Maximum Time to Escalate (Standard) (SLT-SD-MTTE-
1) is the SLT for the maximum amount of time that the JUS Service Desk Service can work on 
an Low or Medium Priority Incident Ticket before escalating to a Level 2 or Level 3 Support 
representative for an End User assigned to the Standard Service Level Plan. 

7.5.2 Value

(1) The SLT-SD-MTTE-1 must be less than or equal to 30 minutes, 95% of the time.  

7.5.3 Method 

(1) The SLT-SD-MTTE-1 Service Credit Period is 6:00 ET to 21:00 ET during FGWDs. 
(2) The SLT-SD-MTTE-1 must meet or exceed 95% of all telephone calls received by the JUS 

Service Desk Service from an End User assigned to the Standard Service Level Plan in a 
calendar month.  

(3) The SLT-SD-MTTE-1 must be calculated as follows: 

(number of Low or Medium Priority calls from Standard Service Level Plan End Users escalated 
within service level minutes + number of calls from Standard Service Level Plan End Users 
resolved by Level 1 within service level minutes) / (total calls from Standard Service Level Plan 
End Users) * 100 

(4) The calculation of the time to escalate a call starts from the time the telephone call is answered 
by the Contractor’s JUS Service Desk Agent and ends when the Incident Ticket is either 
resolved, or escalated to a Level 2 or Level 3 Support representative.  

7.6 JUS Service Desk Service - Maximum Time to Escalate - Premium 

7.6.1 Definition 

(1) The Service Level Target Service Desk Maximum Time to Escalate (Premium) (SLT-SD-MTTE-
2) is the SLT for the maximum amount of time that the JUS Service Desk Service can work on 
an High or Critical Priority Incident Ticket for an End User assigned to the Standard Service 
Level Plan or on an Incident Ticket for an End User assigned to the Premium Service Level Plan 
before escalating to a Level 2 or Level 3 Support Representative.   

7.6.2 Value

(1) The SLT-SD-MTTE-2 must be less than or equal to 15 minutes, 95% of the time.  

7.6.3 Method 

(1) The SLT-SD-MTTE-2 Service Credit Period is 6:00 ET to 21:00 ET during FGWDs.   
(2) The SLT-SD-MTTE-2 must meet or exceed 95% of all telephone calls received by the JUS 

Service Desk Service from an End User assigned to the Premium Service Level Plan in a 
calendar month.  

(3) The SLT-SD-MTTE-2 must be calculated as follows: 

(number of calls from Standard Service Level Plan End Users with High or Critical Priority 
escalated within service level minutes + number of calls from Premium Service Level Plan End 
Users escalated within service level minutes + number of calls from Premium Service Level Plan 
End Users resolved by Level 1 within service level minutes) / (number of calls from Standard 
Service Level Plan End Users with High or Critical Priority + total calls from Premium Service 
Level Plan End Users) * 100 
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(4) The calculation of the time to escalate a call starts from the time the telephone call is answered 
by the Contractor’s JUS Service Desk Agent and ends when the Incident Ticket is either closed, 
or escalated to a Level 2 or Level 3 Support representative.  

7.7 JUS Service Desk Service - Maximum Time to Respond to Alternate Service 
Channel Incidents 

7.7.1 Definition 

(1) The Service Level Target Service Desk Maximum Time to Respond to Alternate Service 
Channel Incidents (SLT-SD-MTRASCI) is the SLT for the maximum amount of time for the JUS 
Service Desk Service to respond to voice-mail, email and Service Delivery Portal Self Service 
Incidents from an End User. 

7.7.2 Value

(1) The SLT-SD-MTRASCI must be less than or equal to 30 minutes, 95% of the time.  

7.7.3 Method 

(1) The SLT-SD-MTRASCI Service Credit Period is:  
 6:00 ET to 21:00 ET during FGWDs for emails and Self Service Incidents; and 
 7 days per week, 24 hours per day and 365 days per year for voice-mail Incidents.  

(2) The SLT-SD-MTRASCI must meet or exceed 95% of all voice-mail, emails and Self Service 
Incidents from an End User received by the JUS Service Desk Service in a calendar month. 

(3) The SLT-SD-MTRASCI must be calculated as follows: 

(number of voice-mail, emails and Self Service Incidents from End Users responded to within 
service level minutes) / (total number of voice-mail, emails and Self Service Incidents from End 
Users) * 100 

(4) The calculation of the time to respond to the Alternate Service Channel starts from the time the 
voice-mail or email is received by the Contractor or the time the Self Service Incident is created 
and ends when the JUS Service Desk Service calls the End User.  

7.8 JUS Service Desk Service – Minimum Level 1 Resolution Rate for Resolvable 
Incidents

7.8.1 Definition 

(1) The Service Level Target Service Desk Minimum Level 1 Resolution Rate (SLT-SD-ML1RR) is 
the SLT for the minimum resolution rate for Incident Tickets to be resolved by the JUS Service 
Desk Service.  

7.8.2 Value

(1) The SLT-SD-ML1RR must have a minimum resolution rate of 85% of all Resolvable Incidents.  

7.8.3 Method 

(1) A Resolvable Incident is an Incident that can be resolved using troubleshooting scripts or the 
desktop management tool (i.e. does not require physical access to the device).  

(2) Canada and the Contractor must mutually agree upon the specific categorization of Incident 
Tickets and whether or not such tickets will be included within the Resolvable Incident definition 
for SLT-SD-ML1RR calculation. 

(3) The SLT-SD-ML1RR must meet or exceed 85% of all Resolvable Incidents received by the JUS 
Service Desk Service in a calendar month. 
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(4) The SLT-SD-ML1RR must be calculated as follows: 

(number of Resolvable Incidents that are resolved by JUS Service Desk Service) / (total number 
of Resolvable Incidents) * 100 

7.9 JUS Service Desk Service – Minimum End User Satisfaction Rate  

7.9.1 Definition 

(1) The Service Level Target Minimum End User Satisfaction Rate (SLT-SD-MEUSR) is the SLT for 
the average score of Customer Satisfaction Measurement Surveys returned by End Users for 
Incident or Service Request they make with the JUS Service Desk Service, with the exception 
that any individual End User will not be surveyed if he/she has completed a Customer 
Satisfaction Measurement Survey for another contact within a 30 day period. 

7.9.2 Value

(1) The SLT-SD-MEUSR must have a score value set in the table below according to the respective 
period. 

(2) Table 9: End User Satisfaction Indicator 

TIME PERIOD SERVICE LEVEL

Months 1 – 4 following the Service Go Live Date Average score not less than 3.0 

Months 5 – 18 following the Service Go Live Date Average score not less than 3.3 

Month 19 following the Service Go Live Date and 
thereafter 

Average score not less than 3.6 

All times following the Service Go Live Date Score of 1.0 or less must not be 
recorded on more than 3% of the 
surveys returned 

7.9.3 Method 

(1) The SLT-SD-MEUSR is based on an average score of Customer Satisfaction Measurement 
Surveys returned and on a scale of 1.0 to 5.0 

(2) The average score is measured monthly based on all Incidents and Service Requests Tickets 
received by the JUS Service Desk Service in a calendar month. 

(3) Customer Satisfaction Measurement Survey responses received after 30 calendar days will not 
be included in response measurement 

7.10 Escalated Support - Maximum Time to Respond to Incident - Standard 

7.10.1 Definition 

(1) The Service Level Target Escalated Support Maximum Time to Respond to Incident (Standard) 
(SLT-ES-MTTRTI-1) is the SLT for the maximum amount of time for the JUS On-Site Support 
Service and the JUS Desktop Engineering Service to respond to a Low or Medium Priority 
Incident Ticket from a Standard Service Level Plan End User once it has been assigned to them.   
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7.10.2 Value

(1) The SLT-ES-MTTRTI-1 must be less than or equal to 4 hours from Incident Ticket assignment, 
95% of the time.

7.10.3 Method 

(1) The SLT-ES-MTTRTI-1 Service Credit Period is 7:00 ET to 18:00 ET during FGWDs for the JUS 
On-Site Support Service.   

(2) The SLT-ES-MTTRTI-1 Service Credit Period is 8:00 ET to 17:00 ET during FGWDs for the JUS 
Desktop Engineering Service.   

(3) The SLT-ES-MTTRTI-1 must meet or exceed the service level for 95% of all Low or Medium 
Priority Incident Tickets received by the JUS On-Site Support Service and the JUS Desktop 
Engineering Service from an End User assigned to the Standard Service Level Plan in a 
calendar month.  

(4) The SLT-ES-MTTRTI-1 must be calculated as follows: 

(number of Low or Medium Priority Incident Tickets received by the JUS On-Site Support 
Service and the JUS Desktop Engineering Service from Standard Service Level Plan End Users 
responded within the service level hours) / (total number of Incident Tickets received by the JUS 
On-Site Support Service and the JUS Desktop Engineering Service from Standard Service Level 
Plan End Users) * 100 

(5) The calculation of the time starts when the Incident Ticket is assigned to the JUS On-Site 
Support Service and the JUS Desktop Engineering Service and ends at the time they start 
resolving the Incident Ticket with the End User.   

7.11 Escalated Support - Maximum Time to Respond to Incident - Premium 

7.11.1 Definition 

(1) The Service Level Target On-Site Support Maximum Time to Respond to Incident (Premium) 
(SLT-ES-MTTRTI-2) is the service level target for the maximum amount of time for the JUS On-
Site Support Service and the JUS Desktop Engineering Service to respond to a High or Critical 
Priority Incident Ticket from a Standard Service Level Plan End User or an Incident Ticket from a 
Premium Service Level Plan End User once it has been assigned to them.   

7.11.2 Value

(1) The SLT-ES-MTTRTI-2 must be less than or equal to 2 hours from Incident Ticket assignment, 
95% of the time.

7.11.3 Method 

(1) The SLT-ES-MTTRTI-2 Service Credit Period is 7:00 ET to 18:00 ET during FGWDs for the JUS 
On-Site Support Service.   

(2) The SLT-ES-MTTRTI-2 Service Credit Period is 8:00 ET to 17:00 ET during FGWDs for the JUS 
Desktop Engineering Service.   

(3) The SLT-ES-MTTRTI-2 must meet or exceed the service level for 95% of all Incident Tickets 
received by the JUS On-Site Support Service and the JUS Desktop Engineering Service from an 
End User assigned to the Standard Service Level Plan with High or Critical Priority Incident 
Ticket and an End User assigned to the Premium Service Level Plan in a calendar month.  

(4) The SLT-ES-MTTRTI-2 must be calculated as follows: 

(number of Incident Tickets received by the JUS On-Site Support Service and the JUS Desktop 
Engineering Service from Standard Service Level Plan End User with High or Critical Priority 
Incident Ticket and Premium Service Level Plan End Users responded within the service level) / 
(total number of Incident Tickets received by the JUS On-Site Support Service and the JUS 
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Desktop Engineering Service from Standard Service Level Plan End User with High or Critical 
Priority Incident Ticket and Premium Service Level Plan End Users) * 100 

(5) The calculation of the time starts when the Incident Ticket is assigned to the JUS On-Site 
Support Service and the JUS Desktop Engineering Service and ends at the time they start 
resolving the Incident Ticket with the End User.   

7.12 Escalated Support - Maximum Time to Resolve from Incident - Standard 

7.12.1 Definition 

(1) The Service Level Target On-Site Support Maximum Time to Resolve from Incident (Standard) 
(SLT-ES-MTTRFI-1) is the SLT for the maximum amount of time for the JUS On-Site Support 
Service and the JUS Desktop Engineering Service to resolve an Incident Ticket from a Standard 
Service Level Plan End User once it has been assigned to them.   

7.12.2 Value

(1) The SLT-ES-MTTRFI-1 must be less than or equal to 8 hours from Incident Ticket assignment, 
95% of the time.

7.12.3 Method 

(1) The SLT- ES-MTTRFI-1 Service Credit Period is 7:00 ET to 18:00 ET during FGWDs for the 
JUS On-Site Support Service.   

(2) The SLT- ES-MTTRFI-1 Service Credit Period is 8:00 ET to 17:00 ET during FGWDs for the 
JUS Desktop Engineering Service.   

(3) The SLT- ES-MTTRFI-1 must meet or exceed the service level for 95% of all Incident Tickets 
received by the JUS On-Site Support Service and the JUS Desktop Engineering Service from an 
End User assigned to the Standard Service Level Plan in a calendar month.  

(4) The SLT- ES-MTTRFI-1 must be calculated as follows: 

(number of Incident Tickets received by the  JUS On-Site Support Service and the JUS Desktop 
Engineering Service from Standard Service Level Plan End Users resolved within the service 
level hours) / (total number of Incident Tickets received by the JUS On-Site Support Service and 
the JUS Desktop Engineering Service from Standard Service Level End Users) * 100 

(5) The calculation of the time starts when the Incident Ticket is assigned to the JUS On-Site 
Support Service and the JUS Desktop Engineering Service and ends at the time they either 
resolve the Incident Ticket, or re-assign it to another  JUS On-Site Support Service or JUS 
Desktop Engineering Service representative.   

7.13 Escalated Support - Maximum Time to Resolve from Incident - Premium 

7.13.1 Definition 

(1) The Service Level Target On-Site Support Maximum Time to Resolve from Incident (Premium) 
(SLT-ES-MTTRFI-2) is the SLT for the maximum amount of time for the JUS On-Site Support 
Service and the JUS Desktop Engineering Service to resolve an Incident Ticket from a Premium 
Service Level Plan End User once it has been assigned to them.   

7.13.2 Value

(1) The SLT-ES-MTTRFI-2 must be less than or equal to 4 hours from Incident Ticket assignment, 
95% of the time.



DR
AF
T

JUS HDS Services - Annex A: SOW General Protected B 

7.13.3 Method 

(1) The SLT- ES-MTTRFI-2 Service Credit Period is 7:00 ET to 18:00 ET during FGWDs for the 
JUS On-Site Support Service.   

(2) The SLT- ES-MTTRFI-2 Service Credit Period is 8:00 ET to 17:00 ET during FGWDs for the 
JUS Desktop Engineering Service.   

(3) The SLT-ES-MTTRFI-2 must meet or exceed the service level for 95% of all Incident Tickets 
received by the JUS On-Site Support Service and the JUS Desktop Engineering Service from an 
End User assigned to the Premium Service Level Plan in a calendar month.  

(4) The SLT-ES-MTTRFI-2  must be calculated as follows: 

(number of Incident Tickets received by the JUS On-Site Support Service and the JUS Desktop 
Engineering Service from Premium Service Level Plan End Users resolved within the service 
level hours) / (total number of Incident Tickets received by the JUS On-Site Support Service and 
the JUS Desktop Engineering Service from Premium Service Level Plan End Users) * 100 

(5) The calculation of the time starts when the Incident Ticket is assigned to the JUS On-Site 
Support Service and the JUS Desktop Engineering Service and ends at the time they either 
resolve the Incident Ticket, or re-assign it to another JUS On-Site Support Service or JUS 
Desktop Engineering Service representative.   

7.14 Escalated Support – Maximum Time to Deploy Critical Security Update 

7.14.1 Definition 

(1) The Service Level Target Engineering Support Maximum Time to Deploy Critical Security 
Update (SLT-ES-MTDCSU) is the SLT for the maximum amount of time for the JUS On-Site 
Support Service and / or the JUS Desktop Engineering Service to deploy a critical security 
update to all affected JUS supported Hardware and JUS supported Software.  

7.14.2 Value

(2) The SLT-ES-MTDCSU must be less than or equal to five FGWDs.  

7.14.3 Method 

(1) The SLT-ES-MTDCSU Service Credit Period is 07:00 ET to 18:00 ET during FGWDs.   
(2) The calculation of SLT-ES-MTDCSU begins from the time at which a Critical Security Update 

requirement has been identified by Canada or the Contractor, and ends when the Critical 
Security Update has been deployed to all affected JUS supported Hardware and JUS supported 
Software.

7.15 Service Request – Maximum Time to Fulfil 

7.15.1 Definition 

(1) The Service Level Target Service Request Fulfilment (SLT-SRF) is the SLT for the percentage 
of Service Requests that must be completed within their Maximum Fulfilment Time Target. The 
SLT-SRF must be calculated for each JUS HDS Services (e.g. JUS Service Desk Service, JUS 
On-Site Support Service and JUS Desktop Engineering Service).  

7.15.2 Value

(1) The SLT-SRF is that 95% of the Service Requests for that Service must be completed within the 
Maximum Fulfilment Time Target.  The Maximum Fulfilment Time Targets are specified in Table 
10 below.  

Table 10: Service Request Maximum Fulfillment Time Targets 
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JUS HDS SERVICES SERVICE REQUEST TYPE SERVICE
LEVEL
PLAN

MAXIMUM FULFILLMENT 
TIME TARGET

JUS Service Desk 
Service 

End User account management 
(add, modify, remove, change 
permissions) for Active 
Directory accounts on Canada 
LAN using Active Directory 
native administration functions 
or another Active Directory 
administration tool that could be 
provided by Canada 

Standard
and
Premium

1 FGWD 

JUS Service Desk 
Service 

Administrator Account 
management (add, modify, 
remove, change permissions) 
for the Service Delivery Portal 

Standard
and
Premium

1 FGWD 

JUS Service Desk 
Service 

Print queue management (add, 
modify, remove, change 
permissions,  change 
properties) on Canada LAN 

Standard
and
Premium

1 FGWD 

JUS Service Desk 
Service 

Remote Installation/Removal of 
Software Packages 

Standard 2 FGWDs 

JUS Service Desk 
Service 

Remote Installation/Removal of 
Software Packages 

Premium 1 FGWD 

JUS Service Desk 
Service 

Add, modify, remove, change 
email distribution list  

Standard
and
Premium

1 FGWD 

JUS Service Desk 
Service 

Network storage access 
management privileges (add, 
modify, remove, change) on 
Canada LAN 

Standard
and
Premium

1 FGWD 

JUS On-Site Support 
Service 

a. Install, move, add, change or 
remove Hardware and 
Software as per Appendix C: 
Standard Hardware and 
Software (for 1 to 6 End 
Users) 

b. For moves, End Users must 
be moving in the same 
building (no need to go 
outside to move equipment). 

Standard 5 FGWDs 

JUS On-Site Support 
Service 

a. Install, move, add, change 
or remove Hardware and 
Software as per Appendix 
C: Standard Hardware and 
Software (for 1 to 6 End 

Premium 2 FGWDs 
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JUS HDS SERVICES SERVICE REQUEST TYPE SERVICE
LEVEL
PLAN

MAXIMUM FULFILLMENT 
TIME TARGET

Users)  

b. For moves, End Users must 
be moving in the same 
building (no need to go 
outside to move equipment). 

JUS On-Site Support 
Service 

a. Install, move, add, change 
or remove Hardware and 
Software as per Appendix 
C: Standard Hardware and 
Software (for 1 End User)  

b. Canada can request up to a 
maximum of 20 Rush 
Service Requests per month. 

Rush 4 hours 

JUS On-Site Support 
Service 

a. Install or remove non-
standard Hardware or 
Software as approved by 
Canada.   

b. Note: if possible, Software 
Service Request must be 
completed remotely by JUS 
Desktop Engineering 
Service.   

Standard 5 FGWDs 

JUS On-Site Support 
Service 

a. Install or remove not-
standard Hardware or 
Software as approved by 
Canada.   

b. Note: if possible, Software 
Service Request must be 
completed remotely by JUS 
Desktop Engineering 
Service.   

Premium 1 FGWD 

JUS On-Site Support 
Service 

Set-up and Tear-down for 
multimedia requests for special 
events. 

Standard
and
Premium

1 FGWD 

JUS Desktop 
Engineering Service 

Package Software for 
deployment  

N/A 15 FGWDs 

JUS Desktop 
Engineering Service 

Package business application 
for deployment 

N/A 15 FGWDs 

JUS Desktop 
Engineering Service 

Create new OS Image and 
package it for deployment 

N/A 15 FGWDs 
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JUS HDS SERVICES SERVICE REQUEST TYPE SERVICE
LEVEL
PLAN

MAXIMUM FULFILLMENT 
TIME TARGET

JUS Desktop 
Engineering Service 

Create new OS Image version 
and package it for deployment 

N/A 30 FGWDs 

7.15.3 Method 

(1) The SLT-SRF Service Credit Period is 07:00 ET to 18:00 ET during FGWD within a calendar 
month.

(2) The SLT-SRF must be calculated for each Service Request as follows: 

(number of Service Requests that were completed within the Maximum Fulfillment Time Target for the 
calendar month / (number of Service Requests that should have been completed within the Maximum 
Fulfillment Time Target for the calendar month or 700, whichever is lesser)) * 100 

(3) The calculation of the time starts when the Service Request is assigned to the JUS HDS 
Services and ends at the time the Contractor fulfils the Service Request.  
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8 SUPPORTED HARDWARE AND SOFTWARE
(1) The JUS HDS Services must provide support for all future components added by Canada to 

Appendix C: Standard Hardware and Software. 
(2) The Contractor must agree that: 

 Canada reserves the right to add, modify or remove the Hardware and Software listed in 
Appendix C: Standard Hardware and Software from time to time as Canada sees fit; 

 Canada will provide 10 calendar days notice to the Contractor of changes to Appendix C: 
Standard Hardware and Software; and 

 after expiry of the 10-day notice period, components acquired by Canada and added to 
the Appendix C: Standard Hardware and Software will be subject to all other provisions of 
this Contract. 
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9 STANDARDS
(1) All Work performed by the Contractor must conform to all applicable standards and codes as 

listed in this subsection and remain current with any revisions and/or changes. 
(2) The Standards applicable to a JUS HDS Services are referenced in the applicable SOW section 

for the JUS HDS Services. In cases where a conflict or discrepancy exists between Standards, 
Canada will advise the Contractor as to which Standard applies.  

9.1 Internet Protocol 
(1) The following standards and functionality apply to the Internet Protocol (IP): 

 [RFC 791]: IPV4; and 
 [RFC 2460]: IPV6 where upon requested by Canada, the Contractor must implement 

Internet Protocol v6 (IPv6) for JUS HDS Services at no additional cost to Canada, within 
six months of a request by Canada. 

9.2 Directory  
(1) The following standards and functionality apply to Directory: 

 RFC4511: Lightweight Directory Access Protocol (LDAP); and 
 RFC4422:  Simple Authentication and Security Layer (SASL). 

9.3 Web Session Security 
(1) The following standards apply to Web Session Security: 

 Transport Layer Security (TLS) Protocol Version 1.1; and 
 Transport Layer Security (TLS) Protocol Version 1.2. 

9.4 Markup Language and Web Access 
(1) The following standards and policies apply to markup language: 

 Extensible Markup Language (XML) (refer to: http://www.w3.org/XML/). 

9.5 Accessibility 
(1) The following guidelines, standards and policies apply to the accessibility of the Service Delivery 

Portal:
 Section 508 of Industry Canada's "Accessible Procurement Toolkit", refer to: 

http://www.apt.gc.ca/ap11120E.asp?pId=436

 Treasury Board Secretariat's Standard on Web Accessibility, refer to:  

http://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=23601&section=text 

 w3c’s Web Content Accessibility Guidelines 2.0 at a double A level of conformance, refer 
to:

http://www.w3.org/TR/WCAG/

 Policy on the Duty to Accommodate Persons with Disabilities in the Federal Public 
Service, refer to: http://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=12541&section=text

 Web Experience Toolkit Guideline (for Self Service portal) - http://www.tbs-sct.gc.ca/ws-
nw/index-eng.asp

9.6 Security 
(1) The following security policies must be adhered to: 
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 Policy on Government Security:  

http://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=16578&section=text

 Policy on Management of Information Technology: 

http://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=12755
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10 PROFESSIONAL SERVICES 
(1) The Contractor must provide resources to Canada, in any Canadian city, in accordance with a 

validly issued Task Authorization, in the following categories: 
 Project Manager; 
 Technology Architect; 
 Security Specialist;  
 Business Analyst;  
 On-Site Services Representative; and 
 On-Site Services Team Leader. 

(2) Location of the Work, security clearance and language requirements for resources will be 
specified at the time the Task Authorization is completed.  

10.1 Project Manager 
(1) The Service Catalogue Item (SCI):Project Manager must:  

 manage projects initiated by Canada that require the tailoring of one or more JUS HDS 
Services, by ensuring that resources are made available for the required Work and that 
the service(s) is (are) fully operational within the required timeframe, budget, and 
performance parameters; 

 develop a project charter; 
 develop and maintain a comprehensive project schedule showing all Work Breakdown 

Structure (WBS) activities, dependencies, durations, milestones, deliverables, phases and 
the critical path; 

 determine budgetary requirements; 
 develop a resource plan; 
 develop a risk management plan; 
 meet in conference with stakeholders and other project managers to clearly identify issues 

impeding the progress of the project; 
 formulate statements of issues impeding the progress of the requested project, establish 

procedures for the development and implementation of significant, new or modified project 
elements to solve these issues, and obtain approval thereof; 

 prepare plans, charts, tables and diagrams to assist in analyzing or displaying problems; 
work with a variety of project management tools; 

 identify and propose mitigation of risks; 
 report progress of the project on an ongoing basis and at scheduled points in its life cycle; 
 produce appropriate reports and dashboards, and identify scheduling and/or dependency 

issues; and 
 conduct project briefings for Canada management. 

10.2 Technology Architect 
(1) The SCI:Technology Architect must :  

 provide advice, recommendations, and support as may be required concerning issues and 
new requirements related to JUS HDS Services, including solution integration, migration 
to a new O/S Platform, image engineering, Software distribution, and Software Patch 
management;  

 analyze existing capabilities and requirements of JUS components, develop redesigned 
frameworks and recommend areas for improved capability and integration; 

 develop specifications and technical designs for the tailored JUS HDS Services’ 
architecture, based on the business and functional requirements of the TA and its 
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integration with existing GC solutions; 
 recommend, and incorporate into the statement of requirements, finalized specifications 

and technical designs that will deliver the functionality required by the TA; 
 with an implementation team, implement and integrate the developed technical JUS 

architecture; and  
 advise when upgrades of the JUS HDS Services platform should take place. 

10.3 Security Specialist 
(1) The SCI:Security Specialist must:  

 perform IT Security Assessments of IT systems; 
 conduct reviews of backup and recovery plans; 
 review existing security policies, standards, guidelines and procedures and providing 

advice as to their appropriateness and effectiveness; 
 develop a security design document with recommended security safeguards; 
 document security services processes; 
 conduct compliance audits of IT operations, application systems and infrastructure. 
 conduct security threat and risk assessments of IT facilities, application systems and 

communications; 
 design the security framework and implement the security components of the JUS HDS 

Services Infrastructure required to protect assets and to support application systems; 
 produce operational security requirements and traceability matrices as requested in the 

TA;
 develop and/or enforce IT security policies, GC security standards (e.g. Management of 

Information Technology Security), guidelines and procedures on the security aspects of 
applicable IT services; 

 investigate Security Incidents and report the cause and related weaknesses of the JUS 
HDS Services, and recommend solutions; and 

 prepare other technical reports, such as a network vulnerability assessment, requirement 
analysis, and options analysis report. 

10.4 Business Analyst 
(1) The SCI:Business Analyst must:   

 document business process requirements; 
 perform analysis of business process requirements involving business service 

improvement, and identify functional requirements, procedures, and decision flows; 
 identify any risks that would impede the progress of implementing the functional 

requirements or affect existing business processes, and recommend strategies to mitigate 
them;

 define and document interfaces of manual to automated operations within application 
subsystems, to external systems, and between new and existing systems; 

 identify business processes for re-design, prototype potential solutions, provide trade-off 
information and suggest a recommended course of action; 

 establish acceptance test criteria; and 
 brief Project Manager on the modified business architecture, as well as any emerging 

business and technology trends. 

10.5 On-Site Services Representative 
(1) The SCI: On-Site Services Representative must:   
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 provide first and second level support for Incidents and complete Service Requests, 
including new Installations and Upgrades for a wide range of Hardware, Software, 
peripherals and applications;  

 provide advice on the operations and functionality of various applications, printers, and 
systems; 

 diagnose and resolve, desktop configuration and Software issues;  
 diagnose and resolve, Hardware issues;  
 escalation of problems where appropriate; 
 provide general maintenance of corporate printers; and 
 setup and configuration of videoconferencing equipment. 

10.6 On-Site Services Team Leader 
(1) The SCI:On-Site Services Team Leader must:   

 provide first and second level support for Incidents and complete Service Requests, 
including new Installations and Upgrades for a wide range of Hardware, Software, 
peripherals and applications;  

 diagnose and resolve, desktop configuration and Software issues;  
 provide direction and assistance to On-Site Service Representatives; and 
 lead a team to complete a technical assignment. 
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1 INTRODUCTION
(1) This section is provided for information only. 
(2) The JUS Service Desk Service established by the Contractor will be the primary contact point for 

End Users to report Incidents or submit Service Requests, and will be responsible for 
maintaining all information relating to the Incidents and Service Requests reported.  

(3) The JUS Service Desk Service objectives are: 
a) to act as the central point of contact between End Users and all IT Services, including 

applications and infrastructure;  
b) to handle Incident Tickets and Service Requests, and to act as a focal point for 

information management relating to the delivery of IT Services;  
c) to restore normal service operation as quickly as possible with minimum disruption to End 

Users, thus ensuring that the best achievable levels of service and availability are 
maintained; and 

d) to help identify and lower the overall cost of ownership for IT Services as a whole. 
(4) This appendix describes the requirements for the JUS Service Desk Service.  The following is 

included in this document: 
a) Requirements specific to the provisioning of the JUS Service Desk Service for Incidents 

and Service Requests for both applications and IT infrastructure. 
b) Requirements specific to the Service Delivery Portal that Canada representatives would 

have access to as part of this Service.  This appendix describes the requirements of the 
Service Delivery Portal, from the following perspectives:  
i) End Users – e.g. for Self Service capabilities to create an Incident Ticket or Service 

Request;  
ii) Canada service managers – e.g. to create or review an Incident Ticket or Service 

Request or to run a management report;  
iii) Level 2 Support representatives (outside the NCR) - e.g. to create or update an 

Incident Ticket or Service Request; and 
iv) Level 2 and Level 3 Support representatives for infrastructure and applications – 

e.g. to create or update an Incident Ticket or Service Request assigned to them. 
These user groups may use the Service Delivery Portal as their primary IT service 
management tool.  
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2 SERVICE DELIVERY REQUIREMENTS

2.1 Scope of JUS Service Desk Service 
(1) The JUS Service Desk Service is one of the JUS HDS Services. When ordered by Canada by 

issuing a Service Order, the HDS Service Desk Service, as managed and implemented by the 
Contractor, must meet or exceed all of the requirements listed in this appendix of the SOW, in 
the balance of the SOW and elsewhere in the Contract prior to acceptance by Canada and 
during the entire period specified in each Service Order. 

(2) The JUS Service Desk Service must provide Level 1 Support for Hardware and Software 
identified in the following tables in Appendix C: Standard Hardware and Software List: 
a) Table 1 – Software List L1 
b) Table 2 – Hardware List 
c) Table 3 – OS Image 

(3) The JUS Service Desk Service must provide Level 1 Support for all other IT infrastructure 
services including but not limited to directory, access management and Public Key Infrastructure 
(PKI) services, data centre services, networking and telecommunications services, and other 
distributed computing services including collaboration, Remote Access, enterprise storage, and 
terminal services.  

(4) The JUS Service Desk Service must participate in Incident Management, Problem Management, 
Change Management, Release Management, Configuration Management, Asset Management, 
and Software License Management activities as specified in this appendix of the SOW.  

2.2 Hardware, Software and Facilities 
(1) The Contractor must supply all Hardware and Software, except Government Furnished 

Equipment (GFE), for the JUS Service Desk Service. 
(2) The JUS Service Desk Service infrastructure must be located at Contractor SDPs.  

2.3 Service Catalogue Items 
(1) The Contractor must provide a SCI:SDS-User which allows an End User to be supported by the 

JUS Service Desk Service (one user per SCI) as specified by Canada in a Service Order.  
(2) The following Feature Profile definitions pertain to the SCIs for the JUS Service Desk Service: 

a) Premium Service Level Plan for up to 4% of the cumulative number of SCI:SDS-User 
ordered with Service Orders; and 

b) Standard Service Level Plan for the remainder of the SCI:SDS-User. 
(3) The Contractor must provide the Premium Service Level Plan to End Users identified by 

Canada. These End Users are for example:  
a) high-level executives; 
b) resources working on a high-profile file or project; and 
c) resources responsible for mission-critical work. 
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2.4 Hours of Service 
(1) The JUS Service Desk Service must be a point of contact 24 hours per day, 7 days per week, 

365 days per year under the following operation modes:  
a) attended mode support hours are from 6:00 ET to 21:00 ET on FGWDs, as follows: 

i) live agents processing Service Requests and Incidents for the Telephone Support, 
Email Support, Web-Chat, and Self Service Service Channels; and 

ii) live agents troubleshooting and escalating Incidents to the appropriate supporting 
group, as required.  

b) unattended mode support, i.e. outside of attended mode support hours, as follows: 
i) agent is on standby only;  
ii) Telephone Support only (Email Support, Web-Chat and Self Service Service 

Channels are processed the following FGWD);  
iii) calls are answered by the Voice-mail system; 
iv) End Users leave a voice message and an agent calls back within SLTs; 
v) best effort service levels for Incident resolution;  
vi) escalate to an appropriate on-call Level 2 and Level 3 Support representative to 

resolve the Incident or provide the requested service, if available; and 
vii) unresolved Incidents are dealt with the following FGWD.  

2.5 Service Channels 
(1) The JUS Service Desk Service must provide the following Service Channels to End Users: 

a) Telephone Support  - for Authorized End Users to access the JUS Service Desk Service 
using: 
i) a unique and dedicated toll-free telephone number (for example, 1-800 number); 

the telephone number will be specified by Canada; and 
ii) a unique and dedicated NCR local telephone number; the telephone number will be 

specified by Canada.    
b) Self Service – a component of the Service Delivery Portal specific to End Users to be able 

to access the JUS Service Desk Service;  
c) Voice-mail Support in unattended mode only – the ability to leave a Voice-mail message 

to the JUS Service Desk Service for support purposes; 
d) Email Support – the ability to send an email to the JUS Service Desk Service for support 

purposes; and 
e) Web-Chat Support – a Service Channel of the Service Delivery Portal that allows an End 

User to establish an online chat session with the JUS Service Desk Service. 
(2) The JUS Service Desk Service must provide a method through which an End User can send 

information related to an Incident or a Service Request to the HDS Service Desk Service via 
email or Web-Chat, and the JUS Service Desk Service must enter the information as an Incident 
Ticket or a Service Request.  

(3) The JUS Service Desk Service must provide Self Service access via the Service Delivery Portal 
to be able to view and update information to: 
a) Canada on-site support representatives (e.g. outside the NCR), and 
b) Canada Level 2 and Level 3 Support representatives for infrastructure and applications.  

(4) The JUS Service Desk Service must provide Self Service access to Canada Service Managers 
to be able to be able to view and update information and run management reports.  

(5) The JUS Service Desk Service must provide access to all Service Channels in the official 
language of choice (English or French) of any Canada representative. 
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2.6 HDS Service Desk Service Personnel Training 
(1) The Contractor must provide at no additional cost to Canada all training the JUS Service Desk Service 

personnel requires to fulfil their duties with competence and effectiveness at all times during the 
Contract Period. 

(2) The Contractor must ensure that JUS Service Desk Service personnel skills remain current with the 
evolving technical and application environment that the Contractor is responsible to support as part of 
the JUS Service Desk Service. 

(3) The Contractor must ensure that JUS Service Desk Service personnel continuous training activities do 
not impact the Service Level Targets. 
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3 SERVICE REQUIREMENTS

3.1 Initial Contact Management Requirements 
(1) The JUS Service Desk Service must be available as a primary point of contact to Authorized End 

Users to report Incidents or submit Service Requests. The secondary point of contact to the JUS 
Service Desk Service will be the Service Delivery Portal. 

(2) The JUS Service Desk Service must track the initial contact with End Users for a new Incident or 
Service Request for all Service Channels. At minimum, the following End User information must be 
captured for every contact: 
a) name;  
b) telephone number; 
c) location; 
d) organization; 
e) asset number; 
f) time and date of the contact; and 
g) purpose of the contact.  

(3) The JUS Service Desk Service must provide the End User with an Incident Number or Service 
Request Number, and retain and update the information captured in the above requirement for future 
reference when the End User contacts the JUS Service Desk Service in the future.     

(4) As a minimum, the JUS Service Desk Service must: 
a) receive Incident Tickets and Service Requests from End Users from one of the Service 

Channels; 
b) for Incidents submitted on an Alternate Service Channel, the JUS Service Desk Service 

must call the End User; 
c) data enter and perform a quality assurance check on the Incident Ticket and the Service 

Request information provided by the End User to ensure it is correct;   
d) begin efforts to resolve the Incident; 
e) escalate to an appropriate Level 2 and Level 3 Support representative to resolve the 

Incident or provide the requested service, if required; 
f) report Incidents or Service Requests to external service desks using one of the following 

methods as specified by Canada: 
i) enter Incidents and Service Request information into a service delivery portal 

provided by the external service desk;  
ii) forward (via email) Incidents and Service Request information to the external 

service desk email address; and 
iii) provide Incidents and Service Request information to the external service desk by 

telephone; 
g) maintain contact with the End User and all assigned support representatives throughout 

the entire process to confirm completion (for both Incident Tickets and Service Requests);  
h) ensure all information relating to the Incident Tickets and Service Requests is captured in 

the Service Delivery Portal; and 
i) issue bilingual communications to End Users, as approved by Canada, concerning issues 

and changes which affect the IT infrastructure (e.g. planned server downtime).  
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3.2 Incident Management 
(1) The JUS Service Desk Service must address, as a minimum, the following Incident Management 

actions: 
a) open (or update, as appropriate) an Incident Ticket and record information concerning the 

Incident, including, as a minimum, the information identified in the General SOW, Annex 
A, subsection Incident Management; 

b) attempt to resolve Incidents using scripts and the desktop management tool (e.g. Remote 
Control);

c) report Prohibited Software to Canada when detected on an End User Device as part of 
ongoing support activities;  

d) manage the support process from reporting through resolution, ensuring that all Incidents 
are given an appropriate level of attention, escalated to higher support resources when 
necessary, and are resolved in an efficient and timely manner; 

e) report the resolution of the Incident back to the originating End User and ensure they are 
satisfied that the Incident has been resolved; 

f) ensure that Incident Tickets are properly completed including Incident description, 
resolution efforts, and all contact information; 

g) close the Incident Ticket; 
h) update the Knowledge Repository with information related to Incident resolution when 

appropriate; and 
i) review lessons learned from ongoing Incident handling activities and implement resulting 

corrective measures to Incident response procedures, training, and testing and exercises. 
(2) For the support of Hardware, the JUS Service Desk Service must address, as a minimum, the 

following actions: 
a) troubleshoot the usage and operation of the Hardware (how to questions);  
b) track lost or stolen Hardware;  
c) assist with basic instruction on the replacement of media for the Device; and 
d) assist with the support of the migration of settings during equipment evergreening.  

(3) For the support of Software, the JUS Service Desk Service must address, as a minimum, the 
following actions: 
a) troubleshoot the usage and operation of the Software (how to questions);  
b) assist with security updates and notifications;  
c) assist with installation and de-installation of the Software, Software Patches and security 

updates; and 
d) assist with the support of the migration of Software and settings, including shortcuts, 

during technology refresh. 
(4) For the support of business applications, the JUS Service Desk Service must address, as a 

minimum, the following actions: 
a) execute Canada-provided support scripts for resolving issues with the supported business 

applications; and  
b) provide End User assistance with the installation and de-installation of the software and 

related patches, and security updates, as required. 
(5) The JUS Service Desk Service must perform password resets for End User Accounts on 

Canada LAN using active directory native administration functions or another active directory 
administration tool that could be provided by Canada.   

(6) The JUS Service Desk Service must perform password reset for End User Accounts on the 
Service Delivery Portal. 

(7) The JUS Service Desk Service must perform Incident Management according to the JUS HDS 
Services Managed Service Incident Management process (refer to General SOW, Incident 
Management subsection). 
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3.3 Service Request Management 
(1) The JUS Service Desk Service must address, as a minimum, the following actions related to 

Service Request management: 
a) accept and update as appropriate a Service Request and record additional information 

concerning the Service Request, including, but not be limited to, the following information 
fields:
i) Service Request Number; 
ii) Service Request type; 
iii) date and time Service Request received; 
iv) date and time Service Request assigned; 
v) date and time Service Request closed; 
vi) related Service Requests; 
vii) End User details; 
viii) Service Request details; 
ix) equipment details; 
x) actions taken; and 
xi) Service Request assignee. 

b) report the completion of the Service Request back to the originating End User and ensure 
they are satisfied with the completion of the Service Request; 

c) ensure that Service Request records are properly completed including description and 
contact information; and  

d) close the Service Request. 

3.4 End User Assistance and Frequently Asked Questions  
(1) The JUS Service Desk Service must provide End Users with tips or answers to Frequently 

Asked Questions (FAQs) as approved by Canada. 
(2) The JUS Service Desk Service must maintain FAQs and publish training and education 

reference materials, as approved by Canada, on the Service Delivery Portal for End Users to 
access for Self Service support. 

3.5 Other IT Service Management Activities 

3.5.1 Problem Management 

(1) The JUS Service Desk Service must link Incidents to existing or new Problems as requested by 
the Canada. 

(2) The JUS Service Desk Service must participate in Problem Management in compliance with the 
Problems Management process (refer to General SOW, Problem Management subsection). 

3.5.2 Change Management 

(1) The HDS Service Desk Service must participate in Change Management in compliance with the 
Change Management process (refer to General SOW, Change Management subsection). 

3.5.3 Release Management 

(1) The HDS Service Desk Service must coordinate the communications for a Supported HDS 
Software release to affected End Users, as specified by Canada. 

(2) The HDS Service Desk Service must participate in Release Management in compliance with the 
Release Management process (refer to General SOW, Release Management subsection). 
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3.5.4 Configuration Management, Asset Management and Software License Management 

(1) The HDS Service Desk Service must ensure that updates to the Asset Management, Software 
License Management and Configuration Management Database (CMDB) repositories are 
completed as a result of IT Service Management processes.  

3.6 Customer Satisfaction Management 

3.6.1 Customer Satisfaction

(1) The JUS Service Desk Service must measure End User satisfaction levels with respect to the 
performance of the JUS HDS Services by requesting End Users to complete a Customer 
Satisfaction Measurement Survey for Incidents and Service Requests. 

(2) The JUS Service Desk Service must make the Customer Satisfaction Measurement Survey 
available to End Users using the Service Delivery Portal.  

(3) In addition to any End-User Customer Satisfaction Measurement Survey requirements set in 
3.6.2, the Contractor must at Canada’s request, but not more often than once quarterly, conduct 
End-User Satisfaction surveys. The Contractor’s proposed Customer Satisfaction Measurement 
Surveys (including the underlying instrument(s), methodology and survey plan) is subject to 
Canada’s review, comments and approval, and must cover a representative sample of the End-
Users. Canada will provide reasonable assistance to the Contractor to:  
a) identify the appropriate sample of End-Users;  
b) distribute the Customer Satisfaction Measurement Surveys; and  
c) encourage participation by such End-Users in order to obtain meaningful results.  

(4) The Contractor must report the results of the Customer Satisfaction Measurement Surveys 
separately from each of the End-Users or groups of End-Users as may be specified by Canada, 
and the Contractor must conduct a review session of the results of each Customer Satisfaction 
Measurement Survey with Canada within 30 FGWDs following the mutually agreed deadline for 
completion and return of the Customer Satisfaction Measurement Survey.  

(5) Not later than 30 FGWDs following each review session, the Contractor must provide to Canada 
an action plan for addressing any problem areas identified in the Customer Satisfaction 
Measurement Survey results. 

3.6.2 Customer Satisfaction Measurement Plan 

(1) The Contractor must submit a customer satisfaction measurement plan before the end of the 
Operational Readiness Phase (see Annex A General SOW, Operational Readiness Phase 
subsection) for approval by Canada that describes the method to perform the Customer 
Satisfaction Measurement Survey including: 
a) defining measurable objectives to be achieved;
b) defining the different questionnaires and their purpose; 
c) defining the questions that will be asked; 
d) defining the rules for soliciting End Users (i.e. each Incident, random, periodic, etc.); and 
e) defining the rules to interpret the results. 

(2) The Contractor must review the customer satisfaction measurement plan on an annual basis, 
and provide an assessment for approval by Canada within 20 FGWDs of the contract 
anniversary including: 
a) an assessment of the achieved objectives over the last year; 
b) recommended changes to improve the value of the customer satisfaction measurement 

plan; and 
c) an action plan to implement the recommended changes. 

(3) The Contractor must implement changes approved by Canada to the Customer Satisfaction 
Measurement Plan within 20 FGWDs of receiving Canada’s approval. 
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4 SERVICE DELIVERY PORTAL FUNCTIONALITY REQUIREMENTS
(1) The Contractor must deliver the Service Delivery Portal requirements below.  

4.1 Solution Hardware, Software and Facilities 
(1) The Contractor must supply all Hardware and Software, except Government Furnished 

Equipment (GFE), for the Service Delivery Portal. 
(2) The Service Delivery Portal infrastructure must be located at Contractor SDPs.  

4.2 Knowledge Management – Knowledge Repository 
(1) The Contractor must provide a knowledge management solution that will capture and make 

available a Knowledge Repository documenting Incident resolution, Known Errors, procedural 
instructions, Frequently Asked Questions and other pertinent information. 

(2) The Knowledge Repository must offers real, accurate, and context-aware content to the End 
User by using a probable context and associated knowledge (End-Users' profile information, 
recent searches, related Incidents, etc.) to inform the End User and to prioritize the correct 
answer for faster, individualized searching. 

(3) The context-aware Knowledge Management Platform is based on data discovery analytics tool 
with the capability to automate knowledge additions where data can be streamlined, integrated, 
or leveraged to make the JUS Service Desk Service more efficient. 

4.3 Service Delivery Portal – End User Functionality  
(1) The Service Delivery Portal must allow an End User to create an Incident Ticket or a Service 

Request and submit it to the JUS Service Desk Service.  
(2) The Service Delivery Portal must allow an End User to view the current status of an Incident 

Ticket or Service Request where they are the originator.  
(3) The Service Delivery Portal must provide a means for an End User to look up Known Errors, 

procedural instructions, Frequently Asked Questions and other pertinent information in a 
Knowledge Repository in order to obtain their own support using a Self Service approach with 
the objective of reducing the number of Incidents reported to the JUS Service Desk Service.  

(4) The Service Delivery Portal must provide a means for an End User to view important system 
notifications, service status and dashboard of happening Incidents as published by the JUS 
Service Desk Service.   

4.4 Cognitive virtual service – Virtual Assistant 
(1) The Service Delivery Portal must provide a virtual chat as a Self Service combining an 

interactive, intelligent virtual assistant with the Web-Chat support to interpret an End User’s 
needs through intelligent analysis of Web-Chat, and to offer instant, precise and automated 
answers. 

(2) The Service Delivery Portal virtual assistant must deliver answers from the Knowledge 
Repository or tap into a variety of data sources to respond intelligently to an End User query. 

(3) Both open and closed Web-Chat sessions can automatically be converted to Incident Tickets or 
Service Requests with the entire Web-Chat history logged in the Incident Tickets. 

(4) The Service Delivery Portal virtual assistant must offer a call back or other form of support to the 
End User if an answer or solution cannot be found. i.e. intelligently route chat sessions to live 
Level 1 Support agents when End Users need a more personal touch or create a conventional 
JUS Service Desk Service Incident Ticket through the same interface. 

(5) The deployment plan and schedule will be determined after contract award and mutually agreed 
between Canada and the Contractor 
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4.5 Service Delivery Portal – Level 2 or Level 3 Support Representative 
Functionality 
(1) The Service Delivery Portal must allow a Level 2 or Level 3 Support representative (e.g. Level 2 

JUS On-Site Support Service or Application Support representative) to create an Incident Ticket 
or a Service Request and submit it to the JUS Service Desk Service.  

(2) The Service Delivery Portal must allow a Level 2 or Level 3 Support representative to view the 
current status or update an Incident Ticket or Service Request that has been assigned to them.  

(3) The Service Delivery Portal must provide a means for a Level 2 or Level 3 Support 
representative to look up Known Errors, procedural instructions, Frequently Asked Questions 
and other pertinent information in a Knowledge Repository.  

(4) The Service Delivery Portal must allow a Level 2 or Level 3 Support representative to create and  
update a Change Request, a Problem Ticket, a Release Record, an Asset Management Record, 
a Software License Record, or a configuration item.  

4.6 Service Delivery Portal – Service Manager Functionality 
(1) The Service Delivery Portal must allow a Canada Service Manager to create an Incident Ticket 

or a Service Request and submit it to the JUS Service Desk Service.  
(2) The Service Delivery Portal must allow a Canada Service Manager to view the current status of 

any Incident Ticket or Service Request.  
(3) The Service Delivery Portal must allow a Canada Service Manager to change the priority of any 

Incident Ticket.  
(4) The Service Delivery Portal must allow a Canada Service Manager to perform queries or access 

a report (as defined in the Statement of Work).  
(5) The Service Delivery Portal must allow a Canada Service Manager to create and update a 

Change Request, a Problem Ticket, a Release Record, an Asset Management Record, a 
Software License Record, or a configuration item record.   
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5 TRAINING REQUIREMENTS
(1) The Contractor must provide on-line training in both English and French to familiarize Canada 

with the operation of the Service Delivery Portal.  This includes End Users, Service Managers 
and Level 2 and Level 3 Support representatives.  

(2) The Contractor must update the on-line training when there is a major release upgrade of the 
Service Delivery Portal within 30 FGWDs of obtaining approval to proceed with the release 
upgrade.



DR
AF
T

JUS HDS Services - Annex A: SOW General Protected B 
Appendix A to Annex A - Service Domain: JUS Service Desk Service 

6 SERVICE LEVEL TARGETS

6.1 Service Level Targets for the Service Delivery Portal 
(1) The JUS Service Desk Service must comply with the following Service Level Targets (refer to 

Annex A: General SOW, subsection Service Level Targets) for the JUS Service Desk Service 
requirements for the Service Delivery Portal: 
a) SLT-SDP-MSOT (Service Delivery Portal Maximum Service Outage Time); and 
b) SLT-SDP-MTTR (Service Delivery Portal Maximum Time to Restore Service). 

6.2 Service Level Targets for Attended Mode 
(1) The JUS Service Desk Service must comply with  the following Service Level Targets (refer to 

Annex A: General SOW, subsection Service Level Targets) for all Standard Service Level Plan 
End Users during attended mode: 
a) SLT-SD-MTA (Service Desk Maximum Time to Answer); 
b) SLT-SD-MTOH (Service Desk Maximum Time on Hold); 
c) SLT-SD-MTTE-1 (Service Desk maximum Time to Escalate - Standard); 
d) SLT-SD-MTRASCI (Service Desk Maximum Time to Respond to Alternative Service 

Channel Incidents; 
e) SLT-SD-MML1RR (Service Desk Minimum Level 1 Resolution Rate; and 
f) SLT-SRF (Service Request Fulfilment). 

(2) The JUS Service Desk Service must comply with the following Service Level Targets (refer to 
Annex A: General SOW, subsection Service Level Targets) for all Premium Service Level Plan 
End Users during Attended Mode: 
a) SLT-SD-MTA (Service Desk Maximum Time to Answer; 
b) SLT-SD-MTOH (Service Desk maximum Time on Hold; 
c) SLT-SD-MTTE-2 (Service Desk Maximum Time to Escalate Premium); 
d) SLT-SD-MTRASCI (Service Desk Maximum Time to Respond to Alternative Service 

Channel Incidents; 
e) SLT-SD-MML1RR (Service Desk Minimum Level 1 Resolution Rate; and 
f) SLT-SRF (Service Request Fulfilment). 

6.3 Service Level Targets for Unattended Mode 
(1) The HDS Service Desk Service must have the following Service Level Targets (refer to Annex A: 

General SOW, subsection Service Level Targets) for all End Users during Unattended Mode: 
a) SLT-SD-MTRASCI (Service Desk Maximum Time to Respond to Alternative Service 

Channel Incidents. 

6.4 Service Level Targets for End User Satisfaction 
(1) The HDS Service Desk Service must have the following Service Level Targets (refer to Annex A: 

General SOW, subsection Service Level Targets) for the HDS Service Desk Service 
requirements for the End User Satisfaction: 
a) SLT-SD-MEUSR (Service Desk Minimum End User Satisfaction Rate) 
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7 REPORTING AND DOCUMENTATION REQUIREMENTS
(1) The Contractor must define the content and format of reports and documentation in consultation 

with Canada and subject to Canada’s approval and acceptance before acceptance of the JUS 
HDS Services.

(2) Unless indicated otherwise, the Contractor must provide reports in English in a format specified 
by Canada. All JUS HDS Services reports and documentation produced by the Contractor must 
be accessible from the Service Delivery Portal unless otherwise indicated by Canada. 

7.1.1 Service Delivery Portal Documentation 

(1) The Contractor must provide electronic copies of User Guides for the operation of the Service 
Delivery Portal in English and French. It must include the following:  
a) structure, content and usage instructions; and 
b) menu, data entry forms and report screen shots. 

7.1.2 Service Desk Activity Report - Monthly 

(1) The Contractor must provide a service desk activity report which is to be made available to 
Canada on a monthly basis within five FGWDs of the end of the previous month. 

(2) The service desk activity report must include the following current monthly statistics, and the 
previous 12 months statistics: 
a) number and percentage of Contacts, by region;  
b) number and percentage of Contacts by Service Channel, by region 
c) number and percentage of Contacts, by Incident, Service Request, and End User 

Assistance (FAQ), by region; 
d) average number of Contacts per End User, by region (displayed as a bar chart graph);  
e) number and percentage of Incidents, by priority, by level resolved (including application 

and other infrastructure support groups), by region;  
f) number of Incidents open at the end of period, by priority, by region;  
g) number and percentage of Service Requests, by level completed (including application 

and other infrastructure support groups), by region;  
h) number of Service Requests open at the end of period, by region;  
i) number of Customer Satisfaction Surveys taken, by region;  
j) Customer Satisfaction Survey results, by region; and 
k) number of queries against the Self-Service Knowledge Repository.  

(3) The monthly Service Desk Activity Report must include the following current monthly statistics,: 
a) number of Incidents by top 10 Incident category; 
b) number of Service Requests by top 10 Service Request category; and 
c) number of queries by the top 10 topics on the Self-Service Knowledge Repository. 
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1 INTRODUCTION
(1) This section and is provided for information only. 
(2) The JUS On-Site Support Service established by the Contractor will be responsible for accepting 

and resolving Incidents and Service Requests assigned to it from the JUS Service Desk Service. 
In conjunction with the JUS Service Desk Service, the JUS On-Site Support Service will act as 
the primary support group for the End User community and as such is expected to handle the 
vast majority of support requirements. The JUS On-Site Support Service will perform the duties 
of a Level 2 Support group. 

(3) JUS On-Site Support Service Objectives: 
a) To handle Incident Tickets and Service Requests that require physical access to the 

device;
b) To deliver warranty and post-warranty hardware repair and replacement; 
c) To restore normal service operation as quickly as possible with minimum disruption to End 

Users, thus ensuring that the best achievable levels of service and availability are 
maintained;

d) To assist the Service Desk in managing information concerning the Incidents and 
Problems affecting the equipment, and be responsible for problem trend analysis; and 

e) To help identify and lower the overall cost of ownership for Information Technology 
(IT)Services as a whole. 

(4) This annex describes the requirements for the JUS On-Site Support Service. 
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2 JUS ON-SITE SUPPORT SERVICE
(1) The JUS On-Site Support Service is one of the JUS HDS Services. When ordered by Canada, 

by issuing a Service Order, the JUS On-Site Support Service, as managed and implemented by 
the Contractor, must meet or exceed all of the requirements listed in this section of the 
Statement of Work (SOW), in the balance of the SOW and elsewhere in the Contract prior to 
acceptance by Canada and during the entire period specified in each Service Order. 

(2) The Contractor must supply all hardware, software and tools, except Government Furnished 
Equipment, for the JUS On-Site Support Service. 

(3) The JUS On-Site Support Service personnel can be located at Canada Service Delivery Points 
as agreed to with Canada.  

2.1 Service Catalogue Items 
(1) The Contractor must provide a SCI:OSS-User which allows an End User to be supported by the 

JUS On-Site Support Service (one user per SCI) as specified by Canada in a Service Order.  
(2) The following Feature Profile definitions pertain to the Service Catalogue Items (SCIs) for the 

JUS On-Site Support Service: 
a) Premium Service Level Plan for up to 4% of the cumulative number of SCI:OSS-User 

ordered with Service Orders; and 
b) Standard Service Level Plan for the remainder of the SCI:OSS-User. 

(3) The Contractor must provide the Premium Service Level Plan to End Users identified by 
Canada. These End Users are for example:  
a) high-level executives; 
b) resources working on a high-profile file or project; and 
c) resources responsible for mission-critical work. 

2.2 Coverage Area and Standard Hours of Service 
(1) The Contractor must provide the JUS On-Site Support Service, within the National Capital 

Region, in Canada Service Delivery Points and in other locations as specified by Canada from 
time to time. 

(2) The Contractor must provide the JUS On-Site Support Service from 7:00 ET to 18:00 ET on 
FGWDs.

2.3 Personnel 
(1) The Contractor must staff the JUS On-Site Support Service with personnel with the right skills, in 

the right quantity, at the right time and at the right place to meet the Service Level Targets. 
(2) The Contractor’s JUS On-Site Support Service personnel must be bilingual, highly qualified 

technical professionals with exemplary client-service skills to interact directly with End Users. 

2.3.1 Continuous Training 

(1) The Contractor must provide at no additional cost to Canada all training that the JUS On-Site 
Support Service personnel require to fulfil their duties with competence and effectiveness at all 
times during the Contract period. 

(2) The Contractor must ensure that JUS On-Site Support Service personnel skills remain in synch 
with the evolving technical environment the Contractor is responsible to support as part of the 
JUS On-Site Support Service. 

(3) The Contractor must ensure that JUS On-Site Support Service personnel continuous training 
activities do not impact the Service Level Targets. 
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3 ON-SITE SUPPORT
(1) The JUS On-Site Support Service must provide services to End Users in the official language 

(English or French) of their choice 100% of the time. 
(2) The JUS On-Site Support Service must provide Level 2 Support by resolving Incidents and 

performing Service Requests for hardware and software identified in the following tables in 
Appendix C: Standard Hardware and Software List: 
a) Table 2 – Hardware list; 
b) Table 3 – OS Image; and 
c) Table 4 – Software list L2. 

3.1 Service Remediation 
(1) The JUS On-Site Support Service must accept and resolve Incidents. 
(2) The JUS On-Site Support Service must exclusively work on Incident Tickets assigned by the 

JUS Service Desk Service or the Service Manager, with the exception of Premium Service Level 
Plan End Users for whom the Incident Ticket may be created after the fact. 

(3) The JUS On-Site Support Service must prioritize its support according to the priority of the 
Incident Ticket (refer to General SOW, Incident Management subsection) where Incidents with 
the highest priority are resolved first. 

(4) The JUS On-Site Support Service must re-prioritize its support when the Priority Code of an 
Incident Ticket is changed. 

(5) Upon receiving an Incident, the JUS On-Site Support Service must: 
a) assign the Incident Ticket to a JUS On-Site Support Service representative; 
b) confirm acceptance of the Incident Ticket to the JUS Service Desk Service; 
c) contact the appropriate End User and/or other Canada representative(s) to confirm the 

assignment; 
d) visit the End User’s location or other appropriate location from which to begin efforts to 

resolve the Incident; 
e) provide on-site technical / functional assistance including coaching (e.g. “how to” 

questions) to End Users; 
f) co-operatively work with Canada and any other third parties as requested by Canada to 

resolve Incidents; 
g) involve other resolution groups as required, and supervise progress to ensure that 

resolution efforts respect applicable warranties, Service Level Targets, and industry best 
practices; 

h) retain responsibility for resolving the Incident and updating the Incident Ticket unless 
otherwise directed or until assigned to another resolver group, regardless of the 
participation of any other support group or individual; 

i) comply to prescribed escalation procedures for all Incident types; 
j) notify the appropriate Canada representative(s) if and when a Service Level Target is 

about to be missed, or if Incident resolution efforts were not completed successfully within 
the same FGWD; 

k) maintain contact with the affected End User, JUS Service Desk Service, all involved 
support resources, and other Canada representatives as necessary and act as the focal 
point for all information and coordination throughout resolution efforts; 

l) provide alternatives to End Users, using available spare inventory devices provided by 
Canada, when their computers, printers, or other devices are expected to be unavailable 
for longer than one FGWD, or less for critical situations; 

m) report the resolution of the Incident to the appropriate End User and/or other Canada 
representative(s) and ensure that the End User is satisfied with the resolution prior to 
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terminating efforts; 
n) conduct appropriate testing to ensure that the work was completed properly; 
o) update the Incident Ticket promptly according to the Service Level Targets; and 
p) ensure that all applicable procedures, standards and quality controls have been adhered 

to.

3.2 Break/Fix 
(1) The JUS On-Site Support Service must provide warranty hardware repair and replacement 

services for all devices covered by a warranty.  
(2) The JUS On-Site Support Service must provide post-warranty hardware repair and replacement 

services for all devices not covered by a warranty.  
(3) The JUS On-Site Support Service must provide replacement parts and Canada will reimburse 

the Contractor for the replacements of non-warranty parts as per SCI:PartsHandingFee. 
(4) When directed by Canada, the JUS On-Site Support representative must return to a Canada 

representative a failed hard disk. The replacement hard disk will be considered a non-warranty 
part provided that by not returning the original hard disk constitutes a non compliance to the 
terms and conditions of the manufacturer’s warranty. 

(5) The JUS On-Site Support Service must perform appropriate troubleshooting (including running 
of diagnostics, if necessary) in order to ensure that the approach to resolve the Incident is the 
fastest method of allowing the affected End User(s) to return to work. 

(6) When it is necessary to replace a faulty component while delivering warranty or non-warranty 
services: 
a) all replacement equipment will conform to standards as specified by Canada; or 
b) if it is not possible to replace the faulty component with a standard component, the 

Contractor will propose an alternative to Canada and obtain approval from an authorized 
Canada representative prior to completing the work. 

(7) The JUS On-Site Support Service must conclude repairs with quality control steps to ensure 
that:
a) all applicable procedures and standards have been adhered to; 
b) any and all software drivers required by the affected equipment have been properly 

installed;
c) the malfunctioning equipment has been fully tested; 
d) hard disk to be returned to Canada are securely returned; 
e) the equipment is returned to the Service Delivery Point contact person in an operational 

state;
f) any required form has been filled-in; and 
g) the repair resolution is documented in the Incident Ticket. 

(8) The Contractor must manage the warranty claims with the manufacturers of the equipment. 

3.3 Service Requests 
(1) The JUS On-Site Support Service must accept and execute Service Requests (refer to General 

SOW, subsection Service Request – Maximum Time to Fulfil) assigned to it from the JUS 
Service Desk Service. 

(2) All Work performed as part of technology refreshes (see Technology Refresh subsection) must 
be provided by the Contractor at no additional cost to Canada and must not be included in the 
Service Request metrics.  

3.4 Preventive Maintenance 
(1) The JUS On-Site Support Service must visit printers semi-annually to perform preventative 

maintenance including: 
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a) inspecting ozone filters and static eliminator teeth, and cleaning the fuser unit; 
b) inspecting paper pickup rollers for dust, glazing and cracks and replace rollers when they 

become shiny and appear "glazed";  
c) inspecting separation pads for dust, glazing and cracks and replace rollers, together with 

pickup rollers, when they become shiny and appear "glazed"; 
d) cleaning dirty transfer rollers;  
e) inspecting mirrors for dust build- up;  
f) inspecting the fuser assembly rollers for marks and replace if marks are present; 
g) ensuring printers are functioning as expected; 
h) creating an Incident Ticket if the printer needs to be repaired; and 
i) where applicable, applying Software upgrades, patches and / or firmware updates to 

printers. 
(2) The JUS On-Site Support Service must visit boardrooms quarterly to perform preventative 

maintenance on multimedia equipments including: 
a) inspecting, adjusting and cleaning equipment as required; 
b) cleaning or replacing dust filters in equipment as required; 
c) checking bulb life and recommending replacement as required; 
d) checking image settings and adjusting as required; 
e) changing batteries in remote controls, keyboards and mice; 
f) ensuring appropriate signage regarding the equipment located in the boardroom; 
g) ensuring equipment inventory for the boardroom is accurate and up to date; 
h) ensuring equipment is functioning as expected; and 
i) where applicable, applying Software upgrades, patches and / or firmware updates to 

multimedia boardroom equipment. 

3.5 Technology Refresh (Evergreening) 
(1) The JUS On-Site Support Service must, at no additional cost to Canada, perform technology 

refreshes according to the following schedule: 
a) desktop and laptops every 4 years; 
b) monitors every 6 years; and 
c) printers every 6 years. 

(2) The number of years is calculated from the in-service date of the device. However, Canada 
reserves the right to modify the life of an asset. 

(3) The Contractor must prepare an annual report for approval by Canada, within 30 FGWDs of a 
request by Canada, identifying devices that need to be refreshed during the upcoming fiscal 
year.

(4) The JUS On-Site Support Service must prepare for Canada an annual refresh plan for the 
devices approved by Canada describing the monthly refresh schedule to be performed. 

(5) The JUS On-Site Support Service must perform the Device Deployment for the devices as per 
the refresh plan approved by Canada (see section below). 

3.6 Device Deployment 
(1) The JUS On-Site Support Service must deploy devices based on a scheduled Technology 

Refresh approved by Canada. 

3.6.1 Deployment Planning 

(1) The JUS On-Site Support Service must confirm the deployment schedule with the End User 
and/or Canada coordinator. 
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3.6.2 Device Assembly 

(1) The JUS On-Site Support Service must unpack, configure and test the device. 
(2) For End User Devices, the JUS On-Site Support Service must: 

a) install the base Operating System Image; 
b) apply configuration settings; 
c) install any required additional software packages; and  
d) execute the disk encryption software, included in the base OS image, for portable devices 

and let it run unattended until completion of the full disk encryption.  
(3) The JUS On-Site Support Service must dispose of all product containers and materials in the 

appropriate location as per the requirements of each Service Delivery Point, if applicable. 

3.6.3 Device Installation 

(1) The JUS On-Site Support Service must deliver and install the new device at the End User 
location or another location specified by Canada. 

(2) The JUS On-Site Support Service must provide orientation information, approved by Canada, to 
newly activated End Users or when hardware is added to ensure that they have a 
comprehensive understanding, and expand upon the information as necessary. 

(3) The JUS On-Site Support Service must ensure the new device performs as expected. 

3.6.4 Data and Settings Migration 

(1) In the case of a End User device replacement, the JUS On-Site Support Service must: 
a) provide the End User with End User-specific information as to what installed software will 

be transferred from the old device to the new device; and 
b) migrate all End User data and settings from the old device to the new device and record 

changes from the initial assessment with the End User.  
(2) The JUS On-Site Support Service must obtain Canada approval for any deviation from Canada 

standards (Appendix C: Standard Hardware and Software List). 

3.6.5 Device Disposal 

(1) The JUS On-Site Support Service must promptly prepare retired devices including: 
a) moving the retired devices from the End User location into a storage area identified by 

Canada at the Service Delivery Point and retain the retired devices for 2 weeks; 
b) performing secure erasure of storage devices, using an RCMP-approved software 

application / process; 
c) coordinating the return of equipment to Crown Assets or the Computer for Schools 

Program following the established Canada process where Canada pays shipping costs; 
and

d) aggregating surplus assets in a Service Delivery Point specified by Canada. 

3.6.6 Completion 

(1) The JUS On-Site Support Service must sign-off the work completion form with the End User or 
Canada representative, including the hardware disposal form, if applicable. 

(2) The JUS On-Site Support Service must follow up with the End User or the Canada 
representative within 48 hours via e-mail or Service Delivery Portal to reconfirm the deployment 
was well performed and the device is running smoothly. 

(3) The JUS On-Site Support Service must record the follow-up and close the Service Request. 

3.7 Multimedia Support 
(1) The JUS On-Site Support Service must resolve multimedia related Incidents and perform 
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multimedia Service Requests. 
(2) The JUS On-Site Support Service is responsible for visiting each boardroom on a monthly basis 

to ensure that the equipment is operating properly. The frequency of visit must be adjusted as 
required to ensure the boardroom multimedia equipment is operating as required when Canada 
uses them, and any recurring issues must be reported to Canada so that they can be addressed. 

(3) The JUS On-Site Support Service must facilitate all warranty repairs with the manufacturer 
including:
a) obtaining spare parts or a Return Merchandise Authorization (RMA); 
b) shipping the defective product back to the manufacturer and obtaining replacements; and 
c) facilitating on-site replacement or servicing of under-warranty defective equipment.  

3.8 IT Service Management 
(1) The JUS On-Site Support Service must participate in Incident Management, Problem 

Management, Configuration Management, Change Management, Release Management, 
Configuration Management, Asset Management and Software License Management when these 
processes require on-site contact. 

3.8.1 Incident Management 

(1) The JUS On-Site Support Service must perform Incident Management according to the HDS 
Managed Service Incident Management process (refer to General SOW, Incident Management 
subsection). 

3.8.2 Problem Management 

(1) The JUS On-Site Support Service must participate in Problem Management in compliance with 
the Problems Management process (refer to General SOW, Problem Management subsection). 

3.8.3 Change Management 

(1) The JUS On-Site Support Service must participate in Change Management in compliance with 
the Change Management process (refer to General SOW, Change Management subsection). 

3.8.4 Release Management 

(1) The JUS On-Site Support Service must participate in Release Management in compliance with 
the Release Management process (refer to General SOW, Release Management subsection). 

3.8.5 Configuration Management, Asset Management and Software License Management 

(1) The JUS On-Site Support Service must participate in Configuration Management in compliance 
with the Configuration Management process (refer to General SOW, Configuration Management 
subsection). 

(2) The JUS On-Site Service must ensure that updates to the Asset Management, Software License 
Management and Configuration Management information in the Configuration Management 
Database (CMDB) repository are made as a result of IT Service Management processes.  

(3) The JUS On-Site Support Service is responsible for supporting IT Asset Management and 
Software License Management by: 
a) registering software licences in the CMDB when deploying new software components; 
b) registering IT-related products in the CMDB when deploying new components; 
c) maintaining the identification of registered workstations, monitors, printers, scanners, 

blackberries, etc; 
d) managing asset disposal in accordance with Canada procedures, policies and regulations; 
e) assisting Canada with a physical audit as required; 
f) complying with Canada policies and guidelines for physical security of computer assets; 
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and
g) performing asset assignment for End Users by updating the CMDB. 
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4 TRAINING
(1) The Contractor must provide training on its JUS On-Site Support Service processes, procedures 

and tools to Canada Regional On-Site Support Personnel using web-based training technology. 
(2) The Contractor must provide three (3) half day virtual interactive training sessions to regions in 

English and French every year. 
(3) The Contractor must provide copies of the JUS On-Site Support Service processes, procedures 

and tool user guides on the Service Delivery Portal. 
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5 SERVICE LEVEL TARGETS
(1) The JUS On-Site Support Service must have the following Service Level Targets (refer to Annex 

A: General SOW, subsection Service Level Targets) for the Standard Service Level Plan: 
a) SLT-OSSMTOS-1 (On-Site HDS Support Maximum Time On-Site Standard); 
b) SLT-ESSMTR-1 (On-Site HDS Support Maximum Time to Restore Standard). 

(2) The JUS On-Site Support Service must have the following Service Level Targets (refer to Annex 
A: General SOW, subsection Service Level Targets) for the Premium Service Level Plan: 
a) SLT-OSSMTOS-2 (On-Site HDS Support Maximum Time On-Site Premium); 
b) SLT-ESSMTR-2 (On-Site HDS Support Maximum Time to Restore Premium). 
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6 REPORTING
(1) The JUS On-Site Support Service must provide a monthly Device Deployment report to Canada 

in tabular and graphical format that includes : 
a) the number of devices scheduled for refresh; 
b) the number of devices refreshed; and 
c) the number of new devices installed. 

(2) The JUS On-Site Support Service must provide an adhoc Device Disposal report to Canada in 
tabular format that includes : 
a) device asset tag; 
b) device type;  
c) disposal date; 
d) disposal method; and 
e) disposal destination. 

(3) The JUS On-Site Support Service must provide a monthly Preventive Maintenance report to 
Canada in tabular format that includes : 
a) the asset number of the maintained device; 
b) the device type; 
c) the maintenance date; 
d) the asset location; 
e) resulting Incident Tickets if any; and 
f) the preventive maintenance performed. 

(4) The JUS On-Site Support Service must provide a monthly Multimedia Incident report to Canada 
in tabular format that includes : 
a) the Incident Ticket number; 
b) the Incident date; 
c) the affected boardroom; 
d) the affected equipment; 
e) the description of the Incident; and 
f) the Incident resolution. 
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1 INTRODUCTION
(1) This section is provided for information only. 
(2) The JUS Engineering Service established by the Contractor will be responsible for accepting 

and resolving Incidents and Service Requests assigned to them. In conjunction with the JUS 
Service Desk Service, the HDS On-Site Support Service and other Canada resolver groups, the 
JUS Engineering Service will act as the Level 3 Support group for Incidents requiring highly 
specialized technical skills and as such is expected to handle a small number of Incidents. The 
JUS Engineering Service will perform the duties of a Level 3 Support group for Operating 
System Images, software packages and the desktop management tools. 

(3) The JUS Engineering Service objectives are: 
a) to handle Incident Tickets that require advanced technical skills for software packages; 
b) to handle Service Requests to prepare software packages;  
c) to distribute software packages; 
d) to keep operating system (OS) images and software packages up-to-date; 
e) to patch devices; 
f) to restore normal service operation as quickly as possible with minimum disruption to End 

Users, thus ensuring that the best achievable levels of service and availability are 
maintained;

g) to assist the Service Desk in managing information concerning Problems, and be 
responsible for problem trend analysis; and 

h) to help identify and lower the overall cost of ownership for Information Technology 
(IT)Services as a whole. 

(4) This annex describes the requirements for the JUS Engineering Service. 
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2 JUS ENGINEERING SERVICE
(1) The JUS Engineering Service is one of the HDS. When ordered by Canada, by issuing a Service 

Order, the JUS Engineering Service, as managed and implemented by the Contractor, must 
meet or exceed all of the requirements listed in this section of the Statement of Work (SOW), in 
the balance of the SOW and elsewhere in the Contract prior to acceptance by Canada and 
during the entire period specified in each Service Order. 

(2) The Contractor must supply all hardware and software, except Government Furnished 
Equipment, for the JUS Engineering Service. 

(3) The JUS Engineering Service infrastructure must be located at Canada Service Delivery Points.  
(4) The Contractor must provide the JUS Engineering Service SCI:WES which allows Canada to 

obtain desktop engineering support services for its OS images and software packages. 

2.1 Coverage Area and Standard Hours of Service 
(1) The Contractor must provide the JUS Engineering Service in a Canada Service Delivery Point 

as agreed to between the Contractor and Canada. 
(2) The Contractor must provide the JUS Engineering Service from 8:00 ET to 17:00 ET on FGWDs. 

2.2 Personnel 
(1) The Contractor must staff the JUS Engineering Service with personnel with the right skills, in the 

right quantity, at the right time and at the right place to meet the Service Level Targets. 

2.2.1 Continuous Training 

(1) The Contractor must provide at no additional cost to Canada all training the JUS Engineering 
Service personnel require to fulfil their duties with competence and effectiveness at all time 
during the Contract period. 

2.3 Desktop Management Tool 
(1) The JUS Engineering Service must use the mandatory GFE Microsoft System Centre 

Configuration Manager (version specified by Canada), as the desktop management tool. 
(2) Canada will provide the security software required to secure the desktop management tool. 
(3) Canada will provide server hosting up to the OS level in Canada data centres and the Contractor 

must install the desktop management tool on these servers. 
(4) Canada will provide access to the management network from the servers so the Contractor can 

administer the desktop management tool. 
(5) Canada will provide access to the desktop management tool from the Contractor SDP using 

Canada’s secure remote access solution to allow the Contractor to remotely support End Users, 
to distribute software and to perform other required desktop administration actions. 

(6) The JUS Engineering Service must implement any out-of-the-box capability of the desktop 
management tool as specified by Canada from time to time. 

(7) The JUS Engineering Service must install and configure the desktop management tool to 
minimize the need to perform on-site work by implementing, at minimum, these capabilities: 
a) remote administration of devices; 
b) automatic distribution of OS Images; 
c) automatic distribution of patches; 
d) automatic distribution of upgrades; 
e) automatic distribution of software; 
f) self-service application store; 
g) device and user policy management; 
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h) asset auto-discovery; 
i) automatic collection of IT asset information on hardware and software licenses; and 
j) automatic collection of software usage. 

(8) The JUS Engineering Service must submit an implementation strategy for the desktop 
management tool before the end of the Operational Readiness Phase (see Annex A General 
SOW, Operational Readiness Phase subsection) for approval by Canada that includes: 
a) a list of Canada key requirements; 
b) a summary of key architecture driver requirements; 
c) an assessment of the currently installed desktop management tool; 
d) strategy to expedite the implementation; 
e) an option analysis for the implementation approach choosing upgrading or re-installing; 
f) a recommendation for the installation approach; and 
g) an implementation plan for the recommended approach. 

(9) The JUS Engineering Service must submit a design for the desktop management tool before the 
end of the Operational Readiness Phase (see Annex A General SOW, Operational Readiness 
Phase subsection) for approval by Canada. 

(10) The design for desktop management tool must include: 
a) an architecture and design of the various components with particular emphasis on the 

component interfaces; 
b) design specifications for all system interfaces between the desktop management tool and 

other components; and 
c) a deployment architecture that describes the allocation of logical service components to 

virtual and/or physical computing nodes and highlights the redundancy, scalability and 
security features of the architecture that support the achievement of all required service 
levels.

(11) The design for the desktop management tool must ensure that cryptographic solutions (e.g., 
VPN solutions, TLS, software modules, PKI, and authentication tokens where applicable) in use 
for the desktop management tool: 
a) use cryptographic algorithms and cryptographic key sizes and crypto periods that have 

been approved by Communications Security Establishment of Canada (CSEC), validated 
by the Cryptographic Algorithm Validation Program 
(http://csrc.nist.gov/groups/STM/cavp/), and are specified in ITSA-11E (http://www.cse-
cst.gc.ca/its-sti/publications/itsa-asti/itsa11e-eng.html) or in any subsequent version;  

b) be implemented in a Cryptographic Module, validated by the Cryptographic Module 
Validation Program (http://www.cse-cst.gc.ca/its-sti/services/industry-prog-industrie/cmvp-
pvmc-eng.html) to at least Federal Information Processing Standard (FIPS) 140-2 
validation at Level 1; and 

c) operate in FIPS Mode. 
(12) The design for desktop management tool must conform to network security zoning in 

accordance with IT Security Guidance (ITSG) ITSG-22 (http://www.cse-
cst.gc.ca/documents/publications/itsg-csti/itsg22-eng.pdf) and ITSG-38 (http://www.cse-
cst.gc.ca/documents/publications/itsg-csti/itsg38-eng.pdf). 

(13) The design for the desktop management tool must conform to security requirements, as 
specified by Canada, including but not limited to: 
a) role based access control with least privilege; 
b) separation of duties; 
c) integrity control of Canada software; 
d) prevent tampering with software images; 
e) secured remote control sessions; 
f) logging any action performed with the tool so it is fully auditable; 
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g) antivirus protection; 
h) data loss prevention; 
i) intrusion detection and prevention; 
j) white listing of applications; and 
k) persistent threat detection. 

(14) The JUS Engineering Service must implement the desktop management tool in compliance with 
the approved implementation methodology and design when requested by Canada after the 
Transition-In (see Annex A General SOW, Transition-In subsection). 

(15) The JUS Engineering Service must support and perform system management of the desktop 
management tool. 

(16) The JUS Engineering Service must resolve Incidents for the desktop management tool. 
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3 DEVICE ENGINEERING SUPPORT
(1) The JUS Engineering Service must provide Level 3 Support for the OS images and software 

installation packages identified in the following table in Appendix C: Standard Hardware and 
Software List: 
a) Table 3 – OS Image 
b) Table 5 – SCCM Packages L3 

(2) The scope of the JUS Engineering Service Level 3 Support the Contractor must provide is 
limited to OS Images and software installation packages distributed with the desktop 
management tool and to administrative functions that can be performed centrally with the 
desktop management tool. 

(3) For clarity, the JUS Engineering Service must not provide Level 3 Support for the software 
products. The support is limited to the OS Images and the installation packages. 

3.1 Service Remediation 
(1) The JUS Engineering Service must work on Incidents assigned to them. 
(2) The JUS Engineering Service must prioritize its efforts according to the priority of the Incident 

Ticket (see General SOW subsection Incident Management) where Incidents with the highest 
priority are resolved first. 

(3) Upon receiving an Incident assigned by the JUS Service Desk Service or the Service Manager, 
the JUS Engineering Service must: 
a) assign the Incident Ticket to a JUS Engineering Service representative; 
b) confirm acceptance of the Incident Ticket to the JUS Service Desk Service; 
c) contact the appropriate Contractor and/or other Canada representative(s) to confirm the 

assignment, if required; 
d) use the desktop management tool to attempt to remotely resolve the Incident if necessary; 
e) co-operatively work with Canada and any other third parties as requested by Canada to 

resolve Incidents as required; 
f) involve other resolution groups as required; 
g) report the resolution of the Incident to the appropriate Contractor and/or Canada 

representative(s); 
h) conduct appropriate testing to ensure that the work was completed properly; 
i) update the Incident Ticket promptly according to the Service Level Targets; 
j) ensure that  all applicable procedures, standards and quality controls have been adhered 

to; and 
k) ensure that the Incident Ticket is properly “closed”. 

3.2 Service Requests 
(1) The JUS Engineering Service must accept and execute Service Requests assigned to it from the 

JUS Service Desk Service. 

3.3 IT Service Management Activities 
(1) The JUS Engineering Service must participate in Incident Management, Problem Management,  

Change Management, Release Management, Configuration Management, Asset Management 
and Software License Management when these processes as required. 

3.3.1 Incident Management 

(1) The JUS Engineering Service must perform Incident Management according to the HDS 
Managed Service Incident Management process (refer to General SOW, Incident Management 
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subsection). 

3.3.2 Problem Management 

(1) The JUS Engineering Service must participate in Problem Management in compliance with the 
Problem Management process (refer to General SOW, Problem Management subsection). 

3.3.3 Change Management 

(1) The JUS Engineering Service must participate in Change Management in compliance with the 
Change Management process (refer to General SOW, Change Management subsection). 

3.3.4 Release Management 

(1) The JUS Engineering Service must participate in Release Management in compliance with the 
Release Management process (refer to General SOW, Release Management subsection). 

3.3.5 Configuration Management, Asset Management and Software License Management 

(1) The JUS Engineering Service must ensure that updates for Asset Management, Software 
License Management and Configuration Management are made to the Configuration 
Management Database (CMDB) repository as a result of IT Service Management processes.  

3.4 Engineering Support 
(1) The JUS Engineering Service must provide engineering support for software installation 

packages and OS images managed by the desktop management tool. 
(2) The JUS Engineering Service must escalate technology issues to the Service Manager for 

review by Canada. 
(3) The JUS Engineering Service must adapt, tune, and improve the desktop management tool to 

ensure optimal performance. 
(4) The JUS Engineering Service must assess capacity requirements for the HDS and provide 

recommendations for capacity changes. 
(5) The JUS Engineering Service must evaluate Canada’s technical, functional, and operational 

requirements to offer technology suggestions and solutions to technology issues. 

3.5 Security and Configuration Policy Management 
(1) The JUS Engineering Service must apply security and configuration policies on any given device 

as specified by Canada. 
(2) The JUS Engineering Service must provide to Canada for approval a test plan to fully test the 

new or updated policy. 
(3) The JUS Engineering Service must execute the test plan approved by Canada and provide 

Canada with the test results for approval. 
(4) When the test results for the new or updated policy are approved by Canada, the JUS 

Engineering Service must: 
a) store device policy as Configuration Items in the CMDB; and 
b) invoke the Release Management Process to distribute the new or updated policy. 

3.6 OS Image Management 
(1) The goal of OS Image Management is to maintain the currency of both deployed and deployable 

images. 
(2) The JUS Engineering Service OS Image Management must be initiated by a Change Request to 

integrate new or changed software components that are part of an OS image. 
(3) The JUS Engineering Service must update the OS Image from updated software components 

from the Definitive Software Library. 



DR
AF
T

JUS HDS Services - Annex A: SOW General Protected B 
Appendix C to Annex A - Service Domain: JUS Engineering Service 

(4) The JUS Engineering Service must group updated software components into a release as 
specified by Canada. 

(5) The JUS Engineering Service must ensure the updated OS Image is still in compliance with 
Canada build books and Canada security configurations requirements as specified by Canada. 

(6) The JUS Engineering Service must scan the updated OS Image with malware detection tools as 
specified by Canada. 

(7) The JUS Engineering Service must provide to Canada for approval a verification test plan to test 
the updated OS Image. 

(8) The JUS Engineering Service must execute the verification test plan approved by Canada and 
provide Canada with the test results for approval. 

(9) When the test results for the updated OS Image are approved by Canada, the JUS Engineering 
Service must: 
a) store updated OS Image as Configuration Items in the CMDB and in the Definitive 

Software Library; and 
b) invoke the Release Management Process to make the updated OS Image available for 

distribution. 

3.7 New OS Image Development 
(1) The goal of OS Image Development is to develop new images to be available for deployment via 

Device Deployment or live updates. 
(2) The JUS Engineering Service must create new OS Images as and when requested by Canada 

in a Service Request. 
(3) The JUS Engineering Service must create new OS Images from software components in the 

Definitive Software Library. 
(4) The JUS Engineering Service must configure the new OS Image in compliance with Canada 

build books and Canada security configuration requirements. 
(5) The JUS Engineering Service must scan the new OS Image with malware detection tools as 

specified by Canada. 
(6) The JUS Engineering Service must provide to Canada for approval a verification test plan to test 

the configuration of the new OS Image. 
(7) The JUS Engineering Service must execute the test plan approved by Canada and provide 

Canada with the test results for approval. 
(8) When the test results for the new OS Image are approved by Canada, the JUS Engineering 

Service must: 
a) store new OS Image as Configuration Items in the CMDB and in the Definitive Software 

Library; and 
b) invoke the Release Management Process to make the new OS Image available for 

automated distribution. 

3.8 Component Integration 
(1) The JUS Engineering Service Component Integration must be initiated by the Change 

Management process or a Service Request. 
(2) The JUS Engineering Service must ensure: 

a) the stability of the system with the introduction, modification, configuration, reinstallation 
and removal of new software components; 

b) minimal impact to currently deployed software components by the introduction, update or 
removal of a software component; 

c) that new software components function as designed within a managed configuration; 
d) that the managed configuration is not impacted by the update or removal of a software 

component; and 
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e) that all deployed software components can be tracked and reported. 
(3) The JUS Engineering Service must create a Software Package for the software component 

ensuring that: 
a) installation, modification, reinstallation, removal and configuration routines for software 

components is as transparent and unobtrusive to End User as possible while providing the 
ability to monitor the status during their execution; 

b) there is minimal impact to End User data and settings during the execution of the 
installation, modification, configuration, reinstallation and removal routines; 

c) software components are self-configurable after installation routine; 
d) conflict and dependency resolution is built-in to the installation, modification, reinstallation, 

configuration and removal routines; 
e) every software component provide an installation, modification, configuration, removal and 

reinstallation routine; 
f) installation, modification, reinstallation, removal and configuration routines minimize the 

required reboots with a goal of none; 
g) installation, modification, reinstallation, removal and configuration routines do not require 

any End User input unless absolutely necessary; 
h) installation of software component leaves source files on device for easy configuration, 

modification, reinstallation and removal; and 
i) installation, modification, configuration, reinstallation and removal routines only execute 

on authorized devices (i.e. device policy). 
(4) The JUS Engineering Service must scan software components with malware detection tools as 

specified by Canada. 
(5) The JUS Engineering Service must document the software components to provide supporting 

organizations sufficient information to resolve incidents. 
(6) The JUS Engineering Service must include in the software component repository all information 

pertaining to a software component, e.g. source files, documentation, routines, final package, 
signoffs, test plans, etc. 

(7) The JUS Engineering Service must implement version control on all software components. 
(8) The JUS Engineering Service must track package lifecycle (creation, publishing, production, 

retirement) including User Acceptance Testing signoff. 
(9) The JUS Engineering Service must support an environment for application support and User 

Acceptance Testing of business applications. 
(10) The JUS Engineering Service must provide to Canada for approval a test plan to verify the 

software component installation. 
(11) The JUS Engineering Service must execute the test plan approved by Canada and provide 

Canada with the test results for approval. 
(12) When the test results for the software component installation are approved by Canada, the JUS 

Engineering Service must: 
a) store the software component as Configuration Items in the CMDB and in the Definitive 

Software Library; and 
b) invoke Release Management Process to make the software component available for 

automated distribution. 

3.9 Patch management 
(1) The main goal of Patch Management is to protect devices from security vulnerabilities in the OS 

and software components deployed. 
(2) The JUS Engineering Service must perform software updates, driver updates, firmware updates, 

and patch management for software components. 
(3) The JUS Engineering Service must monitor software for patches, updates, hot fixes, firmware 

updates, or other updates that may require a software component to be updated and provide 
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Canada with a weekly update plan for approval by Canada. 
(4) The JUS Engineering Service must perform Patch Management in compliance with the 

approved Configuration Management Plan (refer to General SOW, Configuration Management 
Plan subsection). 

(5) The JUS Engineering Service must update software components impacted by patches (refer to 
Component Integration subsection). 
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4 SERVICE LEVEL TARGETS
(1) The JUS Engineering Service must have the following Service Level Targets (refer to Annex A: 

General SOW, subsection Service Level Targets) for the Standard Service Level Plan: 
a) SLT-ES-MTTRTI-1 (Escalated Support - Maximum Time to Respond to Incident – 

Standard); and 
b) SLT-ES-MTTRFI-1 (Escalated Support - Maximum Time to Restore from Incident – 

Standard).
(2) The JUS Engineering Service must have the following Service Level Targets (refer to Annex A: 

General SOW, subsection Service Level Targets) for the Premium Service Level Plan: 
a) SLT-ES-MTTRTI-2 (Escalated Support - Maximum Time to Respond to Incident – 

Premium); and 
b) SLT-ES-MTTRFI-2 (Escalated Support - Maximum Time to Restore from Incident – 

Premium).
(3) The JUS Engineering Service must have the following Service Level Targets (refer to Annex A: 

General SOW, subsection Service Level Targets): 
a) SLT-ES-MTDCSU (Escalated Support – Maximum Time to Deploy Critical Security 

Update). 
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5 REPORTING
(1) The JUS Engineering Service must provide a monthly OS Image and Deployment report to 

Canada in tabular and graphical format that includes : 
a) the number of OS Images created; 
b) the number of OS Images updated; 
c) the number of OS Images released in the month; 
d) the number of successful OS Image deployments; and 
e) the number of failed OS Image deployments. 

(2) The JUS Engineering Service must provide a monthly Software Package and Deployment report 
to Canada in tabular and graphical format that includes : 
a) the number of Software Packages created; 
b) the number of Software Packages updated; 
c) the number of Software Packages released in the month; 
d) the number of successful Software Package deployments; and 
e) the number of failed Software Package deployments. 

(3) The JUS Engineering Service must provide a monthly Patches and Deployment report to 
Canada in tabular and graphical format that includes : 
a) the number of Software Patches created; 
b) the number of Software Patches released in the month; 
c) the number of successful Software Patches deployments; and 
d) the number of failed Software Patches deployments. 

(4) The JUS Engineering Service must provide a monthly Policy Deployment report to Canada in 
tabular and graphical format that includes : 
a) the number of policies created; 
b) the number of policies applied; 
c) the number of policy compliant devices; and 
d) the number of non-compliant devices. 

(5) The JUS Engineering Service must provide a monthly Policy Status report to Canada in tabular 
and format that includes : 
a) A list of policies by device type. 
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 re
pr
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 C
an

ad
a’

s 
pr

io
rit

y 
le

ve
l. 

Th
e 

C
on

tra
ct

or
 m

us
t p
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 p
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 re
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r; 
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S
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pe
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d 
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S
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 c
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d)
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; 
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ve
nt

s 
/ t
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 C
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; 
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i) 
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D

S
 S

er
vi

ce
s,
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D
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D
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e 

C
on

tra
ct

or
 m

us
t m

on
ito

r o
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 b
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D
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e;

  
b)

 
id

en
tif

y 
un

au
th

or
iz

ed
 u

se
 a

nd
 a

cc
es

s 
of

 J
U

S
 H

D
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D
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 c
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r f
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 m
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t p
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e:

 O
pe

ra
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 p

ro
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at
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D
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D
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e 
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 re
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 J
U
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D
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 D
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D
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 p
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at
io

n 
sy

st
em

 a
ud

iti
ng

 o
f 

JU
S

 H
D

S
 S

er
vi

ce
s-

de
fin

ed
 a

ud
ita

bl
e 

ev
en

ts
. 

SR
-9

3:
Th

e 
C

on
tra

ct
or

 m
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 p
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 c
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 d
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g:
 

a)
 

do
cu

m
en

tin
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 re
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t c
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ra
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ev
ie

w
 le

ss
on

s 
le

ar
ne

d 
fro

m
 o

ng
oi

ng
 In

ci
de

nt
 h

an
dl

in
g 

ac
tiv

iti
es

 a
nd

 im
pl

em
en

t r
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ra
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 p
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at
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D
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D
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 re
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D
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 D
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D
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D
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r t
yp

es
 o

f I
nc

id
en

ts
. A

ny
 s

ec
ur

ity
 re
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 p
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t b
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ra
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 p
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at
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D
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D
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D
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 D
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D
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 p
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nt
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ci
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s 
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de
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w
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g 
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l 
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n:

a)
 

ty
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 d
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ip
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n 
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 a
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ck
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; 
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l a
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at
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o 
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at
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n 
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cr
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s 
m
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y 
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at

ed
 n
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r o
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m
s 

af
fe
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ed

 b
y 
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tio
n;

 
e)

 
lis
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m
s 
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ed

 b
y 
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n;

 
f) 
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nt
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or
ig

in
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ci
de

nt
/e

ve
nt

; 
g)

 
da

te
/ti

m
e 

of
 a

tta
ck

/In
ci

de
nt

/e
ve

nt
; 

h)
 

es
tim

at
ed

 in
ju

ry
 le

ve
l /

se
ct

or
; 

i) 
es

tim
at

ed
 im

pa
ct

 le
ve

l; 
j) 

at
ta

ck
/In

ci
de

nt
/e

ve
nt

 d
ur

at
io

n;
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tio

ns
 ta

ke
n;

 
l) 
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 o

f m
iti

ga
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ns
, a
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pe

ra
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 p

ro
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at
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D
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D
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ud
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 re
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 re
co

rd
s;

 J
U

S
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 d
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 re
pa

irs
 o

n 
JU

S
 H

D
S

 S
er

vi
ce

s 
In

fra
st

ru
ct

ur
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 p
er

fo
rm

ed
 o

n 
si

te
 o

r 
re

m
ot

el
y,

 a
nd

 w
he

th
er

 th
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at
io

n;
 

c)
 

re
qu

iri
ng

 th
at

 a
 d
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 o
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 d
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r r
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l d
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 p
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 m
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r r
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 re
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 p
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; m
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 re
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r r
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 m
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r m
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 re
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 p
ar

tic
ul

ar
 m

ai
nt

en
an

ce
 

ac
tiv

ity
). 

 

as
so

ci
at

ed
 d
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 p
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, c
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e 
ha

rd
w

ar
e 

an
d 

so
ftw

ar
e 

us
ed

 fo
r m
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t r
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 C
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 d
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 d
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e 

es
ta

bl
is

hm
en

t o
f m

ai
nt

en
an

ce
 a

nd
 d
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Term Definition 

Abandoned Call A telephone call that is connected to the Contractor’s telephone 
system and the Calling Party terminates the call before a Service 
Desk Agent answers the call. 

Acceptance Test Plan (ATP) The document which describes the tests that the Contractor must 
perform on the Work before submitting it to Canada.    

Account The combination of Identity Profile, data attributes, credential 
bindings and authorizations. 

Administrator A User that is authorized to perform administrative operations for 
the JUS HDS Services. 

Affiliate For the purposes of this solicitation, an Affiliate will include any 
entity which does not operate at arm's length from the 
Respondent, including a parent or a branch, division or 
subsidiary of the Respondent. 

Alternate Service Channel All Service Channels to obtain support over and above 
Telephone and Web-Chat Support. This includes Voice-mail, 
Email and Service Delivery Portal Self Service.  

Application Support Support for a commercial software or custom developed 
application.  

Asset Management Discipline for tracking and managing the lifecycle of an asset 
including acquisition, installation, changes, and disposal. Assets 
can include Hardware or Software.  

Asset Management Record A collection of information for a specific Hardware or Software 
Asset. Information could include (but not limited to) Asset Tag, 
Description, Make, Model, Location and Assignee.  

Authentication Process to verify the digital identity of the sender of a network 
communication. 

Authorized End User An End User that has an Account on the Service Delivery Portal. 

Bid An offer to provide services and supply goods for the Contract 
Period as a result of this solicitation. 

Bidder A Respondent submitting a Bid. 

Billing Detail File File that contains Billing Records. 

Billing Record Record in a Billing Detail File that includes a single charge 
inclusive of all fees or discounts. 
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BlackBerry A registered trademark of BlackBerry Corporation. 

BlackBerry Device Any Canada-owned Mobile Device from BlackBerry.  

Building Name of a building where a Service Delivery Point is located. 

Calendar Month From 00:00 the first day of the month to 24:59 the last day of the 
month 

Canada Certificate Authority Canada-owned Certificate Authorities. 

Canada Data Centre LAN LAN infrastructure located at Canada Service Delivery Points 

Canada Directory A Canada-owned directory system that is a repository for User 
identities information. 

Canada File Service A Canada-owned network service to allow End Users to store 
files on networked file servers. 

Canada LAN LAN infrastructure located at Canada Service Delivery Points 

Canada Print Service A Canada-owned network service to allow routing of print jobs to 
networked printers. 

Canada Secure Perimeter Canada-owned and managed IT infrastructure and services that 
mitigate security risks associated with connecting to GC Network 
(GCNet). 

Catalogue A collection of Services or Products available for ordering at a 
specified price. 

Certificate An public key certificate, in a format which is in accordance with 
ITU-T recommendation X.509 V3, as described in 
rfc5280(http://www.ietf.org/rfc/rfc5280.txt), which contains a 
public key of a subscriber, which can be an individual or a 
device, together with related information that is digitally signed 
with the private key of the Certification Authority that issued the 
Certificate.

Certificate Authority An authoritative entity that issues Certificates. 

Change Management Standardized methods and procedures used for efficient and 
prompt handling of all changes to JUS HDS Services, in order to 
minimize the number and impact of any related Incidents upon a 
Service. 

Change Request Request to make a change to the hardware, software, 
applications and processes used by the Contractor to deliver the 
JUS HDS Services. A Change Request is also known as a 
Request for Change. 

Change Ticket The means to record a Change Request. 
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City Name of a city where a Service Delivery Point is located. 

Client Canada, those government institutions for whom Canada’s 
services are mandatory at any point during the Contract Period, 
and other organizations for whom Canada’s services are optional 
at any point during the Contract Period and that choose to use 
those services from time to time.  

Committed Delivery Date Date proposed by the Contractor, and approved by Canada, to 
successfully complete a Service Order. 

Component Integration The practice of combining individually tested software 
components into a managed configuration such as an OS Image 
with common software products . 

Configuration Management Standardized methods and procedures for changes made to 
hardware and software components of JUS HDS Services. 

Configuration Management 
Database (CMDB) 

A repository that holds a collection of IT assets that are 
commonly referred to as Configuration Items (CIs), as well as 
descriptive relationships between such assets. 

Contractor Secure Perimeter Contractor owned and managed Information Technology (IT) 
infrastructure and services that mitigate security risks associated 
with connecting to the Government of Canada (GC) Network. 

Coverage Period Day and time to provide services. Coverage Period has the same 
meaning as principal period of maintenance. 

Customer Satisfaction 
Measurement Survey 

An instrument to collect service satisfaction rating from the End 
Users which is  distributed according to pre-established rules via 
the Service Delivery Portal.   

Data Centre A facility used to house computer systems and associated 
components, such as telecommunications and storage systems. 

Dedicated Contractor Data Centre 
LAN

LAN infrastructure located at Contractor Service Delivery Points 
and dedicated to the JUS HDS Services. 

Definitive Software Library (DSL) A secure location, consisting of physical media or a software 
repository located on a network file server, in which the definitive 
authorized versions of all software are listed, stored and 
protected and from which control and release is managed. 

Degraded Performance All of the functions of the impacted JUS HDS Services are 
operational.  Performance is slower than normal but causes 
minimal or no disruption to service delivery.  

Denial of Service An attempt to make a machine or network resource unavailable 
to its intended users.  Examples include: bandwidth attack, 
distributed denial of service, backscatter, consumption of system 
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resource attack, communication obstruction, disruption of state 
information, disruption to routing/DNS information and web 
defacement. 

Device A physical object (e.g., a projector, whiteboard, computer/laptop, 
printer). 

Device Deployment The process of preparing a device with all the required software 
and configuration and installing it at the destination location. 

Email Support The ability for End Users to communicate with the HDS Service 
Desk Service via Email. 

Emergency Change A Change Request to operationally restore a Service where the 
failure or degradation of the Service severely impacts Service 
delivery or to correct a security Incident. 

End User A person that is authorized to use the JUS HDS Services. 

End User Device A desktop or laptop computer, a Smartphone or a Tablet.  

Enhancement Often referred to as an ”interim release”.  An interim release 
version of the licensed software, which is often documented by 
adding a further decimal and digit to the version or release 
number (i.e., V.X.X.2 would be the next enhancement after 
V.X.X.1). 

Feature Profile Identifies the features (i.e., options) of a Service Catalogue Item 
(SCI) for a JUS HDS Services. 

Federal Government Working Day 
(FGWD) 

A calendar day, except for Saturday, Sunday and the following 
holidays: 

1. New Year’s Day1;

2. Good Friday and Easter Monday; 

3. Victoria Day; 

4. Canada Day; 

5. Labour Day;  

6. Thanksgiving Day;   

7. Thanksgiving Day; 

8. Remembrance Day1;

9. Christmas Day1; and 

10. Boxing Day2.
1If this holiday occurs on a Saturday or Sunday, then the following 
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Monday will be a holiday 
2 If this holiday occurs on a Saturday, then the following Monday will be 
a holiday. If this holiday occurs on a Sunday or Monday, then the 
following Tuesday will be a holiday.

Firm Monthly Rate Firm all-inclusive rate per month. 

Firm Unit Hourly Rate Firm all-inclusive unit rate per hour. 

Firm Unit Monthly Rate Firm all-inclusive unit rate per month. 

Firm Unit Price Firm all-inclusive unit price. 

Floor Floor at a civic address where a Service Delivery Point is 
located.

Frequently Asked Questions A web site that provides answers to a list of typical questions that 
End Users might ask regarding the Workplace Technology 
Devices or the HDS Managed Service. 

Full Outage All functions of the impacted JUS HDS Services are unavailable. 

GC Network (GCNet) Wide Area Network (WAN) infrastructure that interconnects 
Canada Local Area Networks (LANs). 

GEDS The Government Electronic Directory Service. 

Geographic Boundaries of Canada Geographic Boundaries of Canada refers to all locations within 
Canada and locations in foreign jurisdictions, such as embassies 
or other Canadian government offices that are afforded 
consideration under diplomatic law permitting Canada to control 
its assets. 

Go Live Date The date that the Contractor must begin to deliver complete 
operational JUS HDS Services as per SOW requirements. 

Government Furnished Equipment 
(GFE) 

Equipment or software that is owned by Canada and provided to 
the Contractor. 

Hardware A physical device or component such as a desktop, laptop, 
printer or monitor.  

HDS Data (Help Desk and Support 
Data) 

All data associated with HDS Managed Service on any media.  
This could include troubleshooting scripts, Service Management 
information, and the Self-Help Knowledgebase.  

HTTP Request Any HTTP message sent or received over transport layer 
protocol. Includes both secure (i.e., https://) and non-secure (i.e., 
http://) requests. 

The calculation HTTP Request response time begins from the 
time the HTTP Request crosses the contractor’s network 
demarcation point until a response leaves the Contractor’s 
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network demarcation point. 

Identity Profile A collection of data attributes associated with a User, Service or 
Resource.  

Incident Event which is not part of the standard operation of a Service 
and which causes, or may cause, an interruption to, or a 
reduction in, the quality of that Service.

Incident Management Standardized methods and procedures to restore a service to 
normal operation as quickly as possible and to minimize the 
impact on business operations 

Incident Number Unique identifier for an Incident.  

Incident Ticket Information attributes captured for an Incident. Examples could 
include Incident Number, Description, Resolution and Severity.  

Information Breach The intentional or unintentional release of secure information to 
an untrusted environment. 

Infrastructure Set of hardware, software and networks required to support the 
JUS HDS Services. 

Infrastructure Component A specific instance of hardware, software or network required to 
support the JUS HDS Services. 

Installation The general installation services provided by the Contractor.  The 
Installation services requirements are described in JUS HDS 
Services Annex A: SOW and elsewhere in the Contract. 

Internet Collection of interconnected networks and application servers 
that are publicly accessible worldwide and that are commonly 
referred to as the Internet.

iOS Mobile Device A Mobile Device that implements the iOS operating system 
version 5 or higher. 

Item Number or Item No. Unique identifier for a Service or Product as described in JUS 
HDS Services Annex C Pricing. 

Justice Canada (JUS) The Department of Justice Canada 

JUS HDS Services (Justice 
Canada Help Desk and Support 
Services) 

A Service, owned and managed by the Contractor, which can be 
ordered by Canada. 
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JUS HDS Services Data All JUS HDS Services System Data and JUS HDS Services 
Management Data on any media. 

JUS HDS Services Facility A Contractor Service Delivery Point where JUS HDS Services 
Infrastructure is located. 

JUS HDS Services Infrastructure All hardware and software at Contractor Service Delivery Points 
that processes and stores JUS HDS Services Data and that 
Operators use to operate, administer and manage JUS HDS 
Services. 

Knowledge Repository An online database that systematically captures, organizes, and 
categorizes knowledge-based information and allows End Users 
to search the repository with thanks advanced search 
capabilities. 

Known Error Identified root cause of a Problem 

Level 1 Support A first contact point for End Users that resolves relatively 
common Incidents with Hardware and Software 

Level 2 Support A more experienced and knowledgeable supporting group that 
typically resolve more complex Incidents for Hardware or 
Software that Level 1 Support could not resolve. 

Level 3 Support A highly experienced and knowledgeable supporting group that 
typically resolve very complex Incidents for a Hardware or 
Software that Level 2 Support could not resolve. 

License Management Discipline for tracking and managing the lifecycle of a software 
license, including acquisition, installation, changes, and removal. 

Local Area Network (LAN) Supplies networking capability to a group of computers in close 
proximity to each other. 

Maintenance Plan Plan defining requirements for maintenance of hardware or 
software. 

Maintenance Service Means the services provided by the Contractor to deliver the 
Maintenance Plan. 

Malware Short for malicious (or malevolent) software. Used or created by 
attackers to disrupt computer operation, gather sensitive 
information, or gain access to private computer systems. It can 
appear in the form of application source code, scripts, active 
content, and other software. 

Management Service Plan Plan that specifies the service management to be provided by 
the Contractor for a JUS HDS Services 
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Management Services IT Service Management services that includes: incident 
management, problem management, change management and 
release management. 

Maximum Service Outage Time  Maximum accumulated outage time attributable to one or more 
Incidents in a calendar month.

Maximum Time to Restore Service  Maximum time to restore a JUS HDS Services for an Incident. 

Microsoft Microsoft is a registered trademark of Microsoft Corporation. 

Mobile Code Software programs or parts of programs obtained from remote 
information systems, transmitted across a network, and executed 
on a local information system without explicit installation or 
execution by the recipient. Mobile code technologies include, for 
example, Java, JavaScript, ActiveX, Postscript, PDF, Shockwave 
movies, Flash animations, and VBScript. 

Mobile Device A tablet, cell phone or smart phone. 

Mobile Network Public network for mobile devices. 

Multi-Functional Device Printer A Device that prints digital content onto paper, faxes digital 
content over a telephone line, scan paper into digital content and 
email scanned digital content. 

National Interest Concerns the defence and maintenance of the social, political 
and economic stability of Canada. 

Network Address Translation (NAT) Process of modifying network address information in datagram 
(IP) packet headers while in transit across a traffic routing device 
for the purpose of remapping one IP address space into another. 

New Release Means a system release, a version release, and interim release 
of licensed software, regardless of whether the Contractor refers 
to it as a “new release”. 

On-Site Support Service A JUS HDS Services owned and managed by the Contractor and 
located at Canada locations (e.g. office building, conference 
centres, court of law), that can be ordered by Canada to provide 
support to End Users. 

Operations Centre Contractor location that includes infrastructure and resources 
required for the centralized management and operation of the 
JUS HDS Services. 

Operator A person, under the control of the Contractor, which administers 
JUS HDS Services infrastructure. 

Operator Account The combination of Identity Profile, data attributes, credential 
bindings and authorizations for an Operator for JUS HDS 
Services Infrastructure components. 
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Original Equipment Manufacturer 
(OEM) 

The manufacturer of the hardware, as evidenced by the name 
appearing on the hardware and on all accompanying 
documentation. 

OS Image A replica of the content of the disk drive of a computer configured 
with an operating system and a set of software for the purpose of 
replicating the computer configuration on another computer 
without the need to go through a formal installation each 
component. 

OS Image Development The process of developing a new OS Image. 

OS Image Management The process of integrating and testing updated software 
components into an existing OS Image. 

Partial Outage One or more functions of the impacted JUS HDS Services are 
unavailable or performance is degraded to the level to cause 
considerable disruption to service delivery. 

Personal Information Please refer to the Privacy Act, R.S.C., 1985, c. P-21, Section 3. 
Definitions (http://laws-lois.justice.gc.ca/eng/acts/P-21/page-
1.html#docCont). 

1)   

Platform General purpose information systems components used to 
process and store electronic data, such as desktop computers, 
servers, network devices, and mobile devices. Platforms usually 
contain server hardware, storage hardware, utility hardware, 
software and operating systems. 

Portable Device A computer that is designed to be moved from one place to 
another and includes a display, a keyboard and a pointing 
device. The portable device (e.g., a laptop, a notebook, a 
netbook, an ultrabook, etc.) is essentially equivalent to a desktop 
computer in capability. 

Portable Digital Media A form of electronic removable media (i.e., a USB key, a USB 
hard drive, a memory stick, etc.) where data are stored in digital 
form, which can be easily transported from place to place. 

Portal Administrator Person who manages privileges and Accounts on the Service 
Delivery Portal. 

Postal Code Means the postal code associated with a civic address. 

Premium Service Level Plan A collection of Service Level Targets that together make up the 
Premium Service Level Plan for a specific End User.   
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Premium User An End User of the GC that is assigned to the Premium Service 
Level Plan, as identified by Canada. 

Price Summary Summary of prices/rates for the components required to make up 
a complete Product. 

Privacy Breach Incident involving the unauthorized disclosure of personal 
information.

Problem Unknown cause of one or more Incidents, often identified as a 
result of multiple similar Incidents. 

Problem Management Standardized methods and procedures to minimize the impact of 
Problems for JUS HDS Services.  

Problem Ticket Information attributes captured for a Problem. Examples could 
include Problem Number, Description, Resolution and Severity.  

Product A JUS HDS Services software application ordered and 
subsequently owned by Canada. 

Prohibited Software A Software not permitted to be located on an End User 
Computing Device.  

Project Management Body of 
Knowledge (PMBOK Guide) 

A book which presents a set of standard terminology and 
guidelines for project management published by the Project 
Management Institute (PMI). 

Protected Information  Information is "protected" if its disclosure could harm interests 
other than the "national interest."  

There are three levels of protected information: 

Protected A (low-sensitive): Applies to information that, if 
compromised, could reasonably be expected to cause injury 
outside the National Interest, e.g., disclosure of exact salary 
figures. 

Protected B (particularly sensitive): applies to information that, if 
compromised, could reasonably be expected to cause serious 
injury outside the National Interest, e.g., loss of reputation or 
competitive advantage. 

Protected C (extremely sensitive): applies to the very limited 
amount of information that, if compromised, could reasonably be 
expected to cause extremely grave injury outside the National 
Interest, e.g., loss of life. 

Public Key Infrastructure (PKI) Infrastructure that binds the publically available encryption and 
signing keys with their registered users or devices by means of a 
certificate authority. 

Public Service Government agency at the federal, provincial/state and 
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municipality level. 

Regional On-Site Support 
Personnel 

Canada personnel that provides on-site support to End Users 
located outside the National Capital Region. 

Release Management Standardized methods and procedures for the integration and 
flow of development, testing, and deployment of  JUS HDS 
Services. 

Release Record Information attributes captured for a Release. Examples could 
include Release Identifier, Description, Planned Release Date 
and Actual Release Date.   

Remote Access Access to the JUS HDS Services Infrastructure through an 
external network (e.g., the Internet). 

Remote Management Administrative or maintenance activities conducted by an 
Operator over a network. 

Request for Proposal (RFP) A form of bid solicitation used for complex requirements, where 
the selection of a supplier cannot be made solely on the basis of 
the lowest price. An RFP is used to procure the most cost-
effective solution based upon evaluation criteria identified in the 
RFP.

Resolvable Incident An Incident that can be resolved using troubleshooting scripts or 
the desktop management tool (i.e. does not require physical 
access to the device). 

Return Merchandise Authorization 
(RMA) 

Numbered authorization provided by a seller or a manufacturer to 
permit Canada to return an item for refund or replacement. 

Return-to-Depot Instructions A set of instructions that detail the process by which Canada may 
return defective equipment to the Contractor’s facilities. 

Room A static physical location. 

Root Cause Analysis A method of problem solving that focuses on identifying the root 
causes of Incidents and Problems from their symptoms. 

Rush Service Plan A Service Level Target with maximum request per month for 
emergency situation to make up the Rush Service Level Plan for 
a specific End User.   

SDPID Alpha-numeric location identifier of the Service Delivery Point. 

SDPName Name of the Service Delivery Point. 

Secure Perimeter Logical and physical boundary around network accessible 
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resources and information, which is controlled and protected 
against unauthorized access from outside of the boundary. 

Security Assessment The on-going process of evaluating the performance of IT 
security controls throughout the lifecycle of information systems 
to establish the extent to which the controls are implemented 
correctly, operating as intended, and producing the desired 
outcome with respect to meeting the departmental business 
needs for security. Security assessment supports authorization 
by providing the grounds for confidence in information system 
security. 

Security Authorization The on-going process of obtaining and maintaining official 
management decision by a senior organizational official to 
authorize operation of an information system and to explicitly 
accept the risk of relying on the information system to support a 
set of business activities based on the implementation of an 
agreed-upon set of security controls, and the results of 
continuous security assessment. 

Security Incident An unauthorized behaviour (against the security policy of the IT 
system) regarding the operation and administration of the IT 
system that has the potential to compromise the IT systems 
confidentiality, integrity, or availability. 

Security Information and Event 
Management (SIEM) 

A technology that provides real-time analysis (collection, 
aggregation, correlation) of security alerts generated by 
infrastructure components and applications. 

Security Posture A characteristic of an information system that represents the 
ability of implemented security controls to satisfy the business 
needs for security and counter a selected threat environment. 

Note:

1) A security posture that satisfies the business needs for 
security and counters a selected threat environment is 
deemed adequate. The security posture may vary over 
time, as threats and business needs for security evolve, 
and vulnerabilities are discovered. To maintain an 
adequate security posture requires the review and 
update of implemented security controls to adapt to 
changes. 

2) The security posture of an information system is 
assessed using the same methodology as security risks 
assessment, and is thus a closely related concept. The 
adequacy of a security posture implies that the residual 
risks are low. 

Security Requirements Checklist 
(SRCL) 

Personnel and facility clearance requirements. 
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Self Service A Service Channel for an End User to use the Service Delivery 
Portal to perform transactions (such as create an Incident Ticket) 
or get information (such as reference the Knowledgebase).  

Service A JUS HDS Services provided by the Contractor to Canada that 
is owned and managed by the Contractor.  

Service Access Point A logical reference label for a Service. 

Service Catalogue Item (SCI) A Service or Product that can be ordered from the pricing 
catalogue. 

Service Channel A mechanism for an End User to obtain support. Service 
Channels include Telephone Support, Self Service Support, 
Voice-Mail Support, Email Support and Web-Chat Support. 

Service Credit A fee that the Contractor must pay Canada upon failure to deliver 
on a Service Level Target for a given time frame. 

Service Credit Period The period of time from which a Service Credit is calculated and 
applied. 

Service Delivery Interval (SDI) The maximum amount of time for the Contractor to complete the 
Work described in a Service Order. 

Service Delivery Point Physical location in a building where a Service or Product is 
implemented. 

Service Delivery Portal Means the service portal, provided and managed by the 
Contractor after Operational Readiness.  The requirements for 
the Service Delivery Portal are described in JUS HDS Services 
Annex A:  SOW General subsection Service Delivery Portal and 
elsewhere in the Contract. 

Service Delivery Portal Account The combination of Identity Profile, data attributes, credential 
bindings and authorizations for a User, Administrator, Service or 
Resource defined by an Administrator in the Service Delivery 
Portal.

Service Desk Refer to the section as described in JUS HDS Services SOW 
General subsection Service Desk. 

Service Domain Logical grouping of Services and Products that share a business 
or technical affinity such as type of Service and/or Product, trust 
relationship, technical authority, etc. 

Service Level Plan A collection of Service Level Targets that together make up the 
Plan that can be assigned to an End User population. 

Service Level Target (SLT) Value that is used to assess the performance, availability or 
quality of Service, Product or system as described in JUS HDS 
Services Annex A: SOW General subsection Service Level 
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Targets. 

Service Management Plan Plan that specifies the service management to be provided by 
the Contractor for a JUS HDS Services. 

Service Order The request from Canada for a Service or Product that can be 
ordered from the pricing catalogue. 

Service Order Period  Means the period between the date that the Service Order is 
transmitted to the Contractor and the end date specified in the 
Service Order. 

Service Order Response  Number of Federal Government Working Days from the date of 
issuance of the Service Order to the Contractor until acceptance 
of the Work by Canada. 

Service Platform Hardware and/or software that is required for a JUS HDS 
Services Product to operate. 

Service Project Means the service project resulting from the Contracting 
Authority issuing a Service Order - Service Project.  The 
requirements are described in the article titled Process for 
Issuing a Service Order sub-article Conducting The Work 
Ordered Under A Service Order - Service Project and elsewhere 
in the Contract.

Service Project Plan Means the service project plan prepared by the Contractor for 
each Service Project. The requirements are described in the 
article titled Process for Issuing a Service Order sub-article 
Conducting The Work Ordered Under A Service Order - Service 
Project and elsewhere in the Contract. 

Service Releases Means a release of the Software which is designed to operate on 
designated combinations of computer hardware and operating 
systems. A new Service Release typically will be indicated by the 
addition of one (1) to the first digit of the release number i.e., 
v.2.X.X would be the next Service Release after v.1.X.X). 

Service Request  Request from Canada for the Contractor to perform a service 
such as install software, or move a desktop.  

Service Request Number Unique Identifier for a Service Request.  

Social Engineering The manipulation of people into performing actions or divulging 
confidential information.  Examples include phishing, whaling, 
and clone fishing. 

Software An application used by an End User. Software is typically 
installed on Hardware.  

Software Client Any GC-owned or managed user agent or application that 
connects to the JUS HDS Services. 



DR
AF
T

JUS HDS Services - Annex A: SOW General   Protected B 
Appendix E to Annex A – Security Requirements� �

Software License Record A collection of information attributes for tracking a software 
license. Examples of information tracked could include an 
Identifier, Title of the License, Publisher, Version and 
Maintenance Expiry Date.  

Software Package A program or a set of programs that performs the installation of a 
Software on a target operating system. 

Software Patches An engineering fix to a problem that may be incorporated into a 
New Release to update licensed software in order to improve or 
correct errors or defects in the program code. 

Software Publisher The owner of the copyright in any software included in the bid, 
who has the right to license (and authorize others to license/sub-
license) its software products. 

Standard Means the standard applicable to a JUS HDS Services Managed 
Service or Product.  The Standard requirements are described in 
JUS HDS Services Annex A:  SOW General, subsection 
Standards, and elsewhere in the Contract. 

Standard Hardware and Software The list of Canada approved hardware and software platforms, 
as presented in Appendix D - Standard Hardware and Software 
that must be supported by the Contractor. 

Standard User An End User of the GC that is assigned to the Standard Service 
Level Plan, as identified by Canada. 

Statement of Work (SOW) The Statement of Work (SOW) is a narrative description of the 
work required and stipulates the deliverables or services required 
to fulfill the contract. It defines the task to be accomplished or 
services to be delivered in clear, concise and meaningful terms. 

Stop Clock Time period that starts from the time one of the following event 
occurs and ends and when the event is resolved: 

1. the affected application or device is not available to the 
Contractor when the Contractor arrives at the Service 
Delivery Point ready to resolve an Incident; 

2. the Contractor encounters a health or safety related 
issue at the Service Delivery Point that prevents 
resolving an incident; 

3. the Contractor is prevented from resolving an Incident as 
a result of a malfunction of an application or device for 
which the Contractor is not responsible; and 

4. the Contractor is prevented from resolving an Incident as 
a result of delays caused by Canada. 
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System A generic term used to mean network and other devices, 
operating systems, computing platforms, virtualization software 
and applications or any combination thereof. Its use is context 
specific. 

Telephone Support The ability for End Users to communicate with the HDS Service 
Desk Service by telephone. 

Threat and Risk Assessment (TRA) Structured process designed to identify risks and provide 
recommendations for risk mitigation through analysis of system / 
service critical assets, potential threat events / scenarios, and 
inherent vulnerabilities. 

Threat Vector A path or a tool that a hacker uses to gain access to a computer 
or network server in order to deliver a malicious outcome. 

Total Response and Resolution 
Time

Time period that starts from the time an Incident Ticket is 
assigned to the Contractor, including the time the Contractor 
uses to travel to the affected Service Delivery Point, excluding 
the Stop Clock time, and ends when the malfunctioning 
application or device has been repaired and is turned over to the 
End User for regular use at full functionality.  

Unauthorized Access When an entity gains unauthorized access to a system in order 
to commit another crime such as destroying information 
contained in that system.  Examples include: infiltration, 
compromise, hacking, privilege escalation and unauthorized 
access/privilege. 

Upgrades Means an update to the Licensed Software to add, extend, 
enhance and/or improve the existing features, functionality 
and/or performance of the program code, which is documented 
by a version or build number change to the right of the first 
decimal (i.e., Product X Version 1.0 changes to Product X 
Version 1.1 or Product X Version 1.0.0 changes to Product X 
Version 1.0.1), regardless of whether the Contractor refers to it 
as a “minor upgrade” or “major upgrade”. 

User Agent Software that is acting on behalf of a User. 

User Service Domain (USD) Service Domain containing one or more user based Products 
and/or Services 

Virtual Assistant A virtual chat capability within the SDP tools that gives the End 
Users the ability to ask questions without the assistance of an 
Service Desk agent by searching answers from the Knowledge 
Repository 
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Voice-mail Support The ability for End Users to communicate with the HDS Service 
Desk Service via Voice-mail. 

Web Browser Client A mobile or desktop web browser that connects to the JUS HDS 
Services using HTTP/HTTPS. 

Web-Chat A Service Channel for an End User to get support by on-line 
chatting with the HDS Service Desk Service.  

Windows Mobile Device A Mobile Device that implements the Windows operating system 
version 8 or higher. 

Work Completion Notice Means the Contractor's certification that the Work has been 
inspected and tested in accordance with the Acceptance Test 
Plan (ATP). 
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TASK AUTHORIZATION FORM 
FORMULAIRE D'AUTORISATION DE TÂCHES

PART 1 (completed by the Technical/Project Authority)  / PARTIE 1 (complété par le Responsable technique / Chargé du projet)

A. General Information / Informations générales

Contract Number / Numéro du contrat :

Contractor Name / Nom du Contracteur :

Task Authorization (TA) No. / Nº 
de l'autorisation de tâches (AT) :

Commitment No. / Nº de 
l'engagement :

Financial Coding / Code 
financier :

Date of Issuance / Date 
d'émission :

Response required by / 
Réponse requise par : 

B. For Amendments Only / Aux fins de modification seulement

Amendment No. / Nº de la modification :

Reason for the Amendment / Raison pour la modification :

C. TA Requirements / Exigences relatives à l'AT

Required Resource(s) / Ressource(s) requise(s)

Category / Catégorie Level / Niveau 

Estimated Level of 
Effort (days) / Niveau 

d'effort estimatif 
(jours)

Linguistic Profile / Profile 
linguistique

Required Level(s) of Security / 
Niveau(x) de sécurité requis

+
-

Statement of Work (tasks, deliverables, reports, etc.) / Énoncé des travaux (tâches, livrables, rapports, etc.)

 Period of Services / Période de service:

Initial Start Date / Date de début initiale : Initial End Date / Date de fin initiale :

Extented End Date (See Reason for the Amendment) / Date de fin prolongée (voir Raison pour la modification) :

Option To Extend Initial End Date / Option pour prolonger la date de fin initiale

Travel Requirement(s) / Exigence(s) de voyage :

Work Location(s) / Lieu(x) de travail :

PART 2 (completed by the Contractor and/or the Technical/Project Authority )  / PARTIE 2 (complété par le Contracteur et/ou le Responsable technique / Chargé du projet)

A. Contractor Resource(s) / Ressource(s) du Contracteur 
Note: once approved, only the following resources may provide services under this TA. / Nota : une fois approuvée, seules les ressources suivantes peuvent fournir des services sous la présente AT. 
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AF
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Page 2 of 2

TASK AUTHORIZATION FORM 
FORMULAIRE D'AUTORISATION DE TÂCHES

Name / Nom Category / Catégorie Level / 
Niveau

Linguistic Profile / 
Profile linguistique

Level of Security / Niveau 
de sécurité

PWGSC Security 
File No. / Nº du 
dossier de 
sécurité TPSGC

-
+

B. Estimated Cost / Coût estimatif

Category / Catégorie Level / 
Niveau

Per Diem Rate / Taux 
journalier

Estimated Level of Effort 
(days) / Niveau d'effort 

estimatif (jours)

Total Cost / Coût 
estimatif

Estimated Cost / Coût estimatif

Total Estimated Travel and Living Cost / Estimé des frais de déplacement et de subsistance  $0.00 

Total Estimated Cost / Coût total estimatif  $0.00 

-
+

DateName of Contracting Authority / Nom de 
l'autorité contractante

Signature

Name of Authorized Client / Nom du client autorisé Date

Signature

 $300,000.00  $300,000.00 

By signing this TA, the authorized client authority and/or the PWGSC Contracting Authority 
certify(ies) that the content of this TA is in accordance with the conditions of the Contract. 
  
The client's authorization limit is                           . When the value of a TA and its amendments 
(excluding GST/HST) is in excess of this limit, the TA must be signed by the authorized client and 
forwarded to the PWGSC Contracting Authority for authorization.

En apposant sa signature sur l'AT, le client autorisé et/ou l'autorité contractante de TPSGC 
atteste(nt) que le contenu de cette AT est conforme aux conditions du contrat. 
  
La limite d'autorisation du client est                          . Lorsque la valeur de l'AT et ses modifications 
(excluant la TPS/TVH) dépasse cette limite, l'AT doit être signée par le client autorisé et transmise à 
l'autorité contractante de TPSGC pour autorisation.

PART 3 - TA APPROVAL BY CANADA  / PARTIE 3 - APPROBATION DE L'AT PAR LE CANADA

PART 4 - CONTRACTOR SIGNATURE  / PARTIE 4 - SIGNATURE DU CONTRACTEUR

DateSignatureName and Title of individual authorized to sign on behalf of the Contractor / Nom et titre 
de la personne autorisée à signer au nom de l'entrepreneur
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