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REQUEST FOR INFORMATION REGARDING

THE ACQUISITION OF IT HELP DESK AND DESK-SIDE
SUPPORT SERVICES

FOR
THE DEPARTMENT OF JUSTICE (JUS)

Background and Purpose of this Request for Information (RFI)

The intent of this Request for Information (RFI) is to solicit feedback from industry on all
aspects detailed in the draft Annex A — Request for Proposal.

Following feedback that will be received in response to this RFI, it is the Government of
Canada’s intention to publish a Request for Proposal (RFP) based on the draft copy
mentioned above.

The main objectives of this RFI are as follows:

(a) Provide industry with an early opportunity to assess and comment on the JUS
requirement in order to maximize best value to Canada should a RFP be posted;

(b) Determine the capability of suppliers to provide services described in this RFI;

(c) Solicit feedback and recommendations on any issues that would impact a
supplier’s ability to fulfill the JUS requirement; and

(d) Solicit industry knowledge and expertise with regards to best practices that would

increase the likelihood of a successful outcome for this project.
Overview

JUS requires informatics professional services to operate a responsive service through a
centralized national Help Centre, in addition to providing desk-side support services in the
National Capital Region (NCR), as well as national desktop engineering services. The
service will provide Level 1 Help Desk Services, Level 2 Desk-side Support and Break/Fix
Support Services, Level 3 Engineering and Support Services, and professional services
through a task authorization on an as and when requested basis for; Project Manager,
Solution Architect, Security Architect, Business Analyst, On-site Services Team Leader
and On-site Services Representative.

Nature of Request for Information

The material in the RFI package is for the solicitation of feedback only. Responding to
this RFl is not a prerequisite to receiving any resulting RFP related to this JUS
requirement. The industry is encouraged to indicate their level of interest by responding
to the questions found at Section 7, in order to facilitate a better understanding of the
requirements and capabilities from both JUS and industry perspectives.

This is not a bid solicitation. This RFI will not result in the award of any contract. As a
result, potential suppliers of any goods or services described in this RFI should not
reserve stock or facilities, nor allocate resources, as a result of any information contained
in this RFI. Nor will this RFI result in the creation of any source list. Therefore, whether or
not any potential supplier responds to this RFI will not preclude that supplier from
participating in any future procurement. Also, the procurement of any of the goods and
services described in this RFI will not necessarily follow this RFI. This RFI is simply
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intended to solicit feedback from industry with respect to the matters described in this
RFI.

3. Nature and Format of Responses Requested

Respondents are requested to provide their comments, concerns and, where applicable,
alternative recommendations regarding how the requirements or objectives described in
this RFI could be satisfied. Respondents are also invited to provide comments regarding
the content, format and/or organization of any draft documents included in this RFI.
Respondents should explain any assumptions they make in their responses.

4. Response Costs

Canada will not reimburse any respondent for expenses incurred in responding to this
RFI.

5. Treatment of Responses

(a) Use of Responses: Responses will not be formally evaluated. However, the
responses received may be used by Canada to develop or modify procurement
strategies or any draft documents contained in this RFI. Canada will review all
responses received by the RFI closing date. Canada may, in its discretion,
review responses received after the RFI closing date.

(b) Review Team: A review team composed of representatives of the client (where
applicable) and Public Services and Procurement Canada (PSPC) will review the
responses. Canada reserves the right to hire any independent consultant, or use
any Government resources that it considers necessary to review any response.
Not all members of the review team will necessarily review all responses.

(c) Confidentiality: Respondents should mark any portions of their response that
they consider proprietary or confidential. Canada will handle the responses in
accordance with the Access to Information Act.

(d) Follow-up Activity: At its discretion, Canada may meet with respondents who
indicate in their responses that they wish to participate in a follow-up meeting and
provide written responses to the questions found at Section 7. Canada currently
anticipates holding any such meetings during the week of April 03 to April 07,
2017. In order to allow PSPC to establish the schedule for such meetings,
respondents are requested to include in their responses an indication of whether
they wish to meet with Canada, together with a list of the individuals from their
organization who would be attending the meeting, and their three preferred
meeting times (see the grid below). PSPC cannot guarantee that any respondent
will be allocated any of its preferred meeting times. The Contracting Authority will
advise respondents in due course of the time slot that is available for their
meeting.

Date Time
(during week of April 03 to April 07) (between the hours of 09:00 and 15:00)

Preferred Time Slot #1

Preferred Time Slot #2

Preferred Time Slot #2
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Contents of this RFI

(a)

(b)

This RFI contains a draft bid solicitation. This document remains a work in
progress and respondents should not assume that new clauses or requirements
will not be added to any bid solicitation that is ultimately published by Canada.
Nor should respondents assume that none of the clauses or requirements will be
deleted or revised. Comments regarding any aspect of the draft document are
welcome.

This RFI also contains specific questions addressed to the industry.

Questions to Industry

(@)

(b)

()

Describe the current business environment for the provision of IT service desk
and desk-side support services to both public and private sector organizations.
What are the trends and challenges?

Based on your experience as a service provider, how does the business culture
of the client organization play into these trends or challenges?

Are there particular factors that can have a significant impact on pricing of such
services?

Considering new business opportunities, what are the key factors that you look
for, to determine if there is a good fit with the service you offer? What information
do you require?

i What does a compelling IT service desk and desk-side support service
business opportunity look like?

Describe the features of a modernized IT service desk and some of the recent
enhancements in the user interface (e.g., web interface, on-line chat, virtual
assistant, etc.).

i From your experience in providing this service to client organizations,
how do users typically receive such enhancements?
ii. Are there particular features that are more successful than others?
jil. Are there features that do not work as well, and why?
iv. Does telephone contact still play an important role?
V. Do you have specific recommendations regarding user interface?

Are there recent changes in how VIP users are provided with service, and if so
please describe them.

i What works well and what is less successful?
ii. Do you have recommendations on how to best support VIP users?

Do you have any general recommendations for Justice Canada regarding the
planned tender for IT service desk and technical support services?

If you chose not to respond to Justice Canada regarding the Help Desk and
Support Services RFP (19335-160056/A) which was published on September 6,
2016, are there particular reasons and would you care to describe these?

Are there specific comments or suggestions that you have regarding the security-
related requirements of the draft RFP included herein?
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i Is there an effective approach for articulating security requirements that
you would recommend?

ii. In providing similar services to current clients, how do you ensure the
protection and security of client information and services?

Would the review of the security requirements in the draft RFP included herein be
made clearer by the addition of a High Level Design diagram, which depicts the
requirements of the service desk service at a high level? What type of
information would be useful with this approach?

Are there particular security requirements in the draft RFP included herein that
appear more stringent than you would expect for a government organization, and
if so, would you provide examples and explain further?

From your experience in providing IT service desk and desk-side support
services to client organizations, do you have recommendations on service level
targets that are effective and correlate well with user satisfaction?

i What are the recent trends or relevant benchmarking data?
ii. What works well and what is less successful?

Are there specific comments or suggestions that you have regarding the service
level target requirements of the draft RFP included herein (which are found in
Section 7 of SOW - Annex A)?

From your experience in providing IT service desk and desk-side support
services to client organizations, do you have recommendations or best practices
for assessing operational readiness of the service provider, the associated
phase-gates, deliverables and approvals, while reducing the complexity of this
assessment?

What is the range in time interval from the date of Contract Award until the
Service Go Live date, based on your experience in providing IT service desk and
desk-side support services to client organizations?

i What is a reasonable duration (in days) for transition of these types of IT
services?
ii. What are the factors that impact this, and are there best practices that
facilitate the managing of this interval to a reasonable duration?
iii. Conversely, what are typical factors that result in this interval being
elongated?

Are there specific comments or suggestions that you have regarding the
operational readiness and/or acceptance of the work requirements of the draft
RFP included herein (which are found in Sections 2 and 3 of SOW - Annex A)?

Do you have specific comments or suggestions on the evaluation criteria of the
draft RFP included herein?

Volumetric Data

All data, including the Current State Information, is being provided to respondents purely
for information purposes. Although it represents the best information currently available to
PSPC, Canada does not guarantee that the data is complete or free from error.
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Format of Responses

(a) Cover Page: If the response includes multiple volumes, respondents are
requested to indicate on the front cover page of each volume the title of the
response, the solicitation number, the volume number and the full legal name of
the respondent.

(b) Title Page: The first page of each volume of the response, after the cover page,
should be the title page, which should contain:
(i) the title of the respondent’s response and the volume number;
(i) the name and address of the respondent;
(iii) the name, address and telephone number of the respondent’s contact;
(iv) the date; and
(V) the RFI number.

(c) Numbering System: Respondents are requested to prepare their response using a
numbering system corresponding to the one in this RFI. All references to descriptive
material, technical manuals and brochures included as part of the response should be
referenced accordingly.

(d) Number of Copies: Canada requests that respondents submit three hard copies of their
responses.
Enquiries

Because this is not a bid solicitation, Canada will not necessarily respond to enquiries in
writing or by circulating answers to all potential suppliers. However, respondents with
questions regarding this RFI may direct their enquiries to:

Contracting Authority: Jonah Dubé
E-mail Address: Jonah.dube@pwgsc.gc.ca
Telephone: (873)-469-4980

Submission of Responses

(a) Time and Place for Submission of Responses: Suppliers interested in
providing a response should deliver it to the following location by the time and
date indicated on the cover page of this document:

ATTN: Jonah Dubé

Public Services and Procurement Canada Bid Receiving Unit
Portage I1l, 0A1

11 Laurier Street

Gatineau, Quebec K1A 0S5

Responses should not be sent directly to the Contracting Authority.

(b) Responsibility for Timely Delivery: Each respondent is solely responsible for
ensuring its response is delivered on time to the correct location.

(c) Bid Receiving Unit Address Solely for Delivery of Responses: The above
address is only for bid submission. No other communications are to be forwarded
to this address.

(d) Identification of Response: Each respondent should ensure that its name and
return address, the solicitation number and the closing date appear legibly on the
outside of the response.
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Annex A
Draft Request for Proposal

Attached hereto.
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BID SOLICITATION

FOR A CONTRACT AGAINST A SUPPLY ARRANGEMENT FOR

SOLUTION- BASED INFORMATICS PROFESSIONAL SERVICES
(SBIPS)

FOR
THE DEPARTMENT OF JUSTICE

PART 1 - GENERAL INFORMATION

11 Introduction

This document states terms and conditions that apply to this bid solicitation. It is divided into seven parts
plus attachments and annexes, as follows:

Part 1 General Information: provides a general description of the requirement;

Part 2 Bidder Instructions: provides the instructions, clauses and conditions applicable to the bid
solicitation;

Part 3 Bid Preparation Instructions: provides Bidders with instructions on how to prepare their bid;

Part 4 Evaluation Procedures and Basis of Selection: indicates how the evaluation will be conducted,
the evaluation criteria that must be addressed in the bid, if applicable, and the basis of selection;

Part 5 Certifications and Additional Information: includes the certifications and additional information to
be provided;

Part 6 Security, Financial and Other Requirements: includes specific requirements that must be
addressed by Bidders; and

Part 7 Resulting Contract Clauses: includes the clauses and conditions that will apply to any resulting
contract.

The annexes include the Statement of Work and any other annexes and appendices.

1.2 Summary

(a) This bid solicitation is being issued to satisfy the requirement of the Department of Justice (the
"Client") for Solution-Based Informatics Professional Services (SBIPS) under the SBIPS Supply
Arrangement (SA) method of supply.

(b) It is intended to result in the award of one contract for four years plus two one-year irrevocable
options allowing Canada to extend the term of the contract.

(c) There are security requirements associated with this requirement. For additional information,
consult Part 6 - Security, Financial and Other Requirements, and Part 7 — Resulting Contract
Clauses. For more information on personnel and organization security screening or security
clauses, Bidders should refer to the, Industrial Security Program (ISP) of Public Works and
Government Services Canada (http://ssi-iss.tpsgc-pwgsc.gc.ca/index-eng.html) website.

(d) The requirement is subject to the provisions of the World Trade Organization Agreement on
Government Procurement (WTO-AGP), the North American Free Trade Agreement (NAFTA), the
Canada-Chile Free Trade Agreement (CCFTA), the Canada-Peru Free Trade Agreement
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(CPFTA), the Canada-Colombia Free Trade Agreement (CColFTA), and the Canada-Panama
Free Trade Agreement (CPanFTA), and the Agreement on Internal Trade (AIT).

(e) The Federal Contractor’s Program (FCP) for employment equity applies to this procurement; see
Part 5 — Certifications, Part 7 — Resulting Contract Clauses and the attachment titled “Federal
Contractor’s Program for Employment Equity — Certification”.

() Only SBIPS SA Holders currently holding an SBIPS SA for Tier 2, in the Managed Services
Domain of Expertise and in the National Capital Region, under the EN537-05IT01 series of SAs,
are eligible to compete. The SBIPS SA EN537-05IT01 is incorporated by reference and forms
part of this bid solicitation, as though expressly set out in it, subject to any express terms and
conditions contained in this bid solicitation. The capitalized terms not defined in this bid
solicitation have the meaning given to them in the SBIPS SA.

(9) SA Holders that are invited to compete as a joint venture must submit a bid as that joint venture
SA Holder, forming no other joint venture to bid. Any joint venture must be already qualified under
the SA # EN537-05IT01 as that joint venture at the time of bid closing in order to submit a bid.

1.3 Debriefings

After contract award, bidders may request a debriefing on the results of the bid solicitation process.
Bidders should make the request to the Contracting Authority within 15 working days from receipt of the
results of the bid solicitation process. The debriefing may be provided in writing, by telephone or in
person.

1.4 Conflict of Interest

(a) Bidders are advised to refer to Conflict of Interest provisions at Article 18 of SACC 2003,
Standard Instructions — Goods or Services — Competitive Requirements (dated 2016-04-04)
available on the PWGSC Website https://buyandsell.gc.ca/policy-and-guidelines/standard-
acquisition-clauses-and-conditions-manual.

(b) Without limiting in any way the provisions above, Bidders are advised that Canada has engaged
the assistance of the following private sector contractors who have provided services in preparing
strategies and documentation related to this procurement process:

(i) Gartner Group Canada; and
(ii) BP&M Consulting.

Page 5 of 70
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PART 2 - BIDDER INSTRUCTIONS

2.1
(@)

24

Standard Instructions, Clauses and Conditions

All instructions, clauses and conditions identified in the bid solicitation by number, date and title
are set out in the Standard Acquisition Clauses and Conditions Manual
(https://buyandsell.gc.ca/policy-and-guidelines/standard-acquisition-clauses-and-conditions-
manual) issued by Public Works and Government Services Canada.

Bidders who submit a bid agree to be bound by the instructions, clauses and conditions of the bid
solicitation and accept the clauses and conditions of the resulting contract(s).

The 2003 (2016-04-04) Standard Instructions - Goods or Services - Competitive Requirements
are incorporated by reference into and form part of the bid solicitation. If there is a conflict
between the provisions of 2003 and this document, this document prevails.

Subsection 3.a) of Section 01, Integrity Provisions - Bid of Standard Instructions 2003
incorporated by reference above is deleted in its entirety and replaced with the following:

a. atthe time of submitting an arrangement under the Request for Supply Arrangement
(RFSA), the Bidder has already provided a list of names, as requested under the Ineligibility
and Suspension Policy. During this procurement process, the Bidder must immediately
inform Canada in writing of any changes affecting the list of names.

Subsection 5(4) of 2003, Standard Instructions — Goods and Services — Competitive
Requirements is amended as follows:

(i) Delete: 60 days
(ii) Insert: 180 days

Submission of Bids

Bids must be submitted only to the Public Works and Government Services Canada (PWGSC)
Bid Receiving Unit by the date, time and at the PWGSC address indicated on page one of the bid
solicitation.

Due to the nature of the bid solicitation, bids transmitted by facsimile or electronic mail to PWGSC
will not be accepted.

Enquiries - Bid Solicitation

All enquiries must be submitted in writing to the Contracting Authority no later than five calendar
days before the bid closing date. Enquiries received after that time may not be answered.

Bidders should reference as accurately as possible the numbered item of the bid solicitation to
which the enquiry relates. Care should be taken by Bidders to explain each question in sufficient
detail in order to enable Canada to provide an accurate answer. Technical enquiries that are of a
proprietary nature must be clearly marked "proprietary" at each relevant item. Items identified as
“proprietary” will be treated as such except where Canada determines that the enquiry is not of a
proprietary nature. Canada may edit the questions or may request that the Bidder do so, so that
the proprietary nature of the question is eliminated, and the enquiry can be answered with copies
to all Bidders. Enquiries not submitted in a form that can be distributed to all Bidders may not be
answered by Canada.

Former Public Servant

Contracts awarded to former public servants (FPS) in receipt of a pension or of a lump sum
payment must bear the closest public scrutiny, and reflect fairness in the spending of public
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(b)

(c)

funds. In order to comply with Treasury Board policies and directives on contracts awarded to
FPSs, Bidders must provide the information required below before contract award. If the answer
to the questions and, as applicable the information required have not been received by the time
the evaluation of bids is completed, Canada will inform the Bidder of a time frame within which
to provide the information. Failure to comply with Canada’s request and meet the requirement
within the prescribed time frame will render the bid non-responsive.

Definitions

For the purposes of this clause,"former public servant" is any former member of a department
as defined in the Financial Administration Act, R.S., 1985, c. F-11, a former member of the
Canadian Armed Forces or a former member of the Royal Canadian Mounted Police. A former
public servant may be:

(i) an individual;
(ii) an individual who has incorporated;
(iii) a partnership made of former public servants; or

(iv) a sole proprietorship or entity where the affected individual has a controlling or major
interest in the entity.

"lump sum payment period" means the period measured in weeks of salary, for which payment
has been made to facilitate the transition to retirement or to other employment as a result of the
implementation of various programs to reduce the size of the Public Service. The lump sum
payment period does not include the period of severance pay, which is measured in a like
manner.

"pension" means a pension or annual allowance paid under the Public Service Superannuation
Act (PSSA), R.S., 1985, c. P-36, and any increases paid pursuant to the Supplementary
Retirement Benefits Act, R.S., 1985, c. S-24 as it affects the PSSA. It does not include pensions
payable pursuant to the Canadian Forces Superannuation Act, R.S., 1985, c. C-17, the Defence
Services Pension Continuation Act, 1970, c. D-3, the Royal Canadian Mounted Police Pension
Continuation Act , 1970, c. R-10, and the Royal Canadian Mounted Police Superannuation Act,
R.S., 1985, c. R-11, the Members of Parliament Retiring Allowances Act, R.S. 1985, c. M-5, and
that portion of pension payable to the Canada Pension Plan Act, R.S., 1985, c. C-8.

Former Public Servant in Receipt of a Pension
As per the above definitions, is the Bidder a FPS in receipt of a pension? Yes () No ()

If so, the Bidder must provide the following information, for all FPSs in receipt of a pension, as
applicable:

(i) name of former public servant;

(i)  date of termination of employment or retirement from the Public Service.

By providing this information, Bidders agree that the successful Bidder’s status, with respect to
being a former public servant in receipt of a pension, will be reported on departmental websites
as part of the published proactive disclosure reports in accordance with Contracting Policy
Notice: 2012-2 and the Guidelines on the Proactive Disclosure of Contracts.
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(d) Work Force Adjustment Directive

Is the Bidder a FPS who received a lump sum payment pursuant to the terms of the Work Force
Adjustment Directive? Yes () No ()

If so, the Bidder must provide the following information:

(i) name of former public servant;
(ii) conditions of the lump sum payment incentive;
(iii) date of termination of employment;

(iv) amount of lump sum payment;
(v) rate of pay on which lump sum payment is based;
(vi) period of lump sum payment including start date, end date and number of weeks;

(vii) number and amount (professional fees) of other contracts subject to the restrictions of a
work force adjustment program.

For all contracts awarded during the lump sum payment period, the total amount of fees that
may be paid to a FPS who received a lump sum payment is $5,000, including Applicable Taxes.

25 Applicable Laws

(a) Any resulting contract must be interpreted and governed, and the relations between the parties
determined, by the laws in force in Ontario.

Note to Bidders: Bidders may, at their discretion, substitute the applicable laws of a Canadian province
or territory of their choice without affecting the validity of its bid, by deleting the name of the Canadian
province or territory specified and inserting the name of the Canadian province or territory of its choice. If
no change is made, it acknowledges that the applicable laws specified are acceptable to the Bidder.
Bidders are requested to indicate the Canadian province or territory they wish to apply to any resulting
contract in their Bid Submission Form.

2.6 Improvement of Requirement During Solicitation Period

Should bidders consider that the specifications or Statement of Work contained in the bid solicitation
could be improved technically or technologically, bidders are invited to make suggestions, in writing, to
the Contracting Authority named in the bid solicitation. Bidders must clearly outline the suggested
improvement as well as the reasons for the suggestion. Suggestions that do not restrict the level of
competition nor favour a particular bidder will be given consideration provided they are submitted to the
Contracting Authority in accordance with the article entitled "Enquiries - Bid Solicitation". Canada will have
the right to accept or reject any or all suggestions.

2.7 Volumetric Data

The Current State Information (Attachment 1) data has been provided to Bidders to assist them in
preparing their bids. The inclusion of this data in this bid solicitation does not represent a commitment by
Canada that Canada's future usage of the service identified in this bid solicitation will be consistent with
this data. It is provided purely for information purposes.
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PART 3 - BID PREPARATION INSTRUCTIONS

3.1
(@)

Bid Preparation Instructions

Copies of Bid: Canada requests that Bidders provide their bid in separately bound sections as
follows:

(i) Section I: Technical Bid (five hard copies and five soft copies on USB key)
(ii) Section II: Financial Bid (two hard copies)

(iii) Section lllI: Certifications not included in the Technical Bid (two hard copies)
(iv) Section IV: Additional Information (two hard copies)

If there is a discrepancy between the wording of the soft copy and the hard copy, the wording of
the hard copy will have priority over the wording of the soft copy.

Prices must appear in the financial bid only. No prices must be indicated in any other section of
the bid.

Format for Bid: Canada requests that Bidders follow the format instructions described below in
the preparation of their bid:

(i) use 8.5 x 11 inch (216 mm x 279 mm) paper;
(ii) use a numbering system that corresponds to the bid solicitation;
(iii) include a title page at the front of each volume of the bid that includes the title, date, bid

solicitation number, bidder's name and address and contact information of its
representative; and

(iv) include a table of contents.

Canada's Policy on Green Procurement: In April 2006, Canada issued a policy directing
federal departments and agencies to take the necessary steps to incorporate environmental
considerations into the procurement process. See the Policy on Green Procurement
(http://www.tpsgc-pwgsc.gc.ca/ecologisation-greening/achats-procurement/politique-policy-
eng.html). To assist Canada in reaching its objectives, Bidders should:

(i) use paper containing fibre certified as originating from a sustainably-managed forest
and/or containing a minimum of 30% recycled content; and

(i) use an environmentally-preferable format including black and white printing instead of
colour printing, printing double sided/duplex, and using staples or clips instead of cerlox,
duotangs or binders.

Submission of Only One Bid:

(i) A Bidder, including related entities, will be permitted to submit only one bid in response to
this bid solicitation. If a Bidder or any related entities participate in more than one bid
(participating means being part of the Bidder, not being a subcontractor), Canada will
provide those Bidders with 2 working days to identify the single bid to be considered by
Canada. Failure to meet this deadline will result in all the affected bids being disqualified.

(i) For the purposes of this Article, regardless of the jurisdiction where any of the entities
concerned is incorporated or otherwise formed as a matter of law (whether that entity is a
natural person, corporation, partnership, etc), an entity will be considered to be "related"
to a Bidder if:

(A) they are the same legal entity (i.e., the same natural person, corporation,
partnership, limited liability partnership, etc.);

(B) they are "related persons" or "affiliated persons" according to the Canada Income
Tax Act;
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(iii)

(©) the entities have now or in the two years before bid closing had a fiduciary
relationship with one another (either as a result of an agency arrangement or any
other form of fiduciary relationship); or

(D) the entities otherwise do not deal with one another at arm's length, or each of
them does not deal at arm's length with the same third party.

Individual members of a joint venture cannot participate in another bid, either by
submitting a bid alone or by participating in another joint venture.

Joint Venture Experience:

(i)

(iif)

Where the Bidder is a joint venture with existing experience as that joint venture, it may
submit the experience that it has obtained as that joint venture.

Example: A bidder is a joint venture consisting of members L and O. A bid solicitation
requires that the bidder demonstrate experience providing maintenance and help desk
services for a period of 24 months to a customer with at least 10,000 users. As a joint
venture (consisting of members L and O), the bidder has previously done the work. This
bidder can use this experience to meet the requirement. If member L obtained this
experience while in a joint venture with a third party N, however, that experience cannot
be used because the third party N is not part of the joint venture that is bidding.

A joint venture bidder may rely on the experience of one of its members to meet any
given technical criterion of this bid solicitation.

Example: A bidder is a joint venture consisting of members X, Y and Z. If a solicitation
requires: (a) that the bidder have 3 years of experience providing maintenance service,
and (b) that the bidder have 2 years of experience integrating hardware with complex
networks, then each of these two requirements can be met by a different member of the
joint venture. However, for a single criterion, such as the requirement for 3 years of
experience providing maintenance services, the bidder cannot indicate that each of
members X, Y and Z has one year of experience, totaling 3 years. Such a response
would be declared non-responsive.

Joint venture members cannot pool their abilities with other joint venture members to
satisfy a single technical criterion of this bid solicitation. However, a joint venture member
can pool its individual experience with the experience of the joint venture itself. Wherever
substantiation of a criterion is required, the Bidder is requested to indicate which joint
venture member satisfies the requirement. If the Bidder has not identified which joint
venture member satisfies the requirement, the Contracting Authority will provide an
opportunity to the Bidder to submit this information during the evaluation period. If the
Bidder does not submit this information within the period set by the Contracting Authority,
its bid will be declared non-responsive.

Example: A bidder is a joint venture consisting of members A and B. If a bid solicitation
requires that the bidder demonstrate experience providing resources for a minimum
number of 100 billable days, the bidder may demonstrate that experience by submitting
either:

Contracts all signed by A,

Contracts all signed by B; or

Contracts all signed by A and B in joint venture, or

Contracts signed by A and contracts signed by A and B in joint venture, or
Contracts signed by B and contracts signed by A and B in joint venture.

That show in total 100 billable days.
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3.2
(@)

(iv)

Any Bidder with questions regarding the way in which a joint venture bid will be evaluated
should raise such questions through the Enquiries process as early as possible during
the bid solicitation period.

Section I: Technical Bid

The technical bid consists of the following:

(i)

(iii)

Bid Submission Form: Bidders are requested to include the Bid Submission Form -
Attachment 2 with their bids. It provides a common form in which bidders can provide
information required for evaluation and contract award, such as a contact name and the
Bidder's Procurement Business Number, etc. Using the form to provide this information is
not mandatory, but it is recommended. If Canada determines that the information
required by the Bid Submission Form is incomplete or requires correction, Canada will
provide the Bidder with an opportunity to do so.

Security Clearance: Bidders are requested to submit the following security information
for each of the proposed resources with their bids on or before the bid closing date:

SECURITY INFORMATION

Name of individual as it appears on security
clearance application form

Level of security clearance obtained

Validity period of security clearance
obtained

Security Screening Certificate and Briefing
Form file number

If the Bidder has not included the security information in its bid, the Contracting Authority
will provide an opportunity to the Bidder to submit the security information during the
evaluation period. If the Bidder has not submitted the security information within the
period set by the Contracting Authority, its bid will be declared non-responsive.

Substantiation of Technical Compliance: The technical bid must substantiate the
compliance with the specific articles of Attachment 3 and Attachment 4, which is the
requested format for providing the substantiation. The substantiation must not simply be
a repetition of the requirement(s), but must explain and demonstrate how the Bidder will
meet the requirements and carry out the required Work. Simply stating that the Bidder or
its proposed solution or resources comply is not sufficient. Where Canada determines
that the substantiation is not complete, the Bidder will be considered non-responsive and
disqualified. The substantiation may refer to additional documentation submitted with the
bid - this information can be referenced in the "Bidder's Response" column of Attachment
3 and Attachment 4, where Bidders are requested to indicate where in the bid the
reference material can be found, including the title of the document, and the page and
paragraph numbers; where the reference is not sufficiently precise, Canada may request
that the Bidder direct Canada to the appropriate location in the documentation.

For Proposed Resources: The technical bid must include the number of résumés, per
Resource Category, as identified in Attachment 3. The same individual must not be
proposed for more than one Resource Category. The Technical bid must demonstrate
that each proposed individual meets the qualification requirements described (including
any educational requirements, work experience requirements, and professional
designation or membership requirements). With respect to the proposed resources:
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(A)

(B)

Proposed resources may be employees of the Bidder or employees of a
subcontractor, or these individuals may be independent contractors to whom the
Bidder would subcontract a portion of the Work (refer to Part 5, Certifications).

For educational requirements for a particular degree, designation or certificate,
PWGSC will only consider educational programs that were successfully
completed by the resource by the time of bid closing. If the degree, designation
or certification was issued by an educational institution outside of Canada, the
Bidder must provide a copy of the results of the academic credential assessment
and qualification recognition service issued by an agency or organization
recognized by the Canadian Information Centre for International Credentials
(CICIC).

For requirements relating to professional designation or membership, the
resource must have the required designation or membership by the time of bid
closing and must continue, where applicable, to be a member in good standing of
the profession or membership throughout the evaluation period and Contract
Period. Where the designation or membership must be demonstrated through a
certification, diploma or degree, such document must be current, valid and issued
by the entity specified in this solicitation. If the entity is not specified, the issuer
must have been an accredited or otherwise recognized body, institution or entity
at the time the document was issued. If the degree, diploma or certification was
issued by an educational institution outside of Canada, the Bidder must provide a
copy of the results of the academic credential assessment and qualification
recognition service issued by an agency or organization recognized by the
Canadian Information Centre for International Credentials (CICIC).

For work experience, PWGSC will not consider experience gained as part of an
educational program, except for experience gained through a formal co-operative
program at a post-secondary institution.

For any requirements that specify a particular time period (e.g., 2 years) of work
experience, PWGSC will disregard any information about experience if the
technical bid does not include the relevant dates (month and year) for the
experience claimed (i.e., the start date and end date). Canada will evaluate only
the duration that the resource actually worked on a project or projects (from his
or her start date to end date), instead of the overall start and end date of a
project or a combination of projects in which a resource has participated.

For work experience to be considered by Canada, the technical bid must not
simply indicate the title of the individual's position, but must demonstrate that the
resource has the required work experience by explaining the responsibilities and
work performed by the individual while in that position. In situations in which a
proposed resource worked at the same time on more than one project, the
duration of any overlapping time period will be counted only once toward any
requirements that relate to the individual's length of experience.

Customer Reference Contact Information:

(A)

(B)

The Bidder must provide customer references. The customer reference must
each confirm, if requested by PWGSC, the facts identified in the Bidder's bid, as
required by Attachment 3 and Attachment 4.

The form of question to be used to request confirmation from customer
references is as follows:

[Sample Question to Customer Reference: “Has [the Bidder] provided your
organization with [describe the services and, if applicable, describe any required
time frame within which those services must have been provided]?”
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3.3
(@)

(c)

3.4

____Yes, the Bidder has provided my organization with the services described
above.

____No, the Bidder has not provided my organization with the services described
above.

____lam unwilling or unable to provide any information about the services
described above.

(©) For each customer reference, the Bidder must, at a minimum, provide the name
and e-mail address for a contact person.

Bidders are also requested to include the title of the contact person. It is the sole
responsibility of the Bidder to ensure that it provides a contact who is
knowledgeable about the services the Bidder has provided to its customer and
who is willing to act as a customer reference. Crown references will be accepted.

(vi) Corporate Profile: The Bidder is requested to provide a corporate profile, which should
include an overview of the Bidder and any subcontractors, and/or authorized agents of
the Bidder that would be involved in the performance of the Work on the Bidder's behalf.
The Bidder is requested to provide a brief description of its size, corporate structure,
years in business, business activities, major customers, number of employees and their
geographic presence. This information is requested for information purposes only and will
not be evaluated.

Section Il: Financial Bid

Pricing: Bidders must submit their financial bid in accordance with the Pricing Schedule provided
in Attachment 5. The total amount of Applicable Taxes must be shown separately, if applicable.
Unless otherwise indicated, bidders must include a single, firm, all-inclusive per diem rate quoted
in Canadian dollars in each cell requiring an entry in the pricing tables.

Variation in Resource Rates By Time Period: For any given resource category, where the
financial tables provided by Canada allow different firm rates to be charged for a resource
category during different time periods:

(i) the rate bid must not increase by more than 5% from one time period to the next, and

(ii) the rate bid for the same resource category during any subsequent time period must not
be lower than the rate bid for the time period that includes the first month of the Initial
Contract Period.

All Costs to be Included: The financial bid must include all costs for the requirement described
in the bid solicitation for the entire Contract Period, including any option periods. The identification
of all necessary equipment, software, peripherals, cabling and components required to meet the
requirements of the bid solicitation and the associated costs of these items is the sole
responsibility of the Bidder.

Blank Prices: Bidders are requested to insert "$0.00" for any item for which it does not intend to
charge or for items that are already included in other prices set out in the tables. If the Bidder
leaves any price blank, Canada will treat the price as "$0.00" for evaluation purposes and may
request that the Bidder confirm that the price is, in fact, $0.00. No bidder will be permitted to add
or change a price as part of this confirmation. Any bidder who does not confirm that the price for a
blank item is $0.00 will be declared non-responsive.

Section lll: Certifications

It is a requirement that bidders submit the certifications identified under Part 5.
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3.5

(a)

Section IV: Additional Information
Bidder's Proposed Site(s) or Premises Requiring Safeguarding Measures

As indicated in Part 6 under Security Requirements, the Bidder must provide the full address(es)
of the Bidder's and proposed individual(s)’ site(s) or premises for which safeguarding measures
are required for Work Performance.

Street Number / Street Name, Unit / Suite / Apartment Number
City, Province, Territory / State

Postal Code / Zip Code

Country

The Company Security Officer (CSO) must ensure through the Industrial Security Program (ISP)
that the Bidder and proposal individual(s) hold a valid security clearance at the required level, as
indicated in Part 6 — Security, Financial and Other Requirements.

Bidders are requested to indicate this information on their Bid Submission Form.
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PART 4 - EVALUATION PROCEDURES AND BASIS OF SELECTION

4.1
(@)

4.2
(@)

Evaluation Procedures

Bids will be assessed in accordance with the entire requirement of the bid solicitation including
the technical and financial evaluation criteria. There are several steps in the evaluation process,
which are described below. Even though the evaluation and selection will be conducted in steps,
the fact that Canada has proceeded to a later step does not mean that Canada has conclusively
determined that the Bidder has successfully passed all the previous steps. Canada may conduct
steps of the evaluation in parallel.

An evaluation team composed of representatives of the Client and PWGSC will evaluate the bids
on behalf of Canada. Canada may hire any independent consultant, or use any Government
resources, to evaluate any bid. Not all members of the evaluation team will necessarily participate
in all aspects of the evaluation.

In addition to any other time periods established in the bid solicitation:

(i) Requests for Clarifications: If Canada seeks clarification or verification from the Bidder
about its bid, the Bidder will have two working days (or a longer period if specified in
writing by the Contracting Authority) to provide the necessary information to Canada.
Failure to meet this deadline will result in the bid being declared non-responsive.

(ii) Requests for Further Information: If Canada requires additional information in order to
do any of the following pursuant to the Section entitled "Conduct of Evaluation" in 2003,
Standard Instructions - Goods or Services - Competitive Requirements:

(A) verify any or all information provided by the Bidder in its bid; or

(B) contact any or all references supplied by the Bidder (e.g., references named in
the résumés of individual resources) to verify and validate any information
submitted by the Bidder,

the Bidder must provide the information requested by Canada within two working days of
a request by the Contracting Authority.

(iii) Extension of Time: If additional time is required by the Bidder, the Contracting Authority
may grant an extension in his or her sole discretion.

Technical Evaluation

Mandatory Technical Criteria:

(i) Each bid will be reviewed for compliance with the mandatory requirements of the bid
solicitation. Any element of the bid solicitation that is identified specifically with the words
"must" or "mandatory" is a mandatory requirement. Bids that do not comply with each
and every mandatory requirement will be declared non-responsive and be disqualified.

(ii) The mandatory technical criteria are described in Attachment 3.
Point-Rated Technical Criteria:

(i) Each bid will be rated by assigning a score to the rated requirements, which are identified
in the bid solicitation by the word "rated" or by reference to a score. Bidders who fail to
submit complete bids with all the information requested by this bid solicitation will be
rated accordingly.

(i) The rated requirements are described in Attachment 4.
Number of Resources Evaluated:

Only a certain number of resources per Resource Category will be evaluated as part of this bid
solicitation as identified in Attachment 3. Additional Resources will only be assessed after
contract award once specific tasks are requested of the Contractor. After contract award, the
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4.3
(@)

Task Authorization process will be in accordance with Part 7 — Resulting Contract Clauses, the
Article titled “Task Authorization”. When a Task Authorization Form (TA Form) is issued, the
Contractor will be requested to propose a resource to satisfy the specific requirement based on
the TA Form’s Statement of Work. The proposed resource will then be assessed against the
criteria identified in the Contract’s Statement of Work in accordance with Appendix | of Annex A.

Reference Checks:

(i) Whether or not to conduct reference checks is discretionary. However, if PWGSC
chooses to conduct reference checks for any given rated or mandatory requirement, it will
check the references for that requirement for all bidders to be recommended for contract
award.

(ii) For reference checks, Canada will conduct the reference check in writing by email.
Canada will send all email reference check requests to contacts supplied by all the
Bidders on the same day using the email address provided in the bid. Canada will not
award any points and/or a bidder will not meet the mandatory experience requirement (as
applicable) unless the response is received within 5 working days of the date that
Canada's email was sent.

(iii) If Canada does not receive a response from the contact person within the 5 working
days, Canada will not contact the Bidder and will not permit the substitution of an
alternate contact person.

(iv) Wherever information provided by a reference differs from the information supplied by the
Bidder, the information supplied by the reference will be the information evaluated.

(v) Points will not be allocated and/or a bidder will not meet the mandatory experience
requirement (as applicable) if (1) the reference customer states he or she is unable or
unwilling to provide the information requested, or (2) the customer reference is not a
customer of the Bidder itself (for example, the customer cannot be the customer of an
affiliate of the Bidder instead of being a customer of the Bidder itself). Nor will points be
allocated or a mandatory met if the customer is itself an affiliate or other entity that does
not deal at arm's length with the Bidder.

Financial Evaluation

The financial evaluation will be conducted by calculating the Total Bid Price using the Pricing
Tables in Attachment 5 completed by the bidders.

Substantiation of Professional Services Rates

In Canada's experience, bidders will from time to time propose rates at the time of bidding for one
or more categories of resources that they later refuse to honour, on the basis that these rates do
not allow them to recover their own costs and/or make a profit. When evaluating the rates bid for
professional services, Canada may, but will have no obligation to, require price support in
accordance with this Article. If Canada requests price support, it will be requested from all
otherwise responsive bidders who have proposed a rate that is at least 20% lower than the
median rate bid by all responsive bidders for the relevant resource category or categories. If
Canada requests price support, the Bidder must provide the following information:

(i) an invoice (referencing a contract serial number or other unique contract identifier) that
shows that the Bidder has provided and invoiced a customer (with whom the Bidder deals
at arm's length) for services performed for that customer similar to the services that would
be provided in the relevant resource category, where those services were provided for at
least three months within the eighteen months before the date of this request for rate
substantiation, and the fees charged were equal to or less than the rate offered to
Canada;

(ii) in relation to the invoice in (i), evidence from the Bidder's customer that the services
identified in the invoice include at least 50% of the tasks listed in the Statement of Work
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4.4
(@)

for the category of resource being assessed for an unreasonably low rate. This evidence
must consist of either a copy of the contract (which must describe the services to be
provided and demonstrate that at least 50% of the tasks to be performed are the same as
those to be performed under the Statement of Work in this bid solicitation) or the
customer's signed certification that the services subject to the charges in the invoice
included at least 50% of the same tasks to be performed under the Statement of Work in
this bid solicitation;

(iii) in respect of each contract for which an invoice is submitted as substantiation, a résumeé
for the resource that provided the services under that contract that demonstrates that, in
relation to the resource category for which the rates are being substantiated, the resource
would meet the mandatory requirements and achieve any required pass mark for any
rated criteria; and

(iv) the name, telephone number and, if available, e-mail address of a contact person at the
customer who received each invoice submitted under (i), so that Canada may verify any
information provided by the Bidder.

Once Canada requests substantiation of the rates bid for any resource category, it is the sole
responsibility of the Bidder to submit information (as described above and as otherwise may be
requested by Canada, including information that would allow Canada to verify information with the
resource proposed) that will allow Canada to determine whether it can rely, with confidence, on
the Bidder's ability to provide the required services at the rates bid. If Canada determines that the
information provided by the Bidder does not adequately substantiate the unreasonably low rates,
the bid will be declared non-responsive.

Formulae in Pricing Tables

If the pricing tables provided to bidders include any formulae, Canada may re-input the prices
provided by bidders into a fresh table, if Canada believes that the formulae may no longer be
functioning properly in the version submitted by a Bidder.

Basis of Selection

To be declared responsive, a bid must:

(i) comply with all the requirements of the bid solicitation;
(i) meet all mandatory criteria; and
(iii) obtain the required minimum pass mark for the technical evaluation criteria which are

subject to point rating.
Bids not meeting (i) or (ii) or (iii) will be declared non-responsive.

The selection will be based on the highest responsive combined rating of technical merit and
price. The ratio will be 60% for the technical merit and 40% for the price.

To establish the technical merit score, the overall technical score for each responsive bid will be
determined as follows:

total number of points obtained / maximum number of points available multiplied by the ratio of
60%.

To establish the pricing score, each responsive bid will be prorated against the lowest evaluated
price and the ratio of 40%.

For each responsive bid, the technical merit score and the pricing score will be added to
determine its combined rating.

Neither the responsive bid obtaining the highest technical score nor the one with the lowest
evaluated price will necessarily be accepted. The responsive bid with the highest combined rating
of technical merit and price will be recommended for award of a contract.
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(h) The table below illustrates an example where all three bids are responsive and the selection of
the contractor is determined by a 60/40 ratio of technical merit and price, respectively. The total
available points equals 135 and the lowest evaluated price is $45,000 (45).

Basis of Selection - Highest Combined Rating Technical Merit (60%) and Price (40%)

BIDDER 1 BIDDER 2 BIDDER 3
Overall Technical Score 115/135 89/135 92/135
Total Bid Price $55,000.00 $50,000.00 $45,000.00
Technical 115/135 x 60 = 89/135 x 60 = 92/135 x 60 =
Calculations Merit Score 51.11 39.56 40.89
Pricing Score | 45/55 x40 =32.72 | 45/50 x 40 = 36.00 | 45/45 x 40 = 40.00
Combined Rating 83.83 75.56 80.89
Overall Rating 1st 3rd 2nd
(i) One contract may be awarded in total as a result of this bid solicitation.
) Bidders should note that all contract awards are subject to Canada's internal approvals process,

which includes a requirement to approve funding in the amount of any proposed contract. Despite
the fact that the Bidder may have been recommended for contract award, a contract will only be
awarded if internal approval is granted according to Canada's internal policies. If approval is not
granted, no contract will be awarded.

(k) If more than one Bidder is ranked first because of identical overall scores, then the Bidder with
the higher Technical Score will become the top-ranked bidder.
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PART 5 — CERTIFICATIONS AND ADDITIONAL INFORMATION

Bidders must provide the required certifications and additional information to be awarded a contract.

The certifications provided by Bidders to Canada are subject to verification by Canada at all times.
Canada will declare a bid non-responsive, or will declare a contractor in default if any certification made
by the Bidder is found to be untrue, whether made knowingly or unknowingly, during the bid evaluation
period or during the contract period.

The Contracting Authority will have the right to ask for additional information to verify Bidder’s
certifications. Failure to comply and to cooperate with any request or requirement imposed by the
Contracting Authority will render the bid non-responsive or constitute a default under the Contract.

51 Certifications Precedent to Contract Award and Additional Information

The certifications and additional information listed below should be submitted with the bid, but may be
submitted afterwards. If any of these required certifications or additional information is not completed and
submitted as requested, the Contracting Authority will inform the Bidder of a time frame within which to
provide the information. Failure to provide the certifications or the additional information listed below
within the time frame provided will render the bid non-responsive.

(a) Federal Contractors Program for Employment Equity - Bid Certification

By submitting a bid, the Bidder certifies that the Bidder, and any of the Bidder's members if the
Bidder is a Joint Venture, is not named on the Federal Contractors Program (FCP) for
employment equity "ECP Limited Eligibility to Bid" list
(http://www.labour.gc.ca/eng/standards_equity/eq/empl/fcpl/list/inelig.shtml) available from
Employment and Social Development Canada (ESDC) - Labour's website.

Canada will have the right to declare a bid non-responsive if the Bidder, or any member of the
Bidder if the Bidder is a Joint Venture, appears on the "ECP Limited Eligibility to Bid" list at the
time of contract award.

Canada will also have the right to terminate the Contract for default if a Contractor, or any
member of the Contractor if the Contractor is a Joint Venture, appears on the "FCP Limited
Eligibility to Bid" list during the period of the Contract.

The Bidder must provide the Contracting Authority with a completed Attachment 6, Federal
Contractors Program for Employment Equity - Certification, before contract award. If the Bidder
is a Joint Venture, the Bidder must provide the Contracting Authority with a completed
Attachment Federal Contractors Program for Employment Equity - Certification, for each member
of the Joint Venture.

5.2 Additional Certifications Precedent to Contract Award

(a) Professional Services Resources

(i) By submitting a bid, the Bidder certifies that, if it is awarded a contract as a result of the
bid solicitation, every individual proposed in its bid will be available to perform the Work
as required by Canada's representatives and at the time specified in the bid solicitation or
agreed to with Canada's representatives.

(i) By submitting a bid, the Bidder certifies that all the information provided in the résumés
and supporting material submitted with its bid, particularly the information pertaining to
education, achievements, experience and work history, has been verified by the Bidder to
be true and accurate. Furthermore, the Bidder warrants that every individual proposed by
the Bidder for the requirement is capable of performing the Work described in the
resulting contract.

(iii) If a Bidder has proposed any individual who is not an employee of the Bidder, by
submitting a bid, the Bidder certifies that it has the permission from that individual to

Page 19 of 70



Solicitation Number: Amendment Number: Buyer ID:
19335-160056/A 626EL

propose his/her services in relation to the Work to be performed and to submit his/her
résumé to Canada. The Bidder must, upon request from the Contracting Authority,
provide a written confirmation, signed by the individual, of the permission given to the
Bidder and of his/her availability. Failure to comply with the request may result in the bid
being declared non-responsive.

(b) Submission of Only One Bid

By submitting a bid, the Bidder is certifying that it does not consider itself to be related to any other
bidder.
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PART 6 - SECURITY, FINANCIAL AND OTHER REQUIREMENTS

6.1
(@)

6.2
(@)

Security Requirement
At the date of bid closing, the following conditions must be met:

(i) the Bidder must hold a valid organization security clearance as indicated in Part 7 -
Resulting Contract Clauses;

(ii) the Bidder's proposed individuals requiring access to classified or protected information,
assets or sensitive work site(s) must meet the security requirements as indicated in Part 7
- Resulting Contract Clauses; and

(iii) the Bidder's proposed location of work performance and document safeguarding must
meet the security requirements as indicated in Part 7 - Resulting Contract Clauses;

(iv) the Bidder must provide the address(es) of proposed site (s) or premises of work
performance and document safeguarding as indicated in Part 3 - Section IV Additional
Information.

For additional information on security requirements, Bidders should refer to the Industrial Security
Program (ISP) of Public Works and Government Services Canada (http://ssi-iss.tpsgc-
pwgsc.gc.cal/index-eng.html) website.

In the case of a joint venture bidder, each member of the joint venture must meet the security
requirements.

Financial Capability

SACC Manual clause A9033T (2012-07-16) Financial Capability applies, except that subsection 3
is deleted and replaced with the following: "If the Bidder is a subsidiary of another company, then
any financial information required by the Contracting Authority in 1(a) to (f) must be provided by
each level of parent company, up to and including the ultimate parent company. The financial
information of a parent company does not satisfy the requirement for the provision of the financial
information of the Bidder; however, if the Bidder is a subsidiary of a company and, in the normal
course of business, the required financial information is not generated separately for the
subsidiary, the financial information of the parent company must be provided. If Canada
determines that the Bidder is not financially capable but the parent company is, or if Canada is
unable to perform a separate assessment of the Bidder's financial capability because its financial
information has been combined with its parent's, Canada may, in its sole discretion, award the
contract to the Bidder on the condition that the parent company grant a performance guarantee to
Canada."

In the case of a joint venture bidder, each member of the joint venture must meet the financial
capability requirements.
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PART 7 - RESULTING CONTRACT CLAUSES

The following clauses apply to and form part of any contract resulting from the bid solicitation.

71
(@)

7.2
(@)

Requirement

(the "Contractor") agrees to supply to the Client the
services described in the Contract, including the Statement of Work, in accordance with, and at
the prices set out in, the Contract. This includes providing professional services as and when
requested by Canada, to one or more locations to be designated by Canada, excluding any
locations in areas subject to any of the Comprehensive Land Claims Agreements.

Client: Under the Contract, the "Client" is the Department of Justice.

Reorganization of Client: The Contractor's obligation to perform the Work will not be affected by
(and no additional fees will be payable as a result of) the renaming, reorganization,
reconfiguration, or restructuring of any Client. The reorganization, reconfiguration and
restructuring of the Client includes the privatization of the Client, its merger with another entity, or
its dissolution, where that dissolution is followed by the creation of another entity or entities with
mandates similar to the original Client. In connection with any form of reorganization, Canada
may designate another department or government body as the Contracting Authority or Technical
Authority, as required to reflect the new roles and responsibilities associated with the
reorganization.

Defined Terms: Words and expressions defined in the General Conditions or Supplemental
General Conditions and used in the Contract have the meanings given to them in the General
Conditions or Supplemental General Conditions. Any reference to an Identified User in the Supply
Arrangement is a reference to the Client. Also, any reference to a "deliverable" or "deliverables"
includes all documentation outlined in this Contract. A reference to a "local office" of the
Contractor means an office having at least one full time employee that is not a shared resource
working at that location.

Task Authorization

As-and-when-requested Task Authorizations: The Work or a portion of the Work to be
performed under the Contract will be on an "as-and-when-requested basis" using a Task
Authorization (TA). The Work described in the TA must be in accordance with the scope of the
Contract. The Contractor must not commence work until a validly issued TA has been issued by
Canada and received by the Contractor. The Contractor acknowledges that any work performed
before such issuance and receipt will be done at the Contractor's own risk.

Assessment of Resources Proposed at TA Stage: Processes for issuing, responding to and
assessing Task Authorizations are further detailed in Appendices G, H, | and J of Annex A.

Form and Content of draft Task Authorization:

(i) The Technical Authority will provide the Contractor with a description of the task in a draft
Task Authorization using the form specified in Appendix H to Annex A.

(ii) The draft Task Authorization will contain the details of the activities to be performed, and
must also contain the following information:

(A) the task number;

(B) The date by which the Contractor's response must be received (which will appear
in the draft Task Authorization, but not the issued Task Authorization);

(C) the details of any financial coding to be used;
(D) the categories of resources and the number required;

(E) a description of the work for the task outlining the activities to be performed and
identifying any deliverables (such as reports);
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F) the start and completion dates;
G) milestone dates for deliverables and payments (if applicable);
H) the number of person-days of effort required;

| whether the work requires on-site activities and the location;

~

(
(
(
(
(
(

J) the language profile of the resources required;
K) the level of security clearance required of resources; and
(L) any other constraints that might affect the completion of the task.

Contractor's Response to Draft Task Authorization: The Contractor must provide to the
Technical Authority, within two working days of receiving the draft Task Authorization (or within
any longer time period specified in the draft TA), the proposed total price for performing the task
and a breakdown of that cost, established in accordance with the Basis of Payment specified in
the Contract. The Contractor's quotation must be based on the rates set out in the Contract. The
Contractor will not be paid for preparing or providing its response or for providing other
information required to prepare and validly issue the TA.

Task Authorization Limit and Authorities for Validly Issuing Task Authorizations:

To be validly issued, a TA must include the following signatures:

(i)

(ii)

for any TA, inclusive of revisions, with a value less than or equal to $300,000.00
(excluding Applicable Taxes), the TA must be signed by the Technical Authority; and

for any TA with a value greater than this amount, a TA must be signed by the Technical
Authority and Contracting Authority.

Any TA that does not bear the appropriate signature(s) is not validly issued by Canada.
Any work performed by the Contractor without receiving a validly issued TA is done at the
Contractor's own risk. If the Contractor receives a TA that is not appropriately signed, the
Contractor must notify the Contracting Authority. By providing written notice to the
Contractor, the Contracting Authority may suspend the Client's ability to issue TA’s at any
time, or reduce the dollar value threshold described in sub-article (i) above; any
suspension or reduction notice is effective upon receipt.

Periodic Usage Reports:

(i)

(ii)

(iii)

The Contractor must compile and maintain records on its provision of services to the
federal government under Task Authorizations validly issued under the Contract. The
Contractor must provide this data to Canada in accordance with the reporting
requirements detailed below. If some data is not available, the reason must be indicated.
If services are not provided during a given period, the Contractor must still provide a
"NIL" report. The data must be submitted on a quarterly basis to the Contracting
Authority. From time to time, the Contracting Authority may also require an interim report
during a reporting period.

The quarterly periods are defined as follows:

(A) 1t quarter: April 1 to June 30;

(B) 2" quarter: July 1 to September 30;

(©) 3" quarter: October 1 to December 31; and
(D) 4 quarter: January 1 to March 31.

The data must be submitted to the Contracting Authority no later than 15 calendar days
after the end of the reporting period.

Each report must contain the following information for each validly issued TA (as
amended):
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(A) the Task Authorization number and the Task Authorization Revision number(s), if
applicable;
(B) a title or a brief description of each authorized task;
(©) the name, Resource Category and level of each resource involved in performing

(9)

7.3

the TA, as applicable;

(D) the total estimated cost specified in the validly issued TA of each task, exclusive
of Applicable Taxes;

(E) the total amount, exclusive of Applicable Taxes, expended to date against each
authorized task;

(F) the start and completion date for each authorized task; and

(G) the active status of each authorized task, as applicable (e.g., indicate whether
work is in progress or if Canada has cancelled or suspended the TA, etc.).

Each report must also contain the following cumulative information for all the validly
issued TA’s (as amended):

(A) the amount, exclusive of Applicable Taxes, specified in the Contract (as last
amended, as applicable) as Canada's total liability to the Contractor for all validly
issued TA’s; and

(B) the total amount, exclusive of Applicable Taxes, expended to date against all
validly issued TA's.

Consolidation of TA’s for Administrative Purposes: The Contract may be amended from time
to time to reflect all validly issued Task Authorizations to date, to document the Work performed
under those TA’s for administrative purposes.

Standard Clauses and Conditions

All clauses and conditions identified in the Contract by number, date and title are set out in the Standard
Acquisition Clauses and Conditions Manual (https://buyandsell.gc.ca/policy-and-guidelines/standard-
acquisition-clauses-and-conditions-manual) issued by Public Works and Government Services Canada.

(a)

General Conditions:

(i)

2035 (2016-04-04), General Conditions - Higher Complexity - Services, apply to and form
part of the Contract.

With respect to Section 30 - Termination for Convenience, of General Conditions 2035,
Subsection 04 is deleted and replaced with the following Subsections 04, 05 and 06:

4,

The total of the amounts, to which the Contractor is entitled to be paid under this section,
together with any amounts paid, due or becoming due to the Contractor must not exceed
the Contract Price.

Where the Contracting Authority terminates the entire Contract and the Articles of
Agreement include a Minimum Work Guarantee, the total amount to be paid to the
Contractor under the Contract will not exceed the greater of:

(a) the total amount the Contractor may be paid under this section, together with any
amounts paid, becoming due other than payable under the Minimum Revenue
Guarantee, or due to the Contractor as of the date of termination, or

(b) the amount payable under the Minimum Work Guarantee, less any amounts paid,
due or otherwise becoming due to the Contractor as of the date of termination.

The Contractor will have no claim for damages, compensation, loss of profit, allowance
arising out of any termination notice given by Canada under this section except to the
extent that this section expressly provides. The Contractor agrees to repay immediately
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7.4
(@)

to Canada the portion of any advance payment that is unliquidated at the date of the
termination.

Supplemental General Conditions:
The following Supplemental General Conditions:

(i) 4006 (2010-08-16), Supplemental General Conditions - Contractor to Own Intellectual
Property Rights in Foreground Information;

(ii) 4008 (2008-12-12), Supplemental General Conditions - Personal Information;
apply to and form part of the Contract.

Protection and Security of Data Stored in Databases

The Contractor must ensure that all the databases containing any information related to the Work
are located in Canada or, if the Contracting Authority has first consented in writing, in another
country where:

(i) equivalent protections are given to personal information as in Canada under legislation
such as the Privacy Act, R.S. 1985, c.P-21, and the Personal Information Protection and
Electronic Documents Act, S.C. 2000, c.5, and under any applicable policies of the
Government of Canada; and

(ii) the laws do not allow the government of that country or any other entity or person to seek
or obtain the right to view or copy any information relating to the Contract without first
obtaining the Contracting Authority's written consent.

In connection with giving its consent to locating a database in another country, the Contracting
Authority may, at its option, require the Contractor to provide a legal opinion (from a lawyer
qualified in the foreign country) that the laws in that country meet the above requirements, or may
require the Contractor to pay for Canada to obtain such a legal opinion. Canada has the right to
reject any request to store Canada's data in a country other than Canada if there is any reason to
be concerned about the security, privacy, or integrity of Canada's data. Canada may also require
that any data sent or processed outside of Canada be encrypted with Canada-approved
cryptography and that the private key required to decrypt the data be kept in Canada in
accordance with key management and storage processes approved by Canada.

The Contractor must control access to all databases on which any data relating to the Contract is
stored so that only individuals with the appropriate security clearance are able to access the
database, either by using a password or other form of access control (such as biometric controls).

The Contractor must ensure that all databases on which any data relating to the Contract is
stored are physically and logically independent (meaning there is no direct or indirect connection
of any kind) from all other databases, unless those databases are located in Canada (or in an
another country approved by the Contracting authority under subsection (a)) and otherwise meet
the requirements of this article.

The Contractor must ensure that all data relating to the Contract is processed only in Canada or
in another country approved by the Contracting Authority under subsection (a).

The Contractor must ensure that all domestic network traffic (meaning traffic or transmissions
initiated in one part of Canada to a destination or individual located in another part of Canada) is
routed exclusively through Canada, unless the Contracting Authority has first consented in writing
to an alternate route. The Contracting Authority will only consider requests to route domestic
traffic through another country that meets the requirements of subsection (a).

Despite any section of the General Conditions relating to subcontracting, the Contractor must not
subcontract (including to an affiliate) any function that involves providing a subcontractor with
access to any data relating to the Contract unless the Contracting Authority first consents in
writing.
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7.5
(a)

(b)

7.6
(@)

Security Requirement

General

(i)

The Contractor must, at all times during the performance of the Contract, hold a valid
Facility Security Clearance at the level of SECRET, with approved Document
Safeguarding at the level of SECRET, issued by the Canadian Industrial Security
Directorate (CISD), Public Works and Government Services Canada (PWGSC).

The Contractor personnel requiring access to PROTECTED/CLASSIFIED information,
assets or sensitive work site(s) must EACH hold a valid personnel security screening at
the level of SECRET, granted or approved by the CISD/PWGSC.

The Contractor MUST NOT utilize its Information Technology systems to electronically
process, produce or store any sensitive PROTECTED/CLASSIFIED information until
CISD/PWGSC has issued written approval. After approval has been granted, these tasks
may be performed at the level of SECRET and an IT Link at the level of SECRET.

Subcontracts which contain security requirements are NOT to be awarded without the
prior written permission of CISD/PWGSC.

The Contractor must comply with the provisions of the:

(A) Security Requirements Check List and security guide (if applicable), attached at
Annex C;
(B) Industrial Security Manual (Latest Edition).

Contractor’s Site(s) or Premises Requiring Safeguarding Measures

(i)

(ii)

The Contractor must diligently maintain up-to-date, the information related to the
Contractor’s and individual(s) site(s) or premises, where safeguarding measures are
required in the performance of the Work, for the following address:

Street Number / Street Name, Unit / Suite / Apartment Number
City, Province, Territory / State

Postal Code / Zip Code

Country

The Company Security Officer (CSO) must ensure through the Industrial Security Program
(ISP) that the Contractor and individual(s) hold a valid security clearance at the required
level.

Contract Period

Contract Period: The "Contract Period" is the entire period of time during which the Contractor
is obliged to perform the Work, which includes:

(i)

(ii)

The "Initial Contract Period", which begins on the date the Contract is awarded and
ends four years later; and

The period during which the Contract is extended, if Canada chooses to exercise any
options set out in the Contract.

Option to Extend the Contract:

(i)

(ii)

The Contractor grants to Canada the irrevocable option to extend the term of the
Contract by up to two additional 1-year periods under the same terms and conditions.
The Contractor agrees that, during the extended period of the Contract, it will be paid in
accordance with the applicable provisions set out in the Basis of Payment.

Canada may exercise this option at any time by sending a written notice to the Contractor
before the expiry date of the Contract. The option may only be exercised by the
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Contracting Authority, and will be evidenced, for administrative purposes only, through a
contract amendment.

7.7 Authorities
(a) Contracting Authority
The Contracting Authority for the Contract is:

Name: Jonah Dubé

Title: Supply Specialist

Public Works and Government Services Canada

Acquisitions Branch

Directorate: Informatics and Telecommunications Systems Procurement Directorate
Address: 11 Laurier St., Gatineau, Québec

Telephone: 873-469-4980

E-mail address: Jonah.dube@tpsgc-pwgsc.gc.ca

The Contracting Authority is responsible for the management of the Contract and any changes to
the Contract must be authorized in writing by the Contracting Authority. The Contractor must not
perform work in excess of or outside the scope of the Contract based on verbal or written
requests or instructions from anybody other than the Contracting Authority.

(b) Technical Authority
The Technical Authority for the Contract is:

Name:

Title:
Organization:
Address:
Telephone:
Facsimile:
E-mail address:

The Technical Authority is the representative of the department or agency for whom the Work is
being carried out under the Contract and is responsible for all matters concerning the technical
content of the Work under the Contract. Technical matters may be discussed with the Technical
Authority; however, the Technical Authority has no authority to authorize changes to the scope of
the Work. Changes to the scope of the Work can only be made through a contract amendment
issued by the Contracting Authority.

(c) Contractor's Representative

Name:

Title:
Organization:
Address:
Telephone:
Facsimile:
E-mail address:

7.8 Proactive Disclosure of Contracts with Former Public Servants

By providing information on its status, with respect to being a former public servant in receipt of a Public
Service Superannuation Act (PSSA) pension, the Contractor has agreed that this information will be
reported on departmental web sites as part of the published proactive disclosure reports, in accordance
with Contracting Policy Notice: 2012-2 of the Treasury Board Secretariat of Canada.

7.9 Payment

(a) Basis of Payment
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(i)

(iii)

(iv)

(vi)

(vii)

Professional Services provided under a Task Authorization with a Maximum Price:
For professional services requested by Canada, in accordance with a validly issued Task
Authorization, Canada will pay the Contractor, in arrears, up to the Maximum Price for the
TA, for actual time worked and any resulting deliverables in accordance with the firm all-
inclusive per diem rates set out in Annex B, Basis of Payment, Applicable Taxes extra.
Partial days will be prorated based on actual hours worked based on a 7.5-hour workday.

Professional Services provided under a Task Authorization with a Firm Price: For
professional services requested by Canada, in accordance with a validly issued Task
Authorization, Canada will pay the Contractor the firm price set out in the Task
Authorization (based on the firm, all-inclusive per diem rates set out in Annex B),
Applicable Taxes extra.

Firm Monthly Price: Canada will pay the Contractor the firm monthly price set out in the
Contract (based on the firm, all-inclusive monthly prices and per user monthly prices set
out in Annex B), Applicable Taxes extra.

Replacement Parts: For replacement parts required to perform Level 2 On-Site and
Break/Fix Services as described in the Statement of Work, Canada will pay the
Contractor the laid down cost plus the firm mark-up rate set out in Annex B, Basis of
Payment, Applicable Taxes extra.

Travel and Living Expenses — National Joint Council Travel Directive: Canada will
not pay any travel or living expenses associated with performing the Work.

Competitive Award: The Contractor acknowledges that the Contract has been awarded
as a result of a competitive process. No additional charges will be allowed to compensate
for errors, oversights, misconceptions or underestimates made by the Contractor when
bidding for the Contract.

Professional Services Rates: In Canada's experience, bidders from time to time
propose rates at the time of bidding for one or more Resource Categories that they later
refuse to honour, on the basis that these rates do not allow them to recover their own
costs and/or make a profit. This denies Canada of the benefit of the awarded contract. If
the Contractor does not respond or refuses to provide an individual with the qualifications
described in the Contract within the time described in the Contract (or proposes instead
to provide someone from an alternate category at a different rate), whether or not
Canada terminates the Contract as a whole or in part or chooses to exercise any of the
rights provided to it under the general conditions, Canada may impose sanctions or take
other measures in accordance with the PWGSC Vendor Performance Corrective
Measure Policy (or equivalent) then in effect, which measures may include an
assessment that results in conditions applied against the Contractor to be fulfilled before
doing further business with Canada, or full debarment of the Contractor from bidding on
future requirements.

(b) Limitation of Expenditure

(i)

Canada's total liability to the Contractor under the Contract must not exceed the amount

set out on page 1 of the Contract, less any Applicable taxes. With respect to the amount
set out on page 1 of the Contract, Customs duties are included and Applicable Taxes are
included. Any commitments to purchase specific amounts or values of goods or services
are described elsewhere in the Contract.

No increase in the total liability of Canada or in the price of the Work resulting from any
design changes, modifications or interpretations of the Work, will be authorized or paid to
the Contractor unless these design changes, modifications or interpretations have been
approved, in writing, by the Contracting Authority before their incorporation into the Work.
The Contractor must not perform any work or provide any service that would result in
Canada's total liability being exceed before obtaining the written approval of the
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Contracting Authority. The Contractor must notify the Contracting Authority in writing as
to the adequacy of this sum:

(A) when it is 75 percent committed, or
(B) 4 months before the Contract expiry date, or

(C) as soon as the Contractor considers that the contract funds provided are
inadequate for the completion of the Work,

whichever comes first.

(iii) If the notification is for inadequate contract funds, the Contractor must provide to the
Contracting Authority a written estimate for the additional funds required. Providing this
information does not increase Canada's liability.

Method of Payment - Monthly Payment

Canada will pay the Contractor on a monthly basis for work performed during the month covered
by the invoice in accordance with the payment provisions of the Contract if:

(i) an accurate and complete invoice and any other documents required by the Contract
have been submitted in accordance with the invoicing instructions provided in the
Contract;

(ii) all such documents have been verified by Canada; and

(iii) the Work performed has been accepted by Canada.

Method of Payment for Task Authorizations with a Maximum Price: For each Task
Authorization validly issued under the Contract that contains a maximum price:

(i) Canada will pay the Contractor no more frequently than once a month in accordance with
the Basis of Payment. The Contractor must submit time sheets for each resource
showing the days and hours worked to support the charges claimed in the invoice.

(ii) Once Canada has paid the maximum TA price, Canada will not be required to make any
further payment, but the Contractor must complete all the work described in the TA, all of
which is required to be performed for the maximum TA price. If the work described in the
TA is completed in less time than anticipated, and the actual time worked (as supported
by the time sheets) at the rates set out in the Contract is less than the maximum TA
price, Canada is only required to pay for the time spent performing the work related to
that TA.

Method of Payment for Task Authorizations with a Firm Price - Lump Sum Payment on
Completion: Canada will pay the Contractor upon completion and delivery of all the Work
associated with the validly issued Task Authorization in accordance with the payment provisions
of the Contract if:

(i) an accurate and complete invoice and any other documents required by the Contract
have been submitted in accordance with the invoicing instructions provided in the
Contract;

(ii) all such documents have been verified by Canada; and

(iii) the Work delivered has been accepted by Canada.
Time Verification

Time charged and the accuracy of the Contractor’s time recording system are subject to
verification by Canada, before or after payment is made to the Contractor. If verification is done
after payment, the Contract must repay any overpayment, at Canada’s request.

Payment Credits
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(iii)

(iv)

Late Completion of Client Transition Phase: If the Contractor does not provide Help
Desk and Support Services to Canada by the Service Go Live Date specified in the
Contract, the Contractor must provide a credit to Canada of $2,000 for each calendar day
of delay.

Failure to Meet Service Level Targets: If the Contractor fails to meet any of the
following Service Level Targets (as described in Annex A), it must provide a credit to
Canada in the amount of 10% of the total billing for that month:

(A) Service Level Target Service Delivery Portal Maximum Service Outage Time
(SLT-SDP-MSOT);

(B) Service Level Target Service Delivery Portal Maximum Time to Restore Service
(SLT-SDP-MTRS);

(C) Service Level Target Service Desk Maximum Time to Answer (SLT-SD-MTA);
(D) Service Level Target Service Desk Maximum Time on Hold (SLT-SD-MTOH);

(E) Service Level Target Service Desk Maximum Time to Escalate (Standard) (SLT-
SD-MTTE-1);

(F) Service Level Target Service Desk Maximum Time to Escalate (Premium) (SLT-
SD-MTTE-2);

(G) Service Level Target Service Desk Maximum Time to Respond to Alternate
Service Channel Incidents (SLT-SD-MTRASCI);

(H) Service Level Target Service Desk Minimum Level 1 Resolution Rate (SLT-SD-

ML1RR);

Q)] Service Level Target Escalated Support Maximum Time to Respond to Incident
(Standard) (SLT-ES-MTTRTI-1);

J) Service Level Target On-Site Support Maximum Time to Respond to Incident
(Premium) (SLT-ES-MTTRTI-2);

(K) Service Level Target On-Site Support Maximum Time to Resolve from Incident
(Standard) (SLT-ES-MTTRFI-1);

(L) Service Level Target On-Site Support Maximum Time to Resolve from Incident

(Premium) (SLT-ES-MTTRFI-2);

(M) Service Level Target Engineering Support Maximum Time to Deploy Critical
Security Update (SLT-ES-MTDCSU); and

(N) Service Level Target Service Request Fulfilment (SLT-SRF).

Service Credit Calculation for Failure to Meet Service Levels: The Contractor must
calculate service credits based on the performance of the Work against the Service Level
Targets for the previous month beginning on the first day of each calendar month and
ending on the last day of that calendar month.

Earn Back Credits: If the Contractor succeeds in meeting all Service Level Targets for
three consecutive months following the month of one or more missed Service Level
Targets (i.e. a month where a service credit was remitted to Canada), the Contractor will
earn back 50% of the service credit. If the Contractor succeeds in meeting all Service
Level Targets for an additional three consecutive months (i.e. for a total of six
consecutive months) the Contractor will earn back the remaining 50% of the service
credit.

Failure to Provide Resource: If the Contractor does not provide a required professional
services resource that has all the required qualifications within the time prescribed by the
Contract, the Contractor must credit to Canada an amount equal to the per diem rate
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(vi)

(vii)

(viii)

(ix)

(based on a 7.5-hour workday) of the required resource for each day (or partial day) of
delay in providing the resource, up to a maximum of 10 days.

Corrective Measures: If credits are payable under this Article for two consecutive
months or for three months in any 12-month period, the Contractor must submit a written
action plan describing measures it will implement or actions it will undertake to eliminate
the recurrence of the problem. The Contractor will have five working days to deliver the
action plan to the Client and the Contracting Authority and 20 working days to rectify the
underlying problem.

Termination for Failure to Meet Service Level Targets: In addition to any other rights it
has under the Contract, Canada may terminate the Contract for default in accordance
with the General Conditions by giving the Contractor three months' written notice of its
intent, if any of the following apply:

(A) the total amount of credits for a given monthly billing cycle reach a level of 10% of
the total billing for that month; or

(B) the corrective measures required of the Contractor described above are not met.

This termination will be effective when the three month notice period expires, unless
Canada determines that the Contractor has implemented the corrective measures to
Canada's satisfaction during those three months.

Credits Apply during Entire Contract Period: The Parties agree that the credits apply
throughout the Contract Period.

Credits represent Liquidated Damages: The Parties agree that the credits are
liquidated damages and represent their best pre-estimate of the loss to Canada in the
event of the applicable failure. No credit is intended to be, nor will it be construed as, a
penalty.

Canada's Right to Obtain Payment: The Parties agree that these credits are a
liquidated debt. To collect the credits, Canada has the right to hold back, draw back,
deduct or set off from and against any money Canada owes to the Contractor from time
to time.

Canada's Rights & Remedies not Limited: The Parties agree that nothing in this
Article limits any other rights or remedies to which Canada is entitled under the Contract
(including the right to terminate the Contract for default) or under the law generally.

Audit Rights: The Contractor's calculation of credits under the Contract is subject to
verification by government audit, at the Contracting Authority's discretion, before or after
payment is made to the Contractor. The Contractor must cooperate fully with Canada
during the conduct of any audit by providing Canada with access to any records and
systems that Canada considers necessary to ensure that all credits have been accurately
credited to Canada in the Contractor's invoices. If an audit demonstrates that past
invoices contained errors in the calculation of the credits, the Contractor must pay to
Canada the amount the audit reveals was required to be credited to Canada, plus
interest, from the date Canada remitted the excess payment until the date of the refund
(the interest rate is the Bank of Canada's discount annual rate of interest in effect on the
date the credit was first owed to Canada, plus 1.25% per year). If, as a result of
conducting an audit, Canada determines that the Contractor's records or systems for
identifying, calculating or recording the credits are inadequate, the Contractor must
implement any additional measures required by the Contracting Authority.

(h) No Responsibility to Pay for Work not performed due to Closure of Government Offices

(i)

Where the Contractor, its employees, subcontractors, or agents are providing services on
government premises under the Contract and those premises are inaccessible because
of the evacuation or closure of government offices, and as a result no work is performed,

Page 31 of 70



Solicitation Number: Amendment Number: Buyer ID:
19335-160056/A 626EL

Canada is not responsible for paying the Contractor for work that otherwise would have
been performed if there had been no evacuation or closure.

(ii) If, as a result of any strike or lock-out, the Contractor or its employees, subcontractors or
agents cannot obtain access to government premises and, as a result, no work is
performed, Canada is not responsible for paying the Contractor for work that otherwise
would have been performed if the Contractor had been able to gain access to the
premises

7.10 Invoicing Instructions

(a) The Contractor must submit invoices in accordance with the information required in the General
Conditions.
(b) The Contractor's invoice must include a separate line item for each subparagraph in the Basis of

Payment provision, and must show all applicable Task Authorization numbers.

(c) By submitting invoices, the Contractor is certifying that the goods and services have been
delivered and that all charges are in accordance with the Basis of Payment provision of the
Contract, including any charges for work performed by subcontractors.

(d) The Contractor must provide the original of each invoice to the Technical Authority. On request,
the Contractor must provide a copy of any invoices requested by the Contracting Authority.

711 Certifications

(a) The continuous compliance with the certifications provided by the Contractor in its bid, any TA
quotation and the ongoing cooperation in providing additional information are conditions of the
Contract. Certifications are subject to verification by Canada during the entire Contract Period. If
the Contractor does not comply with any certification, or fails to provide the additional information,
or if it is determined that any certification made by the Contractor in its bid is untrue, whether
made knowingly or unknowingly, Canada has the right, pursuant to the default provision of the
Contract, to terminate the Contract for default.

712 Federal Contractors Program for Employment Equity - Default by Contractor

The Contractor understands and agrees that, when an Agreement to Implement Employment Equity
(AIEE) exists between the Contractor and Employment and Social Development Canada (ESDC)-Labour,
the AIEE must remain valid during the entire period of the Contract. If the AIEE becomes invalid, the
name of the Contractor will be added to the "ECP Limited Eligibility to Bid" list. The imposition of such a
sanction by ESDC will constitute the Contractor in default as per the terms of the Contract.

7.13  Applicable Laws

The Contract must be interpreted and governed, and the relations between the parties determined, by the
laws in force in Ontario.

7.14  Priority of Documents

If there is a discrepancy between the wording of any documents that appear on the following list, the
wording of the document that first appears on the list has priority over the wording of any document that
appears later on the list:

(a) these Articles of Agreement, including any individual SACC clauses incorporated by reference in
these Articles of Agreement;

(b) Supplemental General Conditions, in the following order:

(i) 4006 (2010-08-16), Supplemental General Conditions - Contractor to Own Intellectual
Property Rights in Foreground Information;

(i) 4008 (2008-12-12), Supplemental General Conditions - Personal Information.
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(c)
(d)

7.15
(@)

General Conditions 2035 (2016-04-04), Higher Complexity - Services;

Annex A, Statement of Work, including its Appendices as follows;

i) Appendix A to Annex A — Service Domain: JUS Service Desk Service

i) Appendix B to Annex A — Service Domain: JUS On-Site Support Service
iii) Appendix C to Annex A — Service Domain: JUS Engineering Service

iv) Appendix D to Annex A — Security Requirements

V) Appendix E to Annex A — Definitions

Vi) Appendix F to Annex A — Standard Hardware and Software

vii) Appendix G to Annex A — Tasking Procedures

viii)  Appendix H to Annex A — Task Authorization (TA) Form

ix) Appendix | to Annex A — Resource Assessment Criteria and Response Tables
X) Appendix J to Annex A — Certifications at the TA stage

Annex B, Basis of Payment;

Annex C, Security Requirements Check List;

the validly issued Task Authorizations and any required certifications (including all of their
annexes, if any); and

the Contractor's bid dated

Foreign Nationals (Canadian Contractor)
SACC Manual clause A2000C (2006-06-16), Foreign Nationals (Canadian Contractor)

Note to Bidders: Either this clause or the one that follows, whichever applies (based on whether the
successful Bidder is a Canadian Contractor or Foreign Contractor), will be included in any resulting
contract.

7.16
(@)
717
(@)

Foreign Nationals (Foreign Contractor)
SACC Manual clause A2001C (2006-06-16), Foreign Nationals (Foreign Contractor)

Insurance Requirements
Compliance with Insurance Requirements

(i) The Contractor must comply with the insurance requirements specified in this Article. The
Contractor must maintain the required insurance coverage for the duration of the
Contract. Compliance with the insurance requirements does not release the Contractor
from or reduce its liability under the Contract.

(ii) The Contractor is responsible for deciding if additional insurance coverage is necessary
to fulfill its obligation under the Contract and to ensure compliance with any applicable
law. Any additional insurance coverage is at the Contractor's expense, and for its own
benefit and protection.

(iii) The Contractor should forward to the Contracting Authority within ten (10) days after the
date of award of the Contract a Certificate of Insurance evidencing the insurance
coverage. Coverage must be placed with an Insurer licensed to carry out business in
Canada and the Certificate of Insurance must confirm that the insurance policy complying
with the requirements is in force. If the Certificate of Insurance has not been completed
and submitted as requested, the Contracting Authority will so inform the Contractor and
provide the Contractor with a time frame within which to meet the requirement. Failure to
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comply with the request of the Contracting Authority and meet the requirement within the
time period will constitute a default under the General Conditions. The Contractor must,
if requested by the Contracting Authority, forward to Canada a certified true copy of all
applicable insurance policies.

(b) Commercial General Liability Insurance

(i) The Contractor must obtain Commercial General Liability Insurance, and maintain it in
force throughout the duration of the Contract, in an amount usual for a contract of this
nature, but for not less than $2,000,000 per accident or occurrence and in the annual

aggregate.
(i) The Commercial General Liability policy must include the following:
(A) Additional Insured: Canada is added as an additional insured, but only with

respect to liability arising out of the Contractor's performance of the Contract. The
interest of Canada should read as follows: Canada, as represented by Public
Works and Government Services Canada.

(B) Bodily Injury and Property Damage to third parties arising out of the operations of
the Contractor.

(C) Products and Completed Operations: Coverage for bodily injury or property
damage arising out of goods or products manufactured, sold, handled, or
distributed by the Contractor and/or arising out of operations that have been
completed by the Contractor.

(D) Personal Injury: While not limited to, the coverage must include Violation of
Privacy, Libel and Slander, False Arrest, Detention or Imprisonment and
Defamation of Character.

(E) Cross Liability/Separation of Insureds: Without increasing the limit of liability, the
policy must protect all insured parties to the full extent of coverage provided.
Further, the policy must apply to each Insured in the same manner and to the
same extent as if a separate policy had been issued to each.

(F) Blanket Contractual Liability: The policy must, on a blanket basis or by specific
reference to the Contract, extend to assumed liabilities with respect to contractual
provisions.

(G) Employees and, if applicable, Volunteers must be included as Additional Insured.

(H) Employers' Liability (or confirmation that all employees are covered by Worker's
compensation (WSIB) or similar program)

()] Broad Form Property Damage including Completed Operations: Expands the
Property Damage coverage to include certain losses that would otherwise be
excluded by the standard care, custody or control exclusion found in a standard
policy.

J) Notice of Cancellation: The Insurer will endeavour to provide the Contracting
Authority thirty (30) days written notice of policy cancellation.

(K) If the policy is written on a claims-made basis, coverage must be in place for a
period of at least 12 months after the completion or termination of the Contract.

(L) Owners' or Contractors' Protective Liability: Covers the damages that the
Contractor becomes legally obligated to pay arising out of the operations of a
subcontractor.

(M) Advertising Injury: While not limited to, the endorsement must include coverage
for piracy or misappropriation of ideas, or infringement of copyright, trademark,
title or slogan.
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(c)

7.18
(@)

Errors and Omissions Liability Insurance

(i) The Contractor must obtain Errors and Omissions Liability (a.k.a. Professional Liability)
insurance, and maintain it in force throughout the duration of the Contract, in an amount
usual for a contract of this nature but for not less than $1,000,000 per loss and in the
annual aggregate, inclusive of defence costs.

(ii) If the Professional Liability insurance is written on a claims-made basis, coverage must
be in place for a period of at least 12 months after the completion or termination of the
Contract.

(iii) The following endorsement must be included:

Notice of Cancellation: The Insurer will endeavour to provide the Contracting Authority
thirty (30) days written notice of cancellation.

Limitation of Liability - Information Management/Information Technology

This section applies despite any other provision of the Contract and replaces the section of the
general conditions entitled "Liability". Any reference in this section to damages caused by the
Contractor also includes damages caused by its employees, as well as its subcontractors,
agents, and representatives, and any of their employees. This section applies regardless of
whether the claim is based in contract, tort, or another cause of action. The Contractor is not
liable to Canada with respect to the performance of or failure to perform the Contract, except as
described in this section and in any section of the Contract pre-establishing any liquidated
damages. The Contractor is only liable for indirect, special or consequential damages to the
extent described in this Article, even if it has been made aware of the potential for those
damages.

First Party Liability:

(i) The Contractor is fully liable for all damages to Canada, including indirect, special or
consequential damages, caused by the Contractor's performance or failure to perform the
Contract that relate to:

(A) any infringement of intellectual property rights to the extent the Contractor
breaches the section of the General Conditions entitled "Intellectual Property
Infringement and Royalties";

(B) physical injury, including death.

(ii) The Contractor is liable for all direct damages caused by the Contractor's performance or
failure to perform the Contract affecting real or tangible personal property owned,
possessed, or occupied by Canada.

(iii) Each of the Parties is liable for all direct damages resulting from any breach of
confidentiality under the Contract. Each of the Parties is also liable for all indirect, special
or consequential damages in respect of any unauthorized disclosure of the other Party's
trade secrets (or trade secrets of a third party provided by one Party to another under the
Contract) relating to information technology.

(iv) The Contractor is liable for all direct damages relating to any encumbrance or claim
relating to any portion of the Work for which Canada has made any payment. This does
not apply to encumbrances or claims relating to intellectual property rights, which are
addressed under (i)(A) above.

(v) The Contractor is also liable for any other direct damages to Canada caused by the
Contractor's performance or failure to perform the Contract that relate to:

(A) any breach of the warranty obligations under the Contract, up to the total amount
paid by Canada (including any applicable taxes) for the goods and services
affected by the breach of warranty; and
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7.19
(@)

(vi)

(B) Any other direct damages, including all identifiable direct costs to Canada
associated with re-procuring the Work from another party if the Contract is
terminated either in whole or in part for default, up to an aggregate maximum for
this subparagraph (B) of the greater of .75 times the total estimated cost
(meaning the dollar amount shown on the first page of the Contract in the cell
titled "Total Estimated Cost" or shown on each call-up, purchase order or other
document used to order goods or services under this instrument), or
$1,000,000.00.

In any case, the total liability of the Contractor under subparagraph (v) will not
exceed the total estimated cost (as defined above) for the Contract or
$1,000,000.00, whichever is more.

If Canada's records or data are harmed as a result of the Contractor's negligence or
willful act, the Contractor's only liability is, at the Contractor's own expense, to restore
Canada's records and data using the most recent back-up kept by Canada. Canada is
responsible for maintaining an adequate back-up of its records and data.

Third Party Claims:

(i)

(ii)

(iif)

Regardless of whether a third party makes its claim against Canada or the Contractor,
each Party agrees that it is liable for any damages that it causes to any third party in
connection with the Contract as set out in a settlement agreement or as finally
determined by a court of competent jurisdiction, where the court determines that the
Parties are jointly and severally liable or that one Party is solely and directly liable to the
third party. The amount of the liability will be the amount set out in the settlement
agreement or determined by the court to have been the Party's portion of the damages to
the third party. No settlement agreement is binding on a Party unless its authorized
representative has approved the agreement in writing.

If Canada is required, as a result of joint and several liability or joint and solidarily liable,
to pay a third party in respect of damages caused by the Contractor, the Contractor must
reimburse Canada by the amount finally determined by a court of competent jurisdiction
to be the Contractor's portion of the damages to the third party. However, despite Sub-
article (i), with respect to special, indirect, and consequential damages of third parties
covered by this Section, the Contractor is only liable for reimbursing Canada for the
Contractor's portion of those damages that Canada is required by a court to pay to a third
party as a result of joint and several liability that relate to the infringement of a third
party's intellectual property rights; physical injury of a third party, including death;
damages affecting a third party's real or tangible personal property; liens or
encumbrances on any portion of the Work; or breach of confidentiality.

The Parties are only liable to one another for damages to third parties to the extent
described in this Sub-article (c).

Joint Venture Contractor

The Contractor confirms that the name of the joint venture is and that it is
comprised of the following members:

With respect to the relationship among the members of the joint venture Contractor, each
member agrees, represents and warrants (as applicable) that:

(i)

(ii)

has been appointed as the "representative member" of the joint
venture Contractor and has fully authority to act as agent for each member regarding all
matters relating to the Contract;

by giving notice to the representative member, Canada will be considered to have given
notice to all the members of the joint venture Contractor; and
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(iii) all payments made by Canada to the representative member will act as a release by all

the members.

(c) All the members agree that Canada may terminate the Contract in its discretion if there is a
dispute among the members that, in Canada's opinion, affects the performance of the Work in
any way.

(d) All the members are jointly and severally or solidarily liable for the performance of the entire
Contract.

(e) The Contractor acknowledges that any change in the membership of the joint venture (i.e., a

change in the number of members or the substitution of another legal entity for an existing
member) constitutes an assignment and is subject to the assignment provisions of the General
Conditions.

4] The Contractor acknowledges that all security and controlled goods requirements in the Contract,
if any, apply to each member of the joint venture Contractor.

Note to Bidders: This Article will be deleted if the Bidder awarded the contract is not a joint venture. If
the contractor is a joint venture, this clause will be completed with information provided in its bid.

7.20 Professional Services - General

(a) The Contractor must provide professional services on request as specified in this Contract. All
resources provided by the Contractor must meet the qualifications described in the Contract
(including those relating to previous experience, professional designation, education, language
proficiency and security clearance) and must be competent to provide the required services by
any delivery dates described in the Contract.

(b) If the Contractor fails to deliver any deliverable (excluding delivery of a specific individual) or
complete any task described in the Contract on time, in addition to any other rights or remedies
available to Canada under the Contract or the law, Canada may notify the Contractor of the
deficiency, in which case the Contractor must submit a written plan to the Technical Authority
within ten working days detailing the actions that the Contractor will undertake to remedy the
deficiency. The Contractor must prepare and implement the plan at its own expense.

(c) In General Conditions 2035, the Article titled "Replacement of Specific Individuals" is deleted and
the following applies instead:

Replacement of Specific Individuals

(i) If the Contractor is unable to provide the services of any specific individual identified in
the Contract to perform the services, the Contractor must within five working days of
having this knowledge, the individual's departure or failure to commence Work (or, if
Canada has requested the replacement, within ten working days of Canada's notice of
the requirement for a replacement) provide to the Contracting Authority:

(A) the name, qualifications and experience of a proposed replacement immediately
available for Work; and

(B) security information on the proposed replacement as specified by Canada, if
applicable.

The replacement must have qualifications and experience that meet or exceed those
obtained for the original resource.

(i) Subject to an Excusable Delay, where Canada becomes aware that a specific individual
identified under the Contract to provide services has not been provided or is not
performing, the Contracting Authority may elect to:

(A) exercise Canada's rights or remedies under the Contract or at law, including
terminating the Contract in whole or in part for default under the Article titled
"Default of the Contractor", or
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(B) assess the information provided under (c) (i) above or, if it has not yet been
provided, require the Contractor to propose a replacement to be rated by the
Technical Authority. The replacement must have qualifications and experience
that are similar or exceed those obtained for the original resource and be
acceptable to Canada. Upon assessment of the replacement, Canada may
accept the replacement, exercise the rights in (ii) (A) above, or require another
replacement in accordance with this sub-article (c).

Where an Excusable Delay applies, Canada may require (c) (ii) (B) above instead of
terminating under the “Excusable Delay” Article. An Excusable Delay does not include
resource unavailability due to allocation of the resource to another Contract or project
(including those for the Crown) being performed by the Contractor or any of its affiliates.

(iii) The Contractor must not, in any event, allow performance of the Work by unauthorized
replacement persons. The Contracting Authority may order that an original or
replacement resource stop performing the Work. In such a case, the Contractor must
immediately comply with the order. The fact that the Contracting Authority does not order
a resource to stop performing the Work does not relieve the Contractor from its
responsibility to meet the requirements of the Contract.

(iv) The obligations in this article apply despite any changes that Canada may have made to
the Client's operating environment.

7.21  Safeguarding Electronic Media

(a) Before using them on Canada's equipment or sending them to Canada, the Contractor must use
a regularly updated product to scan electronically all electronic media used to perform the Work
for computer viruses and other coding intended to cause malfunctions. The Contractor must notify
Canada if any electronic media used for the Work are found to contain computer viruses or other
coding intended to cause malfunctions.

(b) If magnetically recorded information or documentation is damaged or lost while in the
Contractor's care or at any time before it is delivered to Canada in accordance with the Contract,
including accidental erasure, the Contractor must immediately replace it at its own expense.

7.22 Representations and Warranties

The Contractor made statements regarding its own and its proposed resources' experience and expertise
in its bid that resulted in the award of the Contract and the issuance of TA's. The Contractor represents
and warrants that all those statements are true and acknowledges that Canada relied on those
statements in awarding the Contract and adding work to it through TA's. The Contractor also represents
and warrants that it has, and all its resources and subcontractors that perform the Work have, and at all
times during the Contract Period they will have and maintain, the skills, qualifications, expertise and
experience necessary to perform and manage the Work in accordance with the Contract, and that the
Contractor (and any resources or subcontractors it uses) has previously performed similar services for
other customers.

7.23  Access to Canada's Property and Facilities

Canada's property, facilities, equipment, documentation, and personnel are not automatically available to
the Contractor. If the Contractor would like access to any of these, it is responsible for making a request
to the Technical Authority. Unless expressly stated in the Contract, Canada has no obligation to provide
any of these to the Contractor. If Canada chooses, in its discretion, to make its property, facilities,
equipment, documentation or personnel available to the Contractor to perform the Work, Canada may
require an adjustment to the Basis of Payment and additional security requirements may apply.
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7.24 Identification Protocol Responsibilities

The Contractor will be responsible for ensuring that each of its agents, representatives or subcontractors
(hereinafter referred to as Contractor Representatives) complies with the following self-identification
requirements:

(a) Contractor Representatives who attend a Government of Canada meeting (whether internal or
external to Canada's offices) must identify themselves as Contractor Representatives prior to the
commencement of the meeting, to ensure that each meeting participant is aware of the fact that
the individual is not an employee of the Government of Canada;

(b) During the performance of any Work at a Government of Canada site, each Contractor
Representative must be clearly identified at all times as being a Contractor Representative; and

(c) If a Contractor Representative requires the use of the Government of Canada's e-mail system in
the performance of the Work, then the individual must clearly identify him or herself as an agent
or subcontractor of the Contractor in all electronic mail in the signature block as well as under
"Properties." This identification protocol must also be used in all other correspondence,
communication, and documentation.

(d) If Canada determines that the Contractor is in breach of any obligation stated in this Article, upon
written notice from Canada the Contractor must submit a written action plan describing corrective
measures it will implement to eliminate the recurrence of the problem. The Contractor will have
five working days to deliver the action plan to the Client and the Contracting Authority, and twenty
working days to rectify the underlying problem.

(e) In addition to any other rights it has under the Contract, Canada may terminate the Contract for
default if the corrective measures required of the Contractor described above are not met.
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ANNEX A
STATEMENT OF WORK

Aftached hereto.
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APPENDIX A TO ANNEX A
SERVICE DOMAIN: JUS SERVICE DESK SERVICE

Attached hereto.
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APPENDIX B TO ANNEX A
SERVICE DOMAIN: JUS ON-SITE SUPPORT SERVICE

Attached hereto.
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APPENDIX C TO ANNEX A
SERVICE DOMAIN: JUS ENGINEERING SERVICE

Attached hereto.
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APPENDIX D TO ANNEX A
SECURITY REQUIREMENTS

Attached hereto.
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APPENDIX E TO ANNEX A
DEFINITIONS

Aftached hereto.
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APPENDIX F TO ANNEX A
STANDARD HARDWARE AND SOFTWARE

Attached hereto.
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APPENDIX G TO ANNEX A
TASKING ASSESSMENT PROCEDURE
1. Where a requirement for a specific task is identified, a draft Task Authorization Form (TA Form)

as attached at Appendix H to Annex A will be provided to the Contractor. Once a draft TA Form is
received, the Contractor must submit to the Technical Authority a quotation of rates to supply the
requested Resource Categories based on the information identified in the TA Form. The
quotation must be signed and submitted to Canada within the time for response identified in the
TA Form. The Contractor will be given a minimum of 48 hours turnaround time to submit a
quotation.

2. For each proposed resource the Contractor must supply a résumé, the requested security
clearance information and must complete the Response Tables at Appendix | of Annex A
applicable to the Resource Categories identified in the draft TA. The same individual must not
be proposed for more than one Resource Category. The résumés must demonstrate that each
proposed individual meets the qualification requirements described (including any educational
requirements, work experience requirements, and professional designation or membership
requirements). With respect to the proposed resources:

(i) Proposed resources may be employees of the Contractor or employees of a
subcontractor, or these individuals may be independent contractors to whom the
Contractor would subcontract a portion of the Work. (Refer to Appendix J to Annex A,
Certifications).

(i) For educational requirements for a particular degree, designation or certificate, Canada
will only consider educational programmes that were successfully completed by the
resource before the date the draft TA was first issued to the Contractor.

(iii) For requirements relating to professional designation or membership, the resource must
have the required designation or membership by the time of draft TA issuance and must
continue, where applicable, to be a member in good standing of the profession or
membership throughout the assessment period and Contract Period. Where the
designation or membership must be demonstrated through a certification, diploma or
degree, such document must be current, valid and issued by the entity specified in this
Contract or if the entity is not specified, the issuer must have been an accredited or
otherwise recognized body, institution or entity at the time the document was issued.

(iv) For work experience, Canada will not consider experience gained as part of an
educational programme, except for experience gained through a formal co-operative
programme at a post-secondary institution.

(v) For any requirements that specify a particular time period (e.g., 2 years) of work
experience, Canada will disregard any information about experience if the résumé does
not include the relevant dates (month and year) for the experience claimed (i.e., the start
date and end date). Canada will evaluate only the duration that the resource actually
worked on a project or projects (from his or her start date to end date), instead of the
overall start and end date of a project or a combination of projects in which a resource
has participated.

(vi) A résumé must not simply indicate the title of the individual's position, but must
demonstrate that the resource has the required work experience by explaining the
responsibilities and work performed by the individual while in that position. Only listing
experience without providing any supporting data to describe responsibilities, duties and
relevance to the requirement, or reusing the same wording as the TA Form, will not be
considered "demonstrated"” for the purposes of the assessment. The Contractor should
provide complete details as to where, when, month and year, and how, through which
activities/responsibilities, the stated qualifications / experience were obtained. In
situations in which a proposed resource worked at the same time on more than one
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project, the duration of any overlapping time period will be counted only once toward any
requirements that relate to the individual's length of experience.

3. The qualifications and experience of the proposed resources will be assessed against the
requirements set out in Appendix | to Annex A to determine each proposed resource's
compliance with the mandatory and rated criteria. Canada may request proof of successful
completion of formal training, as well as reference information. Canada may conduct reference
checks to verify the accuracy of the information provided. If reference checks are done, they will
be conducted in writing by e-mail (unless the contact at the reference is only available by
telephone). Canada will not assess any points or consider a mandatory criterion met unless the
response is received within 5 working days. On the third working day after sending out the e-
mails, if Canada has not received a response, Canada will notify the Contractor by e-mail, to
allow the Contractor to contact its reference directly to ensure that it responds to Canada within 5
working days. Wherever information provided by a reference differs from the information supplied
by the Contractor, the information supplied by the reference will be the information assessed.
Points will not be allocated or a mandatory criteria considered as met if the reference customer is
not a customer of the Contractor itself (for example, the customer cannot be the customer of an
affiliate of the Contractor). Nor will points be allocated or a mandatory criteria considered as met if
the customer is itself an affiliate or other entity that does not deal at arm's length with the
Contractor. Crown references will be accepted.

4. During the assessment of the resources proposed, should the references for two or more
resources required under that TA either be unavailable or fail to substantiate the required
qualifications of the proposed resources to perform the required services, the Contracting
Authority may find the quotation to be non-responsive.

5. Only quotations that meet all of the mandatory criteria will be considered for assessment of the
point rated criteria. Each resource proposed must attain the required minimum score for the point
rated criteria for the applicable Resource Category. If the minimum score for any proposed
resource is less than what is required, the Contractor's quotation will be found to be non-
responsive.

6. Once the quotation has been accepted by the Technical Authority, the TA Form will be signed by
Canada and provided to the Contractor for signature. The TA Form must be appropriately signed
by Canada prior to commencement of any work. The Contractor must not commence work until a
validly issued TA Form (the Task Authorization) has been received, and any work performed in its
absence is done at the Contractor's own risk.
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APPENDIX H TO ANNEX A
TASK AUTHORIZATION FORM

Attached hereto.
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APPENDIX | TO ANNEX A
RESOURCES ASSESSMENT CRITERIA AND RESPONSE TABLE

To facilitate resource assessment, the Contractor must prepare and submit a response to a draft Task
Authorization using the tables provided in this Appendix. When completing the resource grids, the
specific information which demonstrates the requested criteria and reference to the page number of the
résumé should be incorporated so that Canada can verify this information. The tables should not contain
all the project information from the resume. Only the specific answer should be provided.

1.0 Mandatory Resource Assessment Criteria:

Criltgria Requirement Contractor’s Response

M1 Project Manager

The Contractor must demonstrate that its proposed
Project Manager has:

(a) a minimum of 5 years of experience
managing IT projects; and

(b) one of the following project management
certifications:

(i) Project management professional PMP
(Project Management Institute (PMI))

(i) Certified associate in project
management CAPM (PMI)

(iii) CompTIA Project+

(iv) Master Project Manager MPM
(American Academy of Project
Management)

(v) Certified Project Manager CPM
(International Association of Project and
Program Management)

(vi) Project Management in IT Security
PMITS (EC-Council)

(vii) Associate in Project Management APM
(Global Association for Quality
Management (GAQM))

(viii) Professional in Project Management
PPM (GAQM)

(ix) Certified Project Director (GAQM)

The Contractor must provide a copy of each
certification.

M2 Technology Architect

The Contractor must demonstrate that its proposed
Technology Architect has a minimum of 5 years of

experience architecting solutions in the Help Desk

and Support domain.
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M3

Security Specialist

The Contractor must demonstrate that its proposed
Security Specialist has a minimum of 5 years of
experience performing the following tasks:

(a) Conducting security threat and risk
assessments; and

(b) Developing and enforcing IT security policies,
standards, guidelines and procedures on the
security aspects of IT facilities and
application systems.

Note to the Contractor: the minimum 5 years of
experience is a cumulative total of the experience
performing all tasks (e.g. 2 years of experience
performing (a) and 3 years of experience performing
(b) meets the minimum 5 years of experience).

M4

Business Analyst

The Contractor must demonstrate that its proposed
Business Analyst has a minimum of 5 years of
experience analyzing business requirements in IT
projects.

M5

On-Site Service Representative

The Contractor must demonstrate that its proposed
On-Site Service Representative has a degree,
diploma or certificate in a relevant field of study.

The Contractor must provide a copy of each degree,
diploma or certificate.

M6

On-Site Service Representative

The Contractor must certify that its proposed On-Site
Service Representative has the following
qualifications:

(a) Fluent* in English and French;

(b) Thorough knowledge of Help Desk and
Support hardware (PC assembly, PC
components) and Help Desk and Support
software; and

(c) Strong customer service and communication
skills (both verbal and written).

*To be considered fluent, the proposed resource must
be able to communicate orally and in writing in
English and in French without any assistance and
with minimal errors.

Page 51 of 70




Solicitation Number:

19335-160056/A

Amendment Number:

Buyer ID:
626EL

M7

On-Site Service Team Lead

The Contractor must demonstrate that its proposed
On-Site Service Team Lead has:

(a) successfully completed a relevant training
program from a recognized institution (e.g.
relevant program at a community college);
and

(b) a minimum of 5 years of experience in a
similar role.

The Contractor must provide a copy of each degree,
diploma or certificate.

M8

On-Site Service Team Lead

The Contractor must certify that its proposed On-Site
Service Team Lead has the following qualifications:

(i) Fluent® in English and French; and
(i) Strong customer service and communication
skills (both verbal and written).

*To be considered fluent, the proposed resource must
be able to communicate orally and in writing in
English and in French without any assistance and
with minimal errors.

M9

Implementation Project Manager

The Contractor must demonstrate that its proposed
Implementation Project Manager has:

(a) a minimum of 5 years of experience
managing IT projects;

(b) one of the following project management
certifications:

(i) Project management professional PMP
(Project Management Institute (PMI))

(i) Certified associate in project
management CAPM (PMI)

(i) CompTIA Project+

(iv) Master Project Manager MPM
(American Academy of Project
Management)

(v) Certified Project Manager CPM
(International Association of Project and
Program Management)

(vi) Project Management in IT Security
PMITS (EC-Council)

(vii) Associate in Project Management APM
(Global Association for Quality
Management (GAQM))
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(viii) Professional in Project Management
PPM (GAQM)
(ix) Certified Project Director (GAQM)

The Contractor must provide a copy of each
certification.

M10

Solution Architect

The Contractor must demonstrate that its proposed
Solution Architect has a minimum of 5 years of
experience architecting solutions in the Help Desk
and Support domain.

M11

Security Architect

The Contractor must demonstrate that its proposed
Security Specialist has a minimum of 5 years of
experience performing the following tasks:

(a) Conducting security threat and risk
assessments; and

(b) Developing and enforcing IT security policies,
standards, guidelines and procedures on the
security aspects of IT facilities and
application systems.

Note to the Contractor: the minimum 5 years of
experience is a cumulative total of the experience
performing all tasks (e.g. 2 years of experience
performing (a) and 3 years of experience performing
(b) meets the minimum 5 years of experience).

M12

Security Architect

The Contractor must demonstrate that its proposed
Security Architect has a certification from an
internationally recognized security professionals
organization (e.g. International Information Systems
Security Certification Consortium (ISC)?).

The Contractor must provide a copy of each
certification.

M13

Service Manager

The Contractor must demonstrate that its proposed
Service Manager has a minimum of 5 years of
experience in a similar role in the Help Desk and
Support domain.

20
(@)

Point Rated Resource Assessment Criteria:

Implementation Project Manager
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Criteria Requirement Point Allocation ,
Contractor’s Response
ID Scheme
R1 The Contractor should Points will be awarded

demonstrates that its
proposed Implementation
Project Manager has
experience being the lead
project manager on projects
implementing Help Desk
Support services.

Each project referenced by
the Contractor must have
been in support of a
minimum of 2,500 users and
included one of the following
services:

(a) Service Desk
Support;

(b) On-Site and
Break/Fix Support; or

(c) Desktop Engineering
Support.

Note to the Contractor:
internal projects within the
Contractor’s organization are
accepted.

in accordance with the
following:

a) 5 points per project,
up to a maximum of
3 projects;

b) 5 points if one of the
projects included all
services (i.e.
Service Desk, On-
Site and Break/Fix,
and Desktop
Engineering Support
services); and

c) 5 points if one of the
projects was for a
Canadian public
sector organization.

Maximum Points = 25

Required Minimum Score

15

(b) Solution Architect

R2

The Contractor should
demonstrates that its
proposed Solution Architect
has experience being the
lead solution architect on
projects implementing Help
Desk Support services.

Each project referenced by
the Contractor must have
been in support of a
minimum of 2,500 users and
included one of the following
services:

(a) Service Desk
Support;

(b) On-Site and
Break/Fix Support; or

Points will be awarded
in accordance with the
following:

a) 5 points per project,
up to a maximum of
3 projects;

b) 5 points if one of the
projects included all
services (i.e.
Service Desk, On-
Site and Break/Fix,
and Desktop
Engineering Support
services); and

c) 5 points if one of the
projects was for a
Canadian public
sector organization.

Page 54 of 70




Solicitation Number:
19335-160056/A

Amendment Number:

Buyer ID:
626EL

(c) Desktop Engineering
Support.

Note to the Contractor:
internal projects within the
Contractor’s organization are
accepted.

Maximum Points = 25

Required Minimum Score 15
(c) Security Architect
R3 The Contractor should Points will be awarded
demonstrates that its in accordance with the
proposed Security Architect following:
has experience being the _ .
lead security architect on a) 5 points per_prOJect,
projects implementing Help up to a maximum of
Desk Support services. 3 projects;
. b) 5 points if one of the
Each project referenced by projects included all
the Contractor must have services (i.e
) fa ( €.
be_e.n n sur;pzorto% d Service Desk, On-
_m'fl"fg“é” 0 5f N “f"hrs an Site and Break/Fix,
include .one of the following and Desktop
services: Engineering Support
(a) Service Desk services); and
Support; c) 5 points if one of the
(b) On-Site and projects was for a
Break/Fix Support; or Canadian public
(c) Desktop Engineering sector organization.
Support.
Maximum Points = 25
Note to the Contractor:
internal projects within the
Contractor’s organization are
accepted.
Required Minimum Score 15
(d) Service Manager
Criteria Requirement Point Allocation Contractor's R
D Scheme ontractor’s Response
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R4

The Contractor should
demonstrates that its
proposed Service Manager
has experience being the
lead service manager on
projects implementing Help
Desk Support services.

Each project referenced by
the Contractor must have
been in support of a
minimum of 2,500 users and
included one of the following
services:

(a) Service Desk
Support;

(b) On-Site and
Break/Fix Support; or

(c) Desktop Engineering
Support.

Note to the Contractor:
internal projects within the
Contractor’s organization are
accepted.

Points will be awarded
in accordance with the
following:

a) 5 points per project,
up to a maximum of
3 projects;

b) 5 points if one of the
projects included all
services (i.e.
Service Desk, On-
Site and Break/Fix,
and Desktop
Engineering Support
services); and

c) 5 points if one of the
projects was for a
Canadian public
sector organization.

Maximum Points = 25

Required Minimum Score

15
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APPENDIX J TO ANNEX A
CERTIFICATIONS AT THE TA STAGE

The following Certifications are to be used, as applicable. If they apply, they must be signed and
attached to the Contractor's quotation when it is submitted to Canada.

1. CERTIFICATION OF EDUCATION AND EXPERIENCE

The Contractor certifies that all the information provided in the résumés and supporting material

proposed for completing the subject work, particularly the information pertaining to education,
achievements, experience and work history, has been verified by the Contractor to be true and accurate.
Furthermore, the Contractor warrants that every individual proposed by the Contractor for the requirement
is capable of performing the Work described in the Task Authorization.

Print name of authorized individual & sign above Date

2. CERTIFICATION OF AVAILABILITY OF PERSONNEL

The Contractor certifies that, should it be authorized to provide services under this Task Authorization,
the persons proposed in the quotation will be available to commence performance of the work within a
reasonable time from the date of issuance of the valid Task Authorization, or within the time specified in
the TA Form, and will remain available to perform the work in relation to the fulfillment of the requirement.

Print name of authorized individual & sign above Date

3. CERTIFICATION OF STATUS OF PERSONNEL

If the Contractor has proposed any individual who is not an employee of the Contractor, the Contractor
certifies that it has permission from that individual to propose his/her services in relation to the Work to be
performed under this TA and to submit his/her résumé to Canada. At any time during the Contract Period
the Contractor must, upon request from the Contracting Authority, provide the written confirmation, signed
by the individual, of the permission that was given to the Contractor of his/her availability. Failure to
comply with the request may result in a default under the Contract in accordance with the General
Conditions.

Print name of authorized individual & sign above Date
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1. Service Desk Services

ANNEX B
BASIS OF PAYMENT

Service Desk Services - Core
Service for Justice Canada
(SCI:SDS-Base)

Per user price for up to 7,499
users

Service Desk Services - Core
Service for Justice Canada
(SCI:SDS-7500)

Per user price for 7,500 to 9,999
users

Firm Per User Monthly Price — $ $
Initial Contract Period (4 years)
Firm Per User Monthly Price — $ $
Option Period 1 (1 year)
Firm Per User Monthly Price — $ $
Option Period 2 (1 year)

2. On-Site Support and Break/Fix Services

On-site Support and Break/Fix Services - Core Service for
Justice Canada in the National Capital Region (SCI:0SS-Base)

Price includes support for all devices (audio-visual devices, laptops,
desktops, tablets, printers, and peripherals)

Firm Per User Monthly Price — $
Initial Contract Period (4 years)
Firm Per User Monthly Price — $
Option Period 1 (1 year)
Firm Per User Monthly Price — $
Option Period 2 (1 year)

3. Engineering Support Services

Engineering and Support Services - Core Service for Justice

Canada (SCI:WES)

For all Justice Canada users, End User Devices and Printers.

Cost includes overall systems integrator role.

Period 2 (1 year)

Firm Monthly Price — Initial $
Contract Period (4 years)

Firm Monthly Price — Option $
Period 1 (1 year)

Firm Monthly Price — Option $

4. Professional Services
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Task Authorization Portion - Labour Rates (for additional work on an as and when requested basis)

Project Solution Security Business On-Site On-Site
Manager Architect Architect Analyst Services Services
Team Representative
Leader
Firm Per Diem | $ $ $ $ $ $
Rate — Initial
Contract
Period (4
years)
Firm Per Diem | $ $ $ $ $ $
Rate — Option
Period 1 (1
year)
Firm Per Diem | $ $ $ $ $ $
Rate — Option
Period 2 (1
year)
5. Replacement Parts

The Contractor will be paid the Laid Down Cost* plus the following firm mark-up rate.

The firm percentage (%) mark-up for replacement parts directly
associated with the provision of Hardware Break/Fix Services
(SCl:PartsHandling)

Firm Percentage Mark-up for $
Replacement Parts — Initial
Contract Period (4 years)

Firm Percentage Mark-up for $
Replacement Parts — Option
Period 1 (1 year)

Firm Percentage Mark-up for $
Replacement Parts — Option
Period 2 (1 years)

*Laid Down Cost is defined as the cost incurred by the Contractor to acquire the parts for resale to
Canada. This includes the supplier invoice price less trade discount plus any applicable charges for
transportation, foreign exchange, customs duties and brokerage charges, but exclude Applicable Taxes.
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ANNEX C
SECURITY REQUIREMENTS CHECK LIST

Aftached hereto.

Page 60 of 70



Solicitation Number: Amendment Number: Buyer ID:
19335-160056/A 626EL

ATTACHMENT 1
CURRENT STATE INFORMATION

Aftached hereto.
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ATTACHMENT 2
BID SUBMISSION FORM

BID SUBMISSION FORM

Bidder's full legal name

Authorized Representative of Bidder for
evaluation purposes (e.g., clarifications)

Name

Title

Address

Telephone #

Fax #

Email

Bidder's Procurement Business Number (PBN)
[see the Standard Instructions 2003]

[Note to Bidders: Please ensure that the PBN
you provide matches the legal name under which
you have submitted your bid. If it does not, the
Bidder will be determined based on the legal
name provided, not based on the PBN, and the
Bidder will be required to submit the PBN that
matches the legal name of the Bidder.]

Jurisdiction of Contract: Province or territory in
Canada the Bidder wishes to be the legal jurisdiction
applicable to any resulting contract (if other than as
specified in solicitation)

Bidder’s Proposed Site(s) or Premises Requiring
Safeguard Measures. See Part 3 for instructions.

Address of proposed site or premise:
City:

Province:

Postal Code:

Country:

Former Public Servants

See the Article in Part 2 of the bid solicitation entitled
Former Public Servant for a definition of "Former
Public Servant".

Is the Bidder a FPS in receipt of a pension as
defined in the bid solicitation?

Yes No

If yes, provide the information required by the
Article in Part 2 entitled "Former Public Servant”

Is the Bidder a FPS who received a lump sum
payment under the terms of the Work Force
Adjustment Directive?

Yes No
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If yes, provide the information required by the
Article in Part 2 entitled "Former Public Servant”
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ATTACHMENT 3
MANDATORY BID EVALUATION CRITERIA

Aftached hereto.
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ATTACHMENT 4
POINT-RATED BID EVALUATION CRITERIA

Aftached hereto.
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ATTACHMENT 5
PRICING SCHEDULE

In respect of the “Estimated” data listed below (rows D, E, M, N, U, BB, CC, KK and LL), the estimated
information is for evaluation purposes only during the solicitation process and does not represent a

commitment of the future usage.

1. Service Desk Services

Service Desk Services - Core | Service Desk Services- Core
Service for Justice Canada Service for Justice Canada
(SCI:SDS-Base) (SCI:SDS-7500)
Per user price for up to 7,499 Per user price for 7,500 to 9,999
users users

Firm Per User Monthly Price (A) | $ $

— Initial Contract Period (4

years)

Firm Per User Monthly Price (B) | $ $

— Option Period 1 (1 year)

Firm Per User Monthly Price (C) | $ $

— Option Period 2 (1 year)

Estimated Number of users (D) | 4,000 7,500

Estimated Number of Months 60 60

(E)

Extended Amount (F) = $ $

((A)*(B)+(C)) X (D) x (E)

Weighting Factor (G) 0.20 0.05

Evaluated Price (H) = (F) x (G) (N$ (2)$

Total Evaluated Price for $

Service Desk Services (1) = ((1)$

+(2)$)

2. On-Site Support and Break/Fix Services

On-site Support and Break/Fix Services - Core Service for
Justice Canada in the National Capital Region (SCI:0SS-Base)

Cost includes support for all devices (audio-visual devices, laptops,
desktops, tablets, printers, and peripherals)

— Option Period 2 (1 year)

Firm Per User Monthly Price (J) | $
— Initial Contract Period (4

years)

Firm Per User Monthly Price (K) | $
— Option Period 1 (1 year)

Firm Per User Monthly Price (L) | $
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Estimated Number of users (M) | 2,200
Estimated Number of Months 60
(N)
Extended Amount (O) = $
((D)+K)*(L)) X (M) x (N)
Weighting Factor (P) 0.20
Total Evaluated Price for On- $
Site Support and Break/Fix
Services (Q) = (O) x (P)
3. Engineering Support Services

Engineering and Support Services - Core Service for Justice

Canada (SCI:WES)

For all Justice Canada users, End User Devices and Printers.

Price includes overall systems integrator role.

Firm Monthly Price (R) — Initial
Contract Period (4 years)

$

Engineering Support Services
(X) = (V) x (W)

Firm Monthly Price (S) — Option | $
Period 1 (1 year)

Firm Monthly Price (T) — Option | $
Period 2 (1 year)

Estimated Number of Months 60
()

Extended Amount (V) = $
((R)+(S)*(T)) X (U)

Weighting Factor (W) 0.14
Total Evaluated Price for $

4. Professional Services

Task Authorization Portion - Labour Rates (for additional work on an as and when requested basis)

Project Solution Security Business On-Site On-Site
Manager Architect Architect Analyst Services Services
Team Representative
Leader
Firm Per Diem | $ $ $ $ $ $
Rate (Y) —
Initial Contract
Period (4
years)
Firm Per Diem | $ $ $ $ $ $
Rate (Z) —
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Option Period
1 (1 year)

Firm Per Diem | $
Rate (AA) —
Option Period
2 (1 year)

Estimated 100
Level of Effort
Per Year in
Days (BB)

50

100

50

100

100

Estimated 5
Number of
Years (CC)

Extended $
Amount (DD)

((Y)*+(2)*+(AA))
X (BB) x (CC)

Weighting 0.01
Factor (EE)

0.005

0.01

0.01

Evaluated (3)$
Price (FF) =
(DD) x (EE)

(4)$

(6)%

(8)%

Total $
Evaluated
Price for
Professional
Services (GG)
=(3)$+(4)$
+(5)$ +(6)$
+(7)$ +(8)$

5. Replacement Parts

The firm percentage (%) mark-up for replacement parts directly
associated with the provision of Hardware Break/Fix Services
(SCl:PartsHandling)

Firm Percentage Mark-up for

Replacement Parts (HH) — Initial

Contract Period (4 years)

Firm Percentage Mark-up for

Replacement Parts (ll) — Option

Period 1 (1 year)

Firm Percentage Mark-up for
Replacement Parts (JJ) —
Option Period 2 (1 years)
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Estimated Annual Cost of
Replacement Parts (KK)

$25,000.00

Estimated Number of Years (LL)

Extended Amount (MM) =
((HH)+(I)+(JJ)) x (KK) x (LL)

Weighting Factor (NN)

0.01

Total Evaluated Price for
Replacement Parts (OO) = (MM)
x (NN)

6. Total Bid Price

Total Evaluated Price for
Service Desk Services (l)

Total Evaluated Price for On-
Site Support and Break/Fix
Services (Q)

Total Evaluated Price for
Engineering Support Services
(X)

Total Evaluated Price for
Professional Services (GG)

Total Evaluated Price for
Replacement Parts (OO)

Bidder’s Total Bid Price
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Solicitation Number: Amendment Number: Buyer ID:
19335-160056/A 626EL

ATTACHMENT 6

FEDERAL CONTRACTORS PROGRAM FOR EMPLOYMENT EQUITY -
CERTIFICATION

I, the Bidder, by submitting the present information to the Contracting Authority, certify that the
information provided is true as of the date indicated below. The certifications provided to Canada are
subject to verification at all times. | understand that Canada will declare a bid non-responsive, or will
declare a contractor in default, if a certification is found to be untrue, whether during the bid evaluation
period or during the contract period. Canada will have the right to ask for additional information to verify
the Bidder's certifications. Failure to comply with any request or requirement imposed by Canada may
render the bid non-responsive or constitute a default under the Contract.

For further information on the Federal Contractors Program for Employment Equity visit Employment and
Social Development Canada (ESDC) - Labour's website.

Date: (YYYY/MM/DD) (If left blank, the date will be deemed to be the bid solicitation closing
date.)

Complete both A and B.

A. Check only one of the following:

A1. The Bidder certifies having no work force in Canada.
A2. The Bidder certifies being a public sector employer.
A

3. The Bidder certifies being a federally regulated employer being subject to the Employment Equity
Act.

() A4. The Bidder certifies having a combined work force in Canada of less than 100 employees
(combined work force includes: permanent full-time, permanent part-time and temporary
employees [temporary employees only includes those who have worked 12 weeks or more during
a calendar year and who are not full-time students]).

Ab5. The Bidder has a combined workforce in Canada of 100 or more employees; and

( ) A5.1The Bidder certifies already having a valid and current Agreement to Implement Employment
Equity (AIEE) in place with ESDC-Labour.

OR

( ) A5.2The Bidder certifies having submitted the Agreement to Implement Employment Equity
(LAB1168) to ESDC-Labour. As this is a condition to contract award, proceed to completing the
form Agreement to Implement Employment Equity (LAB1168), duly signing it, and transmit it to
ESDC-Labour.

B. Check only one of the following:
() B1. The Bidder is not a Joint Venture.
OR

() B2. The Bidder is a Joint venture and each member of the Joint Venture must provide the Contracting
Authority with a completed annex Federal Contractors Program for Employment Equity -
Certification. (Refer to the Joint Venture section of the Standard Instructions).
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1

1.1

INTRODUCTION

(1) This section is provided for information only.

Technology Model

(2)  The Contractor is directed to review the Department of Justice Canada (JUS) Help Desk and
Support (HDS) Services Annex A - Appendix A: Definitions for the definitions of commonly used
terms in the Request for Proposal (RFP).

(3)  The technology model for JUS HDS Services is illustrated in Figure 1. The technology model
provides a high level technology perspective of the JUS HDS Services. The objective is to show
the type of capabilities required for the service, where these capabilities will be implemented and
how they will be networked together.

Figure 1: Technology Model for JUS HDS Services
-

N N

Canada Data Centre SDP

Canada SDP

Contractor Data Centre SDP
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(4)  The use of the technology model should not be construed as limiting the design of JUS HDS
Services.

(5) The key elements of the technology model are:

a)
b)
c)

d)

Service Delivery Points (SDP) that represent physical locations in a building where JUS
HDS Services components are implemented;

Application Service Domains (ASD) that represent the grouping of 1 or more service
objects capable of offering a service for consumption;

User Service Domains (USD) that represent the grouping of 1 or more access devices
capable of consuming 1 or more Services; and

non-JUS HDS Services Domains, that have been included to allow Canada to describe
existing Canada systems and services that will integrate with the JUS HDS Services.

Service Delivery Points

(1 SDPs are represented by a non-hatched grey boxes in Figure 1 which depict the following

SDPs:

a) Canada Data Centre SDP: a Government of Canada (GC) data centre;

b) Contractor Data Centre SDP: a Contractor data centre where JUS HDS Services
infrastructure is implemented; and

c) Canada SDP: a GC location.

() The infrastructure components in Canada Data Centre SDPs or Canada SDPs are provided by
Canada.

Application Service Domains

(1 ASDs are represented by non-hatched green boxes in Figure 1 which depict the ASDs described
in Table 1.

Table 1 - Application Service Domains

Label Application Service Services offered Services consumed
Domain

ASD-1 Desktop Management mRemote assistance HRemote control agent
Tool (Microsoft System
Centre Configuration The Terminal Service
Manager (SCCM)) invokes the Remote

Assistance Tool that
mediates the session
with the End User
Device.

mSoftware distribution IISoftware distribution

agent
The Terminal Service 9

invokes the Software
Distribution Tool to
configure software
distribution. The
Software Distribution
Tool interacts with the
End User Device to
push software
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components.

ASD-2

Terminal Service (Citrix)

ETerminaI Service
session

This is the interface for
the Terminal Service
session to be
presented on the End
User Device.

ASD-3

Network Printer or Multi-
Functional Device Printer

(2 Printing device
management agent.
This is the
management interface
for printing device
remote configuration.

EPrinting of digital
content onto paper,
faxing of digital content
over a telephone line,
scanning of paper into
digital content, emailing
of digital content.

ASD-4

Service Delivery Portal

Elprroviding self-
service requests,
providing web content,
exposing IT Service
Management tool
functions.

1.1.3 User Service Domains

1) USDs are represented by non-hatched blue boxes in Figure 1 which depict the USDs described
in Table 2.

Table 2 - User Service Domains

USD-1

End User Device

Remote control
agent

Software distribution
agent

a Desktop
Management Tool -
Remote control

a Desktop
Management Tool -
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Software distribution

ETerminaI Service
(Citrix) using a thin
client application

EPrinting using a print
agent

EService Delivery
Portal using a web

browser
USD-2 | Service Desk Agent GC Secure Remote GC Secure Remote
Device Access client Access

1.1.4 Non-JUS HDS Services Domains

(1) The non-JUS HDS Services Domains, described below in Table 3 in order of appearance in
Figure 1 (left to right, top to bottom), are represented by hatched grey box in Figure 1.

Table 3: Non-JUS HDS Services Domains

[ rowwsmssmorsoomn |

Canada Secure Perimeter

GC Network (GCNet)

Canada Data Centre LAN

Canada Print Service

Canada File Service

Canada Directory

Canada LAN

GC Secure Remote Access (GCSRA) Gate

Dedicated Contractor Data Centre LAN

Contractor Secure Perimeter

1.1.5 JUS HDS Services Domains

(1) JUS HDS Services Domains, described below in Table 4, are used as the identifier of each
Statement of Work (SOW) Annex where the requirements for the JUS HDS Services that is part
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1.2.2

1.2.3

1.2.4

of the Domain can be found.

Table 4: Summary of JUS HDS Services Domains

JUS HDS SERVICES DOMAIN DESCRIPTION

JUS Service Desk Service The JUS Service Desk Service established by the
Contractor will be the single contact point for End Users to
report Incidents or submit Service Requests, and will be
responsible for maintaining all information relating to the
Incidents and Service Requests reported.

JUS On-Site Support Service The JUS On-Site Support Service established by the
Contractor will complete work activities that require hands-
on access to the End User Device for the purpose of
resolving Incidents or performing Service Requests.

JUS Desktop Engineering Service The JUS Desktop Engineering Service established by the
Contractor will respond to Incidents that require highly
specialized technical skills and will also create and
maintain OS Images, Software Packages, Software
Patches and Upgrades as well as support documentation.
The JUS Desktop Engineering Service will also manage
the desktop management tool.

Canada Services

) This section defines the services that Canada will be responsible for in relation to the JUS HDS
Services.

Hardware and Software Asset Procurement

(1) Canada will create hardware and software procurement vehicles for the JUS HDS Services.
Canada will manage the demand and process orders with the vendor, and ensure delivery of the
assets to the applicable pre-staging or distribution site. Canada will manage all hardware and
software vendors.

On-Site Support Outside the National Capital Region

(1 Canada will provide on-site support human resources for all locations outside of the National
Capital Region (NCR). These resources will leverage the tools and processes put in place by the
Contractor. They will be assigned Incidents and Services Requests by the JUS Service Desk
Service.

Canada File Service Management
(1 Canada will provide the underlying network file storage infrastructure. The Contractor will
manage all End User access and privileges to shared and network file storage.

Canada LAN Management

(1 Canada will configure and support the LAN and provide all underlying LAN infrastructure. The
Contractor will manage all network access accounts, and related user IDs, passwords, and
resource privileges.
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1.2.5

1.2.6

1.2.7

1.2.8

1.2.9

1.2.10

1.2.11

Canada Print Service Management

1) Canada will provide a means for End Users to connect to network printers. The Contractor will
create and manage all print queues for all networked printers. The Contractor will be expected
to provide support to End Users trying to connect and use these printers. The Contractor will be
responsible to provide fleet maintenance services for the printers.

Security Services

(1 Canada will provide security design, configuration, implementation and support services related
to Public Key Infrastructure (PKI) keys, encryption, malware protection, and personal firewalls.
The Contractor will be required to deliver updates to these services, as requested by Canada
(e.g. distribute the latest versions of software).

Server Hosting Services

(1 Canada will provide server hosting services for the desktop management tool (SCCM).

Remote Access Services

(1 Canada will provide all Secure Remote Access (SRA) Services.

Network Services

(1 Canada will provide network connectivity, monitoring and management services for connectivity
from the Canada data centre(s) and all End Users in scope.

Other Infrastructure and Application Support Services

(1 Canada will provide Level 2 and Level 3 Support for supported business applications, and for
other infrastructure services (e.g. data centre and network).

Computers and Smart Phones

(1 Canada will provide computing devices and smart phones to the Contractor resources that need
to connect to Canada’s network for the delivery of on-premise JUS HDS Services. Contractor
resources will not be allowed to connect their own equipment to Canada’s network.

() Canada will provide computing devices to the Contractor personnel that need to connect to
Canada network using Canada’s SRA Service for the delivery of JUS Service Desk service.
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OPERATIONAL READINESS PHASE

Requirements for Project Schedules

Q)

For all project schedules required in this SOW, the Contractor must:

a) provide the schedule in Microsoft Project 2013 format;

b) identify the phases, gates, deliverables and milestones of the Work as distinct tasks
where each task has a start and end date, a duration, is assigned to a resource group,

and has the dependencies identified, such that the start and end date of the tasks are
driven by the dependencies and duration;

c) identify each Contract deliverable as a milestone;
d) clearly describe the dependencies on Canada including:
i) identifying Canada’s reviews as tasks;

ii) identifying Canada’s approvals as milestones;
iii)  identifying Canada’s deliverables as milestones;
e) comply with dependencies identified in this SOW;

f) not create unnecessary dependencies on Canada’s review and approval;
g) limit dependencies to the maximum extent possible;

h) schedule tasks in parallel to the maximum extent possible; and

i) progressively submit deliverables (i.e. not all at once).

For all project schedules required in this SOW, the Contractor must provide as an annex to the
project schedule:

a) aCanada resource plan identifying:
i) the task id and task name from the schedule where Canada input is required;
ii) what information is expected from Canada;
iii)  what subject matter expertise is required to provide input to the task;
iv)  what is the estimated duration of the interactions with the Contractor for the task;
v) attenuation measures to limit Canada resource overloading across schedules;
b) a list of planning assumptions;
c) a list of schedule risks including, but not limited to:
i) categorization of each risk;
ii) probability of each risk;
iii) impact if the risk materializes;
iv)  mitigation measures;
v) monitoring measures; and
vi)  risk assignment.
Unless otherwise specified, for each Contract deliverable in a project schedule:

a) Canada will review the deliverable within 10 Federal Government Working Days (FGWDs)
and provide its first round of formal comments to the Contractor, in writing;

b) the Contractor must provide an updated deliverable that addresses comments received
from Canada within 5 FGWDs after receiving Canada first round of comments;

c) Canada will review the updated deliverable within 5 FGWDs after receiving the
Contractor’s updated deliverable and provide its second round of formal comments to the
Contractor, in writing;

d) the Contractor must provide the final deliverable that addresses comments received from
Canada within 5 FGWDs after receiving Canada second round of comments; and

€) Canada will approve or reject the deliverable within 5 FGWDs after receiving the
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Contractor’s final deliverable and provide a formal answer to the Contractor, in writing.

Deliverable Dependencies

(1) The Contractor must schedule SOW deliverables in compliance with the dependencies identified

in Table 5.

Table 5 - Deliverable Dependencies

ID Deliverable Name

Operational Readiness Schedule
Program Management Plan
Service Management Plan
Privacy Management Plan
Privacy Impact Assessment
Configuration Management Plan
Service Continuity Plan
Transition Plan

Security Assessment and Authorization - Gate 1
High Level Design

Security Requirements Traceability Matrix Traced To High-Level
Design

Security Assessment and Authorization - Gate 2
Detailed Design

Security Requirements Traceability Matrix Traced To Detailed Design
Change and Configuration Management Process

Operational Security Procedures

Security Installation Procedures

Security Assessment and Authorization - Gate 3

Implementation of JUS HDS Services

17 Security Installation Verification Plan

Integration Security Test Plan

Predecessors

M1

10

11

11

11

11

M2
12,13,14,15
12,13,14,15

12,13,14,15
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Vulnerability Assessment Plan 12,13,14,15
Security Installation Verification Report 16,17
Integration Security Test Report 16,18
Vulnerability Assessment Report 16,19

2.3 Operational Readiness Schedule

Q)

The Contractor must submit to Canada Contract’s Technical Authority an operational readiness
schedule, within 20 FGWD after Canada announces the Service Go Live Date, for approval by
Canada to complete the following Work (further detailed in sections 2.4 through 2.13):

a)
b)
c)
d)
€)
f)

Program Management Plan;

Service Management Plan;

Privacy Management Plan;

Privacy Impact Assessment;

Configuration Management Plan;

Service Continuity Plan;

Transition Plan;

Security Assessment and Authorization of the High-Level Design (Gate 1):
i) High-Level Design;

i) Security Requirements Traceability Matrix traced to High-Level Design;
Security Assessment and Authorization of the Detailed Design (Gate 2):

i) Detailed Design;

ii) Security Requirements Traceability Matrix Traced to Detailed Design;
iii)  Change and Configuration Management Process;

iv)  Operational Security Procedures;

V) Security Installation Procedures;

Security Assessment and Authorization of the Installation (Gate 3):

i) Implementation of JUS HDS Services;

ii) Security Installation Verification Plan;

iii)) Integration Security Test Plan;

iv) Vulnerability Assessment Plan;

v) Security Installation Verification Report;

vi)  Integration Security Test Report; and

vii)  Vulnerability Assessment Report.

The Work identified in the operational readiness schedule must be completed before Transition-
In commences (see Transition-In subsection 2.10.1), including days required by Canada for
review and approval of the Work, according to the operational readiness schedule.

The completion of any Contract deliverable in the operational readiness schedule is not
conditional on the completion of any other Work identified in this RFP.

The Work identified in the operational readiness schedule is subject to review and approval by
Canada.
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24 Program Management Plan

(1)

The Contractor must provide a program management plan to Canada Contract’s Technical
Authority which must address the following topics according to the PMBOK® Guide — Fifth
Edition or any other project management method approved by Canada:

a) executive summary description of JUS HDS Services;

b) organizational plan that includes management structure, organizations, and roles and
responsibilities of key personnel and subject matter experts;

c) resource plan that includes a methodology for determining resource levels required to
complete the Work under the Contract and for assessing the skills and competencies of
the resources to perform the required function;

d) quality assurance plan that includes an approach to formulating and enforcing work and
quality standards, and reviewing work in progress;

e) communications plan that includes an approach for communicating individual task
requirements, resolving issues (technical, service and personnel) and risks between the
Contractor and Canada, and managing communications between the Contractor and
Canada. The approach must include the use of secure electronic communications tools
and applications, approved by Canada, to share information with program stakeholders
identified by Canada;

f) risk management plan that includes the approach for identifying and tracking risks,
isolating the event triggers for risks, assessing probability and impact, as well as
identifying a mitigation plan; and

g) issue management plan that includes the approach for identifying and managing service
management issues, isolating the issues, assessing the impacts, identifying responsible
parties, assessment of a severity and priorities, and processes for determining a
resolution.

25 Service Management Plan

Q)

The Contractor must provide a service management Plan for JUS HDS Services to Canada
Contract’s Technical Authority that includes:

a) management and operational structure, organizations, roles and responsibilities of each
function performing work under this Contract and key personnel and subject matter
experts;

b) operational and management escalation process that includes:

i) identification of the designated Canada and Contractor personnel authorized to
invoke the escalation procedure;

ii) escalation contact names, titles, email addresses and phone numbers; and

iii)  escalation time frames based on the length of time an Incident remains unresolved
and priority level of the Incident;

c) privacy breach process;

d)  security breach process;

e) Service Desk processes;

f) Service Request processes for Contractor request fulfilment;

g) Change Management processes including how they are integrated with other
Management Service processes;

h) Incident Management processes including how they are integrated with other
Management Service processes and definition of Incident priority levels;

i) Configuration Management processes including how they are integrated with other
Management Service processes;

i) Problem Management processes including how they are integrated with other
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Management Service processes;

k) Release Management processes including how they are integrated with other
Management Service processes;

1) detailed description of processes for each Management Service, and
m) detailed description of administration, operational and management support systems and
tools.
2.6 Privacy Management Plan

Q)

The Privacy Management Plan (PMP) demonstrates that the Contractor can meet the
requirements of the Contract and provides assurance of their ability to manage Personal
Information and Records in accordance with the statutory obligations.

2) Within 60 FGWDs of the Service Go Live Date being announced, the Contractor must provide a
draft PMP. Canada reserves the right to request changes to the PMP in order to ensure that
privacy is being properly managed by the Contractor.

(3) Within 20 FGWDs following a request by Canada, the Contractor must provide Canada with an
update to its PMP.

(4) The PMP must specifically describe the following items in great detail:

a) Contractor's privacy protection strategies and detail exactly how the Personal Information
will be treated over its life cycle;

b) how the Personal Information will be collected, used, retained, and disclosed only for the
purposes of the Work specified in the Contract;

c) how the Personal Information and Records will be accessible only to authorized
individuals (on a need-to-know basis) for the purposes of the Work specified in the
Contract;

d) the privacy breach protocol, and provide details on how any privacy breaches will be
handled;

€) how the Contractor intends to ensure that Canadian Privacy requirements, as outlined in
the Privacy Act , the Access to Information Act and Library and Archives of Canada Act,
will be met throughout the performance of the Work and for the duration of the Contract
Period;

f) any new measures the Contractor intends to implement in order to safeguard the Personal
Information and the Records in accordance with their security classification;

g) how the Contractor intends to ensure that any reports containing Personal Information are
securely stored or transmitted in accordance with their security classification; and

h) describe how the Contractor intends to ensure that their staff is trained on privacy and
privacy related principals.

2.7 Privacy Impact Assessment

(1

The Contractor must identify the requirements for a Privacy Impact Assessment (PIA) in

accordance with the TBS Directive on PIA's (http://www.tbs-sct.gc.ca/pol/doc-

eng.aspx?id=18308&section=text#cha1) by providing the following information within 20 FGWDs

of a request by Canada:

a) business processes, data flows and procedures for the collection, transmission,
processing, storage, disposal and access to information including Personal Information;

b) a list of the Personal Information used by the Contractor in connection with the Work and
the purpose of each Personal Information item;

c) how the Personal Information is shared and with whom:;

d) alist of all locations where hard copies of Personal Information are stored;

€) a list of all locations where Personal Information in machine-readable format is stored (for
example, the location where any server housing a database including any Personal
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(4)

Information is located), including back-ups;

f) a list of all measures being taken by the Contractor to secure the Personal Information
and the Records beyond those required by this agreement;

g) any privacy-specific security requirements or recommendations that need to be
addressed;

h) a detailed explanation of any potential or actual threats to the Personal Information or any
Record, together with an assessment of the risks created by these threats and the
adequacy of existing safeguards to prevent these risks; and

i) results of consultations (if any) from a PIA review by the Office of the Privacy
Commissioner of Canada (OPCC) with signoff by OPCC.

The Contractor must assist Canada during the development of the PIA and must implement
recommendations from the PIA based on a schedule approved by Canada at no cost to Canada.

If changes to the JUS HDS Services are anticipated that affect the use, collection, processing,
transmission, storage or disposal of Personal Information, or at any time if requested by the
Canada, the Contractor must provide Canada with sufficient detail on the changes to support an
update to the PIA, and obtain approval from Canada for the anticipated change.

The Contractor must provide a privacy awareness communications kit to its resources involved
in the JUS HDS Services that provides an overview on the use of Personal Information.

Configuration Management Plan

()

2

The Contractor’s configuration management plan must be developed to address both the
Contractor provided infrastructure and the Canada provided infrastructure that the Contractor is
responsible to manage as part of the JUS HDS Services.

The Contractor must provide a configuration management plan that: TRACEFROMx>SR-
73</TRACEFROMx>

a) addresses roles, responsibilities, and configuration management processes and
procedures;

b) defines the configuration items for JUS HDS Services and when the configuration items
are placed under configuration management;

c) establishes the means for identifying configuration items throughout the system
development life cycle and a process for managing the configuration of the configuration
items;

d) defines the processes for Software Patch management on custom software utilized within
the JUS HDS Services Infrastructure that includes:<TRACEFROMx>SR-
157</TRACEFROMx>

i) identifying, reporting, and correcting flaws in custom software;

ii) testing software updates related to flaw remediation for effectiveness and potential
side effects on the JUS HDS Services before installation;

iii) incorporating flaw remediation into the JUS HDS Services configuration
management process;

€) defines the processes for Software Patch management of the JUS HDS Services
Infrastructure components that includes: TRACEFROMx>SR-158</TRACEFROMx>

i) ensuring the latest version of applications and operating systems are used,;

i) ensuring that vulnerabilities are evaluated and vendor-supplied security Software
Patches are applied in a timely manner;

ii)  prioritizing critical Software Patches using a risk-based approach;

iv)  taking applications offline and bringing them back online;

v) aligning criticality levels for Software Patches as specified by Canada;

vi)  rating of vulnerabilities against Common Vulnerabilities Scoring System (CVSS) v2;
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vii)  testing and verification methodology to ensure that Software Patches have been
implemented properly; and

viii)  notifying Canada of configuration vulnerabilities that would allow an unauthorized
individual to compromise the confidentiality, integrity, or availability of JUS HDS
Services.

Service Continuity Plan

(1

The Contractor must provide a Service Continuity Plan (SCP) to Canada Contract’s Technical

Authority that includes: <TRACEFROMx>SR-74</TRACEFROMx>

a) detailed and documented processes for restoring JUS HDS Services;

b) detailed the communications plan with Canada and its suppliers;

c) detailed plan and processes for transferring operational, management and administration
functionality to a backup operations centre;

d) back up strategies for data centre facilities, network facilities, operational support systems
and data, and key service components;

€) how the Contractor will ensure that its suppliers have in place SCP;

f) description of the process for testing the SCP;

g) steps the Contractor will take if any of its key suppliers go out of business, and

h) steps the Contractor will take if any of its manufacturers or Original Equipment
Manufacturers (OEM) is no longer considered a trusted manufacturer or OEM by Canada.

The Contractor must provide a final version of the SCP within 15 FGWDs after receiving

comments from Canada on the draft SCP. <TRACEFROMx>SR-88</TRACEFROMx>

The Contractor must implement the SCP (all processes, procedures, roles, responsibilities, etc.),
and any subsequent annual updates, within 60 FGWDs following acceptance by Canada.
<TRACEFROMx>SR-88</TRACEFROMx>

The Contractor must provide to Canada within 40 FGWDs of a request, evidence not greater
than 12 months old, (e.g. test results, evaluations, and audits, etc.) that the SCP has been
implemented correctly, operating as intended, and producing the desired outcomes in meeting
Canada’s service continuity requirements. <TRACEFROMx>SR-88</TRACEFROMx>

If the Contractor determines that it will take more than 40 FGWDs to provide the requested
evidence for the SCP, the Contractor must notify Canada within five (5) FGWDs of the original
request for evidence, and request an extension, in writing, with appropriate justification. Granting
an extension is within Canada'’s sole discretion. <TRACEFROMx>SR-88</TRACEFROMx>

Transition Plan

Q)

The Contractor must submit a transition plan for coordinating all activities related to JUS HDS
Services Transition, for approval by Canada that includes a plan and a schedule in Microsoft
Project format to complete the following by the Service Go Live Date:

a) a transition-in methodology to take over responsibility for JUS HDS Services;
b) service transition strategy and approach to reduce transition risks;

c) a strategy to prevent service disruptions;

d) a communications strategy;

€) a management of change strategy;

f) a training strategy;

g) roles and responsibilities of key stakeholders;

h) success criteria;

i) integration with existing Canada processes;

i) integration of all JUS HDS Services;
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k) creation of Service Delivery Portal Accounts;

1) an accommodation requirements for the resident JUS HDS Services personnel;

m)  progress reporting;

n) an issue escalation process;

0) detailed schedule for the migration of End Users and Canada SDPs to the new service;
p) checklist of pre-transition and post transition activities for personnel involved in the

transition (e.g. End Users, Canada Operations, Service Managers, Level 2 or Level 3
Support representatives);

q) transition reporting;
r) issue escalation process; and

Transition In

()

(10)

The Service Go Live Date will be the latest of April 15t 2017 or 90 calendar days after Contract
Award.

The Contractor must execute the approved Transition Plan.

The Contractor must begin providing the Help Desk and Support Services to Canada by the
Service Go Live Date.

The completion of any Work deliverable in the Transition Plan is not conditional on the
completion of any other Work identified in this Contract.

The Contractor must manage, track and coordinate the overall implementation of all deliverables
and activities related to Transition In.

Canada recognizes that considerable effort will be required by the new Contractor during the
“Transition In” period in order to affect a smooth start-up of the new service. During this period,
Canada intends to place a “freeze” (to the extent possible) on changes to the infrastructure.
Canada also intends to assist the new Contractor in its “Transition-In” efforts by providing
knowledge transfer.

Canada expects that there will be a maximum of four (4) weeks “overlap” period immediately
prior to the Service Go Live Date in which the previous Contractor will continue to deliver
services while representatives of the new Contractor are on site.

It is essential that the transition from the previous Contractor to the new Help Desk and Support
Services present as little disruption to the End User community as possible. Accordingly, the
new Contractor must work collaboratively with Canada in planning the transition from the
previous Contractor to the new service.

The legacy Service Management data will be made available for import into the Contractor’s
Service Delivery Portal, if desired. The data will be available in an “open” SQL database file
format. Other data will also be made available for import (e.g. asset management data, user
directory data, etc.).

The HDS Service Desk Service must ensure that all “open” Service Management data is
migrated into the Service Delivery Portal. This includes Incidents, Problems, Changes,
Releases, and Service Requests.

Transition Out

Q)

Canada wants to ensure that at the end of the contractual arrangement with the Contractor, an
"end of term" or “hand over” transition effort is conducted by which Canada regains possession
of all of the equipment and data belonging to Canada, and it learns, (e.g. through knowledge
transfer and/or other means) any and all information necessary for Canada or another
Contractor to assume responsibility for delivering IT services to its user community.

At the end of the contract, the Contractor must return all information, Help Desk and Support
Services Data and equipment that are owned by Canada. The Contractor agrees that, in addition
to other data not specifically identified here, Canada owns all information pertaining to Canada’s
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processes, knowledge, FAQs, Incidents, and Service Requests that will be received and
resolved by the Contractor over the term of the contract.

At the end of the contract, the Contractor must conduct an "end of term" or “hand over” transition
effort to facilitate the accomplishment of a seamless transition and to identify how it will
coordinate with the incoming contractor and/or Canada’s personnel that includes, as a minimum
delivering the following:

a) A complete extract of the Service Delivery Portal data, in a COTS file format (e.g. in SQL
format) as specified by Canada, that includes but is not limited to:

i) Incident Tickets;
ii) Service Requests;
iii)  Problem Tickets;
iv) Change records;
v) Release Records;
vi)  Knowledge Repository;
vii)  Troubleshooting Scripts;
viii)  Frequently Asked Questions;
ix) End User List;
X) Resolver Queues; and
xi)  Resolver Group Membership.
xii)  Points of contact
xiii)  Location of technical and project management documentation
xiv) Transition of key personnel
xv)  Actions required of Canada
b) A report of the Incidents and Problems currently outstanding; and

c) Knowledge transfer concerning the status of ongoing technical initiatives and the current
status of IT service delivery.

The Contractor must verify that all Software Packages and OS Images are properly saved in the

Definitive Software Library.

The Contractor must return to Canada all Government Furnished Equipment that Canada
provided to the Contractor.

The Contractor must provide a debriefing to Canada to confirm the Transition Out is completed
and transfer any remaining knowledge to Canada.

Security Assessment and Authorization of the High-Level Design (Gate 1)

@)

©)

The Contractor must provide Canada with the following deliverables for approval by Canada:
a) high-level design (see High-Level Design subsection), and

b) security requirements traceability matrix (see Security Requirements Traceability Matrix
Traced to High-Level Design subsection).

The Contractor must wait for Gate 1 approval by Canada before proceeding with the next gate of
the security assessment and authorization.

High-Level Design

(1)
2

©)

This subsection defines the high-level design requirements for JUS HDS Services.

The high-level design for the JUS HDS Services must conform to the requirements in JUS HDS
Services Annex A - Appendix B: Security Requirements.

The high-level design must contain the following information:
a) an architecture and design of the various JUS HDS Services components with particular
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emphasis on the component interfaces;

b) design specifications for all system interfaces between JUS HDS Services Domains and
non-JUS HDS Services Domains.

c) a deployment architecture that describes the allocation of logical service components to
virtual or physical computing nodes and highlights the redundancy, scalability and security
features of the architecture that support the achievement of all required service levels;

d) a network architecture including logical and physical connectivity diagrams that illustrate
the implementation of perimeter security controls as well as the placement of services in
network security zones and highlights the redundancy, scalability and security features of
the architecture that support the achievement of all required service levels.

e) a description of the architectural layers (e.g., communications layer, virtualization layer,
platform/OS layer, data management layer, middleware layer, business application layer);

f) a high-level component diagram that clearly shows the allocation of services and
components to network security zones and identifies all data flows;

g) a description of the network zone perimeter defences;
h) a description of the use of virtualization technologies, where applicable;

i) descriptions of the allocation of all technical security requirements to high-level design
elements at all architectural layers;

j) descriptions of the allocation of all non-technical security requirements to high-level
organizational or operational elements;

k) a description of the approach for Remote Management;

1) a description of the approach for access control;

m)  adescription of the approach for security management and audit;
n) a description of the approach for Configuration Management; and
0) a description of the approach for Software Patch management.

The high-level design must explicitly document justification for key security design decisions as
they relate to:

a) network security zoning;

b) network and network zone perimeter defence; and

c) use of virtualization technology.

The high-level design must contain the following information for the Service Delivery Portal:

a) a user interface concept describing the look and feel of the Service Delivery Portal web
pages; and

b) a description of all web-page flows that illustrates how the User self-service and
Administrator self-service functions will be performed using the Service Delivery Portal.

The high-level design for JUS HDS Services must ensure the implementation of Internet
Protocol Version (IPV) 6 coexists with IPV 4 and provides all the functionality for JUS HDS
Services as provided with IPV 4, including any transition mechanisms that may be necessary
between IPV 4 and IPV 6 at the Contractor's SDPs.

Network Connectivity

Canada will provide GCSRA to the Contractor to allow the Contractor to connect to Canada’s
Network to access the Desktop Management Tools.

The Contractor must use GCSRA to connect its resources to Canada’s Network to access the
Desktop Management Tools.

The Contractor must provide the telecommunication lines to connect its SDPs to the Canada
GCSRA gate on the Internet at no additional cost to Canada.
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Q)

The Contractor must provide Canada with a Security Requirements Traceability Matrix (SRTM)
that provides for each security requirement in the JUS HDS Services Annex A - Appendix B:
Security Requirements, documentation references within the high-level design that describe the
high-level system design elements to be implemented. The SRTM establishes assurance that
the JUS Help Desk and Support High-level design fully satisfies its security requirements.

All service documentation referenced in the STRM must be provided to Canada with the SRTM
and must describe the security safeguards in sufficient detail to allow Canada to confirm that the
security safeguards satisfy the security requirements in the JUS HDS Services Annex A -
Appendix B: Security Requirements.

At a minimum, the SRTM must contain, for each security requirement, the following information:

a) the security requirement identifier (SEC ID) from the JUS HDS Services Annex A -
Appendix B: Security Requirements;

b) an identifier that maps the security requirement to the corresponding statement in the
SOW (e.g., heading or line ID);

c) a description of how the security requirement is addressed in the high-level design;

d) the security requirement statement from the JUS HDS Services Annex A - Appendix B:
Security Requirements; and

€) tracing (a reference to an identifiable element) to high-level design specifications.

Security Assessment and Authorization of the Detailed Design (Gate 2)

Q)

2

The Contractor must provide Canada with a draft version of the following deliverables for
approval by Canada:

a) detailed design security specification (see Detailed Design subsection);

b) updated SRTM traced to detailed design (see Security Requirements Traceability Matrix
Traced To Detailed Design subsection); and

c) Change and configuration management process.

The Contractor must wait for Gate 2 approval by Canada before proceeding with the next gate of
the security assessment and authorization.

Detailed Design

Q)

The Contractor must provide Canada with a detailed design that includes:

a) a detailed component diagram (this should be a refinement of the high-level component
diagram);

b) descriptions of the allocation of technical security mechanisms to detailed design
elements;

c) descriptions of the allocation of non-technical security mechanisms to high-level
organizational or operational elements; and

d) justification for key design decisions.

The detailed design must be compliant with the high-level design (see High-Level Design

subsection). The detailed design must evolve the high-level design from a solution and

technology agnostic design to a technology/product/solution specific design. It must be
consistent with the approaches and decisions of the high-level design.

Security Requirements Traceability Matrix Traced to Detailed Design

Q)

The Contractor must provide Canada with an updated SRTM that provides for each security
requirement in the JUS HDS Services Annex A - Appendix B: Security Requirements,
documentation references within the service detailed design security specification that describe
the security safeguards to be implemented. The security requirements traceability matrix



JUS HDS Services - Annex A: SOW General Protected B

establishes assurance that the JUS HDS Services detailed design fully satisfies its security
requirements.

2) All service documentation referenced in the SRTM must be provided to Canada with the SRTM
and must describe the security safeguards in sufficient detail to allow Canada to confirm that the
security safeguards satisfy the security requirements in the JUS HDS Services Annex A -
Appendix B: Security Requirements.

(3) At a minimum, the SRTM must contain, for each security requirement, the following information:

a)
b)

c)

d)
e)

the SEC ID from the JUS HDS Services Annex A - Appendix B: Security Requirements;

an identifier that maps the security requirement to the corresponding statement in the
SOW (e.g., heading or line ID);

the security requirement statement from the JUS HDS Services Annex A - Appendix B:
Security Requirements;

tracing (a reference to an identifiable element) to high-level design specifications, and
tracing (a reference to an identifiable element) to detailed design specifications.

2.12.3 Change and Configuration Management Process

(1 The Contractor must provide Canada with a change management process that includes:

a) Contractor’'s change management authorities;

b) Contractor resource roles and responsibilities for change management;

c) how the Contractor will use the change management process to support the development
of the JUS HDS Services (e.g., a concept of operation);

d) method used to uniquely identify Configuration Items;

e) configuration item identification method;

f) description of the change management process, including the change review and
approval process;

g) means for identifying Configuration Items throughout the system development life cycle
and a process for managing the configuration of the Configuration Items;

h) measures used to enforce only authorized changes; and

procedures that the Contractor will use to accept modified or newly created configuration
items.

2.12.4 Operational Security Procedures

(1) The Contractor must provide Canada with the operational security procedures that includes:

a)

b)

for each Operator role:

i) schedule of security-relevant actions to be performed in order to maintain the
security posture of the JUS HDS Services;

ii) how to use available operational interfaces; and

iii) each scheduled action and how the End User is expected to perform it.
operational roles and responsibilities for:

i) interaction requirements with Canada representatives;
i) reporting schedule and procedures;

iii) access control;

iv) audit and accountability;

V) identification and authentication;

vi)  system and communications protection;

vii) awareness and training;

viii) configuration management;
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ix)  contingency planning;

x)  Incident response;

Xi) maintenance;

xii)  media protection;

xiii)  physical and environment protection;
xiv) personnel security; and

xv)  system and information integrity.

2.12.5 Security Installation Procedures

213

2131

2.13.2

Q)

The Contractor must provide Canada with the security installation procedures that includes:

a) steps necessary for the secure installation and configuration of JUS HDS Services and for
the secure preparation of the operational environment;

b) installation and configuration of all technical security solutions;
c) security configuration of hardware products; and

d) security configuration of software products (Commercial-Off-The-Shelf (COTS) and open
source)

Security Assessment and Authorization of the Installation (Gate 3)

Implementation of JUS HDS Services

(1

2

@)

The Contractor must implement the Service Delivery Portal in compliance with the approved
predecessor deliverables (see Deliverable Dependencies subsection).

The Contractor must provide Canada with the following deliverables for approval by Canada:

a) security installation verification plan (see Security Installation Verification Plan
subsection);

b) integration security test plan (see Integration Security Test Plan subsection);
c) vulnerability assessment plan (see Vulnerability Assessment Plan subsection);

d) security installation verification report (see Security Installation Verification Report
subsection);

€) integration security test report (see Integration Security Test Report subsection); and
f) vulnerability assessment report (see Vulnerability Assessment Report subsection).
The Contractor must wait for Gate 3 approval by Canada before beginning the Transition-In.

Security Installation Verification Plan

(1

The Contractor must develop a Security Installation Verification Plan to conduct a
comprehensive verification of the installation of security solutions and the security configuration
of the JUS HDS Services’ production environment.

The Security Installation Verification Plan must identify the verifications to be performed and
describe the scenario for performing each verification.

The Contractor must include in the Security Installation Verification Plan provisions for Canada
representatives to witness security installation verification.

The Contractor must provide Canada with a Security Installation Verification Plan that contains,
at minimum, the following information:

a) the security verification approach;
b) Canada witnessing arrangements;
c) an outline of the security verification items;
d)  for each security verification item:



JUS HDS Services - Annex A: SOW General Protected B

2.13.3
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213.5

i) a description of the verification scenario;
i) ordering dependencies; and
iii)) expected results (i.e., pass/fail criteria).

The Contractor must provide Canada with an updated SRTM that contains, for each security
requirement to be tested by the security installation verification plan, the following information:

a) tracing (a reference to an identifiable element) to security installation verification test
cases.

Integration Security Test Plan

Q)

The Contractor must develop an Integration Security Test Plan that addresses integrated
security functions (e.g., Kerberos authentication to Email server) as opposed to standalone
security functions (e.g., local user login to operating system).

The Integration Security Test Plan must identify the tests to be performed and describe the
scenarios for performing each test. Test scenarios must include any ordering dependencies on
the results of other tests.

The Contractor must include in the Integration Security Test Plan provisions for Canada
representatives to witness the integration security testing.

The Contractor must provide Canada with an Integration Security Test Plan that contains, at
minimum, the following information:

a) the security functions to be tested;
b)  Canada witnessing arrangements;
c) for each security function or sets of security functions, the items to be tested including:
i) a description of the test case, procedure, or scenario;
i) environmental requirements;
iii)  ordering dependencies; and
iv)  expected results (i.e., pass/fail criteria)

The Contractor must provide Canada with an updated SRTM that contains, for each security
requirement to be tested by the integration security test plan, the following information:

a) tracing (a reference to an identifiable element) to integration security testing test cases.

Vulnerability Assessment Plan

(1

The Contractor must provide Canada with a Vulnerability Assessment Plan that contains, at
minimum, the following information:

a) a description of the scope of the vulnerability assessment;
b) necessary arrangements for Canada’s representatives to witness the assessment;
c) a description of the vulnerability assessment process; and

d) a description of the vulnerability assessment tools that will be used, including any software
versions.

Security Installation Verification Report

The Contractor must conduct security installation verification in accordance with the Security
Installation Verification Plan.

The Contractor must correct installation and configuration errors and omissions that are detected
as a result of the security installation verification.

The Contractor must provide Canada with a security installation verification report that contains,
at minimum, the following information for each of the test items in the security installation
verification plan:

a) the expected results (i.e., pass/fail criteria);
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2.13.7

b) the actual results; and
c) a description of deviations and how each was resolved.

Integration Security Test Report

(1

)

The Contractor must conduct integration security testing in accordance with the Integration
Security Test Plan.

The Contractor must provide Canada with an Integration Security Test Report that contains, at
minimum, the following information for each of the test items in the Integration Security Test
Plan:

a) the expected results (i.e., pass/fail criteria);
b) the actual results; and
c) a description of deviations and how each was resolved.

Vulnerability Assessment Report

()

@)

The Contractor must conduct a vulnerability assessment in accordance with the Vulnerability
Assessment Plan.

The Contractor must implement Software Patches and corrective measures as part of this
activity. Where this is not feasible (e.g., time to test the Software Patch or determine and test
corrective measures would seriously delay the project), the Contractor must create change
management tickets for any required Software Patch or corrective measure that cannot be
implemented as part of the vulnerability assessment activity. These tickets are to be created in
the change management system for the production environment for implementation during the
in-service phase of the Contract.

The Contractor must provide Canada with a Vulnerability Assessment Report that contains, at
minimum, the following information:

a) a listing of the vulnerability assessment tests that were conducted; and
b)  for each vulnerability assessment test:

i) whether a known vulnerability was detected;

ii) a description of the vulnerability;

i)  adescription of the Software Patch or corrective measure that was implemented to
resolve the vulnerability; and

c) for any unresolved vulnerability:

i) an assessment of the significance of the vulnerability in the context of the JUS HDS
Services;

ii) the problem ticket number for the outstanding Software Patch or corrective
measure; or

iii)  the rationale for not implementing a Software Patch or a corrective measure.
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3.1

3.2

3.3

3.4

ACCEPTANCE OF THE WORK

Acceptance of Operational Readiness Phase

Q)

The Contractor must execute the Work for the Operational Readiness Phase (ORP), according
to the Operational Readiness Schedule (ORS) before submitting the Work defined in the ORP
for acceptance by Canada. Once the Contractor has successfully completed the Work defined in
the ORP, the Contractor must issue an Operational Readiness Completion Notice (ORCN) for
the ORP to the Technical Authority by email and provide to Canada an acceptance test report
(refer to subsection Acceptance Test Report).

The ORCN must state that the Work has been fully inspected and tested in accordance with the
approved ORP.

The Contractor must perform the acceptance of Work for each JUS HDS Service as described in
subsection Acceptance of a JUS HDS Service.

The Contractor must only submit the ORCN for the ORP when a Work Completion Notice
(WCN) has been submitted by the Contractor and Canada has accepted the Work for the ORP
(refer to subsection Operational Readiness Phase) that includes:

a) all identified deliverables (reports, strategies, plans etc.);

b)  JUS HDS Services; and

c) Service Delivery Portal (refer to subsection Service Delivery Portal).

Acceptance of a JUS HDS Service

Q)

)

®)

The Contractor must execute an acceptance test before delivering the Work for acceptance to
Canada Contract’s Technical Authority. Once the Contractor has successfully completed the
acceptance test plan (refer to subsection Acceptance Test Plan), the Contractor must issue a
WCN and an acceptance test report to the Technical Authority.

The WCN must state that the Work has been fully inspected and tested in accordance with the
approved acceptance test plan.

The Contractor must ensure that the JUS HDS Services is fully functional in accordance with all
specifications provided.

Acceptance Test Plan

()

The Acceptance Test Plan provided by the Contractor must address:
a) requirements outlined in the SOW;

b) end-to-end functional, usability, accessibility, error, exception and compliance,
interoperability and integration testing;

c) Canada witnessing arrangements;
d) tests cases to be performed and for each test case:
i) description, objective, procedure, or scenario;
i) ordering dependencies on the results of other tests;
iii)  environmental requirements;
iv)  expected results (i.e., pass/fail criteria);
V) data metrics to be collected and reported; and
vi)  how failures will be reported.

Acceptance Test Report

Q)

The Acceptance Test Report provided by the Contractor must contain the following information
for each of the test items in the associated acceptance test plan within 5 FGWDs of successfully
completing the acceptance testing:
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a)
b)
c)
d)
€)
2)
(3)

the expected results (i.e., pass/fail criteria);
the actual results;
a description of deviations and how each was resolved;

a traceability matrix that describes how each requirement (including reports, data, service
levels and documentation) of the Work in the acceptance test plan was tested and
validated (i.e. demonstration, documentation, etc); and

the Service Level Target testing results.

The Contractor must conduct acceptance testing using a method approved by Canada.
The Contractor must assist Canada with the analysis, isolation and correction of problems

detected during Canada’s acceptance testing.

Canada’s acceptance process for ORP and a JUS HDS Service

(1 In addition to General Conditions 2035 section 11, Canada’s acceptance procedures for a JUS
HDS Service also includes the following:

a)

Once Canada has received the Work Completion Notice (WCN) for a JUS HDS Services
and the acceptance test report Canada will have 15 calendar days to perform its
acceptance procedures (the "Acceptance Period"), and if Canada provides notice of any
deficiency during the Acceptance Period, the Contractor must address the deficiency at no
cost to Canada as soon as possible and notify Canada in writing once the Work is
complete, at which time Canada will be entitled to re-inspect the Work and the
Acceptance Period will start again from the time that the deficiency is corrected.
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41.2

41.3

SERVICE DELIVERY IN STEADY STATE

(1

The requirements in this section are for the delivery of JUS HDS Services following the
completion of the ORP.

Service Operations

Service Manager

Q)

The Contractor must provide a Service Manager to meet with Canada’s representatives during
FGWDs from 08:00 to 17:00 ET and be reachable within 15 minutes of a request using
communication methods as approved by Canada, 24 hours per day, 7 days per week, 365 days
per year, for:

a) Management Services escalation (Incidents, Change Requests);
b) critical and high priority and Security Incidents;

c) Service Level reviews;

d) release implementation activities;

e) release maintenance and release window scheduling;

f) service quality; and

g) service reporting.

Operations Centre

(1

2

The Contractor must provide a primary Operations Centre, prior to the completion of the ORP,
with the infrastructure and resources required for the centralized management and operation (24
hours per day, 7 days per week, 365 days) of JUS HDS Services.

The Contractor must provide a backup Operations Centre, prior to the completion of operational
readiness phase, which is not physically located with the primary Operations Centre (i.e. same
building), that provides all operational and management functionality supported by the primary
Operations Centre where the transition from the primary Operations Centre to the backup
Operations Centre must be transparent to Canada and not impact the operations of JUS HDS
Services.

Service Delivery Portal

Q)

The Contractor must provide Canada with a Service Delivery Portal that allows:
a) Service Order entry;

b) Service Request entry;

c) Incident entry;

d) access to reports and documents; and

e) other IT service management functions (change, problem, release, configuration, asset
and software license management).

The Contractor must allow Canada to create, modify, suspend, terminate, prioritize, search,
sort, view and download Service Orders (using a file naming convention specified by Canada
and COTS file format).

The format and content of all SDP forms must be approved by Canada.

The Service Delivery Portal must provide an English and a French user interface and must allow
the User to select the English or the French user interface at logon to the Service Delivery
Portal.

The Service Delivery Portal must include:
a) user interface web page design and layout as approved by Canada;
b) orientation/introduction page, as specified by Canada, with Contractor contact information;
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c)
d)

e)

online help;

assisted data entry where input fields with pre-defined values are populated using lists,
drop-down lists, checkboxes and radio buttons in plain language;<TRACEFROMx>SR-
169</TRACEFROMx>

assisted data entry where input fields with embedded meaning (i.e. multiple data elements
concatenated within the same input field) are populated using a combination of lists, drop-
down lists, checkboxes and radio buttons in plain language for predefined values and
textboxes for User-provided values;<TRACEFROMx>SR-169</TRACEFROMx>

error verification where input fields are verified for format and validity, including cross-field
validation, with detailed error messages in plain language that indicate to the User what is
incorrect and what is the rule(s) that failed;<TRACEFROMx>SR-169</TRACEFROMx>

pre-defined fields (e.g. service, Service Delivery Point, work type, contact name, unit
pricing, item number, quantities, etc.) approved by Canada, with assisted data entry
(where applicable) to minimize error entries;<TRACEFROMx>SR-169</TRACEFROMx>

configurable, static and dynamic role-based and policy-based access controls for all
functions, objects and data attributes, including but not limited to:

i) creation;

i) modification;

iii)  suspension, where an item is temporarily made unavailable;

iv)  termination, where an item is permanently made unavailable yet retained in the

system;
V) deletion, where an item is removed from the system; and
vi) view;

a least privilege policy for all Accounts as follows:

i) the access control mechanisms must be configured to implement least privilege,
allowing only authorized accesses for Users (and processes acting on their behalf)
that are necessary to accomplish assigned tasks;

ii) non-privileged Accounts must be created for read only access; and

iii) authorization to privileged Accounts must be restricted to designated
Administrators;

configurable Account Group settings that allow for:

i) grouping of Accounts;

i) assignment of access controls to the Account Groups; and

iii) nesting of Account Groups within a larger Account Group;

support for the delegation of Administrators and sub-delegation by existing Administrators;
secure access as follows:

i) secure access connection (e.g. Transport Layer Security (TLS));

i) minimize the requirement for additional account logins to the various services;

iii) request the JUS HDS Services unique User ID and password for access;

iv)  enforce a configurable idle session timeout period, as specified by Canada;

one-way daily selected Account attribute synchronization from a directory specified by
Canada, including but not limited to, the following attributes:

i) User ID;

i) name (first, middle, last);

iii) address (all address attributes);
iv) title;

V) organization (including hierarchy);
vi)  telephone number (all types); and
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r

s)

t)

X)

vii)  email address;

batch creation of Accounts from a file provided by Canada in COTS file format within 5
FGWDs of a request by Canada;

the ability for End Users to perform the following functions:

i) complete registration for a credential, including registering their challenge/response
questions;

ii) see a checklist that presents the rules the password must comply with and check
these rules positively as they are satisfied as the User chooses or changes their
password;

iii)  reset their Service Delivery Portal password;
iv) view service history on their Account; and
v) view last logon date and time to the JUS HDS Services;

a view for each Client, specified by Canada, that is accessible only by User and
Administrator Accounts of the Client, and restricts access to:

i) Client orientation page; and

ii) JUS HDS Services information (e.g.; reports, data, and documents) and
administration actions associated with the Client. For example, a Client must only
be able to view the Incidents, reports, etc., applicable to the Client;

a view of all Clients, that is only accessible by Administrator Accounts (e.g-., the ability to
view reports for the entire service);

the ability for Administrators to access all JUS HDS Services information (e.g., data,
reports, documents) for the last 30 calendar days;

the ability for Administrators to schedule the automated email of reports:
i) to configurable distribution lists, as specified by Canada; and

ii) at a date and time, as specified by Canada;

the ability for Administrators to create tabular reports that include:

i) selecting available data sources;

ii) specifying selection criteria for the selected fields;

iii)  selecting fields to appear on the report;

iv)  allowing the User to save the report design with a report name specified by the
User; and

v) allowing the User to retrieve the report design by report name;
the ability for Administrators to sort tabular report results by any field or multiple fields;

the ability for Administrators to download reports with a file naming convention and COTS
file format specified by Canada;

the ability for Administrators to search and sort documents based on any date range,
status (e.g., new, authorized, in progress, completed), and type; and

the ability for Administrators to download document search results in compressed format,
and file naming convention and COTS file format specified by Canada.

The Contractor must create access profiles (e.g., roles) as requested by Canada within five
FGWDs of a request by Canada.

The Contractor must create one or more Service Delivery Portal Accounts and assign a Service
Delivery Portal Administrator access profile to the Accounts within five FGWDs of a request by
Canada.

The Contractor must transfer JUS HDS Services Management Data throughout the Contract
Period electronically (method to be approved by Canada) at a frequency specified by Canada
using COTS file format specified by Canada.

The Service Delivery Portal must log all access to the Service Delivery Portal and provide an
electronic file of the access log records for the previous 12 months to Canada, on request, in a
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file naming convention and COTS file format specified by Canada.

IT Service Management

Q)

2

@)

The requirements in this section are applicable to all JUS HDS Services, for Contractor provided
infrastructure and for Canada provided infrastructure managed by the Contractor as part of a
JUS HDS Service, and must be provided prior to the completion of the ORP.

The Contractor must provide Management Services for a JUS HDS Services at no additional
cost to Canada.

The Contractor must work co-operatively with Canada and any other third parties (e.g. Shared
Services Canada, Network Service Providers, etc.) as requested by Canada to provide
Management Services.

Change Management

Q)

)

All Change Requests to the JUS HDS Services Infrastructure must be approved by Canada.
<TRACEFROMx>SR-58</TRACEFROMx>

The Contractor must only implement Change Requests from authorized approvers specified by
Canada. A Change Request submitted by Canada from an authorized approver is considered
approved by Canada. The Contractor must create at least one Change Ticket for each Change
Request submitted by Canada within one FGWD of receiving the Change Request.

The Contractor must allow Canada to submit Change Requests 7 days per week, 24 hours per
day, 365 days per year (7X24X365):

a) to an email address specified by the Contractor (with an auto reply to confirm receipt of
the email); and

b) electronically (with predefined forms and fields approved by Canada) using the Service
Delivery Portal.

The Contractor must acknowledge a Change Request to Canada within two) hours of the receipt
of a Change Request from Canada.

The Contractor must implement Change Requests, excluding Emergency Changes, during
maintenance windows specified by Canada.

The Contractor must categorize and assign Change Requests with a priority level in accordance
with a scale specified by Canada. Change Request categorization and priority levels will be
determined after contract award.

The Contractor must revise the priority level in a Change Ticket when requested to do so by
Canada within one hour of a request from Canada.

The Contractor must escalate Change Requests based on the Change Request categorization
(e.g. type, priority level, impact to Canada) and the length of time that the Change Request has
remained open. Change Request escalation will be determined after contract award.

The Contractor must escalate Change Requests as requested by Canada.
A Change Ticket must include and maintain at least the following information:
a) Contractor Change Ticket number;

b)  Change Request description;

c) related Change Tickets;

d) date and time stamp when Change Request initiated;

€) date and time stamp when Change Request closed;

f) location of change;

g) Change Request category;

h) security category;

i) reason for the change;

j) impact of the change;
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(13)

(14)

(15)

(16)

(17)

k) risks associated with the change;

1) change type;

m)  priority level of change;

n) status of change (e.g. open, closed, in progress, suspended, cancelled, etc.);
0) Canada Change Ticket number (if applicable);

9)] affected SDPs;

q) Contractor contact (name, telephone number and email address);

r) name of the Contractor resource(s) performing the change;<TRACEFROMx>SR-
113</TRACEFROMx>

s) name of the escorts, if applicable;<TRACEFROMx>SR-113</TRACEFROMx>
1) Canada identifier;

u)  Canada contact information (name, telephone number and email address);

V) activity log including all actions taken by the Contractor and third parties for the change;
w) related Service Order number, if applicable;

X) scheduled date and time of change;

y) completion date and time of change;

z) originator of the Change Request;

aa) expected outage time (if applicable);

bb) Change Request approver’s name; and

cc) back-out procedures and contingency plans.

The Contractor must add, delete and modify Change Ticket information fields as requested by
Canada.

The values of the following Change Ticket information fields must be approved by Canada:
a) Change Request category;

b) security category;

c) change type;

d) impact of change;
€) risks associated with the change;
f) priority level of change; and

g) status of change.

The Contractor must minimize the use of incomplete words, sentences and grammar and
acronyms in Change Tickets.

The Contractor must automatically update the status of a Change Ticket within 30 minutes of a
change in status of the Change Ticket as evidenced by the Change Ticket timestamp.

The Contractor must automatically provide Change Ticket information by email to a pre-defined
distribution list for each JUS HDS Services for Change Requests where Canada specifies:

a) Information from the Change Ticket;
b)  frequency of email updates;
c) distribution lists; and

d) criteria for selecting Change Requests (e.g. priority level, content of Change Ticket,
Emergency Changes).

The Contractor must continue to automatically send email upon updates of Change Requests

until the Change Request is closed or Canada cancels the automatic update reporting for the

change.

The Contractor must back-out changes, when requested by Canada, using the back-out
procedures specified in the Change Ticket that includes:

a) the tasks and activities to return the JUS HDS Services back to its pre-change state;
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(18)

(19)

(20)

b) the expected operational results after the back-out has been executed;
C) the criteria to verify that the back-out was successful; and
d) reporting the back-out results in the activity log of the Change Ticket.

The Contractor must provide a Change Request implementation notice to Canada, no later than
48 hours in advance of the implementation of the Change Request.

The Contractor must provide a Change Request cancellation notice to Canada via email, within
24 hours of cancellation of the Change Request by the Contractor.

The Contractor must close the Change Ticket(s) for a Change Request after the Change
Request has been accepted by Canada.

The Contractor must provide a Change Request completion notice to Canada within two FGWDs
of the completion of any Change Request.

The Contractor must update all relevant documentation and data repositories within 10 FGWDs
of the completion of any Change Request.

Incident Management

(10)

(1

(12)

(13)

(14)

The Contractor must monitor JUS HDS Services for Incidents.

The Contractor must use other Canada’s Service Desk Services or other Service Delivery
Portals in order to perform incident notification, incident troubleshooting and/or incident
updates/resolutions.

The Contractor must co-operatively work with Canada and any other third parties (e.g. Shared
Services Canada, Service Providers, other Federal Government Departments, etc.) as
requested by Canada to resolve Incidents.

The Contractor must create one or more Incident Tickets for each Incident detected by the
Contractor or reported by Canada.

The Contractor must not include sensitive information in Incident Tickets for Security Incidents
as mutually agreed to between Canada and the Contractor.

The Contractor must allow Canada to submit information for an Incident 7 days per week, 24
hours per day, 365 days per year (7X24X365) electronically (with predefined forms and fields
approved by Canada) using the Service Delivery Portal.

The Contractor must categorize, assign and escalate Incidents for Incident resolution based on
priority level (see Table 6) as specified by Canada.

The Incident escalation will be determined after contract award.

The Contractor must revise the priority level of an Incident when requested to do so by Canada
within 15 minutes of the request.

The Contractor must automatically escalate Incidents according to escalation levels and time
periods specified by Canada.

The Contractor must provide Canada with an operational escalation matrix and a management
escalation matrix that defines the personnel, with alternates (of equal authority) and contains
clear contact instructions.

The Contractor must provide Canada with notification of Incidents according to the operational
and management escalation matrices.

The Contractor must automatically provide Incident Ticket information by email to a pre-defined
distribution list for each JUS HDS Services for Incidents where Canada
specifies:<TRACEFROMx>SR-101</TRACEFROMx>

a) information from Incident Ticket;

b)  frequency of email updates;

c) distribution lists; and

d) criteria for selecting Incidents.

The Contractor must continue to automatically send email upon updates of Incidents until the
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Incident is closed or Canada cancels the automatic update reporting for the Incident.

The Contractor’s Incident Tickets must include and maintain, but not be limited to, the following
information for all Incidents: <TRACEFROMx>SR-102</TRACEFROMx>

a) Contractor’s Incident Number;

b) Incident description;

c) Incident originator contact information (name, telephone number and email address);
d) Incident originator language;

€) related Incident Tickets;

f) date and time stamp when Incident Tickets initiated;

g) date and time stamp when Incident Ticket closed;
h) Incident Ticket type as specified by Canada;

i) Incident priority level;
j) Incident status;
k) Incident escalations;

1) Canada Incident Number (if applicable);

m)  Service functions impacted;

n)  affected SDPs;

0) Contractor contact (name, telephone number and email address);

p)  Client identifier (If applicable);

q) interactions with third parties;

r) activity log;

s) root cause (if available);

t) estimated time for resolution (must be updated every 15 minutes for Critical priority and
High priority);

u) resolution description; and

V) outage time (for closed tickets only).

The Contractor must open an Incident Ticket within five minutes of notification for both
Contractor-determined and Canada-reported Incidents.<TRACEFROMx>SR-
97</TRACEFROMx>

The Contractor must update the Incident within five minutes of a change in status for Critical
priority or High priority Incidents and within 15 minutes of a change in status of all other Incident
statuses.

The Contractor must document all management and technical escalations for Incidents in the
Incident Ticket activity log.

The Contractor must document all interactions with third parties for Incidents in the Incident
Ticket activity log.

The Contractor must document all investigation, troubleshooting & analysis details, resolution
activities and communications for Incidents in the Incident Ticket activity log.

The Contractor must track and report the outage time of each Incident in the associated Incident
Tickets.

The outage time for an Incident must start at the time (start time) that the Incident is detected by
the Contractor, or reported to the Contractor by Canada.

The outage time for an Incident must stop at the time that the JUS HDS Services is fully restored
for that Incident and Canada has approved the closure of the associated Incident Tickets.

The Contractor must suspend outage time for an Incident at Canada’s request or where the
Contractor has requested:

a) access to a Service Delivery Point necessary to resolving an Incident and Canada is
unable to provide access;
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(28)

(29)

(30)

@31

(32)

(33)

b) information necessary to resolving an Incident and Canada is unable to provide the
information, or

c) closure of an Incident Ticket pending Canada’s approval, and Canada is not available to
consider the request.

The Contractor must request access to a Canada Service Delivery Point when such access is
required for an Incident.

The Contractor must restart the outage time for an Incident where the outage time has been
suspended, when requested by Canada or when:

a) Service Delivery Point access was required by the Contractor and Canada grants access
to the Service Delivery Point;

b) the request for information is provided by Canada to the Contractor; or

c) Canada is available to review the request to close an Incident and has determined that the
Incident must remain open.

The Contractor must update the Incident Ticket activity log for an Incident every 30 minutes and
within five minutes of a request by Canada.

The Contractor must notify Canada within 15 minutes of the occurrence of an Incident with
priority levels as specified by Canada.

If an Incident does not require Service Delivery Point access, where Service Delivery Point
access was requested by the Contractor and the outage time for the Incident was suspended,
the Contractor must include the suspended outage time in the total outage time for the Incident.

If an Incident Ticket is closed and a subsequent Incident occurs within 24 hours for the same
Incident, the Contractor must re-open the original Incident Ticket or open a new Incident Ticket
with a cross reference to the previous Incident Ticket and calculate the outage time for the new
Incident using the combined outage time of both Incidents.

The Contractor must identify and document the causal factors (root causes) of all Incidents when
available.

The Contractor must develop work-arounds to address Incident resolution for Incidents with
unidentified root causes. The Contractor must review lessons learned from ongoing Incident
handling activities and implement resulting corrective measures to Incident response
procedures, training, and testing/exercises.

The Contractor must assign a priority level for an Incident as summarized in Table 6.

Table 6: Priority Level Assignment for Incidents

INCIDENT URGENCY LEVEL
(Table 8)

Critical Medium

Extensive Critical Critical

INCIDENT
IMPACT
LEVEL

(Table 7)

Significant gzl Medium | Low

Moderate Medium | Medium Low

Medium | Medium Low Low
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Table 7 - Incident Impact Levels

Incident Impact Levels

=<0 Critical business applications & services of Canada are fully affected or reputation is
potentially at stake. The business or businesses are unable to achieve their objectives
such as satisfying the needs of their clients. The risk to public confidence and/or safety
is severe. Several applications are unable to deliver their normal business functionality.

Critical business applications & services of Canada are partially affected. There is
considerable disruption to business activities. The risk to public confidence and/or
safety is considerable. An entire application is unable to deliver its normal business
functionality.

Moderate Limited or no impact on the critical business applications & services of Canada. There
is some disruption to the business’ non-core activities and therefore a reduced
productivity of users. There is limited or no actual risk to public confidence and/or
safety. The operation of an application is degraded — i.e. not all End Users or End User
groups are able to conduct their normal business functions.

There is no disruption to the critical business applications & services of Canada. There
is however minimal to no disruption to non-core business activities. End Users are
inconvenienced but can still carry-out the business activity or other business activities.
A single or small number of End Users are prevented from conducting their normal
business functions.

Table 8 - Incident Urgency Levels

Incident Urgency Levels

Critical Severe effect on Canada timely delivery of its services. Extremely time sensitive,
harmful to the business or its reputation. The End Users requiring the affected
applications are unable to perform their jobs. Many affected End Users are entitled to
the Premium Service Level Plan.

Considerable effect on Canada timely delivery of its services. Highly time sensitive as
the harm to the business or its reputation is likely to occur in a short timeframe. The
End Users requiring the affected applications are unable to perform their jobs. One or
some affected End Users are entitled to the Premium Service Level Plan.

Some effect on Canada timely delivery of its services. Sufficient time to allow a
response without unreasonably effecting business productivity. Partial loss of critical
business functions during normal business hours.

Little or no effect on Canada timely delivery of its services. Normal work can continue
until responding.

4.2.3 Problem Management

(1) Problem Management for JUS HDS Services must include integration with the Contractor’s
Incident Management, Change Management and Configuration Management processes.

) The Contractor must pro-actively identify, investigate, diagnose, analyze (trend) and correlate
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Incidents for the determination of Problems and Known Errors.

The Contractor must provide resolutions and targeted preventative actions for Problems and
Known Errors including, but not limited to:

a) training;
b) recommending procedural or process changes; and
c) creating support documentation.

The Contractor must designate three or more Incidents with the same root cause within a rolling
90 calendar day window as a Problem and open a Problem Ticket within five FGGWDs of the
third Incident.

The Contractor must obtain Canada approval to close a Problem Ticket.
The Contractor must not suspend a Problem Ticket.

The Contractor must assign an impact, urgency and priority level to a Problem Ticket as
specified by Canada.

The Contractor must link Incidents to existing or new Problems as requested by Canada.

The Contractor must manage Problems through to resolution, ensuring that root cause is
established, preventive measures are implemented, and appropriate “clean-up” is done as a
result of the Problem.

The Contractor’s Problem Tickets must include and maintain, but not be limited to, the following
dedicated information fields for all Problems:

a) Problem Ticket number;

b) Problem description/details;

c) Date and time stamp when Problem Ticket was logged;
d) Problem status;

e) Problem urgency level;

f) Problem impact level;

g) Problem priority level;

h) Related Incidents;

i) End User details;

i) Service details;

k) Equipment details;

1) Details of all diagnostic or attempted recovery actions taken;
m)  Problem trend analysis; and

n) Resolution description and root cause.

The Contractor must identify and investigate Known Errors until they are eliminated by the
successful implementation of one or more Change Requests.

The Contractor must provide online access to a database of Known Errors in the Service
Delivery Portal.

Release Management

The Contractor must integrate its Release Management processes with its Change Management
and Configuration Management processes.

The Contractor must implement the software release utilized for a JUS HDS Services as
approved by Canada.
The Contractor must implement changes to a release of software (e.g. minor release upgrade,

service packs) utilized for a JUS HDS Services within six months of the general commercial
availability and as requested by Canada.

The Contractor must not use the production environment of the JUS HDS Services to plan, test
the implementation of new and changed software, hardware and documentation for a JUS HDS
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Services release not using the production environment of the JUS HDS
Services.<TRACEFROMx>SR-64</TRACEFROMx>

The Contractor must implement new and changed software, hardware and documentation for a
JUS HDS Services release as approved by Canada.<TRACEFROMx>SR-64</TRACEFROMx>

The Contractor must develop and implement procedures for the distribution, installation, and
rollback of changes implemented for a JUS HDS Services release.<TRACEFROMx>SR-
64</TRACEFROMx>

The Contractor must coordinate the communications for a JUS HDS Services release to affected
Clients and End Users as specified by Canada.

The Contractor must obtain Canada approval for any JUS HDS Services release that may
impact the End Users of the JUS HDS Services.

The Contractor must provide Canada with notification of a JUS HDS Services release or
upgrade that may impact the End Users of the JUS HDS Services. The notification must be
provided a minimum of 30 FGWDs prior to the release or upgrade, and detail the reason for the
release or upgrade and summarize the changes.

The Contractor must use Change Requests for all changes implemented by a JUS HDS
Services release.

The Contractor must provide JUS HDS Services release information updates by email, to a pre-
defined distribution list specified by Canada, until such time as all associated Change Tickets for
the Release are closed.

The Contractor must provide a 12-month release plan, within 20 FGWDs of a Canada request
that includes the schedule, functionality, and technical characteristics of any planned releases to
JUS HDS Services.

The Contractor must implement JUS HDS Services releases during maintenance windows
approved by Canada where the timeframe for release activity cannot exceed the pre-approved
maintenance windows.

The Contractor must participate in Release Management review meetings conducted by
Canada.

The Contractor must ensure that all changes for a JUS HDS Services release are fully tested
and staged prior to being implemented.

The Contractor must not use JUS HDS Services in production to test changes for a JUS HDS
Services release prior to the release.

The Contractor must ensure that a JUS HDS Services release includes a back-out plan that
includes the method of implementation (MOP), how it will be conducted, and the length of time to
complete.

The Contractor must update all relevant documentation and data repositories after the
implementation of a JUS HDS Services release within 10 FGWDs of the completion of a release.

The Contractor must provide a Post Implementation Report to Canada after each JUS HDS
Services release that includes a summary of the release activities and lessons learned.

The Contractor must provide, based on the priority level, an acceptance test plan for a Change
Request in the Change Ticket that includes:

a)  description of what is to be tested;
b) tasks and activities to verify functional and operational integrity following the change;

c) impacts to the current environment and on the functionality and operation of a JUS HDS
Services after the change is implemented;

d) acceptance test schedule, procedures, and expected results;

e) backout procedures to remove the change and restore a JUS HDS Services to its pre-
change state if the implementation of the change fails; and

f) acceptance criteria, expected and actual results.
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4.2.5 Configuration Management, Asset Management and Software License Management

Q)

(10)

(1

(12)

(13)

(14)

Configuration Management performed by the Contractor for JUS HDS Services must include the
identification, configuration, tracking, programming and implementing of all configuration items,
their attributes and their relationships to meet the on-going operational requirements of the JUS
HDS Services in accordance with Canada’s requirements.

The Configuration Management performed by the Contractor for JUS HDS Services must

include processes for:<TRACEFROMx>SR-61</TRACEFROMx>

a) determining the types of changes that are configuration controlled;

b) approving configuration-controlled changes with explicit consideration for security impact
analyses;

c) documenting approved configuration-controlled changes;

d) retaining and reviewing records of configuration-controlled changes; and

€) auditing activities associated with configuration-controlled changes.

The Contractor must provide a Configuration Management Database (CMDB) that includes the

configuration information and status on all hardware and software Configuration Items for JUS
HDS Services.

The Contractor must provide a Definitive Software Library (DSL) to store all authorized software
in a location that is protected from unauthorized access, modification and use and allows the
performance of software audits.

The Contractor must ensure that only authorized Configuration Items are released and
implemented in JUS HDS Services Infrastructure.

The Contractor must ensure that the Change Management process is used for any additions,
removals or modifications to Configuration Items of JUS HDS Services.

The Contractor must ensure that the information contained within the CMDB must be
automatically synchronized with the Contractor’s provisioning process such that any additions,
removals or modifications to Configuration Items for JUS HDS Services are reflected in the
CMDB within one FGWD of completing any additions, removals or modifications.

The Contractor must ensure that configuration files associated with network configuration for the
JUS HDS Services Infrastructure be encrypted in the CMDB.

The Contractor must maintain a distinct and separate configuration baseline for each JUS HDS
Services environment (i.e. production, test, etc.).

The Contractor must develop, document, and maintain under configuration control, a current
baseline configuration of the JUS HDS Services Infrastructure components and the two previous
versions.

The Contractor must log each Configuration ltem addition, removal or modification where each

log entry in a configuration log file must include:

a) date and time of Configuration Item addition, removal or change; and

b) the unique user identifier of the resource making the addition, removal or change.

The Contractor must provide Canada online access to configuration log files for the previous

three years that includes:

a) viewing a configuration log files based on time and date specified by Canada; and

b) downloading configuration log files in a file naming convention as specified by Canada
and COTS file format.

The Contractor must archive configuration log data for the Contract Period and provide the

archived configuration log data within five FGWDs of a request by Canada, for a specified time

period using a file naming convention and COTS format as specified by Canada.

The Contractor must conduct periodic audits of the CMDB against the actual JUS HDS Services

and report any discrepancies to Canada, investigate the causes for the discrepancies and

provide recommendations to prevent recurrence of the discrepancies within 10 FGWDs of
completing the audit.
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The Contractor must assist Canada in conducting its own configuration audit of JUS HDS
Services. Where Canada configuration audits identify discrepancies between information in the
CMDB and actual configuration of the JUS HDS Services, the Contractor must correct those
discrepancies, within a timeframe agreed to with Canada, investigate the causes for the
discrepancies and provide recommendations to prevent recurrence of the discrepancies within
10 FGWDs of a request by Canada.

The Contractor must manage configuration settings for JUS HDS Services Infrastructure that
includes:<TRACEFROMx>SR-67</TRACEFROMx>

a) specifying configuration settings to implement least privilege/functionality;
b) documenting exceptions to configuration settings; and

C) monitoring and controlling changes to the configuration settings in accordance with the
Change Management and Configuration Management processes.

The Contractor must develop, document, and maintain an inventory of the JUS HDS Services
Infrastructure components that:<TRACEFROMx>SR-71</TRACEFROMx>

a) accurately reflects their current configuration;

b) is at the level of granularity deemed necessary for tracking and reporting;
c) includes enough information to achieve effective property accountability;
d) is available for review and audit by Canada; and

e) is updated as an integral part of component installations, removals, and JUS HDS
Services updates.

The Contractor must track and maintain the following IT asset information for assets they are
supporting:

a)  assettag number;

b)  assettype

c) assignee name (first name, last name, telephone number and email address);
d) location;

€) organization;

f) asset status (e.g. active, on loan, decommissioned, etc.);

g) date of installation;

h) date decommissioned;

i) host name;

i) make;

k) model; and

1) warrantee expiry date.

The Contractor must track and maintain the following Software License information for JUS
Supported Software:

a)  software title;
b)  software version;

c) publisher;

d) number of licenses provided by Canada (purchased software licenses);
e) licence serial numbers

f) number of licenses installed;

g) assets that have the license installed; and
h) maintenance expiry date.

4.3 Meetings

Q)

Meetings must be conducted during business hours of 08:00 ET to 17:00 ET on FGWDs in the
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National Capital Region.
Meetings will be held in person unless otherwise indicated in the SOW or specified by Canada.

For all meetings unless otherwise indicated in the SOW or specified by Canada, the Contractor
will be responsible to develop the agenda, chair the meeting, and record the minutes and action
items.

4.31 Service Operations Management Meetings - Monthly

Q)

Service Operations Management Meetings will be held on a monthly basis with representatives
from Canada and the Contractor. The meeting agenda must include:

a) Performance Review: review of the previous month’s Service Level Performance Report
(refer to subsection Service Level Performance Report);

b) Critical priority Incidents and Problems Review: review of the Root Cause Analysis for any
Critical priority Incidents and Problems;

c) Service Request Review: review of the volume and backlog of Service Requests;

d) Change Request Review: review of Change Requests recently completed, and occurring
in the upcoming period;

€) Release Review: review of Releases recently completed, and occurring in the upcoming
period;

f) Complaints and Issues Review: discussion on any outstanding End User complaints and
issues;

g) Accolades Review: review of accolades and recent accomplishments;

h) Service Orders, Task Authorizations, and Contract Amendments Review: review of any
current Services Orders, Task Authorizations and Contract Amendments that may be in
progress; and

i) Continual Service Improvement Opportunities: discussion on current service delivery and
service support processes and possible improvements.

4.3.2 Service Review and Business Planning Meetings - Quarterly

(1

Canada may organize and conduct an executive-level Service Review and Business Planning
Meeting on a quarterly basis. The Contractor must attend this meeting at Canada’s request. The
meeting will include a review of the following elements in relation to the JUS HDS Services:

a) service delivery and service support performance for the preceding quarter;
b) major accomplishments for the preceding quarter;
c) major service delivery and service support issues in the preceding quarter;

d) planned improvements to service delivery and service support in the upcoming quarter;
and

e) risks, opportunities, and objectives in the upcoming quarter.

4.3.3 High/ Critical / Security Incident Meeting — When Requested

(1

The Contractor must participate in a High, Critical or Security-related Incident Meeting on an “as
and when required” basis with Canada. The meeting agenda must cover, at minimum:

a) Date and time of attack, Incident or event;

b)  estimated injury level, if applicable;

c) estimated impact level;

d) attack, Incident or event duration;

e) type and description of attack, Incident or event;

f) whether attack appears to have been successful and impact, if applicable;
g) attack scope, if applicable;
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h) apparent source/origin of attack, Incident or event;
i) estimated number of systems affected;

i) list of systems affected,;
k) chain of events and timeline;
1) actions taken;

m)  status of mitigations;
n) references to applicable logs or evidence data; and
0) lessons learned.

Reporting

Q)

—_ o~
w N
— -

The Contractor must define the content and format of reports and documentation in consultation
with Canada and is subject to Canada’s approval and acceptance before acceptance of the JUS
HDS Services.

Unless indicated otherwise, the Contractor must provide reports in English.

All JUS HDS Services reports and documentation produced by the Contractor must be
accessible from the Service Delivery Portal unless otherwise indicated by Canada.

Service Level Performance Report — Monthly

()

)

The Contractor must provide a Service Level Performance Report which is to be made available
to Canada on a monthly basis within five FGWDs of the end of the previous month.

The Contractor must report on the monthly Service Levels achieved for each Service Level
Target they are responsible for, including the following information:

a) Service Level Metrics measured for the previous month (an aggregate for the month
based for all measurements taken during that month); and

b) Service Level Metric Trends of the monthly aggregated Service Level data for the past 13
months.

The Contractor must report on any missed Service Level Targets, including the information
below:

a) date of the missed Service Level Target;

b) description of the missed Service Level Target;
c) calculated Service Level;

d) contracted Service Level; and

e) applicable Service Credits.

Service Operations Status Report — Monthly

()

The Contractor must provide a monthly Service Operations Status Report to Canada within five
FGWDs of the end of the previous month that includes the following:

a) executive summary of Incident activity;
b) executive summary of the Service Request activity;

c) executive summary of Problems, steps taken to resolve, Root Cause Analysis, and
recommendations as how to avoid similar Problems in the future;

d)  executive summary of Change Request activity;

€) executive summary of Release activity;

f) status and updates of projects;

g) technical accomplishments and plans for the upcoming period;
h) risks including probability and impact, and mitigating actions;
i) recommendations for capacity changes;
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j) Service Level and other issues requiring resolution; and

) The Contractor must report the details of any Critical priority Incidents that were assigned to
them during the period, including:

a) Incident Number;
b) End User name and location;
c) Incident type;

d) Incident description;

e) Incident priority level,

f) hardware and / or software affected;

g) Contractor’'s Service Representative name;
h) Incident reported date and time;

i) Incident resolution date and time; and

j) Incident resolution.

4.4.3 Billing Report — Monthly
) The Contractor must provide a monthly Billing Report to Canada within ten FGWDs of the end of
the previous month that includes for the previous 12 months the following:

a) total billing activity, broken down by service and cost centres (primary and secondary) for
approved Service Orders; and

b) total billed charges for all approved Service Orders or any other billable event or service.
c) billing disputes requiring resolution.

4.4.4 Professional Services Utilization Report — Monthly
(1 The Contractor must provide a monthly Professional Services Utilization Report to Canada
within ten FGWDs of the end of the previous month that includes the following:
a) list of projects involving the use of Professional Services during the period;

b) names and categories of each Professional Services resource that performed work during
the period;

c) quantity of the Professional Services days and spending per resource per project;

d) summary of the total amount spent on Professional Services since the start of the
contract; and

€) summary of estimated Professional Services days and spending required during the next
reporting period.

4.4.5 Service Review and Business Planning Report — Quarterly

(1) When requested, the Contractor must provide a Service Review and Business Planning Report
which is to be made available to Canada on an quarterly basis within ten FGWDs of the end of
the previous quarter that includes the following:

a) executive summary of the service delivery and service support performance for the
preceding quarter;

b) major accomplishments for the preceding quarter;
c) major service delivery and service support issues in the preceding quarter;

d) planned improvements to service delivery and service support in the upcoming quarter;
and

e) risks, opportunities, and objectives in the upcoming quarter.
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Engineering and Planning Analysis Report - Annually

Q)

The Contractor must provide an Engineering and Planning Analysis Report which is to be made
available to Canada on an annual basis within 20 FGWDs of the end of the previous 12month
period of a fiscal year (April to March) that includes the following for the next 12 months:

a) upcoming Canada requirements;

b) engineering and planning activities;

c) capacity baselines and trends;

d) recommendations on technology innovation and improvements;

e)  projected costs; and

f) recommendations for maintaining, improving and optimizing the service.

Security Breach Report — When Requested

(1

When requested by Canada, the Contractor must provide a Security Breach Report, within five
FGWDs of a request by Canada, by reporting period specified by Canada, that includes:

a)  number of Security Incidents;

b) number of Security Investigations completed;

c) average and highest response time to Security Incidents; and
d) average and highest Security Investigation completion time.

High / Critical / Security Incident Post-Mortem Report — When Requested

(1

The Contractor must provide an Incident Post-Mortem Report for a Security Incident, or a High
or Critical priority Incident within 72 hours of a request by Canada, that includes, but is not
limited to:

a) Incident number;
b) Incident description;
c) Incident reported date and time;

d) Incident resolution date and time;

€) Incident resolution;

f) chain of events and timeline;

g) actions taken by Contractor;

h)  lessons learned;

i) limitations/issues with JUS HDS Services; and

j) recommendations to improve JUS HDS Services.

Change Request Post-Mortem Report — When Requested

()

The Contractor must provide a Change Request Post-Mortem Report to Canada, within five
FGWDs of a request by Canada, for a Change Request that it does not successfully complete
that includes the results of the acceptance testing and any recommendations. The report must
provide a Root Cause Analysis for the failed Change Request and recommend the actions that
are required to avoid re-occurrences.

Asset Management Summary Report -On Demand

(1

The Contractor must provide real time access to an Asset Management Summary Report of the
current IT Assets under management by the Contractor. At minimum, the report must include the
following:

a)  assettag;
b) asset type;
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c) assignee name;

d) location;

e) organization;

f) asset status (e.g. active, on loan, decommissioned, etc.);
g) date of installation;

h)  date decommissioned;

i) host name;

j) make;

k) model; and

1) warrantee expiry date.

4.4.11 Software License Management Summary Report — On Demand

(1

The Contractor must provide real time access to a Software License Management Summary
Report of the current IT Software licenses under management of the Contractor, within five
FGWDs of a request by Canada. At minimum, the report must include the following:

a) software title;

b)  software type;

c) software version;

d)  publisher;

€) number of licenses provided by Canada (purchased software licenses);
f) number of licenses installed;

g) assets that have the license installed; and

h) maintenance expiry date.
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5 CONTINUAL SERVICE IMPROVEMENT

(1

The Contractor must provide continual service improvement processes to maintain the value of
the JUS HDS Services for Canada through the continual evaluation and improvement of the
quality of JUS HDS Services and the overall maturity of the IT service management lifecycle and
underlying processes.

The Contractor’s continual service improvement processes must include:

a)
b)

c)

the review and analysis of Service Level Agreement (SLA) achievements and results;

the review and analysis of data it collects as part of service delivery and transform it in
information to identify service gaps, trends and the impact on JUS HDS Services;

the review, analysis and recommendation of changes to JUS HDS Services to better align
with Canada business objectives which are:

i) reduce costs;

ii) improve service; and

iii)  improve security.

the review, analysis and recommendation of changes to JUS HDS Services where service
improvement opportunities are identified throughout the complete service lifecycle;

the review, analysis and recommendation of changes to processes to better harmonize
interactions between JUS HDS Services and Canada-provided services;

the implementation of individual activities and responsibilities that support improvements
in the quality, efficiency and effectiveness of JUS HDS Services;

regular scrutiny and review of current JUS HDS Services and processes to drive continual
service improvement; and

best use of quality management to enable and support continual service improvement.
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6.2

SECURITY AND PRIVACY

Implementation of Privacy Management Plan

Q)

@)

The Contractor must implement the privacy management plan (all processes, procedures, roles,
responsibilities, etc.), and any subsequent annual updates, within 60 FGWDs following service
acceptance by Canada.

The Contractor must provide to Canada within 40 FGWDs of a request, evidence not older than
12 months (e.g. test results, evaluations, and audits) that the privacy management plan has
been implemented correctly, operating as intended, and producing the desired outcomes in
meeting Canada’s privacy requirements.

If the Contractor determines that it will take more than 40 FGWDs to provide the requested
evidence for the privacy management plan, the Contractor must notify Canada within five
FGWDs of the original request for evidence, and request an extension, in writing with
appropriate justification. Granting an extension is within Canada’s sole discretion.

If changes to the JUS HDS Services are anticipated that affect the use, collection, processing,
transmission, storage or disposal of Personal Information, or at any time if requested by Canada,
the Contractor must provide Canada with sufficient detail to support an update to the privacy
impact assessment, and obtain approval from Canada for the anticipated change.

Before the Service Go Live Date, the Contractor agrees to provide one-page awareness training
package instructing its employees and consultants regarding the use of the Personal Information
provided by Canada about the End Users.

Implementation of Service Continuity Plan

()

)

(10)

The Contractor must work in conjunction with Canada to establish national restoration priorities
for JUS HDS Services in an order of precedence as specified by Canada.

The Contractor must notify Canada by phone and e-mail within 15 minutes of determining that a
disaster or other emergency situation has occurred that affects JUS HDS Services that includes:
a brief description, date and time, whicht services are impacted, estimated restore time, and
impacted End Users.

The Contractor must restore the JUS HDS Services to a known state after a disruption,
compromise, or failure.

The Contractor must implement and test the SCP (all processes, procedures, roles,
responsibilities etc) on an annual basis, and provide the test results to Canada within ten
FGWDs of completion of the SCPtesting.<TRACEFROMx>SR-88</TRACEFROMx>

The Contractor must correct any problems identified during the testing of the SCP within 60
FGWDs after the test results have been provided to Canada. <TRACEFROMx>SR-
88</TRACEFROMx>

The Contractor must provide to Canada within 40 FGWDs of a request, evidence not greater
than 12 months old, (e.g. test results, evaluations, and audits, etc.) that the SCPhas been
implemented correctly, operating as intended, and producing the desired outcomes in meeting
the service continuity requirements for JUS HDS Services. <TRACEFROMx>SR-
88</TRACEFROMx>

The Contractor must coordinate the development and testing of the SCPwith the organizational
groups, within the Contractor and Canada, responsible for related plans.

The Contractor must conduct capacity planning so that necessary capacity for processing,
telecommunications, and environmental support exists during contingency operations.

The Contractor must train its personnel in their contingency roles and responsibilities with
respect to the JUS HDS Services, including simulated events to facilitate effective response in
crisis situations, and provide refresher training at least annually.

The Contractor must identify potential accessibility problems to the alternate storage site in the
event of an area-wide disruption or disaster and outline explicit mitigation actions in the
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6.3

Contingency Plan.

The Contractor must test the backup data for JUS HDS Services monthly to verify media
reliability and data integrity.

The Contractor must use a sample of backup data for JUS HDS Services in the restoration of
selected JUS HDS Services functions as part of SCPtesting.

The Contractor must store backup copies of operating system software, critical system software,
and component inventory in a separate facility or fire-rated container that is not collocated with
the JUS HDS Services Infrastructure.

The Contractor must transfer any backup data within 24 hours of the backup being done to an
alternate storage site.

The Contractor must refresh the disk images of JUS HDS Services Infrastructure components
from configuration-controlled and integrity-protected disk images.

Ongoing Security Assessment and Monitoring

Q)

The Contractor must maintain the Security Authorization state of the JUS HDS Services through
continuous monitoring and annual audit of the implemented security requirements within the JUS
HDS Services to determine if the security requirements in the information system continue to be
effective over time in light of changes that occur in the JUS HDS Services and its operational
environment.<TRACEFROMx>SR-53</TRACEFROMx>

The Contractor must update its Operational Security Procedures as part of authorization
maintenance activities within 30 calendar days of a request by Canada. <TRACEFROMx>SR-
54</TRACEFROMx>

The Contractor must provide evidence to support authorization maintenance activities, within 30
calendar days of a request by Canada, following all changes to the JUS HDS Services
Infrastructure within the Contractor’s control. <TRACEFROMx>SR-53</TRACEFROMx>

The Contractor must ensure that the Security Posture of the JUS HDS Services is maintained by
continuously: <TRACEFROMx>SR-56</TRACEFROMx>

a) monitoring threats and vulnerabilities;
b) monitoring for malicious activities and unauthorized access; and

c) where required, taking proactive countermeasures, including taking both pre-emptive and
response actions to mitigate threats.

The Contractor must run automated vulnerability scanning tools against all JUS HDS Services
Infrastructure components on a monthly basis, or as specified by Canada. <TRACEFROMx>SR-
140</TRACEFROMx>

The Contractor must allow Canada, or its representatives, to conduct a vulnerability assessment
on an annual basis against the JUS HDS Services, within three FGWDs of a request by Canada,
that includes: <TRACEFROMx> SR-138</TRACEFROMx>

a) physical access to the JUS HDS Services facilities (i.e. Contractor’s facilities where the
JUS HDS Services Infrastructure is located);

b) network access(es) to the JUS HDS Services Infrastructure to allow for authenticated and
unauthenticated scanning of network components and security appliances, using Canada
operated equipment, and Canada specified tools; and

c) assistance for the duration of any on-site portion of the vulnerability assessment of at least
one technical resource that is familiar with the technical aspects of the JUS HDS Services
Infrastructure (i.e., the hardware, software, and network components, security appliances,
and their configuration).

Canada will limit its vulnerability assessment to discovery and scanning activities to JUS HDS
Services Infrastructure and will not engage in disruptive or destructive
activities.<TRACEFROMx>SR-138</TRACEFROMx>

The Contractor must mitigate all security deficiencies found, at no additional cost to Canada,
during:
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a) Canada security audits and vulnerability assessments; and

b) the Contractor’s own continuous security monitoring and vulnerability assessment
activities.

(9) The Contractor must develop a vulnerability mitigation plan approved by Canada within five
FGWDs of completion of a vulnerability assessment (conducted by Canada or the Contractor)
that includes proposed protection measures to mitigate the identified risks resulting from the
vulnerability assessment.

(10)  The Contractor must:

a) report any JUS HDS Services security issues to Canada immediately upon learning of
their existence;

b)  track identified security issues in the JUS HDS Services; and

c) report progress to Canada until each security issue is fixed or mitigated.

(11)  The Contractor must produce a vulnerability mitigation report after completion of remediation
activities that includes:

a) a description of the corrective measures implemented; and
b) proof that associated system documentation has been updated to reflect the changes.

(12)  The Contractor must define and execute the processes for Software Patch management for the

JUS HDS Services Infrastructure components that includes:

a) ensuring the latest version of applications and operating systems are used;

b) ensuring that vulnerabilities are evaluated and vendor-supplied security Software Patches
are applied in a timely manner;

c) prioritizing critical Software Patches using a risk-based approach;

d) taking applications offline and bringing them back online;

e) aligning criticality levels for Software Patches as specified by Canada;

f) rating of vulnerabilities against CVSS v2; and

g) testing and verification methodology to ensure that the Software Patches have been
implemented properly.

6.4 Investigation of Complaints and Access to Information Requests

(1) The Contractor must exercise, during the entire Contract Period, processes and controls that
preserve the integrity, privacy and accuracy of all information and data and metadata,
irrespective of format and in their possession or under their care or control which information and
data is generated by, acquired pursuant to or in any other way arises out of their responsibilities
and obligations under the Contract in order to ensure that the information and data can be used
as persuasive evidence in a court of law.

) The Contractor must, to the extent it is permitted by law, fully cooperate with Canada and assist

Canada in the investigation of complaints, regulatory or criminal investigations and prosecutions
both regulatory and criminal and access to information requests that includes allowing security
audits/inspections and furnishing requested information (e.g. documentation, data protection
description, data architecture and security descriptions) as may be required by Canada within
five (56) FGWDs of a request by Canada.
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71

711

7.2

7.21

7.2.2

7.2.3

SERVICE LEVEL TARGETS

(1 The Contractor must meet or exceed the Service Levels Target (SLT requirements in this
section for JUS HDS Services following acceptance of the JUS HDS Services by Canada.

) The Contractor must provide the hardware andr software for monitoring and measuring SLTs.
(3) The Contractor must count omitted SLT performance measurements as failed measurements.

Service Delivery Portal - Maximum Service Outage Time

Definition

(1 The Service Level Target Service Delivery Portal Maximum Service Outage Time (SLT-SDP-
MSOT) is the SLT for the maximum accumulated outage time for the Service Delivery Portal
allowed in any calendar month (can be used to calculate service availability).

Value

(1 The SLT-SDP-MSOT must have an accumulated outage time in any calendar month less than or
equal to 45 minutes (equates to approximately 99.50% availability).

Method
(1) The SLT-SDP-MSOT Service Credit Period is 7 days per week, 24 hours per day and 365 days
per year.

) The Contractor must calculate SLT-SDP-MSOT for the Service Delivery Portal by summing the
outage time for all Critical Priority and High Priority Incidents (refer to subsection Incident
Management) related to the Service Delivery Portal for that calendar month.

(3) The outage time from the following events must be excluded from the calculation of the SLT-
SDP-MSOT:

a) failure of a service or system that is not provided by the Contractor.
Service Delivery Portal - Maximum Time to Restore Service

Definition

(1 The Service Level Target Service Delivery Portal Maximum Time to Restore Service (SLT-SDP-
MTRS) is the SLT for the maximum continuous time period to restore the Service Delivery Portal
to complete operational status following an Incident for which SLT-SDP-MTRS is calculated
(service outage).

Value

(1) The SLT-SDP-MTRS must have a maximum restore time of 4.0 continuous hours.

Method
(1 The SLT-SDP-MTRS Service Credit Period is 7 days per week, 24 hours per day and 365 days
per year.

) The calculation of SLT-SDP-MTRS begins from the time at which a Critical Priority or a High
Priority Incident for the Service Delivery Portal is reported by Canada, or is detected by the
Contractor, until the time that the Incident is closed.
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7.3

7.3.1

7.3.2

7.3.3

7.4

7.41

7.4.2

7.4.3

JUS Service Desk Service - Maximum Time to Answer

Definition

(1 The Service Level Target Service Desk Maximum Time to Answer (SLT-SD-MTA) is the SLT for
the maximum amount of time for the Service Desk Service to answer telephone calls.

Value
(1) The SLT-SD-MTA must be less than or equal to 45 seconds, 95% of the time.

Method

(1) The SLT-SD-MTA Service Credit Period is 6:00 ET to 21:00 ET during FGWDs.

() The SLT-SD-MTA must meet or exceed 95% of all telephone calls received by the JUS Service
Desk Service in a calendar month.

(3) The SLT-SD-MTA must be calculated as follows:

(number of calls answered within service level seconds + number of calls abandoned) / (total
number of calls answered + total number of abandoned calls) * 100

(4) The calculation of the time to answer a call starts from the time the telephone call is connected
to the Contractor’s telephone system and ends when the Contractor's JUS Service Desk Agent
answers the call.

JUS Service Desk Service - Maximum Time on Hold

Definition

(1)  The Service Level Target Service Desk Maximum Time on Hold (SLT-SD-MTOH) is the SLT for
the maximum amount of time for the JUS Service Desk Service to put a telephone call from an
End User on hold or to respond to an End User Web-Chat communication.

Value
(1) The SLT-SD-MTOH must be less than or equal to 2 minutes, 95% of the time.

Method

(1) The SLT-SD-MTOH Service Credit Period is 6:00 ET to 21:00 ET during FGWDs.

) The SLT-SD-MTOH must meet or exceed 95% of all telephone calls and all Web-Chat
communications received by the JUS Service Desk Service from an End User in a calendar
month.

(3) The SLT-SD- MTOH must be calculated as follows:

(number of calls on hold from End Users within service level minutes + calls from End Users
without hold time + calls abandoned + number of Web-Chat communications responded to
within service level minutes) / (total calls + total number of Web-Chat communications received)
*100

(4) The calculation of the time on hold for telephone calls starts from the time the telephone call is
put on hold and ends when the Contractor's JUS Service Desk Agent takes the call off hold.

(5) The calculation of the time on hold for Web-Chat communications starts from the time a Web-
Chat communication is received from an End User and ends when the Contractor’'s JUS Service
Desk Agent responds to the End User.
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7.5

7.5.1

7.5.2

7.5.3

7.6

7.6.1

7.6.2

7.6.3

JUS Service Desk Service - Maximum Time to Escalate - Standard

Definition
(1)  The Service Level Target Service Desk Maximum Time to Escalate (Standard) (SLT-SD-MTTE-
1) is the SLT for the maximum amount of time that the JUS Service Desk Service can work on

an Low or Medium Priority Incident Ticket before escalating to a Level 2 or Level 3 Support
representative for an End User assigned to the Standard Service Level Plan.

Value

(1 The SLT-SD-MTTE-1 must be less than or equal to 30 minutes, 95% of the time.

Method

(1) The SLT-SD-MTTE-1 Service Credit Period is 6:00 ET to 21:00 ET during FGWDs.

() The SLT-SD-MTTE-1 must meet or exceed 95% of all telephone calls received by the JUS
Service Desk Service from an End User assigned to the Standard Service Level Plan in a
calendar month.

(3) The SLT-SD-MTTE-1 must be calculated as follows:

(number of Low or Medium Priority calls from Standard Service Level Plan End Users escalated
within service level minutes + number of calls from Standard Service Level Plan End Users
resolved by Level 1 within service level minutes) / (total calls from Standard Service Level Plan
End Users) * 100

(4) The calculation of the time to escalate a call starts from the time the telephone call is answered
by the Contractor’'s JUS Service Desk Agent and ends when the Incident Ticket is either
resolved, or escalated to a Level 2 or Level 3 Support representative.

JUS Service Desk Service - Maximum Time to Escalate - Premium

Definition

(1)  The Service Level Target Service Desk Maximum Time to Escalate (Premium) (SLT-SD-MTTE-
2) is the SLT for the maximum amount of time that the JUS Service Desk Service can work on
an High or Critical Priority Incident Ticket for an End User assigned to the Standard Service
Level Plan or on an Incident Ticket for an End User assigned to the Premium Service Level Plan
before escalating to a Level 2 or Level 3 Support Representative.

Value

1) The SLT-SD-MTTE-2 must be less than or equal to 15 minutes, 95% of the time.

Method

(1) The SLT-SD-MTTE-2 Service Credit Period is 6:00 ET to 21:00 ET during FGWDs.

) The SLT-SD-MTTE-2 must meet or exceed 95% of all telephone calls received by the JUS
Service Desk Service from an End User assigned to the Premium Service Level Plan in a
calendar month.

(3) The SLT-SD-MTTE-2 must be calculated as follows:

(number of calls from Standard Service Level Plan End Users with High or Critical Priority
escalated within service level minutes + number of calls from Premium Service Level Plan End
Users escalated within service level minutes + number of calls from Premium Service Level Plan
End Users resolved by Level 1 within service level minutes) / (number of calls from Standard
Service Level Plan End Users with High or Critical Priority + total calls from Premium Service
Level Plan End Users) * 100
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4) The calculation of the time to escalate a call starts from the time the telephone call is answered
by the Contractor’s JUS Service Desk Agent and ends when the Incident Ticket is either closed,
or escalated to a Level 2 or Level 3 Support representative.

7.7 JUS Service Desk Service - Maximum Time to Respond to Alternate Service
Channel Incidents

7.71 Definition

(1) The Service Level Target Service Desk Maximum Time to Respond to Alternate Service
Channel Incidents (SLT-SD-MTRASCI) is the SLT for the maximum amount of time for the JUS
Service Desk Service to respond to voice-mail, email and Service Delivery Portal Self Service
Incidents from an End User.

7.7.2 Value
(1 The SLT-SD-MTRASCI must be less than or equal to 30 minutes, 95% of the time.

7.7.3 Method

(1) The SLT-SD-MTRASCI Service Credit Period is:
a) 6:00 ET to 21:00 ET during FGWDs for emails and Self Service Incidents; and
b) 7 days per week, 24 hours per day and 365 days per year for voice-mail Incidents.

) The SLT-SD-MTRASCI must meet or exceed 95% of all voice-mail, emails and Self Service
Incidents from an End User received by the JUS Service Desk Service in a calendar month.

(3) The SLT-SD-MTRASCI must be calculated as follows:
(number of voice-mail, emails and Self Service Incidents from End Users responded to within

service level minutes) / (total number of voice-mail, emails and Self Service Incidents from End
Users) * 100

(4) The calculation of the time to respond to the Alternate Service Channel starts from the time the
voice-mail or email is received by the Contractor or the time the Self Service Incident is created
and ends when the JUS Service Desk Service calls the End User.

7.8 JUS Service Desk Service — Minimum Level 1 Resolution Rate for Resolvable
Incidents

7.8.1 Definition

) The Service Level Target Service Desk Minimum Level 1 Resolution Rate (SLT-SD-ML1RR) is
the SLT for the minimum resolution rate for Incident Tickets to be resolved by the JUS Service
Desk Service.

7.8.2 Value

(1) The SLT-SD-ML1RR must have a minimum resolution rate of 85% of all Resolvable Incidents.

7.8.3 Method

(1) A Resolvable Incident is an Incident that can be resolved using troubleshooting scripts or the
desktop management tool (i.e. does not require physical access to the device).

) Canada and the Contractor must mutually agree upon the specific categorization of Incident
Tickets and whether or not such tickets will be included within the Resolvable Incident definition
for SLT-SD-ML1RR calculation.

(3) The SLT-SD-ML1RR must meet or exceed 85% of all Resolvable Incidents received by the JUS
Service Desk Service in a calendar month.
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7.9

7.9.1

7.9.2

7.9.3

7.10

7.10.1

4) The SLT-SD-ML1RR must be calculated as follows:

(number of Resolvable Incidents that are resolved by JUS Service Desk Service) / (total number
of Resolvable Incidents) * 100

JUS Service Desk Service — Minimum End User Satisfaction Rate

Definition

) The Service Level Target Minimum End User Satisfaction Rate (SLT-SD-MEUSR) is the SLT for
the average score of Customer Satisfaction Measurement Surveys returned by End Users for
Incident or Service Request they make with the JUS Service Desk Service, with the exception
that any individual End User will not be surveyed if he/she has completed a Customer
Satisfaction Measurement Survey for another contact within a 30 day period.

(1) The SLT-SD-MEUSR must have a score value set in the table below according to the respective
period.

) Table 9: End User Satisfaction Indicator

TIME PERIOD SERVICE LEVEL
Months 1 — 4 following the Service Go Live Date Average score not less than 3.0
Months 5 — 18 following the Service Go Live Date Average score not less than 3.3
Month 19 following the Service Go Live Date and Average score not less than 3.6
thereafter
All times following the Service Go Live Date Score of 1.0 or less must not be
recorded on more than 3% of the
surveys returned
Method
(1) The SLT-SD-MEUSR is based on an average score of Customer Satisfaction Measurement

Surveys returned and on a scale of 1.0 to 5.0

) The average score is measured monthly based on all Incidents and Service Requests Tickets
received by the JUS Service Desk Service in a calendar month.

(3) Customer Satisfaction Measurement Survey responses received after 30 calendar days will not
be included in response measurement

Escalated Support - Maximum Time to Respond to Incident - Standard

Definition

(1 The Service Level Target Escalated Support Maximum Time to Respond to Incident (Standard)
(SLT-ES-MTTRTI-1) is the SLT for the maximum amount of time for the JUS On-Site Support
Service and the JUS Desktop Engineering Service to respond to a Low or Medium Priority
Incident Ticket from a Standard Service Level Plan End User once it has been assigned to them.
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7.10.2

7.10.3

7.1

7111

7.11.2

7.11.3

Value

(1) The SLT-ES-MTTRTI-1 must be less than or equal to 4 hours from Incident Ticket assignment,
95% of the time.

Method

(1) The SLT-ES-MTTRTI-1 Service Credit Period is 7:00 ET to 18:00 ET during FGWDs for the JUS
On-Site Support Service.

) The SLT-ES-MTTRTI-1 Service Credit Period is 8:00 ET to 17:00 ET during FGWDs for the JUS
Desktop Engineering Service.

(3) The SLT-ES-MTTRTI-1 must meet or exceed the service level for 95% of all Low or Medium
Priority Incident Tickets received by the JUS On-Site Support Service and the JUS Desktop
Engineering Service from an End User assigned to the Standard Service Level Plan in a
calendar month.

4) The SLT-ES-MTTRTI-1 must be calculated as follows:

(number of Low or Medium Priority Incident Tickets received by the JUS On-Site Support
Service and the JUS Desktop Engineering Service from Standard Service Level Plan End Users
responded within the service level hours) / (total number of Incident Tickets received by the JUS
On-Site Support Service and the JUS Desktop Engineering Service from Standard Service Level
Plan End Users) * 100

(5) The calculation of the time starts when the Incident Ticket is assigned to the JUS On-Site
Support Service and the JUS Desktop Engineering Service and ends at the time they start
resolving the Incident Ticket with the End User.

Escalated Support - Maximum Time to Respond to Incident - Premium

Definition

(1 The Service Level Target On-Site Support Maximum Time to Respond to Incident (Premium)
(SLT-ES-MTTRTI-2) is the service level target for the maximum amount of time for the JUS On-
Site Support Service and the JUS Desktop Engineering Service to respond to a High or Critical

Priority Incident Ticket from a Standard Service Level Plan End User or an Incident Ticket from a
Premium Service Level Plan End User once it has been assigned to them.

Value

(1 The SLT-ES-MTTRTI-2 must be less than or equal to 2 hours from Incident Ticket assignment,
95% of the time.

Method

(1) The SLT-ES-MTTRTI-2 Service Credit Period is 7:00 ET to 18:00 ET during FGWDs for the JUS
On-Site Support Service.

2) The SLT-ES-MTTRTI-2 Service Credit Period is 8:00 ET to 17:00 ET during FGWDs for the JUS
Desktop Engineering Service.

(3) The SLT-ES-MTTRTI-2 must meet or exceed the service level for 95% of all Incident Tickets
received by the JUS On-Site Support Service and the JUS Desktop Engineering Service from an
End User assigned to the Standard Service Level Plan with High or Critical Priority Incident
Ticket and an End User assigned to the Premium Service Level Plan in a calendar month.

(4) The SLT-ES-MTTRTI-2 must be calculated as follows:

(number of Incident Tickets received by the JUS On-Site Support Service and the JUS Desktop
Engineering Service from Standard Service Level Plan End User with High or Critical Priority
Incident Ticket and Premium Service Level Plan End Users responded within the service level) /
(total number of Incident Tickets received by the JUS On-Site Support Service and the JUS
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712

7121

7.12.2

7123

713

7.13.1

7.13.2

Desktop Engineering Service from Standard Service Level Plan End User with High or Critical
Priority Incident Ticket and Premium Service Level Plan End Users) * 100

(5) The calculation of the time starts when the Incident Ticket is assigned to the JUS On-Site
Support Service and the JUS Desktop Engineering Service and ends at the time they start
resolving the Incident Ticket with the End User.

Escalated Support - Maximum Time to Resolve from Incident - Standard

Definition
(1) The Service Level Target On-Site Support Maximum Time to Resolve from Incident (Standard)
(SLT-ES-MTTRFI-1) is the SLT for the maximum amount of time for the JUS On-Site Support

Service and the JUS Desktop Engineering Service to resolve an Incident Ticket from a Standard
Service Level Plan End User once it has been assigned to them.

Value

(1) The SLT-ES-MTTRFI-1 must be less than or equal to 8 hours from Incident Ticket assignment,
95% of the time.

Method

(1) The SLT- ES-MTTRFI-1 Service Credit Period is 7:00 ET to 18:00 ET during FGWDs for the
JUS On-Site Support Service.

) The SLT- ES-MTTRFI-1 Service Credit Period is 8:00 ET to 17:00 ET during FGWDs for the
JUS Desktop Engineering Service.

(3) The SLT- ES-MTTRFI-1 must meet or exceed the service level for 95% of all Incident Tickets
received by the JUS On-Site Support Service and the JUS Desktop Engineering Service from an
End User assigned to the Standard Service Level Plan in a calendar month.

(4) The SLT- ES-MTTRFI-1 must be calculated as follows:

(number of Incident Tickets received by the JUS On-Site Support Service and the JUS Desktop
Engineering Service from Standard Service Level Plan End Users resolved within the service
level hours) / (total number of Incident Tickets received by the JUS On-Site Support Service and
the JUS Desktop Engineering Service from Standard Service Level End Users) * 100

(5) The calculation of the time starts when the Incident Ticket is assigned to the JUS On-Site
Support Service and the JUS Desktop Engineering Service and ends at the time they either
resolve the Incident Ticket, or re-assign it to another JUS On-Site Support Service or JUS
Desktop Engineering Service representative.

Escalated Support - Maximum Time to Resolve from Incident - Premium

Definition

(1) The Service Level Target On-Site Support Maximum Time to Resolve from Incident (Premium)
(SLT-ES-MTTRFI-2) is the SLT for the maximum amount of time for the JUS On-Site Support
Service and the JUS Desktop Engineering Service to resolve an Incident Ticket from a Premium
Service Level Plan End User once it has been assigned to them.

Value

(1 The SLT-ES-MTTRFI-2 must be less than or equal to 4 hours from Incident Ticket assignment,
95% of the time.
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7.13.3 Method

714

7141

7.14.2

7.14.3

715

7.15.1

7.15.2

(1) The SLT- ES-MTTRFI-2 Service Credit Period is 7:00 ET to 18:00 ET during FGWDs for the
JUS On-Site Support Service.

) The SLT- ES-MTTRFI-2 Service Credit Period is 8:00 ET to 17:00 ET during FGWDs for the
JUS Desktop Engineering Service.

(3) The SLT-ES-MTTRFI-2 must meet or exceed the service level for 95% of all Incident Tickets
received by the JUS On-Site Support Service and the JUS Desktop Engineering Service from an
End User assigned to the Premium Service Level Plan in a calendar month.

(4) The SLT-ES-MTTRFI-2 must be calculated as follows:

(number of Incident Tickets received by the JUS On-Site Support Service and the JUS Desktop
Engineering Service from Premium Service Level Plan End Users resolved within the service
level hours) / (total number of Incident Tickets received by the JUS On-Site Support Service and
the JUS Desktop Engineering Service from Premium Service Level Plan End Users) * 100

(5) The calculation of the time starts when the Incident Ticket is assigned to the JUS On-Site
Support Service and the JUS Desktop Engineering Service and ends at the time they either
resolve the Incident Ticket, or re-assign it to another JUS On-Site Support Service or JUS
Desktop Engineering Service representative.

Escalated Support — Maximum Time to Deploy Critical Security Update

Definition

(1 The Service Level Target Engineering Support Maximum Time to Deploy Critical Security
Update (SLT-ES-MTDCSU) is the SLT for the maximum amount of time for the JUS On-Site
Support Service and / or the JUS Desktop Engineering Service to deploy a critical security
update to all affected JUS supported Hardware and JUS supported Software.

Value
) The SLT-ES-MTDCSU must be less than or equal to five FGWDs.

Method

(1) The SLT-ES-MTDCSU Service Credit Period is 07:00 ET to 18:00 ET during FGWDs.

) The calculation of SLT-ES-MTDCSU begins from the time at which a Critical Security Update
requirement has been identified by Canada or the Contractor, and ends when the Critical
Security Update has been deployed to all affected JUS supported Hardware and JUS supported
Software.

Service Request — Maximum Time to Fulfil

Definition

(1 The Service Level Target Service Request Fulfilment (SLT-SRF) is the SLT for the percentage
of Service Requests that must be completed within their Maximum Fulfilment Time Target. The
SLT-SRF must be calculated for each JUS HDS Services (e.g. JUS Service Desk Service, JUS
On-Site Support Service and JUS Desktop Engineering Service).

Value

(1 The SLT-SREF is that 95% of the Service Requests for that Service must be completed within the
Maximum Fulfilment Time Target. The Maximum Fulfilment Time Targets are specified in Table
10 below.

Table 10: Service Request Maximum Fulfillment Time Targets
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Service

or remove Hardware and
Software as per Appendix
C: Standard Hardware and
Software (for 1 to 6 End

JUS Service Desk End User account management | Standard 1 FGWD
Service (add, modify, remove, change and
permissions) for Active Premium
Directory accounts on Canada
LAN using Active Directory
native administration functions
or another Active Directory
administration tool that could be
provided by Canada
JUS Service Desk Administrator Account Standard 1 FGWD
Service management (add, modify, and
remove, change permissions) Premium
for the Service Delivery Portal
JUS Service Desk Print queue management (add, Standard 1 FGWD
Service modify, remove, change and
permissions, change Premium
properties) on Canada LAN
JUS Service Desk Remote Installation/Removal of | Standard 2 FGWDs
Service Software Packages
JUS Service Desk Remote Installation/Removal of | Premium 1 FGWD
Service Software Packages
JUS Service Desk Add, modify, remove, change Standard 1 FGWD
Service email distribution list and
Premium
JUS Service Desk Network storage access Standard 1 FGWD
Service management privileges (add, and
modify, remove, change) on Premium
Canada LAN
JUS On-Site Support a. Install, move, add, change or | Standard 5 FGWDs
Service remove Hardware and
Software as per Appendix C:
Standard Hardware and
Software (for 1 to 6 End
Users)
b. For moves, End Users must
be moving in the same
building (no need to go
outside to move equipment).
JUS On-Site Support a. Install, move, add, change Premium 2 FGWDs
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Users)

b. For moves, End Users must
be moving in the same
building (no need to go
outside to move equipment).

JUS On-Site Support
Service

a. Install, move, add, change
or remove Hardware and
Software as per Appendix
C: Standard Hardware and
Software (for 1 End User)

b. Canada can request up to a
maximum of 20 Rush
Service Requests per month.

Rush

4 hours

JUS On-Site Support
Service

a. Install or remove non-
standard Hardware or
Software as approved by
Canada.

b. Note: if possible, Software
Service Request must be
completed remotely by JUS
Desktop Engineering
Service.

Standard

5 FGWDs

JUS On-Site Support
Service

a. Install or remove not-

standard Hardware or
Software as approved by
Canada.

b. Note: if possible, Software

Service Request must be
completed remotely by JUS
Desktop Engineering
Service.

Premium

1 FGWD

JUS On-Site Support
Service

Set-up and Tear-down for
multimedia requests for special
events.

Standard
and
Premium

1 FGWD

JUS Desktop
Engineering Service

Package Software for
deployment

N/A

15 FGWDs

JUS Desktop
Engineering Service

Package business application
for deployment

N/A

15 FGWDs

JUS Desktop
Engineering Service

Create new OS Image and
package it for deployment

N/A

15 FGWDs
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JUS Desktop Create new OS Image version N/A 30 FGWDs
Engineering Service and package it for deployment

7.15.3 Method
(1) The SLT-SRF Service Credit Period is 07:00 ET to 18:00 ET during FGWD within a calendar
month.
(2) The SLT-SRF must be calculated for each Service Request as follows:
(number of Service Requests that were completed within the Maximum Fulfillment Time Target for the

calendar month / (number of Service Requests that should have been completed within the Maximum
Fulfilment Time Target for the calendar month or 700, whichever is lesser)) * 100

3)  The calculation of the time starts when the Service Request is assigned to the JUS HDS
Services and ends at the time the Contractor fulfils the Service Request.
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8 SUPPORTED HARDWARE AND SOFTWARE

(1

)

The JUS HDS Services must provide support for all future components added by Canada to

Appendix C: Standard Hardware and Software.

The Contractor must agree that:

a) Canada reserves the right to add, modify or remove the Hardware and Software listed in
Appendix C: Standard Hardware and Software from time to time as Canada sees fit;

b) Canada will provide 10 calendar days notice to the Contractor of changes to Appendix C:
Standard Hardware and Software; and

c) after expiry of the 10-day notice period, components acquired by Canada and added to
the Appendix C: Standard Hardware and Software will be subject to all other provisions of
this Contract.
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9.1

9.2

9.3

9.4

9.5

9.6

STANDARDS
(1 All Work performed by the Contractor must conform to all applicable standards and codes as
listed in this subsection and remain current with any revisions and/or changes.

) The Standards applicable to a JUS HDS Services are referenced in the applicable SOW section
for the JUS HDS Services. In cases where a conflict or discrepancy exists between Standards,
Canada will advise the Contractor as to which Standard applies.

Internet Protocol

(1) The following standards and functionality apply to the Internet Protocol (IP):
a) [RFC 791]: IPV4; and

b) [RFC 2460]: IPV6 where upon requested by Canada, the Contractor must implement
Internet Protocol v6 (IPv6) for JUS HDS Services at no additional cost to Canada, within
six months of a request by Canada.

Directory

(1 The following standards and functionality apply to Directory:
a) RFC4511: Lightweight Directory Access Protocol (LDAP); and
b) RFC4422: Simple Authentication and Security Layer (SASL).

Web Session Security

(1)  The following standards apply to Web Session Security:
a) Transport Layer Security (TLS) Protocol Version 1.1; and
b) Transport Layer Security (TLS) Protocol Version 1.2.

Markup Language and Web Access

(1 The following standards and policies apply to markup language:
a) Extensible Markup Language (XML) (refer to: http://www.w3.org/XML/).

Accessibility
(1 The following guidelines, standards and policies apply to the accessibility of the Service Delivery
Portal:

a) Section 508 of Industry Canada's "Accessible Procurement Toolkit", refer to:

http://www.apt.gc.ca/ap11120E.asp?pld=436

b) Treasury Board Secretariat's Standard on Web Accessibility, refer to:

http://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=23601&section=text

c)  w3c’s Web Content Accessibility Guidelines 2.0 at a double A level of conformance, refer
to:

http://www.w3.org/TR/WCAG/

d) Policy on the Duty to Accommodate Persons with Disabilities in the Federal Public
Service, refer to: http://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=12541&section=text

€) Web Experience Toolkit Guideline (for Self Service portal) - http://www.tbs-sct.gc.ca/ws-
nw/index-eng.asp

Security

(1 The following security policies must be adhered to:
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a) Policy on Government Security:

http://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=16578&section=text

b) Policy on Management of Information Technology:

http://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=12755
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10 PROFESSIONAL SERVICES

(1 The Contractor must provide resources to Canada, in any Canadian city, in accordance with a
validly issued Task Authorization, in the following categories:

a)
b)
c)
d)
€)
f)

Project Manager;

Technology Architect;

Security Specialist;

Business Analyst;

On-Site Services Representative; and
On-Site Services Team Leader.

) Location of the Work, security clearance and language requirements for resources will be
specified at the time the Task Authorization is completed.

10.1  Project Manager

(1)  The Service Catalogue Item (SCI):Project Manager must:

a)

manage projects initiated by Canada that require the tailoring of one or more JUS HDS
Services, by ensuring that resources are made available for the required Work and that
the service(s) is (are) fully operational within the required timeframe, budget, and
performance parameters;

develop a project charter;

develop and maintain a comprehensive project schedule showing all Work Breakdown
Structure (WBS) activities, dependencies, durations, milestones, deliverables, phases and
the critical path;

determine budgetary requirements;

develop a resource plan;

develop a risk management plan;

meet in conference with stakeholders and other project managers to clearly identify issues
impeding the progress of the project;

formulate statements of issues impeding the progress of the requested project, establish

procedures for the development and implementation of significant, new or modified project
elements to solve these issues, and obtain approval thereof;

prepare plans, charts, tables and diagrams to assist in analyzing or displaying problems;
work with a variety of project management tools;

identify and propose mitigation of risks;
report progress of the project on an ongoing basis and at scheduled points in its life cycle;

produce appropriate reports and dashboards, and identify scheduling and/or dependency
issues; and

conduct project briefings for Canada management.

10.2 Technology Architect

(1) The SCIl:Technology Architect must :

a)

b)

c)

provide advice, recommendations, and support as may be required concerning issues and
new requirements related to JUS HDS Services, including solution integration, migration
to a new O/S Platform, image engineering, Software distribution, and Software Patch
management;

analyze existing capabilities and requirements of JUS components, develop redesigned
frameworks and recommend areas for improved capability and integration;

develop specifications and technical designs for the tailored JUS HDS Services’
architecture, based on the business and functional requirements of the TA and its
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10.3

10.4

10.5

d)
e)

f)

integration with existing GC solutions;

recommend, and incorporate into the statement of requirements, finalized specifications
and technical designs that will deliver the functionality required by the TA,;

with an implementation team, implement and integrate the developed technical JUS
architecture; and

advise when upgrades of the JUS HDS Services platform should take place.

Security Specialist

Q)

The SCI:Security Specialist must:

a)
b)
c)

perform IT Security Assessments of IT systems;
conduct reviews of backup and recovery plans;

review existing security policies, standards, guidelines and procedures and providing
advice as to their appropriateness and effectiveness;

develop a security design document with recommended security safeguards;
document security services processes;
conduct compliance audits of IT operations, application systems and infrastructure.

conduct security threat and risk assessments of IT facilities, application systems and
communications;

design the security framework and implement the security components of the JUS HDS
Services Infrastructure required to protect assets and to support application systems;
produce operational security requirements and traceability matrices as requested in the
TA;

develop and/or enforce IT security policies, GC security standards (e.g. Management of
Information Technology Security), guidelines and procedures on the security aspects of
applicable IT services;

investigate Security Incidents and report the cause and related weaknesses of the JUS
HDS Services, and recommend solutions; and

prepare other technical reports, such as a network vulnerability assessment, requirement
analysis, and options analysis report.

Business Analyst

Q)

The SCIl:Business Analyst must:

a)
b)

c)

d)

document business process requirements;

perform analysis of business process requirements involving business service
improvement, and identify functional requirements, procedures, and decision flows;
identify any risks that would impede the progress of implementing the functional
requirements or affect existing business processes, and recommend strategies to mitigate
them;

define and document interfaces of manual to automated operations within application
subsystems, to external systems, and between new and existing systems;

identify business processes for re-design, prototype potential solutions, provide trade-off
information and suggest a recommended course of action;

establish acceptance test criteria; and

brief Project Manager on the modified business architecture, as well as any emerging
business and technology trends.

On-Site Services Representative

(1

The SCI: On-Site Services Representative must:
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a) provide first and second level support for Incidents and complete Service Requests,
including new Installations and Upgrades for a wide range of Hardware, Software,
peripherals and applications;

b) provide advice on the operations and functionality of various applications, printers, and
systems;

c) diagnose and resolve, desktop configuration and Software issues;
d) diagnose and resolve, Hardware issues;

e) escalation of problems where appropriate;

f) provide general maintenance of corporate printers; and

g) setup and configuration of videoconferencing equipment.

10.6 On-Site Services Team Leader

(1) The SCI:On-Site Services Team Leader must:

a) provide first and second level support for Incidents and complete Service Requests,
including new Installations and Upgrades for a wide range of Hardware, Software,
peripherals and applications;

b) diagnose and resolve, desktop configuration and Software issues;
c) provide direction and assistance to On-Site Service Representatives; and
d) lead a team to complete a technical assignment.
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1 INTRODUCTION

1) This section is provided for information only.

) The JUS Service Desk Service established by the Contractor will be the primary contact point for
End Users to report Incidents or submit Service Requests, and will be responsible for
maintaining all information relating to the Incidents and Service Requests reported.

(3) The JUS Service Desk Service objectives are:

a) to act as the central point of contact between End Users and all IT Services, including
applications and infrastructure;

b) to handle Incident Tickets and Service Requests, and to act as a focal point for
information management relating to the delivery of IT Services;

c) to restore normal service operation as quickly as possible with minimum disruption to End
Users, thus ensuring that the best achievable levels of service and availability are
maintained; and

d) to help identify and lower the overall cost of ownership for IT Services as a whole.

(4) This appendix describes the requirements for the JUS Service Desk Service. The following is
included in this document:

a) Requirements specific to the provisioning of the JUS Service Desk Service for Incidents
and Service Requests for both applications and IT infrastructure.

b) Requirements specific to the Service Delivery Portal that Canada representatives would
have access to as part of this Service. This appendix describes the requirements of the
Service Delivery Portal, from the following perspectives:

i) End Users — e.g. for Self Service capabilities to create an Incident Ticket or Service
Request;

i) Canada service managers — e.g. to create or review an Incident Ticket or Service
Request or to run a management report;

iii)  Level 2 Support representatives (outside the NCR) - e.g. to create or update an
Incident Ticket or Service Request; and

iv)  Level 2 and Level 3 Support representatives for infrastructure and applications —
e.g. to create or update an Incident Ticket or Service Request assigned to them.
These user groups may use the Service Delivery Portal as their primary IT service
management tool.
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2
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2.2

2.3

SERVICE DELIVERY REQUIREMENTS

Scope of JUS Service Desk Service

Q)

The JUS Service Desk Service is one of the JUS HDS Services. When ordered by Canada by
issuing a Service Order, the HDS Service Desk Service, as managed and implemented by the
Contractor, must meet or exceed all of the requirements listed in this appendix of the SOW, in
the balance of the SOW and elsewhere in the Contract prior to acceptance by Canada and
during the entire period specified in each Service Order.

The JUS Service Desk Service must provide Level 1 Support for Hardware and Software
identified in the following tables in Appendix C: Standard Hardware and Software List:

a) Table 1 — Software List L1
b) Table 2 — Hardware List
c) Table 3 — OS Image

The JUS Service Desk Service must provide Level 1 Support for all other IT infrastructure
services including but not limited to directory, access management and Public Key Infrastructure
(PKI) services, data centre services, networking and telecommunications services, and other
distributed computing services including collaboration, Remote Access, enterprise storage, and
terminal services.

The JUS Service Desk Service must participate in Incident Management, Problem Management,
Change Management, Release Management, Configuration Management, Asset Management,
and Software License Management activities as specified in this appendix of the SOW.

Hardware, Software and Facilities

(1

)

The Contractor must supply all Hardware and Software, except Government Furnished
Equipment (GFE), for the JUS Service Desk Service.

The JUS Service Desk Service infrastructure must be located at Contractor SDPs.

Service Catalogue Items

Q)

@)

The Contractor must provide a SCI:SDS-User which allows an End User to be supported by the
JUS Service Desk Service (one user per SCI) as specified by Canada in a Service Order.

The following Feature Profile definitions pertain to the SCls for the JUS Service Desk Service:

a) Premium Service Level Plan for up to 4% of the cumulative number of SCI:SDS-User
ordered with Service Orders; and

b) Standard Service Level Plan for the remainder of the SCI:SDS-User.

The Contractor must provide the Premium Service Level Plan to End Users identified by
Canada. These End Users are for example:

a) high-level executives;
b) resources working on a high-profile file or project; and
c) resources responsible for mission-critical work.
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24 Hours of Service

(1

The JUS Service Desk Service must be a point of contact 24 hours per day, 7 days per week,
365 days per year under the following operation modes:

a) attended mode support hours are from 6:00 ET to 21:00 ET on FGWDs, as follows:

i) live agents processing Service Requests and Incidents for the Telephone Support,
Email Support, Web-Chat, and Self Service Service Channels; and

i) live agents troubleshooting and escalating Incidents to the appropriate supporting
group, as required.

b) unattended mode support, i.e. outside of attended mode support hours, as follows:
i) agent is on standby only;

i) Telephone Support only (Email Support, Web-Chat and Self Service Service
Channels are processed the following FGWD);

iii)  calls are answered by the Voice-mail system;
iv)  End Users leave a voice message and an agent calls back within SLTs;
V) best effort service levels for Incident resolution;

vi)  escalate to an appropriate on-call Level 2 and Level 3 Support representative to
resolve the Incident or provide the requested service, if available; and

vii)  unresolved Incidents are dealt with the following FGWD.

2.5 Service Channels

(1

The JUS Service Desk Service must provide the following Service Channels to End Users:
a) Telephone Support - for Authorized End Users to access the JUS Service Desk Service
using:
i) a unique and dedicated toll-free telephone number (for example, 1-800 number);
the telephone number will be specified by Canada; and
i) a unique and dedicated NCR local telephone number; the telephone number will be
specified by Canada.
b) Self Service — a component of the Service Delivery Portal specific to End Users to be able
to access the JUS Service Desk Service;
c) Voice-mail Support in unattended mode only — the ability to leave a Voice-mail message
to the JUS Service Desk Service for support purposes;
d) Email Support — the ability to send an email to the JUS Service Desk Service for support
purposes; and
e) Web-Chat Support — a Service Channel of the Service Delivery Portal that allows an End
User to establish an online chat session with the JUS Service Desk Service.

The JUS Service Desk Service must provide a method through which an End User can send
information related to an Incident or a Service Request to the HDS Service Desk Service via
email or Web-Chat, and the JUS Service Desk Service must enter the information as an Incident
Ticket or a Service Request.

The JUS Service Desk Service must provide Self Service access via the Service Delivery Portal
to be able to view and update information to:

a) Canada on-site support representatives (e.g. outside the NCR), and

b) Canada Level 2 and Level 3 Support representatives for infrastructure and applications.
The JUS Service Desk Service must provide Self Service access to Canada Service Managers
to be able to be able to view and update information and run management reports.

The JUS Service Desk Service must provide access to all Service Channels in the official
language of choice (English or French) of any Canada representative.
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2.6 HDS Service Desk Service Personnel Training

Q) The Contractor must provide at no additional cost to Canada all training the JUS Service Desk Service
personnel requires to fulfil their duties with competence and effectiveness at all times during the
Contract Period.

2) The Contractor must ensure that JUS Service Desk Service personnel skills remain current with the
evolving technical and application environment that the Contractor is responsible to support as part of
the JUS Service Desk Service.

3) The Contractor must ensure that JUS Service Desk Service personnel continuous training activities do
not impact the Service Level Targets.
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3

3.1
™1

®)

(4)

SERVICE REQUIREMENTS

Initial Contact Management Requirements

The JUS Service Desk Service must be available as a primary point of contact to Authorized End
Users to report Incidents or submit Service Requests. The secondary point of contact to the JUS
Service Desk Service will be the Service Delivery Portal.

The JUS Service Desk Service must track the initial contact with End Users for a new Incident or
Service Request for all Service Channels. At minimum, the following End User information must be
captured for every contact:

a)
b)
c)
d)
e)
f)
9)

a)
b)
c)

d)
e)

f)

name;

telephone number;

location;

organization;

asset number;

time and date of the contact; and
purpose of the contact.

The JUS Service Desk Service must provide the End User with an Incident Number or Service
Request Number, and retain and update the information captured in the above requirement for future
reference when the End User contacts the JUS Service Desk Service in the future.

As a minimum, the JUS Service Desk Service must:

receive Incident Tickets and Service Requests from End Users from one of the Service
Channels;

for Incidents submitted on an Alternate Service Channel, the JUS Service Desk Service
must call the End User;

data enter and perform a quality assurance check on the Incident Ticket and the Service
Request information provided by the End User to ensure it is correct;

begin efforts to resolve the Incident;

escalate to an appropriate Level 2 and Level 3 Support representative to resolve the
Incident or provide the requested service, if required;

report Incidents or Service Requests to external service desks using one of the following
methods as specified by Canada:

i) enter Incidents and Service Request information into a service delivery portal
provided by the external service desk;

i) forward (via email) Incidents and Service Request information to the external
service desk email address; and

iii)  provide Incidents and Service Request information to the external service desk by
telephone;

maintain contact with the End User and all assigned support representatives throughout

the entire process to confirm completion (for both Incident Tickets and Service Requests);

ensure all information relating to the Incident Tickets and Service Requests is captured in

the Service Delivery Portal; and

issue bilingual communications to End Users, as approved by Canada, concerning issues
and changes which affect the IT infrastructure (e.g. planned server downtime).
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3.2 Incident Management

(1

The JUS Service Desk Service must address, as a minimum, the following Incident Management
actions:

a) open (or update, as appropriate) an Incident Ticket and record information concerning the
Incident, including, as a minimum, the information identified in the General SOW, Annex
A, subsection Incident Management;

b) attempt to resolve Incidents using scripts and the desktop management tool (e.g. Remote
Control);

c) report Prohibited Software to Canada when detected on an End User Device as part of
ongoing support activities;

d) manage the support process from reporting through resolution, ensuring that all Incidents
are given an appropriate level of attention, escalated to higher support resources when
necessary, and are resolved in an efficient and timely manner;

e) report the resolution of the Incident back to the originating End User and ensure they are
satisfied that the Incident has been resolved:;

f) ensure that Incident Tickets are properly completed including Incident description,
resolution efforts, and all contact information;

o)) close the Incident Ticket;

h) update the Knowledge Repository with information related to Incident resolution when
appropriate; and

i) review lessons learned from ongoing Incident handling activities and implement resulting
corrective measures to Incident response procedures, training, and testing and exercises.

For the support of Hardware, the JUS Service Desk Service must address, as a minimum, the
following actions:

a) troubleshoot the usage and operation of the Hardware (how to questions);

b) track lost or stolen Hardware;

c) assist with basic instruction on the replacement of media for the Device; and

d) assist with the support of the migration of settings during equipment evergreening.

For the support of Software, the JUS Service Desk Service must address, as a minimum, the

following actions:

a) troubleshoot the usage and operation of the Software (how to questions);

b) assist with security updates and notifications;

c) assist with installation and de-installation of the Software, Software Patches and security
updates; and

d) assist with the support of the migration of Software and settings, including shortcuts,
during technology refresh.

For the support of business applications, the JUS Service Desk Service must address, as a

minimum, the following actions:

a) execute Canada-provided support scripts for resolving issues with the supported business
applications; and

b) provide End User assistance with the installation and de-installation of the software and
related patches, and security updates, as required.

The JUS Service Desk Service must perform password resets for End User Accounts on
Canada LAN using active directory native administration functions or another active directory
administration tool that could be provided by Canada.

The JUS Service Desk Service must perform password reset for End User Accounts on the
Service Delivery Portal.

The JUS Service Desk Service must perform Incident Management according to the JUS HDS
Services Managed Service Incident Management process (refer to General SOW, Incident
Management subsection).
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3.3 Service Request Management

(1) The JUS Service Desk Service must address, as a minimum, the following actions related to
Service Request management:

a) accept and update as appropriate a Service Request and record additional information
concerning the Service Request, including, but not be limited to, the following information
fields:

i) Service Request Number;

i) Service Request type;

iii)  date and time Service Request received;
iv)  date and time Service Request assigned;
V) date and time Service Request closed;
vi) related Service Requests;

vii)  End User details;

viii)  Service Request details;

iX)  equipment details;

X) actions taken; and

Xi)  Service Request assignee.

b) report the completion of the Service Request back to the originating End User and ensure
they are satisfied with the completion of the Service Request;

c) ensure that Service Request records are properly completed including description and
contact information; and

d) close the Service Request.

3.4 End User Assistance and Frequently Asked Questions
(1 The JUS Service Desk Service must provide End Users with tips or answers to Frequently
Asked Questions (FAQs) as approved by Canada.

) The JUS Service Desk Service must maintain FAQs and publish training and education
reference materials, as approved by Canada, on the Service Delivery Portal for End Users to
access for Self Service support.

3.5 Other IT Service Management Activities

3.51 Problem Management

(1) The JUS Service Desk Service must link Incidents to existing or new Problems as requested by
the Canada.

) The JUS Service Desk Service must participate in Problem Management in compliance with the
Problems Management process (refer to General SOW, Problem Management subsection).

3.5.2 Change Management
(1) The HDS Service Desk Service must participate in Change Management in compliance with the
Change Management process (refer to General SOW, Change Management subsection).

3.5.3 Release Management

(1 The HDS Service Desk Service must coordinate the communications for a Supported HDS
Software release to affected End Users, as specified by Canada.

) The HDS Service Desk Service must participate in Release Management in compliance with the
Release Management process (refer to General SOW, Release Management subsection).
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3.54 Configuration Management, Asset Management and Software License Management

Q)

The HDS Service Desk Service must ensure that updates to the Asset Management, Software
License Management and Configuration Management Database (CMDB) repositories are
completed as a result of IT Service Management processes.

3.6 Customer Satisfaction Management

3.6.1 Customer Satisfaction

Q)

@)

The JUS Service Desk Service must measure End User satisfaction levels with respect to the
performance of the JUS HDS Services by requesting End Users to complete a Customer
Satisfaction Measurement Survey for Incidents and Service Requests.

The JUS Service Desk Service must make the Customer Satisfaction Measurement Survey
available to End Users using the Service Delivery Portal.

In addition to any End-User Customer Satisfaction Measurement Survey requirements set in
3.6.2, the Contractor must at Canada’s request, but not more often than once quarterly, conduct
End-User Satisfaction surveys. The Contractor’s proposed Customer Satisfaction Measurement
Surveys (including the underlying instrument(s), methodology and survey plan) is subject to
Canada’s review, comments and approval, and must cover a representative sample of the End-
Users. Canada will provide reasonable assistance to the Contractor to:

a) identify the appropriate sample of End-Users;

b) distribute the Customer Satisfaction Measurement Surveys; and

c) encourage participation by such End-Users in order to obtain meaningful results.

The Contractor must report the results of the Customer Satisfaction Measurement Surveys
separately from each of the End-Users or groups of End-Users as may be specified by Canada,
and the Contractor must conduct a review session of the results of each Customer Satisfaction
Measurement Survey with Canada within 30 FGWDs following the mutually agreed deadline for
completion and return of the Customer Satisfaction Measurement Survey.

Not later than 30 FGWDs following each review session, the Contractor must provide to Canada

an action plan for addressing any problem areas identified in the Customer Satisfaction
Measurement Survey results.

3.6.2 Customer Satisfaction Measurement Plan

Q)

The Contractor must submit a customer satisfaction measurement plan before the end of the
Operational Readiness Phase (see Annex A General SOW, Operational Readiness Phase
subsection) for approval by Canada that describes the method to perform the Customer
Satisfaction Measurement Survey including:

a) defining measurable objectives to be achieved;

b) defining the different questionnaires and their purpose;

c) defining the questions that will be asked;

d) defining the rules for soliciting End Users (i.e. each Incident, random, periodic, etc.); and
e) defining the rules to interpret the results.

The Contractor must review the customer satisfaction measurement plan on an annual basis,
and provide an assessment for approval by Canada within 20 FGWDs of the contract
anniversary including:

a) an assessment of the achieved objectives over the last year;

b) recommended changes to improve the value of the customer satisfaction measurement
plan; and

c) an action plan to implement the recommended changes.

The Contractor must implement changes approved by Canada to the Customer Satisfaction
Measurement Plan within 20 FGWDs of receiving Canada’s approval.
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4 SERVICE DELIVERY PORTAL FUNCTIONALITY REQUIREMENTS
(1 The Contractor must deliver the Service Delivery Portal requirements below.
41 Solution Hardware, Software and Facilities
) The Contractor must supply all Hardware and Software, except Government Furnished

Equipment (GFE), for the Service Delivery Portal.
2) The Service Delivery Portal infrastructure must be located at Contractor SDPs.

4.2 Knowledge Management — Knowledge Repository

(1) The Contractor must provide a knowledge management solution that will capture and make
available a Knowledge Repository documenting Incident resolution, Known Errors, procedural
instructions, Frequently Asked Questions and other pertinent information.

) The Knowledge Repository must offers real, accurate, and context-aware content to the End
User by using a probable context and associated knowledge (End-Users' profile information,
recent searches, related Incidents, etc.) to inform the End User and to prioritize the correct
answer for faster, individualized searching.

(3) The context-aware Knowledge Management Platform is based on data discovery analytics tool
with the capability to automate knowledge additions where data can be streamlined, integrated,
or leveraged to make the JUS Service Desk Service more efficient.

4.3 Service Delivery Portal — End User Functionality

(1) The Service Delivery Portal must allow an End User to create an Incident Ticket or a Service
Request and submit it to the JUS Service Desk Service.

2) The Service Delivery Portal must allow an End User to view the current status of an Incident
Ticket or Service Request where they are the originator.

(3) The Service Delivery Portal must provide a means for an End User to look up Known Errors,
procedural instructions, Frequently Asked Questions and other pertinent information in a
Knowledge Repository in order to obtain their own support using a Self Service approach with
the objective of reducing the number of Incidents reported to the JUS Service Desk Service.

(4) The Service Delivery Portal must provide a means for an End User to view important system
notifications, service status and dashboard of happening Incidents as published by the JUS
Service Desk Service.

4.4 Cognitive virtual service — Virtual Assistant

) The Service Delivery Portal must provide a virtual chat as a Self Service combining an
interactive, intelligent virtual assistant with the Web-Chat support to interpret an End User’s
needs through intelligent analysis of Web-Chat, and to offer instant, precise and automated
answers.

) The Service Delivery Portal virtual assistant must deliver answers from the Knowledge
Repository or tap into a variety of data sources to respond intelligently to an End User query.

(3) Both open and closed Web-Chat sessions can automatically be converted to Incident Tickets or
Service Requests with the entire Web-Chat history logged in the Incident Tickets.

(4) The Service Delivery Portal virtual assistant must offer a call back or other form of support to the
End User if an answer or solution cannot be found. i.e. intelligently route chat sessions to live
Level 1 Support agents when End Users need a more personal touch or create a conventional
JUS Service Desk Service Incident Ticket through the same interface.

(5) The deployment plan and schedule will be determined after contract award and mutually agreed
between Canada and the Contractor
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4.5

4.6

Service Delivery Portal — Level 2 or Level 3 Support Representative
Functionality

(1

)

The Service Delivery Portal must allow a Level 2 or Level 3 Support representative (e.g. Level 2
JUS On-Site Support Service or Application Support representative) to create an Incident Ticket
or a Service Request and submit it to the JUS Service Desk Service.

The Service Delivery Portal must allow a Level 2 or Level 3 Support representative to view the
current status or update an Incident Ticket or Service Request that has been assigned to them.

The Service Delivery Portal must provide a means for a Level 2 or Level 3 Support
representative to look up Known Errors, procedural instructions, Frequently Asked Questions
and other pertinent information in a Knowledge Repository.

The Service Delivery Portal must allow a Level 2 or Level 3 Support representative to create and
update a Change Request, a Problem Ticket, a Release Record, an Asset Management Record,
a Software License Record, or a configuration item.

Service Delivery Portal — Service Manager Functionality

The Service Delivery Portal must allow a Canada Service Manager to create an Incident Ticket
or a Service Request and submit it to the JUS Service Desk Service.

The Service Delivery Portal must allow a Canada Service Manager to view the current status of
any Incident Ticket or Service Request.

The Service Delivery Portal must allow a Canada Service Manager to change the priority of any
Incident Ticket.

The Service Delivery Portal must allow a Canada Service Manager to perform queries or access
a report (as defined in the Statement of Work).

The Service Delivery Portal must allow a Canada Service Manager to create and update a
Change Request, a Problem Ticket, a Release Record, an Asset Management Record, a
Software License Record, or a configuration item record.
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5 TRAINING REQUIREMENTS

(1 The Contractor must provide on-line training in both English and French to familiarize Canada
with the operation of the Service Delivery Portal. This includes End Users, Service Managers
and Level 2 and Level 3 Support representatives.

) The Contractor must update the on-line training when there is a major release upgrade of the
Service Delivery Portal within 30 FGWDs of obtaining approval to proceed with the release
upgrade.
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6
6.1

6.2

6.3

6.4

SERVICE LEVEL TARGETS

Service Level Targets for the Service Delivery Portal

(1)  The JUS Service Desk Service must comply with the following Service Level Targets (refer to
Annex A: General SOW, subsection Service Level Targets) for the JUS Service Desk Service
requirements for the Service Delivery Portal:

a) SLT-SDP-MSOT (Service Delivery Portal Maximum Service Outage Time); and

b) SLT-SDP-MTTR (Service Delivery Portal Maximum Time to Restore Service).

Service Level Targets for Attended Mode

(1 The JUS Service Desk Service must comply with the following Service Level Targets (refer to
Annex A: General SOW, subsection Service Level Targets) for all Standard Service Level Plan
End Users during attended mode:

a) SLT-SD-MTA (Service Desk Maximum Time to Answer);

b) SLT-SD-MTOH (Service Desk Maximum Time on Hold);

c) SLT-SD-MTTE-1 (Service Desk maximum Time to Escalate - Standard);

d) SLT-SD-MTRASCI (Service Desk Maximum Time to Respond to Alternative Service

Channel Incidents;
e) SLT-SD-MML1RR (Service Desk Minimum Level 1 Resolution Rate; and
f) SLT-SRF (Service Request Fulfiiment).

) The JUS Service Desk Service must comply with the following Service Level Targets (refer to
Annex A: General SOW, subsection Service Level Targets) for all Premium Service Level Plan
End Users during Attended Mode:

a) SLT-SD-MTA (Service Desk Maximum Time to Answer;

b) SLT-SD-MTOH (Service Desk maximum Time on Hold;

c) SLT-SD-MTTE-2 (Service Desk Maximum Time to Escalate Premium);

d) SLT-SD-MTRASCI (Service Desk Maximum Time to Respond to Alternative Service

Channel Incidents;
e) SLT-SD-MML1RR (Service Desk Minimum Level 1 Resolution Rate; and
f) SLT-SRF (Service Request Fulfilment).

Service Level Targets for Unattended Mode

) The HDS Service Desk Service must have the following Service Level Targets (refer to Annex A:
General SOW, subsection Service Level Targets) for all End Users during Unattended Mode:

a) SLT-SD-MTRASCI (Service Desk Maximum Time to Respond to Alternative Service
Channel Incidents.

Service Level Targets for End User Satisfaction

(1)  The HDS Service Desk Service must have the following Service Level Targets (refer to Annex A:
General SOW, subsection Service Level Targets) for the HDS Service Desk Service
requirements for the End User Satisfaction:

a) SLT-SD-MEUSR (Service Desk Minimum End User Satisfaction Rate)
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7

711

7.1.2

REPORTING AND DOCUMENTATION REQUIREMENTS

Q)

The Contractor must define the content and format of reports and documentation in consultation
with Canada and subject to Canada’s approval and acceptance before acceptance of the JUS
HDS Services.

Unless indicated otherwise, the Contractor must provide reports in English in a format specified
by Canada. All JUS HDS Services reports and documentation produced by the Contractor must
be accessible from the Service Delivery Portal unless otherwise indicated by Canada.

Service Delivery Portal Documentation

Q)

The Contractor must provide electronic copies of User Guides for the operation of the Service
Delivery Portal in English and French. It must include the following:

a) structure, content and usage instructions; and
b) menu, data entry forms and report screen shots.

Service Desk Activity Report - Monthly

Q)

)

The Contractor must provide a service desk activity report which is to be made available to
Canada on a monthly basis within five FGWDs of the end of the previous month.

The service desk activity report must include the following current monthly statistics, and the
previous 12 months statistics:

a) number and percentage of Contacts, by region;
b) number and percentage of Contacts by Service Channel, by region

c) number and percentage of Contacts, by Incident, Service Request, and End User
Assistance (FAQ), by region;

d) average number of Contacts per End User, by region (displayed as a bar chart graph);

e) number and percentage of Incidents, by priority, by level resolved (including application
and other infrastructure support groups), by region;

f) number of Incidents open at the end of period, by priority, by region;

9) number and percentage of Service Requests, by level completed (including application
and other infrastructure support groups), by region;

h) number of Service Requests open at the end of period, by region;

i) number of Customer Satisfaction Surveys taken, by region;

j) Customer Satisfaction Survey results, by region; and

k) number of queries against the Self-Service Knowledge Repository.

The monthly Service Desk Activity Report must include the following current monthly statistics,:
a) number of Incidents by top 10 Incident category;

b) number of Service Requests by top 10 Service Request category; and

c) number of queries by the top 10 topics on the Self-Service Knowledge Repository.
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Department of Justice Canada
Help Desk and Support Services
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Service Domain: JUS On-Site Support Service
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1 INTRODUCTION

1) This section and is provided for information only.

) The JUS On-Site Support Service established by the Contractor will be responsible for accepting
and resolving Incidents and Service Requests assigned to it from the JUS Service Desk Service.
In conjunction with the JUS Service Desk Service, the JUS On-Site Support Service will act as
the primary support group for the End User community and as such is expected to handle the
vast majority of support requirements. The JUS On-Site Support Service will perform the duties
of a Level 2 Support group.

(3) JUS On-Site Support Service Objectives:

a) To handle Incident Tickets and Service Requests that require physical access to the
device;

b) To deliver warranty and post-warranty hardware repair and replacement;

c) To restore normal service operation as quickly as possible with minimum disruption to End
Users, thus ensuring that the best achievable levels of service and availability are
maintained;

d) To assist the Service Desk in managing information concerning the Incidents and
Problems affecting the equipment, and be responsible for problem trend analysis; and

e) To help identify and lower the overall cost of ownership for Information Technology
(IT)Services as a whole.

(4) This annex describes the requirements for the JUS On-Site Support Service.
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2

21

2.2

2.3

2.31

JUS ON-SITE SUPPORT SERVICE

(1 The JUS On-Site Support Service is one of the JUS HDS Services. When ordered by Canada,
by issuing a Service Order, the JUS On-Site Support Service, as managed and implemented by
the Contractor, must meet or exceed all of the requirements listed in this section of the
Statement of Work (SOW), in the balance of the SOW and elsewhere in the Contract prior to
acceptance by Canada and during the entire period specified in each Service Order.

) The Contractor must supply all hardware, software and tools, except Government Furnished
Equipment, for the JUS On-Site Support Service.

(3) The JUS On-Site Support Service personnel can be located at Canada Service Delivery Points
as agreed to with Canada.

Service Catalogue Items
) The Contractor must provide a SCI:0SS-User which allows an End User to be supported by the
JUS On-Site Support Service (one user per SCI) as specified by Canada in a Service Order.

) The following Feature Profile definitions pertain to the Service Catalogue Items (SCls) for the
JUS On-Site Support Service:

a) Premium Service Level Plan for up to 4% of the cumulative number of SCI:OSS-User
ordered with Service Orders; and

b) Standard Service Level Plan for the remainder of the SCI:OSS-User.

(3) The Contractor must provide the Premium Service Level Plan to End Users identified by
Canada. These End Users are for example:

a) high-level executives;
b) resources working on a high-profile file or project; and
c) resources responsible for mission-critical work.

Coverage Area and Standard Hours of Service

(1 The Contractor must provide the JUS On-Site Support Service, within the National Capital
Region, in Canada Service Delivery Points and in other locations as specified by Canada from

time to time.

) The Contractor must provide the JUS On-Site Support Service from 7:00 ET to 18:00 ET on
FGWDs.

Personnel

(1 The Contractor must staff the JUS On-Site Support Service with personnel with the right skills, in
the right quantity, at the right time and at the right place to meet the Service Level Targets.

(2)  The Contractor’'s JUS On-Site Support Service personnel must be bilingual, highly qualified
technical professionals with exemplary client-service skills to interact directly with End Users.

Continuous Training

(1 The Contractor must provide at no additional cost to Canada all training that the JUS On-Site
Support Service personnel require to fulfil their duties with competence and effectiveness at all
times during the Contract period.

) The Contractor must ensure that JUS On-Site Support Service personnel skills remain in synch
with the evolving technical environment the Contractor is responsible to support as part of the
JUS On-Site Support Service.

(3) The Contractor must ensure that JUS On-Site Support Service personnel continuous training
activities do not impact the Service Level Targets.
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3.1

ON-SITE SUPPORT

(1

)

The JUS On-Site Support Service must provide services to End Users in the official language
(English or French) of their choice 100% of the time.

The JUS On-Site Support Service must provide Level 2 Support by resolving Incidents and
performing Service Requests for hardware and software identified in the following tables in
Appendix C: Standard Hardware and Software List:

a) Table 2 — Hardware list;
b) Table 3 — OS Image; and
c) Table 4 — Software list L2.

Service Remediation

The JUS On-Site Support Service must accept and resolve Incidents.

The JUS On-Site Support Service must exclusively work on Incident Tickets assigned by the
JUS Service Desk Service or the Service Manager, with the exception of Premium Service Level
Plan End Users for whom the Incident Ticket may be created after the fact.

The JUS On-Site Support Service must prioritize its support according to the priority of the
Incident Ticket (refer to General SOW, Incident Management subsection) where Incidents with
the highest priority are resolved first.

The JUS On-Site Support Service must re-prioritize its support when the Priority Code of an
Incident Ticket is changed.

Upon receiving an Incident, the JUS On-Site Support Service must:
a) assign the Incident Ticket to a JUS On-Site Support Service representative;
b) confirm acceptance of the Incident Ticket to the JUS Service Desk Service;

c) contact the appropriate End User and/or other Canada representative(s) to confirm the
assignment;

d) visit the End User’s location or other appropriate location from which to begin efforts to
resolve the Incident;

e) provide on-site technical / functional assistance including coaching (e.g. “how to”
questions) to End Users;

f) co-operatively work with Canada and any other third parties as requested by Canada to
resolve Incidents;

9) involve other resolution groups as required, and supervise progress to ensure that
resolution efforts respect applicable warranties, Service Level Targets, and industry best
practices;

h) retain responsibility for resolving the Incident and updating the Incident Ticket unless
otherwise directed or until assigned to another resolver group, regardless of the
participation of any other support group or individual,

i) comply to prescribed escalation procedures for all Incident types;

j) notify the appropriate Canada representative(s) if and when a Service Level Target is
about to be missed, or if Incident resolution efforts were not completed successfully within
the same FGWD;

k) maintain contact with the affected End User, JUS Service Desk Service, all involved
support resources, and other Canada representatives as necessary and act as the focal
point for all information and coordination throughout resolution efforts;

1) provide alternatives to End Users, using available spare inventory devices provided by
Canada, when their computers, printers, or other devices are expected to be unavailable
for longer than one FGWD, or less for critical situations;

m)  report the resolution of the Incident to the appropriate End User and/or other Canada
representative(s) and ensure that the End User is satisfied with the resolution prior to
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terminating efforts;
n) conduct appropriate testing to ensure that the work was completed properly;
0) update the Incident Ticket promptly according to the Service Level Targets; and

p) ensure that all applicable procedures, standards and quality controls have been adhered
to.

3.2 Break/Fix

(1 The JUS On-Site Support Service must provide warranty hardware repair and replacement
services for all devices covered by a warranty.

) The JUS On-Site Support Service must provide post-warranty hardware repair and replacement
services for all devices not covered by a warranty.

(3) The JUS On-Site Support Service must provide replacement parts and Canada will reimburse
the Contractor for the replacements of non-warranty parts as per SCl:PartsHandingFee.

4) When directed by Canada, the JUS On-Site Support representative must return to a Canada
representative a failed hard disk. The replacement hard disk will be considered a non-warranty
part provided that by not returning the original hard disk constitutes a non compliance to the
terms and conditions of the manufacturer’s warranty.

(5) The JUS On-Site Support Service must perform appropriate troubleshooting (including running
of diagnostics, if necessary) in order to ensure that the approach to resolve the Incident is the
fastest method of allowing the affected End User(s) to return to work.

(6) When it is necessary to replace a faulty component while delivering warranty or non-warranty
services:

a) all replacement equipment will conform to standards as specified by Canada; or

b) if it is not possible to replace the faulty component with a standard component, the
Contractor will propose an alternative to Canada and obtain approval from an authorized
Canada representative prior to completing the work.

7 The JUS On-Site Support Service must conclude repairs with quality control steps to ensure
that:

a) all applicable procedures and standards have been adhered to;

b) any and all software drivers required by the affected equipment have been properly
installed;

c) the malfunctioning equipment has been fully tested;
d) hard disk to be returned to Canada are securely returned;

e) the equipment is returned to the Service Delivery Point contact person in an operational
state;

f) any required form has been filled-in; and
g) the repair resolution is documented in the Incident Ticket.
(8) The Contractor must manage the warranty claims with the manufacturers of the equipment.

3.3 Service Requests

(1 The JUS On-Site Support Service must accept and execute Service Requests (refer to General
SOW, subsection Service Request — Maximum Time to Fulfil) assigned to it from the JUS
Service Desk Service.

2)  All Work performed as part of technology refreshes (see Technology Refresh subsection) must
be provided by the Contractor at no additional cost to Canada and must not be included in the
Service Request metrics.

3.4 Preventive Maintenance

) The JUS On-Site Support Service must visit printers semi-annually to perform preventative
maintenance including:




JUS HDS Services - Annex A: SOW General Protected B
Appendix B to Annex A - Service Domain: JUS On-Site Support Service

a) inspecting ozone filters and static eliminator teeth, and cleaning the fuser unit;

b) inspecting paper pickup rollers for dust, glazing and cracks and replace rollers when they
become shiny and appear "glazed";
c) inspecting separation pads for dust, glazing and cracks and replace rollers, together with

pickup rollers, when they become shiny and appear "glazed";
d) cleaning dirty transfer rollers;
e) inspecting mirrors for dust build- up;
f) inspecting the fuser assembly rollers for marks and replace if marks are present;
g ensuring printers are functioning as expected;
h) creating an Incident Ticket if the printer needs to be repaired; and
i)

where applicable, applying Software upgrades, patches and / or firmware updates to
printers.
) The JUS On-Site Support Service must visit boardrooms quarterly to perform preventative
maintenance on multimedia equipments including:

a) inspecting, adjusting and cleaning equipment as required;

b) cleaning or replacing dust filters in equipment as required;

c) checking bulb life and recommending replacement as required;

d) checking image settings and adjusting as required;

e) changing batteries in remote controls, keyboards and mice;

f) ensuring appropriate signage regarding the equipment located in the boardroom;
g) ensuring equipment inventory for the boardroom is accurate and up to date;

h) ensuring equipment is functioning as expected; and

where applicable, applying Software upgrades, patches and / or firmware updates to
multimedia boardroom equipment.

~

3.5 Technology Refresh (Evergreening)
(1 The JUS On-Site Support Service must, at no additional cost to Canada, perform technology
refreshes according to the following schedule:
a) desktop and laptops every 4 years;
b) monitors every 6 years; and
c) printers every 6 years.

) The number of years is calculated from the in-service date of the device. However, Canada
reserves the right to modify the life of an asset.

(3) The Contractor must prepare an annual report for approval by Canada, within 30 FGWDs of a
request by Canada, identifying devices that need to be refreshed during the upcoming fiscal
year.

(4) The JUS On-Site Support Service must prepare for Canada an annual refresh plan for the
devices approved by Canada describing the monthly refresh schedule to be performed.

(5) The JUS On-Site Support Service must perform the Device Deployment for the devices as per
the refresh plan approved by Canada (see section below).

3.6 Device Deployment
(1 The JUS On-Site Support Service must deploy devices based on a scheduled Technology
Refresh approved by Canada.
3.6.1 Deployment Planning

(1 The JUS On-Site Support Service must confirm the deployment schedule with the End User
and/or Canada coordinator.
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3.6.2

3.6.3

3.6.4

3.6.5

3.6.6

3.7

Device Assembly

()
)

®)

The JUS On-Site Support Service must unpack, configure and test the device.
For End User Devices, the JUS On-Site Support Service must:

a) install the base Operating System Image;

) apply configuration settings;

) install any required additional software packages; and

)

execute the disk encryption software, included in the base OS image, for portable devices
and let it run unattended until completion of the full disk encryption.

The JUS On-Site Support Service must dispose of all product containers and materials in the
appropriate location as per the requirements of each Service Delivery Point, if applicable.

o O T

Device Installation

(1

2

©)

The JUS On-Site Support Service must deliver and install the new device at the End User
location or another location specified by Canada.

The JUS On-Site Support Service must provide orientation information, approved by Canada, to
newly activated End Users or when hardware is added to ensure that they have a
comprehensive understanding, and expand upon the information as necessary.

The JUS On-Site Support Service must ensure the new device performs as expected.

Data and Settings Migration

Q)

)

In the case of a End User device replacement, the JUS On-Site Support Service must:

a) provide the End User with End User-specific information as to what installed software will
be transferred from the old device to the new device; and

b) migrate all End User data and settings from the old device to the new device and record
changes from the initial assessment with the End User.

The JUS On-Site Support Service must obtain Canada approval for any deviation from Canada
standards (Appendix C: Standard Hardware and Software List).

Device Disposal

(1

The JUS On-Site Support Service must promptly prepare retired devices including:

a) moving the retired devices from the End User location into a storage area identified by
Canada at the Service Delivery Point and retain the retired devices for 2 weeks;

b) performing secure erasure of storage devices, using an RCMP-approved software
application / process;

c) coordinating the return of equipment to Crown Assets or the Computer for Schools
Program following the established Canada process where Canada pays shipping costs;
and

d) aggregating surplus assets in a Service Delivery Point specified by Canada.

Completion

Q)

2

©)

The JUS On-Site Support Service must sign-off the work completion form with the End User or
Canada representative, including the hardware disposal form, if applicable.

The JUS On-Site Support Service must follow up with the End User or the Canada
representative within 48 hours via e-mail or Service Delivery Portal to reconfirm the deployment
was well performed and the device is running smoothly.

The JUS On-Site Support Service must record the follow-up and close the Service Request.

Multimedia Support

Q)

The JUS On-Site Support Service must resolve multimedia related Incidents and perform
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3.8

3.8.1

3.8.2

3.8.3

3.8.4

3.8.5

multimedia Service Requests.

) The JUS On-Site Support Service is responsible for visiting each boardroom on a monthly basis
to ensure that the equipment is operating properly. The frequency of visit must be adjusted as
required to ensure the boardroom multimedia equipment is operating as required when Canada
uses them, and any recurring issues must be reported to Canada so that they can be addressed.

(3) The JUS On-Site Support Service must facilitate all warranty repairs with the manufacturer
including:
a) obtaining spare parts or a Return Merchandise Authorization (RMA);
b) shipping the defective product back to the manufacturer and obtaining replacements; and
c) facilitating on-site replacement or servicing of under-warranty defective equipment.

IT Service Management

(1) The JUS On-Site Support Service must participate in Incident Management, Problem
Management, Configuration Management, Change Management, Release Management,
Configuration Management, Asset Management and Software License Management when these
processes require on-site contact.

Incident Management

(1 The JUS On-Site Support Service must perform Incident Management according to the HDS
Managed Service Incident Management process (refer to General SOW, Incident Management
subsection).

Problem Management

(1 The JUS On-Site Support Service must participate in Problem Management in compliance with
the Problems Management process (refer to General SOW, Problem Management subsection).

Change Management

(1) The JUS On-Site Support Service must participate in Change Management in compliance with
the Change Management process (refer to General SOW, Change Management subsection).

Release Management

(1) The JUS On-Site Support Service must participate in Release Management in compliance with
the Release Management process (refer to General SOW, Release Management subsection).

Configuration Management, Asset Management and Software License Management

(1 The JUS On-Site Support Service must participate in Configuration Management in compliance
with the Configuration Management process (refer to General SOW, Configuration Management
subsection).

) The JUS On-Site Service must ensure that updates to the Asset Management, Software License
Management and Configuration Management information in the Configuration Management
Database (CMDB) repository are made as a result of IT Service Management processes.

(3) The JUS On-Site Support Service is responsible for supporting IT Asset Management and
Software License Management by:

a) registering software licences in the CMDB when deploying new software components;
b) registering IT-related products in the CMDB when deploying new components;

c) maintaining the identification of registered workstations, monitors, printers, scanners,
blackberries, etc;

d) managing asset disposal in accordance with Canada procedures, policies and regulations;
e) assisting Canada with a physical audit as required;
f) complying with Canada policies and guidelines for physical security of computer assets;
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and
g) performing asset assignment for End Users by updating the CMDB.
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4

TRAINING
(1 The Contractor must provide training on its JUS On-Site Support Service processes, procedures
and tools to Canada Regional On-Site Support Personnel using web-based training technology.

) The Contractor must provide three (3) half day virtual interactive training sessions to regions in
English and French every year.

(3) The Contractor must provide copies of the JUS On-Site Support Service processes, procedures
and tool user guides on the Service Delivery Portal.
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5 SERVICE LEVEL TARGETS

(1

The JUS On-Site Support Service must have the following Service Level Targets (refer to Annex
A: General SOW, subsection Service Level Targets) for the Standard Service Level Plan:

a) SLT-OSSMTOS-1 (On-Site HDS Support Maximum Time On-Site Standard);
b) SLT-ESSMTR-1 (On-Site HDS Support Maximum Time to Restore Standard).

The JUS On-Site Support Service must have the following Service Level Targets (refer to Annex
A: General SOW, subsection Service Level Targets) for the Premium Service Level Plan:

a) SLT-OSSMTOS-2 (On-Site HDS Support Maximum Time On-Site Premium);
b) SLT-ESSMTR-2 (On-Site HDS Support Maximum Time to Restore Premium).
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6 REPORTING
(1 The JUS On-Site Support Service must provide a monthly Device Deployment report to Canada
in tabular and graphical format that includes :
a) the number of devices scheduled for refresh;
b) the number of devices refreshed; and
c) the number of new devices installed.

) The JUS On-Site Support Service must provide an adhoc Device Disposal report to Canada in
tabular format that includes :

a) device asset tag;

b) device type;

c) disposal date;

d) disposal method; and
e) disposal destination.

(3) The JUS On-Site Support Service must provide a monthly Preventive Maintenance report to
Canada in tabular format that includes :

a) the asset number of the maintained device;

b) the device type;

c) the maintenance date;

d) the asset location;

e) resulting Incident Tickets if any; and

f) the preventive maintenance performed.

4) The JUS On-Site Support Service must provide a monthly Multimedia Incident report to Canada
in tabular format that includes :

a) the Incident Ticket number;

) the Incident date;

) the affected boardroom:;

) the affected equipment;

) the description of the Incident; and
) the Incident resolution.

> 0O O O T
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1 INTRODUCTION

(1
)

This section is provided for information only.

The JUS Engineering Service established by the Contractor will be responsible for accepting
and resolving Incidents and Service Requests assigned to them. In conjunction with the JUS
Service Desk Service, the HDS On-Site Support Service and other Canada resolver groups, the
JUS Engineering Service will act as the Level 3 Support group for Incidents requiring highly
specialized technical skills and as such is expected to handle a small number of Incidents. The
JUS Engineering Service will perform the duties of a Level 3 Support group for Operating
System Images, software packages and the desktop management tools.

The JUS Engineering Service objectives are:

-
AR IR

to handle Incident Tickets that require advanced technical skills for software packages;
to handle Service Requests to prepare software packages;

to distribute software packages;

to keep operating system (OS) images and software packages up-to-date;

to patch devices;

to restore normal service operation as quickly as possible with minimum disruption to End
Users, thus ensuring that the best achievable levels of service and availability are
maintained;

to assist the Service Desk in managing information concerning Problems, and be
responsible for problem trend analysis; and

to help identify and lower the overall cost of ownership for Information Technology
(IT)Services as a whole.

This annex describes the requirements for the JUS Engineering Service.
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2

2.1

2.2

2.21

2.3

JUS ENGINEERING SERVICE

(1 The JUS Engineering Service is one of the HDS. When ordered by Canada, by issuing a Service
Order, the JUS Engineering Service, as managed and implemented by the Contractor, must
meet or exceed all of the requirements listed in this section of the Statement of Work (SOW), in
the balance of the SOW and elsewhere in the Contract prior to acceptance by Canada and
during the entire period specified in each Service Order.

) The Contractor must supply all hardware and software, except Government Furnished
Equipment, for the JUS Engineering Service.

(3) The JUS Engineering Service infrastructure must be located at Canada Service Delivery Points.

(4) The Contractor must provide the JUS Engineering Service SCI:WES which allows Canada to
obtain desktop engineering support services for its OS images and software packages.

Coverage Area and Standard Hours of Service

(1 The Contractor must provide the JUS Engineering Service in a Canada Service Delivery Point
as agreed to between the Contractor and Canada.

() The Contractor must provide the JUS Engineering Service from 8:00 ET to 17:00 ET on FGWDs.

Personnel

(1) The Contractor must staff the JUS Engineering Service with personnel with the right skills, in the
right quantity, at the right time and at the right place to meet the Service Level Targets.

Continuous Training

(1)  The Contractor must provide at no additional cost to Canada all training the JUS Engineering
Service personnel require to fulfil their duties with competence and effectiveness at all time
during the Contract period.

Desktop Management Tool

(1 The JUS Engineering Service must use the mandatory GFE Microsoft System Centre
Configuration Manager (version specified by Canada), as the desktop management tool.

) Canada will provide the security software required to secure the desktop management tool.

(3) Canada will provide server hosting up to the OS level in Canada data centres and the Contractor
must install the desktop management tool on these servers.

(4) Canada will provide access to the management network from the servers so the Contractor can
administer the desktop management tool.

(5) Canada will provide access to the desktop management tool from the Contractor SDP using
Canada’s secure remote access solution to allow the Contractor to remotely support End Users,
to distribute software and to perform other required desktop administration actions.

(6) The JUS Engineering Service must implement any out-of-the-box capability of the desktop
management tool as specified by Canada from time to time.

7 The JUS Engineering Service must install and configure the desktop management tool to
minimize the need to perform on-site work by implementing, at minimum, these capabilities:

a) remote administration of devices;

b) automatic distribution of OS Images;
c) automatic distribution of patches;

d) automatic distribution of upgrades;
e) automatic distribution of software;

f) self-service application store;

device and user policy management;

«Q
-
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(11)

(12)

(13)

h) asset auto-discovery;
i) automatic collection of IT asset information on hardware and software licenses; and
j) automatic collection of software usage.

The JUS Engineering Service must submit an implementation strategy for the desktop
management tool before the end of the Operational Readiness Phase (see Annex A General
SOW, Operational Readiness Phase subsection) for approval by Canada that includes:

a) a list of Canada key requirements;

b) a summary of key architecture driver requirements;

c) an assessment of the currently installed desktop management tool;

d) strategy to expedite the implementation;

e) an option analysis for the implementation approach choosing upgrading or re-installing;

f) a recommendation for the installation approach; and
g) an implementation plan for the recommended approach.

The JUS Engineering Service must submit a design for the desktop management tool before the
end of the Operational Readiness Phase (see Annex A General SOW, Operational Readiness
Phase subsection) for approval by Canada.

The design for desktop management tool must include:

a) an architecture and design of the various components with particular emphasis on the
component interfaces;

b) design specifications for all system interfaces between the desktop management tool and
other components; and

c) a deployment architecture that describes the allocation of logical service components to
virtual and/or physical computing nodes and highlights the redundancy, scalability and
security features of the architecture that support the achievement of all required service
levels.

The design for the desktop management tool must ensure that cryptographic solutions (e.g.,

VPN solutions, TLS, software modules, PKI, and authentication tokens where applicable) in use

for the desktop management tool:

a) use cryptographic algorithms and cryptographic key sizes and crypto periods that have
been approved by Communications Security Establishment of Canada (CSEC), validated
by the Cryptographic Algorithm Validation Program
(http://csrc.nist.gov/groups/STM/cavp/), and are specified in ITSA-11E (http://www.cse-
cst.gc.calits-sti/publications/itsa-asti/itsa11e-eng.html) or in any subsequent version;

b) be implemented in a Cryptographic Module, validated by the Cryptographic Module
Validation Program (http://www.cse-cst.gc.calits-sti/services/industry-prog-industrie/cmvp-
pvmc-eng.html) to at least Federal Information Processing Standard (FIPS) 140-2
validation at Level 1; and

c) operate in FIPS Mode.

The design for desktop management tool must conform to network security zoning in

accordance with IT Security Guidance (ITSG) ITSG-22 (http://www.cse-

cst.gc.ca/documents/publications/itsg-csti/itsg22-eng.pdf) and ITSG-38 (http://www.cse-
cst.gc.ca/documents/publications/itsg-csti/itsg38-eng.pdf).

The design for the desktop management tool must conform to security requirements, as
specified by Canada, including but not limited to:

a) role based access control with least privilege;
) separation of duties;

) integrity control of Canada software;

)

)

Qo O T

prevent tampering with software images;
secured remote control sessions;
) logging any action performed with the tool so it is fully auditable;

= O
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g) antivirus protection;

h) data loss prevention;

i) intrusion detection and prevention;
j) white listing of applications; and

k) persistent threat detection.

(14)  The JUS Engineering Service must implement the desktop management tool in compliance with
the approved implementation methodology and design when requested by Canada after the
Transition-In (see Annex A General SOW, Transition-In subsection).

(15)  The JUS Engineering Service must support and perform system management of the desktop
management tool.

(16)  The JUS Engineering Service must resolve Incidents for the desktop management tool.
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3

3.1

3.2

3.3

3.31

DEVICE ENGINEERING SUPPORT

(1 The JUS Engineering Service must provide Level 3 Support for the OS images and software
installation packages identified in the following table in Appendix C: Standard Hardware and
Software List:

a) Table 3 — OS Image
b) Table 5 — SCCM Packages L3

) The scope of the JUS Engineering Service Level 3 Support the Contractor must provide is
limited to OS Images and software installation packages distributed with the desktop
management tool and to administrative functions that can be performed centrally with the
desktop management tool.

(3) For clarity, the JUS Engineering Service must not provide Level 3 Support for the software
products. The support is limited to the OS Images and the installation packages.

Service Remediation

(1)  The JUS Engineering Service must work on Incidents assigned to them.

) The JUS Engineering Service must prioritize its efforts according to the priority of the Incident
Ticket (see General SOW subsection Incident Management) where Incidents with the highest
priority are resolved first.

(3) Upon receiving an Incident assigned by the JUS Service Desk Service or the Service Manager,
the JUS Engineering Service must:

a) assign the Incident Ticket to a JUS Engineering Service representative;
b) confirm acceptance of the Incident Ticket to the JUS Service Desk Service;

c) contact the appropriate Contractor and/or other Canada representative(s) to confirm the
assignment, if required;

d) use the desktop management tool to attempt to remotely resolve the Incident if necessary;

e) co-operatively work with Canada and any other third parties as requested by Canada to
resolve Incidents as required;

f) involve other resolution groups as required;

9) report the resolution of the Incident to the appropriate Contractor and/or Canada
representative(s);

h) conduct appropriate testing to ensure that the work was completed properly;

i) update the Incident Ticket promptly according to the Service Level Targets;

j) ensure that all applicable procedures, standards and quality controls have been adhered
to; and

k) ensure that the Incident Ticket is properly “closed”.

Service Requests

(1 The JUS Engineering Service must accept and execute Service Requests assigned to it from the
JUS Service Desk Service.

IT Service Management Activities

(1 The JUS Engineering Service must participate in Incident Management, Problem Management,
Change Management, Release Management, Configuration Management, Asset Management
and Software License Management when these processes as required.

Incident Management

(1 The JUS Engineering Service must perform Incident Management according to the HDS
Managed Service Incident Management process (refer to General SOW, Incident Management
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3.3.2

3.3.3

3.34

3.3.5

3.4

3.5

3.6

subsection).

Problem Management

(1 The JUS Engineering Service must participate in Problem Management in compliance with the
Problem Management process (refer to General SOW, Problem Management subsection).

Change Management

(1) The JUS Engineering Service must participate in Change Management in compliance with the
Change Management process (refer to General SOW, Change Management subsection).

Release Management

(1 The JUS Engineering Service must participate in Release Management in compliance with the
Release Management process (refer to General SOW, Release Management subsection).

Configuration Management, Asset Management and Software License Management

) The JUS Engineering Service must ensure that updates for Asset Management, Software
License Management and Configuration Management are made to the Configuration
Management Database (CMDB) repository as a result of IT Service Management processes.

Engineering Support
(1) The JUS Engineering Service must provide engineering support for software installation
packages and OS images managed by the desktop management tool.

) The JUS Engineering Service must escalate technology issues to the Service Manager for
review by Canada.

(3) The JUS Engineering Service must adapt, tune, and improve the desktop management tool to
ensure optimal performance.

(4) The JUS Engineering Service must assess capacity requirements for the HDS and provide
recommendations for capacity changes.

(5)  The JUS Engineering Service must evaluate Canada’s technical, functional, and operational
requirements to offer technology suggestions and solutions to technology issues.

Security and Configuration Policy Management
() The JUS Engineering Service must apply security and configuration policies on any given device
as specified by Canada.

) The JUS Engineering Service must provide to Canada for approval a test plan to fully test the
new or updated policy.

(3) The JUS Engineering Service must execute the test plan approved by Canada and provide
Canada with the test results for approval.

(4) When the test results for the new or updated policy are approved by Canada, the JUS
Engineering Service must:

a) store device policy as Configuration ltems in the CMDB; and
b) invoke the Release Management Process to distribute the new or updated policy.

OS Image Management

(1 The goal of OS Image Management is to maintain the currency of both deployed and deployable
images.

) The JUS Engineering Service OS Image Management must be initiated by a Change Request to
integrate new or changed software components that are part of an OS image.

(3) The JUS Engineering Service must update the OS Image from updated software components
from the Definitive Software Library.
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3.7

3.8

The JUS Engineering Service must group updated software components into a release as
specified by Canada.

The JUS Engineering Service must ensure the updated OS Image is still in compliance with
Canada build books and Canada security configurations requirements as specified by Canada.

The JUS Engineering Service must scan the updated OS Image with malware detection tools as
specified by Canada.

The JUS Engineering Service must provide to Canada for approval a verification test plan to test
the updated OS Image.

The JUS Engineering Service must execute the verification test plan approved by Canada and
provide Canada with the test results for approval.

When the test results for the updated OS Image are approved by Canada, the JUS Engineering
Service must:

a) store updated OS Image as Configuration Items in the CMDB and in the Definitive
Software Library; and

b) invoke the Release Management Process to make the updated OS Image available for
distribution.

OS Image Development

The goal of OS Image Development is to develop new images to be available for deployment via

Device Deployment or live updates.

The JUS Engineering Service must create new OS Images as and when requested by Canada

in a Service Request.

The JUS Engineering Service must create new OS Images from software components in the

Definitive Software Library.

The JUS Engineering Service must configure the new OS Image in compliance with Canada

build books and Canada security configuration requirements.

The JUS Engineering Service must scan the new OS Image with malware detection tools as

specified by Canada.

The JUS Engineering Service must provide to Canada for approval a verification test plan to test

the configuration of the new OS Image.

The JUS Engineering Service must execute the test plan approved by Canada and provide

Canada with the test results for approval.

When the test results for the new OS Image are approved by Canada, the JUS Engineering

Service must:

a) store new OS Image as Configuration Items in the CMDB and in the Definitive Software
Library; and

b) invoke the Release Management Process to make the new OS Image available for
automated distribution.

Component Integration

Q)

2

The JUS Engineering Service Component Integration must be initiated by the Change
Management process or a Service Request.

The JUS Engineering Service must ensure:

a) the stability of the system with the introduction, modification, configuration, reinstallation
and removal of new software components;

b) minimal impact to currently deployed software components by the introduction, update or
removal of a software component;

c) that new software components function as designed within a managed configuration;

d) that the managed configuration is not impacted by the update or removal of a software
component; and
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3.9

@)

(10)

(1

(12)

e) that all deployed software components can be tracked and reported.

The JUS Engineering Service must create a Software Package for the software component
ensuring that:

a) installation, modification, reinstallation, removal and configuration routines for software
components is as transparent and unobtrusive to End User as possible while providing the
ability to monitor the status during their execution;

b) there is minimal impact to End User data and settings during the execution of the
installation, modification, configuration, reinstallation and removal routines;

c) software components are self-configurable after installation routine;
d) conflict and dependency resolution is built-in to the installation, modification, reinstallation,
configuration and removal routines;

e) every software component provide an installation, modification, configuration, removal and
reinstallation routine;

f) installation, modification, reinstallation, removal and configuration routines minimize the
required reboots with a goal of none;
g) installation, modification, reinstallation, removal and configuration routines do not require

any End User input unless absolutely necessary;

h) installation of software component leaves source files on device for easy configuration,
modification, reinstallation and removal; and

i) installation, modification, configuration, reinstallation and removal routines only execute
on authorized devices (i.e. device policy).

The JUS Engineering Service must scan software components with malware detection tools as

specified by Canada.

The JUS Engineering Service must document the software components to provide supporting

organizations sufficient information to resolve incidents.

The JUS Engineering Service must include in the software component repository all information
pertaining to a software component, e.g. source files, documentation, routines, final package,
signoffs, test plans, etc.

The JUS Engineering Service must implement version control on all software components.

The JUS Engineering Service must track package lifecycle (creation, publishing, production,

retirement) including User Acceptance Testing signoff.

The JUS Engineering Service must support an environment for application support and User

Acceptance Testing of business applications.

The JUS Engineering Service must provide to Canada for approval a test plan to verify the

software component installation.

The JUS Engineering Service must execute the test plan approved by Canada and provide

Canada with the test results for approval.

When the test results for the software component installation are approved by Canada, the JUS

Engineering Service must:

a) store the software component as Configuration Items in the CMDB and in the Definitive
Software Library; and

b) invoke Release Management Process to make the software component available for
automated distribution.

Patch management

The main goal of Patch Management is to protect devices from security vulnerabilities in the OS
and software components deployed.

The JUS Engineering Service must perform software updates, driver updates, firmware updates,
and patch management for software components.

The JUS Engineering Service must monitor software for patches, updates, hot fixes, firmware
updates, or other updates that may require a software component to be updated and provide
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Canada with a weekly update plan for approval by Canada.

(4) The JUS Engineering Service must perform Patch Management in compliance with the
approved Configuration Management Plan (refer to General SOW, Configuration Management
Plan subsection).

(5)  The JUS Engineering Service must update software components impacted by patches (refer to
Component Integration subsection).
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4 SERVICE LEVEL TARGETS

(1

The JUS Engineering Service must have the following Service Level Targets (refer to Annex A:
General SOW, subsection Service Level Targets) for the Standard Service Level Plan:

a) SLT-ES-MTTRTI-1 (Escalated Support - Maximum Time to Respond to Incident —
Standard); and

b) SLT-ES-MTTRFI-1 (Escalated Support - Maximum Time to Restore from Incident —
Standard).

The JUS Engineering Service must have the following Service Level Targets (refer to Annex A:

General SOW, subsection Service Level Targets) for the Premium Service Level Plan:

a) SLT-ES-MTTRTI-2 (Escalated Support - Maximum Time to Respond to Incident —
Premium); and

b) SLT-ES-MTTRFI-2 (Escalated Support - Maximum Time to Restore from Incident —
Premium).

The JUS Engineering Service must have the following Service Level Targets (refer to Annex A:

General SOW, subsection Service Level Targets):

a) SLT-ES-MTDCSU (Escalated Support — Maximum Time to Deploy Critical Security
Update).
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5 REPORTING

(1

The JUS Engineering Service must provide a monthly OS Image and Deployment report to
Canada in tabular and graphical format that includes :

a) the number of OS Images created;

b) the number of OS Images updated;

c) the number of OS Images released in the month;

d) the number of successful OS Image deployments; and
e) the number of failed OS Image deployments.

The JUS Engineering Service must provide a monthly Software Package and Deployment report
to Canada in tabular and graphical format that includes :

a) the number of Software Packages created;

b) the number of Software Packages updated;

c) the number of Software Packages released in the month;

d) the number of successful Software Package deployments; and
e) the number of failed Software Package deployments.

The JUS Engineering Service must provide a monthly Patches and Deployment report to
Canada in tabular and graphical format that includes :

a) the number of Software Patches created;

b) the number of Software Patches released in the month;

c) the number of successful Software Patches deployments; and
d) the number of failed Software Patches deployments.

The JUS Engineering Service must provide a monthly Policy Deployment report to Canada in
tabular and graphical format that includes :

a) the number of policies created;

b) the number of policies applied;

c) the number of policy compliant devices; and
d) the number of non-compliant devices.

The JUS Engineering Service must provide a monthly Policy Status report to Canada in tabular
and format that includes :

a) A list of policies by device type.
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Term Definition

Abandoned Call A telephone call that is connected to the Contractor’s telephone
system and the Calling Party terminates the call before a Service
Desk Agent answers the call.

Acceptance Test Plan (ATP) The document which describes the tests that the Contractor must
perform on the Work before submitting it to Canada.

Account The combination of Identity Profile, data attributes, credential
bindings and authorizations.

A User that is authorized to perform administrative operations for

Administrator the JUS HDS Services.

Affiliate For the purposes of this solicitation, an Affiliate will include any
entity which does not operate at arm's length from the
Respondent, including a parent or a branch, division or
subsidiary of the Respondent.

Alternate Service Channel All Service Channels to obtain support over and above
Telephone and Web-Chat Support. This includes Voice-mail,
Email and Service Delivery Portal Self Service.

Application Support Support for a commercial software or custom developed
application.
Asset Management Discipline for tracking and managing the lifecycle of an asset

including acquisition, installation, changes, and disposal. Assets
can include Hardware or Software.

Asset Management Record A collection of information for a specific Hardware or Software
Asset. Information could include (but not limited to) Asset Tag,
Description, Make, Model, Location and Assignee.

Authentication Process to verify the digital identity of the sender of a network
communication.

Authorized End User An End User that has an Account on the Service Delivery Portal.

Bid An offer to provide services and supply goods for the Contract
Period as a result of this solicitation.

Bidder A Respondent submitting a Bid.
Billing Detail File File that contains Billing Records.
Billing Record Record in a Billing Detail File that includes a single charge

inclusive of all fees or discounts.
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BlackBerry

A registered trademark of BlackBerry Corporation.

BlackBerry Device

Any Canada-owned Mobile Device from BlackBerry.

Building

Name of a building where a Service Delivery Point is located.

Calendar Month

From 00:00 the first day of the month to 24:59 the last day of the
month

Canada Certificate Authority

Canada-owned Certificate Authorities.

Canada Data Centre LAN

LAN infrastructure located at Canada Service Delivery Points

Canada Directory

A Canada-owned directory system that is a repository for User
identities information.

Canada File Service

A Canada-owned network service to allow End Users to store
files on networked file servers.

Canada LAN

LAN infrastructure located at Canada Service Delivery Points

Canada Print Service

A Canada-owned network service to allow routing of print jobs to
networked printers.

Canada Secure Perimeter

Canada-owned and managed IT infrastructure and services that
mitigate security risks associated with connecting to GC Network
(GCNet).

Catalogue

A collection of Services or Products available for ordering at a
specified price.

Certificate

An public key certificate, in a format which is in accordance with
ITU-T recommendation X.509 V3, as described in
rfc5280(http://www.ietf.org/rfc/rfc5280.txt), which contains a
public key of a subscriber, which can be an individual or a
device, together with related information that is digitally signed
with the private key of the Certification Authority that issued the
Certificate.

Certificate Authority

An authoritative entity that issues Certificates.

Change Management

Standardized methods and procedures used for efficient and
prompt handling of all changes to JUS HDS Services, in order to
minimize the number and impact of any related Incidents upon a
Service.

Change Request

Request to make a change to the hardware, software,
applications and processes used by the Contractor to deliver the
JUS HDS Services. A Change Request is also known as a
Request for Change.

Change Ticket

The means to record a Change Request.
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City

Name of a city where a Service Delivery Point is located.

Client

Canada, those government institutions for whom Canada’s
services are mandatory at any point during the Contract Period,
and other organizations for whom Canada’s services are optional
at any point during the Contract Period and that choose to use
those services from time to time.

Committed Delivery Date

Date proposed by the Contractor, and approved by Canada, to
successfully complete a Service Order.

Component Integration

The practice of combining individually tested software
components into a managed configuration such as an OS Image
with common software products .

Configuration Management

Standardized methods and procedures for changes made to
hardware and software components of JUS HDS Services.

Configuration Management
Database (CMDB)

A repository that holds a collection of IT assets that are
commonly referred to as Configuration ltems (Cls), as well as
descriptive relationships between such assets.

Contractor Secure Perimeter

Contractor owned and managed Information Technology (IT)
infrastructure and services that mitigate security risks associated
with connecting to the Government of Canada (GC) Network.

Coverage Period

Day and time to provide services. Coverage Period has the same
meaning as principal period of maintenance.

Customer Satisfaction
Measurement Survey

An instrument to collect service satisfaction rating from the End
Users which is distributed according to pre-established rules via
the Service Delivery Portal.

Data Centre

A facility used to house computer systems and associated
components, such as telecommunications and storage systems.

Dedicated Contractor Data Centre

LAN

LAN infrastructure located at Contractor Service Delivery Points
and dedicated to the JUS HDS Services.

Definitive Software Library (DSL)

A secure location, consisting of physical media or a software
repository located on a network file server, in which the definitive
authorized versions of all software are listed, stored and
protected and from which control and release is managed.

Degraded Performance

All of the functions of the impacted JUS HDS Services are
operational. Performance is slower than normal but causes
minimal or no disruption to service delivery.

Denial of Service

An attempt to make a machine or network resource unavailable
to its intended users. Examples include: bandwidth attack,
distributed denial of service, backscatter, consumption of system
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resource attack, communication obstruction, disruption of state
information, disruption to routing/DNS information and web
defacement.

Device

A physical object (e.g., a projector, whiteboard, computer/laptop,
printer).

Device Deployment

The process of preparing a device with all the required software
and configuration and installing it at the destination location.

Email Support

The ability for End Users to communicate with the HDS Service
Desk Service via Email.

Emergency Change

A Change Request to operationally restore a Service where the
failure or degradation of the Service severely impacts Service
delivery or to correct a security Incident.

End User

A person that is authorized to use the JUS HDS Services.

End User Device

A desktop or laptop computer, a Smartphone or a Tablet.

Enhancement

Often referred to as an "interim release”. An interim release
version of the licensed software, which is often documented by
adding a further decimal and digit to the version or release
number (i.e., V.X.X.2 would be the next enhancement after
V.X.X.1).

Feature Profile

Identifies the features (i.e., options) of a Service Catalogue Item
(SCI) for a JUS HDS Services.

Federal Government Working Day
(FGWD)

A calendar day, except for Saturday, Sunday and the following
holidays:

1. New Year's Day";
Good Friday and Easter Monday;
Victoria Day;
Canada Day;
Labour Day;

2

3

4

5

6. Thanksgiving Day;

7. Thanksgiving Day;
8. Remembrance Day’;
9. Christmas Day'; and
10. Boxing Day?.

1If this holiday occurs on a Saturday or Sunday, then the following
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Monday will be a holiday

2 If this holiday occurs on a Saturday, then the following Monday will be
a holiday. If this holiday occurs on a Sunday or Monday, then the
following Tuesday will be a holiday.

Firm Monthly Rate

Firm all-inclusive rate per month.

Firm Unit Hourly Rate

Firm all-inclusive unit rate per hour.

Firm Unit Monthly Rate

Firm all-inclusive unit rate per month.

Firm Unit Price

Firm all-inclusive unit price.

Floor

Floor at a civic address where a Service Delivery Point is
located.

Frequently Asked Questions

A web site that provides answers to a list of typical questions that
End Users might ask regarding the Workplace Technology
Devices or the HDS Managed Service.

Full Outage

All functions of the impacted JUS HDS Services are unavailable.

GC Network (GCNet)

Wide Area Network (WAN) infrastructure that interconnects
Canada Local Area Networks (LANS).

GEDS

The Government Electronic Directory Service.

Geographic Boundaries of Canada

Geographic Boundaries of Canada refers to all locations within
Canada and locations in foreign jurisdictions, such as embassies
or other Canadian government offices that are afforded
consideration under diplomatic law permitting Canada to control
its assets.

Go Live Date

The date that the Contractor must begin to deliver complete
operational JUS HDS Services as per SOW requirements.

Government Furnished Equipment
(GFE)

Equipment or software that is owned by Canada and provided to
the Contractor.

Hardware

A physical device or component such as a desktop, laptop,
printer or monitor.

HDS Data (Help Desk and Support
Data)

All data associated with HDS Managed Service on any media.
This could include troubleshooting scripts, Service Management
information, and the Self-Help Knowledgebase.

HTTP Request

Any HTTP message sent or received over transport layer
protocol. Includes both secure (i.e., https://) and non-secure (i.e.,
http://) requests.

The calculation HTTP Request response time begins from the
time the HTTP Request crosses the contractor’s network
demarcation point until a response leaves the Contractor’'s
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network demarcation point.

Identity Profile A collection of data attributes associated with a User, Service or
Resource.
Incident Event which is not part of the standard operation of a Service

and which causes, or may cause, an interruption to, or a
reduction in, the quality of that Service.

Incident Management Standardized methods and procedures to restore a service to
normal operation as quickly as possible and to minimize the
impact on business operations

Incident Number Unique identifier for an Incident.

Incident Ticket Information attributes captured for an Incident. Examples could
include Incident Number, Description, Resolution and Severity.

Information Breach The intentional or unintentional release of secure information to
an untrusted environment.

Infrastructure Set of hardware, software and networks required to support the
JUS HDS Services.

Infrastructure Component A specific instance of hardware, software or network required to
support the JUS HDS Services.

Installation The general installation services provided by the Contractor. The
Installation services requirements are described in JUS HDS
Services Annex A: SOW and elsewhere in the Contract.

Internet Collection of interconnected networks and application servers
that are publicly accessible worldwide and that are commonly
referred to as the Internet.

iOS Mobile Device A Mobile Device that implements the iOS operating system
version 5 or higher.

Item Number or Item No. Unique identifier for a Service or Product as described in JUS
HDS Services Annex C Pricing.

Justice Canada (JUS) The Department of Justice Canada
JUS HDS Services (Justice A Service, owned and managed by the Contractor, which can be
Canada Help Desk and Support ordered by Canada.

Services)
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JUS HDS Services Data

All JUS HDS Services System Data and JUS HDS Services
Management Data on any media.

JUS HDS Services Facility

A Contractor Service Delivery Point where JUS HDS Services
Infrastructure is located.

JUS HDS Services Infrastructure

All hardware and software at Contractor Service Delivery Points
that processes and stores JUS HDS Services Data and that
Operators use to operate, administer and manage JUS HDS
Services.

Knowledge Repository

An online database that systematically captures, organizes, and
categorizes knowledge-based information and allows End Users
to search the repository with thanks advanced search
capabilities.

Known Error

Identified root cause of a Problem

Level 1 Support

A first contact point for End Users that resolves relatively
common Incidents with Hardware and Software

Level 2 Support

A more experienced and knowledgeable supporting group that
typically resolve more complex Incidents for Hardware or
Software that Level 1 Support could not resolve.

Level 3 Support

A highly experienced and knowledgeable supporting group that
typically resolve very complex Incidents for a Hardware or
Software that Level 2 Support could not resolve.

License Management

Discipline for tracking and managing the lifecycle of a software
license, including acquisition, installation, changes, and removal.

Local Area Network (LAN)

Supplies networking capability to a group of computers in close
proximity to each other.

Maintenance Plan

Plan defining requirements for maintenance of hardware or
software.

Maintenance Service

Means the services provided by the Contractor to deliver the
Maintenance Plan.

Malware

Short for malicious (or malevolent) software. Used or created by
attackers to disrupt computer operation, gather sensitive
information, or gain access to private computer systems. It can
appear in the form of application source code, scripts, active
content, and other software.

Management Service Plan

Plan that specifies the service management to be provided by
the Contractor for a JUS HDS Services
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Management Services

IT Service Management services that includes: incident
management, problem management, change management and
release management.

Maximum Service Outage Time

Maximum accumulated outage time attributable to one or more
Incidents in a calendar month.

Maximum Time to Restore Service

Maximum time to restore a JUS HDS Services for an Incident.

Microsoft

Microsoft is a registered trademark of Microsoft Corporation.

Mobile Code

Software programs or parts of programs obtained from remote
information systems, transmitted across a network, and executed
on a local information system without explicit installation or
execution by the recipient. Mobile code technologies include, for
example, Java, JavaScript, ActiveX, Postscript, PDF, Shockwave
movies, Flash animations, and VBScript.

Mobile Device

A tablet, cell phone or smart phone.

Mobile Network

Public network for mobile devices.

Multi-Functional Device Printer

A Device that prints digital content onto paper, faxes digital
content over a telephone line, scan paper into digital content and
email scanned digital content.

National Interest

Concerns the defence and maintenance of the social, political
and economic stability of Canada.

Network Address Translation (NAT)

Process of modifying network address information in datagram
(IP) packet headers while in transit across a traffic routing device
for the purpose of remapping one IP address space into another.

New Release

Means a system release, a version release, and interim release
of licensed software, regardless of whether the Contractor refers
to it as a “new release”.

On-Site Support Service

A JUS HDS Services owned and managed by the Contractor and
located at Canada locations (e.g. office building, conference
centres, court of law), that can be ordered by Canada to provide
support to End Users.

Operations Centre

Contractor location that includes infrastructure and resources
required for the centralized management and operation of the
JUS HDS Services.

Operator

A person, under the control of the Contractor, which administers
JUS HDS Services infrastructure.

Operator Account

The combination of Identity Profile, data attributes, credential
bindings and authorizations for an Operator for JUS HDS
Services Infrastructure components.




JUS HDS Services - Annex A: SOW General
Appendix E to Annex A — Security Requirements

Protected B

Original Equipment Manufacturer The manufacturer of the hardware, as evidenced by the name

(OEM) appearing on the hardware and on all accompanying
documentation.
OS Image A replica of the content of the disk drive of a computer configured

with an operating system and a set of software for the purpose of
replicating the computer configuration on another computer
without the need to go through a formal installation each
component.

OS Image Development

The process of developing a new OS Image.

OS Image Management

The process of integrating and testing updated software
components into an existing OS Image.

Partial Outage

One or more functions of the impacted JUS HDS Services are
unavailable or performance is degraded to the level to cause
considerable disruption to service delivery.

Personal Information

Please refer to the Privacy Act, R.S.C., 1985, c. P-21, Section 3.
Definitions (http://laws-lois.justice.gc.ca/eng/acts/P-21/page-
1.html#docCont).

1)

Platform

General purpose information systems components used to
process and store electronic data, such as desktop computers,
servers, network devices, and mobile devices. Platforms usually
contain server hardware, storage hardware, utility hardware,
software and operating systems.

Portable Device

A computer that is designed to be moved from one place to
another and includes a display, a keyboard and a pointing
device. The portable device (e.g., a laptop, a notebook, a
netbook, an ultrabook, etc.) is essentially equivalent to a desktop
computer in capability.

Portable Digital Media

A form of electronic removable media (i.e., a USB key, a USB
hard drive, a memory stick, etc.) where data are stored in digital
form, which can be easily transported from place to place.

Portal Administrator

Person who manages privileges and Accounts on the Service
Delivery Portal.

Postal Code

Means the postal code associated with a civic address.

Premium Service Level Plan

A collection of Service Level Targets that together make up the
Premium Service Level Plan for a specific End User.




JUS HDS Services - Annex A: SOW General Protected B
Appendix E to Annex A — Security Requirements

Premium User

An End User of the GC that is assigned to the Premium Service
Level Plan, as identified by Canada.

Price Summary

Summary of prices/rates for the components required to make up
a complete Product.

Privacy Breach

Incident involving the unauthorized disclosure of personal
information.

Problem

Unknown cause of one or more Incidents, often identified as a
result of multiple similar Incidents.

Problem Management

Standardized methods and procedures to minimize the impact of
Problems for JUS HDS Services.

Problem Ticket

Information attributes captured for a Problem. Examples could
include Problem Number, Description, Resolution and Severity.

Product

A JUS HDS Services software application ordered and
subsequently owned by Canada.

Prohibited Software

A Software not permitted to be located on an End User
Computing Device.

Project Management Body of
Knowledge (PMBOK Guide)

A book which presents a set of standard terminology and
guidelines for project management published by the Project
Management Institute (PMI).

Protected Information

Information is "protected" if its disclosure could harm interests
other than the "national interest."

There are three levels of protected information:

Protected A (low-sensitive): Applies to information that, if
compromised, could reasonably be expected to cause injury
outside the National Interest, e.g., disclosure of exact salary
figures.

Protected B (particularly sensitive): applies to information that, if
compromised, could reasonably be expected to cause serious
injury outside the National Interest, e.g., loss of reputation or
competitive advantage.

Protected C (extremely sensitive): applies to the very limited
amount of information that, if compromised, could reasonably be
expected to cause extremely grave injury outside the National
Interest, e.g., loss of life.

Public Key Infrastructure (PKI)

Infrastructure that binds the publically available encryption and
signing keys with their registered users or devices by means of a
certificate authority.

Public Service

Government agency at the federal, provincial/state and
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municipality level.

Regional On-Site Support
Personnel

Canada personnel that provides on-site support to End Users
located outside the National Capital Region.

Release Management

Standardized methods and procedures for the integration and
flow of development, testing, and deployment of JUS HDS
Services.

Release Record

Information attributes captured for a Release. Examples could
include Release Identifier, Description, Planned Release Date
and Actual Release Date.

Remote Access

Access to the JUS HDS Services Infrastructure through an
external network (e.g., the Internet).

Remote Management

Administrative or maintenance activities conducted by an
Operator over a network.

Request for Proposal (RFP)

A form of bid solicitation used for complex requirements, where
the selection of a supplier cannot be made solely on the basis of
the lowest price. An RFP is used to procure the most cost-
effective solution based upon evaluation criteria identified in the
RFP.

Resolvable Incident

An Incident that can be resolved using troubleshooting scripts or
the desktop management tool (i.e. does not require physical
access to the device).

Return Merchandise Authorization
(RMA)

Numbered authorization provided by a seller or a manufacturer to
permit Canada to return an item for refund or replacement.

Return-to-Depot Instructions

A set of instructions that detail the process by which Canada may
return defective equipment to the Contractor’s facilities.

Room

A static physical location.

Root Cause Analysis

A method of problem solving that focuses on identifying the root
causes of Incidents and Problems from their symptoms.

Rush Service Plan

A Service Level Target with maximum request per month for
emergency situation to make up the Rush Service Level Plan for
a specific End User.

SDPID

Alpha-numeric location identifier of the Service Delivery Point.

SDPName

Name of the Service Delivery Point.

Secure Perimeter

Logical and physical boundary around network accessible
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resources and information, which is controlled and protected
against unauthorized access from outside of the boundary.

Security Assessment

The on-going process of evaluating the performance of IT
security controls throughout the lifecycle of information systems
to establish the extent to which the controls are implemented
correctly, operating as intended, and producing the desired
outcome with respect to meeting the departmental business
needs for security. Security assessment supports authorization
by providing the grounds for confidence in information system
security.

Security Authorization

The on-going process of obtaining and maintaining official
management decision by a senior organizational official to
authorize operation of an information system and to explicitly
accept the risk of relying on the information system to support a
set of business activities based on the implementation of an
agreed-upon set of security controls, and the results of
continuous security assessment.

Security Incident

An unauthorized behaviour (against the security policy of the IT
system) regarding the operation and administration of the IT
system that has the potential to compromise the IT systems
confidentiality, integrity, or availability.

Security Information and Event
Management (SIEM)

A technology that provides real-time analysis (collection,
aggregation, correlation) of security alerts generated by
infrastructure components and applications.

Security Posture

A characteristic of an information system that represents the
ability of implemented security controls to satisfy the business
needs for security and counter a selected threat environment.

Note:

1) A security posture that satisfies the business needs for
security and counters a selected threat environment is
deemed adequate. The security posture may vary over
time, as threats and business needs for security evolve,
and vulnerabilities are discovered. To maintain an
adequate security posture requires the review and
update of implemented security controls to adapt to
changes.

2) The security posture of an information system is
assessed using the same methodology as security risks
assessment, and is thus a closely related concept. The
adequacy of a security posture implies that the residual
risks are low.

Security Requirements Checklist
(SRCL)

Personnel and facility clearance requirements.
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Self Service A Service Channel for an End User to use the Service Delivery
Portal to perform transactions (such as create an Incident Ticket)
or get information (such as reference the Knowledgebase).

Service A JUS HDS Services provided by the Contractor to Canada that

is owned and managed by the Contractor.

Service Access Point

A logical reference label for a Service.

Service Catalogue Item (SCI)

A Service or Product that can be ordered from the pricing
catalogue.

Service Channel

A mechanism for an End User to obtain support. Service
Channels include Telephone Support, Self Service Support,
Voice-Mail Support, Email Support and Web-Chat Support.

Service Credit

A fee that the Contractor must pay Canada upon failure to deliver
on a Service Level Target for a given time frame.

Service Credit Period

The period of time from which a Service Credit is calculated and
applied.

Service Delivery Interval (SDI)

The maximum amount of time for the Contractor to complete the
Work described in a Service Order.

Service Delivery Point

Physical location in a building where a Service or Product is
implemented.

Service Delivery Portal

Means the service portal, provided and managed by the
Contractor after Operational Readiness. The requirements for
the Service Delivery Portal are described in JUS HDS Services
Annex A: SOW General subsection Service Delivery Portal and
elsewhere in the Contract.

Service Delivery Portal Account

The combination of Identity Profile, data attributes, credential
bindings and authorizations for a User, Administrator, Service or
Resource defined by an Administrator in the Service Delivery
Portal.

Service Desk

Refer to the section as described in JUS HDS Services SOW
General subsection Service Desk.

Service Domain

Logical grouping of Services and Products that share a business
or technical affinity such as type of Service and/or Product, trust
relationship, technical authority, etc.

Service Level Plan

A collection of Service Level Targets that together make up the
Plan that can be assigned to an End User population.

Service Level Target (SLT)

Value that is used to assess the performance, availability or
quality of Service, Product or system as described in JUS HDS
Services Annex A: SOW General subsection Service Level
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Targets.

Service Management Plan

Plan that specifies the service management to be provided by
the Contractor for a JUS HDS Services.

Service Order

The request from Canada for a Service or Product that can be
ordered from the pricing catalogue.

Service Order Period

Means the period between the date that the Service Order is
transmitted to the Contractor and the end date specified in the
Service Order.

Service Order Response

Number of Federal Government Working Days from the date of
issuance of the Service Order to the Contractor until acceptance
of the Work by Canada.

Service Platform

Hardware and/or software that is required for a JUS HDS
Services Product to operate.

Service Project

Means the service project resulting from the Contracting
Authority issuing a Service Order - Service Project. The
requirements are described in the article titled Process for
Issuing a Service Order sub-article Conducting The Work
Ordered Under A Service Order - Service Project and elsewhere
in the Contract.

Service Project Plan

Means the service project plan prepared by the Contractor for
each Service Project. The requirements are described in the
article titled Process for Issuing a Service Order sub-article
Conducting The Work Ordered Under A Service Order - Service
Project and elsewhere in the Contract.

Service Releases

Means a release of the Software which is designed to operate on
designated combinations of computer hardware and operating
systems. A new Service Release typically will be indicated by the
addition of one (1) to the first digit of the release number i.e.,
v.2.X.X would be the next Service Release after v.1.X.X).

Service Request

Request from Canada for the Contractor to perform a service
such as install software, or move a desktop.

Service Request Number

Unique Identifier for a Service Request.

Social Engineering

The manipulation of people into performing actions or divulging
confidential information. Examples include phishing, whaling,
and clone fishing.

Software

An application used by an End User. Software is typically
installed on Hardware.

Software Client

Any GC-owned or managed user agent or application that
connects to the JUS HDS Services.
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Software License Record

A collection of information attributes for tracking a software
license. Examples of information tracked could include an
Identifier, Title of the License, Publisher, Version and
Maintenance Expiry Date.

Software Package

A program or a set of programs that performs the installation of a
Software on a target operating system.

Software Patches

An engineering fix to a problem that may be incorporated into a
New Release to update licensed software in order to improve or
correct errors or defects in the program code.

Software Publisher

The owner of the copyright in any software included in the bid,
who has the right to license (and authorize others to license/sub-
license) its software products.

Standard

Means the standard applicable to a JUS HDS Services Managed
Service or Product. The Standard requirements are described in
JUS HDS Services Annex A: SOW General, subsection
Standards, and elsewhere in the Contract.

Standard Hardware and Software

The list of Canada approved hardware and software platforms,
as presented in Appendix D - Standard Hardware and Software
that must be supported by the Contractor.

Standard User

An End User of the GC that is assigned to the Standard Service
Level Plan, as identified by Canada.

Statement of Work (SOW) The Statement of Work (SOW) is a narrative description of the
work required and stipulates the deliverables or services required
to fulfill the contract. It defines the task to be accomplished or
services to be delivered in clear, concise and meaningful terms.

Stop Clock Time period that starts from the time one of the following event

occurs and ends and when the event is resolved:

1. the affected application or device is not available to the
Contractor when the Contractor arrives at the Service
Delivery Point ready to resolve an Incident;

2. the Contractor encounters a health or safety related
issue at the Service Delivery Point that prevents
resolving an incident;

3. the Contractor is prevented from resolving an Incident as
a result of a malfunction of an application or device for
which the Contractor is not responsible; and

4. the Contractor is prevented from resolving an Incident as
a result of delays caused by Canada.
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System A generic term used to mean network and other devices,
operating systems, computing platforms, virtualization software
and applications or any combination thereof. Its use is context
specific.

Telephone Support The ability for End Users to communicate with the HDS Service

Desk Service by telephone.

Threat and Risk Assessment (TRA)

Structured process designed to identify risks and provide
recommendations for risk mitigation through analysis of system /
service critical assets, potential threat events / scenarios, and
inherent vulnerabilities.

Threat Vector

A path or a tool that a hacker uses to gain access to a computer
or network server in order to deliver a malicious outcome.

Total Response and Resolution
Time

Time period that starts from the time an Incident Ticket is
assigned to the Contractor, including the time the Contractor
uses to travel to the affected Service Delivery Point, excluding
the Stop Clock time, and ends when the malfunctioning
application or device has been repaired and is turned over to the
End User for regular use at full functionality.

Unauthorized Access

When an entity gains unauthorized access to a system in order
to commit another crime such as destroying information
contained in that system. Examples include: infiltration,
compromise, hacking, privilege escalation and unauthorized
access/privilege.

Upgrades

Means an update to the Licensed Software to add, extend,
enhance and/or improve the existing features, functionality
and/or performance of the program code, which is documented
by a version or build number change to the right of the first
decimal (i.e., Product X Version 1.0 changes to Product X
Version 1.1 or Product X Version 1.0.0 changes to Product X
Version 1.0.1), regardless of whether the Contractor refers to it
as a “minor upgrade” or “major upgrade”.

User Agent

Software that is acting on behalf of a User.

User Service Domain (USD)

Service Domain containing one or more user based Products
and/or Services

Virtual Assistant

A virtual chat capability within the SDP tools that gives the End
Users the ability to ask questions without the assistance of an
Service Desk agent by searching answers from the Knowledge
Repository
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Voice-mail Support

The ability for End Users to communicate with the HDS Service
Desk Service via Voice-mail.

Web Browser Client

A mobile or desktop web browser that connects to the JUS HDS
Services using HTTP/HTTPS.

Web-Chat

A Service Channel for an End User to get support by on-line
chatting with the HDS Service Desk Service.

Windows Mobile Device

A Mobile Device that implements the Windows operating system
version 8 or higher.

Work Completion Notice

Means the Contractor's certification that the Work has been
inspected and tested in accordance with the Acceptance Test
Plan (ATP).
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TASK AUTHORIZATION FORM
FORMULAIRE D'AUTORISATION DE TACHES

PART 1 (completed by the Technical/Project Authority) / PARTI E 1 (complété par le Responsable technique / Chargé du projet)

A. General Information / Informations générales

Contract Number / Numéro du contrat :

Contractor Name / Nom du Contracteur :

Task Authorization (TA) No. / N° CommitmentNo./N°ede  Financial Coding / Code Date of Issuance / Date Response required by /
de l'autorisation de taches (AT):  I'engagement: financier : d'émission : Réponse requise par :

B. For Amendments Only / Aux fins de modification seulement

Amendment No. / N° de la modification :

Reason for the Amendment / Raison pour la modification :

C. TA Requirements / Exigences relatives a I'AT

Required Resource(s) / Ressource(s) requise(s)

Estimated Level of
Effort (days) / Niveau | Linguistic Profile / Profile |Required Level(s) of Security /
d'effort estimatif linguistique Niveau(x) de sécurité requis

(jours)

Category / Catégorie Level / Niveau

L]+

Statement of Work (tasks, deliverables, reports, etc.) / Enoncé des travaux (taches, livrables, rapports, etc.)

Period of Services / Période de service:

Initial Start Date / Date de début initiale : Initial End Date / Date de fin initiale :

Extented End Date (See Reason for the Amendment) / Date de fin prolongée (voir Raison pour la modification) :

[ ] Option To Extend Initial End Date / Option pour prolonger la date de fin initiale

Travel Requirement(s) / Exigence(s) de voyage :

Work Location(s) / Lieu(x) de travail :

PA RT 2 (completed by the Contractor and/or the Technical/Project Authority ) / PA RTI E 2 (complété par le Contracteur et/ou le Responsable technique / Chargé du projet)

A. Contractor Resource(s) / Ressource(s) du Contracteur

Note: once approved, only the following resources may provide services under this TA./ Nota : une fois approuvée, seules les ressources suivantes peuvent fournir des services sous la présente AT.

Page 1 of 2




TASK AUTHORIZATION FORM
FORMULAIRE D'AUTORISATION DE TACHES

Level / | Linguistic Profile /

Name /Nom Category / Catégorie Niveau | Profile linguistique

PWGSC Security
Level of Security / Niveau |File No./N°e du
de sécurité dossier de

sécurité TPSGC

[ =]

B. Estimated Cost / Cout estimatif

L Level / Per Diem Rate / Taux Estimated ‘Level O,f Effort Total Cost / Colt
Category / Catégorie Niveau ournalier (days) / Niveau d'effort timatif
J estimatif (jours) estimati
Estimated Cost / CoUt estimatif|
Total Estimated Travel and Living Cost / Estimé des frais de déplacement et de subsistance $0.00
Total Estimated Cost / CoUt total estimatif| $0.00

PART 3 - TA APPROVAL BY CANADA / PARTIE 3 - APPROBATION DE L'AT PAR LE CANADA

By signing this TA, the authorized client authority and/or the PWGSC Contracting Authority En apposant sa signature sur I'AT, le client autorisé et/ou |'autorité contractante de TPSGC
certify(ies) that the content of this TA is in accordance with the conditions of the Contract. atteste(nt) que le contenu de cette AT est conforme aux conditions du contrat.
The client's authorization limit is $300,000.00 . When the value of a TA and its amendments La limite d'autorisation du client est $300,000.00 . Lorsque la valeur de I'AT et ses modifications
(excluding GST/HST) is in excess of this limit, the TA must be signed by the authorized clientand  (excluant la TPS/TVH) dépasse cette limite, I'AT doit étre signée par le client autorisé et transmise a
forwarded to the PWGSC Contracting Authority for authorization. I'autorité contractante de TPSGC pour autorisation.

Name of Authorized Client / Nom du client autorisé Date Name of Contracting Authority / Nom de Date

I'autorité contractante

Signature Signature

PART 4 - CONTRACTOR SIGNATURE / PARTIE 4 - SIGNATURE DU CONTRACTEUR

Name and Title of individual authorized to sign on behalf of the Contractor / Nom et titre Signature
de la personne autorisée a signer au nom de I'entrepreneur

Date

Page 2 of 2




T 98ed

uondAious ysip ||n} wuopad 0} sonsie)s uondAioug

"21eM)jos 9|qeJISapun Jo suoijoa)ap sjuasald suonesadQ Ajunoeg

‘pawlopad aoiales Jo adA) Ag sjunoo jsanbai saoiales sjuasaid adA | Aq ysanbay soinieg
‘uolBal Aq souBW BWINJOA }sanbal 991A18S pue sjuapioul sjuasald }sanbay ao1A18g B Juaplou|
"SJUapIoUl Paje[al Xi4ealg Joj Sonsie)s ay) sjuasaid soLje|y Xidgyealg

Juapioul Jo adA} Aq sjunod juspioul syuasaid adA ) Aq syuspiou|

‘Jnoge si |[eo ay} Jonpoud jo adAy Ag syunoo juspioul syuasald jonpold Ag sjuapiou|

‘|oAs| @01AI8s pue suolbas Aq sjunoo juapioul sjussald uoibay Aq syuspiou)

‘Jnoge sl ||eo 8y} Jonpoud jo adAy Aq sawin|oA [jeo syuasaud jonpold Aq s|ieD

"90IN0S [auUUBYD 921AI8S AQ BWINJOA ||BD Sjuasaid 80Inog Aq s|le)

‘EpPEUB) 991)SN[* 10} JNOY AQ SWN|OA ||ed sjuasald [easaiu] A swn|op [[BD

"epeue) 9osnf Joj 9IAI8s Jo adA) Aq sawinjoa |jeo syuasaid ao1n1es Ag awnjoA [[e)
‘anjonuiselu| NODS U} UO UoIewIojul punosbyoeq sapiroid ainjoniseyul OSS

"epeuB) 90ISN JO SIajULId SI0OM]BU JO UONGLISIP B} SSZIBWIWINS S}aSSY Jojulld
‘uonyeoo| Aq uonnguysip dopjsap pue dojde| sy} 8zLeWWNS UORESOT AQ SUOREISHIOAN
'say10 Jofew Aq uonnqguisip dopisap pue doyde| ayj sezuewwns A)D Agq SUORBISHIOM
"epeuB) SSOJOE SUOIED0| EPEUBY SDISN[ JUBLIND By} Sjuasaid suoneso 8O

*S|9AS| BOIAISS JO UONE|NO[ED pue s}oble) S|Ad| 80IAISS JUBLIND S} SBPNJOUl S|9AST B2IAI8S Bunsixg

‘8l el
‘Ll qel
‘9L qel
‘GLaeL
vl gel
‘el qeL
‘¢l qel
‘LLgel
‘0L gel

‘69eL
‘8qeL
‘Lqel
‘9qeL
‘Gael
‘v qeL
‘eqelL
‘zqel
‘Lael

“JUSWIHILILIOD [eNJOBIUOD B SE Pajaldiajul 8¢ JouuEed UOIRWLOJUI S| *PIEME JOBJU0D 0} Joud aBueyd 0} 10algns S| UOHEWLOJUI SIU) Jey) 8j0U 8Ses]d "epeue) 8oISN( Joj SOLJAWN|OA
paje|a. pUe JUSWUOIIAUS | | JUSLIND B} puejsiapun siappig djey o} papiroid usaq sey }| ‘910z O} €102 Wody sjuiod snoliea Je painjdes usaq Sey JusLundop SIY} Ul Paulejuod UOKEWIONU! Y |

uonINpoII|

JUSWIBIE}S INOGIEH 9Jes

NOILVINYOANI 31VLS INJHHND
I INJNHOVLLV

UOI1BWIOJU| 91BIS JUBLIND & T JUBWIYIeNY

S92IAIS paseueN QLM



T 98ed

S|2Aa7 301AI3S BulisIX3 T

‘swnwixew
9S8} 0} WIOJUOD!
1SNW sawi} Uole|[ejsu|

SINOY § XeW — JoAISS o[ouls
sInoy g Xew — yoogajou a|bulg
sinoy

Z Xew —uonejssiom 9|buig

TSToTET
— "HOVINI)
suonejejsul y9|dwo)

— S92IAIBS d)ISUQ

PSIMDST SE
paJaAljep uaaq sey 99IAIeS
wJuod o) bunsa) wopues
pue spodal jusplou|

T T

awi a8y} Jo
%001 A[09.1100 papeo| abew|

paJinbal uaym ‘abew
@9 bBuipeoj Apoatio)
— S92IAJS 9}ISUQ

T :
aAsIyoe A)ua)sisuod 0}
Aiessooau sebueyd ssnosip
0} 9ABY [|IM JOJOBIUOD

2y} pue epeue) aoisnp
‘asimiaylO “Aep ssauisng
awes ay} panjosal aq

}SNW Wes) S90IAISS 8)ISuQ
ay) 0} paubisse syuapioul
4O %G/ JO WNWIUIW

“awin 8y}
10 %66 ‘Aep ssauisng swes ay)
PaA|joSal al. S)ug) 0 %SG.L

awi} uopNn|osal Jusplou|
— S82IAI9G BYSUQ

‘Juswyiedaq ayj 0}
9|gE|leAR SO0 S}PaID
[eloueUl ‘9SIMIBIO

sWi 8U}JO %56
UBL)} $S9] OU SWNWIXEW
9S8y} JoaW isnw

sauwl} asuodsa. juapiou|

ay) paubisse si aAlejussaldey
9)ISUQ 8y} Wi 8y} Wolj

sinoy
:SI9JULld / SUOIBISYIOM
sinoy
:SI9AIBS [BO1}ID UOISSI-UON
saInuIW 0

SI9AIBS [BON}ID UOI

}JO WNWIXeW B UIYIM JuapIoul
2y} aA|0sal 0} sHoya uibaq
pue paajoaul Juswdinba o/pue
1SN ay) s)isIA aAejuasalday
S90IMBS B)ISUQ Uy

1} 9suodsal Jusplou|
— S82IAI9G BYSUQ

TISTHEUS T oY OF
a|qe|IeAR BW008( S)PaID
[EIOURUY ‘BSIMIBYIO
"B} 84} JO %G6

UBY} SSB| OU WNWIXew
SIY} }98W JSNW Sawy
uonN|osal Juapl ]

‘awil} 8y} Jo %56 ‘seinuiw

G} Jo wnwixew e ujyym dnolb
uoNN|0Sal JaYJOUE 0} S3)e|eOSd
10 JuapIoul 8Y) SOA|0SaI

Juabe ssaQ 99IAI8S By

JOBJUOD JO Julod sl e
B} uonN|oSal Juspiou|
—)saQ 99IAIRg

a|qe|ieA. BW093( S}
[eoUBUY ‘BSIMIBLIO
"UONE[EDSS INOYIM
poAjosal aq jsnwi ysaq
901G 8y} 0) pajiodal
SjuspIoUl 9|qBA|0SD)

1O %G8 JO WNWIUIW v

‘dnoib

UOJN|OSaI JBYJOUE O} UONE[BISD
noyum uabe ysaQ aoineg
oy} Aq panjosal ale 9|qeA|0sal
ale Jey} ysa( 9oIAIBS By}

0} papodal sjuspioul JO %G8

10BJUO0D JO
juiod 3sii4 e abejusosad
uonN|osal Juapiou|
—)saQ 92IAIaS

TUSWHETS (] 9uf Of
3|qe|IBAR BW098(] S)PaID
[EIOURUY ‘BSIMIBUYIO

“aLI) BY} JO %G UeY) SS9
OU WNWIXewW Sy} Joaw

“awi ay)
10 %GB ‘SeINUIW Z JO WnWiXew
€ ujy)im Ja|[eo auoyda)a}

ay) 0} syeads pue [[ed 8y
SOAI8031 Jusbe ysaQ 90IAIBS Y

awn
Jem Ja|jeo suoydaje |
—)saQ 99IAI8S

ay) 0} 8|qeliene

2W029q S)Ipalo [elouBUlY
‘asimIayl0 "l

8y} Jo %G6 Uey) ss9| ou
wnwWixew siy} J9aw }snw
awil} 8suodsal 80IAI8S

“awip

8} JO %GB ‘SAINUIL OF UIYIM
0} papuodsal o1e Wioj gom

10 |IBW-3 BIA pajodal sjuapiou|

awn

asuodsal podal Juapioul
W0} gam Io [lew-3
—)seQ 92IAIaS

JTUSWHETS(J 9uf OF
3|qe|IBAR BW098( S)PaID
[e1ouBUY ‘OSIMIBYIO

"aWl} U} JO %G6 UBY) SSI| “awl} 8y} Jo asuodsal

OU WNWIXewW Sy} Joaw %G6 ‘Bull paIy} 8y} 810494 Jo UO |enur suoydaje |

ISNW Sawi) JOMSUE |[eD paJemsue a1e s||ed suoyds|a] | —ysaQ 99IAIRg
uonenoed Juswalinbay [9Ae7] 90IAIBS JUBAT 9|qeINSEal

UOI1BWIOJU| 91BIS JUBLIND & T JUBWIYIeNY

S92IAIS paseueN QLM



z98ed

S|2Aa7 301AI3S BulisIX3 T

PBINDST SE Pojo[aumo0
uaaq aAey Sa10)sal
wJyuod o} Bunse) wopueld
pue spodai juaplou]

~SWIT YT JO %56 PONSIST
s13senbau sy usym wouy Aep,
$SBUISNQ BUO UIYIM Pa}ojdwod
ale suonesado a10jsay

awi} uo pays|dwod
suopesado aioisay
— 16 NV 8 swajshg

poImnDar SE pajo[auod
uaaq aAeY SaI0)sal
wJyuod oy Bunse) wopuels
pue spodai juaplou]

“awi 8y}
40 %001 Ajpo81100 paje|dwod
ale mco_um‘_mao alo)say

Aposui00 pajajdwos
suopesado ai0)say
— 16N NV 8 swajshs

SIITNTPIouIu

panoidde Jad se palo)s pue
palpuey usaq sey eipaw
wJyuod o) bunsa) wopues
pue spodal Juapiou|

‘ew 8y}

10 %001 saunpaooid panoidde
Jad se paiojs pue psjpuey
aue (sadey) elpaw dnsoeg

sainpasoud panoidde
Jad palojs pue pajpuey
(sedey) elpaw dnyoeg
—3BIN NV B swayshAs

pomTTOST
se paje|dwoo usaq

aney sdnyjoeq Wuod o}
Bunse) wopuel ‘sbueaw
MaInal Y1S Ajyuow

1e payoayo suodas dnyjoeq
‘paxoayd spodai juaplou]

“awn ayy
10 %001 Aj}081100 paja|dwod
aJe suonelado dnxyoeq
Alyiuoly pue ‘Apjeem ‘Ajea

Aposii0o
paje|dwod sdnyoeg
— 16 NV 8 swajshs

‘Juswuedaq ay) 0}
9|ge|leAR BW093( S)PaID
[eIOUBULY. ‘BSIMIBUIO
"awl 8} Jo %G6

Uey) $Sa| OU SWNWIXewWw
9S8y} JosW JSNW saw}
uonN|osal jJuspioul [enu|

<<
40 %G6 ‘Jusploul ayy paubisse
sI 90Jn0SaYy Juswabeuey Ny
% Wa)sAS ay) swi} 8y} wouy
Aep ssauisng |

1 S19AJ9S [EOIID UOISSIN-UON
sinoy

:SI9AISS [BOID UOISSI

:JO WNWIXew e ulypm

PaA|jOSal 8. sjuspIoul |y

W} UolNjosal Juaplou|
X1 / Yealg Jenies
— 16N NV 8 swajshs

‘Juswypedaq ayj 0}
9|ge|[leAR BW093( S)PaId
[eIOUBLLY. ‘BSIMIBYIO
"awl 8} Jo %G6

Uey) $Sa| OU SWNWIXewWw
9S8y} Jo8W JSNW saw}
asuodsal juapioul [eniu]

40 %G6 ‘Jusploul ay) paubisse
sI 90In0say Juswabeuepy Ny
9 Wa)SAS By} sWil} 8Y) WO,
sinoy

1SI9AIDS [BD1}ID UOISSI\-UON
saynuIw Og

:SI9AIBS [BOND UOISSIN

1O WNWIXeWw € Uulym

JUSPIOUI B} SA|0SAI 0} SLOYD
uibaq pue paajoaul Juswdinba
10/pUE J8SN B} S}SIA 80IN0SBY
juswabeue\ Ny 9 WalsAs v

awly asuodsal juapiou|
X1 / Yealg Jenies
— 16N NV 8 swajshs

TOSHEUS S UF OF
o|qe|IBAR BW098( S)PaId
[EIOURULY ‘BSIMIBUYIO
‘2wl 84} JO %56

UBL) SS9| OU SwinwWixew
28U} }98W JSNW sauul
uopnjosal juapl

“awin ay)
10 %GB ‘Juaploul ay) paubisse
UBIUYoS | SiempieH
ay wouy Aep ssauisnq
| JO WINWIXeW e Ulyjim
poAjosal sl spuapioul ||y

awi} uopNn|osal Jusplou|
Mealg aiempiey

‘Juswyedaq ayj 0}
9|ge|[leAR BW023( S)PaId
[eIoUBULY. ‘BSIMIBYIO
‘awl 8y} Jo %S6

Uey) $S8| OU SWNWIXew
9say] jJ9aW Jsnwi

sauw) asuodsal Juapiou|

bl st

10 %G6 ‘Juspioul ay) paubisse s
ueIojuyoa | SIemMpleH 8y} awi)
8U} WoJj SINOY # JO WNWIXeW

B UIYJIM JUSpIoul 8y} 8A|0Sal

0} spoya suibag pue paAjoAul
juswdinba Jo/pue Jasn ay)
S)ISIA UBIOIUYOS | SJempieH Y

awiy asuodsal juapiou)
— X14/)qeaig aiempieq

“Sbuneaw SUONe[[ersU|
Mmalral Y1S Alyuow awil} 8y} JO %00 | Apoe1i0d uo Buroday

18 paxoayo spodal |1y

paly si Hodey uonelielsul sy L

— S92IAIBG BUSUQ

PoIMDaT SE
paJaI[ap Udaq SeY 3IAISS
wluoo 0} Bunse} wopues
pue spodai juaplou]

awi 8U3 O %001 ApoduIod
suopouny yuswdinba e
2Insua 0} Pajsa) SI Uohe|e)su|

suone|ejsul Bunse |
— S92IAIBG SUSUQ

uonenoed

Juswalinbay [oAa] 90IAI8S

JUBAT o|qeINSEal

UOI1BWIOJU| 91BIS JUBLIND & T JUBWIYIeNY

S92IAIS paseueN QLM



¢ a8eq

S|2Aa7 301AI3S BulisIX3 T

‘pasoayd Aoains [enuuy

PaTsT ST

Kian aie slesn epeue) ao)sn(
10 %06 18y} djesIsuowap
sAoAINs uooB)SIES JBWOoISND

Aeanng [enuuy
— UOIoBJSNES JaWOo)snd
— S3JIAIBS |[BIDAQ

DUB0D
wopuel pue sBuesw
MmaInal Y1S Ajyuow
1B paXDaYD SOOI0AU|

‘swn ayy
10 %001 1981100 ale S80I0AU|

sjeinooe BuidloAu|
— S9DIAIBG |[BIOAQ

POITOoTSE
0} paJaype pue paAIasqo
Bulaq aie sainpaooid pue
sajoljod A)noas wiyuoo
0} Buryoayd wopuel

pue spodai juaplou]

"awn 8y} 40 %001 0} paJaype
puE paaIasqo a.e sainpasoid
pue sapljod Aunossg

0} palaype sainpsooid
pue sajoljod Ajunoag
— S9JIAIDS ||BIDAQ

POJNDST SE POjO[atloD
Uaaq 9ABY SaINSEId YSIp
wliuod 0} Bunse} wopues

pue spodai juaplou]

"awl} 8Y} 4O %001 Apos1i0d
_uwuw_QEOo aJe sainsels
MsIp ‘pajsanbai Jansuayp

Aposii0o
paje|dwod ainsess ysig
— S32IAIBG [[BJBAQ

PoJNOST SE
paje|dwoo usag aney syse}
aoueusjuleW dAEjuUBAaId
wJuod o) bunsa) wopues
pue spodal juaplou|

awil 8y} 40 %001
paJinbal se pa} a|dwoo ale syse}
aoueusjuleW dAleIUaAaId ||y

pauinbai se
pajejdwos souBUBUIR
aAl_IUBASId

Sbuneaw
MaIAal Y1S Ajyuow
e payoayd spoday

‘aully 84y} 40 %001
Wi} Uo palanlep ale spoday

— S9DIAIBG |[BIOAQ
5

Uo pasoAllep spodey
— S9OIAIBG |[BIOAQ

DUBOSYD
wopuel pue sBunssw
MmaInal Y1S Ajyuow
1e payoayd spoday

“oui ay)
10 9%00| @jeindde ale wtOQmN_

sjeinooe ale spodey
— S9DIAIBG |[BIOAQ

PONMOST SE O] PSpuoUssT
Buiaq aie suuee

wia)sAs JoAIaS WUOD

0} sbo| waysAs jo Bunoayo
wopuel pue olpolad

‘awl 8y} JO %00} ‘senuiw
G| JO WNWIXBW B UIY}IM

0} papuodsal a.e swa)shs
Janas Aq pajelaushb swie)y!

sw.ely o0} Buipuodsay
— 16 NV 8 swajshs

POITTOST SE UF PoIoype
pue paniasqo Buieq

aJe sainpado.d suonesado
wo)sAs JoAIas WILU0D

0} Bunjoayo wopues

pue spodal Juapiou|

‘awin 8y} J0 %001 0} paisype
pue panlasqo ale sainpasoid
suoljesado wa)sAs Janiag

0} pasaype
sainpaooid suolesado

wa)sAs Janag
— 31BN N1 8 swayshAs

PoITTUST SE
0} paJaype pue PaAIasqo
Bulaq aJe sainpaooid pue

saoljod A)lNdas w0, “awil} 8y} JO %00 O} pasaype 0} palaype sainpsooid
0} Buiyoeyo wopues pue panlasqo a.e sainpasold pue saoljod Ajunoes
pue spodau Juapiou| pue sapljod Ajunossg —1BN NV '8 swalsAs
SEXISER

‘Jipne

lenuue pue ‘Bunjoayo.
wopuel ‘sbunesw
MmaInal Y1S Ajyuow
1e payoayo spoday

swil 8y} JO %001

Aoa1109 paje|dwod ale sjusns
YIoM}au pue wa)sAs Jofew
Buiuieouod uoneuswWN20qg

se paja|dwod sjuana
SI0MJBU puUE Wa)sAs
Jolew Buiuieouod
uonejuaWwNo0g

— 31BN NV 8 swayshAs

PoITTOST SE
0} paIaype pue paAIasqo
Bulaq aie saoljod
uonuUSJal BJep WUUod

0} Buryosyd wopuels

pue spodai juaplou]

“awl) 8y} Jo
%001 0} paIaype pue paAIasqo!
ale sajoljod uojuslal eleq

paniasqo
d uonusjal eyeq
— 16N NV 8 swajshAs

uonenoed

Juswalinbay [oAa] 90IAI8S

JUBAT o|qeINSEal

UOI1BWIOJU| 91BIS JUBLIND & T JUBWIYIeNY

S92IAIS paseueN QLM



T 98ed

uopuo - O¥O [STETH [SIETe) [SI=Te)

18usyoyy - 0HO 0JU0I0 | ouejuQ oLEuQ

1913 bBury 0g| Jomo] abueyox3 - 0HO 0JuoI0] oLeuQ oLEuQ

uojdwelg - O¥O 0JUoIO | [SIETe) ouLejuQ

102118 Buny 0¢ L - OO ojuoIo ] ouBuO OLEUO

NV SS3jaJIM - OUN 0JU0IO | [IETe) oLEjuQ
INOS 8NUSAY PUZ - JOMO] UO}edULd - UOOJEYSES uoojeyses UEMBYDJEYSES
1SeJ }981)S pUZZ - UOOIENSES uooje)ses UBMBUDJEYSES

NV SSajaJIM - DUN uoojeyses UEMBUDJEYSES aueld

BpIg 81q0 80T - BJIUNMO|IBA] eMENO oLeuo oleuo

1S 8MOH 08 - JOANOdUEBA eMelO oLeuQ oLEuQ

NV SS3jaJIM - DUN emMenQ oLeuo [IETe)

24N - ¥4ON eMERO oueuO OLEUO

€|gal] - 4ON EMENO CIEITe) OLEUO

1VS - 4ON emeno ouejuQ oLeuQ

spuowp3 ueaf - YON eMenQ OLEJUQ! oLejuQ

dN3 - 4ON EMEHO oueuo OLeuO

"bs uonnIsuo) - ¥ON eMenQ [SIETe) [IETe)

004 - °4ON emeno oueuo OlEO

199148 ueg 66 - HON EMEJO ouejuo OLeuo

1931)S J0UU0D,0 06 - HON emeno oL O oLeuo

B|gall - HaqlV €L - HON eMejlO OUBQ! oueuQ

180415 UIB|3 1.0€ - YON EMENO OLBUO oLeluo

Jo8.S useNnY Zze - 4ON EMERO OuHeuQ! OLEO

uib|3 081 - YON emeno oueuo OlEO

ub|3 091 - ¥ON emeno ouEuo OuBuO

10014 PIE - MIMIN €€6 - Injeb) eMENO oL O oleuo

neained Ang axa|dwo) - OYO |eauopy 29genD EEREN)

NV SSajaJIM - DUN |eanuoly 29genD BERENLS)

100|4 PIE - MIMIN €€6 - INeb) }neb| JnAeunN|  suoifey uisyoN

100|4 Uz - MIMIN €€6 - JInjeb) unjeb) nAeunN|  suoibey useynoN

NV SsejelM - DUN XejlleH ©Bj00S BAON onuepy

suyor 1S - odv xejijeH BI}00S BAON EIEY

UOJOUO - OHY XejlleH Bj00S BAON onuepy

Jemo] a4nQ - Odv xejlleH ©e1j00S BAON onuepy
NV SSalaliM - DN uojuowp3 epaqy
¥00d3 - uojuowp3y uojuowp3 Eepaqly
1SOMUINOS 19811S UIp-909 - Aejoleg - Aiebjed uojuowpy eusqly
JSOMUINOS SNUBAY Y19 00/ - [2ueg - Aiebje) uojuowp3 epaq|y
1004 Uz - YIMIN £€6 - INfeb| BMERO oLeuo
1SOMUIN0OS BNUdAY Y19 00/ - [21iueg - Aiebje) Kieblen epaqly
1SeMUIN0S 1991S Uip-909 - Aejoueg - Aiebled Kiebjed epsqly

ssaippy/Bup|ing

SUONEIOT IO T

uoneso

S9110)1119 ] [32UIAOI]

UOI1BWLIOJU| 91BIS JUBLIND & T JUBWIYIENY
S92IAIS paseueN QLM



z98ed

19811S pUZG - BZB|d BAON - SJIUYMO|[DA | BJIUYMO][B A 1S8NO-PION NP S80I S8| / SeLojIa | 1semypoN ayl| suoibey uieyuoN
Bp|g 8190 | 90 - SUMNMO|[BA UNMOI[PA|  3S8NQ-PION Np SalI0}LB | S8| / SBLO)LIS | ISOMULON 8yl | suoibay uisyuoN
NV SSajaJiM - DUN 9JIUNMOI[BA[  3SBNQ-PION Np SalIo)LB] SB| / SaLOJLIS | JSemMyLoN 8yl | suoibey uieyuoN
J9a1)S pleuo( - badiuuipy Badiuuipy eqojiue\
9SNoH [eluusua) - badiuuippy Badiuuipy eqojluel
NV Ss8jglIM - OdN Badiuuim eqojue
¥00d3 - uojuowp3 Badiuuipy eqojiuejy auleld
19911S Ule\ 00€ - BuUIpIng ynws yefi3 - asioyaiym| 9SI0YSHYM uodNA[  suoibay useyloN
9SIOYaNYM 9SI0Ya)IUM uoynA|  suoibay uiByloN
1S @MOH 006 - JOANOOUE] J9ANOJUEB/\ eIquinjo) yshug od
1S @MOH 08 - JOANOOUBA J9ANOJUBA BIqWIN[0D ysiug BE]
pleing 008 - J9AN0OJUBA J9ANOJUB/\ eiquinjo) yshug od
pJeing 999 - J8ANOJUB/\ 18AN0JUB /A eiquinjo) ysnug og
1S UIB|\ 222 - JOANOJUEA J9ANOJUEB/\ BIquIN|oD yshug 0dg
192.]S BIqWIN[0D | 1.Z - J8ANOJUBA J9ANOJUBA eIquinjo) yshug g
NV Ssejli - O4N J9ANOOUBA e|quIn|o) yshlug 09
4N - YON J8ANOOUBA BIquIN|0D ysnug o]
peoy aupep - 0¥0 [STCTH [SIETTe) oLejuQ
19911S U9aND - OYO 0JU0I0 | [IETe) oLEuQ
193e|\| MAN - OHO 0JUOIO | oLejuQ oLEuQ

SUONEIOT IO T

UOI1BWLIOJU| 91BIS JUBLIND & T JUBWIYIENY
S92IAIS paseueN QLM



T 28ed

| %00L 60SY %9L 60vE %ES G8ET | %ET SZ0L | :xnejoy/siejoL
%0 1z %0 [4} %0 8 %0 € Hnjeby
%L £ %l 4 %0 0z %0 8 3sI0U3}YM
%l 65 %L 144 %l 1z %0 Ll Aiebjed
%C 9. %L [:12 %L ge %0 i SHUIMO||DA
%E vEL % €01 %C 89 %l Ge uoojeyses
%€ 9€el % 66 %l €9 %k 9¢ xejl|leH
%0 0z %0 oL %0 S %0 S s,uyor 1§
%0 9L %0 8 %0 12 %0 12 uojouoy
%E i % 201 %C 12 %k e [Badiuuim
%L 8LE %S 5144 %t 9L % 8 uojuowp3
%6 LLy %8 §5€ %S SvT % oLL |ea.juoly
%Ch 295 %01 SEY %L 90€ %€ 6clL JaAnoduEA
%94 (422 %EL 595 %6 90¢ %t 651 ~0ju0I0|
%0Y 8181 %0€ 0S€EL [A%4 €96 %6 18¢ emeno

pau

wo |Iv

s|ejol

dopysaqg

AnD Ag suoneisyiom ‘¢

UOI1BWLIOJU| 91BIS JUBLIND & T JUBWIYIENY

S92IAIS paseueN QLM



T 28ed

L€) 1VS - ¥ON
8 Spuowp3 uesr - YON
8zl N3 - ¥ON
9¢ ‘bs uonisuo - HON
8 004 - ¥ON
Ly 190413 Yuegd 66 - YON
S 1994} 10UU0D,0 0S - YON
L e[geiL - Weqy €Ly - HON
8 19915 UIB|3 L0E - ¥ON
€L 1981 UBBND 222 - YON
4 uibi3 084 - YON
ve uibi3 094 - YON
L 100|4 puZ - YIMIA €€6 - INjeb)
8LL %00qajoN
881 4N - ¥ON
8LL 1VS - ¥ON
34 Spuowp3 uesr - YON
L€ N3 - ¥ON
vel 'bs uonmsuod - YON
9 008 - ¥ON
99 19041 Yuegd 66 - YON
L€ 1994)§ 10UU0D,0 05 - YON
8¢ e|gauL - WaqIY €21 - HON
89 19915 UIB|3 L0E - ¥ON
4 1001 ULBND £ZZ - ¥ON
8l uibi3 0814 - YON
8Ll 613 091 - ¥ON
9 10014 PIE - MIMIN €€6 - Injeb)
SL 100|4 puZ - YIAMIA €66 - INnjeb)
8981 dopjseq
9852 emenQ|
61 neaine4 Ang axa|dwo) - OHD
S NV SSojalIM - OUN
S %00q3joN
Sty neaine4 Ang axa|dwo) - OHD
144 dopiseq
667 leanuop
3 J00]4 PIE - YIAMIN €€6 - Hnjeb)

3 100|4 pug - YIMIN €66 - INjeb)
4 %00qajoN
€ J100|4 PIE - YIAMI €€6 - Iinjeb)
oL 100|4 pug - YIMIN £€6 - INneb)
€L dopisaq
lst ynieb)
S NV SSejalIM - OUN

L SUyor 1S - 0¥V
0S 1amo] inQ - O¥Y
Jos %00q3joN
6 Suyor 1S - 0¥V
8 UOJOUOI - OV
4% 1amo] and - O¥Y
levL dopjseq
le61 xejljeH|
61 NV SSojolIM - OUN
66 ¥00d3 - uojuowp3
L 1SOMUINOS J981S Uir-909 - Aejoleg - A1ebeD
61 1SOMUINOS BNUBAY UI9 00/ - [o1jueg - Aiebled
IsvL ’00q2joN
10 ¥0Od3 - uojuowp3
10€ dopisaq
(24 uojuowp3|
0z 1SOMUINOS 19911 Uiy-909 - Aejoieg - Aiebled
o 1SOMUINOS BNUBAY UI9 00/ - I91ueg - Atebjed
09 dopiseq
09 Kieblen

dojde / dopysaq jo Junon

uo1es07 Aq SUONBISHIOM I

UOIBWLIOJU| 91BIS JUBLIND & T JUBWIYIENY
S90IAIS paseuei QLM



z98ed

3 NV SSajaliM - OUN
S %00qajoN
€8 Bpig 81q0L 80 - BUWIMO|IBA
€8 dopyseq
88 3JIUYMO]|IA]
oL 19943 pleuoq - Badiuuip
61 3SnoH [eluusjua) - Badiuuipy
4 NV SS9jaliM - OUN
3 ¥00d3 - uojuowp3
[43 %00q3joN
372 19943 pleuoq - Badiuuip
V6 9SNOH [eluusjua) - Badiuuipy
LEL dopyseq
691 Badjuuip|
4 190.1S Ule|y 00€ - BuIpIing YiwS yelijg - 8sioysiym
4 9SI0YalYM
4 %00q3joN
6¢ 199.1S Ulel 00€ - BuIpIINg UIWS Yelljg - 8sioyaiym
L 9SI0yalUM
o0s dopisaq
s ESTIETTT
GG 1S 9MOH 08 - JOANOOUE A\
4 pJeing Q08 - 19AN0dUE A\
Sl pJeling 999 - JSANOOUE A\
L 19841S BIqWIN|0D | 1Z - JOANOSUBA
L NV SS9jaliM - OUN
3 4N - ¥ON
18 %00qajoN
0¢ 1S ®MOH (006 - 18AN0JUBA
86¢€ 1S ®@MOH (Q#/8 - 18AN0JUBA
ol piesing Q08 - J8ANOJUB A
29 pJiesing 999 - J8ANOJUBA
ol 1S UIB|\| 222 - J8Anodue )\
31 }oaliS elquino) | |g - J8ANOJUBA
Jovs dopisaq
—_,No J1aAnoduey|
v peoy auipem - O¥O
€ 1984} Us8ND - OYO
L 13BN MON - OHO
4 uopuo - OO
4 Jausyopy - O¥O
€z 19a1)S Buiy 0¢ | Jomo L abueyox3 - OHO
9 uojdwelg - 0¥4O
el j00u1S Buiy 0€L - O¥O
_v NV SSojeliM - OUN
0oL %00qajoN
L peoy auipem - O¥O
(4 1994} Us8NY - OYO
4 1B MON - OHO
8 uopuo - OO
9 Jausyopy - OHO
8Ll 199115 Buiy 0¢ L Jomo L abueyox3 - OHO
¥4 uojdwelg - 0¥O
0€S j00u1S Buiy 0€L - O¥O
| EI7A dopisaq
loi8 ojuoiol
6 UINoS SnuUsAY pug - J8MO]| u0}adulid - uooieyses
(44 1B J98.)S pUZZ - UoOIB)SES
€ NV SSojelM - OUN
e %00qajoN
548 1B J981S puze - UooleSES
(343 dopisaq
LLL uoojeyses|
3 Bpig 810 L 90f - SUUNMOI[OA
[+]¥4 NV SSajelM - OHN
¥4 4N - ¥ON
3 e|gail - YON

dojde / dopysaq jo Junon

uo1es07 Aq SUONBISHIOM I

UOIBWLIOJU| 91BIS JUBLIND & T JUBWIYIENY
S90IAIS paseuei QLM



¢ a8eq

€€LS |ejo] pueln
4 199115 puZS - BZe|d BAON - SHUNMO|IBA

4 Bpig 81O L BOf - SUUNMOI[BA
dojde / dopysaq jo Junon

UOIBWLIOJU| 91BIS JUBLIND & T JUBWIYIENY
u011e207 AQ SUOIEISHIOM “t S90IAIS paseuei QLM



T 98ed

519ssy Ja1ulld S

44 L0} 44 payisse|)
cel §L01) 686 slajuld [age]
5] S0l 95¢ slajulld dopiseq
16€ 10| 16€ S19julld YJOMIBN
£}0 oney o ad ST
SLLL neasas sajuewadwi sep

6 SUUYMOY[OA]

VA Badiuuip

143 9SIOYDdUY|

Ll 19AN0JUBA|

oLl 0ju0Jo |

374 uoojeyseg

fk4 |eaJjuoy

8 unjeby}

82 xejlley

9€) uojuowps

02 Aiebjen

L6E 8leuoneu

alended e| ap uoiba; N

sJajuld HIoMIaN

uolbaijuolbay

UOI1BWLIOJU| 91BIS JUBLIND & T JUBWIYIENY
S92IAIS paseueN QLM



z98ed

l 0S¢y Jerieser] dH S00L a3
l 10S Anyziq e}Oouljy BOIUOH 986 9SO
l ddIN GEOSIN ¥9r18seT dH 186 9SO
l XX 100S¥ BIENSY L €100y 196 089
l XM 10055 Y BJENSY L €1000AY 56 9SO
l PG9L YewxaT 676 9SO
l 0505y! uoued Lv6 089
l XX 100S¥ BIENSY L €100y €€6 089
l XM 10055 Y BJENSY L €1000AY 616 9SO
l P91 YewxsT 016 2S9
l 0G¢y Jerieser] dH &é6 389
l S¥050 AQV-y! uouen €-008 9SO
l XX 100557 BJENSY L €1000AY 60-008 0S9|
l 2810 MiewxaT

l S9LBS ddIN SE0SN ¥erieser] dH 66€ 0SD
l XM 10055 Y BJENSY L €1000AY 19€ 0S89
l XX 100S¥ BJENSY L €100y §S€ 0S89
l XM 100557 BJENSY L €1000AY €€ 089
l G99/ BJUBDMIOM XOIaX 0871 9SO
l XX 100557 BJENSY L €1000AY TLyl 2SO
l XM 100557 BJENSY L €1000AY 9S¥1 9SO
l 2S¥0 gnyziq ejjouly esluoy Tyl 9SO
l XX 100S¥ BJENSY L €100y 62v1 9SO
l 251D anyziq EjJoul|\ BDIUOY €l¥l 09SO
l 062y 1ordeser] dH 2071 0S89
l 0GGG 19r4eseT Inojog dH 8L uve
l XM 100557 BJENSY L €100y 06611 -3uegd 66
l XX 100S7 BJENSY L €1000AY IZLL) - Mued 66
l XX 100557 BJENSY L €1000AY 0L} - Yueg 66
l XX 10057 BJENSY L €100y HSPLL - Yued 66
l 0GZy 1oriese] dH 3SvLL - Mued 66
l XX 100557 BJENSY L €1000AY asvll - jued 66
l XX 10057 BJENSY L €1000AY €ascll - jued 66
l XX 10057 BJENSY L €1000AY CLLL - Yued 66
l XX 100557 BJENSY L €1000AY V101 - Jued 66
l XX 100557 BJENSY L €1000AY 49001 - Yued 66
l XX 10057 BJENSY L €1000AY €001 - Yuegd 66
l XX 10057 BJENSY.L E1000AY jued 66|
l 0¥SYIND 19rieseT Inojo) dH ¢€9 - Jlouuod,0 05
l d4N 0¥SYIND 18rieseT inojo) dH 829 - Jouuod,0 05|
l XM 100557 BJENSY L €1000AY 129 - Jouuod,0 05
l XX 10057 BJENSY L €1000AY §19 - Jouuod,Q 05|
l XM 100557 BJENSY L B1000AY 109 - Jouuod,Q 05|
l XX 100557 BJENSY L B1000AY §09 - Jouuoy,0 05|
4 XX 100S¥ BJENSY L €100y §8G - Jouuod,0 05
4 G209 AQV-d! uoueg

l G909 AQV-Yd! uoueg €16 - Jouuod,0 05|
l XX 10057 BJENSY L €1000AY €e.S - 10uuo,0 05|
l XX 10057 BJENSY L €10900AY §96 - Jouuod,0 05|
l XX 100G ¥ BJENSY L €1900AY Ly§ - Jouuod,0 05|
l XX 10057 BJENSY L €100y Vyv§ - Jouuod,0 05
l XX 100S¥ BJENSY L €1900AY L€G - Jouuod,0 05|
l X 10055 Y BJENSY L B1000AY 12§ - Jouuod,0 05
l XX 10057 BJENSY L €1000AY 816G - Jouuod,Q 05|
l G209 AQV-Yd! uoueg douuod,0 05
l G591 YewxaT

l G209 AQV-Yd! uoue douuod,0 05
l 066G 1oriese] dH 0s¢€ - wib|3 Log|
l ddIN GE0SN dH 6€¢€ - b3 Log|
l P91 Yewxan 20¢€ - wb|3 LOg|
l ddIN GE0SN dH

l 066G dH S1z - wibi3 10g
l P91 Yewxaq vs0Z - wb|3 Log|
| XX 10055 Y BJENSY L 19004y udanp zzz,
>u_u:N=c I9POIN/34 e\ J3julld uoneosoT]

“(xew pjo sieak g) sisjud 4N mau ale e1a00Ay| ay} Jo ||e jey} 0N

UOI1BWLIOJU| 91BIS JUBLIND & T JUBWIYIENY
53955y 4L °§ S92IAIS paseueN QLM



¢ a8eq

519ssy Ja1ulld S

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

059t 18r4esen Inojod dH
P91 Hewxan

9GG/ SIUBDNION XOJoxX
9GG/ SIUBDNION XOJoxX

XX 100S¥ BJENSY L €100y
XX 100S¥ BJENSY L €100y
XX 100S¥ BJENSY L €100y
XX 100S¥ BJENSY L €100y
0GZy 1oriese] dH

P91 Yewxa

P91 Yewxa

XX 100S¥ BJENSY L €100y
0GZy 1eriese] dH

XM 10055 Y BJENSY L €1000AY
0G¢y 1eriese] dH

XM 10055 Y BJENSY L €1000AY
G906 d| uoued

X 10055 Y BJENSY L €1000AY
XM 10055 ¥ BJENSY L €1000AY
d-INOYSE-SH BIo00AY

XM 10055 Y BJENSY L €1000AY
0GZy 1eriese] dH

XX 10057 BJENSY L 19004y
2G¥0 gnyziq ejjouly eoIUOy
0GZy 1eriese] dH

XX 10057 BJENSY L €100y
00/ 18r4ese74n0j00 dH
0GZy 1eriese] dH

009% 18r4ese7 4nojoQ dH
Giged! uoue

G591 Yewxa

G91 HewxaT

XM 10055 Y BJENSY L €1000AY
XX 10057 BJENSY L €1000AY
XM 10055 Y BJENSY L €1000AY
XX 100G ¥ BJENSY L €1000AY
XX 100G ¥ BJENSY L €1900AY
XM 10055 ¥ BJENSY L €1000AY
XX 100G ¥ BJENSY L €1000AY
P91 Yewxan

G99/ SIUBDNION XOJoxX

XM 10055 Y BJENSY L €1000AY
XX 100G ¥ BJENSY L €1900AY
XX 10055 Y BJENSY L €1000AY
G91 YewxaT

XX 100G ¥ BJENSY L €1000AY
050¥ 18r4ese dH

dIN SEOSIN 19r9seT dH
1008 dIN OlolY Yooly

XX 10055 ¥ BJENSY L €1000AY
XX 100G ¥ BJENSY L €1000AY
XM 10055 Y BJENSY L €1000AY
XX 100G ¥ BJENSY L 10004y
§2SdO 19riese Inojog dH
XM 10055 Y BJENSY L €1000AY
XX 10055 Y BJENSY L €1000AY
XX 100S¥ BJENSY L €1000AY
P91 Yewxan

XX 100G ¥ BJENSY L €1000AY
XM 190GS BJENSY L BI900AY
XM 100G BJEMSVY L BIS00AY
XM 190GS 1 BleMSY L e1a00Ay
XM 100Gt BJEMSVY L BIS00AY
0GSH-1N Bunswes

¢SO anyziq Ejjoul|y EJIUOCH
0GSH-N Bunswes

XM 190GS 1 BleMSY L e1ao0Ay
0GSH-1N Bunswes

LL1LS g3
€916 N3
BIY uo Jojuld GELS ANT
3o uo Jsjulid GELS NI
L0LS a3
8.0S dIN3
§S0S a3
L10S aiN3
LLey aiN3
Lvey N3
vevey ain3a
0cey aiN3a
62¢v dIN3
L6zy a3

OW Z8zy ain3
8vey aiN3
ceey dina
002y 9N
L.y N3
SoLY a3
eviv a3
LIy N3
€607 aIN3
0807 9IN3
OW L9ov aiN3
950v N3
OW €S0v N3
OW 9voy aiN3
OW ovoy aiN3
9¢0y aiN3
OW zZeov aiNa
OW vioy aiN3
Leee ana
90¢€¢ a3
€82¢ diN3
862¢ diN3
861€ dIN3
6.1L€ aIN3
evie an3a
€cle an3a
LoLe a3
090€ aIN3
SS0€ a3
Lzo€ a3
SLog a3
8.1Z diN3
2912 N3
€viZ an3
Sele a3
€0LZ a3
¢.0Z a3
6¥0Z aIN3
9L0Z a3
28¢| aiN3
9/€1 a3

60€| N3
(1741 E]
L.z N3
vzl a3
LiZL a3
€LLL a3
2601 9N
6801 9N
0.0} 9N3
0v0L a3
¢eol a3
600} 9N

UOI1BWIOJU| 91BIS JUBLIND & T JUBWIYIeNY

S92IAIS paseueN QLM



 98eq

519ssy Ja1ulld S

ANLSSP-TN Bunswes
upQ9Yy3 Mewxa
NQapS9L shewxa
apgy.0 Hewxe]

d4N GE0SIN dH
NQ0SSS dH

PP9L sewxa
upoSZy dH
upoSZy dH

00L¥ dH

05Z¥ dH

UIPOL8SIN Hewxe]
Up9ELO HewXe]
upyG9L

§255d0 dH

87,0 ewxa
up00Zy dH

28.0 sMewxa
PP9L sewxa
NQ0SSS dH
up0SZy dH
upogas 1oliese dH
sdooL L L Jerubise@ dH

4zevl - 11°g 9de|d
38L¥1 - 1199 @2e|d

azovli - 1199 a2%e|d

99821 - 1199 @2¢e|d

a..21 - 1199 9%¢e|d
aelel - l1eg 9d¢e|d

D997Z1 - l1°d 92¢eld
avraci - l1°g 9%e|d
arvel - 1199 9%e|d
O0€Z1 - l1°d 92¢eld
azzel - l1eg 9de|d
aogzel - l1eg 9deld
a.12l - 1199 9%¢e|d

asici - l1eg 9de|d
€012l - l1°g 92¢eld

EEES e e e G

P91 Yewxaq
Ndosey dH 25021 - 1129 92%¢e|d
NApg9L Yewxaq

Nd00.v dH 021 - 1199 32%¢eid}

0G¢y 1eriese dH 6,510 3r

XM 10055 Y BJENSY L €1000AY LLS1LO 3
XX 10057 BJENSY L €100y 96510 3N
0GZy 1oriese] dH ¥8G1 3Ar

G¥0G0 AQV-d! uoued Kresqr7 aw3

00. 12r4eseq Inojog dH ¥9S VvV aiNg
P91 Yewxan 825 VV diN3

0S¥~ TN Bunswes 8€Z VV diN3

d4N GE0SIN 19riese ] dH 0€Z vV diNg
0S¥~ Bunswes §S02 VvV aiN3

P91 Yewxaq SZlL vV aiNg

XM 10055 Y BJENSY L €1000AY 85¢ vV diN3
0Gcy 1eriese] dH Sve v daiN3

XX 100G ¥ BJENSY L €1000AY vee vV aiNg
G109 ¥| uoued 9Lz v a3

P91 Yewxaq 61 V aiNg

XM 10055 Y BJENSY L €1000AY 0.0 vV N3
00. 12r4ese Inojoy dH 290 V diN3
0G9t 18r4ese Inojoy dH v a3
0SS¥- TN Bunswes €9€9 aiN3

9GG/ DU IOM X0IaX 21A2Q Ha37 6S€9 dINT
9GG/ JOJUBDNIOM XOIaX §6€9 N3

XX 100G ¥ BJENSY L €1000AY S€€9 N3
XX 100S¥ BJENSY L €1000AY v1€9 aiN3
XM 10055 Y BJENSY L €1000AY €829 diN3
XX 100G ¥ BJENSY L €1000AY 0529 aiN3
XX 10055 Y BJENSY L €1000AY 619 aiN3
9GG/ SJUSDNIOM XOUaX 6519 aiN3
9GG/ DU IOM XOUaX S€19 a3

XM 10055 Y BJENSY L €1000AY 8809 dIN3
XX 100G ¥ BJENSY L €1000AY 09 aiN3
00.% 19r4ese Inojod dH 9 diN3

9GG/ SIUBDNION X0loxX
9GG/ SIUBDNION X0loxX

XM 100G BHEMSY L B1920AY
XM 190GS 1 BleMSY L e1a00Ay
0GSH-1N Bunswes

XM 190GS 1 BJeMSY L e1a00Ay
XM 190GS 1 BleMSY L e1a00Ay
XM 190GS 1 BleMSY L e1ao0Ay
XM 100G BHEMSY L B1820AY

BIY uo Jsjuld €985 ANT
327 uo J9juld €9€S aINT
L0€S N3

€82S diN3

€925 diN3

8625 dIN3

022s N3

002s diN3

181LS a3

UOI1BWIOJU| 91BIS JUBLIND & T JUBWIYIeNY

S92IAIS paseueN QLM



G 98ed

519ssy Ja1ulld S

8Y.LX Hewxan
up| | 8SIN YiewxaT
uipoocy dH

P91 Yewxan
upgg L0 Yewxa
upog18 dH

49671 - 1129 92e|d
.81 - 1199 @2e|d
as.ivl - l1eg ade|d
Q2971 - l1°g 3%¢e|d

l dd4IN 0¥S¥IND JerseseT Jnojod dH €009 LVS|
l P91 Yewxan 6025 LVS|
l dd4IN 0¥S¥IND JerseseT nojod dH €025 LVS|
l 0Gey 1er Jese dH VLIS LVS
l 0GZy 1eriese] dH CLLS 1VS|
l 00l¥ 1oriese] dH

l 0§91 19r4ese Inojog dH 801G LVS|
l 00.¥ 1orieseq dH S0LS 1LVS
l 0SS¥-TIN Bunsweg 20LS 1VS
l XM 10055 Y BJENSY L €1000AY 090S 1LVS
l P91 Hewxan €€0S 1VS
l AN LSSP-TN Bunswes 2€0S 1LVS
l G91 YewxaT 1€0S 1VS
l XX 100S¥ BJENSY L €100y 910S 1VS
l G¥0G0 AQv-d! uoued 600S LVS
l XM 10055 Y BJENSY L €1000AY L00S 1LVS
l XX 10057 BJENSY L €100y

l d4N GE0SIN 19riese dH €9y LVS
l X 10055 Y BJENSY L €1000AY SELY LVS
l X [esIoAlUN YIewxa 80V LVS
l XX 10057 BJENSY L €100y 990V LVS
l P91 Yewxaq V90¥ LVS|
l XM 10055 Y BJENSY L €1000AY viov LVS)
l P91 Yewxaq

l 0GZy 1eriese] dH L0V LVS
l XX 10057 BJENSY L €100y

l ¢SO anyziq Ejjoul| ESIUOH

l 10G VLTONIN VOINOM 6SL€ LVS
l XX 10057 BJENSY L €100y LyLE LVS
l XX 10057 BJENSY L €100y LELE LVS
l 0G¢y 1eriese] dH 680€ LVS
l XM 100G ¥ BJENSY L €100y 80€ LVS|
l XM 10055 Y BJENSY L €1000AY €0€ LVS|
l 0GZy 1eriese] dH S00€ LVS
l 9 170d ddIN GE0SN 18r4ese dH 200€ LVS
l XM 10055 Y BJENSY L €1000AY viZiz LVS
5 G99/ 18JUBdNIOAA X0I8X

l Sd008 Jerubise@ dH 9012 LVS
l XX 100G ¥ BJENSY L €1000AY V6v0Z LVS
l 2590 V.LTONIN VOINOM SL0Z LVS
l 00. 12r4ese Inojod dH 2002 1LVS
l G99/ SJUSDNIOM X0IaX &eét LVS|
l XM 10055 Y BJENSY L €1000AY LE0Z) LVS
l 0Gcy 1eriese] dH 9€021 LVS|
l 0GZy 1eriese] dH 92021 LVS|
l XX 100G ¥ BJENSY L €1000AY $S0021 LVS|
l Sd00s 1erubiseq dH 200Z) LVS
l XX 100G ¥ BJENSY L €1000AY 060LL LVS
l 100G ¥ BJIENSY L €1000AY 0S0LL LVS
l dINOYSE-SH BI800AY oLl LVS
l XX 100G ¥ BJENSY L €1000AY 800L} LVS
l XM 10055 Y BJENSY L €1000AY L00LL LVS
l 050Gy! uoueg LL00L LVS|
l XX 100G ¥ BJENSY L €1000AY 99001 LVS|
l XM 10055 Y BJENSY L €1000AY 25001 LVS
l 9 170d ddIN GE0SN 18r4ese dH LS00L LVS
l ¢SO anyziq Ejjoul|y EJIUOH Sv00L LVS
l 0GZy 1eriese dH L0001 LVS|
l XX 100G ¥ BJENSY L €1000AY S0001 LVS|
l XX 10055 Y BJENSY.L 10004y L0001} LVS|
l d4N 0¥SYIND 3oriaseT Inojo) dH 6€L 1 uaanY,
l 0Gcy 1eriese] dH LE1) usdnY,
l

l

l

l

l

l

39Sv| - 1199 @2e|d

UOI1BWIOJU| 91BIS JUBLIND & T JUBWIYIeNY

S92IAIS paseueN QLM




9 a8eq

519ssy Ja1ulld S

PP9L sewxa
0SZY 1or4ese dH

XM 1005GY BHEMNSY L BI800AY
XM 1005GY BHEMNSY L BI800AY
251D AnuzIq e} OUIN OO
d4IN GEOSIN 1oreseT dH

XM 1005GY BHEMSY L BI800AY
05Z¥ 1or4ese dH

XM 1005GY BHEMNSY L BI800AY
d4IN GEOSIN 1orseseT dH
S608 AQV-Y! uoueD

XM 100G¥ BHEMSY L BI00AY
X 1005GY BHEMNSY L BI800AY
X 10055Y BHEMNSY L BI800AY
059 10r4ese nojod dH

X 10055Y BHEMNSY L BI800AY
006 Jorubiseq dH

XM 100G¥ BHEMSYL BI000AY
PP9L sewxa

XM 100G¥ BHEMSY L BI00AY
0SS¥-TIN Bunsweg

001 ¥ 10r4ese dH

Y591 sewxa

LGEE dIN 01Oy Yoory

1SG jorsese dH

001 ¥ Jor4ese dH

6¥S gun
8¥S aun
SPS aun
8€S auNn

12s aun
0LS giN

S aun
SSY aun
Svv audn
9¢v aun
viv aun
80V adNn

96€ guN
£€€ gun

62€ gun

d.ze ayn

Lz€ gun

80€ g¥N

(wooy Bulutes]) 9ez guN
8ZZ g¥N

0Lz gun

80Z g¥N

L0z g¥N

6£Z g¥N

X 10057 BJENSY L €100y
d4N GE0SIN 19riese dH

woou Adog - Jooyy pig YI1gINL

B e e e

XX 10057 BJENSY L €10900AY cL-e vl
¢SO anyziq Ejjouljy BSIUOH 8G-€ Va3l
XM 10055 Y BJENSY L €1000AY 62-€ Vg3l
XX 10057 BJENSY.L €1000AY SZ-€ v1g3dl
L¢/2IN 1oriese dH €519 LVS|

d4N GE0SIN 19riese dH 6719 LVS|

XM 10055 Y BJENSY L €1000AY 6906 LVS
XM 10055 ¥ BJENSY L €1000AY 6v06 LVS
9GG/ SUSDNIOM XOIaX Lv06 LVS
0GZy 1eriese] dH 106 LVS

00.% 12r4ese Inojog dH 8€06 LVS

XM 10055 Y BJENSY L €1000AY 9€06 LVS
8¢/ UM IOM X0IaX 1206 1LVS

XM 10055 Y BJENSY L €1000AY 6106 LVS
XX 100G ¥ BJENSY L €1000AY 9006 LVS
P91 Yewxan €818 1VS

d4N GE0SIN 19riese dH SL18 1VS

XX 10055 Y BJENSY L €1000AY 1218 1VS
XM 10055 Y BJENSY L €1000AY €08 LVS
XM 10055 Y BJENSY L €1000AY 0908 LVS
XX 100S¥ BJENSY L €1000AY 0508 LVS
XX 100G ¥ BJENSY L €1000AY 6708 LVS
XX 100G ¥ BJENSY L €1000AY 708 LVS|
0506 1orieseq dH 0208 LVS

0Gcy 1eriese] dH 9008 LVS

XX 10055 Y BJENSY L €1000AY 2008 LVS
XM 10055 Y BJENSY L €1000AY V0LL LVS]
XX 100S¥ BJENSY L €1000AY L60L LVS
XM 10055 Y BJENSY L €1000AY 690 LVS
0GZy 1eriese dH LV0L LVS|

XX 100G ¥ BJENSY L €1000AY 9€0.L LVS|
XX 100G ¥ BJENSY L €1000AY L00L LVS|
G99/ SJUSDNIOM X0IaX 9209 1VS|

XX 100G ¥ BJENSY L €1000AY 8509 1VS|
XX 100G ¥ BJENSY L €1000AY 9509 1VS|
0GZY 1eriese dH L¥09 1VS|

d4N 0¥SYIND 3oriaseT Inojo) dH 2v09 1VS|
XX 100S¥ BJENSY L €1000AY €€09 1VS|
XX 100G ¥ BJENSY L €1000AY 6109 LVS|
XX 100S¥ BJENSY L €1000AY £009 1VS|

UOI1BWIOJU| 91BIS JUBLIND & T JUBWIYIeNY

S92IAIS paseueN QLM




/ 98ed

519ssy Ja1ulld S

0S€ 1BJ0L puel)
l 9PBGOX HewxaT €S adn
l d4N GE0SIN ¥oriese dH veL aun
l GLLL SNUSDNIOM X0IoX 6L adn
l d4N GE0SIN 1oriese dH aels adn
l XX 10055 Y BJENSY L €1000AY 8v9 gin
l 0GZY 1eriese dH €9 giNn
l 0Gcy 1eriese] dH S€9 aiNn
l XM 10055 ¥ BJENSY L €1000AY 629 giNn
l ¢SO anyziq Ejjoul| EJIUOH 129 gin
l XM 10055 Y BJENSY L €1000AY v19 gin

UOI1BWLIOJU| 91BIS JUBLIND & T JUBWIYIENY

S92IAIS paseueN QLM




T 98ed

‘Bulkiojusnul aiemyos/aiempley
dopysap ‘yuswAojdap ayepdn atemyos dopisap ‘Juswhojdap wajsAs Bunelado dopjsep payewolne ‘uonnguisip alemyos dopisap Joj pabelans| sl NDDS -

wur__OQ uonnquisip _mco_mw‘_ clL-
(leuoneu) ays juased -
aunjonyselul ZL0z W00S

UOI1BWLIOJU| 91BIS JUBLIND & T JUBWIYIENY
aJnpnuisesul INJIS 9 S92IAIDS paseue|N QLM



T 98ed

%000 %0T°0 %02°0 %0v°0 %050 %090 %09°0 %090 %09°0 %0L°0 %0L°0 %0L°0 %080 %060
T S 8 81 9¢ 8¢ 0€ T€ [43 €€ SE LE 6€ LY
S 009 S 00€ S 08T s0CT S 06 s08 S 09 $0S SSv S9€ S0€ so0c sST S0 s 02T / %0°0
< < < < < < < < < < < < < < salyL pqy
%0286 %08°L6 %09°96 %09°'S6 %08 76 %0576 %06°€6 %0L €6 %0t°€6 | %0T'€E6 %08'C6 %05°26 %0t'26 %000
317817 62817 TLLY 1LY 18917 £99¥ SE9Y 29V 219 £6SY 7851 995 09St 0
$009 S 00€ S 08T S0zt S 06 s08 S 09 s0S SSv S9€ S0€ s0c sST S0 S0CT / %S'V6
=> => => => = => = = > => = = => = SaJyl puH
%90°66 %60
[44 0 LEGY JA4 7861
painoy paauuodsig pajpueH pauopueqy paJayo
slied slied slied slied slied Asewwng

|9Aa7 uonediddy 1e Azewwng
921AI9S Ag aWN|OA [|BD £

ST-0T-€T0C

:a1eq pu3
TO-80-ET0Z :33eQ HEIS

fOQ 40} 921n13S Aq dWN|OA |[€)

UOI1BWLIOJU| 91BIS JUBLIND & T JUBWIYIENY

S92IAIS paseueN QLM



z98ed

%00'00T %90 lov lssser  Jirzse oz lsts | T | Jieor

%00'001 __|%9¢'0 lov ssger  |truge  Joe Jsts s's %tv'e6  |eosy g6 10d 10} |e10L

%919 %000 T vster  |esese e 374 6L g6 |ose vog 44 NASYHOM (0Q r0d
%80°€1 %IE0 B greer  |vesos v 9oy o8 wes6  |oeo 9v9 NLSHHOM 10a roa
%6T°S %60 c ogeer  |sczse  Jo bee | ER) %996 |ose ost Jud" 1530034 100 r0g
%6t T %820 ot st |sswve e ety e %voL6  |og0T 1901 153nDIY10a r0d
vty %060 v vosor  |oevse o sz 8 %0896 |ere 612 i qyomssvd roa_|roa
wseel %590 L sgvor |evwse e sts ST |weooe  [iss 509 layomssvd Toa r0g
%£6'0 %000 o 1rosT  |eeeos o e Tt wsose  |vv ov ui-amd ¥3H10 fod_Jrog
%05°€ %000 B boTer  |svose |t ese ’ %6926 69T ELT lamd¥3H107T0a roa
wesT %000 o ce9or  lewy o ret It woees |ver st Ju1"3013105W r0a r0g
%L5S %000 c ssvst  |eoeee e 3 88 wese |69t scz 314405 10a r0d
wsTy %L0°0 B gesvt  |ortor o s6¢ vor  |wvize  |voz ote 43 Vg Toa roa
%0zt wze0 L trger  rrise s vy vor  |wezse  |ses w19 VN3 T0d r0g
wrLT %20 c syt |szsse o L0t ve o000t |vet vet Ju1"sddv r0a r0d
%6t'S %eL0 ¢ et Loz s cog €L %6l L6 |sot e Sddv_10a r0a

(19s%S) awil saiylL salyl ERTIVEN BaIYINS
saayl| (19s3iS) Apy awny| PUH wem|  uem > >
»d =< pay pay 10N e siesf  Buo[  Say puH PUH PuH
IoA ) siled) ny 8| woyg pud|  pud|  sieo% siled siled

[3A37 95| IS 1€ S|ie1aq

UOIBWIOJU| 91BIS JUBJIND : T JUBWYdeny
921AI9S Ag aWN|OA [|BD £ $92IAJI3S padeue|n LM



T 98ed

%60°L6  |%96°0 € T €0T 0T 00:GT:¢T
%C1'L6  |%68'T € 4 0T 90T 00:00:¢T
%5766 |%00°0 T 0 VET VET 00:S1:TT
%9766 [%9V'T T 14 SET LET 00:0€:TT
%CE66  |%00°0 T 0 el E1d 00:GT:TT
%586 |%VL0 4 T SET 9€T 00:00:TT
%00°00T  |%00°0 0 0 19T 19T 00:6%7:0T
%0886 |%00°0 14 0 /91 /9T 00:0€:0T
%9886 |%95°0 14 T 9LT LLT 00:GT:0T
%00°00T  |%89°0 0 T ST E1d 00:00:0T
%99°C6  |%95°0 €T T LLT 8.1 00:517:6
%CT'S6  [%PP'T 0T € S0C 80C 00:0€:6
%EC96  [%0V'T 8 € 414 STC 00:ST:6
%6896 |%CS0 9 T €6T 61 00:00:6
%06'L6  |%00°0 € 0 €T €T 00:617:8
%CE66  |%89°0 T T LVT 8T 00:0€:8
%8866 [%00°0 14 0 L6 A3 00:9T:8
%0€'96  |%00°0 € 0 18 18 00:00:8
%00°00T  |%00°0 0 0 Ly Ly 00:517:L
%00°00T  |%00°0 0 0 [44 [44 00:0€:L
%9€98 | %EE'8 € 14 [44 144 00:GT:L
%C9V8  |%0L'E 14 T 9¢ LT 00:00:£
%00°00T  |%IT'TT 0 T 8 6 00:51:9
%00°00T  |%00°0 0 0 € € 00:0€:9
%00°0 %000 0 0 0 0 00:GT:9
%000 %00°0 0 0 0 0 00:00:9
%000 %000 0 0 0 0 00:51:S
%000 %000 0 0 0 0 00:0€:S
%000 %000 0 0 0 0 00:ST:S
%000 %00°0 0 0 0 0 00:00:§
%000 %00°0 0 0 0 0 00:St:v
%000 %000 0 0 0 0 00:0€v
%00°0 %000 0 0 0 0 00:STv
%000 %000 0 0 0 0 00:00't
%000 %00°0 0 0 0 0 00:G17:€
%000 %000 0 0 0 0 00:0€:€
%000 %000 0 0 0 0 00:GT:€
%00°0 %000 0 0 0 0 00:00:€
%000 %00°0 0 0 0 0 00:51:¢
%000 %000 0 0 0 0 00:0€:¢
%000 %000 0 0 0 0 00:6T:¢
%00°0 %000 0 0 0 0 00:00:C
%000 %00°0 0 0 0 0 00:S¥°T
%000 %000 0 0 0 0 00:0¢€:T
%000 %000 0 0 0 0 00:STT
%000 %000 0 0 0 0 00:00:T
%00°0 %000 0 0 0 0 00:5%:0
%000 %00°0 0 0 0 0 00:0€:0
%000 %000 0 0 0 0 00:ST:0
%000 %000 0 0 0 0 00:00:0

101 Salyl < QEmummE_._.

SS9 pauopueqy pa|pueH pauopueqy p3jpuey pai3jo

243d 243d s||ied s||ied s||ied s||ied

ST-0T-€T0C -91eQ pu3
10-80-€10Z :®)eQ Hels
fOQ 40} [eAsd3u| Aq swnjoA ||ed

UOI1BWIOJU| 91BIS JUBLIND & T JUBWIYIeNY
|eAsaiu| Aq awnjoA [|eD '8 S92INISS padeue|Al QLM



z98ed

%00°0 %000 0 0 0 0 00:St:€C
%00°0 %000 0 0 0 0 00:0€:€C
%00°0 %000 0 0 0 0 00:ST:€C
%00°0 %00°0 0 0 0 0 00:00:€C
%000 %00°0 0 0 0 0 00:S¥:¢C
%000 %000 0 0 0 0 00:0€:¢¢
%00°0 %000 0 0 0 0 00:6T:2¢
%00°0 %000 0 0 0 0 00:00:2¢
%000 %00°0 0 0 0 0 00:S¥:T¢
%000 %000 0 0 0 0 00:0€:TC
%000 %000 0 0 0 0 00:9T:TC
%000 %000 0 0 0 0 00:00:T¢
%00°00T  |%00°0 0 0 € € 00:5%:0C
%00°00T _ |%00°0 0 0 [4 4 00:0€:0C
%00°SL  |%00°0C T T 14 S 00:5T:0C
%00°00T  |%00°0 0 0 € € 00:00:0¢
%EEEB | %00°ST T 14 9 3 00:517°6T
%0008 [%0S'LE T € S 3 00:0€:6T
%0008 |%00°0 T 0 S S 00:ST:6T
%00°00T  |%00°0 0 0 T T 00:00:6T
%00°00T  |%00°0C 0 T 14 S 00:51:8T
%EEE6  |%00°0 T 0 ST ST 00:0€:8T
%L9'T6  |%00°0 T 0 4} 145 00:ST:8T
%L7'68  |%00°0 4 0 61 6T 00:00:8T
%00°00T  |%00°0 0 0 124 124 00:617:LT
%00°00T _ [%00°0 0 0 T T 00-:0€:LT
%0€°L6  |%00°0 T 0 LE LE 00:GT:LT
%5596 |%00°0 T 0 6C 6C 00:00:£T
%00°00T  |%00°0 0 0 144 144 00:617:9T
%00°00T  |%00°0 0 0 95 95 00:0€:9T
%6€86  |%00°0 T 0 29 9 00:GT:9T
%81°€6  |%CT'T 9 T 38 68 00:00:9T
%00°00T  |%CT'T 0 T 38 68 00:61:GT
%96'L6  |%00°0 4 0 36 86 00:0€:GT
%L8YV6  |%S8°0 9 T LTT 8TT 00:GT:ST
%lv'L6  |%S80 € T 911 LTT 00:00:6T
%9C°L6  |%10'C 14 € Eld 6VT 00:S7:1T
%6E€°L6  |%00°0 € 0 STT STT 00:0€:¥T
%9V'L6  |%¥8'0 € T 8TT 61T 00:ST:vT
%CEL6  |%HTIT € € 435 STT 00:00:vT
%L V6 |%00°0 L 0 €ET €ET 00:G1:€T
%€096 | %CB'E S S 9¢1 T€T 00:0€:€T
%LE66 | %000 T 0 Eld E1d 00:GT:€T
%8066 |%16°0 T T 60T 0TT 00:00:€T
%7696 |%I0'T € T 86 66 00:51:CT
%00°00T  |%EC'T 0 T 08 18 00:0€:¢T

101 Salyl < nEmumWE_._.

SS9 pauopueqy pa|pueH pauopueqy p3jpuey pai3jo

243d 243d s||ied s||ied s||ied s||ied

ST-0T-€T0C :91eq pu3j
10-80-€10C :®jeq Heis
fOQ 40} [eAsd3u| Ag Swn|oA [[BD

UOI1BWIOJU| 91BIS JUBLIND & T JUBWIYIeNY
|eAsaiu| Aq awnjoA [|eD '8 S92INISS padeue|Al QLM



T 28ed

924n0s Aq sj|ed ‘6

88LYe |ejol pueis
€ EEN
202 |Ie|\] 8210/
068 Juswabeue|y swajsAS
65702 auoyd
S

0cC

10921

8 nduj yoauq

(pouad yyuows z}) syoejuo) Jo Junod

9221nog papoday

a2unog papoday Aq s|jed Jo JaquinN

UOI1BWLIOJU| 91BIS JUBLIND & T JUBWIYIENY
S92IAIS paseueN QLM



T 28ed

1npoud Aqsjied ‘01

G12¢€ |ejol pueis
€e0L UOBISHIONN
149141%4 asemyos Aued-paiy
8 w0999
e 1senbay
Glee lesayduad
€61 20JO
0€Y9 uoneolddy asnoH-u|
1€6 ERIGIENE]
14 Buipiing
3 solg
(pouad yjuow z|) sjoejuod Jo Junod jonpouad

UOI1BWLIOJU| 91BIS JUBLIND & T JUBWIYIENY

S92IAIS paseueN QLM



T 98ed

687 g€z s/t STz [24 6T€ vve S6¢ 187 Lzg y1E e 677 H

%ET %8 %CT %L %6 %¥T %05 %05 %0L %9L %L9 %08 %88

91 L 91 6 1 0z T o1 91 91 43 [ 1 sdno.o JaL0 pazeledsa

%£9 %8 %€ES %59 %S %9¢ %L %0T %0 %S %9 %L %0

9/ [24 89 18 69 15 € z 0 T T T 0 [9A31 puz pajejeds3

%vT %St %S¢E %8C %LE %05 %9¢€ %0 %0€ %6T %8C %ET %ET

67 [ St 1€ 3 [ B B ’ v S T z 19737 LST 243u3) d|aH PaA|OSaY

121 6 621 €T L21 £v1 (44 0z £z 1z ST ST 91 uogay dnuepy

%L %L %L %L %TT %3 %8 %3 %ZT %6 %LT %TT %ZT

ST ST 9z 8z [42 0z 61 5z £z ST vz 9z €z sdno.o JaL30 pazeledsa

%09 %25 %1S %85 %67 %831 %LS %S %Y %9 %1S %65 %ES

SvT 91T €11 T€T 00T (1T 65T 59T [ 0T STT 9€T 50T [2A31 puz pajejeds3

%EE %Ly %8¢E %0€E %Ly %y %S¢E %0V %9 %LT %8¢E %0¢€ %9¢

08 6 v8 19 v8 30T v8 43 88 (22 18 89 [ 19737 LST 943u3) d|3H PaA|OsaY

9z €2z €2z 977 907 Svz [344 S1E €61 991 9tz 0£z 007 uoy8ay 23gann

%TT %ST %9T %ET %3 %LT %8 %6 %01 %LT %ST %3 %ZT

€€ ¢ 99 v € Ty 3 [ 0¢ or [ 8z or sdno.o Ja30 pareledsa

%19 %8 %55 %05 %09 %6V %95 %Ly %15 %S %ES %£9 %59

/81 YT sz 091 61¢ 68T [444 191 €51 621 T [332 [AX4 [2A27 puz pajejeds3

%67 %3¢ %67 %LE %zE %Ly %9¢€ %Wy %6¢ %0 %E %67 %ET

68 6 91T 61T STT 35T T ST STT [ 0T 10T 9/ 19737 LST 943u3) d|3H P3A|OsaY

60€ ovz L0y [423 89¢ 88¢ 96¢ Sve T0€ e £z¢ 195 sze

%L %238 %9 %6 %9 %9 %ET %EE %3 %y %65 %ES %St

[44 3T sz o€ 67 8¢ e 1z 1z [44 [ st 67 sdno.o Ja30 pazeledss

%Ly %98¢€ %0 %Ly %Cv %€ES %€ %S %01 %W %S %6 %6

05T 58 /ST 95T 061 STE B 2 €1 z € v 9 [2A91 pug pajejeas3

%9 %655 %ES %05 %15 %Ly %38 %29 %CC %S %9¢€ %8¢ %St

LvT €21 107 761 167 e 007 05 S 87 X4 ST 67 19737 LST 843u3) d|3H P3A|OSaY

61¢€ [44 63¢ g€ 05 65 6£C 18 8vz s 85 Ly 9 uoiSay oueuQ

%22 %T %LT %02 %8¢ %zE %y %9t %EE %t %89 %6E %zy

9 S 6 9 3 [42 B [ [ L ST A 91 sdno.o Jay10 pare|edss

%ty %67 %0€ %LE %vE %6V %2E %Y %8 %ST %6 %6€ %vE

43 9 o1 1 o1 vE 9 T € v T L €1 [2A31 puz pajejeds3

%EE %831 %Cy %EY %8€ %61 %92 %05 %85 %1€ %ET %2T %vT

6 o1 [2 €1 1 €1 5 €1 1T 5 S v 6 19737 LST 843u3) d|3H P3A|0saY

A x4 €€ o€ 67 69 61 9z o€ 91 (44 ST 8¢ suoi8ai usayLoN

%01 %6 %01 %TT %vT %0T %ET %L %01 %IT %LT %WT %vT

ST 6 €1 121 781 591 88T 6vT 171 60T €1 191 65T sdno.o Jay10 paie|eds3

%9 %St %St %8E % %St %EY %EY %zE %Ly %0 %05 %St

165 9Ly 09 S5y 155 11/ 819 8vS oty 66€ 905 119 761 [9A31 puz pajejeds3

%ty %9 %St %S %< %St %ty %St %85 %8 %61 %LE %Ly

0/5 67 565 919 €95 T2L 129 195 222 £9v 529 15p [233 19731 LST 243u3) d|3H PanjosaYy

2671 5901 9g€T 8611 9671 65T €evT v9zT €L21 146 8971 szt 1011

%01 %0T %0T %LT %3 %8 %6 %0T %01 %0T %LT %8 %TT

9z 0z 87 (34 o€ [54 1z vz I3 [%3 1€ 17 6T sdnoup Jay30 paiejeds3

%05 %LS %2y %SS %835 %S %8S %6€ %0 %05 %Ly %29 %8

€T 91T YT STT vee ST vLT 68 121 61T oTT 107 18 [9A31 puz pajejeds3

%0 %vE %8 %vE %vE %6€ %EE %S %05 %0 %8y %67 %Ly

50T 69 [ [ €€1 91 0T oTT 15T 76 671 6 69 19737 LST 243u3) d|3H PaA|OsaY

792 50z (222 €1z /8¢ 9zg [ 677 o€ 15T 0Lz [423 69T uoigay o'g
gi-des | g1-bny | gi-nr | gi-unr | gi-Aew | gi-idy | gl-tey | g1-ged | gl-uer | zp-08g | ZL-AON | ZI1H0 | zl-des Ajuo juapouj

SJuUBpIoUl | - JO + UIYJIM 8]eindoe S| ejep 8y :9J0N

|aAa7 pue suoibay Aq spuapioujf

UOIBWIOJU| 91BIS JUBJIND : T JUBWYdeny
uoiSay Aq syuapiul ‘T $92IAJI3S padeue|n LM



z98ed

%IT %TT %CT %CT %CT %TT %ET %ET %ET %Vl %vT %ST %8T

(443 414 9LE 1343 L9¢€ 00 8¢ 1433 £€ee S8¢ £5¢ S9¢€ LLE sdnou 4310 paie|edsy

%81 %EV %y %EV %SY %SY %Ly %6€ %LE %Ly %8E %05 %y

€8ET 00T 9EET 09TT 9TvT T99T 6CCT LT0T €L6 8¢8 056 SvetT 06 |9A37 pug pajejeasy

%Lt %91 %irv %S¥ %EV %7 %9¥ %87 %LS %S¥ %87 %SE %6€

08TT 50T VSET 8€ECT CEET 0797 V8ET veet 8SET 816 96TT 998 1433 1337 1ST 843ud) d|aH PaAjosay

598¢ 0T€ET 990€ TeLe STTE 189¢€ L66C SLST 99C T€0C 66vC 9L¥T TSTC

%61 %ET %SC %7 %Ll %Ll %0C %61 %8¢ %91 %L1 %0E 43

95 SS 69 15 S 69 89 SS 6/ S S €L LL sdnoJp J3YyiQ paie|edsy

%8C %0C %97 %0C %TT %CC %LT %97 %TT %0C %ET %6T %ET

8 Ly St [44 €S 69 65 Ly 153 L9 [44 Ly 6C |9A37 puz pajejeasy

%S %LS %65 %LS %8S %LS %€ %S9 %9 %179 %0L %0S %S

T§T 9¢€T 19T (44 ST 18T LTC €6T LLT 80¢ 0z¢ [44% €CT |19A97 LST 343u3) d|2H paAjosay
gl-deg | g1-bny | gp-ine gL-unp | gL-Repy | gl-udy | gL-tey | g1-ged | gl-uer | z)-98 | ZL-AON | ZL-R0 | zl-deg _ Ajuo 3uapiou)

uoiSay Aq syuapiul ‘T

SJuUBpIoUl | - JO + UIYJIM 8]eindoe S| ejep 8y :9J0N

|aAa7 pue suoibay Aq spuapioujf

UOI1BWLIOJU| 91BIS JUBLIND & T JUBWIYIENY
S92IAIS paseueN QLM



T 98ed

1npoud Ag syuapiu 'z

€0l 19UUBdS Jayl0

S pagie|d4
801 Jauuess
S SS9RIM - OFSIHM

8 190y W0ds[9 | Jayl0

S Jo)noy [esayduad J8ayi0

8l J9)noy
Z J9301d
90¥ Jajuid [eseyduad Jayio

3 ddiN
Lyl JojuldlaseT
ol ong JajipMIege]
144 19ge

Z MU

€ erisad

€ 1o Joseq JojoD

£ 19r 8|lqgqng

3 J9juld 3jjledg
9661 J9jud
€ Jojealday pod Jeyi0

€ Jojesijdai Jod
Z uopejsiop vadd Jeuio

Ly Kuegioelg
(34 vad
0S1 9SNOW J3U}0
0SL asnol
10¥ JOJUON JaY10
L0vy Jojluoy
154 dXIN yiesis

3 dXIA 18%9eqin0

12 AKlows|\ Jayi0

0§ dip oig
%4} Kiowsy
€ €S
18€ uonejsyiom doydeT Joyi0

3 D0L9NOAT

3 009¥%
98¢ dojde
3 YOIMS INAM 18U1I0

3 Yaums NAM
ovl pseoghay Jayio
ori paeoqhay
1€ 9AUQ@ pieH Jayio

1€ dAlQ pleH
L 91 dAd J3UI0

L 493U dAd
62 9AUd dAd BUI0

62 2ALd dAd
14 uojjels Bunooq Jayio

14 uoyejs bunjoog
[43 vd
298 uojelsyiop dopiseq Jauio

€ 082X9

l 042X9
865 dopisaq
9 SOWD JBYo

9 SOND
S 43U dO 43410

S 49)M a2
vl 9AHQd dd seui0
143 2Aua ad
/ J9)depy sng JayiQ

L 19ydepy sng
44 aJempieH ABojouyoa | aandepy Jayi0
822 ABojouyda] aAndepy
8925 aJempieH

(PO1ad UOW-Z|) SjuapIou] JO 1qUINN
alemjjog pue asempieH Aq A1o3siH Juapiou|

UOI1BWLIOJU| 91BIS JUBLIND & T JUBWIYIENY
S92IAIS paseueN QLM



z98ed

1npoud Ag syuapiu 'z

62LL uoneolddy yiomiaN Aued-pay | Jeui0

G9 jusl[Q pooyloqybieN weiboid X10
v6L1L uonevi|ddy yiomjaN
z Buuoyuol esudiaiug Jayio

Z Buuojuop
[ UoN09]0ld SNIIA-HUY a.emely esudiajug Jayi0

z uol}09jo.d SNIIA-RUY dJem[ely
9l Jasmolg Joulaiu] Aued-paiy | 1syi0
8001 JaJo|dx3 Jouleu]
2oL Jasmoug Jauiaju|
yESY oopno

9. llew3 Aued-paiyL Jayi0
0L9Y [TENE]
Z JanIes TOS

] uoieo||ddy eseqejeq Aned-piy L ey

< uonesiidde aseqejeq
144 1A

14 jusl|g ulyl

z 1xepadng/uonewwng

| SS900Y 9J0WY 81N09S

3 SVS

3 dvs
0c SIY

09 (swa3z) swiay

3 SJedUINSD IMd
€0€ yosajdoad
G952 uoneolddy sseuisng Aued-paiy1 Jayi0

€ uoneo)jddy ssauisng esnoH-u| JoYI0

1 Ked auljup
Ge rejBury/uonebniy

Z NLLSNI
(414 ener
14 SWiy!
82 8)IS J8ueiju|

€ SR

9 (d71) ueid BujuiesT [enpiaipu]
014 dVSSINAI

4 (g57) SmaIA oljof
09¢ isnjjug

| SWI04-3

3 OSOMd Woj (801n188 2AR08|F JO djewnss) S35

[ AinoJa|\woo

] (snwoQ) snid Aindis|\ NDD

13 dwisld sj0piuy
GLIE uoneoiddy ssauisng
22€ dnyjoeg asudisjug Jayi0
(433 dnyoeg
Sz Hoddng uoneoyddy Aned-paiyL Jayi0

Sz Joddns uoesiddy
€ Abojouyos | anndepy Aped-piiyl Jayi0

€ ABojouyoa] aAndepy
69812 alemyos
3 0/G7IA Jueriold

14 0/E7IA Jueriold

3 085713 jueriold

] 08€71d jueriold

Sl 09€71d jueriold
v abp3iemod

0s J9AIBG [BIUIM J3UI0
665 193UIM
2le 19A8G [BNUIA J8Y10
Zle [enMIA
12 Jaydepy 08pIA JayI0
yx4 12)depy 0apIA
l J8AI8g XINN J3UI0

3 XINN

(PO1ad UOW-Z|) S3USpIoU] JO JqUINN
alemjjos pue asempieH Aq A103siH Juapiou|

UOI1BWLIOJU| 91BIS JUBLIND & T JUBWIYIENY
S92IAIS paseueN QLM



¢ a8eq

LE1€E 1ejo] pueso
9l X9gaM

/ obeho)\ ssexoy [oAel |

€C PELICINY Emc_w_

z oogeseD [1ejbury

8 uonedliddy gom Aped-piyl euio

) uonedl|ddy gap) @snoH-u| Jaui0

| SY0dO1
6561 SS900ESNI

9 J8USN J8UBAU|

z rod jeuiau
065¢ oseo)|

z (ooggem ) sa3an

Gt useld

Y4 Xojoll4

L9 wmm._QchtOu_m_
0vS1L (uoneoyddy gap uoyesuaduwiod) VM

I MIOMIBN yoleasay _wc_m_._on/.\
8929 uonedyddy gam
| NdA Aued-piy1 seuio

1 NdA
] BUIYOB|\ [BNHIA A-JedAH

1 JOAIDS [ENMIA
1 J9AI9S Juswabeuely swaisAs

1 jJuawabeuey swalshAs
. $00(J94n29S
L0% uondAioug aAlQ pleH 90Qalnoas

68 uoned||ddy Ajunosg Aued-pliy1 J8yio

Z uabjuy
(344 uopesiddy Ajinoag
z5ee dX SMOPUIM
06.¢ £00Z SMOPUIA

z 0002 SMOPUIAL
9zl SMOPUIA\

ol waysAg Bunesado Aued-payl 18ui0
7201 SO Auagoelg
¥GEL wa)sAg bupesado
209 PIOM

3 dizuim

Gl Joke|d BIPSIN SMOPUIA

v OISIA

1 wa)sAg uonduosuel] [esiaalun dois pels

] 116eus

I 21eM)JOS Jauueds

z MIIAYIND

i Jaysiiqnd
€0l jujodiemod
6.2 $S900Y GO 3000

1L uopeo||ddy 8oy0 Aned-piy L Jeyo

9 9}iNS 20O

26 SNIIAJUY 89)ON
1€ JanuoyieN

1 abedjuoly
102 199X3

. aJeM)jos Jauing 4D

¥4 JOJIM 1eqoIoy
615 1apeay 1eqo.oy

[ SS90y
(T4 uopeaydde @210
(poliad yjuow-z|) sjuapiou] Jo J18quinN

alemjjos pue asempieH Aq A103siH Juapiou|

UOI1BWIOJU| 91BIS JUBLIND & T JUBWIYIeNY
19npoud Aq sjuapidu| ‘ZT $92IAJI3S padeue|n LM



T 98ed

adA| Aqg syuapioul €T

861 Bunooyss|qnos
14 Buiyoeo ysep adInIeS
19 uoneinbyuon
S0€ Jepusied - OO1LNO
67€81 Bunooyss|qnos
568 Buiyoeo) ysop 991AI8S
€8L1L uoneuw.oju| 10} 3senbay
0L0c }9Sal pIomssed
LELS uopeinbyuo)
89G/.C FETTe)
6752 Bunooyss|qnos
€ Buiyoeo) ysap a0IA19S
8 19591 PIOMSSEd
g8l uopeinbyuo)
S¥.2C Jong
€6L€€ )saq 99IAIeS
9 Xipealg
96 uoljeuUIWId} [BlIOUqQY
201 |es1314D UOISSI|\| UON
4 (uelq)
Zle Xipjeasg
8% uoljeUIWId} [BWIOUQY
108 [ea13L1) uoIssIy
aJnjied
xipjeaig
16 juawabeue JanIag
VIN
1iodal paziwojsn)
Bunaoday
19)uld 8inbyuo)
UON - DVII
yoddng bunuugd
ainbyuon

BA1}091100/30UBUBJUIEIN

ejeq / Juswabeue Y10M}BaN

]

ues|)

]

BA1}091100/30UBUBJUIEIN

}sanbay olauUaS

ouejuQ - JVINI

BuIyoeod ajIsuQ

Bujuiel] Jasn-puz

UOIEISHIOM

}osal pJomssed

uoneinbyuon

uopeinbyuo)

Xipjeaig

SONss| 90UBWIONSd

10113

uonesiddy

0

Bunndwo) Jasn-pug

pajefel 1Bl

abuey) aslAles

juswabeuely |lews

Bulures |

dS.11 Apaway

V/N

BAIENIUl JuBWaAcIdw]

AAosuuo)

uopeinbyuon

xipjeaig

uopjesnbyuon

uopesIuILpY

suo|ss|uLIad

a1 918a1)

“JWBA JUNO22Y

~[o[wu[~[~[N[] [ [~ [~ [~ [~ e[ ][]~ [o[~]e[n]an]—[[a[a]wu]u v [a]a]a[a ][ ]o [e

-

jJuawabeuely uonesiddy

(Po1ad Y3UOW-Z|) SHUBPIU] JO JBqUINN

adA] @d1n198 Aq A103SiH Juapiou|

UOI1BWIOJU| 91BIS JUBLIND & T JUBWIYIeNY

S92IAIS paseueN QLM



z98ed

adA| Aqg syuapioul €T

88LYE |ejo] pueis
2 (quelq)

3 (juelq)
1543 Bunjooysajqnoa )

| Buiyoeo) ysap aoln19g

€ uoljew.oju| Joj }sanbay
182 uopeinbyuod
1591 Jajund
GSE Bunooysa|qnoa

€ Buiyoeo) ysap aoln1ag

4 uoljew.oju| Jo} }senbay

e uopeinbyuod
£6€ SaNss| @duewWIOMad
vEL Bunooyss|qnoa
8L Buiyseo) ysap 291AIS

8. uofeinbyuod
v6€ 1Sd - ¥001LNO
t44 Bunooyss|qnos

9 Buiyoseo) ysap 22IAIaS

44 uopeinbyuod
ocl uonebajag - YOO I1LNO

{Po1ad Y3UOW-Z|) SHUBPIDU] JO JBqUINN

adA] @21n198 Aq A103SiH Juapiou|

UOI1BWLIOJU| 91BIS JUBLIND & T JUBWIYIENY
S92IAIS paseueN QLM



T 28ed

00°€l
008

UOIN SNOIABId 0} pasedwiod sjunod

819 (YON) s18)uLd Xlypjeslg slempieH
629 (4ON) sdoyde xypjea.g iempiey
1161

(4ON) S.0d Xu/jea.g siempey

SOLIDN X4 8 dealg vT

sjuno)n :s19)ulld ® sdojdeT s,0d Xidpjealqg aiempleH 800-1858

UOIBWLIOJU| 91BIS JUBLIND & T JUBWIYIENY
S90IAIS paseuei QLM



T 98ed

sisanbai CRIUSELN

sjuapu|

I
°

sisanbau 221198

sjuapiu|

23ganp

sisanbai CRILFELN

Sjuapu|

sisanbai CRIUSELN

sjuapu|

sisanbau 221018

sjuapiu|

sysanbai CRILFELN

Sjuapu|

sysanbaa CRIUSELN

sjuapu|

s1sanbai 3dInI3S

sjuapiu|

sisanbai 3JIAIRS

Sjuapldu|

%9¢€ %8E %6C % E %CE LT %SC %0€ %LE %0€ %0€ %CE %CE
8/ST L0VT £LSCT TEVT 44 SSET 666 €0TT 01T 658 060T 441 S0t
%79 %29 %TL %99 %89 %EL %SL %0L %69 %0L %0L %89 %89
598C 0T€C 990¢ TeLe STTE 189¢ L66T SLST 99¢ T€0C 6617C 9LYT 15124
1444 LTLE 13434 141414 €95Y 9€0S 966€ 8L9¢€ VEBE 068C 68S€ 029¢ 9LTE
%6C %LT %TC %LT %8E %9C %ET %81 %LE %9C %6C %SE %8¢
[4e) €8 65 ¥8 1£4% S8 TL 0L S8 65 6 9T 6L
%LL %EL %66L %EL %¢C9 %L %LL %C8 %69 %L %LL %S9 %CL
El44 €CC €CC 9TT 90¢ 144 we STE €6T 99T 9¢C 0€C 00¢
k143 90€ 8¢ 01€ 0€E (433 €T€ S8€ 8LC S¢C 1€ 9G€ 64T
%LE %LE %8¢ %t %LE %EE %6C %8€E %CE %9€ %6€ %6€ %8€E
8T €T LST 1434 [4%4 6T €91 L0C ol €eT £0C 8€ET 00¢
%E9 %E9 %lL %8S %€9 %L9 BLL %E9 %89 %179 %19 %19 %29
60€ ove L0V [443 89€ 88€ 96€ SPE T0E e €CE 19€ 8C€E
67 £8€ 795 9SS 08S 085 6SS ¢SS 1444 A3 0€S S09 8¢S
%0€ %07 %LT %ST %0C %9 %9 %¥C %LT %SE %LT %9€ %LT
LET 15T €T 9CT 415 014 ST 9¢ S 8¢ TC LT €T
%0L %09 %EL %SL %08 %176 %176 %9L %€E8 %S9 %EL %¥9 %E8
6T¢ 9¢C 68¢ 8¢ 0st 65 6€C 18 81T 4] 85 Ly 9
9G¥ LLE 43 0TS 295 €9 ST L0T 00€ 08 6L A LL
%lv %81 %6€ %8€ %S¥ %CT %0€ %SE %0¢C %EE %LE %¥S %LT
6T 6T 114 8T 144 6T 8 T 6 8 €7 114 8
%65 %ES %T9 %€E9 %SS %8L %0L %S9 %08 %L9 %E9 %9Y %E8
/x4 TC €€ 0€ 6C 69 6T 9¢ 9€ 9T [44 8T 8¢
El4 (94 ) 14 &5 88 1 (94 Sv 144 e 6€ El4
%8€E %LE %TE %LE %SE %LE %8C %CE %SE %EE %CE %CE %CE
961 679 965 1T, 69 L €59 865 8.9 Ly 65 €85 9¢s
%29 %E9 %69 %E9 %S9 %89 %L %89 %S9 %L9 %89 %89 %89
62T S90T 9€EET 86TT 96¢1 £6ST €evL 9T €L2T T/6 89CT SECT L0TT
880C 69T 43 606T 066T 11434 9861 98T TS6T 144 098T 8T8T €€9T
%6T %ET %0C %LT %7 %91 %IT %ST %TC %ST %ET %ST %¥C
89 €L 69 LS 8L 65 144 1) 9L 65 14 134 VL
%18 %LL %08 %6L %69L %178 %68 %58 %66L %58 %L8 %58 %9L
68C 8¢€C SLC STC (414 6T¢ 1443 S6C L8C LCE 1433 e 6CC
LSE TTE e LT 0EE 8LE S8€E 5143 ES8 98¢ 9€ S8C €0€
%lv %ES %CE %EE %SC %0€ %EE %LE %0€ %6C %6C %S¢C %lv
S8T 8¢¢C 6CT SOT CET VT El4’ CET 8¢T S6 [41 SOT €CT
%65 %Ly %89 %L9 %SL %0L %L9 %E9 %0L %LL %LL %SL %8S
9T S0C /4 €TC £8€ EI43 0€ 6CC €0€ LET 0LT e 69T
Lyy 1334 014 8T€E 619 691 8y T9€ 1334 [433 [4:43 yx44 6¢C
%lv %Ly %6€ 344 %9€ %€ %8 %6 %8 %6T %CC %9 %TT
68 18 €8 96 L €L [4 [4 [4 S S T [4
%8S %ES %19 %8S %19 %99 %06 %16 %6 %18 %8L %176 %68
T 6 6CT €ET Jx4) vl [44 0¢ €C TC 8T ST 91
0TC €LT [4%4 6CC 66T 9T¢C 4 [44 SC 9T €C 9T 8T

1sanbay 321AI9S g JULpPIDU| ST

sadA} sa| sno| /sadA} ||y

s)sanbay 92IAI8S "SA SpUBPIOU|

UOI1BWLIOJU| 91BIS JUBLIND & T JUBWIYIENY
S92IAIS paseueN QLM



T 98ed

k4 (O¥d) lesodsiq 1o Jajsuel] ‘L 1| pJediy
ol (0Y0) |esodsiq Jo Jajsuel] ‘L 1| pJediy
G9 (4DN) [esodsiq Jo Jajsuel] 1| pJedly
Zl (0¥40D4g) |esodsiq 10 Jajsuel] ‘uol 1| pJedly
8 (0dvY) 10 19jsuel| ‘UONe|[ejsu| pIedlly
991A3( SS9Ja4IM - obueyn
26 (YON) $S9]| 10 SI8SN G BAOI [[BWS
© (4ON) @Jow Jo s1asn g ano|\ abie
) ne7 - (0g) eAop a1buls juswdinb3 Jeindwo)

12 BunesadQ bunesojay - sanol
I [CEFERET
89 (eureld) anop
9l (ouEuQ) A0
9¢ (08) eron
€ (onueny) 80N

: (0g) dopiseq ebewiey

L (9ON) AlUQ Jeindwio) ebewiey

dopysaq - abewiay/|jeisu|

3 (4DN) Alup doyde] abewi-ay
8 (SNOIDTY) Jeindwo) dojde Jo ebeuwi-ay 10 ol 1
m (40N) doydeT jejsu

dojde - abewiay/|jeisu|

e/ HON - ISnjjug 21EMYOS 8INdaS [[BISu|
0Z leuolbay - }SNIU S1EM}OS INd3S |[ejsu|
L (ey1uimo|e A) ®Jemyos papoddng |lejsul
16 (aureid) atemyos papoddng [ejsu|
Zl (ouejuQ) atemyos papoddng [[ejsu|
Z (3ineby) asemyog pepoddng |lejsul
8y (0g) a1emyogs pepoddnsg |ejsu|
Z (onuepy) aiemyog pepoddng jejsu|
78 (08genp) a1emyog |[ejsul
1 (onuepy) aJemyos |[ejsu
k4 (aureid) asemyos papoddng-uoN [ejsu|
© (oueyuQ) aiemyos papoddng-uop |leisu|
1 (3neby) a1iemyos papoddng-uoN [ejsu|
[} (0g) a1emyog papoddng-UoN [lejsu|
Z (onuepy) asemyog papoddng-UoN [lejsu|
%) Z A8l lenosdde Sysg salinbas aiemyjos papoddng-uoN
L (SNOID3Y) uone|elsu| 8semyos pepoddng
6vC (lI_3sU] ¥HOVINI) Uoneyeysul 8iemyos pspoddng
1 (lle3su| dopise@-ro@) uone|ielsu| 8semyos pepoddng
@ uone||ejsu| 81emyos papoddng Sysg

a1emyos - |[ejsu]

L (YON) Jojulid HOMIBN [IBISul
z (4ON) Jojund [e90T [ejsu]
[44 (4ON) JojuLd [9geT Iejsul

J193ud - [[B3Su]

6 (0¥YDg) |esodsiq 1o Jajsuel] ‘uone|elsu| Auagyoe|g
Z (0Y0g) [esodsiq 10 Jajsuel] ‘Uone|[ejsu| pIedlly

a21A8(Q SS3JA4IM - [IEISU|

99 29genp - aJempleH papoddng |ejsuj
6 alleld - aiempieH papoddng |[ejsu]
Ge oLejuQ - alempleH papoddng |eisu|
| BjIUNMO|[BA/HN - 8JempieH papoddns [leisul
L 9SI0Ua)IYM/IN - iempleH papoddng |ejsu|
1 1N[eb|/4N - 8iempiey pspoddng ejsul
61 04g - aJempieH papoddng [lejsu|
6 onuepy - alempleH papoddng |jeisu|
1881 (4ON) uoneieisu| asempleH papoddng
| (4ON) uonejiejsu| asempleH papoddns - $1INIOHNS
4 (YON) uonejjejsu| aiempieH pauoddng-uoN
S 1senbay 8o1A8 (g 86uoq

auempJieH - ||ejsu]

€L0Z 4840100 0} Z10Z J9GUIONON BUILIE]S, vn

(pouiad yyuol z1)

sjsanbay a21A18 JO JaquinN sodA ysenbay soinieg

UOI1BWIOJU| 91BIS JUBLIND & T JUBWIYIeNY
adA| Aq 1sanbay 221195 9T $92IAJI3S padeue|n LM



z98ed

/] SS90V SHOJO 81eaI)
a4 Z N21JUunoddy SNH| dieald

™UON - @9hojdwg maN

L 0Ojul JUNOJOE X BPIACI
8 JUNOODY UILUPY/ [ED07 SPIACIH
L JUN0SOY 0} 868|IALd UIWPY SpIACId
3
14

JUN0O0Y Apawiay 8}eal)

Z JUN0OOY |IeW] pJepUB)S-UON 9)eal)

ai @eald

ovl a|yoid Apswey 8|qeus

Gl (sjuaby umoi)) ssadoysnr 8jeal)
(3uaby umoi) | aea1d

6€C 8|1joid Apsway 8|qeus

6 $S900Y [IBjBuly 8)eal)

79 5900V JJoge|doad ajeal)

L) SS90V SHOJO1 8jeaid

162 Juaby UMO1D/NSTA/HON SS8VYSN[ djeai)

S6 $S900y S| 9)eal)
(ns1a) ai #jea1d

(3% $S900Y [IB}BUly 9)eai)

99 Z A1 SS900Y SINIY 91eald

65 $$900Y oS ojdoad 9jeal)

6 $S900Y SHOJO1 918ai)

16€ 1uaby UM0ID/NSTA/HON SS00YSNT 9jeai)

[ $S900Y SN 918310
(4ON) aI 938219

) (onuepy) ssaooysnr ajeal)

+ (Z na1 uoibay onuepy) sSa00ysnr 9jeal)
oljuely-aj sjeald

z $$900Y }J0S 9|jdoad ajeal)

€ (Z na1 uoibay Dg) ssaooysnr ajeald

L $S900Y S| 9)eal)

28-dl 9jealdy

$S900ySN[ 1J0S8|doad 8)eal)
(Z Ao1 8SI0USJIUM/IN) SSe00VSNT 8jeal)
SS800y S| 91ea1)

— | N

9SIOY3a)IYM/Y3IoN-al djeald

(2 NoI OJUNMOIIDA/SN) SS9Q0ysnpapeasy | |

9JIUYMO]|9A/Y}ON-QI 331D
) $S900Vy/SN[ [IE}buUly 9)eal)
G (Z na1 uoibay oleuQ) SS800ySN 9)eal)

ouejuQ-a| 93eaid

$S900YSN[ |IBjbuly 8)eal)

SS900YSN SHOJO ] 91l
(z Aol alleld) SS800YSN[ 9)eal)

Z
Z SS900y/SN[ 1J0S9|doad 9)eai)
Z
3

aueld-a| 9)eaid

L $S900Vy/SNP [Ie}buly 9)eal)
L $S900Y oS o|doad 9jeal)
k4 (z Aa1 uoibay 299genp) $S820ySN[ 8)eal)
L $S900Y S| 9)eal)

28qanD-A| 23ea1)

U3y UNOI0 10} unodoy INSfeei0 | — ]

JUNo2dY IN djearn

9/ SSaJaJI 10} }senbay
© (ajiusimol i A) [esodsiq Jo Jajsuel] ‘uonejelsu| Auagyoe|g

S (asioyanypn) [esodsiq Jo Jajsuel] ‘uonejesu| Auagyoe|g
66 (0YD) |esodsiq 10 Jajsuel] ‘uonejjeisu| Auagyoelg
6. (OYd) lesodsiq 10 Jajsuel] ‘uone|jejsu| Auagyoelg
8zl (0Y0) |esodsiq 10 Jajsuel] ‘uonejjeisu| Auagyoelg
€05 (YON) [esodsiq 10 Jajsuel] ‘uone|jejsul Auagyoelg
9 (yinjeby) [esodsiq Jo Jajsuel] ‘uonejesu| Auagyoe|g
00} (0y04) [esodsiq 10 Jajsuel] “uole|ejsu] Auagyoelg
8l (OYY) |esodsiq 1o Jajsuel] ‘uone|jejsu| Auagyoelg
z (OYD) lesodsiq 10 Jajsuel] ‘Uone|ejsu| pIedlly

(poiad yyuop z1)

sjsanbay a21A18 JO JaquinN sodA ysenbay soinieg

UOI1BWIOJU| 91BIS JUBLIND & T JUBWIYIeNY
adA| Aq 1sanbay 221195 9T $92IAJI3S padeue|n LM



¢ a8eq

J9juLd

(dON)Jaluuderowsy | |

Jajulld - aAoway

9¢ Od @roway
097aND - SJEMPIEH SAOWDY
eld - 9JeMpIeH aA0WaY
OLIEJUQ - SJEMPIEH SAOWDY

g - 2IEMpIEH dAOWSY
JUBJY - ©IEMPIEH SAOWDY

— ||~

aJempJeH - aroway

junoooy Apawedeleg | ]

al 9391ea

vl “OUENY - SIUN0ODY B18jed

8¢l HON- SjUNOddY HIOMISN d19[8d
26 Bleld - SJunoooy 38l
6 OLIBJUQ - SJUNOJDY jRjed
0l 9JIUNMO[[8 A/UHON - SJUNOOJY 819ea
S JIN[eb/UHON - S1unoddy ajeled
79 Dd - SJUNoddY ejeed

UOJEUIWIB) JUNOJIY

510w oy} wioped o eyuienes 1 — ]

Jajsuel] Junoddy

66! (SNOIDTY) Is17 uonnquisia AJPON
20l (N1SA/4ON) ¥s17 uonnquisia Apon
[ad (SNOID3Y) 1517 uonnquisiq 8jesid
Lt (YON) 1517 UonNqLIsIq djedld
3s17 uonnquysia AjIpow/aleal
L JUN020Y SINIY AJPON
€ (YON) UORESIUILPY UOREOLIPOI JUNOIDY
1€ OlUBY-JUN020Y AjIpop
1 0g 10} «wmj_umm JlBUBY) vjedI)
809 (D8) UonEJSIUIPY UOKEIIPOI JUN0d0Y
1 HON - ®A0wW 8y} E\_Otmo_ 0} eljU| JOAIBS
6GEE HON-Junoody Ajipoy
(443 OLIEJUQ-}UN02DY AJIPON
z62 8LIE1d-}UN0o0Y AjIpop
681 09¢aND-JUN0dY AJIPON
L (0g) Auegyoelg dnjeg % Jejsuel |
201 1un022Yy Apaway AJIpop
& HON Jasn Jayjoue 0} Jajsuely 0} }senbay-dnjag/iajsuel] Ailagyoelg
@13uno2dy Ajipo
81z rOQ - [lew3 BWOdIdA PUsS
2 (09ganD) JUN02OY MON
001} (8ure1d) Junoooy meN
9z (ouejuQ) JUNo2dYy MaN
1z (a)1uMOJIB A/HN) JUN0DDY MEN
9 (2s10y8HYM/HN) JUN02DY MEN
6 (3nebi/gN) Jun02dy MeN
(42 (0g) Junoooy meN
gl (onuepy) Junoooy meN
€8 a|y01d Apsway pajqeus
vZl a1yoid Apaway 8|qeus
.l $S900Y |1ejbury ajeal)
| (81WIMOIIPA/HIN) SS90V SINIY 81eaI)
€9 $S900Y JJ0S9|doad 8jeal)
, $S900Y SHOJO1 8edI)
[ JUNOSdY S| 8jeaI)
eey rOQ - [lew3 SWOdIdM PUss
¥St (¥ON) 3un0doy MaN
L1 (asnow “preoghay “Joyuow /m) Od dopised MIN Ifelsu|
9/€ a1yoid Apaway 8|qeus
9€ Z A91JUnoddy |1lejbury eeal)
a4 Z A8J $S900Y SIAIY 9)eal)
121 $S900Y J0S9|doad 8jeal)

(pouiad yyuol z1)

sjsanbay a21A18 JO JaquinN sodA ysenbay soinieg

UOI1BWIOJU| 91BIS JUBLIND & T JUBWIYIeNY
adA| Aq 1sanbay 221195 9T $92IAJI3S padeue|n LM



 98eq

[ zZ] UOljeu|WI8 | JUnoddy SINIaY
851 1senbay BuiyoeoH/Buiulel] 10 Junoddy MaN SINIAY

dl SWIgy

dSLlApsway vo bueiLiopysenbay | |

jsenbay Buiuea}

G (09genp) Juswdinba || molioq 0} }sanbay

0l (auresd) yuswdinba || mouioq 0} 3sanbay

1 (suoibay Jay)0) Juswdinba || molioq 0} }senbay

[ (4DN) uawdinbs ]| mouioq 0} }senbay

[ (uoibay og) uswdinba ]| mowog 0} }3senbay
9eLl YON 1sanbay ousueD
1¥S 097enp Joj }senbay ouBULY ajeald)
2601 sallleld 10} }senbay olsuas) ajeal)
6.9 g Joj }sanbay ousuUa9 9jeal)
Sev OLEJUQ Joj }sanbay olBuag ajeald
62 9JIUMO|[OA/N 0} }sanbay olauas) ajeal)
0l M/IN Joj }senbay ousuag ajeald)
74 unjeb|/dN Joj }senbay ousuag ajeald)
ozv oljuepy Joj }senbay ousua9 ajeald)

jsanbay suBuan

[ 89¢ uey) sse| ebeios gsn/diooig PIepuels
€ (g98+) seoInep gsn/ ]

1€ (g9z+) seolnep gsn/ dioolg piepue)s UoN

¥ (4ON) 89 ¢ 10 g _diolg pJepuels uoN

oL Buiuing @9 / dnxoeg ejeq

3 (4ON) Buiuing o / dnxoeg ejeq
dnyoeg
I T uopeanoy oepuenl |

uoljeAldYy yoer

0z MON-Jsonbeywss| |
WSS
| HON - Uojonasagejeqainoes] |
uoljoni)saQ ejeq aindag
L] Sjeidwo  Juswobeuey JSanboy AJpoN /ey | |
ajejdwa ] Juswabeuepy

1 09Qqanp) J8uo | Jajulld 10} }senbay

0z! (

Bld) Jauo | Jsjuld Jojjsenbay |

(powsad yyuop z})

sjsanbay a21A18 JO JaquinN sodA ysenbay soinieg

UOI1BWIOJU| 91BIS JUBLIND & T JUBWIYIeNY
adA| Aq 1sanbay 221195 9T $92IAJI3S padeue|n LM



1 98ed

(((shuee A wednnubis - iejoL) = punoubyied) Alod —
(shueuep, JUeIUbIS - SUOIIBRA 1SON —+

((shueue A wexiubis - e101) = punosfiiea —e—
BIBMYOS BKBISIPUN - SUOHIANBT

gydag £1/6ny EHINT ghunr AV ghpdy ghaep €492 g huer zh2a ZHroN ZHPO zidas
e | 0 | T—= = $9Z | [ T B — 2 T 0
e =2 f T8 | 5e 8L
e I/ S— e |05t o— {151 @ —
14 GE— - et B2l — T |uze
c9l A [ Trz-e. - etk v8l 8L1 161
Taas 81z = 1
L S 09z e
6.8 @
zot \
- 005
695
y
~LSIyRN R J0) .
2 Zppl UM - 000
FOSUAECEEL
PISEFTLD
s udy ug
..
¥ ezot - 005t
s - 0002

(senjoos Buipnjoxa) alemyos ajqelisapun jo suonsejaqg od3

suonesado A1undas ‘LT

suopjesadQ Ajunoag

UOI1BWIO4U| 93E)S JUBLIND & T JUsWYdeNY
S90IAIBS paseue|n QLM



T 28ed

a)es uondAIous ¥sip ||n} 00g8INd8S

soansnels uondAioug

UOI1BWIOJU| 311G JUBLIND © T JusWydeny
uondAinug ‘8T

S92IAIS paseueN QLM



‘uonejioljos
pIg SIY} JO § JUBWIYOBNY Ul BLS)LID pajel-juiod ay) jsulebe passasse Jaypn) aq [|Im
Juswinooq yorouddy uoinjoS seoines JHoddns pue ysed djoH ayl :1applg ay) 0} 9}0N

‘(eo1n18g Bussuibug dopisaq pue
90IA19S Joddng 8}IS-uQ ‘@21AI9S Ysa(g 99IAI8S “9°1) ulewo a2IAIeg Aq ‘e|qissod alaym
‘pajebaibas aie anoge Juswale Yyoes 0] sesuodsal S} 8INSuUd 0} paySe S| Jappig 8yl

"suoifal 8y} Ul S82IN0Sal SAOINIBS
yoddng alg-uQ S} Uled] [|IM }I MOY pUB ‘S821N0Sal S} ulel} pue uielal o} salbajens (y)
pue {polad joeiuo) aaua ay) Buunp pasoidwi Ajjenuinuod aq |Im 89IAI9S
ay) moy pue ‘splepue)s Ajijenb pue yiom a2lojus pue ajejnwio) 0} yoeouddy (H)
‘A1anijap a91n8s Jo Ayenb ayy pue
aulwiy uoneuswsadwi ay) Joaye Ajasiaape pinod jeys sysu ajebijiw o) saibajens  (J)
‘JapJo |eoibojouotyd ul ‘a|npayds auoisajiw uoiejuswsdw] (d)
IOAN JO JuswalelS ay)
Ul payiusp! Jou ‘saiAIes S}l JO Hed se apnjoul [[im }i Jey) sjusws|e pappe-aneA (p)
‘poLiad 10esyuo) aius ay) Buunp saoinies Buiob
-Uo JaAIBp ||IM 31 moy Buipnjoul ‘suonjesadQ Jo jdeouo) uoddng pue aoueusjuiely (9)
‘a1njoslydJe uonn|os |jesang (q)
‘sanIAloe uonejuswalduw
-a1s0d ay} pue ‘uoneiuswaldwi ‘uonisuedl-aid ayy Joy ABojopoyiaw pue yoeosddy (e)

‘s Jeppig
3y} 8quIsap Ishw juswnoog yoeoiddy uonnjos seainies poddns pue yseq digH ayl

"MIOAA JO JUBWSIL)S BY} Ul pauljino syuawalinbal ayy
198W [[IM JI MOY PUB YIOAA 8Uj} JO Buipue)siapun s}l 8)elisuowap }snu 3 YoIym Ul Jusiinoog

yoeouddy uoijnjos seoinIes poddns pue ysed djsH e pig s} yim apiaoid jsnw Japplg sy LIN
juswalinbay ai
asuodsay s.appig eLId)ID
juswinooq yoeouddy (e)
eLI9)l19 uoljenjea] Aiojepuep L

VId31IRO NOILVNTTVAZ Adig AMOLVANVIN
€ INJWHOVL1LV




‘BpeuR) 921)SN[ UIYNIM Paj[elsul }SI aiempleH Z 9|ge] ‘@Jem}os pue alemplieH piepuels
‘Y Xauuy 0] 4 xipuaddy ul pajsi| aiempJley 8y 1o} seoIAlas Xi4Mealg apiaoid o) (NJO)
Jainjoejnuel uswdinb3 jeuibuQ yoes Aq pazuoyine si ji Jeyl Ajued isnw Jappig oyl

EN

asuodsay s.Jappig

juswalinbay

ai
L3O

uonezuoyiny N3O (o)

‘pajdecoe ale uoneziueblo sapplg oy} Ulyim sjosfold [eussiul :iapplg ay3} 0} 9)0N

"youal4 pue ysi|bu3 ui seaiAIas Bulinbal Jawoisno e uoy sem 108foid suo jses| je
pue ‘uoneziuebio 10}08s 21ignd ueipeue?) e jo poddns ul sem josloud suo jses| je
‘siound Q0G 10 wnwiuiw e jo yoddns ul sem joafosd auo jses) Je
{slesn 000G JO wnwiulw e jo poddns ul sem joafoud auo jses) je

{slasn 00G‘Z JO wnwiulw e jo uoddns ur sem (1)
pue
‘uoneyol|os piq siyy Jo aiep bunsod ay) Buipadaid sieak sl ayy uiyum sem (1)
‘poddng Buussuibug dopisaq (D)
‘Hoddng eys-uo (g)
‘woddng ysaq 9o1M8S (V)
:892IA18s BuImo||o) 8y} Jo |le papnjoul (1)

;109foid yoes

(®)
(p)
(9)
(@)

(e)

R=IETI

‘sjosfoid @8Iy} JO WINWIUIW B 80UBI8al ISNW Japplg 8y} ‘@ousliadxs s)l 8jessuowsp o]

's92IA1es Woddng Buuesuibug dopjseq pue poddng aus-uQ
‘Woddng yseq ao1AIeg BuliaAljep @ousliadxe 8)eiodlod S)I 8)elisuowap 1SNW Japplg ay L

4}

asuodsay s.Jappig

juswalinbay

ai
oD

aousledxg ejelodio) (a)



(IlPunoy-03) S1INd Awinoag 1] ul Juswabeuel oslold (IA)
(yuswabeue|\ welboid
pue 108[01d JO uoREIDOSSY |euoieulaiu]) NdD Jebeuey joslold payiie)  (A)
(yuswebeuey 108(0id Jo Awapedy ueouswy) NN J1ebeuel 10aloid Joisey (A1)
+)03foid v11dwod (i)
(INd) INdVD 1uswabeuew 109foid ul 8jeposse paypa) (1)
((d) @mnsu| yuswabeue|y 198[01d) dINd |euolissajoud Juswabeuew josfoid (1)
:suoneoliua Juswabeuew j08foid Buimoljol ayy Jo auo (q)
pue ‘sjosfoid || Buibeuew aousuadxs Jo sieak G jo wnwiuiw e (e)
:sey Jabeuey 108[oid pasodoid syl Jey sjeljsuowap isnw Jappig syl
19beuepy yoaloid 9N
juswalinbay ai
asuodsay s.appig B9l
9ousladx3 82Inosay ()
‘sa0Inosal pasodoud syl Jo Yoes Joj auwnsal auo apiaoid isnwl
Jappig a8y "seuoba)ed aiow Jo oM} Joj §24n0sal swes ay) asodold jou Jsnw Jappig ayL
18b6euep aoines ()
pue 081yoly Aiunoss (1)
‘Joajyouy uonnjos (y)
“abeuep 108lo1d uoneyuswaidw| (B)
{JopeaT wea| 9dIAIeS aus-u0  (4)
‘onljelUasalday 9oIAI8g 8)IS-uQ (9)
qsAjeuy ssauisng (p)
gsienads Ajunoag (9)
“1081yoay ABojouyoa] (q)
‘1ebeuey 100loig (e)
:seloba)ed 924n0sal Buimo||o) 8y} Jo yoea |ij|ny 0} 821nosal auo asodoud jsnw Jappig ayl PN
juswalinbay ai
asuodsay s appig =V 1R Lo}

$80INn0say pasodoid

(p)



:suoneoiyiienb
Buimoljo) ay) sey aAnejuasalday aoIAIeg aUS-uQ pasodoud syl jeyl Ajed isnw Jepplg ay |

aAnejuasaiday 9dIAIaS 9)IS-UQD LLIN

*9)e01)11189 1o ewoldip ‘ealbap yoes Jo Adoo e apinolid jsnw Jepplg 8yl

"Apnjs JO plal} JUBAS|I B Ul 8)Bo111Ia9 J0 ewoldip ‘@aibap

e sey aAlejuasaiday adIAIag a)IS-uQ pasodold syl jey) ajessuowap jsnwl Japplg ayl
aAnejuUasaiday 9oIAIaS 9)IS-UQD oL

'sjoafoud || ul sjuswalinbal ssauisng BuizAjeue aousiiadxa Jo sieak

G Jo wnwiulw e sey }sAjeuy ssauisng pasodold s}l ey} ajesjsuowap jsnul Japplg ayl
JsAjeuy ssauisng 6N

‘(eousuadxa Jo sieak G wnuwiuiw ay) syeaw (q) Bulwiopad aousuadxa

10 sieah ¢ pue () Buiwlopad aouaiadxs Jo sieak g "6°8) sysey ||e buiwiopad asusuadxa

By} JO |B}0) SAIlBINWIND B S| 92ualadxad JO sieak G wnwiuiw ay) :1applig ay} 0} 3joN

‘'swiaysAs uoneoldde pue sanijioey || Jo syoadse Alunoas ay) uo sainpasold
pue saulapinb ‘spiepuels ‘saioljod Aunoas | | Buioloyus pue Buidojaaaq (q)
pue {SJUsWISSasSSe Ysi pue Jealy} Alunoas Bunonpuo) (e)

:sysey} buimo|joy ay} Buliwiopad aousliadxs Jo sieak

G Jo wnwiulw e sey 1sijenadg Alunoag pasodoud sy 1ey) ajesisuowap isnw Jappig ayl
Jstjeloadg AjIndag 8N

‘urewop yoddng pue ysaq djaH 8y} ui suoinjos Bunosuyodie sdusladxa Jo sieak

G JO Wnwiuiw e sey }08)ydly ABojouyoa | pasodoid syl Jey) ajesisuowap isnw Jappig ayl
JoeNyd1y ABojouyda] IIN

"uoIIBOIINBd Yyoes Jo Adod e apinoid ysnwi Japplg 8yl

(NDVD) 10308110 108[01d paye)  (x1)
(NOV9D) Ndd uswabeuel 108(oid Ul [euoissajoid (lIIA)

(INDVD) uswabeuepy
Ajjenp Joy uoneroossy [eqoj9) NV Juswaebeueyy j0s8oid ul ajeioossy (1IA)




(INd) WD yuswabeuew jos(oid ul sjeoosse payiad (1)
((Ad) ensul uaswabeuely 108loid) dING [euoissajoud Juswabeuew joslold (1)

:suoneoyad Juswabeuew joafoid Buimojo) ayy jo suo (q)
‘syoofoud | | Buibeuew aousaiadxs Jo sieah G Jo wnwiuiw e (e)

:sey Jabeue 108loid uonelusws|dw| pesodoid s)i 1ey) 81e]suUoOWSp 1Sh Japplg 8yl

Iobeuep j10aloig uonejuawaduw] VLN

"SJOJJ9 [BWIUIW Y)IM pue soue)sisse Aue Jnoy)im youai4 Ul pue ysijbug ur Bunum u
pue Aj|elo 8)ediuNWWOD 0} 8jge aq }shw 8oinosal pasodold sy} ‘Jusnjy paispisuod aq o] ,

‘(usnlIM pue [BglaA 410Q) SIS UOIIEDIUNWWOD pue 821AI8S Jawoisno Buons (q)
pue ‘youai4 pue ysibu3g ui ,Juen|q (e)

:suoneoyyljenb
BuImo||0) B8] Sey peaT wes | 89IAI8S 8)IS-uQ pasodoid syl 1ey) Alued 1snw Jsppig 8yl

pEo] Wea] 99IAIBS J)IS-U0 ELN

*9)eo1)I189 1o ewoldip ‘@aibap yoes jo Adoo e apinoid }snw Jappig 8yl
"9|0J JejlwIs e ul 9oualadxa Jo sieak G Jo wnwiuiw e (q)
pue ‘(abs)|0o AJlunwwod e je weiboid Jueas|al ‘6-8)
uonnyisul paziubooal e wody welsboid Buluiely Jueasjal e paya|dwod Ajnjssaoons (e)

:sey peeT Wes | 90IAI8g 8)IS-UQ pasodold syl jey) sjelisuowsp jsnw Jspplg syl

pea Wea ] 991AIaS S1IS-UO 2L

"SJO.J9 [BWIUIW Y)IM pue aoue)sisSe Aue Jnoylm youai4 ul pue ysijbug ul Bunum ul
pue Aj|elo 8)ediunwWWod o} 8|jge aq }shw aoinosal pasodold sy} ‘Jusnjy patapisuod aq o] ,

‘(Us)IM puE [BgJaA Y1oq) S|[I3S UOIEDIUNWIWOD pue a2IAI8S Jawoisno Buong (92)
pue ‘aiemyos poddng pue ysaq djaH pue (sjusuodwod

2d ‘Alqwiesse 04d) aiempley woddng pue ysaq djaH jo abpamouy ybnoloyy (q)

‘youai4 pue ysibug ur Juan|4 (e)




EETENERINES 8L
"uonedlIad yoes Jo Adoo e apinold 1snw Jappig 8yl
"(A(0SI) wnposuo) uonese) AlINdaS swelsAS uonewlojul
|euoneulaiu| -6-8) uoneziuebio sjeuoissajoid Alunoas paziubooal Ajjeuonjeussiul ue
WwioJ) UOIIBOIINSD B sey 109)ydly Alunoag pasodoud s}l jey) ajesisuowap jsnw Japplg ayl
30331yd4y Ajlindsg LIN
‘(@ousadxa Jo sleak G wnwiulw a8y} syaw (q) Bulwiopad aousuadxs
10 sleah ¢ pue (e) Bulwiopad aousaliadxs Jo sieak g 6°8) syse) |je Buiwlopad aosualiadxe
By} JO |B}0} SAIIBINWIND B S| 9ouUsladxad JO sieak G wnwiujw ay) :1appig 8y} 0} 9)o0N
‘'swiaysAs uoneoldde pue saniioey || Jo syoadse Ajunoas ay) uo sainpaoold
pue sauljapinb ‘splepuels ‘saioljod Ajunoss || Buidlojus pue Buidojarsg (q)
pue SjJUBWISSasSe Ysl pue jealy} Ajunoas Buionpuo) (e)
:sysey buimol|oy ey} Bulwiopad aousiadxa Jo sieak
G Jo wnwiulw e sey }sijenads Alunoag pasodoud sy 1ey) ajelisuowap isnw Jappig ayl
398)1Yydly Ajundeg 9LN
‘urewop Joddng pue ysaq djaH a8y} ul suonnjos Bunosaliyoie aouslladxa Jo sieak
G JO wnwiulw e sey }08)1yaly uonnjog pasodolid s)i Jey) ajelisuowap 1snw Jappig syl
J9331yd.ay uonnjog SLIN

"uoIIBOIINBY Yyoes Jo Adod e apinoid jsnwi Jepplg 8yl

(WDV9) Joy0au1q 100loid payied  (xi)
(NDOV9) INdd Juswabeuey joofoid ul [euoissajold (1IA)

(INDVD) uswabeuepy
Ajllenp Joy uoneroossy |eqo|9) INdY uswabeuel j0aloid ul a1einossy (1IA)
(IlPuno0y-03) S1INd Awinoeg 1] ul Juswabeuely joslold (IA)

(yuawabeue welboid
pue 108(01d JO uoneIosSSY |euoieulaiu]) NdD Jebeuey josaloid payiied  (A)
(yuewabeue 108l0id Jo Awspeoy ueouawy) NN J8beuey 108loid Jaisely (A1)
+}ooloid v|1dwod ()




0Z = Sjulod wnuwixep

‘syulod G = ¢ Juswa|g
sapn[oul Juswnoog yoeoiddy
uonnjos seainies poddns
pue ysaq djaH sappig ayL

pue ‘sjuiod G = zZ Juswa|]
sapn|oul Juswnoog yoeosddy
uolnnjos s8aines poddns
pue xse( djsH sJappig ayL
‘sjuiod Q| = | Jusws|g
sapnjoul Juawnooqg yoeouddy
uonnjos seainies poddns
pue xse( djsH sJappig ayL

(e

:BuImoy|o} sy} yim

Bunajdwoo 1oy senbiuyods) pue spoyjawl
‘sayoeosdde oi0ads-iappig JO S0UBPIANT g JuBWo|]

‘sanoal(qo ay}
aAs1yoe pue sadinIes Ajllenb Jaaiep o}
ABajens |njssa20ns e sajesjsuowap jeyy
pue IOAA JO JusWsle)S 8y} ul pauysp
s1daouo9 |eaiuyds} ay) pue Juswalinbal
ay} Jo Buipuejsiapun s Jappig

By} Sojelisuowap jey} uoijewloyul | Juswsa|g

:sjuswvld Buimol|oy
8y} apn[oul pjnoys juswnoog yoroiddy uoinjos
$80INI8S poddns pue yseg djoH SsJappig ayL

SanIAloe
uonejuswo|dwi-a3sod oy} pue ‘uonejuswa|du]

90UBPI0DD. Ul papieme a( [|IM Slulod | Tuonisuel}-aid oyj Joj Abojopoyjow pue yoeoiddy 1y
ai
asuodsay s.appig aWaYoS UoI3ed0||V Julod juswialinbay BLIBJD
juswinooq yoeouddy (e)
Bl uoljenjeA pajey-juiod L

VIY3L1IRIO NOILVNTTVAL dig d31Vya-1NIOd
¥ AINJWHOVLLV

‘ulewop poddng pue ysaq djaH 8y} ul 8]0 Jejiuis e ul 8oualadxa Jo sieak
G Jo wnwiuiw e sey Jebeuely 92iA1eS pasodoud s}l jey) ajesisuowap jsnw Japplg ayl




0l = Sjuiod wnwixep

‘'syuiod g = ¢ Juswa|g

sepn|oul Juswinoog yoeosddy

uonnjos s8aines poddns
pue ysaq djaH seppig a8yl (p

‘syuiod g = ¢ Juswa|g

sapn|oul Juswinooq yoeosddy

uonnjos seainies poddns
pue ysaq djaH sJeppig 8yl (o

pue ‘sjulod ¢ = Z Juswa|3

sapn|oul Juswnooq yoeosddy

uonnjos saaines poddns
pue ysaq djaH sJeppig @yl (q

‘syulod ¢ = | Juswia|g

sepn|oul Juswnoog yoeoiddy

uolnjos seaines poddns
pue ysaq djaH sJeppig ayl (e

:Buimojio} ay) yum
90UBPIOOO. Ul papJeme a( [[IM Sjulod

8y} $82Jn0sal pue sassad04d Jayjo

Aue Buipnjour ‘syuspioul AJINDas WoJ}
A1an0981 8)e)I|I0.) 0} pUR 8INjoNnJiseljul
woddns g ysaq djoH SNr 8y} uo sjeauy)
Aunoas Jo joedwi ay) 8onpal pue
1uanaud Ajoajoeoud o} Ajdde |im Jappig
8y} Jey) seainosal pue sainpaodolid
‘sassao0.4d piepuels ay} Jo uondioseq

IO

JO JuswWale)S Ul paquosap sanljigeded
winwiuiWw Jayjo pue ‘uoleeoss
‘Buipuey JuspIoul S,81EMYOS BY}
Ajjeoyioads pue alemyos s Jappig ay}
10 saljljiqeded pue sweu ay} Buipnjoul
s90IAI8g oddng pue yseq djeH
pasodoud s Jappig 8y} jo uonduosag

{s901AI8G Joddng pue ysaQ

djeH auj jo uoneuswsa|dwi pauueld pue
‘sysey olj10ads pue oA\ JO uswale1S
ay} Jo saAa[qo sy} Jo Bulpuelsispun
S}l Ul umoys ssauybnoioy) pue AjAiealo
Buipnjoul ‘yiom ayj jo Buipuelsiapun

s Japplg Y} a}eJisuowlap 0} Uoiew.ou|

¢ Jusws|g

¢ Jusaws|3

| Juswa|3

:sjuswa|d Buimoj|o)
8y} apn[oul pjnoys juswnood yoroiddy uoinjos
$80INIBS Hoddns pue yseg djsH sJappig 8yl

juewinooq yoeoddy UoRN|oS SadIAIeS Jloddng

pueyseq djoH 9y Ul 2injoa)yoly UoRN|oS

cd

‘siaployaxels Aoy Jo

sanliqisuodsal pue Saj0J puUe ‘SallIAIOe
Janopuey ayj ul seale wa|qoud
|enuajod pajedionue ssalppe 0} Aljiqe
s Jappig oy} buipieba. uonewloju)

pue ‘saniAoe uonisuel}-}sod
pue uonejuawa|dwi ‘uonisued-aid ay}

¢ lJusws|g




0 = Sjulod wnwixep

‘spulod G =  JUBsW9|g
sepn|oul Juswnoog yoeosddy
uonnjos saaines poddns
pue xyseq djeH slepplg ayL

‘sjulod G = € Jusw9|g
sapnoul Juswnoog yoeoddy
uonnjos seaines poddns
pue yseq djeH slepplg ayL

pue ‘sjuiod Q| = Z Juswa|g
sapnjoul Juswnoog yoeoddy
uonnjos svaines poddng
pue yseq djeH slepplg ayL
‘syjuiod Q| = | usws|3]
sapnoul Juswnood yoeoiddy
uoljnjos se8aines poddns
pue yseq djeH sJepplg ayL

(e

:Buimol|o} 8y} ym

80UBp.I0do. Ul papieme a4 ||IM Sjulod

sajbojopoyjaw pajejas pue sadljoeld
asay} Aldde 0} sasodoud Jeppig ay}
moy jo uonduosaep e pue ‘Juswabeuep
suoneladQ 9218 pue ases|ay
‘asuaoIT a1eMyoS ‘Jossy ‘uoneinbyuo)
‘abueyn ‘wa|qold ‘yusplou| se yons
soonjoeld 1saq paldde sey 3 moy pue
(1L Areaqi aanyonasedyu) ABojouyos |
uolewlou| 8y} Se yons ylomauwlely
so91j0eud 1s8q paziubooal e 0} WIOJUOD
sainpasold pue saonoeld Alealep pue
Juswabeuew d92IAI8S |[ewlou s Jappig
3y} YoIym 0} Jus)xa ay} jo uonduoasaq

‘MOS 89U} Ul paqLIsep

s92IAI8S BuloBb-uo ay) Jo syoadse

|le jo Buipuejsiapun s)| 8jelisuowap

0] ue|d suonesado Jo Jdaouod

yoddns pue aoueusjulew s Japplg ayL

¢ jusws|g

| Juswa|3

:Sjuswa|e Buimoj|o)
8y} 8pn|oul pjnoys juswnood yoeouddy uonnjos
$89INIBS Joddns pue ysed djsH sJapplg ayL

juowinooq yoeoiddy

UonNj0g SaJIAIag Joddng pue ysaq djoH ayj ul

suoneiadQ Jo 3daouo) J10

NG pue aouUBUIUIE

€d

"MIOAA 4O JUBWIBILIS Ul
sjuawalinbal ay) 198w 01 pakojdws aq
[IlM 3l MOy Jo uoljeue|dxs ue pue apirold
l!m Japplg 8y} [epod Asealjeq @o1nag
ay) Jo sanljigedes Aay ayy jo uonduosag

pue ‘sysL 81ebniw pue ‘sjealy) aznLoLd
pue Anuspl 0} esn o0} sueid Jeppig

7 Juswis|g




pue ‘sjuiod ¢ = Z Juswa|g

sepn|oul Juswnooqg yoeouddy

uonnjos saainies poddns
pue xseq djoH sJappig @yl (q

‘syjuiod 9 = | Juswis|g

sapn[oul Juswnoog yoeouddy

uolnjos se8aines poddns
pue xyseq djeH sJeppig a8yl (e

:Buimol|o} ayy yim

pue {iapJo [eolfojouolyd ul Seuo}sa|iw
uonejuswal|dwi 8y} jo suonduoseq | Juswso|3

:sjuswis|d Buimol|oy
dy} apnjoul pinoys juswnooqg yoeo.uddy uonnjos
s80INI8S Joddns pue yseq djaH SsJappig 9yl

juswinooq yoeoiddy UORN[OS SOJIAISS

90UBpPIOdO. Ul papiemMe a( ||IM Sjulod poddng pue jsaq djoH 9y} ul Sauo}So|ii [N

‘epeue) 0} JiJauaq Jo anjeA [enpusaiod Jiay) pue sway

J8Y}0 10 sa1b0jopoy}al 891AI8S ‘SB2IAIBS paduRyud

‘SOOIAISS |BUONIPPE 8S8Y] JO injeu 8y} pue IoAA

10O JuBWAle]S 8y} Ul S891AI8s Bulob-uo ay) Jo ped se

payuapl Jou ale ey} swayl Jayjo Jo saibojopoyiaw

0l = SIUIOG WNWIXep 90IAIBS ‘SBOIAISS PaOUBYUS ‘SBIIAISS |euolIppe

BAl} 8pNn|oul pINoys juswnooq yoeosddy uonnjos

sooINI8S Joddns pue yseq djaH sJapplg ayL

‘wia)l Jayjo Jo ABojopoyiew

90IAIBS ‘90IAI9S PaoUBYUS ‘90IAISS juswindoq yoeoiddy UonN|oS SodIAISg Joddng

Jad sjulod g ulejqo |im Joppig 8y 1 pueyseq d|eH 8yj ul sjuswia|g PBppY anje;A 12s]

‘suonelado aie)s
Apeals ul panjoAul siapjoyayels Aay
10} salljiqisuodsal pue s8joJ 8} JO ISl Y {7 Juswa|g

‘suodau

pue sassaoo.d Jolew Jayjo ‘ssaooud

uoinjosal ajndsip pue uoneesss

anss| ‘suoljejussald ‘sbuipssw

Jejnbal pasodold Buipnjoul ‘epeue)

yum diysuonelal ayy sbeuew o}
sasodoud Jappig ayj} moy jo uonduoseg € jJuswa|g

‘saoinies Ayjjenb ybiy jo Aianlep
JUB)ISISUOD 8Y} INSUS 0} S|00} pue
(yuswanoudw as1A18g [enunuO) “H8)




:Buimoyjof 8y} yim

juawinooq yoeoiddy UoRNjog SodIAIeS

20UBpPIODDE. Ul papieme a4 [|IM Sjulod | Joddng pue ¥saq djaH @y} ul ue|d [euoneziuebiQg 8y
‘salbojopoylaw asay) buiA|dde
uo sueld }I moy pue aouelnssy Ajjenp
Bulnsesw .o} saibojopoyjew pue
0L = SIUI0g WnwWiXep yoeoidde s Jappig oy} jo uondudoseq g Jusws|g
pue juswabeue|y ao1nI18S pue AlaAlleQg
. 90INIBS J0} sassad0.ud 0} pajejal
pue ‘sjuiod G = Z Juswa|g d
SOpNIOU) JUBWNa0g Yoeaiddy juswaAoidwi SNoNUUOD pue aoueINSSe
Ajjenb ainsus 0} sanbiuyos) pue
uoynjos sediMIes poddng spoylow ol0ads-ieppig JO UOBWIOU| | JuBWwa|]
pue ysaq djaH sJeppig aylL (q > . .
‘sjuiod G = | Juswa|g ‘syusw|d Buimoyjoy
sepn|oul Juswnaoqg yoeoiddy 8y} |pnjoul pjnoys juswinooqg yoeo.ddy uonnjos
uonnjos seoines poddns sa9Inieg poddng pue yseq djoH sJapplg 8y L
pue xyseq djeH sJeppig a8yl (e
juswindsoq yoeouddy uonn|os
:Buimoj|o) 8y} yim S90IA19g Joddng pue %saqg djoH 9y} ul uejd
90UBpIOdO. Ul papieme a( |IM Sjulod | JuswiaAoldw] SNONUJUO) pUE 9duUeINSSY AJllend /Y
0l = Sjulod wnwixep
pue ‘syulod G = Z Juswa|3 "ysu
sapn[oul Juswnood yoeoiddy Aoy pauiluspl yoes Joy uonebiiw Joisl|y g Juswa|]
uonnjos seviAies poddng pue ‘A1aAljap 821AI8S 10]Id 8y} Jo Ayjenb
pue xseq djoH sJeppig ouL (g pue sauljawi} 8y} 0} SYSK ASY JO ISl Y | Jusws|]
‘syjuiod G = | Juswig|g
sepn|oul Juswnoog yoeoiddy ‘syusws|e Buimojjoy
uonnjos seainies poddnsg 8y} epnjoul pjnoys juswinoo@ yoeoiddy uonnjos
pue ysaq djaH sJeppig oyl (e saoiMeS poddng pue yseq djeH sJapplg 8yl
:Buimoljoy ayy ypm juswinooq yoeoiddy UuonN|oS SadIAISS
90UBpPI022. Ul papieme a( ||IM Sjulod poddng pue jsaqg djoH 9y} ul Juswiabeue ysiy oy

0l = Sjuiod wnwixep

'sau0)sa|IW
8] Ul papnjoul ale sa|gelaAljep
[ENJOBJIUOD || 1By} 80UBPIAT g JUBWa|g




:Buimol|o} 8y} ypm
92UBpPJOI2k Ul papieme a( ||IM Sjulod

epeueq ur pjoddng ysaQg 99IAI9S

6d

asuodsay s.Jappig

aWIaY9g UoJedo||y Julod

juawaliinbay

ai

GIR)

aousuadx3 ajesodio)

()

(v) @100g s appig

oLl

Sjuiod [B21uy23] d|gejieAy

0l = Sjuiod wnwixep

‘syulod Z = ¢ Juswa|g

sapn|oul Juswinoog yoeosddy

uolnjos saoines poddns
pue ysaq djaH seppig @yl (p

pue ‘swuiod z = ¢ Juswa|3

sapn|oul Juswnooq yoeosddy

uoinnjos s8aines poddns
pue ysaq djaH sJeppig 8yl (o

‘sjuiod g = Z Jusws|g

sapn|oul Juswnoog yoeosddy

uonnjos s8aiInes poddns
pue ysaq djaH sJeppig ayl (q

‘syuiod 4 = | Juswia|g

sepn|oul Juswnoog yoeoiddy

uonnjos seainIes poddns
pue xse( djeH stoppig 8yl (e

‘paulel; aq [|Im suoibal

8y} ul [puuositad poddng xi4/ealg
pue 8}is-uQ epeue) JO JUSWUIBA0L)
moy ssalppe 0} ueid s Jappig 8yl

pue ‘salbojouyos) buibueyd

pue mau uo ajep-0}-dn jday ale pue
S188 ||IMs paJinbal ay) aAey |puuosiad s}
ainsus 0} Buluiesy pue uonuslal Jes 1o}
soalbajel)s ssaippe 0} ue|d s applg 8y

‘anoge | Juaws|g
ur pajsi| se|od 8y} Jo yoeas Buljjying
|ouuoslad juswaoe|dal Jo [eulblio

Joj Ajldde |im Jappig ayj suoneoiijenb
wnwiuiw pue sa|iyoid jo uonduoseq

‘sejoJ @say] Jo

yoes Jo sanoyine pue sajpjjigisuodsal
ulew ay) Jo uonduosap e pue
{S90IAIBS JO AJBAI[9p pue juswabeuew
8y} ul Jayjoue auo o} diysuone|al
[euoneziuebio Jisy) pue sa|ol

Aoy ay) Buimoys Leyd uoneziuebio uy

{7 Juswis|g

¢ Jusws|3

¢ Juaws|3

| JUswa|3

:sjuswa|d Buimoj|oy
ay} apnjoul pinoys juswnooqg yoeo.uddy uonnjos
saoINI8S Joddns pue yseq djgH SsJappig 8yl




"youai4 pue ysi|buz yioq ul
$90IAI8S Bulinbal Jawoisno e 1oy}
sem sjo9(oid 8y} Jo auo Ji syuiod G

pue ‘uoneziuebio
J0y08s 21igqnd uelpeue) e 1o}
sem s}oafoid ayj Jo auo Ji spulod G

‘syulod G| = siasn
alow Jo 000‘g Bunuoddns j08loid

‘syulod Q| = sJ9sn ge6‘ L pue
000‘G usamjaq bBuioddns 108(oig

‘{syulod G = siesn g66'y pue
005‘z usamiaq buioddns 198loid

(q

(e

:Buimoyjof sy} yim
90UBpPJOI2k Ul papieme a(q ||IM Sjulod

‘pajdesoe ale uoneziueblo sepplg
ay) uiyym syosfo.d [eulsyul 11applg 8y} 0} 90N

‘uoneldljos

pIqg siy} o ayep Bunsod ay) Buipaosaid sieak

G 9y} UIYyIM sieak aAndasuod g JO uoleinp wnwiuiw
B pey aAeY }snw aoualiadxs S}l 9)jelisuowap

0} Joppig 8y} Aq paoualayal 109loid yoeg

‘Bpeue) ul s1esn 00G‘g 10 wnwiuiw e yoddns
0} saoinles poddng ais-uQ Bulsalep aousuadxe
9)e10di09 s)| sjes}SUOWSP PINOYS Japplg ayL

epeue) ur Joddng 9}1S-uQ

old

‘aA0ge O pue g ‘e woJ) syoafoud Jo
uoljeuiqwod e uodn paseq papleme aq
[Im syulod Qg Jo wnwixew e AjuQ :8JoN

0p = Sjulod wnwixep

"youa.d pue ysi|buz yioq u
s99IAJ8s Buuinbal Jawolsno e 1oy
sem syo9(oud ay} Jo auo yi syuiod G

pue ‘uoneziuebio
Joyoas 2ljgnd ueipeue) e 1oy
sem s}osfosd ayj Jo auo Ji spulod G

‘sjuiod G| = s1asn
alow Jo 0p0‘g Bunuoddns 109loid

‘syuiod | = slesnh gg6‘ /. pue
000‘S usamjaq bBuioddns 108(0ig

‘syuiod G = sJ1asn gBB‘Y pue
00S‘z usamjaeq bBuioddns 108(oig

‘paldeooe ale uoneziuebio sepplg
ay) uiyym syosfo.d [eulsyul 11applg 8y} 0} 30N

‘uoneoljos

pIg siyy Jo ajep Bunsod sy Buipaoald sieak

G 9y} UIyIM SJeak aAndasuod g JO uoieinp wnwiuiw
B pey aAeY }snw aousliadxs S}l a)elisuowsp

0} Joppig ay} Aq paoualajal 10aloid yoeg

‘epeue) Ul siasn 00G‘Z 40 wnwiuiw e Joddns o0}
s92IAI8S Joddng ysaq 991n8S Bullaaljep aouaadxa
9]e40dJI09 S)I d)BJ)SUOWSP PINOYS Japplg 8y |




‘syjuiod G = suaquld gEE pue
00z usamjaq bunuoddns j08fold (e

:Buimol|o} 8y} ypm

"JUSWUOIIAUS YJOM}aU e Ul siajuld

002 0 wnwiuiw e uoddns 0} sadinles poddng
8]IS-UQ pue Ysa( 821AI18S BuliaAljep aousliadxa
9]eJ0dJI09 S)I 9)EJ)SUOWSP PINOYS Japplg 8y L

epeue)

90UBpPI02O. Ul papieme a( ||IM Sjulod ur JJoddng Jajulld 9})IS-UQ pue }saQ 99IAIaS rARS
‘aA0ge O pue g ‘e woJ} sjoefoud jo
uoljeuiquod e uodn paseq papleme aq
[im syuiod g JO wnwixew e AjuQ :8JoN
GZ = Sjulod wnwixep
‘pa1daooe ale uoneziuebio s Jappig
‘uoneziuebio ay} ulyym sjosfoud |eussyul :1applg ayj 0} 3JoN
_Qo_omao__gsa uelpeue) mme uonENoI[os
sem sjoefoid sy jo suo yi suiod G (p pIg sy} jo a1ep Bunsod ay) Buipaoald sieak
pue ‘syuiod G| = siesn G 9Y} UIYIM SJeak SA1JNdasSU0D g JO uonelnp wnuwiuiw
alow Jo 000‘g Punuoddns j08loiqd (o B pey aAeY }snuwl aoualadxa s}l ajejsuowap
A [
‘syui0d 0| = SIGSN GG6°, pUE 0} Japplg oy} Aq paouaisyal Josfoid yoeg
000°‘G usamiaq buioddns josfoid (g ‘epeuen
‘syuiod G = sJ9snh 66 pue ul SJ8sn 00G‘Z 4o wnwiuiw e yoddns 0} Sa2INIBS
00G‘z usamjaq bBuioddns j0sloig (e woddng Buussuibug dopisaq Buaalsp aousuadxe
9jelo0dio9 syl sjes}suowap pinNoYs Japplg syl
:Buimol|oy 8y} ypm
90UBPIOD. U] Papieme g |[IM SuI0d epeue) ul poddng bunsauibug dopjsaqg LY

‘aA0ge O pue g ‘e woJ} sjoefoud jo
uoljeuiquiod e uodn paseq papJeme aq
JIM sjuiod g JO winwixew e AjuQ 810N

0f = Sjulod wnuwixep




GZ = sjulod wnwixep

‘uoneziuebio
J0y08s a1jgqnd uelpeue) e 1o}
sem sjoafosd ayj Jo auo Ji syulod G

pue {(saolnlos

poddng Buussuibug dopisaq
pue ‘Xi4/3eaig pue SjS-uQ MsaQd
90IAIBS "9°I) SBIAISS || papnjoul
s109foud ayj Jo suo Ji syuiod g

‘sj09foud ¢ Jo wnwixew
e 01 dn “09foid Jad sjulod g

(g

(e

:Buimol|o} 8y} ypm
90UBpPJOI2k Ul papieme a(q ||IM Sjulod

‘paldecoe ale uoneziuebio sJepplg
ay) uiyym syosfo.d [eulsyul 1applg 8y} 0} 90N

‘poddng Buussuibug dopisag (9)

1o ‘poddng xi4/yeaig pue sjs-uQ (q)
‘poddng ysaq 9o1M8S (B)

:§921A18S BuIMmo||0} BY} JO BUO papn|oul
pue siasn 00G‘Z 40 wnuwiuiw e jo yoddns ul usaq
aAey 1shw Japplg a8y} Aq paouaiajal 10sloid yoeg

'saoIAles Woddng yseq djaH Bunuawadwi
s109(oid uo Jabeuew 108loid pes| ayy Buleq
aoualladxa sey Jabeuejy 108loig uonejuswa|duw|
pasodoud s}l jey} sajeljsuowap pjnoys Japplg ay |

Jobeuep j0aloig uoneuswa|duw]

€l

asuodsay s.Jappig

aWIaYog Uo1jedo||y Julod

juawalinbay

ai

eLaID

@ouslIadxg 80In0say

()

(g) @100g s sappig

Gcl

SjuI0d [eo1uyd9a] a|gejieAy

02Z = Sjulod wnwixep

‘sjuiod G| = sieyud
alow Jo 009 Bunloddns 109(oiyg

pue ‘sjuiod | = s4ouLd g6G pue
001 usamiaq bBuioddns josfoid

‘pardecoe ale uoneziueblio sJeppig
ay) uiyym syosfo.d [eulsyul :1applg 8y} 0} 90N

‘uonejioljos

pIq sy} jo ayep Bunsod ay; Buipaoa.d sieak

G 9y} UIY}IM SIeaA aA1Nd8SUOI g JO UoHeINp wnuwiuiw
e pey aAeY }snw aoualiadxa s)i djelisuowap

0] Joppig ay} Aq paouaisyal 108loid yoeg




:BuImMO|0} BU} YiMm

20UBpPJ022. Ul papieme a( ||IM Sjulod Jabeuepy 99IAI9S 91y
‘pa1dadoe ale uoneziuebio sJappig
GZ = Sjulod wnwixep ay) uiyum syosloud [eussyul 1eppig ayj 0} 8J0N
‘uoneziuebio ‘1woddng Buuesuibug dopseq (1)
J0}08s 2ljgnd uelpeue) e 1o} J0 ‘poddng xi4pealg pue a)s-u0 (Y)
sem sjoafosd ayy jo suo jisulod g (o ‘poddng ysaq ao1nes (B)
pue :(sedjnss :8921A18S BuIMO|[0} BY} JO BUO papn|oul
oue Hﬂ_vmum_:mwewc“mwcm_mmm:wuoﬂmwm pue s1asn 00G‘Z Jo wnwiuiw e jo uoddns ul usaq
§ &l A [
00IAISS ‘1) SEOIAISS |2 pepnioUl aAey i1shw Japplg ay} Aq paouaisjal j0aloid yoeg
sjo9foud ayj Jo auo yi syuiod g (q ‘seoinies poddng yseq
‘sjoeloud ¢ Jo wnwiIxew djeH Bunuawedwi syoafoid uo 108uyaie Alunoss
e 0} dn ‘oefoid Jed syjulod g (e pes| ay) Bulaq aousiladxe sey 108}yoly AJLIN0ag
pasodo.d s}l Jey) sejesisuowap pjnoys Jappig ayl
:Buimoyjof 8y} yim
90UBpIOdO. Ul papieMe a( ||IM Sjulod J091IYdIy AJINdag GLy
GZ = SHUIOG WNWIXEeR ‘pardeooe ale c.o:mN_cho s Japplg
ay) ulyym syoafoud [eussyul 1appig ayj 0} 30N
‘uoneziuebio ‘Hoddng Buuesuibug dopiseg  (§)
J0}08s 2l|gnd uelpeue) e 1o} Jo ‘poddng xi4pealg pue 8)S-uQ (9)
sem sjoofosd ayy jo auo jisulod g (o ‘poddng ysaq 921A8S (p)
pue :(seojnas :8921A18S BuIMmO||0) BY} JO BUO papn|oul
pue fxnwum_:mwm_cwmwcwmmm:nwoﬂmmm pue sJasn 00G‘Z 40 wnuwiuiw e jo yoddns ul usaq
: o7 A [
00IAI9S ‘1) SEOIAISS (2 pepnioUl aAney i1snw Jappig a8y} Aq paouaisjal 109loid yoeg
s1o9foud ayj Jo suo yi syuiod g (q ‘seoinies poddng ysaq
‘syosfoid ¢ Jo wnwixew djeH Bunuawedwi syosafoid uo 108)ydIe UoiN|oS
e 0} dn ‘109foud Jad sjuiod g (e pes| 8y} Bulaq sousliadxe sey Joa)ydJy Uonn|os
pasodo.d s)I Jey) sejesisuowap pjnoys Jepplg a8y
:Buimoyjos sy} yim
90UBpPIOdO. Ul papieme a( ||IM Sjulod 199}1yd1y uonnjos AR




*19Y}in} pajenjeAa aq Jou |[Im sjuiod |0Z JO 2109S WNWIUIW dAOJER 3Y} }93lll Jou Op ey} spig :siapplg 0} d3}0N

((9)+(g)+(v) ) 8109g |ed1uy23] ||e49AQ S J2pPpIg

102 YIB\ Ssed wnuwiuiy paiinbay

Gee a|gejieAe sjulod jo Jaquinu wnwixe
(D) a109g s19ppig

001 sjulod [e21Uyd3| d|qejieAy

GZ = Sjuiod wnwixep

‘uoneziuebio
Joyoas 2ljgnd uelpeue) e 1oy
sem s)osfosd ayy jo suo jisuiod g (o

pue {(saol1nIes

uoddng Buussuibug dopiseq

pue ‘Xi4/3ealg pue SjS-uQ NsaQd

90IAIBS "9°I) SBDIAISS ||B papn|oul
s109foud ayy Jo sauo yisyuilod G (q

‘sjoefoud ¢ Jo wnwixew
e 0} dn ‘109foid Jed sjuiod g (e

‘pardacoe ale uoneziuebio sappig
ay) uiyym syosfo.d [eulsyul :1applg @y} 0} 90N

‘woddng Buussuibug dopseqg  ())

Jo ‘poddng xi4/yeaig pue sjis-uQ (%)
‘woddng ysaqg @oinies ()

:s901AI8S BUIMO||0} BY) JO BUO papnoul
pue sJasn QOSG‘Z 1o wnwiuiw e jo yoddns ul usaq
aAney i1snw Jappig ay} Aq paouaiajal j0sloid yoeg

's$90INI8S Joddng

ysaq djeH bunuswe|dwi syosfoid uo Jabeuew aoinIas
pea| ay} buleq aousliadxs sey Jobeuely a2IAI8S
pasodo.d s}l Jey) sejesisuowap pjnoys Jappig ayl




