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Amendment Number 003

Purpose:

A. To identify changes to the RFP.
B. To provide answers to questions received with regards to this RFP.

A. CHANGES

Change 21:

At PART 7 – RESULTING CONTRACT CLAUSES, DELETE items 7.4.2 through 7.4.7

RENUMBER items 7.4.8, 7.4.9, 7.4.10 and 7.4.11 as 7.4.10, 7.4.11, 7.4.12 and 7.4.13, respectively. 

INSERT items 7.4.2 through 7.4.9, as below:

7.4.2. The Contractor/Offeror personnel requiring access to PROTECTED information, assets or 
sensitive work site(s) must be a permanent resident of Canada or a citizen of Canada and
must EACH hold a valid RELIABILITY STATUS or SECRET, as required, granted or approved 
by CISD/PWGSC.

7.4.3.    The Contractor/Offeror personnel requiring access to NATO UNCLASSIFIED information or 
assets do not require to hold a personnel security clearance; however, the Contractor must 
ensure that the NATO Unclassified information is not releasable to third parties and that the 
"need to know" principle is applied to personnel accessing this information.

7.4.4. The Contractor personnel requiring access to NATO RESTRICTED information or assets )
must be a permanent resident of Canada or a citizen of Canada and must EACH hold a 
valid RELIABILITY STATUS or SECRET, as required, granted or approved by the 
appropriate delegated NATO Security Authority.

7.4.5. The Contractor/Offeror MUST NOT remove any PROTECTED information from the identified 
work site(s), and the Contractor/Offeror must ensure that its personnel are made aware of and 
comply with this restriction. 

7.4.6. Subcontracts which contain security requirements are NOT to be awarded without the prior 
written permission of CISD/PWGSC.

7.4.7.    The Contractor must complete and submit a Foreign Ownership, Control and Influence (FOCI)
Questionnaire and associated documentation identified in the FOCI Guidelines for Organizations 
prior to contract award to identify whether  a third party individual, firm or government can gain 
unauthorized access to INFOSEC information/assets.  Public Works and Government Services 
Canada (PWGSC) will determine if the company is “Not Under FOCI” or “Under FOCI”. When an 
organization is determined to be Under FOCI, PWGSC will ascertain if mitigation measures exist 
or must be put in place by the company so it can be deemed “Not Under FOCI through 
Mitigation”.

7.4.8     The contractor should at all times during the performance of the contract possess a letter from 
PWGSC identifying the results of the FOCI assessment with a FOCI designation of Not Under
FOCI or Not Under FOCI through Mitigation.
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7.4.9.    All changes to Questionnaire and associated FOCI evaluation factors must immediately be 
submitted to the Industrial Security Sector (ISS) to determine if the changes impact the FOCI 
designation.

Change 22:

At PART 7 – RESULTING CONTRACT CLAUSES:

DELETE item 7.28 in its entirety and REPLACE with the following:

7.28 Transition Services at End of Contract Period

12 months prior to the expiration of the Contract, the Contractor must prepare and provide the Technical 
Authority a detailed Service Transition-Out Plan. Upon acceptance of the Technical Authority, the 
Contractor must transition out its services to another provider in accordance with the Plan, in the period 
leading up to the end of the Contract Period and for up to three months afterward. The Contractor agrees 
that there will be no additional charge for these services.

Change 23:

At ANNEX A, Section 2, under 2.2.1 Service Processing Application:

DELETE:

APP-IM.16 Enables and supports case file archiving.

INSERT:

APP-IM.16 Enables and supports case file archiving from within the Solution.

Change 24:

At ANNEX A, Section 2, under 2.2.1 Service Processing Application:

DELETE:

APP-IM.27 Enables Internal Users to retrieve archived records from a case file for a specified 
retention time, determined by the business process.

INSERT:

APP-IM.27
Enables Internal Users to retrieve archived records from a case file for a specified 
retention time as determined by the business. Available archived files are to be 
accessed from within the Solution.

Change 25:

At ANNEX A, Section 2, under 2.2.1 Service Processing Application:

DELETE:

APP-COM.03 Enables External Users to automatically receive standardized text notifications 
resulting from predefined events such as decision made regarding the service request. 
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INSERT:

APP-COM.03
Enables External Users to automatically receive standardized email notifications 
resulting from predefined events such as decisions made regarding the service 
request.

Change 26:

At ANNEX A, Section 2, under 2.2.1 Service Processing Application:

DELETE:

AP-PPL.02 Enables the scanning of paper documents for appendage to case files. 

INSERT:

AP-PPL.02 Enables the attachment of scanned documents to case files.

Change 27:

At ANNEX A, Section 2, under 2.2.2 Web Portal:

DELETE:

WP-UE.09 Enables External Users to receive SMS standardized messages pertaining to service 
request updates. 

INSERT:

WP-UE.09 Enables External Users to receive standardized email messages pertaining to service 
request updates.

Change 28:

At ANNEX A, Section 2, under 2.2.2 Web Portal:

DELETE:

WP-RP.01 Usage Reporting: Provides the ability to collect and report on usage information 
according to GC standards.

Change 29:

At ANNEX A, Section 3, under 1.1 Requirement Overview:

DELETE:

The Contractor must design, develop, configure, test, implement, deploy and stabilize to a steady state, the 
Solution as illustrated in Figure 2 below. The Solution must accommodate the modification, adjustment, or 
addition of business process workflows, system automated functions, and other related rules and processes 
with minimal application code changes. The Solution must be user friendly, reliable, maintainable, scalable, 
interoperable, and compliant with GC IT/IM policies, guidelines and environment. 
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INSERT: 

The Contractor must design, develop, configure, test, implement, deploy and stabilize to a steady state, 
the Solution using as a recommendation, the PWGSC proposed technologies as listed. The Solution must 
accommodate the modification, adjustment, or addition of business process workflows, system automated 
functions, and other related rules and processes with minimal application code changes. The Solution 
must be user friendly, reliable, maintainable, scalable, interoperable, and compliant with GC IT/IM 
policies, guidelines and environment.

Change 30:

DELETE:

Figure 2: High level ISST Solution architecture diagram

Change 31:

At Section 3, 1.1 Requirement Overview, paragraph 3:

DELETE:

External Users, such as Contract Security and Controlled Goods Program applicants, will access the 
functionality required for their business processes via the internet Web Portal, based on the Adxstudio 
technology. 

INSERT: 

External Users, such as Contract Security and Controlled Goods Program applicants, will access the 
functionality required for their business processes via the internet Web Portal.  

Change 32:

At Section 3, 1.1 Requirement Overview:

DELETE:

This architecture leverages Enterprise IT Target Suites that are driven by the Chief Information Officer 
Branches (CIOB) of both TBS and PWGSC in an attempt to rationalize and standardize the application 
footprint for GC applications. Wherever possible, the Contractor must meet the requirements of the current 
solicitation, including any new requirements driven by business process re-engineering, by leveraging 
GC/PWGSC Enterprise Architecture approved technologies, available within the GC and/or PWGSC IT 
supply chain. If not possible, any proposed alternate technologies must be approved by GC and a plan to 
migrate said alternate technologies within the GC and/or PWGSC technology footprint must be developed 
and provided as part of the Solution proposal. All Solution components within the scope of this project must 
integrate with IT components used by GC and meet the requirement of a unified Solution. Controlled access 
for External Users will be through an Internet-based user-centric portal interface.

The identified suites that the Contractor must adhere to include, but are not limited to: 

(a) Adxstudio Portals (Adxstudio Portals and/or ASP.NET web forms)
Portal Technology - The portal must be developed based on Adxstudio Portals technology, 
host web enabled forms (ASP.Net web forms), requests for and the receipt of services. The 
portal will be used by External Users with defined roles and rights.

(b) Dynamics CRM (On premise) 2015 (or higher)
Case Management Technology - The portal will interface with a Customer Relationship 
Management tool, MS Dynamics CRM (on premise) 2015 (or higher), to initiate, interact with, 
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manage and perform case management activities. The Case Management tool is a centrally 
managed service and will be used by Internal Users having defined roles and rights.

(c) Microsoft Exchange Server, Outlook Client 
GC e-mail – This technology will be used to support off-line capability for internal users such 
as field inspectors.

(d) SAP Business Objects
Business Intelligence Reporting - SAP Business Objects is the enterprise suite for Business 
Analytics. However, for this solution, functionality including internal user dashboards will first 
leverage the reporting capabilities provided with the Dynamics CRM 2015 (or higher) tools to 
deliver the operational reporting functionality. Strategic reporting capabilities, if not available 
through Dynamics CRM 2015 (or higher) will be delivered through the standard suite SAP 
Business Objects connected to a PureData warehouse.  Reporting functionality must be 
available to both Internal and External users

(e) Oracle Service Bus
Information Sharing Technology - GC Interoperability Platform (GCIP – based on Oracle 
Service Bus (technology). Information sharing between ISS and partner organizations must be
automated and managed in accordance with GCIP capabilities and the underlying Oracle 
Service Bus service bus technology.

INSERT:

The Solution must leverage PWGSC identified technology in the descriptive list below. These 
technologies are Enterprise IT Target Suites that are driven by the Chief Information Officer Branches 
(CIOB) of TBS or PWGSC, in order to reduce and streamline the application footprint for GC and PWGSC 
applications. Wherever possible, the Contractor must meet the requirements of the Solution, including 
any new requirements driven by business process re-engineering through leveraging these technologies 
to build a unified Solution.

The identified suites that the Contractor must adhere to include, but are not limited to: 

(a) Dynamics CRM (On premise) 2015 (or higher) (Enterprise IT Target Suite)
Case Management Technology - The web portal will interface with a Customer Relationship 
Management tool, MS Dynamics CRM (on premise) 2015 (or higher), to initiate, interact with, 
manage and perform case management activities. The Case Management tool is a centrally 
managed service and will be used by Internal Users having defined roles and rights.

(b) Microsoft Exchange Server, Outlook Client (Enterprise IT Target Suite) and MS 
Dynamics CRM for Outlook GC e-mail – This technology will be used to support e-mail and 
off-line Case Management capabilities for internal users such as field inspectors.

(c) SAP Business Objects (Enterprise IT Target Suite)
Business Intelligence Reporting - SAP Business Objects BI is the enterprise suite for 
Business Analytics. However, for this solution, functionality including internal user dashboards 
will first leverage the reporting capabilities provided with the Dynamics CRM 2015 (or higher) 
tools to deliver the operational reporting functionality. Strategic reporting capabilities, if not 
available through Dynamics CRM 2015 (or higher) will be delivered through the standard suite 
SAP Business Objects BI connected to a PureData warehouse.  Reporting functionality must 
be available to both Internal and External users based on the users’ application profiles.

(d) Oracle Service Bus (Enterprise IT Target Suite) Information Sharing Technology - GC 
Interoperability Platform (GCIP – based on Oracle Service Bus (technology). Information 
sharing between ISS and partner organizations should be automated and managed in 
accordance with GCIP capabilities and the underlying Oracle Service Bus technology.
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Controlled access for External Users will be through an internet-based user-centric web portal interface. 
The web portal must be developed as a CRM customer portal based on a COTS portal technology (on 
premise), and must host web enabled forms for the requisition of and receipt of services. The web portal 
will be used by External Users with defined roles and rights. The Contractor will provide and configure a 
technology that will reside on the GC network, interface seamlessly with the Dynamics CRM application, 
be scalable to meet future growth, use web services, and predominantly leverage configuration over 
customization. The configured web portal must meet GC requirements (WCAG) for web standards.  

Change 33: 

At Section 3, 1.1 Requirement Overview:

INSERT:

(e) Imaging/Scanning System - This system is in place and uses IBM DataCap technology. 
The ISST Solution will need to exchange information with this system.

(f) Documents and Records Management System - The Solution is expected to require the 
storage, management and retrieval of data largely grouped into two categories: (1) Database 
or Data Management System - processing-intensive, higher transaction structured data 
typically associated with in-process requests and with company and personnel data, and (2)
Document and Records Management System – unstructured data typically associated with 
attachments that should not be altered but must be retained for document & records 
management and evidentiary purposes (e.g. passports, birth certificates etc.), representing 
low transaction, infrequent retrieval rate processing.

i) Database or Data Management System - The Contractor must leverage existing 
products already licensed and in use by PSPC, to satisfy the requirements for non-
sensitive, sensitive, and intensive information/data processing purposes. The solution 
should use the GC standards of SQL Server/Oracle for any database applications. 

ii) Documents and Records Management System - The current GC standard for 
document and records management is OpenText Content Server, which should be 
leveraged for unstructured data long-term storage. This would be the default for items 
which are not required for dynamic processing, and includes (but is not limited to) static 
attachments and manually submitted forms that are digitized for document and records 
management purposes.

Change 34:

At ANNEX A, Section 3, 1.2 Detailed Requirements:

DELETE Tech.12 in its entirety and REPLACE with:

Tech.12
Utilizes a COTS web portal technology to create a web portal, with web enabled forms 
to gather and exchange information, and that is integrated with MS Dynamics CRM 
2015 (or later) entities and supports Tech.14 and Tech.18.

Change 35:

At ANNEX A, Section 3, 1.2 Detailed Requirements:

DELETE Tech.17 in its entirety and REPLACE with:

Tech.17 Meets at a minimum “Protected B, High Integrity, Medium Availability” (PB/H/M) security 
profile requirement. 
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Change 36:

At ANNEX A, Section 3, 1.2 Detailed Requirements:

DELETE Tech.18 in its entirety and REPLACE with:

Tech.18

Ensures conformance with the GC Web Standards (https://recherche-
search.gc.ca/rGs/s_r?cdn=canada&st=s&num=10&langs=en&st1rt=1&s5bm3ts21rch=x&
q=web+standards&_charset_=utf-8&wb-srch-sub=) and Web Accessibility
(http://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=23601) requirements for the COTS Web 
Portal.

Change 37:

At ANNEX A, Section 4, under 1.2.1 Internal Users:

DELETE:

SecureInt.05 Ensures that SCMS is accessible through a VPN.

INSERT:

SecureInt.06 Ensures that Microsoft Dynamics CRM is accessible through a VPN.

Change 38:

At ANNEX A, Section 5, 1.1.2 Security Control Catalogue:

DELETE:

The following provides a very high level description of the Information Technology Security Guidance 33 
(ITSG-33) security control catalogue which is organized into classes and control families. These control 
families apply to the ISS security requirements and are further addressed by the Detailed Requirements 
defined in this ANNEX. The controls satisfying the full Solution are embedded in the existing technical 
implementations, such as the SCMS. Since the full Solution will be primarily an integration exercise, the full 
suite of Solution controls will be assessed throughout the development of the Solution using the Security 
Assessment and Authorization process. These control families are the basis of securing the Solution and 
its Data. 

INSERT:

The following provides a very high level description of the Information Technology Security Guidance 33 
(ITSG-33) security control catalogue which is organized into classes and control families. These control 
families apply to the ISS security requirements and are further addressed by the Detailed Requirements 
defined in this ANNEX. Since the full Solution will be primarily an integration exercise, the full suite of 
Solution controls will be assessed throughout the development of the Solution using the Security 
Assessment and Authorization process. These control families are the basis of securing the Solution and 
its Data.

Change 39:

At ANNEX A, Section 5, under 1.2 Detailed Requirements:

DELETE:
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The requirements in the table below were developed from the Protected B/Medium Integrity/Medium 
Availability (PB/M/M) profile from ITSG-33.  Many of the ITSG-33 controls overlap or reference one another. 
The requirements listed here allow good coverage of the PB/M/M requirements, and excludes those items 
that are expected to be covered by PWGSC as an organization through existing technology 
implementations rather than ISS or this Solution specifically. The final version of the Security Requirements 
Traceability Matrix will list the controls required to support the ISS Solution. The requirements below are 
not exhaustive and may evolve during the Contract Period. 

INSERT: 

The table below details the security requirements derived from the ITSG-33 controls that are the 
responsibility of the Contractor. The requirements listed here exclude those controls that are expected to 
be met by PWGSC as an organization through existing technology implementations. The Contractor will 
be responsible to incorporate all security controls, including those met by PWGSC, SSC and the 
Contractor, in the Security Requirements Traceability Matrix.

Change 40:

At ANNEX A, Section 5, 1.2 Detailed Requirements:

DELETE SC.15 in its entirety and REPLACE with:

SC.15
The Contractor must fully document the contingency plan for the continued operation of 
ISS business lines to meet the minimal contingency planning requirements for PB/H/M.

Change 41:

At ANNEX A, Section 5, 1.2 Detailed Requirements:

DELETE SC.28 in its entirety and REPLACE with:

SC.28
The Contractor must fully document the procedures to recover or reconstitute the 
Solution in accordance with the minimal requirements for PB/H/M.

Change 42:

At ANNEX A, Section 5, 1.2 Detailed Requirements:

DELETE SC.41 in its entirety and REPLACE with:

SC.41 The Solution, at a minimum, must comply with the requirements for PB/H/M.

Change 43:

At ANNEX A, Section 7, under 1.3 Detailed Requirements – Project Management, item PM.04: 

INSERT: 

(e) All project work where the Contractor requires direct access to ISS information and assets will be 
required to be done on-site for the duration of the work. Once the required work has been completed 
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those resources are no longer required to be on-site.
(f) Except where otherwise specified, all project work that does not require direct access to ISS 

information and assets can be done off-site.

Change 44:

DELETE ANNEX C – SRCL in its entirety, and REPLACE with the attached ANNEX C – SRCL. 

Change 45:

At ANNEX F – Resource Category Information for Optional Services, under 3.9.2 Minimum Mandatory 
Qualifications:

DELETE M4 in its entirety and REPLACE with the following:

M4 Must have a minimum of three (3) years of experience, within the last ten (10) years, developing 
web based service delivery using web technologies.

B. Questions

Question 10:

Would the Crown please confirm that all work related to the project must/will be completed in government 
offices?

Answer 10:

The Crown confirms that not all work related to the project must be completed within a government 
facility. It is expected that the Senior Delivery/Project Manager and Project Management Team (See 
ANNEX A, Section 7) be located on-site and to be available to the Project Authority as required in order to 
attend meetings, provide updates, address concerns, etc. 

As noted in the SRCL, Part C, the Contractor will not receive or store, nor use their own IT systems to 
process or store PROTECTED and/or CLASSIFIED information or assets. The Contractor will also not be 
provided with an electronic link between the Contractor’s IT systems and the government department, in 
this case PWGSC. 

As such, all project work that requires an individual to have direct access to ISS information and assets 
will be required to be on-site for the duration of that work. Once that work has been completed, those
resources are no longer required to be on-site. Any project work that does not require direct access to 
ISS information and assets can be done off-site. To assist in clarifying work location, additional 
requirements have been added to ANNEX A, Section 7, PM.04. Please see Change 43 in this 
Amendment.

Question 11:

Would the Crown please clarify if any personal information from the European Union that could fall under 
the General Data Protection Regulation (GDPR) is contained within or handled by the Solution?

Answer 11:

The Solution will not contain or handle any information that is subject to the GDPR.

Question 12:
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The RFP outlines that the Contractor and the Solution must comply directly with all relevant federal 
legislation, regulations, policies, directives, standards and guidelines including (but not limited to) those 
described in Appendix 4 to Annex A. The Contractor may not be aware of legislative changes or 
amendments to policies without being advised by Canada during the fulfillment of the 
contract. Therefore, we respectfully suggest that the Crown should add a statement that “Canada will 
advise the Contractor of any additional policies, directives, and guidelines, as required.”

Answer 12:

Please see Change 20 in Amendment 002,  wherein the following statement was added to Appendix 4 to 
Annex A : “The Project Authority will advise the Contractor of any new or amended federal legislation, 
regulations, policies, directives, standards and guidelines that impact the project”.

Question 13:

The Section 1.2.1 Internal User requirements list has a duplicated SOW Number SecureInt.05. Can the 
second requirement be renumbered to be next in sequence? It would be: SecureInt.06 Ensures that 
SCMS is accessible through a VPN.

Answer 13:

SecureInt.05 is identified twice in error. Please see Change 37 in this Amendment.

Question 14:

Can it be assumed that the solution will have access to peer test systems (government and third party) for 
integration testing of the solution?

Answer 14:

The Contractor will need to detail all requirements for testing within their testing plan. Environments will 
be provided based upon approval of those plans. The PWGSC project team will organize and coordinate 
the solution integration testing internally, with the security partners (e.g. RCMP, CSIS) and third party 
organizations (e.g. Credit Bureau). The Contractor will be responsible for the detailed aspects of the 
integration testing with the security partner and third party representatives.

Question 15:

Mandatory Requirement M1/M2 specify that the “Bidder must provide three (3) Reference Projects similar 
to that of ANNEX A, Sections 2 through 7, completed within fifteen (15) years of the date of Bid Closing 
and have a public-facing internet-based information exchange component.”

In our experience, we have similar Federal Government intranet-facing projects which meet or exceed the 
volumes requested in M1 and M2 as well as align closely to the remaining M1 and M2 requirements. 
Given that the core requirements of the reference projects relate to BPR/CM/CRM, we believe that 
showing a web based component which is either internet-based OR an intranet-based should be 
sufficient to meet PSPC’s requirements.

We therefore ask that the M1 and M2 requirements be modified to include “a public facing internet or 
intranet-based information exchange component”.

Answer 15:

Mandatory Criteria M1 and M2 in the Technical Evaluation currently states, “The Bidder must provide 
three (3) Reference Projects similar to that of ANNEX A, Sections 2 through 7, completed within fifteen 
(15) years of the date of Bid Closing and have a public-facing internet-based information exchange 
component”. The public-facing internet exchange component is pertinent as the final solution will be 
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utilized in the same fashion. As a result, a Federal Government intranet-based information exchange 
project would be deemed non-compliant as the security requirements would be different than those for a 
public facing internet project.

Question 16:

Will the Contractor be able to reuse the existing information exchange channel implementations for 
communicating with PSPC ISS security partners, including RCMP, CSIS, CSE, DND, Credit 
Bureau/Equifax? If yes, can the contractor assume that these implementations meet the data in-motion 
and at-rest requirements for the ISST program?

Answer 16:

The Contractor should not assume that any existing information exchange channel; complies with the 
proposed architecture, complies with security requirements, or meets business process requirements.

Question 17:

SC.33 - The Contractor must report all suspected or actual privacy and security violations as Security 
Incidents for the duration of the contract. Can GC confirm or elaborate on the scope of this item.  Are 
these just violations internally within the contractor OR is there an expectation that the contractor is 
performing some form of comprehensive monitoring of the environments?

Answer 17:

The intent of this requirement is purely reporting of actual privacy and security violations throughout the 
Contract. For example, if the Contractor suspects or witnesses or has evidence that any individual, 
Contractor or other, is tampering with the data or the system configuration, this incident must be reported 
to GC.

Question 18:

In reference to Call Centre Integration:

Can PSPC confirm that there is no integration between call center technology and the Solution?

Answer 18:

At this time there is no plan to integrate existing call center technology and the Solution.

Question 19:

In reference to Annex A, Section 2: Business Requirements, 2.2 Detailed Requirements – Functional 
Requirements, 2.2.1 Service Processing Application, APP-IM.16 (page 20 or 70);

Is this only archiving within the solution and/or the solution’s ability to interact with a 3rd party archiving 
solution? If a 3rd party solution, please provide the additional requirements such as interface 
specification, frequency, etc.

Answer 19:

With respect to ANNEX A, Section 2, business requirement APP-IM.16, case file archiving is expected to 
be completed within the Solution. Please see Change 23 in this Amendment.

Question 20:

In reference to Annex A, Section 2: Business Requirements, 2.2 Detailed Requirements – Functional 
Requirements, 2.2.1 Service Processing Application, APP-IM-27 (page 21 0f 70);
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Is this only archiving within the solution and/or the solution’s ability to interact with a 3rd party archiving 
solution? If a 3rd party solution, please provide the additional requirements such as interface 
specification, frequency, etc.

Answer 20:

With respect to ANNEX A, Section 2, business requirement APP-IM.27, case file archiving and the access 
to archived case files is expected to be completed within the Solution. An amendment has been made to 
APP-IM.27 for clarification. Please see Change 24 in this Amendment.

Question 21:

In reference to Annex A, Section 2: Business Requirements, 2.2 Detailed Requirements – Functional 
Requirements, 2.2.1 Service Processing Application, APP-COM.03 (page 21 of 70) and 2.2.2 Web Portal, 
WP-UE.09 (page 27 of 70);

Will GoC be providing the SMS gateway? If so, please provide the interface specifications and any 
constraints related to its usage.

Answer 21:

With respect to ANNEX A, Section 2, business requirements APP-COM.03 and WP-UE.09, currently 
PWGSC currently does not have a SMS gateway. Requirements APP-COM.03 and WP-UE.09 have been 
amended to replace SMS with standardized email messages. Please see Changes 25 and 27 in this 
Amendment.

Question 22:

Do you currently have a text messaging provider? If yes, please indicate which provider.

Answer 22:

Please see response to Question 21 in this Amendment.

Question 23:

In reference to Annex A, Section 2: Business Requirements, 2.2 Detailed Requirements – Functional 
Requirements, 2.2.1 Service Processing Application, APP-COM.06 (page 21 0f 70) ;
(a) Question: How are the postal mailings to be accomplished? Is the solution solely required to print, 
then handled by staff, or is there an interface file that is required to be created and sent to a 3rd party?
(b) Question: Are there specific volumetrics and time to complete measures that should be considered?

Answer 23:

With respect to ANNEX A, Section 2, business requirement APP-COM.06, printed correspondence will be 
manually mailed by PWGSC. At this time there are no volumetric or time to complete measures to be 
considered.

Question 24:

In reference to ANNEX A, Section 2: Business Requirements, 2.2 Detailed Requirements – Functional 
Requirements, 2.2.1 Service Processing Application, APP-PPL.02 (page 21 0f 70);
Is this simply the ability to attach an image to a case file?

Answer 24:

With respect to ANNEX A, Section 2, business requirement APP-PPL.02, this is the ability to scan a 
document using an external to the Solution scanner and to be able to attach that scanned file to a case 
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file within the Solution. The Solution is not expected to interface with external scanners. An amendment 
has been made to ANNEX A, requirement AP-PPL.02 for clarification. Please see Change 26 in this 
Amendment.

Question 25:

In reference to Annex A, Section 2: Business Requirements, 2.2 Detailed Requirements – Functional 
Requirements, 2.2.1 Service Processing Application, APP-RP.03 (page 23 of 70);
Do you have specific measurement criteria that you are looking to have monitored related to individual 
workloads?

Answer 25:

With respect to ANNEX A, Section 2, business requirement APP-RP.03, at this time there is no specific 
measurement criteria for monitoring individual workloads.

Question 26:

In reference to Annex A, Section 2: Business Requirements, 2.2 Detailed Requirements – Functional 
Requirements, 2.2.2 Web Portal, WP-RP.01 (page 28 of 70);
What is considered the “GC Standards”?

Answer 26:

With respect to ANNEX A, Section 2, business requirement WP-RP.01 has been removed as the other 
reporting requirements within the Web Portal component of the Solution will satisfy the ISS business 
needs. Please see Change 28 in this Amendment.

Question 27:

In reference to Section 7.15.2 (page 35 of 40) and Section 7.15.3 (page 35 of 40) of the RFP, does 
PWGSC agree to amend the RFP such that the limit of liability contained in Section 7.15.2(e)(ii) applies 
also to any and all claims, whether first party or third party, and all resulting damages related to 
infringement of intellectual property rights?

Answer 27:

PWGSC does not agree to amend the limitation of liability clauses present at item 7.15. These clauses 
are standard TB approved clauses that have been developed in consultation with industry specifically for 
the IM/IT commodity grouping.  

Question 28:

In reference to Section 7.15.2 of the RFP (page 35 of 40), does PWGSC agree to amend the RFP such 
that the limit of liability contained in Section 7.15.2(e)(ii) applies also to breaches by the Contractor of its 
confidentiality provisions but only in relation to personal information as defined by applicable privacy law?

Answer 28:

See response to Question 27 in this Amendment.

Question 29:

In reference to Section 7.15.2(e)(ii) of the RFP (page 35 of 40), does PWGSC agree to substitute the 0.75 
by 0.25? 

Answer 29:

See response to Question 27 in this Amendment.
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Question 30:

In section 7.2.1.9, under Canada’s Obligation, the RFP states that Canada reserves the right to acquire 
the work by other means. The RFP contemplates a significant business process re-design and a system 
implementation. Since the RFP is being sourced through a competitive process where Canada will have 
opportunity to evaluate the Bidder’s proposed plans and approaches, we do not understand why Canada 
would include such a requirement in addition to the termination clauses and penalties provided in the 
Resulting Contract Clauses. We respectfully request that the reference be removed, as it could be used 
to undermine the relationship between the Bidder and Canada, as an alternative to the dispute resolution 
and termination provisions.

Answer 30:

The clause at item 7.2.1.9 refers to the portion of the Work to be performed under the Contract on an “as 
and when requested basis” using a Task Authorization, as described under 7.2 Task Authorization and 
sub-articles. It is not intended to undermine the relationship between the Bidder and Canada. Canada 
does not agree to amend the clause at the present time. 

Question 31:

With respect to item 7.28: within the draft RFP, there was a 3-month limit for transition services at no 
charge at the end of the contract. In the final version of the RFP, the Bidder must commence transition 
services 12 months prior to the expiration date of the contract, and for an unknown period. This change 
puts the Bidder at significant risk since termination provisions favour the Crown and there is no cap on the 
requirement. In our experience, these types of criteria will cause bidders to add contingency and cost to 
their bids as a protection against the risk, artificially increasing the cost to Canada. We respectfully 
request that the 3-month cap be re-instituted in the RFP, for clarity and to protect the Bidder against 
unknowns that will artificially inflate costs.

Answer 31:

Canada has amended item 7.28 to limit the period of transition services. Please see Change 22 in this 
Amendment.

Question 32:

Both the body of the RFP, as well as the accompanying SRCL, indicate that the bidder may use 
resources from outside of Canada (i.e. NATO). Given that the system will be collecting, storing, and 
processing sensitive personal background data on Canadian citizens for security clearances up to and 
including Government of Canada Top Secret, can PSPC please confirm that it is not their intent to restrict 
the bidders as follows:

a. Bidders qualified as Canadian company’s under FOCI; and
b. Bidder resources (especially those with access to technical, design and operational details) to 

Canadian citizens, or other appropriate national security exclusions?

Answer 32:

The SRCL has been amended, with changes to Part A, items 7b) and 9, to indicate that this procurement 
is restricted to Canada, including permanent residents, and that the supplier will be required to access 
INFOSEC information or assets. Part 7, item 7.4 of the RFP has also been amended with the new 
security requirements related to the above changes, including a requirement for a Foreign Ownership, 
Control and Influence assessment. Please see changes 21 and 44 in this Amendment.
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Question 33:

Certain areas of Figure 2 of ANNEX A – Statement of Work are highlighted indicating “Procurement 
Ongoing”. 

a. Does the term “Procurement Ongoing” refer to the current PSPC ISST Solicitation or to other 
procurements? 

b. Is the implementation of these areas within the scope of the PSPC ISST Solicitation? 
c. If these areas are NOT within the scope of the PSPC ISST Solicitation what are the specific 

products or services that will be used to implement the following areas in the diagram? 
I. Imaging/Scanning System 

II. Documents and Records Management System 
III. Forms Management 

Answer 33:

Figure 2 is currently under review, please see response to Question 35 in this amendment. 

However, the following is still applicable for the Solution.

a. The term “Procurement Ongoing” will be replaced by the term ‘Under development’. 

b. The Contractor is not responsible for the implementation of these areas. The Contractor is 
responsible for all software configurations, development and integrations required for the ISST 
Solution in accordance with the Statement of Work leveraging the proposed technology platforms 
as outlined in ANNEX A.  For example GCIP platform and its capabilities will be available for the 
Contractor to configure when developing necessary messaging specifications required for 
exchanging information with partner organizations.  

c. The Contractor must leverage the proposed technology platforms as outlined in Annex A to 
configure, develop and integrate the technologies to form the ISST Solution in accordance with 
the Statement of Work. These areas are all within the scope of the ISST Solution configuration 
mainly from an integration perspective.

i. Imaging/Scanning System: This system is in place and uses IBM DataCap technology. The 
ISST Solution will need to receive information with this system.

ii. Documents and Records Management System: The Solution is expected to require the 
storage, management and retrieval of data largely grouped into two categories: (1) Database or 
Data Management System - processing-intensive, higher transaction structured data typically 
associated with in-process requests and with company and personnel data, and (2) Document 
and Records Management System – unstructured data typically associated with attachments that 
should not be altered but must be retained for document & records management and evidentiary 
purposes (e.g. passports, birth certificates etc.), representing low transaction, infrequent retrieval 
rate processing.

Database or Data Management System

The Contractor must leverage existing products already licensed and in use by PWGSC, to 
satisfy the requirements for non-sensitive, sensitive, and intensive information/data processing 
purposes. The solution should use the GC standards of SQL Server/Oracle for any database 
applications.

Documents and Records Management System
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The current GC standard for document and records management is OpenText Content Server, 
which should be leveraged for unstructured data long-term storage. This would be the default for 
items which are not required for dynamic processing, and includes (but is not limited to) static 
attachments and manually submitted forms that are digitized for document and records 
management purposes.

iii. Forms Management: Electronic fillable forms are created using Adobe products, however, the 
Contractor is not responsible for form creation. There are two scenarios regarding the electronic 
fillable forms: 

1. Users can complete their request using the web portal, but instead of submitting 
electronically, they choose to either save as a file or print it off. The resulting output 
should be a read only pdf with a barcode that can be scanned upon receipt at ISS for 
input and processing.

2. As a part of the ISS business continuity plan, if the system is down, users would have the 
ability to download a fillable pdf, fill it out locally and submit to ISS. This pdf would create 
a barcode, similar to scenario 1, which would be scanned upon receipt at ISS for input.

Canada is not looking for the Solution to create these fillable electronic pdf forms.
 
Please see Change 33 in this Amendment.

Question 34:

One of the mandatory requirements refers to a TBS policy for desktop productivity citing the Microsoft 
suite as a basis for the requirement, and appearing to include the ADX Studio in this suite. However, ADX 
Studio was not part of the original Desk Top suite as Microsoft had not acquired the company as of the 
award date. 

What is the basis for the inclusion of ADXstudio and will the Crown amend the SOW to allow other web 
portal technologies to be considered?

Answer 34:

The basis for the inclusion of ADXStudio was that it meets the platform compatibility and case 
management integration requirements for the Solution. Canada will consider the use of other proposed 
commercial off the shelf (COTS) web portal technologies, provided that they meet the Solution 
requirements. The SOW will be amended to reflect the removal of ADXStudio as the COTS web portal 
technology. Please see Changes 31, 32, 34, 36 and 45 in this Amendment. Additional requirements for a 
COTS web portal will be provided in a forthcoming amendment.

Question 35:

Issue – Security Scope: The RFP has stated an extensive, all-inclusive set of Government security &
privacy standards and policies as references within the RFP. Also contained in that document are a 
number of security requirements, which includes a broad non-specific requirement to be compliant with 
the CSE ITSG-33 Protected B Medium Medium profile. That profile contains 428 controls and sub-
controls, many of which are beyond the currently defined scope of the RFP.

Risk/Impact: The greatest risk for a bidder is to bid on services where the scope is not well defined and 
where the potential cost variances are substantial. Unless more clarity can be brought to the exact 
security (and security control) requirements, there is a significant potential risk to both the bidder and 
PSPC for cost, effort and schedule.
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Recommendation: It is strongly recommended that PSPC more clearly define exactly what security 
requirements a bidder will have to achieve for a successful delivery. This includes specifying which 
controls in the ITSG-33 profile are applicable (such as selected controls in the IT Projects column), which 
are the responsibility of the bidder, and which are the responsibility of Canada as the host and operator of 
the supplied capability.

Answer 35:

As a result of an ongoing review of the business needs for security, it has been determined that the 
appropriate security profile for the Solution is Protected B, High Integrity, Medium Availability (PB/H/M).  
This represents a change from the current security profile identified in the SOW. Therefore, additional 
security controls must be applied to the solution. These additional security controls are provided for 
reference as an attachment to this amendment. However, the new security requirements resulting from 
the security profile change and the new controls will be provided in a forthcoming amendment to Section
5. Note that not all ITSG-33 controls are to be implemented by the Contractor.  Many of the technologies 
to be integrated are implemented and have security controls in place. As well, security controls / 
requirements pertinent to the infrastructure will be implemented by Shared Services Canada. The SOW 
only contains those requirements which require effort on the part of the Contractor. It should also be 
noted that during the Contract period, as the architecture is further developed, additional security controls 
may arise or be recommended through the SA&A process (see Section 5: IT Security Requirements, 
1.1.1 Security Assessment and Authorization Process). Please refer to Changes 29, 30, 35, 39, 40, 41 
and 42 in this Amendment for changes related to the solution’s security profile. Additionally, refer to the 
Additional Security Controls document, provided as an attachment to this Amendment.

Question 36:

Annex A - Statement of Work, SECTION 5: IT SECURITY REQUIREMENTS, 1.2 DETAILED 
REQUIREMENTS, SC.41 (page 47 of 70) calls into play the entire Protected B Medium control set from
ITSG-33. This includes many controls that appear to be well beyond the scope of the RFP (e.g. network, 
SOC, monitoring and SIEM services). 

Could PSPC please indicate which of those controls are the responsibility of the bidder, and which would 
be satisfied by Canada?

Answer 36:

Please see response to Question 35 in this amendment.

Question 37:

The conceptual architecture in Section 3, 1.1 identifies the SCMS iteration of MS Dynamics CRM as the 
required case management solution.  The paragraph following the conceptual architecture does not 
specify SCMS but does identify MS-Dynamics CRM 2015 as the intended Case Management technology 
for the solution.  Would the Crown be able to clarify whether Microsoft Dynamics CRM 2015, or the 
SCMS implementation of MS-Dynamics, is the intended CRM solution platform. 
 
Answer 37:

PWGSC has standardized on the use of Microsoft Dynamics CRM 2015 (or higher) as the development 
platform for Case Management applications. This is the required platform for the ISST Solution. The 
SCMS instance of Microsoft Dynamics CRM, including associated functionalities and standards, should 
be leveraged where possible and will be made available to the Contractor in order to identify areas of 
applicability. An amendment has been made to replace references to SCMS with Microsoft Dynamics 
CRM. See Changes 37 and 38 in this Amendment.
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ALL OTHER TERMS AND CONDITIONS REMAIN THE SAME
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 p
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t f
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 re
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-
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 p
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l-t

im
e 

al
er

ts
 p
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at
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 (o

r p
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ce
ss
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g 
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 b
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 a
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 c
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n 
in
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e,
 fo
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m
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g 
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 a
nd
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g 

m
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vi
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at
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 c
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 c
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r d
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 m
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g 

re
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ge
s;

 o
r (

iv
) s

ig
na

to
rie

s 
of

 n
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ng
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 c
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 b
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ra
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at
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l m
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 re
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 c
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 re
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 c
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 b
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en
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m
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 c
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 m
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an
iz

at
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l 

re
qu

ire
m
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m
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d 
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at
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n 
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st
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m
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 c
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m
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 b
e 
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d 
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et
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ci
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at
e 
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t r
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 c
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tim
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e 
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r e
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m
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 c
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R
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C
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R
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P

R
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 o
f 

th
e 

in
fo

rm
at

io
n 

sy
st

em
] t

o 
su

pp
or

t r
ol

lb
ac

k.

R
et

ai
ni

ng
 p
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f b
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at
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m
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dw

ar
e,

 
so

ftw
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P

R
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m
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t p
ro
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d 
ch
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s 
to

 th
e 
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n 
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em
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ot
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t: 
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d-
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fin
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 a
pp

ro
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l 
au

th
or
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f p
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d 
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s 

to
 th

e 
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n 
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 a
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t c
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ng

e 
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 p
ro
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d 
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e 
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n 
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 th

at
 h

av
e 
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t b
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n 
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e 
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sa
pp
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m

e 
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(d

) P
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t c
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 th

e 
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n 
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 u
nt

il 
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ed

 a
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ro
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ls
 a
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;
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) D
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t a
ll 
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th
e 
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n 
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(f)

 N
ot
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ss
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 c
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at
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at
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 b
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H

AR
D

W
AR

E 
TO

KE
N

-
BA

SE
D

 A
U

TH
EN

TI
C

AT
IO

N
Th

e 
in
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at
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, f
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w
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e 
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d 

au
th
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at
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m
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s 

m
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s 
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tio
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n 
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H
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ar
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ke
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d 
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th
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io
n 
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ca
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 re
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rs
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e 
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e 
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as
ed
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, s
uc

h 
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U
.S
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t 
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y 
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io
n 
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) c
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 d
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 p
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r 
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 c
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d 
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 c
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H
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 m
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at
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m
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 p
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n 
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at
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n 
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r t
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ur
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 b
e 
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ed
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es
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Se
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ct
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n 
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r 
m
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e)
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ec

ur
ity

-r
el

ev
an

t 
ex

te
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al
 s

ys
te

m
 in
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rfa

ce
s;

 
hi
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-le

ve
l d

es
ig

n;
 lo

w
-le

ve
l 

de
si

gn
; s

ou
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e 
co

de
 o

r 
ha

rd
w
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e 
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m
at
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[A

ss
ig
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en

t: 
or

ga
ni

za
tio

n-
de

fin
ed

 
de

si
gn

/im
pl

em
en
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tio

n 
in

fo
rm

at
io
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] a
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gn

m
en

t: 
or

ga
ni
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tio
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fin
ed

 le
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l o
f 
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an
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at
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 d
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f d
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n 

de
si
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n 
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m

en
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tio
n 

fo
r 

se
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rit
y 

co
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 e
m
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ed
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ni
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tio
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l i
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m
at

io
n 
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st
em

 c
om

po
ne

nt
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r i

nf
or

m
at

io
n 
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em
 s

er
vi

ce
s 

ba
se

d 
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m
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in
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s 
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m

en
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, 
re
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ire

m
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r 
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w
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es
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m
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r a
na
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d 
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g.
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 p
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h 
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 c
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l d
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 m
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l d

es
ig

n 
fo

r t
he

 s
ys

te
m

 is
 

ex
pr

es
se

d 
in

 te
rm

s 
of

 m
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d 
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 c
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R
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E
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e 
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n 
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s 
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de
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lo
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at
io
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m
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m
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n 
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 to

 id
en
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e 
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 c
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ro
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d 
se
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te
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r 
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tio
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l u
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.

Th
e 
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at
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, p
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ts
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pr
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oc
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 s

er
vi

ce
s 
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rly
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 th

e 
sy

st
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 d
ev

el
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m
en

t l
ife

 c
yc

le
 (e

.g
., 

du
rin

g 
th

e 
in

iti
al

 re
qu

ire
m

en
ts

 d
ef

in
iti

on
 

an
d 

de
si

gn
 p
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s)
 a

llo
w

s 
or
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ni

za
tio
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en

ce
 th

e 
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f t
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at
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n 
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st
em
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nf
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m
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n 
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 c
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ne
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rm
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n 
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er
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t i

n 
th
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r m
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, p
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 p
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h 
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 b
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 p
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at
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, p

ro
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 c
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m
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m
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 re
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, p
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, p

ro
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 c
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 p
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/ro
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f o
f p
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r c
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em
 re

so
ur

ce
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 m
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 b
ee

n 
re

le
as

ed
 b

ac
k 

to
 

in
fo

rm
at

io
n 

sy
st

em
s.

 T
he

 c
on

tro
l o

f 
in

fo
rm

at
io

n 
in

 s
ha

re
d 

re
so

ur
ce

s 
is

 a
ls

o 
co

m
m

on
ly

 re
fe

rr
ed

 to
 a

s 
ob

je
ct

 re
us

e 
an

d 
re

si
du

al
 in

fo
rm

at
io

n 
pr

ot
ec

tio
n.

 T
hi

s 
co

nt
ro

l d
oe

s 
no

t a
dd

re
ss

: (
i) 

in
fo

rm
at

io
n 

re
m

an
en

ce
 w

hi
ch

 re
fe

rs
 to

 re
si

du
al

 
re

pr
es

en
ta

tio
n 

of
 d

at
a 

th
at

 h
as

 b
ee

n 
no

m
in

al
ly

 e
ra

se
d 

or
 re

m
ov

ed
; (

ii)
 c
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ra
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st
ric

tio
ns

; o
r (

iii)
 

co
m

po
ne

nt
s 

w
ith

in
 in

fo
rm

at
io

n 
sy

st
em

s 
fo

r w
hi

ch
 th

er
e 

ar
e 

on
ly

 s
in

gl
e 

us
er

s/
ro

le
s.

 R
el

at
ed

 c
on

tro
ls

: A
C

-3
, A

C
-

4,
 M

P-
6

R
Th

is
 s

ec
ur

ity
 

co
nt

ro
l/e

nh
an

ce
m

en
t

is
 c

on
si

de
re

d 
to

 b
e 

be
st

 p
ra

ct
ic

e.
 

C
on

se
qu

en
tly

, 
in

cl
us

io
n 

in
 a

 
de

pa
rtm

en
ta

l p
ro

fil
e 

is
 

st
ro

ng
ly

 e
nc

ou
ra

ge
d 

in
 

m
os

t c
as

es
. H

ow
ev

er
, 

th
is

 s
ec

ur
ity

 
co

nt
ro

l/e
nh

an
ce

m
en

t 
ca

nn
ot

 b
e 

m
et

 u
si

ng
 

re
ad

ily
 a

va
ila

bl
e 

C
O

TS
 c

om
po

ne
nt

s.
 

C
on

se
qu

en
tly

, 
im

pl
em

en
ta

tio
n 

of
 th

is
 

se
cu

rit
y 

co
nt

ro
l/e

nh
an

ce
m

en
t 

m
ay

 b
e 

pr
ob

le
m

at
ic

.  
  



Pa
ge

 1
3

of
 1

4
Ad

di
tio

na
l S

ec
ur

ity
 C

on
tr

ol
s –

 A
M

D 
00

3 

SI
6

SE
C

U
R

IT
Y 

FU
N

C
TI

O
N

AL
 

V
E

R
IF

IC
A

TI
O

N
 

O
pe

ra
tio

na
l

(A
) T

he
 in

fo
rm

at
io

n 
sy

st
em

 
ve

rif
ie

s 
th

e 
co

rr
ec

t o
pe

ra
tio

n 
of

 [A
ss

ig
nm

en
t: 

or
ga

ni
za

tio
n-

de
fin

ed
 s

ec
ur

ity
 

fu
nc

tio
ns

].
(B

) T
he

 in
fo

rm
at

io
n 

sy
st

em
 

pe
rfo

rm
s 

th
is

 v
er

ifi
ca

tio
n 

[S
el

ec
tio

n 
(o

ne
 o

r m
or

e)
: 

[A
ss

ig
nm

en
t: 

or
ga

ni
za

tio
n-

de
fin

ed
 s

ys
te

m
 tr

an
si

tio
na

l 
st

at
es

]; 
up

on
 c

om
m

an
d 

by
 

us
er

 w
ith

 a
pp

ro
pr

ia
te

 
pr

iv
ile

ge
; [

As
si

gn
m

en
t: 

or
ga

ni
za

tio
n-

de
fin

ed
 

fre
qu

en
cy

]].
(C

) T
he

 in
fo

rm
at

io
n 

sy
st

em
 

no
tif

ie
s 

[A
ss

ig
nm

en
t: 

or
ga

ni
za

tio
n-

de
fin

ed
 

pe
rs

on
ne

l o
r r

ol
es

] o
f f

ai
le

d 
se

cu
rit

y 
ve

rif
ic

at
io

n 
te

st
s.

(D
) T

he
 in

fo
rm

at
io

n 
sy

st
em

 
[S

el
ec

tio
n 

(o
ne

 o
r m

or
e)

: 
sh

ut
s 

th
e 

in
fo

rm
at

io
n 

sy
st

em
 

do
w

n;
 re

st
ar

ts
 th

e 
in

fo
rm

at
io

n 
sy

st
em

; 
[A

ss
ig

nm
en

t: 
or

ga
ni

za
tio

n-
de

fin
ed

 a
lte

rn
at

iv
e 

ac
tio

n(
s)

]] 
w

he
n 

an
om

al
ie

s 
ar

e 
di

sc
ov

er
ed

.

Tr
an

si
tio

na
l s

ta
te

s 
fo

r i
nf

or
m

at
io

n 
sy

st
em

s 
in

cl
ud

e,
 fo

r e
xa

m
pl

e,
 s

ys
te

m
 

st
ar

t-u
p,

 re
st

ar
t, 

sh
ut

do
w

n,
 a

nd
 a

bo
rt.

 
N

ot
ifi

ca
tio

ns
 p

ro
vi

de
d 

by
 in

fo
rm

at
io

n 
sy

st
em

s 
in

cl
ud

e,
 fo

r e
xa

m
pl

e,
 e

le
ct

ro
ni

c 
al

er
ts

 to
 s

ys
te

m
 a

dm
in

is
tra

to
rs

, 
m

es
sa

ge
s 

to
 lo

ca
l c

om
pu

te
r c

on
so

le
s,

 
an

d/
or

 h
ar

dw
ar

e 
in

di
ca

tio
ns

 s
uc

h 
as

 
lig

ht
s.

 R
el

at
ed

 c
on

tro
ls

: C
A

-7
, C

M
-6

S
R

S



Pa
ge

 1
4

of
 1

4
Ad

di
tio

na
l S

ec
ur

ity
 C

on
tr

ol
s –

 A
M

D 
00

3 

SI
7

(5
) 

SO
FT

W
AR

E,
 

FI
R

M
W

AR
E,

 A
N

D
 

IN
FO

R
M

A
TI

O
N

 
IN

TE
G

R
IT

Y

O
pe

ra
tio

na
l

SO
FT

W
A

R
E

, F
IR

M
W

AR
E

, 
AN

D
 IN

FO
R

M
AT

IO
N

 
IN

TE
G

R
IT

Y 
| A

U
TO

M
AT

ED
 

R
ES

PO
N

SE
 T

O
 IN

TE
G

R
IT

Y 
VI

O
LA

TI
O

N
S

Th
e 

in
fo

rm
at

io
n 

sy
st

em
 

au
to

m
at

ic
al

ly
 [S

el
ec

tio
n 

(o
ne

 
or

 m
or

e)
: s

hu
ts

 th
e 

in
fo

rm
at

io
n 

sy
st

em
 d

ow
n;

 
re

st
ar

ts
 th

e 
in

fo
rm

at
io

n 
sy

st
em

; i
m

pl
em

en
ts

 
[A

ss
ig

nm
en

t: 
or

ga
ni

za
tio

n-
de

fin
ed

 s
ec

ur
ity

 s
af

eg
ua

rd
s]

] 
w

he
n 

in
te

gr
ity

 v
io

la
tio

ns
 a

re
 

di
sc

ov
er

ed
.

O
rg

an
iz

at
io

ns
 m

ay
 d

ef
in

e 
di

ffe
re

nt
 

in
te

gr
ity

 c
he

ck
in

g 
an

d 
an

om
al

y 
re

sp
on

se
s:

 (i
) b

y 
ty

pe
 o

f i
nf

or
m

at
io

n 
(e

.g
., 

fir
m

w
ar

e,
 s

of
tw

ar
e,

 u
se

r d
at

a)
; (

ii)
 

by
 s

pe
ci

fic
 in

fo
rm

at
io

n 
(e

.g
., 

bo
ot

 
fir

m
w

ar
e,

 b
oo

t f
irm

w
ar

e 
fo

r a
 s

pe
ci

fic
 

ty
pe

s 
of

 m
ac

hi
ne

s)
; o

r (
iii

) a
 c

om
bi

na
tio

n 
of

 b
ot

h.
 A

ut
om

at
ic

 im
pl

em
en

ta
tio

n 
of

 
sp

ec
ifi

c 
sa

fe
gu

ar
ds

 w
ith

in
 o

rg
an

iz
at

io
na

l 
in

fo
rm

at
io

n 
sy

st
em

s 
in

cl
ud

es
, f

or
 

ex
am

pl
e,

 re
ve

rs
in

g 
th

e 
ch

an
ge

s,
 h

al
tin

g 
th

e 
in

fo
rm

at
io

n 
sy

st
em

, o
r t

rig
ge

rin
g 

au
di

t a
le

rts
 w

he
n 

un
au

th
or

iz
ed

 
m

od
ifi

ca
tio

ns
 to

 c
rit

ic
al

 s
ec

ur
ity

 fi
le

s 
oc

cu
r.

S
R

S

 


