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BID SOLICITATION

MICR PRODUCTION PRINTERS
FOR
SHARED SERVICES CANADA (SSC)

PART 1 GENERAL INFORMATION

1.1

1.2

121

1.2.2

Introduction
The bid solicitation is divided into seven parts plus attachments and annexes, as follows:

Part 1 General Information: provides a general description of the requirement;

Part 2 Bidder Instructions: provides the instructions, clauses and conditions applicable to the bid
solicitation;

Part 3 Bid Preparation Instructions: provides bidders with instructions on how to prepare their
bid;

Part 4 Evaluation Procedures and Basis of Selection: indicates how the evaluation will be
conducted, the evaluation criteria that must be addressed in the bid, if applicable, and the
basis of selection;

Part 5 Certifications: includes the certifications to be provided;

Part 6 Security, Financial and Other Requirements: includes specific requirements that must be
addressed by bidders; and

Part 7 Resulting Contract Clauses: includes the clauses and conditions that will apply to any
resulting contract.

The annexes include the Statement of Requirement (SOR) and any other annexes.

Summary

A review of the Canada Revenue Agency (CRA) Print to Mail (PTM) production has been
completed and while the volumes of printed output are decreasing, there is a need to maintain the
CRA’s PTM production capability for several more years.

To ensure operational requirements are met, SSC needs to replace the current installed base of
cut sheet printers located in the CRA PTM Production Sites in Summerside, Prince Edward Island
and Winnipeg, Manitoba.

Current production at CRA is approximately 88 million mail pieces consisting of notices,
statements and correspondence items. This represents approximately 380 million impressions on
an annual basis.

This requirement is only for printers. CRA utilizes Canon OCE Prisma Production Servers to
manage print jobs, which are current release and will not be replaced.

Only one Contract will be awarded pursuant to this Solicitation.
Page 4 of 57
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124

125

1.2.6

1.2.7

1.2.8

129

1.3

131

This bid solicitation is being issued by SSC. The resulting contract will be used by SSC to
provide shared services to the Canada Revenue Agency (CRA). It is intended to result in the
award of a contract for a period of four (4) years, plus three (3) one-year irrevocable options
allowing Canada to extend the term of the contract. This bid solicitation does not preclude Canada
from using another method of supply for entities of the Government of Canada with the same or
similar needs.

There is a security requirement associated with this bid solicitation. For additional information,
consult Part 6 — Security, and Insurance Requirements, and Part 7 - Resulting Contract Clauses.
Bidders should consult: (http://www.tpsgc-pwgsc.gc.ca/esc-src/index-eng.html).

On May 28, 2012, the Government of Canada announced on the Government Electronic
Tendering Service that it had invoked the National Security Exception under the trade agreements
in respect of procurements related to email, networks and data centres for Shared Services
Canada. As a result, this requirement is subject to the National Security Exception.

Bidders must provide a list of names, or other related information as needed, pursuant to section
01, Integrity Provisions - Bid of Standard Instructions 2003 - Goods or Services - Competitive
Requirements.

There is a Federal Contractors Program (FCP) for employment equity requirement associated
with this procurement: see Part 5 — Certifications, Part 7 — Resulting Contract Clauses and the
annex named Federal Contractors Program for Employment Equity — Certification.”

There is a supply chain integrity requirement associated with this requirement, see Part 2, article
2.10 Part 3, article 3.5, Part 4, article 4.2, and Part 7, article 7.17 for additional information.

The RFP includes a provision for the Bidder to provide a trade-in price for Canada owned existing
XEROX printers.

Debriefings

Bidders may request a debriefing on the results of the bid solicitation process. Bidders should
make the request to the Contracting Authority within 15 working days of receipt of the results of
the bid solicitation process. The debriefing may be provided in writing, by telephone or in person.
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PART 2 BIDDER INSTRUCTIONS

21

211

2.1.2

2.13

214

2.15

2.16

217

2.1.8

2.2

2.3

23.1

2.3.2

Standard Instructions, Clauses and Conditions

All instructions, clauses and conditions identified in the bid solicitation by number, date and title are
set out in the Standard Acquisition Clauses and Conditions Manual (https://buyandsell.gc.ca/policy-
and-guidelines/standard-acquisition-clauses-and-conditions-manual) issued by Public Works and
Government Services Canada.

Bidders who submit a bid agree to be bound by the instructions, clauses and conditions of the bid
solicitation and accept the clauses and conditions of the resulting contract.

The 2003 (2017-04-27) Standard Instructions - Goods or Services - Competitive Requirements are
incorporated by reference into and form part of the bid solicitation. If there is a conflict between the
provisions of 2003 and this document, this document prevails. All references to PWGSC contained
within the Standard Instructions will be interpreted as a reference to SSC, except for section 5(2)(d)
Submission of Bids.

Section 3 of the Standard Instructions — Goods and Services — Competitive Requirements 2003 is
amended as follows: delete “Pursuant to the Department of Public Works and Government Services
Act, S.C. 1996, c.16”

Subsection 5(4) of 2003, Standard Instructions - Goods or Services - Competitive Requirements is
amended as follows:

a) Delete: sixty (60) days

b) Insert: ninety (90) days

For purposes of this procurement the PWGSC policies referenced within the Standard Acquisitions
Clauses and Conditions Manual are adopted as SSC policies.

Section 6 of 2003, Standard Instructions - Goods or Services - Competitive Requirements is
amended as follows:

Delete: PWGSC will return bids delivered after the stipulated bid solicitation closing date and time,
unless they qualify as a delayed bid as described below.

Insert: SSC will return bids delivered after the stipulated bid solicitation closing date and time.

Section 7 of 2003, Standard Instructions - Goods or Services - Competitive Requirements is deleted
in its entirety.

SACC Manual Clauses
The following clause is incorporated by reference:

B1501C (2006-06-16), Electrical Equipment

Submission of Bids

Bids must be submitted only to Shared Services Canada (SSC) by the date, time and place indicated
on page 1 of the bid solicitation.

Canada requires that each bid be signed by the Bidder or by an authorized representative of the
Bidder. If a bid is submitted by a joint venture, it must be in accordance with Article 3.1.5.
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2.3.3 Due to the nature of the bid solicitation, bids transmitted by facsimile to Shared Services Canada will
not be accepted.

2.3.4 Vendors intending to submit a bid are requested to notify the Contracting Authority by email (email
address can be found on page 1 of the solicitation document), prior to the bid closing date, indicating
their intention to submit a bid. Arrangements should be made with the Contracting Authority at least
2 business days in advance of the RFP closing date stated on the front page. A time slot will be
provided by the Contracting Authority to accept the hand delivered response to the RFP.

2.4 Enquiries - Bid Solicitation

2.4.1 All enquiries must be submitted in writing to the Contracting Authority no later than 7 calendar days
before the bid closing date. Enquiries received after that time may not be answered.

2.4.2 Bidders should reference as accurately as possible the numbered item of the bid solicitation to which
the enquiry relates. Care should be taken by bidders to explain each question in sufficient detail in
order to enable Canada to provide an accurate answer. Technical enquiries that are of a
“proprietary” nature must be clearly marked “proprietary” at each relevant item. Items identified as
proprietary will be treated as such except where Canada determines that the enquiry is not of a
proprietary nature. Canada may edit the questions or may request that the Bidder do so, so that the
proprietary nature of the question is eliminated, and the enquiry can be answered with copies to all
bidders. Enquiries not submitted in a form that can be distributed to all bidders may not be answered
by Canada.

25 Applicable Laws

2.5.1 Any resulting contract must be interpreted and governed, and the relations between the parties
determined, by the laws in force in Ontario.

Note to Bidders: A bidder may, at its discretion, substitute the applicable laws of a Canadian province
or territory of their choice without affecting the validity of its bid, by deleting the name of the Canadian
province or territory specified and inserting the name of the Canadian province or territory of its choice.
If no change is made, it acknowledges that the applicable laws specified are acceptable to the Bidder.
Bidders are requested to indicate the Canadian province or territory they wish to apply to any resulting
contract in their Bid Submission Form.

2.6 Environmental Information and Associated Bid Requirements

This information is being provided to Bidders to assist them in preparing their bids. It is provided purely for
information purposes.

Where indicated in this section, the Bidder must submit the required information with their bid at time of bid
closing.

2.6.1 CRA Print Room Descriptions

Each of the two CRA PTM Production Sites has limited floor space in their print rooms and limited
power and cooling capacity to support the equipment. A brief description of the current
environments follows.
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e Canada will not consider any additions or major modifications to CRA print rooms.

e Minor alterations to the floor plan will only be approved if they represent minimal disruption to
print operations at any given site.

2.6.1.1 Winnipeg

a) 2,500 square feet in total.

b) Concrete floor.

c) Two support pillars in the room.

d) Two 35-ton air conditioning units.

e) Power supplied by an Uninterruptible Power Supply (UPS) system.

f) Normal Temperature 68 — 78 degrees Fahrenheit.

g) Humidity range of 40%-50%.

h) Winnipeg print room is configured with nine Xerox DP180MX cut-sheet printers; with some
space allowed for paper and consumables storage.

Refer to Appendix A —“Winnipeg Print Room Floor Plan” for an indication of the estimated available
space. The dimensions shown in the Print Room Floor Plans are approximate and not to scale.

2.6.1.2 Summerside

a) 2,300 square feet in total.

b) Raised flooring, with a capacity of approximately 1,000 pounds per 2’x2’ floor tile
c) No pillar obstructions in the room.

d) One 20-ton floor mounted air conditioning unit.

e) Power supplied by a UPS system.

f) Normal temperature range 68-78 degrees Fahrenheit

g) Humidity range of 30-50%.

h) Summerside print room is configured with nine Xerox DP180M cut-sheet printers, with some
space allowed for paper and consumables storage.

Refer to Appendix B — “Summerside Print Room Floor Plan” for an indication of the estimated
available space. The dimensions shown in the Print Room Floor Plans are approximate and not to
scale.
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2.7

27.1

2.7.2

2.7.3
2.8

28.1

2.8.2

2.8.3

284

Draft Installation Plan

At the time of bid closing, the Bidder must submit a draft Installation Plan describing the proposed
minor print site alterations to the physical space, for each print site. Any site alterations will only be
approved if they represent minimal disruption to print operations at any given site. Minor
adjustments as set out in a) and b) below will be allowed subject to SSC approval:

a) Relocation, within each respective print room, of existing desks and operator consoles.

b) Relocation of paper stock will be considered provided enough space remains available in the
print room to store a two (2) day supply of paper stock; for acclimatization and convenience
purposes.

The draft Installation Plan must clearly demonstrate that the printers meet all aspects necessary for a
complete and successful installation and implementation of the printers within the print room
available space. The final Installation Plan will be subject to approval by Canada once finalized as a
joint effort between Canada and the Contractor.

The Plan submitted by the Contractor must include:

a) Total floor space requirements including operator and service clearances; allowing for up to 50%
overlap;

b) Physical dimensions of each printer including drawing templates;
c) The physical layout / configuration of each printer at each print site;
d) The work area needed at the installation site;

e) The hardware installation procedures.

SSC will have the right to accept or reject any or all proposed changes to the physical space.

Health and Safety Requirements

At time of bid closing, the bidder must submit any proposed changes to the print room to improve
health and safety. Any proposed changes will be subject to approval by SSC. SSC will have the right
to accept or reject any or all proposed changes.

At time of bid closing, all health and safety requirements relating to the installation and safe
operation of the printers, including any restrictions due to air-borne toxicity or other air quality
considerations must be provided.

The bidder must identify, in their bid, any required modifications or additions to the current PTM
Production Site facilities to implement the printers, including air purification, venting, vacuum
systems, and any other air quality considerations.

The bidder must identify, in their bid, any requirements for operator health and safety equipment
such as facemasks, gloves or breathing apparatus.
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2.9 Additional Information

The data below is being provided to assist in understanding Canada’s requirement and assist in determining
the number of printers required. The inclusion of this data in this bid solicitation does not represent a
commitment by Canada that Canada’s future usage of the goods/services identified in this bid solicitation will
be consistent with this data. It is provided purely for information purposes.

2.9.1 Volumetric Data

The volumetric data is based on historical usage of MICR printers, and provides an accurate estimation of
the maximum expected usage of any provided printer solution.

Total Impressions for 2016

Summerside Winnipeg
Month ) .

Impressions Impressions
January 13,377,559 14,293,179
February 11,465,859 14,179,064
March 18,431,272 17,239,462
April 27,992,585 33,385,096
May 24,443,093 18,674,721
June 26,285,407 30,680,721
July 15,624,583 17,745,185
August 13,343,794 11,808,429
September 7,003,062 8,873,861
October 9,060,477 13,090,479
November 10,042,849 12,492,221
December 8,259,490 713,252
Total 185,330,030 193,985,047

Table 1 - Total Impressions and Mail Pieces for 2016

Note: Volumes for April, May and June were impacted by potential Postal disruptions. Some
workloads were done earlier and released while others were not produced until a later date. Peak
month is normally in June.
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2.9.2 PTM Production Site Shift Information

The CRA PTM Production Sites currently operate according to the schedule detailed in the table

below.
Site Non-Peak Shift Non-Peak Dates Peak Shifts Peak Dates
5 day weeks 5 day weeks
Summerside | 2 x 8 hour shifts August 1 to March 31 3 x 8 hour shifts April 1 to July 31
16 hour days 24 hour days
5 day weeks 5 day weeks
Winnipeg 2 x 8 hour shifts August 1 to March 31 3 x 8 hour shifts April 1 to July 31
16 hour days 24 hour days

Table 2 - CRA PTM Production Site Shift Information

Note:
e The table above excludes Statutory Holidays.

e There may be exceptions to this schedule where, due to heavier than normal print workload,
additional shifts may be added. These occurrences are considered exceptions, not the rule.

o While shifts are staffed for 8 hours capacity calculations are to be based on 7 hours of
productive time per shift.

2.9.3 Usage Estimates

2.9.3.1 Estimated annual impressions for the initial contract period are:

YEAR | oRessions
One 360,349,323
Two 342,331,857
Three 325,215,264
Four 308,954,501

Table 3 - Projected Volumes - Initial 48-Month Term

2.9.3.2 Estimated annual impressions for the optional periods are:

Five 293,506,776
Six 278,831,437
Seven 265,889,865

Table 4 - Projected Volumes - Optional Term
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2.10

Non-Disclosure Agreement

2.10.1 By submitting a response, the Bidder agrees to the terms of the non-disclosure agreement below
(the “Non-Disclosure Agreement”):

a)

d)

e)

f)

PART 3

3.1

The Bidder agrees to keep confidential any information it receives from Canada regarding
Canada’s assessment of the Bidder‘s Supply Chain Security Information (the “Sensitive
Information”) including, but not limited to, which aspect of the Supply Chain Security Information
is subject to concern, and the reasons for Canada’s concerns.

Sensitive Information includes, but is not limited to, any documents, instructions, guidelines,
data, material, advice or any other information whether received orally, in printed form or
otherwise and whether or not that information is labeled as classified, proprietary or sensitive.

The Bidder agrees that it will not reproduce, copy, divulge, release or disclose, in whole or in
part, in whatever way or form any Sensitive Information to any person other than a person
employed by the Bidder who has a security clearance commensurate with the level of Sensitive
Information being accessed, without the prior written consent of the Contracting Authority. The
Bidder agrees to immediately notify the Contracting Authority if any person, other than those
permitted by this Article, accesses the Sensitive Information at any time.

All Sensitive Information will remain the property of Canada and must be returned to the
Contracting Authority or destroyed, at the option of the Contracting Authority, if requested by the
Contracting Authority, within 30 days following that request.

The Bidder agrees that a breach of this Non-Disclosure Agreement may result in disqualification
of the Bidder at RFP stage, or immediate termination of the resulting Contract. The Bidder also
acknowledges that a breach of this Non-Disclosure Agreement may result in a review of the
Bidder's security clearance and review of the Bidder's status as an eligible bidder for other
requirements.

This Non-Disclosure Agreement remains in force indefinitely.

BID PREPARATION INSTRUCTIONS

Bid Preparation Instructions

3.1.1 Copies of Bid: Canada requests that bidders provide their bid in separately bound sections as

3.1.2

follows:
a) Section I: Technical Bid (2 hard copies) and (3 soft copies) on CD or DVD
b) Section II: Financial Bid (1 hard copy) and (1 soft copy) on CD or DVD
C) Section llI: Certifications (1 hard copy) and (1 soft copy) on CD or DVD
d) Section IV: Supply Chain Security Information (2 soft copies) by CD or DVD
e) Section V: Additional Information — Draft Installation Plan (2 hard copies) and (2 soft

copies) by CD or DVD

If there is a discrepancy between the wording of the soft copy and the hard copy, the wording of the
hard copy will have priority over the wording of the soft copy.

Prices must appear in the financial bid only. No prices must be indicated in any other section of
the bid.

Format for Bid: Canada requests that bidders follow the format instructions described below in the
preparation of their bid:
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3.1.3

3.14

3.15

a) use 8.5 x 11 inch (216 mm x 279 mm) paper;
b) use a humbering system that corresponds to the bid solicitation;
C) include a title page at the front of each volume of the bid that includes the title, date, bid

solicitation number, bidder's name and address and contact information of its
representative; and

d) include a table of contents.

Canada’s Policy on Green Procurement: In April 2006, Canada issued a policy directing federal
departments and agencies to take the necessary steps to incorporate environmental considerations
into the procurement process. See the Policy on Green Procurement (http://www.tpsgc-
pwgsc.gc.ca/ecologisation-greening/achats-procurement/politique-policy-eng.html). To assist
Canada in reaching its objectives, bidders should:

3.1.3.1 use paper containing fibre certified as originating from a sustainably-managed
forest and/or containing a minimum of 30% recycled content; and

3.1.3.2 use an environmentally-preferable format including black and white printing instead
of colour printing, printing double sided/duplex, and using staples or clips instead
of cerlox, duotangs or binders.

Submission of Only One Bid from a Bidding Group

The submission of more than one bid from members of the same bidding group is not permitted in
response to this bid solicitation. If members of a bidding group participate in more than one bid,
Canada will choose in its discretion which bid to consider.

For the purposes of this article, "bidding group" means all entities (whether those entities include
one or more natural persons, corporations, partnerships, limited liability partnerships, etc.) that are
related to one another. Regardless of the jurisdiction where any of the entities concerned is
incorporated or otherwise formed as a matter of law, entities are considered "related" for the
purposes of this bid solicitation if:

a) they are the same legal entity (i.e., the same natural person, corporation, partnership, limited
liability partnership, etc.);

b) they are "related persons” or "affiliated persons" according to the Canada Income Tax Act;

c) the entities have now or in the two years before bid closing had a fiduciary relationship with one
another (either as a result of an agency arrangement or any other form of fiduciary relationship);
or

d) the entities otherwise do not deal with one another at arm's length, or each of them does not
deal at arm's length with the same third party.

Joint Venture Experience

Except where expressly provided otherwise, at least one member of a joint venture Bidder must
meet any given mandatory requirement of this bid solicitation. Joint venture members cannot pool
their abilities to satisfy any single mandatory requirement of this bid solicitation. Wherever
substantiation of a mandatory requirement is required, the Bidder is requested to indicate which joint
venture member satisfies the requirement. Any Bidder with questions regarding the way in which a
joint venture bid will be evaluated should raise such questions through the Enquiries process as
early as possible during the solicitation period.

Example: A bidder is a joint venture consisting of members X, Y and Z. If a solicitation requires: (a)
that the bidder have 3 years of experience providing maintenance services, and (b) that the bidder
have 2 years of experience integrating hardware with complex networks, then each of these two
requirements can be met by a different member of the joint venture. However, for a single
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3.2
3.21

3.2.2

requirement, such as the requirement for 3 years of experience providing maintenance services, the
bidder cannot indicate that each of members X, Y and Z has one year of experience, totaling 3
years. Such a response would be declared non-responsive.

Section I: Technical Bid

In their technical bid, bidders must demonstrate their understanding of the requirements contained in
the bid solicitation and explain how they will meet these requirements. Bidders must demonstrate
their capability in a thorough, concise and clear manner for carrying out the work. The technical bid
must address clearly and in sufficient depth the points that are subject to the evaluation criteria
against which the bid will be evaluated. Simply repeating the statement contained in the bid
solicitation is not sufficient. In order to facilitate the evaluation of the bid, Canada requests that
bidders address and present topics in the order of the evaluation criteria under the same headings.
To avoid duplication, bidders may refer to different sections of their bids by identifying the specific
paragraph and page number where the subject topic has already been addressed.

The technical bid consists of the following:

3.2.2.1 Bid Submission Form: Bidders are requested to include the Bid Submission Form
(Form 1, attached) with their bids. It provides a common form in which bidders can
provide information required for evaluation and contract award, such as a contact name
and the Bidder’s Procurement Business Number, etc. Using the form to provide this
information is not mandatory, but it is recommended. If Canada determines that the
information required by the Bid Submission Form is incomplete or requires correction,
Canada will provide the bidder with the opportunity to do so.

3.2.2.2 Substantiation of Technical Compliance Form: The technical bid must substantiate
the compliance of the Bidder and its proposed products with the specific articles of Annex
A (Statement of Requirement) identified in Form 2 Substantiation of Technical
Compliance Form, which is the requested format for providing the substantiation. The
Substantiation of Technical Compliance Form is not required to address any parts of this
bid solicitation not referenced in the form. The substantiation must not simply be a
repetition of the requirement(s), but must explain and demonstrate how the Bidder will
meet the requirements and carry out the required Work. Simply stating that the Bidder or
its proposed solution or product complies is not sufficient. Where Canada determines that
the substantiation is not complete, the Bidder will be declared non-responsive and
disqualified. The substantiation may refer to additional documentation submitted with the
bid - this information can be referenced in the “Bidder Document Reference” column of
the Substantiation of Technical Compliance Form, where bidders are requested to
indicate where in the bid the reference material can be found, including the title of the
document, and the page and paragraph numbers; where the reference is not sufficiently
precise, Canada may request that the Bidder direct Canada to the appropriate location in
the documentation.

3.2.2.3 Health and Safety proposed changes: The bidder must describe any proposed
changes to the print room to improve health and safety as per Article 2.8 herein.

3.2.2.4 Description of the Bidder’s Maintenance and Support Services: The Bidder must
include a description of its maintenance and support services for the hardware at each
print site which must be consistent with all the requirements described in the Resulting
Contract Clauses, including the Statement of Requirement. At a minimum, the Bidder
must describe its:

i. Problem reporting and response procedures;
ii. Escalation procedures;
iii. Duration and frequency of preventative maintenance (PM);
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iv.

<

Vii.
Viii.

3.3

3.3.1

3.3.2

3.3.3

3.34

3.35

PM activities to be performed by the Contractor’s technician, stated in detail with respect to
specific tasks, including frequency of maintenance and average time required per month for
each task;

Operator performed maintenance activities, stated in detail with respect to specific tasks,
including frequency of each task and average time required for each task.

Approach to providing backup for failing components;

Availability of spare parts, on-site and nearest locations;

The number and qualifications of local support staff; and

Any enhancements to the requirements that the Bidder is offering.

Section Il: Financial Bid

Pricing: Bidders must submit their financial bid in accordance with the “Form 3 Financial Bid
Presentation Sheet”. The total amount of Applicable Taxes must be shown separately. Unless
otherwise indicated, bidders must include a single, firm, all-inclusive price quoted in Canadian dollars
in each cell requiring an entry in the pricing tables.

All Costs to be Included: The financial bid must include all costs for the requirement described in
the bid solicitation for the entire Contract Period, including any option years. The identification of all
necessary equipment, software, peripherals, cabling and components required to meet the
requirements of the bid solicitation and the associated costs of these items is the sole responsibility
of the Bidder.

Blank Prices: Bidders are requested to insert “$0.00” for any item for which it does not intend to
charge or for items that are already included in other prices set out in the tables. If the Bidder leaves
any price blank, Canada will treat the price as “$0.00” for evaluation purposes and may request that
the Bidder confirm that the price is, in fact, $0.00. No bidder will be permitted to add or change a
price as part of this confirmation. Any bidder who does not confirm that the price for a blank item is
$0.00 will be declared non-responsive.

Exchange Rate Fluctuation

The requirement does not provide for exchange rate fluctuation protection. Any request for exchange
rate fluctuation protection will not be considered.

Trade-ins — Printers

The trade in value the Bidder has offered for the existing units at each site will be deducted from the
Bidder’s total proposal price provided at Annex B to determine the Bidder’s bid evaluation price, as
follows:

Example: Bidder 1 Trade in value of the 9 units at Winnipeg = $500,000.00

3.4

Trade in value of the 9 units at Summerside = $500,000.00
Total trade in value for both sites =$1,000,000.00

Bidder 1 Bid price for all the units for both sites = $2,500,000.00
Trade in =$1,000,000.00
Bid Evaluation Price = $1,500,000.00

Section Ill: Certifications

Bidders must provide the required certifications and documentation in order to be awarded a
contract. Canada will declare a bid non-responsive if the required certifications and documentation
are not completed and submitted as requested. Refer to Part 5 “Certifications” of this document for
more details on the certifications that are required for this solicitation.
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3.5 Section IV: Supply Chain Security Information (SCSI) Requirement

A complete SCSI response consists of the following:
i An IT Product List
ii. List of subcontractors

3.6 Section V: Additional Information - Installation Plan
The Bidder must include a draft Installation Plan as per Article 2.7 herein.

PART 4 EVALUATION PROCEDURES AND BASIS OF SELECTION

4.1 Evaluation Procedures

4.1.1 Bids will be assessed in accordance with the entire requirement of the bid solicitation including the
supply chain integrity, and the technical and the financial evaluation criteria. There are several steps
in the evaluation process, which are described below. Even though the evaluation and selection will
be conducted in steps, the fact that Canada has proceeded to a later step does not mean that
Canada has conclusively determined that the Bidder has successfully passed all the previous steps.
Canada may conduct steps of the evaluation in parallel.

4.1.2 An evaluation team composed of representatives of Canada will evaluate the bids. Canada may hire
any independent consultant, or use any Government resources, to evaluate any bid. Not all
members of the evaluation team will necessarily participate in all aspects of the evaluation.

4.1.3 Canada will evaluate the bid only on the documentation provided as part of the bid. References in a
bid to additional information not submitted with the bid, such as website addresses where additional
information can be found or technical manuals or brochures not submitted with the bid will not be
considered in the evaluation of the bid.

4.1.4 In addition to any other time periods established in the bid solicitation:

a) Requests for Clarifications: If Canada seeks clarification or verification from the Bidder about
its bid, the Bidder will have 2 working days (or a longer period if specified in writing by the
Contracting Authority) to provide the necessary information to Canada. Failure to meet this
deadline will result in the bid being declared non-responsive.

b) Requests for Further Information: If Canada requires additional information in order to verify
any or all information provided by the Bidder in its bid pursuant to the Section entitled “Conduct of
Evaluation” in 2003, Standard Instructions - Goods or Services - Competitive Requirements, the
Bidder must provide the information requested by Canada within 2 working days of a request by the
Contracting Authority.

c) Extension of Time: If additional time is required by the Bidder, the Contracting Authority may
grant an extension in his or her sole discretion.

4.2 STEP 1 - Evaluation of Supply Chain Integrity (SCI)

4.2.1 Definitions

The following words and expressions used in this Supply Chain Integrity Process have the following
meaning:

Page 16 of 57



N
&
|

/_4"‘* _ Service | Innovation | Value

(@)

(b)

(©)

(d)

(€)

(f)

“Products” means any hardware that operates at the data link layer of the OSI Model (Layer 2) and
above, any software and Workplace Technology Devices.

“Workplace Technology Devices” means desktops, mobile workstations such as laptops and tablets,
smart phones, phones, and peripherals and accessories such as monitors, keyboards, computer mouse,
audio devices and external and internal storage devices such as USB flash drives, memory cards,
external hard drives and writable CD and DVD.

“Product Manufacturer” means the entity which assembles the component parts to manufacture a
Product.

“Software Publisher: means the owner of the copyright of the software, who has the right to license (and
authorize others to license/sub-license) its software products.

“Canada’s Data” means any data originating from the Work, any data received in contribution to the
Work or that is generated as a result of the delivery of security, configuration, operations, administration
and management services, and any data that is transported or stored by the contractor or any
subcontractor as a result of performing the Work.

"Work" means all the activities, services, goods, equipment, matters and things required to be done,
delivered or performed by the Contractor under the resulting contract.

4.2.2 Mandatory Qualification Submission Requirements

A supply chain scope diagram is attached at Annex E to provide a visual representation of the
Supply Chain Security Information (SCSI) requirement which the Bidders, must provide.

Bidders must submit, with their Response on the RFP closing date, the following SCSI:

(i) IT Product List: Bidders must identify the Products over which Canada’s Data would be
transmitted and/or stored that will be used and/or installed to perform any part of the Work
described in the resulting contract, as well as the following in regards to each Product:

(a) Location: identify where the Product is interconnected within any given network for Canada’s
Data (identify the service delivery points or nodes, such as points of presence, third party
locations, data centre facilities, operations center, security operations center, internet or
other public network peering points, etc.);

(b) Product Type: identify the generally recognized description used by Industry such as
appliance, hardware, software, etc. Components of an assembled Product, such as a
module or card assembly, must be provided for all layer 3 internetworking devices;

(c) IT Component: identify the generally recognized description used by Industry such as
firewall router, switch, server, security appliance, etc.;

(d) Product Model Name or Number: identify the advertised hame or number of the Product by
the Product Manufacturer;

(e) Description and Purpose of the Product: identify the advertised description or purpose by the
Product Manufacturer of the Product and the intended usage or role in the Work described
in the resulting contract;

(f) Identify the Product Manufacturer and/or Software Publisher;
(g) Name of Subcontractor refers to the subcontractor that will provide the Product.

Bidders are requested to provide the IT Product List information on the form at Annex D. Itis
requested that the Bidders indicate their legal name on each page and insert a page number as
well as the total number of pages. Bidders are also requested to insert a separate row for each
Product. Bidders are requested not to repeat multiple iterations of the same Product (e.g. if the
serial number and/or the color is the only difference between two Products, they are considered
the same Product with regards to SCSI).
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(ii) Network Diagrams: one or more conceptual network diagrams that collectively show the
complete network proposed to be used to deliver the services described in the draft Statement of
Work. The network diagrams are only required to include portions of the Bidder’s network (and
its subcontractor’ network(s)) over which Canada’s Data, would be transmitted in performing any
resulting contract. As a minimum the diagram must show:

(@) The following key nodes for the delivery of the services under the resulting contract of this
solicitation process, if applicable the role of the Bidder or subcontractor;

i. Service delivery points;
ii. Core network

iii. Subcontractor network (specifying the name of the subcontractor as listed in the List of
Subcontractors);

(b) The node interconnections, if applicable
(c) Any node connections with the Internet; and

(d) For each node, a cross-reference to the product that will be deployed within that node, using
the line item number from the IT Product List.

(i) List of Subcontractors: The Bidder must provide a list of any subcontractors that could be used to
perform any part of the Work (including subcontractors affiliated or otherwise related to the
Bidder) pursuant to any resulting contract. The list must include at a minimum:

(a) The name of the subcontractor;

(b) The address of the subcontractor's headquarters;

(c) The portion of the Work that would be performed by the subcontractor; and
(d) The location(s) where the subcontractor would perform the Work.

This list must identify all third parties who may perform any part of the Work, whether they would
be subcontractors to the Bidder, or subcontractors to subcontractors of the Bidder down the
chain. Any subcontractor that could have access to Canada’s Data must be identified. For the
purposes of this requirement, a third party who is merely a supplier of goods to the Bidder, but
who does not perform any portion of the Work, is not considered to be a subcontractor.
Subcontractors would include, for example, technicians who might be deployed or maintain the
Bidder’s solution. If the Bidder does not plan to use any subcontractors to perform any part of
the Work, the Bidder is requested to indicate this in its response.

Bidders are requested to provide their information on the form at Annex D. It is requested that
Bidders indicate their legal name on each page, insert a page nhumber as well as the total
number of pages. Bidders are also requested to insert a separate row for each subcontractor
and additional rows as may be necessary.

4.2.3 Assessment of Supply Chain Security Information

(i) Canada will assess whether, in its opinion, the Supply Chain Security Information creates the
possibility that the Bidder’s solution could compromise or be used to compromise the security of
Canada’s equipment, firmware, software, systems or information.

(ii) In conducting its assessment:

(a) Canada may request from the Bidder any additional information that Canada requires to
conduct a complete security assessment of the Supply Chain Security Information. The
Bidder will have 2 working days (or a longer period if specified in writing by the Contracting
Authority) to provide the necessary information to Canada. Failure to meet this deadline will
result in the response being disqualified.
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(iii)

(iv)

v)

(b) Canada may use any government resources or consultants to conduct the assessment and
may contact third parties to obtain further information. Canada may use any information,
whether it is included in the response or comes from another source, that Canada considers
advisable to conduct a comprehensive assessment of the Supply Chain Security
Information.

If, in Canada’s opinion, any aspect of the Supply Chain Security Information, if used in a solution,
creates the possibility that the Bidder’s solution could compromise or be used to compromise the
security of Canada’s equipment, firmware, software, systems or information:

(c) Canada will notify the Bidder in writing (sent by email) and identify which aspect(s) of the
Supply Chain Security Information is subject to concern(s) or cannot be assessed (for
example, proposed future releases of products cannot be assessed). Any further information
that Canada might be able to provide to the Bidder regarding its concerns will be determined
based on the nature of the concerns. In some situations, for reasons of national security, it
may not be possible for Canada to provide further information to the Bidder; therefore, in
some circumstances, the Bidder will not know the underlying reasons for Canada’s concerns
with respect to a product, subcontractor or other aspect of the Bidder’'s Supply Chain
Security Information.

(d) The notice will provide the Bidder with one opportunity to submit revised Supply Chain
Security Information within the 10 calendar days following the day on which Canada’s
written notification is sent to the Bidder, (or a longer period specified in writing by the
Contracting Authority).

(e) If the Bidder submits revised Supply Chain Security Information within the allotted time,
Canada will perform a second assessment. If Canada determines that any aspect of the
Bidder’s revised Supply Chain Security Information could compromise or be used to
compromise the security of Canada’s equipment, firmware, software, systems or
information, no further opportunities to revise the Supply Chain Security Information will be
provided and the response will be disqualified.

By participating in this process, the Bidder acknowledges that the nature of information
technology is such that new vulnerabilities, including security vulnerabilities, are constantly being
identified. Also, the Bidder acknowledges that Canada’s security assessment does not involve
the assessment of a proposed solution. As a result:

(a) qualification pursuant to this RFP does not constitute an approval that the products or other
information included as part of the Supply Chain Security Information will meet the
requirements of the subsequent bid solicitation or any resulting contract or other instrument
that may be awarded as a result of any subsequent bid solicitation;

(b) qualification pursuant to this RFP does not mean that the same or similar Supply Chain
Security Information will be assessed in the same way for future requirements;

(c) at any time during the subsequent bid solicitation process, Canada may advise a Bidder that
some aspect(s) of its Supply Chain Security Information has become the subject of security
concerns. At that point, Canada will notify the Respondent and provide the Bidder with an
opportunity to revise its Supply Chain Security Information, using the same process
described above.

(d) during the performance of a subsequent contract, if Canada has concerns regarding certain
products, designs or subcontractors originally included in the Supply Chain Security
Information, the terms and conditions of that contract will govern the process for addressing
those concerns.

Any Bidder that has qualified under this RFP will be required, when responding to any
subsequent bid solicitation under this solicitation process, to propose a solution consistent with
the final version of the Supply Chain Security Information it submitted with its response to this
RFP (subject to revision only pursuant to the paragraph below). Except pursuant to the
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4.3

paragraph below, no alternative or additional Products or subcontractors may be proposed in the
Bidder’s solution. This is a mandatory requirement of this solicitation process. The proposed
solution during any subsequent bid solicitation does not need to contain all the Products within
the final Supply Chain Security Information.

(vi) Once a Bidder has been qualified in response to this RFP, no modifications are permitted to the
Supply Chain Security Information except under exceptional circumstances, as determined by
Canada. Given that not all the exceptional circumstances can be foreseen, whether changes
may be made and the process governing those changes will be determined by Canada on a
case-by-case basis.

STEP 2 - Technical Evaluation

4.3.1 Mandatory Technical Criteria:

4.4

441

4.4.2

4.5

43.1.1

4.3.1.2

4.3.1.3

Each bid will be reviewed to determine whether it meets the mandatory
requirements of the bid solicitation. Any element of the bid solicitation identified
with the words “must” or “mandatory or the letter (M)” is a mandatory requirement.
Bids that do not comply with each and every mandatory requirement will be
declared non-responsive and be disqualified.

Claims in a bid that a future upgrade or release of any of the products included in
the bid will meet the mandatory requirements of the bid solicitation, where the
upgrade or release is not available at bid closing, will not be considered.

The mandatory requirements are described in Annex A Statement of Requirement
(SOR) and in Form 2 Substantiation of Technical Compliance Form.

STEP 3 - Financial Evaluation

The financial evaluation will be conducted by calculating the Total Bid Price using the Pricing Tables
completed by the bidders.

Formulae in Pricing Tables

If the pricing tables provided to bidders include any formulae, Canada may re-input the prices
provided by bidders into a fresh table, if Canada believes that the formulae may no longer be
functioning properly in the version submitted by a bidder.

STEP 4 - Proof of Proposal (PoP) for Top-Ranked Bid:

45.1.1

45.1.2

The Bidder with the lowest priced technically compliant bid (identified after step 3 -
the financial evaluation) will proceed to the Proof of Proposal Testing phase of the
evaluation. The Contracting Authority will request the Bidder to provide their
proposed solution for demonstration and Proof of Proposal (POP) testing at a CRA
designated site, with the participation and assistance of the Bidder.

Through the Proof of Proposal (PoP) test, Canada will test the solution proposed in
the top-ranked bid to confirm both that it will function as described in the bid and
that it meets the technical functionality requirements described in Annex A -
Statement of Requirement (SOR). The PoP test will take place at a site in the
National Capital Region provided by Canada that recreates the technical
environment described in Annex A. If there is an obvious discrepancy between the

Page 20 of 57



P
s
s

\/

rv"“ _ Service | Innovation | Value

45.1.3

4514

45.1.5

45.1.6

45.1.7

product or the performance of the products provided for Proof of Proposal Testing
and the solution proposed in the Bidder’'s proposal, Canada reserves the right to
conduct whatever further tests are required to validate the Bidder’s proposal.

The Contracting Authority will provide the Bidder with a listing of the mandatory
requirements that will be subjected to validation by CRA a minimum of ten (10)
business days before the Bidder's scheduled Proof of Proposal Testing date.
Canada reserves the right to test any or all mandatory criteria in the RFP.

Within ten (10) calendar days of a request from the Contracting Authority, the
Bidder with the highest ranked responsive bid must deliver their solution ready for
test at a CRA/SSC designated site in the Canada’s National Capital Region (to be
determined prior to Bidder notification).

The Proof of Proposal testing timeline shall not exceed fifteen (15) working days,
unless extended in writing by the Contracting Authority at Canada’s sole discretion.
If a deficiency is detected during the Proof of Proposal, the Bidder will have the
opportunity to correct any deficiencies (including the provision of replacement
equipment) during the Proof of Proposal testing, provided that all deficiencies are
corrected within the fifteen (15) working days testing timeline.

If the proposed solution fails to meet one of the tested mandatory requirements at
the end of the fifteen (15) working day test period, the bid will be declared non-
responsive. The Bidder will remove their solution from the test site and Canada will
invite the Bidder with the next highest ranked responsive bid to participate in the
Proof of Proposal testing phase of the evaluation.

Except for paper stock which will be supplied by Canada, the selected Bidder will
be responsible for all costs associated with supplying, installing and making the
test system available and ready for testing including any consumable products that
may be required.

4.6 STEP 5 - Basis of Selection

4.6.1 A bid must be qualified pursuant to the SCI process, comply with the requirements of the bid
solicitation and meet all mandatory criteria to be declared responsive. The responsive bid with the
lowest evaluated price will be recommended for award of a contract.

4.6.2 Bidders should note that all contract awards are subject to Canada’s internal approvals process,
which includes a requirement to approve funding in the amount of any proposed contract. Despite
the fact that the Bidder may have been recommended for contract award, a contract will only be
awarded if internal approval is granted according to Canada’s internal policies. If approval is not
granted, no contract will be awarded.

4.6.3 If more than one bidder is ranked first because of identical overall scores, then the following tie-
breaking method will apply, in the following order:

1. The bidder with the lowest unit cost per printer, if the unit cost per printer is still identical;

2. The bidder with the lowest total cost for Maintenance and Support, including Consumables and
Impressions from Year 2 to Year 4.

PART 5 CERTIFICATIONS

Bidders must provide the required certifications and documentation to be awarded a contract.
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The certifications provided by bidders to Canada are subject to verification by Canada at all times. Canada
will declare a bid non-responsive, or will declare a contractor in default, if any certification made by the
Bidder is found to be untrue, whether made knowingly or unknowingly, during the bid evaluation period or
during the contract period.

The Contracting Authority will have the right to ask for additional information to verify the Bidder’s
certifications. Failure to comply with this request will also render the bid non-responsive or will constitute a
default under the Contract.

51

511

51.2

5.2

521

Mandatory Certifications Required Precedent to Contract Award

Code of Conduct and Certifications — Related documentation

By submitting a bid, the Bidder certifies that the Bidder and its affiliates are in compliance with the
provisions as stated in Section 01 Code of Conduct and Certifications — Bid of Standard Instructions
2003. The related documentation therein required will assist Canada in confirming that the
certifications are true.

Federal Contractors Program for Employment Equity — Bid Certification

By submitting a bid, the Bidder certifies that the Bidder, and any of the Bidder's members if the
Bidder is a Joint Venture, is not named on the Federal Contractors Program (FCP) for employment
equity “FCP Limited Eligibility to Bid” list
http://www.labour.gc.ca/eng/standards_equity/ea/empl/fcpllist/inelig.shtml available from Human
Resources and Skills Development Canada (HRSDC) — Labour’s website

Canada will have the right to declare a bid non-responsive if the Bidder, or any member of the Bidder
if the Bidder is a Joint Venture, appears on the “FCP Limited Eligibility to Bid” list at the time of
contract award.

Canada will also have the right to terminate the Contract for default if a Contractor, or any member of
the Contractor if the Contractor is a Joint Venture, appears on the “FCP Limited Eligibility to Bid” list
during the period of the Contract.

The Bidder must provide the Contracting Authority with a completed annex Federal Contractors
Program for Employment Equity — Certification, before contract award. If the Bidder is a Joint
Venture, the Bidder must provide the Contracting Authority with a completed annex Federal
Contractors Program for Employment Equity — Certification, for each member of the Joint Venture.

Additional Certifications Precedent to Contract Award

The certifications listed below should be completed and submitted with the bid but may be submitted
afterwards. If any of these required certifications is not completed and submitted as requested, the
Contracting Authority will so inform the Bidder and provide the Bidder with a time frame within which
to meet the requirement. Failure to comply with the request of the Contracting Authority and meet
the requirement within that time period will render the bid non-responsive.

Bidder Certifies that All Equipment and Software is “Off-the-Shelf”

Any equipment and software bid to meet this requirement must be “off-the-shelf” (unless otherwise
stated in this bid solicitation), meaning that each item of equipment and software is commercially
available and requires no further research or development and is part of an existing product line with
a field-proven operational history (that is, it has not simply been tested in a laboratory or
experimental environment). If any of the equipment or software bid is a fully compatible extension of
a field-proven product line, it must have been publicly announced on or before the bid closing date.
By submitting a bid, the Bidder is certifying that all the equipment and software bid is off-the-shelf.
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5.2.3

OEM Certification

Any Bidder that is not the Original Equipment Manufacturer (OEM) for every item of hardware
proposed as part of its bid is required to submit the OEM’s certification regarding the Bidder’'s
authority to provide and maintain the OEM’s hardware, which must be signed by the OEM (not the
Bidder). No Contract will be awarded to a Bidder who is not the OEM of the hardware it proposes to
supply to Canada, unless the OEM certification has been provided to Canada. Bidders are requested
to use the OEM Certification Form included with the bid solicitation. Although all the contents of the
OEM Certification Form are required, using the form itself to provide this information is not
mandatory. For Bidders/OEMs who use an alternate form, it is in Canada’s sole discretion to
determine whether all the required information has been provided. Alterations to the statements in
the form may result in the bid being declared non-responsive.

If the hardware proposed by the Bidder originates with multiple OEMs, a separate OEM certification
is required from each OEM.

For the purposes of this bid solicitation, OEM means the manufacturer of the hardware, as
evidenced by the name appearing on the hardware and on all accompanying documentation.

Code of Conduct Certifications — Certifications Required Precedent to Contract Award

Bidders should provide, with their bids or promptly thereafter, a complete list of names of all
individuals who are currently directors of the Bidder. If such a list has not been received by the time
the evaluation of bids is completed, the Contracting Authority will inform the Bidder of a time frame
within which to provide the information. Bidders must submit the list of directors before contract
award, failure to provide such a list within the required time frame will render the bid non-responsive.

The Contracting Authority may, at any time, request that a Bidder provide properly completed and
Signed Consent Forms (Consent to a Criminal Record Verification form — PWGSC-TPSGC 229) for
any or all individuals named in the aforementioned list within a specified delay. Failure to provide
such Consent Forms within the delay will result in the bid being declared non-responsive.

PART 6 SECURITY, FINANCIAL AND OTHER REQUIREMENTS

6.1

6.1.1

6.1.2

6.1.3

Security Requirement

Before award of a contract, the following conditions must be met:

a) the Bidder must hold a valid organization security clearance as indicated in Part 7 - Resulting
Contract Clauses;

b) the Bidder's proposed individuals requiring access to classified or protected information, assets
or sensitive work site(s) must meet the security requirement as indicated in Part 7 - Resulting
Contract Clauses; and

c) the Bidder must provide the name of all individuals who will require access to classified or
protected information, assets or sensitive work sites.

Bidders are reminded to obtain the required security clearance promptly. Any delay in the award of a
contract to allow the successful bidder to obtain the required clearance will be at the entire discretion
of the Contracting Authority.

For additional information on security requirements, bidders should consult: (http://www.tpsgc-
pwgsc.gc.ca/esc-src/index-eng.html).
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6.1.4 Inthe case of a joint venture bidder, each member of the joint venture must meet the security
requirements.

6.2 Insurance Requirements

6.2.1 The Contractor is responsible for deciding if insurance coverage is necessary to fulfill its obligation
under the Contract and to ensure compliance with any applicable law. Any insurance acquired or
maintained by the Contractor is at its own expense and for its own benefit and protection. It does not
release the Contractor from or reduce its liability under the Contract.

PART 7 RESULTING CONTRACT CLAUSES

Part 7 of this solicitation is intended to form the basis for any resultant contract. To the extent possible,
these Articles are written as they would appear in any resultant contract.

The Clauses, Terms and Conditions of Part 7 shall be requirements of any resulting Contract. Explicit,
unqualified acceptance of these Articles, in their entirety, as they appear in Part 7 is a mandatory
requirement of this solicitation.

These Articles may be amplified by SSC in any resultant Contract to provide additional descriptive or pricing
information that may be provided in a proposal to SSC.

Bidders shall not amend the following clauses, terms and conditions in any way, including the addition of a
new provision which may have the effect of derogating from a mandatory provision.

7.1 Requirement

7.1.1 (the “Contractor”) agrees to supply to the Client the goods
and services described in the Contract, including the Statement of Requirement (SOR), in
accordance with, and at the prices set out in, the Contract. This includes:

i.  supplying, installing, configuring and implementing the purchased Hardware;
. providing the Hardware Documentation;
iii. providing maintenance and support services for the Hardware during the Hardware Maintenance
Period,;
iv. providing training;

to the destinations identified herein.

7.1.2 Client: Under the Contract, the "Client" is Shared Services Canada (SSC), an organization with a
mandate to provide shared services. This contract will be used by SSC to provide shared services to
the Canada Revenue Agency (CRA).

7.1.3 Reorganization of Client: The Contractor's obligation to perform the Work will not be affected by
(and no additional fees will be payable as a result of) the renaming, reorganization, reconfiguration,
or restructuring of any Client. The reorganization, reconfiguration and restructuring of the Client
includes the privatization of the Client, its merger with another entity, or its dissolution, where that
dissolution is followed by the creation of another entity or entities with mandates similar to the
original Client. In connection with any form of reorganization, Canada may designate another
department or government body as the Contracting Authority or Technical Authority, as required to
reflect the new roles and responsibilities associated with the reorganization.

7.1.4 Defined Terms: Words and expressions defined in the General Conditions or Supplemental General
Conditions and used in the Contract have the meanings given to them in the General Conditions or
Supplemental General Conditions. Also, the following words and expressions have the following
meanings:
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7.1.4.1 any reference to a “deliverable” or “deliverables” includes the Hardware,
maintenance and support, documentation and training.

7.2 Optional Goods and/or Services

7.2.1 The Contractor grants to Canada the irrevocable option to acquire the goods, services or both
described at Annex A Statement of Requirement (SOR) of the Contract under the same terms and
conditions and at the prices and/or rates stated in the Contract. The option may only be exercised by
the Contracting Authority by notice in writing and will be evidenced, for administrative purposes only,
through a contract amendment.

7.2.2 The Contracting Authority may exercise the option at any time before the expiry of the Contract by
sending a written notice to the Contractor.
7.3 Standard Clauses and Conditions

All clauses and conditions identified in the Contract by number, date and title are set out in the Standard
Acquisition Clauses and Conditions Manual (http://buyandsell.gc.ca/policy-and-guidelines/standard-
acquisition-clauses-and-conditions-manual) issued by Public Works and Government Services Canada. All
references contained within the General Conditions or Supplementary General Conditions to the Minister of
Public Works and Government Services will be interpreted as a reference to the minister presiding over
Shared Services Canada and all references to the Department of Public Works and Government Services
will be interpreted as Shared Services Canada.

For purposes of this contract the PWGSC policies referenced within the Standard Acquisitions Clauses and
Conditions Manual are adopted as SSC policies.
7.3.1 General Conditions:

2030 (2017-04-04), General Conditions - Higher Complexity - Goods, apply to and form part of the
Contract. These General Conditions are amended as follows:

Section 2 of the General Conditions is amended as follows: delete “Pursuant to the Department of
Public Works and Government Services Act, S.C. 1996, c.16”

7.3.2 Supplemental General Conditions:

4001 (2015-04-01), Supplemental General Conditions - Hardware Purchase, Lease and
Maintenance;

apply to and form part of the Contract.

7.4 Security Requirement

7.4.1 The following security requirement (SCRL and related provisions) applies to and forms part of the
Contract.

The Contractor must, at all times during the performance of the Contract, hold a valid Designated
Organization Screening (DOS), issued by the Canadian Industrial Security Directorate (CISD), Public
Services and Procurement Canada (PSPC).

The contractor and/or its employees must maintain a valid RELIABILITY Status granted by Canada and
approved by Shared Services Canada.

The contractor and/or its employees MUST NOT remove any PROTECTED or CLASSIFIED information or

Page 25 of 57



r"‘ _ Service | Innovation | Value

assets from the identified work site(s).

The contractor and/or its employees MUST NOT use its IT systems to electronically process, produce or
store PROTECTED and/or CLASSIFIED information or data.

Subcontracts which contain security requirements are NOT to be awarded without the prior written
permission of Shared Services Canada.

The contractor and its employees must comply with the provisions of the:

a) Justice Canada — Security of Information Act (Latest Edition);
b) Industrial Security Manual (Latest Edition).

7.5 Contract Period

7.5.1 Contract Period: The “Contract Period” is the entire period of time during which the Contractor is
obliged to perform the Work, which includes:

7.5.1.1 The “Initial Contract Period”, which begins on the date the Contract is awarded
and ends 4 year(s) after Final Acceptance as defined by Annex A Statement of
Requirement (SOR); and

7.5.1.2 The period during which the Contract is extended, if Canada chooses to exercise
any options set out in the Contract.

7.5.2 Option to Extend the Contract:

7.5.2.1 The Contractor grants to Canada the irrevocable and continuing option to extend
the term of the Contract by up to 3 additional one-year period(s) under the same
terms and conditions of the Contract. The Contractor agrees that, during the
extended period of the Contract, it will be paid in accordance with the applicable
provisions set out in the Basis of Payment and at prices set out in Annex B — Basis
of Payment.

7.5.2.2 Canada may exercise this option at any time by sending a written notice to the
Contractor before the expiry date of the Contract. The option may only be
exercised by the Contracting Authority, and will be evidenced, for administrative
purposes only, through a contract amendment

7.6 Authorities

7.6.1 Contracting Authority

The Contracting Authority for the Contract is: (To be entered at contract award)

Name:
Title:
Shared Services Canada
Procurement Vendor Relationships
Address:
Telephone:

E-mail address:

The Contracting Authority is responsible for the management of the Contract and any changes to the
Contract must be authorized in writing by the Contracting Authority. The Contractor must not perform work in
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excess of or outside the scope of the Contract based on verbal or written requests or instructions from
anybody other than the Contracting Authority.

7.6.2 Technical Authority

The Technical Authority for the Contract is: (To be entered at contract award)

Name:

Title:
Organization:
Address:
Telephone:

E-mail address:

The Technical Authority is responsible for all matters concerning the technical content of the Work under the
Contract. Technical matters may be discussed with the Technical Authority; however, the Technical
Authority has no authority to authorize changes to the scope of the Work. Changes to the scope of the Work
can only be made through a contract amendment issued by the Contracting Authority.

7.6.3 Contractor's Representative

The Contractor's Representative for the Contract is: (To be entered at contract award)

Name:

Title:
Organization:
Address:
Telephone:
E-mail address:

7.7 Payment

7.7.1 Basis of Payment

a) Purchased Hardware: For providing, installing, configuring and implementing the Hardware in
accordance with the Contract, with associated documentation and warranty, Canada will pay the
Contractor the firm price(s) set out in Annex B, DDP destination, after Final Acceptance as
described in Article 6.3 of Annex A - Statement of Requirement, including all customs duties,
Applicable Taxes extra.

b) Hardware Maintenance and Support: For maintenance and support of the Hardware in
accordance with the Contract after the Hardware Warranty, Canada will pay the Contractor, in
arrears, the firm monthly price(s) set out in Annex B, DDP destination, including all customs
duties, Applicable Taxes extra.

c) Optional Hardware Maintenance and Support: For maintenance and support of the Hardware
after the initial Contract Period, if Canada exercises its option to extend the Hardware
Maintenance Period, Canada will pay the Contractor, in arrears, the firm monthly price(s) set out
in Annex B, DDP destination, including all customs duties, Applicable Taxes extra.

d) Overage: consumables and impressions up to the amounts specified in Usage Estimates,
Section 7.23 herein will be provided by the Contractor at no additional charge to Canada. For
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7.7.2

7.7.3

7.7.4

7.7.5

overage for consumables and impression exceeding the amount as specified in Usage
Estimates, Section 7.23 herein, Canada will pay the Contractor annually, the firm rate set out in
Annex B, DDP destination, including all customs duties, Applicable Taxes extra.

e) Training: For training courses, as and when requested by Canada during the Contract Period,
Canada will pay the Contractor the firm price per course set out in Annex B, upon completion of
the course, Applicable Taxes extra.

f) Pre-Authorized Travel and Living Expenses Canada will not pay any travel or living expenses
associated with performing the Work.

g) Competitive Award: The Contractor acknowledges that the Contract has been awarded as a
result of a competitive process. No additional charges will be allowed to compensate for errors,
oversights, misconceptions or underestimates made by the Contractor when bidding for the
Contract.

h) Purpose of Estimates: All estimated costs contained in the Contract are included solely for the
administrative purposes of Canada and do not represent a commitment on the part of Canada to
purchase goods or services in these amounts. Any commitment to purchase specific amounts or
values of goods or services is described elsewhere in the Contract.

Method of Payment - Single Payment — Purchased Hardware

H1000C (2008-05-12), Single Payment

Method of Payment - Monthly Payment — Hardware Maintenance and Support

H1008C (2008-05-12), Monthly Payment

Payment Credits

Each printer must meet a minimum availability level of 95% of SSC’s operational hours, on a monthly
basis, commencing on the first day of each month and ending on the last day of each month, over
the duration of the contract.

For each printer, in the months where the availability level has fallen below 95%, the Contractor must
provide a credit in the amount of 5% of the monthly maintenance and support rate(s) for the affected
printer(s) for each 1% below the availability level stated above to a maximum amount equal to the
total monthly maintenance charges for each printer that failed to meet the availability level. The
calculation to determine the amount of credit owed to Canada will be performed every six months
after the Date of Contract.

The aforesaid amount and credit is agreed to be a fair and reasonable estimate of such damages or
loss to Canada.

Canada will have the right to hold back, drawback, deduct or set off from and against the amounts of
any service or supplies monies owing at any time by Canada to the Contractor, any liquidated
damages or credits owing and unpaid under this article.

Nothing in this article is to be interpreted as limiting the rights and remedies which Canada may
otherwise be entitled to under the Contract, including the right to terminate the Contract for default.

Repeated Non-Performance: Should the print system(s) fail to meet the Printer Availability level

following Contract award, one or more of the following remedies may be applied upon the written
notification of SSC, at no additional cost to SSC:
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7.7.6

1.7.7

7.7.8

7.7.9

7.7.10

(i) Contractor must provide SSC with additional on-site personnel;
(i) Contractor must repair or replace the failing equipment;

If SSC chooses the replacement of failing equipment option:

() Commencing on the date of Ready For Use, the printer(s) must meet the minimum availability
level for the duration of the test period.

(b) If the minimum Printer Availability level is not met over the test period, the test will continue on a
day to day basis until the objective is met.

(c) SSC may, at its sole discretion, extend the test period to a maximum of 60 days, or require the
Contractor to replace the equipment with new equipment.

(d) Each serviceable replacement printer will be subject to verification against any or all mandatory
requirement of the Statement of Requirement during Acceptance Testing.

(e) During Acceptance Testing the Contractor is responsible for the correction of any deficiencies
found in the printer(s), these corrections must be made within the acceptance period.

(f) The Contractor must remove any failed printers within 72 hours of written notification, at no cost
to SSC.

(g) The replacement equipment will not be considered as accepted until all of the equipment has
successfully met the acceptance criteria as stipulated in Sections a) and b).

(h) Following successful completion of the acceptance testing of the printer(s), the Technical
Authority will advise the Contractor and the Contracting Authority - in writing - that the printer(s)
have passed acceptance.

(i) The date of acceptance will be the date of successful completion of Acceptance Testing for each
replacement printer.

Corrective Measures: If credits are payable under this Article for two consecutive months or for
three months in any 12-month period, the Contractor must submit a written action plan describing
measures it will implement or actions it will undertake to eliminate the recurrence of the problem. The
Contractor will have five working days to deliver the action plan to the Client and the Contracting
Authority and 20 working days to rectify the underlying problem.

Termination for Failure to Meet the Availability Level: In addition to any other rights it has under
the Contract, Canada may terminate the Contract for default in accordance with the General
Conditions by giving the Contractor three months' written notice of its intent, if any of the following
apply:
7.7.7.1 the total amount of credits for a given monthly billing cycle reach a level of 10%; or
7.7.7.2 the corrective measures required of the Contractor described above are not met.

This termination will be effective when the three-month notice period expires, unless the
Contractor has sustained the Availability Level during those months.

Credits Apply during Entire Contract Period: The Parties agree that the credits apply throughout
the Contract Period.

Credits represent Liquidated Damages: The Parties agree that the credits are liquidated damages
and represent their best pre-estimate of the loss to Canada in the event of the applicable failure. No
credit is intended to be, nor will it be construed as, a penalty.

Canada's Right to Obtain Payment: The Parties agree that these credits are a liquidated debt. To

collect the credits, Canada has the right to hold back, draw back, deduct or set off from and against
any money Canada owes to the Contractor from time to time.
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7.7.11 Canada's Rights & Remedies not Limited: The Parties agree that nothing in this Article limits any

7.7.12

7.8

7.9

7.10

7.10.1

7.10.2

7.10.3

7.11

7.11.1

7.11.2

other rights or remedies to which Canada is entitled under the Contract (including the right to
terminate the Contract for default) or under the law generally.

Audit Rights: The Contractor's calculation of credits under the Contract is subject to verification by
government audit, at the Contracting Authority's discretion, before or after payment is made to the
Contractor. The Contractor must cooperate fully with Canada during the conduct of any audit by
providing Canada with access to any records and systems that Canada considers necessary to
ensure that all credits have been accurately credited to Canada in the Contractor's invoices. If an
audit demonstrates that past invoices contained errors in the calculation of the credits, the Contractor
must pay to Canada the amount the audit reveals was required to be credited to Canada, plus
interest, from the date Canada remitted the excess payment until the date of the refund (the interest
rate is the Bank of Canada's discount annual rate of interest in effect on the date the credit was first
owed to Canada, plus 1.25% per year). If, as a result of conducting an audit, Canada determines that
the Contractor's records or systems for identifying, calculating or recording the credits are

inadequate, the Contractor must implement any additional measures required by the Contracting
Authority.

Limitation of Expenditure

Canada will not pay the Contractor for any design changes, modifications or interpretations
of the Work unless they have been approved, in writing, by the Contracting Authority before
their incorporation into the Work.

Invoicing Instructions

The Contractor can submit invoices electronically through the SSC P2P portal in accordance with the
section entitled “Invoice Submission” of the General Conditions. Invoices cannot be submitted until all
work identified in the invoice is completed. In the alternative, the Contractor may seek the consent of the
Contracting Authority to submit invoices using an alternative method.

For Purchase Orders, the Contractor's invoice must indicate which line item(s) and the quantity for
which it is invoicing.

If the Contractor submitted an advance shipping notice, the invoice should be linked to this advance
shipping notice in the SSC P2P portal. The Contractor may link more than one advance shipping
notice to the invoice. The invoice must match the total quantity and price of the advance shipping
notices.

Certifications

Compliance with the certifications provided by the Contractor in its bid is a condition of the Contract
and subject to verification by Canada during the entire Contract Period. If the Contractor does not
comply with any certification or it is determined that any certification made by the Contractor in its bid
is untrue, whether made knowingly or unknowingly, Canada has the right, under the default provision
of the Contract, to terminate the Contract for default.

Federal Contractors Program for Employment Equity — Default by the Contractor

The Contractor understands and agrees that, when an Agreement to Implement Employment Equity
(AIEE) exists between the Contractor and HRSDC-Labour, the AIEE must remain valid during the
entire period of the Contract. If the AIEE becomes invalid, the name of the Contractor will be added
to the “FCP Limited Eligibility to Bid” list. The imposition of such a sanction by HRSDC will
constitute the Contractor in default as per the terms of the Contract.
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7.12

7.13

7.14

Applicable Laws

The Contract must be interpreted and governed, and the relations between the parties determined,
by the laws in force in Ontario.

Priority of Documents

If there is a discrepancy between the wording of any documents that appear on the following list, the
wording of the document that first appears on the list has priority over the wording of any document
that appears later on the list:

(@)

(b)

()
(d)
(e)
(f)
(@)
(h)

these Articles of Agreement, including any individual SACC clauses incorporated by reference in
these Articles of Agreement;

4001 (2015-04-01), Supplemental General Conditions - Hardware Purchase, Lease and
Maintenance;

2030 (2017-04-04), General Conditions - Higher Complexity - Goods

Annex A, Statement of Requirement;

Annex B, Basis of Payment;

Annex C, Security Requirements Check List.;
Annex D, SCSI Submission Form;

Annex E  SCI Scope Diagram

the Contractor's bid dated (insert date of bid), as amended (insert date(s) of
amendment(s) if applicable), not including any software publisher license terms and conditions
that may be included in the bid, not including any provisions in the bid with respect to limitations
on liability, and not including any terms and conditions incorporated by reference (including by
way of a web link) in the bid.

Electrical Equipment

7.14.1 SACC Manual clause B1501C (2006-06-16) Electrical Equipment

7.15

Foreign Nationals (Canadian Contractor)

7.15.1 SACC Manual clause A2000C (2006-06-16) Foreign Nationals (Canadian Contractor)

7.16

7.17

7.18

7.18.1

7.18.2

Note to Bidders: Either this clause or the one that follows, whichever applies (based on whether the
successful bidder is a Canadian Contractor or Foreign Contractor), will be included in any resulting
contract.

Foreign Nationals (Foreign Contractor)

SACC Manual clause A2001C (2006-06-16) Foreign Nationals (Foreign Contractor)

Insurance Requirements

SACC Manual clause G1005C (2016-01-28) Insurance Requirements

Joint Venture Contractor

The Contractor confirms that the name of the joint venture is and that it is comprised
of the following members: [list all the joint venture members named in the Contractor's original bid].

With respect to the relationship among the members of the joint venture Contractor, each member
agrees, represents and warrants (as applicable) that:
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7.18.2.1 has been appointed as the “representative member” of the joint

venture Contractor and has fully authority to act as agent for each member regarding all
matters relating to the Contract;

7.18.2.2 by giving notice to the representative member, Canada will be considered to have given

notice to all the members of the joint venture Contractor; and

7.18.2.3 all payments made by Canada to the representative member will act as a release by all

the members.

7.18.3 All the members agree that Canada may terminate the Contract in its discretion if there is a dispute
among the members that, in Canada’s opinion, affects the performance of the Work in any way.

7.18.4 All the members are jointly and severally or solidarily liable for the performance of the entire
Contract.

7.18.5 The Contractor acknowledges that any change in the membership of the joint venture (i.e., a change
in the number of members or the substitution of another legal entity for an existing member)
constitutes an assignment and is subject to the assignment provisions of the General Conditions.

7.18.6 The Contractor acknowledges that all security and controlled goods requirements in the Contract, if
any, apply to each member of the joint venture Contractor.

Note to Bidders: This Article will be deleted if the bidder awarded the contract is not a joint venture. If
the contractor is a joint venture, this clause will be completed with information provided in its bid.

7.19 Supply Chain Security Clauses

“Product” means any hardware that operates at the data link layer of the OSI Model (layer 2)
and above, any software and Workplace Technology Devices.

“Workplace Technology Devices” means desktops, mobile workstations such as laptops and
tablets, smartphones, phones, and peripherals and accessories such as monitors,
keyboards, computer mouse, audio devices and external and internal storage devices such
as USB flash drives, memory cards, external hard drives and writable CD or DVD.

“Canada’s Data” means any data originating from the Work, any data received in
contribution to the Work or that is generated as a result of the delivery of security,
configuration, operations, administration and management services, and any data that is
transported or stored by the contractor or any subcontractor as a result of performing the
Work.

"Work" means all the activities, services, goods, equipment, matters and things required to
be done, delivered or performed by the Contractor under the resulting contract.

7.19.1 On-going Supply Chain Integrity Process

7.19.1.1 Supply Chain Integrity Process: The Parties acknowledge that a Supply Chain
Integrity Process assessment was a key component of the procurement process
that resulted in the award of this Contract. In connection with that assessment
process, Canada assessed the Contractor’'s Supply Chain Security Information
(SCsI) without identifying any security concerns. The following SCSI was

submitted:
. an IT Product List;
. a list of subcontractors; and
. network diagram(s).
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This SCSI is included as Annex D. The Parties also acknowledge that security is a
critical consideration for Canada with respect to this Contract and that on-going
assessment of SCSI will be required throughout the Contract Period. This Article governs
that process.

7.19.1.2 Assessment of New SCSI: During the Contract Period, the Contractor may need to

modify the SCSI information contained in Annex D. In that regard:

The Contractor, starting at contract award, must revise its SCSI at least once a month to
show all changes made, as well as all deletions and additions to the SCSI that affect the
services under the Contract (including Products deployed by its subcontractors) during
that period; the list must be marked to show the changes made during the applicable
period. If no changes have been made during the reporting month, the Contractor must
advise the Contracting Authority in writing that the existing list is unchanged. Changes
made to the IT Product List must be accompanied with revised Network Diagram(s)
when applicable.

The Contractor agrees that, during the Contract Period, it will periodically (at least once a
year) provide the Contracting Authority with updates regarding upcoming new Products
that it anticipates deploying in the Work (for example, as it develops its “technology
roadmap” or similar plans). This will allow Canada to assess those Products in advance
so that any security concerns can be identified prior to the Products being deployed in
connection with the services being delivered under the Contract. Canada will endeavor to
assess proposed new Products within 30 calendar days, although lengthier lists of
Products may take additional time.

Canada reserves the right to conduct a complete, independent security assessment of all
new SCSI. The Contractor must, if requested by the Contracting Authority, provide any
information that Canada requires to perform its assessment.

Canada may use any government resources or consultants to conduct the assessment
and may contact third parties to obtain further information. Canada may use any
information, whether it is provided by the Contractor or comes from another source, that
Canada considers advisable to conduct a comprehensive assessment of any proposed
new SCSI.

7.19.1.3 Identification of New Security Vulnerabilities in SCSI already assessed by Canada:

The Contractor must provide to Canada timely information about any vulnerabilities of
which it becomes aware in performing the Work, including any weakness, or design
deficiency, identified in any Product used to deliver services that would allow an
unauthorized individual to compromise the integrity, confidentiality, access controls,
availability, consistency or audit mechanism of the system or the data and applications it
hosts.

The Contractor acknowledges that the nature of information technology is such that new
vulnerabilities, including security vulnerabilities, are constantly being identified and, that
being the case, new security vulnerabilities may be identified in SCSI that have already
been the subject of an SCSI assessment and assessed without security concerns by
Canada, either during the procurement process or later during the Contract Period.

7.19.1.4 Addressing Security Concerns:

If Canada notifies the Contractor of security concerns regarding a Product that has not
yet been deployed, the Contractor agrees not to deploy it in connection with this Contract
without the consent of the Contracting Authority.

At any time during the Contract Period, if Canada notifies the Contractor that, in
Canada’s opinion, there is a Product that is being used in the Contractor’s solution
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(including use by a subcontractor) that has been assessed as having the potential to
compromise or be used to compromise the security of Canada’s equipment, firmware,
software, systems or information, then the Contractor must:

(a) provide Canada with any further information requested by the Contracting Authority
so that Canada may perform a complete assessment;

(b) if requested by the Contracting Authority, propose a mitigation plan (including a
schedule), within 10 business days, such as migration to an alternative Product. The
Contracting Authority will notify the Contractor in writing if Canada approves the
mitigation plan, or will otherwise provide comments about concerns or deficiencies
with the mitigation plan; and

(c) implement the mitigation plan approved by Canada.

This process applies both to new Products and to Products that were already assessed
pursuant to the Supply Chain Integrity Process assessment by Canada, but for which
new security vulnerabilities have since been identified.

Despite the previous Sub-article, if Canada determines in its discretion that the identified
security concern represents a threat to national security that is both serious and
imminent, the Contracting Authority may require that the Contractor immediately cease
deploying the identified Product(s) in the Work. For Products that have already been
deployed, the Contractor must identify and/or remove (as required by the Contracting
Authority) the Product(s) from the Work according to a schedule determined by Canada.
However, prior to making a final determination in this regard, Canada will provide the
Contractor with the opportunity to make representations within 48 hours of receiving
notice from the Contracting Authority. The Contractor may propose, for example,
mitigation measures for Canada’s consideration. Canada will then make a final
determination.

7.19.1.5 Cost Implications:

Any cost implications related to a demand by Canada to cease deploying or to remove a
particular Product or Products will be considered and negotiated in good faith by the
Parties on a case-by-case basis and may be the subject of a Contract Amendment.
However, despite any such negotiations, the Contractor must cease deploying and/or
remove the Product(s) as required by Canada. The negotiations will then continue
separately. The Parties agree that, at a minimum, the following factors will be considered
in their negotiations, as applicable:

(i) with respect to Products already assessed without security concerns by Canada
pursuant to an SCSI assessment, evidence from the Contractor of how long it has
owned the Product;

(i) with respect to new Products, whether or not the Contractor was reasonably able to
provide advance notice to Canada regarding the use of the new Product in
connection with the Work;

(iii) evidence from the Contractor of how much it paid for the Product, together with any
amount that the Contractor has pre-paid or committed to pay with respect to
maintenance and support of that Product;

(iv) the normal useful life of the Product;

(v) any “end of life” or other announcements from the manufacturer of the Product
indicating that the Product is or will no longer be supported;

(vi) the normal useful life of the proposed replacement Product;

(vii) the time remaining in the Contract Period;
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(viii) whether or not the existing Product or the replacement Product is or will be used
exclusively for Canada or whether the Product is also used to provide services to
other customers of the Contractor or its subcontractors;

(ix) whether or not the Product being replaced can be redeployed to other customers;

(x) any training required for Contractor personnel with respect to the installation,
configuration and maintenance of the replacement Products, provided the Contractor
can demonstrate that its personnel would not otherwise require that training;

(xi) any developments costs required for the Contractor to integrate the replacement
Products into the Service Portal, operations, administration and management
systems, if the replacement Products are Products not otherwise deployed anywhere
in connection with the Work; and

(xii) the impact of the change on Canada, including the number and type of resources
required and the time involved in the migration.

Additionally, if requested by the Contracting Authority, the Contractor must submit a
detailed cost breakdown, once any work to address a security concern identified under
this Article has been completed. The cost breakdown must contain an itemized list of all
applicable cost elements related to the work required by the Contracting Authority and
must be signed and certified as accurate by the Contractor’'s most senior financial officer,
unless stated otherwise in writing by the Contracting Authority. Canada must consider
the supporting information to be sufficiently detailed for each cost element to allow for a
complete audit. In no case will any reimbursement of any expenses of the Contractor (or
any of its subcontractors) exceed the demonstrated out-of-pocket expenses directly
attributable to Canada’s requirement to cease deploying or to remove a particular
Product or Products.

Despite the other provisions of this Article, if the Contractor or any of its subcontractors
deploys new Products that Canada has already indicated to the Contractor are the
subject of security concerns in the context of the Work, Canada may require that the
Contractor or any of its subcontractors immediately cease deploying or remove that
Product. In such cases, any costs associated with complying with Canada’s requirement
will be borne by the Contractor and/or subcontractor, as negotiated between them.
Canada will not be responsible for any such costs.

7.19.1.6 General:

The process described in this Article may apply to a single Product, to a set of Products,
or to all Products manufactured or distributed by a particular supplier.

The process described in this Article also applies to subcontractors. With respect to cost

implications, Canada acknowledges that the cost considerations with respect to concerns
about subcontractors (as opposed to Products) may be different and may include factors
such as the availability of other subcontractors to complete the work.

Any service levels that are not met due to a transition to a new Product or subcontractor
required by Canada pursuant to this Article will not trigger a Service Credit, nor will a
failure in this regard be taken into consideration for overall metric calculations, provided
that the Contractor implements the necessary changes in accordance with the migration
plan approved by Canada or proceeds immediately to implement Canada’s requirements
if Canada has determined that the threat to national security is both serious and
imminent.

If the Contractor becomes aware that any subcontractor is deploying Products subject to
security concerns in relation to the Work, the Contractor must immediately notify both the
Contracting Authority and the Technical Authority and the Contractor must enforce the
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terms of its contract with its subcontractor. The Contractor acknowledges its obligations
pursuant to General Conditions 2035, Subsection 8(3).

Any determination made by Canada will constitute a decision with respect to a specific
Product or subcontractor and its proposed use under this Contract, and does not mean
that the same Product or subcontractor would necessarily be assessed in the same way
if proposed to be used for another purpose or in another context.

7.19.2 Subcontracting

7.19.3

Despite the General Conditions, none of the Work may be subcontracted (even to an affiliate of the
Contractor) unless the Contracting Authority has first consented in writing. In order to seek the
Contracting Authority's consent, the Contractor must provide the following information:

(a) the name of the subcontractor;
(b) the portion of the Work to be performed by the subcontractor;

(c) the Designated Organization Screening or the Facility Security Clearance (FSC) level of the
subcontractor;

(d) the date of birth, the full name and the security clearance status of individuals employed by the
subcontractor who will require access to Canada’s facilities;

(e) completed sub-SRCL signed by the Contractor's Company Security Officer for CISD completion;
and

(f) any other information required by the Contracting Authority.

For the purposes of this Article, a “subcontractor” does not include a supplier who deals with the
Contractor at arm's length whose only role is to provide telecommunications or other equipment or
software that will be used by the Contractor to provide services, including if the equipment will be
installed in the backbone or infrastructure of the Contractor.

Change of Control

At any time during the Contract Period, if requested by the Contracting Authority, the Contractor
must provide to Canada:

(a) an organization chart for the Contractor showing all related corporations and partnerships; for
the purposes of this Sub-article, a corporation or partnership will be considered related to
another entity if:

(i) they are “related persons” or “affiliated persons” according to the Canada Income Tax Act;

(i) the entities have now or in the two years before the request for the information had a
fiduciary relationship with one another (either as a result of an agency arrangement or any
other form of fiduciary relationship); or

(ii) the entities otherwise do not deal with one another at arm’s length, or each of them does not
deal at arm’s length with the same third party.

(b) a list of all the Contractor’s shareholders; if the Contractor is a subsidiary, this information must
be provided for each parent corporation or parent partnership, up to the ultimate owner; with
respect to any publicly traded corporation, Canada anticipates that the circumstances in which it
would require a complete list of shareholders would be unusual and that any request from
Canada for a list of a publicly traded corporation’s shareholders would normally be limited to a
list of those shareholders who hold at least 1% of the voting shares;

(c) alist of all the Contractor’s directors and officers, together with each individual’s home address,
date of birth, birthplace and citizenship(s); if the Contractor is a subsidiary, this information must
be provided for each parent corporation or parent partnership, up to the ultimate owner; and
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(d) any other information related to ownership and control that may be requested by Canada.

If requested by the Contracting Authority, the Contractor must provide this information regarding its
subcontractors as well. However, if a subcontractor considers this information to be confidential, the
Contractor may meet its obligation by having the subcontractor submit the information directly to the
Contracting Authority. Regardless of whether the information is submitted by the Contractor or a
subcontractor, Canada agrees to handle this information in accordance with Subsection 22(3) of
General Conditions 2035 (General Conditions — Higher Complexity — Services), provided the
information has been marked as either confidential or proprietary.

The Contractor must notify the Contracting Authority in writing of:
(a) any change of control in the Contractor itself;

(b) any change of control in any parent corporation or parent partnership of the Contractor, up to the
ultimate owner; and

(c) any change of control in any subcontractor performing any part of the Work (including any
change of control in any parent corporation or parent partnership of the subcontractor, up to the
ultimate owner).

The Contractor must provide this notice by no later than 10 Federal Government Working Days
(FGWDs) after any change of control takes place (or, in the case of a subcontractor, within 15
FGWDs after any change of control takes place). Where possible, Canada requests that the
Contractor provide advance notice of any proposed change of control transaction.

In this Article, a “change of control” includes but is not limited to a direct or indirect change in the
effective control of the corporation or partnership, whether resulting from a sale, encumbrance, or
other disposition of the shares (or any form of partnership units) by any other means. In the case of
a joint venture Contractor or subcontractor, this applies to a change of control of any of the joint
venture’s corporate or partnership members. In the case of a Contractor or subcontractor that is a
partnership or limited partnership, this requirement also applies to any corporation or limited
partnership that is a partner.

If Canada determines in its sole discretion that a change of control affecting the Contractor (either in
the Contractor itself or any of its parents, up to the ultimate owner) may be injurious to national
security, Canada may terminate the Contract on a “no-fault” basis by providing notice to the
Contractor within 90 days of receiving the notice from the Contractor regarding the change of
control. Canada will not be required to provide its reasons for terminating the Contract in relation to
the change of control, if Canada determines in its discretion that the disclosure of those reasons
could itself be injurious to national security.

If Canada determines in its sole discretion that a change of control affecting a subcontractor (either
in the subcontractor itself or any of its parents, up to the ultimate owner) may be injurious to national
security, Canada will notify the Contractor in writing of its determination. Canada will not be required
to provide the reasons for its determination, if Canada determines in its discretion that the disclosure
of those reasons could itself be injurious to national security. The Contractor must, within 90 days of
receiving Canada’s determination, arrange for another subcontractor, acceptable to Canada, to
perform the portion of the Work being performed by the existing subcontractor (or the Contractor
must perform this portion of the Work itself). If the Contractor fails to do so within this time period,
Canada will be entitled to terminate the Contract on a “no-fault” basis by providing notice to the
Contractor within 180 days of receiving the original notice from the Contractor regarding the change
of control.

In this Article, termination on a “no-fault” basis means that neither party will be liable to the other in
connection with the change of control or the resulting termination, and Canada will only be
responsible for paying for those services received up to the effective date of the termination.

Despite the foregoing, Canada’s right to terminate on a “no-fault” basis will not apply to
circumstances in which there is an internal reorganization that does not affect the ownership of the

Page 37 of 57



/1"" _ Service | Innovation | Value

7.20

7.20.1

7.20.2

ultimate parent corporation or parent partnership of the Contractor or subcontractor, as the case
may be; that is, Canada does not have a right to terminate the Contract pursuant to this Article
where the Contractor or subcontractor continues, at all times, to be controlled, directly or indirectly,
by the same ultimate owner. However, in any such case, the notice requirements of this Article still

apply.

Limitation of Liability - Information Management/Information Technology

This section applies despite any other provision of the Contract and replaces the section of the
general conditions entitled "Liability". Any reference in this section to damages caused by the
Contractor also includes damages caused by its employees, as well as its subcontractors, agents,
and representatives, and any of their employees. This section applies regardless of whether the
claim is based in contract, tort, or another cause of action. The Contractor is not liable to Canada
with respect to the performance of or failure to perform the Contract, except as described in this
section and in any section of the Contract pre-establishing any liquidated damages. The Contractor
is only liable for indirect, special or consequential damages to the extent described in this Article,
even if it has been made aware of the potential for those damages.

First Party Liability:

7.20.2.1 The Contractor is fully liable for all damages to Canada, including indirect, special
or consequential damages, caused by the Contractor's performance or failure to
perform the Contract that relate to:

7.20.2.1.1 any infringement of intellectual property rights to the extent the Contractor breaches
the section of the General Conditions entitled "Intellectual Property Infringement and
Royalties";

7.20.2.1.2 physical injury, including death.

7.20.2.2 The Contractor is liable for all direct damages affecting real or tangible personal
property owned, possessed, or occupied by Canada.

7.20.2.3 Each of the Parties is liable for all direct damages resulting from its breach of
confidentiality under the Contract. Each of the Parties is also liable for all indirect,
special or consequential damages in respect of its unauthorized disclosure of the
other Party's trade secrets (or trade secrets of a third party provided by one Party
to another under the Contract) relating to information technology.

7.20.2.4 The Contractor is liable for all direct damages relating to any encumbrance or
claim relating to any portion of the Work for which Canada has made any payment.
This does not apply to encumbrances or claims relating to intellectual property
rights, which are addressed under subparagraph 7.20.2.2 above.

7.20.2.5 The Contractor is also liable for any other direct damages to Canada caused by
the Contractor in any way relating to the Contract including:

7.20.2.5.1 any breach of the warranty obligations under the Contract, up to the total amount paid
by Canada (including any applicable taxes) for the goods and services affected by the
breach of warranty; and

7.20.2.5.2 any other direct damages, including all identifiable direct costs to Canada associated
with re-procuring the Work from another party if the Contract is terminated by Canada
either in whole or in part for default, up to an aggregate maximum for this
subparagraph 7.20.2.5.2 of the greater of 0.5 times the total estimated cost (meaning
the dollar amount shown on the first page of the Contract in the cell titled "Total
Estimated Cost" or shown on each call-up, purchase order or other document used to
order goods or services under this instrument), or $6,000,000.00. In any case, the total
liability of the Contractor under subparagraph 2.5 will not exceed the total estimated
cost (as defined above) for the Contract or $6,000,000.00, whichever is more.
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7.20.2.6 If Canada's records or data are harmed as a result of the Contractor's negligence
or willful act, the Contractor's only liability is, at the Contractor's own expense, to
restore Canada's records and data using the most recent back-up kept by Canada.
Canada is responsible for maintaining an adequate back-up of its records and

data.

7.20.3 Third Party Claims:

7.20.3.1 Regardless of whether a third party makes its claim against Canada or the
Contractor, each Party agrees that it is liable for any damages that it causes to any
third party in connection with the Contract as set out in a settlement agreement or
as finally determined by a court of competent jurisdiction, where the court
determines that the Parties are jointly and severally liable or that one Party is
solely and directly liable to the third party. The amount of the liability will be the
amount set out in the settlement agreement or determined by the court to have
been the Party's portion of the damages to the third party. No settlement
agreement is binding on a Party unless its authorized representative has approved
the agreement in writing.

7.20.3.2 If Canada is required, as a result of joint and several liability, to pay a third party in
respect of damages caused by the Contractor, the Contractor must reimburse
Canada by the amount finally determined by a court of competent jurisdiction to be
the Contractor's portion of the damages to the third party. However, despite Sub-
article 7.20.3.1, with respect to special, indirect, and consequential damages of
third parties covered by this Section, the Contractor is only liable for reimbursing
Canada for the Contractor's portion of those damages that Canada is required by a
court to pay to a third party as a result of joint and several liability that relate to the
infringement of a third party's intellectual property rights; physical injury of a third
party, including death; damages affecting a third party's real or tangible personal
property; liens or encumbrances on any portion of the Work; or breach of

confidentiality.

7.20.3.3 The Parties are only liable to one another for damages to third parties to the extent
described in this Sub-article 7.20.3.

7.21 Hardware

7.21.1 With respect to the provisions of Supplemental General Conditions 4001:

Part 11l of 4001 applies to the Contract Yes
(Additional Conditions: Purchase)

Part IV of 4001 applies to the Contract No
(Additional Conditions: Lease)

Part V of 4001 applies to the Contract Yes

(Additional Conditions: Maintenance)

Delivery Locations

Summerside Print
Room/Site

Summerside Tax Centre, 275 Pope Rd.,
Summerside, Prince Edward Island; C1N
5Z7Delivery Contact: TBD

Winnipeg Print
Room/Site

Winnipeg Tax Centre, 66 Stapon Rd,
Winnipeg, Manitoba, R3C 2M2

Delivery Contact: TBD

Delivery Date

A phased approach will be used to replace the existing printers. A
phased delivery schedule will begin 30 days following contract award,
with full implementation and Final Acceptance at the two sites to be
completed no later than March 31, 2018.
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Contractor must deliver Hardware Yes
Documentation
Contractor must update Hardware Yes

Documentation throughout Contract Period

Language of Hardware Documentation

The Hardware Documentation is only required to be delivered in
English, and if available, in French.

Format and Medium on which Hardware
Documentation must be Delivered

As specified in Annex A — Statement of Requirement (SOR)

Special Delivery Requirements

Yes Refer to Annex A — Statement of Requirement (SOR)

Special Site Delivery or Installation
Requirements

Yes Refer to Annex A — Statement of Requirement (SOR)

Responsibility for Special Site Delivery or
Installation Requirements

The Contractor

Contractor must Install Hardware at time of Yes
Delivery

Contractor must Integrate and Configure Yes
Hardware at time of Installation

Availability Level Testing will be performed Yes

before Acceptance

Availability Level Test Period for pre-
Acceptance Availability-level Testing

5 calendar days

Who will perform availability-level testing

Canada

Minimum Availability Level for Hardware

95%

The calculation of this availability is based on Annex A Statement of
Requirement (SOR), not 4001.

Hardware Warranty Period

12-month from Final Acceptance Date.

Hardware Maintenance Period

3 years from the expiry date of the Warranty Period.

Option to Extend Hardware Maintenance
Period

For the purchased Hardware, the Contractor grants to Canada an
irrevocable option to extend the Hardware Maintenance Period by up
to 3 one-year periods.

These option(s) may only be exercised by the Contracting Authority by
notice in writing and will be evidenced, for administrative purposes
only, by a contract amendment.

Class of Maintenance Service

On-Site Maintenance Service

Principal Period of Maintenance (PPM)

PPM means Operating time as defined in the Statement of
Requirement (SOR)

Remedial Maintenance

Despite Article 26.3 of 4001, for each print site, when SSC requests
remedial maintenance and support services, the Contractor’s services
representative must respond by telephone within one hour and must
arrive on-site within two hours of a call from the Client or Designate to
the Contractor’s service organization.

Toll-free Telephone Number for Maintenance
Service

[to be completed with information from the Contractor at the time
of award]
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Website for Maintenance Service [to be completed with information from the Contractor at the time
of award]

7.22 Purchased Hardware

7.22.1 The Hardware must be delivered together with any software specified in the Contract or required for
the Hardware to function in accordance with the Specifications (the “Licensed Software”). With
respect to the Licensed Software:

7.22.1.1 It must be the current release and, unless otherwise specified, require no further
research or development to meet the Specifications;

7.22.1.2 1t must be supported by, and fully compatible with, the Hardware up to the limit of
the Hardware’s expansion capability. The Contractor must completely integrate
and interface the Licensed Software with the Hardware before acceptance;

7.22.1.3 The Contractor grants a single, perpetual, non-exclusive license to Canada for the
Client to use the Licensed Software in accordance with the Contract. This license
allows the Client to install, copy, deploy and use the Licensed Software.

7.23 Usage Estimates
7.23.1.1 Estimated annual impressions for the initial contract period are:

YERR | pressions
One 360,349,323
Two 342,331,857
Three 325,215,264
Four 308,954,501

Projected Volumes - Initial 48-Month Term

7.23.1.2 Estimated annual impressions for the optional periods are:

MPRESSIONS
Five 293,506,776
Six 278,831,437

Seven 265,889,865

Projected Volumes - Optional Term

7.24  Warranty
7.24.1 Notwithstanding Section 14.0 - Warranty for Purchased Hardware, in Supplemental General

Conditions 4001, the 12-month warranty period will not be considered to have commenced until all
printers are delivered, installed on-site and accepted by Canada.
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7.24.2 The warranty period (included) shall be for a period of 12 months following Final Acceptance.

7.25 Hardware Maintenance Services

7.25.1 In addition to and notwithstanding General Conditions 2030 and the Supplemental General
Conditions 4001, the Contractor agrees to provide Hardware Maintenance Services in accordance
with Annex A — Statement of Requirement (SOR).

7.26  Termination for Convenience of Hardware Maintenance Services

Regardless of the Contract Period and despite the Termination for Convenience provisions contained in the
General Conditions, Canada may terminate for convenience, at no cost to Canada, any Hardware
maintenance and support services being provided under the Contract. Canada will provide the Contractor 30
calendar days of advance written natice if it terminates the maintenance and support services for
convenience and will be liable to the Contractor to pay only any unpaid maintenance and support charges
that have accrued up to and including the date of termination.

7.27  Access to Canada's Property and Facilities

Canada's property, facilities, equipment, documentation, and personnel are not automatically available to the
Contractor. If the Contractor would like access to any of these, it is responsible for making a request to the
Technical Authority. Unless expressly stated in the Contract, Canada has no obligation to provide any of
these to the Contractor. If Canada chooses, in its discretion, to make its property, facilities, equipment,
documentation or personnel available to the Contractor to perform the Work, Canada may require an
adjustment to the Basis of Payment and additional security requirements may apply.

7.28 Removal of Existing Printers

The Contractor is responsible for the removal of Shared Services Canada owned Xerox printers. Only the
printers listed under Article 7.28.1 “Xerox DP180MX Printers List” are subject to removal by the Contractor.
The existing Xerox DP180MX Printers must be removed within 60 days after notice of Final Acceptance of
each replacement printer at each PTM Production Site has been issued by Canada.

If the Contractor is required to remove any of the Xerox DP180MX’s from a print room to enable installation
of the replacement printers, the Contractor will be required to retain these printers (not disposed of or
rendered unusable) until Final Acceptance has been issued by Canada. Any costs associated with
temporary storage of these printers will be the responsibility of the Contractor. No asset transfer will take
place until Final Acceptance has been issued for all replacement printers.

7.28.1 Xerox DP180MX Printers List

Serial Number Site
YETO000504 Winnipeg
YETO000547 Winnipeg
YETO000550 Winnipeg
YETO000553 Winnipeg
YETO000574 Winnipeg
YETO000773 Winnipeg
YETO076846 Winnipeg
YET076853 Winnipeg
YET000512 Winnipeg
YET000501 Summerside
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YET000508 Summerside
YET000511 Summerside
YET000556 Summerside
YET000560 Summerside
YET000761 Summerside
YET000804 Summerside
YET076829 Summerside
YET076862 Summerside

7.29 Modification to Equipment List/Location

Canada reserves the right to add or remove equipment, locations and billing codes from the Contract upon
thirty (30) calendar days advance written notice to the Contractor. The Contract price shall be adjusted in
proportion to the number of impression increased or reduced to reflect the change in price resulting from any
such additions or deletions. Any additions or removal equipment from the Basis of Payment at Annex B
shall be evidenced through a formal Contract amendment.

7.30 Transition Services at End of Contract Period

The Contractor agrees that, in the period leading up to the end of the Contract Period, it will make all
reasonable efforts to assist Canada in the transition from the Contract to a new contract with another
supplier. The Contractor agrees that there will be no charge for these services.

7.31 Communications

Except for information that the Contractor is required to make available under securities legislation or
regulations, the Contractor must obtain the Contracting Authority’s approval prior to releasing any public
statement or announcement related to the award of the Contract. At the Contracting Authority’s request, the
Contractor must provide a draft of the announcement for review and approval.
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ANNEX A — STATEMENT OF REQUIREMENT

Note: Annex A is provided as a separate attachment.
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ANNEX B — BASIS OF PAYMENT

Note: Annex B will be inserted at Contract Award.
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ANNEX C - SECURITY REQUIREMENTS CHECK LIST

SRCL# P2P R12768 — Page 1 of 3

. ,* Government  Gouvernement Contract Nurber / Numéro du conlral

of Canada du Canada P2P R 12768

Security Classification { Classification de sécurité
unclassified

SECURITY REQUIREMENTS CHECK LIST (SRCL)
LISTE DE VERIFICATION DES EXIGENCES RELATIVES A LA SECURITE (LVERS
PART A - CONTRACT INFORMATION / PARTIE A - INFORMATION CONTRACTUELLE
fl. Originaling Govemment Depariment or Organizalion /

r 2. Branch or Dirgctorate / Direction générale ou Direction
Minislére ou organisme gouvememenlal d'origine __Shared Services Ganada (§5C) Data Centre Services Branch

3. a) Subcontract Number / Numéro du contrat de sous-traitance 3. b) Name and Address of Subconiractor/ Nom et ad du sous-raitant

4. Brief Description of Work / Breve description du travait

fnstall and test high-speed Xerax printers for the CRA Pdnt to Mall operations, The inlite! testing Is to be compieted at 876 Heron Rd, in Oliawa, and final installation and testing
to be done at the Prince Fdward Istand Tax Centre and the Winnipeg Tax Cenlre.

5. a) WAll the supplier require access {0 Gontrolled Goods? g No {' "] Yes
Le fournissaur aura-t-if accés & des marchandises coniroiées? Non (. {1 Oui
5. b) Wil the supplier require access to unclassified milffary technical data subject to the provisions of the Technicat Dala Control No Yes
Regulations? Non Qui

Le fournisseur aura-t-ll aceds & des données techniques militaires non classifiées qut sonl assujetties aux dispositions du Raglement

sur le conirdle des données techniques?

6. Indicate the type of access required / Indiquer le type d’accés requis

6. a) Will lhe supplier and Its employees require access to PROTECGTED and/or GLASSIEIED Information or assets? R No Yeos
Le foumisseur alnsi que les esmployés auront-ils acces a des renseignements ou & des blens PROTEGES et/ou CLASSIFIES? Non, Qui
{Specify the level of access using the chart in Questlon 7. ¢
(Précisor [e niveau d'accés en utilisant le tableau qul se trouve  fa question 7. ¢)

6. b) Will the supplier and Its employees (e.g. cleaners, maintenance personnel) require access to restricled accoss areas? No access {0 No v Yes
PROTECTED and/or GLASSIFIED Information or assets is permitted. Non Oul

Le fournisseur et ses employés (p. ex. nettoyeurs, personne( d'entretien) auront-lls accés a dos zones d'accss restreintes? L'accds

4 des renseign ts ou & des biens PROTEGES st/ou CLASSIFIES n'est pas

6. ) Is this a commerclal cousier ar delivery requirement with no overnight siorage? . No E Yos
S'agit-il d'un cortrat de messagerie ou do livraison jate sans posage de nuit? Non A0ul

7. a) indicate the type of Information that the supplier will be required to access / Indiquer le type dinformalion auquel le fournisseur devra avolr accés

Canada r,/—l L NATO / OTAN |_| l Forelgn / Btrangok l_—|

7. b) Release rostrctions / Rest s relalivos 4 Ja diffusion
No release restrctions All NATO countries No reiease restictions 5
Aucune restrictlon refative Tous les pays de 'OTAN A Aucune restriction relatlve [_ I .
4 1a diffuslon ata diffusion &
Not releasable D
A ne pas diffuser A
Restricted to: / Limité & : ﬂ Restricted to: / Limité & ; [:] Restricied to: / Limité & ; D
Specify country{ies): / Préciser le(s) pays : Specify country(ies): / Préciser la(s) pays : Specify country(ies): f Préciser le(s) pays :
7. ¢) Level of information / Nivea: rinformatlon
C‘&/“PROTECTED A ]’_ Ot NATO UNCLASSIFIED r i © | PROTECTED A EI
g PROTEGEA Ay NATO NON CLASSIFIE Al . | PROTEGEA
PROTECTED B D NATO RESTRICTED D ¥ PROTECTED B
PROTEGE B NATO DIFFUSION RESTREINTE | PROTEGE B
PROTECTED C D NATO CONFIDENTIAL | - PROTECTED C D
 PROTEGE G i NATO CONFIDENTIEL L] | PROTEGE C
CONFIDENTIAL EI NATO SECRET CONFIDENTIAL [:
CONFIDENTIFEL NATO SECRET - . CONFIDENTIEL
SEGRET l:l CDSMIC TOP SECRET E 3 SECRET E I
SEGRET GOSMIC TRES SECRET S| SECRET
TOP SECRET D -| TOP SECRET D
TRES SEGRET TRES SECRET .
TOP SEGRET (SIGINT) D TOP SECRET (SIGINT) D
TRES SEGRET (SIGINT) | TRES SECRET {SIGINT)
TBSISCT 350-103(2004/12) Securlly Classificalion / Classification de sécurité 3
. unclassified Cal-l ad.é.'
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Contract Number / Numéro du contrat

* Qovernment  Gouvernement
P2P R 12768

of Canada du Caneda

Security Classification / Classification de sécurité
unclassified

BRPART A (continued) | PARTIE A (suite}
8. Wil the suppher require access to PROTECTED and/or GLASSIFIED COMSEC informalion or assets?
Le fournisseur sura-t4l acces a des renselanements ou 4 des biens COMSEC déslgnés PROTEGES et/ou CLASSIFIES? oul

If Yes, indicate the leve! of sensitivity:
' No Yos
v Nun Oui

Dans ['sffirmative, indiquer le niveau de sensibllité :
9. Wili the supplier require access to extremely sensitive INFOSEC Information or assets?
Le fournisseur ayra-t-il accés a des renselgnements ou a des biens INFOSEC de nalure extrémemenl délicale?

Shart Tille(s) of materlal / Titre(s) abrégé(s) du matériel :
Document Number / Numéro du document :
PART B - PERSONNEL (SUPPLIER) / PARTIE B - PERSONNEL (FOURNISSEUR)

10, a) Personnel securnity screening leve! required / Niveau de controle de 12 sdcurité du personnel requls

RELIABILITY STATUS CONFIDENTIAL SECRET TOP SECRET
COTE DE FIABILITE CONFIDENTIEL SECRET TRES SECRET

D TOP SECRET- SIGINT NATO CONFIDENTIAL NATO SECRET D COSMIC TOP SECRET
TRES SECRET - SIGINT NATO CONFIDENTIEL NATO SECRET COSMIC TRES SECRET

SITE ACCESS

D ACCES AUX EMPLAGEMENTS
Speclal comments:
Commentalres spéclaux :

NOTE: If multiple levels of scieening are idenlifed, a Secudty Classification Guide musi be provided,
5 REMARQUE : Si plusleurs niveaux de contrdle de sécurita sont requis, un gulde de dassification de la sécurits dolt &ire fourni. T

R 10. b} May unscresned personnel be used for portions of the work? - Yes

¥ Du personnel sans autorisation sécuritaire paut-il se volr confier des parties du travail? . Non Oul

D Yos

Non L__ lOul

If Yes, will unscreened persunnel be escorted?
Dans l'affirmative, Je personnel en question sera-t-i escorté?

PART C - SAFEGUARDS {SUPPLIER) I PARTIE C - MESURES DE PROTECTION (FOURNISSEUR]
INFORMATION / ASSETS / RENSEIGNEMENTS / BIENS

11. a) Will the supplier be required to recefve and store PROTECTED and/or CLASSIFIED Informatiun or assets on Its site or Yes
premises? Oul
Le fournisseur sera-til tenu de recevol* ef d'entrepaser sur place des renselgnements ou des biens PROTEGES etfou
CLASSIFIES?

11. b) Will the supplier be required to safeguard COMSEC information or assets?
Le fournisseur sera-t-if lenu de protéger des renseignements ou des biens COMSEC?

Yes
. Non|___JOul

PRODUCTION
11. o} Wil the production (manufacture, andfor repair and/or modificaion) of PROTECTED and/or CLASSIFIED maierla] or equipment Yes
oceur at the supplier’s site or pramises? Oul
Les inslallations du foumisseur serviront-elles a la production {fabricatfon et/ou réparation effou modification) de matéﬂel PROTEGE
et/ou CLASSIFIE?
INFORMATION TEGHNOLOGY {IT) MEDIA / SUPPORT RELATIF A LA TECHNOLOGIE DE LINFORMATION (T1)
11. d) Will the suppiier be required to use its [T systems to eleclronleally process, produce or store PROTECTED and/or CLASSIFIED :0 ;35
on i

informatlon or data?
Le foumisseur sera-t-t tenu duliliser sos propres systémes Informatiques pour traiter, produire ou slucker 8&lectroniquement des
renseignements out des données PROTEGES et/ou CLASSIFIES?

11. ©) Will there be an électronic link between the suppller's IT systems and the govemment depatiment or agency?
Disposera-t-on d'un lien élecironique entre fe systdme informatique du fournisseur et celui du ministdre ou de I'agence
gouvemementale?

l:lYes
Non Oui

Securily Classification / Classification de sécurité
unclassified

TBSISCT 350-103(2004/12)

_ ~ Canadid
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Government  Gouvernement Contract Number / Numéro du coniral
I* of Canada du Canada P2P R 12768
Secunty Classification / Classification de sécurité

thad

und!

BART C - {ontinued / PARTIE C - (suite)
For users completing the form manually use lhe summary chart below to indicate the category(ies) and level(s) of safeguarding required at the suppller's

site(s) or premises.
Les utilisateurs qul remplissent le formulaire manuelloment dolvent utiliser le tableau récapitulalif ci-dessous pour indiquer, pour chaque catégorie, les

niveaux de sauvegarde requis aux installations du fourmisseur.

For users complting the form online (via the internet), the summary chart Is automatically populated by your respanses to previous questions.
Dans le cas des uthisateurs qui femplissent le formulalre en ligne (par inlemet), les réponses aux queslions précédentes sont automatiquement saisles

dans le tahlaau récapitulatif.
SUMMARY GHART / TABLEAU RECAPITULATIF

category PROTECTED GLASSIFIEQ NATO COMSEL
Catégorie PROTEGE CLASSIFIE:
Tap NATO NATO NATO | coavic - Top
A B {C | CONFIDENTIAL | SECRET [ SECRET [ RESTRICTED | CONFIDENTIAL | SECRET Top _| Conroznma, | SEcRer | Secrer
SECRET
CoNFiDENTIEL TRES NATO NATO cesmc  |A B |G | CONFIDENTIEL TRES
SECRET | OIFFUSION | GONFIDENTIAL Tats SECRET
RESTREWYE SECRET
Information / Assets
Ren. ements / Bians|
Production
| T Meda 1
[Support Tt :
T Link /
\Jen dlecironiqua e
12. a) Is he descriptlon of the work contalned within this SRGL PROTECTED and/or CLAGSIFIED? ! . No Yes
Non Oui

La description du travail visé par la présente LVERS est-elle de nature PROTEGEE et/ou CLASSIFIEE?

If Yes, classify this form by annotating the top and boftom in the arez entitled “Se curity Glassification”.
Dans "affirmatlve, classifier le présent formufaire en indiquant le niveau de sécurité dans la case intitulde
« Classificatlon de sécurité » au haut et au bas du formulaire. '

12, b) Wilf the documentation attached o this SRCL be PROTECTED and/ar CLASSIFIED? s 7 . No Yes
La documentation associée & ia présents LVERS sera-t-elle PROTEGEE et/ou CLASSIFIEE? Non Oui

If Yos, classify this fonn by annotating the top and bottom in the area entlt'led “Security Classification” and indicate with

attachments (e.g. SECRET with Attachments). v
Dans I'affirmative, classifier le présent formulaire en indiquant le niveau da sécurité dans la case intitulée
« Classification de sécurité » au haut et au bas du formulaire et indiguer qu’il y a des pldces jointes (p. ex. SECRET avec

des pléces jointes).

T

THSISCT 350-103(2004/12) Secunily Classiiicalion / Classification de sécurile J Canad'é'_
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ANNEX D - SCSI SUBMISSION FORM

Note: Annex D is provided as a separate attachment.
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ANNEX F — FEDERAL CONTRACTORS PROGRAM FOR EMPLOYMENT EQUITY -
CERTIFICATION

I, the Bidder, by submitting the present information to the Contracting Authority, certify that the
information provided is true as of the date indicated below. The certifications provided to Canada are
subject to verification at all times. | understand that Canada will declare a bid non-responsive, or will
declare a contractor in default, if a certification is found to be untrue, whether during the bid evaluation
period or during the contract period. Canada will have the right to ask for additional information to verify
the Bidder's certifications. Failure to comply with such request by Canada will also render the bid non-
responsive or will constitute a default under the Contract.

For further information on the Federal Contractors Program for Employment Equity visit HRSDC-Labour’s
website.

Date: (YYYY/MM/DD) (If left blank, the date will be deemed to be the bid solicitation closing
date.)

Complete both A and B.

A. Check only one of the following:

( ) Al. The Bidder certifies having no work force in Canada.
( ) A2. The Bidder certifies being a public sector employer.

() A3. The Bidder certifies being a federally regulated employer being subject to the Employment
Equity Act.

( ) A4. The Bidder certifies having a combined work force in Canada of less than 100 employees
(combined work force includes: permanent full-time, permanent part-time and temporary
employees [temporary employees only includes those who have worked 12 weeks or more
during a calendar year and who are not full-time students]).

A5. The Bidder has a combined workforce in Canada of 100 or more employees; and

( ) A5.1. The Bidder certifies already having a valid and current Agreement to Implement
Employment Equity (AIEE) in place with HRSDC-Labour.
OR
( ) A5.2. The Bidder certifies having submitted the Agreement to Implement Employment Equity
(LAB1168) to HRSDC-Labour. As this is a condition to contract award, proceed to
completing the form Agreement to Implement Employment Equity (LAB1168), duly
signing it, and transmit it to HRSDC-Labour.

B. Check only one of the following:

( ) B1l. The Bidder is not a Joint Venture.

OR

( ) B2. The Bidder is a Joint venture and each member of the Joint Venture must provide the

Contracting Authority with a completed annex Federal Contractors Program for Employment
Equity - Certification. (Refer to the Joint Venture section of the Standard Instructions)
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FORM 1 - BID SUBMISSION FORM

Bidder’s full legal name

[Note to Bidders: Bidders who are part of a
corporate group should take care to identify
the correct corporation as the Bidder.]

Authorized Representative of Bidder for
evaluation purposes (e.g., clarifications)

Name

Title

Address

Telephone #

Fax #

Email

Bidder’s Procurement Business Number (PBN)
[see the Standard Instructions 2003]

[Note to Bidders: Please ensure that the PBN
you provide matches the legal name under
which you have submitted your bid. If it does
not, the Bidder will be determined based on
the legal name provided, not based on the
PBN, and the Bidder will be required to submit
the PBN that matches the legal name of the
Bidder.]

Jurisdiction of Contract: Province in Canada the
bidder wishes to be the legal jurisdiction
applicable to any resulting contract (if other than
as specified in solicitation)

Number of FTEs [Bidders are requested to
indicate, the total number of full-time-equivalent
positions that would be created and maintained by
the bidder if it were awarded the Contract. This
information is for information purposes only and
will not be evaluated.]

Security Clearance Level of Bidder

[include both the level and the date it was granted]
[Note to Bidders: Please ensure that the
security clearance matches the legal name of
the Bidder. If it does not, the security
clearance is not valid for the Bidder.]

On behalf of the Bidder, by signing below, | confirm that | have read the entire bid solicitation including
the documents incorporated by reference into the bid solicitation and | certify that:
1. The Bidder considers itself and its products able to meet all the mandatory requirements described in

the bid solicitation;

2. This bid is valid for the period requested in the bid solicitation;
3. All the information provided in the bid is complete, true and accurate; and
4. If the Bidder is awarded a contract, it will accept all the terms and conditions set out in the resulting

contract clauses included in the bid solicitation.

Signature of Authorized Representative of
Bidder
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FORM 2 — SUBSTANTIATION OF TECHNICAL COMPLIANCE FORM

Note: Form 2 is provided as a separate attachment.
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FORM 3 — FINANCIAL BID PRESENTATION SHEET

Note: Form 3 is provided as a separate attachment.
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FORM 4 — OEM CERTIFICATION FORM

Form 4
OEM Certification Form
This confirms that the original equipment manufacturer (OEM) identified below has authorized the
Bidder named below to provide and maintain its products under any contract resulting from the bid

solicitation identified below.

Name of OEM

Signature of authorized signatory of OEM

Print Name of authorized signatory of OEM

Print Title of authorized signatory of OEM

Address for authorized signatory of OEM

Telephone no. for authorized signatory of OEM

Fax no. for authorized signatory of OEM

Date signed

Solicitation Number

Name of Bidder

Page 54 of 57



Solution components within red dotted
box considered in scope for SCSI
submission
*|T Product List
*Subcontractor List
*Reference Architecture

ANNEX E - SCI SCOPE DIAGRAM

Internet, PSTN, or

GC other external
Network commercial
infrastructure
>

External
__Subcontractors _ _ _

Internal
Subcontractors

Reference Architecture
should clearly indicate
demarcation lines
between external and
internal regions

Interconnection Points &
Perimeter Protection
Devices & Services

Portion of the Bidder’s network
related to RFP
“Portion of the Bidder’s network
Not related to RFP

Billing, HR

& Admin
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