SRCLU QO 5749

Govenment  Gouvernement Contract Number / Numéro du contrat
l * of Canada du Canada

Security Classification / Classification de sécurité

SECURITY REQUIREMENTS CHECK LIST (SRCL)

LISTE DE VERIFICATION DES EXIGENCES RELATIVES A LA SECURITE (LVERS
PART A - CONTRACT INFORMATION / PARTIE A - INFORMATION CONTRACTUELLE

1. Originating Government Department or Organization / 2. Branch or Directorate / Direction générale ou Direction

Ministére ou organisme gouvernemental d’origine Al PR-O — D\ \/

3. @) Subcontract Number / Numéro du contrat de sous-traitance 3. b) Name and Address of Subcontractor / Nom et adresse du sous-traitant

4. Brief Description of Work / Bréve description du travail

Instal) Pl Reader > Fnouong Sofc o 1O

5. a) Will the supplier require access to Controlied Goods? ZI No Yes
Le foumisseur aura-t-if accés a des marchandises controlées? Non Oui

5. b) Will the supplier require access to unclassified military technical data subject to the provisions of the Technical Data Control __\7| No Yes
Regulations? Non Oui
Le foumisseur aura-t-il accés a des données techniques militaires non classifiées qui sont assujetties aux dispositions du Reéglement
sur e contréle des données techniques?

6. Indicate the type of access required / indiquer le type d’accés requis

6. a) Will the supplier and its employees require access to PROTECTED and/or CLASSIFIED information or assets? D No @Ves
Le foumnisseur ainsi que les employés auront-ils accés a des renseignements ou a des biens PROTEGES et/ou CLASSIFIES? Non Oui
(Specify the level of access using the chart in Question 7. c) Q.
(Préciser le niveau d’acces en utilisant le tableau qui se trouve a la question 7. ¢) ‘

6. b) Will the supplier and its employees (e.g. cleaners, maintenance personnel) require access to restricted access areas? No access to B No Yes
PROTECTED and/or CLASSIFIED information or assets is permitted. Non Oui

Le foumisseur et ses employés (p. ex. nettoyeurs, personnel d’entretien) auront-ils accés a des zones d’acces restreintes? L'accés
a des renseignements ou & des biens PROTEGES et/ou CLASSIFIES n'est pas autorise. ]

6. c) Is this a commercial courier or delivery requirement with no overnight storage? No Yes
S’agit-il d’'un contrat de messagerie ou de livraison commerciale sans entreposage de nuit? Non Oui

7. a) Indicate the type of information that the supplier will be required to access / Indiquer le type d'information auquel le fournisseur devra avoir acceés

Canada I I NATO / OTAN l I Foreign / Etranger | l
7. b) Release restrictions / Restrictions relatives a la diffusion
No release restrictions All NATO countries No release restrictions
Aucune restriction relative ‘:I Tous les pays de 'OTAN Aucune restriction relative I:l
a la diffusion a la diffusion
Not releasable |:|
A ne pas diffuser
Restricted to: / Limité & : D Restricted to: / Limité a: D Restricted to: / Limité a : D
Specify country(ies): / Préciser le(s) pays : Specify country(ies): / Préciser le(s) pays : Specify country(ies): / Préciser le(s) pays :
7. ¢) Level of information / Niveau d'information
PROTECTED A D NATO UNCLASSIFIED I:I PROTECTED A I:I
PROTEGE A NATO NON CLASSIFIE PROTEGE A
PROTECTED B I:’ NATO RESTRICTED PROTECTED B D
PROTEGE B J NATO DIFFUSION RESTREINTE PROTEGE B
PROTECTED C [:'l NATO CONFIDENTIAL D PROTECTED C I:l
PROTEGE C NATO CONFIDENTIEL PROTEGE C L
CONFIDENTIAL D NATO SECRET D CONFIDENTIAL D
CONFIDENTIEL ] NATO SECRET CONFIDENTIEL
SECRET I:I COSMIC TOP SECRET D SECRET L—_|
SECRET COSMIC TRES SECRET SECRET
TOP SECRET TOP SECRET D
TRES SECRET | TRES SECRET
TOP SECRET (SIGINT) TOP SECRET (SIGINT) D
TRES SECRET (SIGINT) TRES SECRET (SIGINT)
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l Government  Gouvernement Contract Number / Numéro du contrat
* of Canada du Canada

Security Classification / Classification de sécurité

PART A (continued) | PARTIE A (suite)

8. Will the supplier require access to PROTECTED and/or CLASSIFIED COMSEC information or assets? No Yes
Le foumisseur aura-t-il accés a des renseignements ou & des biens COMSEC désignés PROTEGES et/ou CLASSIFIES? Non Oui
If Yes, indicate the level of sensitivity:
Dans I'affirmative, indiquer le niveau de sensibilité :

9. Will the supplier require access to extremely sensitive INFOSEC information or assets? No Yes
Le foumisseur aura-t-il accés a des renseignements ou & des biens INFOSEC de nature extrémement délicate? Non Oui

Short Title(s) of material / Titre(s) abrégé(s) du matériel :

Document Number / Numéro du document :

PART B - PERSONNEL (SUPPLIER) //IPARTIE B - PERSONNEL (FOURNISSEUR)

10. a) Personnel security screening level required / Niveau de contrdle de la sécurit¢ du personnel requis

D RELIABILITY STATUS CONFIDENTIAL SECRET TOP SECRET
COTE DE FIABILITE CONFIDENTIEL SECRET TRES SECRET
I:I TOP SECRET- SIGINT NATO CONFIDENTIAL NATO SECRET D COSMIC TOP SECRET
TRES SECRET - SIGINT NATO CONFIDENTIEL NATO SECRET COSMIC TRES SECRET

SITEEACCESS R
ACCES AUX EMPLACEMENTS ~
TAL with Bcext,
e e i ~FA-3-EscoTt ot TeireT
Commentaires spéciaux :

NOTE: If multiple levels of screening are identified, a Security Classification Guide must be provided.
REMARQUE : Si plusieurs niveaux de contrble de sécurité sont requis, un guide de classification de la sécurité doit étre fourni.

e

10. b) May unscreened personnel be used for portions of the work? Yes
Du personnel sans autorisation sécuritaire peut-il se voir confier des parties du travail? Qui
If Yes, will unscreened personnel be escorted? es
Dans l'affirmative, le personnel en question sera-t-il escorté? Quii

PART C - SAFEGUARDS (SUPPLIER) / PARTIE-C - MESURES DE |PROTECTION (FOURNISSEUR) i

INFORMATION / ASSETS / RENSEIGNEMENTS /BIENS

11. a) WIll the supplier be required to receive and store PROTECTED and/or CLASSIFIED information or assets on its site or |Z| No Yes
premises? Non Oui
Le foumisseur sera-t-il tenu de recevoir et d’entreposer sur place des renseignements ou des biens PROTEGES et/ou
CLASSIFIES?

11. b) Will the supplier be required to safeguard COMSEC information or assets? EI No Yes
Le foumisseur sera-t-il tenu de protéger des renseignements ou des biens COMSEC? Non Oui

PRODUCTION

11. ¢) Will the production (manufacture, and/or repair and/or modification) of PROTECTED and/or CLASSIFIED material or equipment No Yes
occur at the supplier’s site or premises? Non Oui
Les instailations du foumisseur serviront-elles a la production (fabrication et/ou réparation et/ou modification) de matériel PROTEGE
et/lou CLASSIFIE?

INFORMATION TECHNOLOGY (IT) MEDIA / SUPPORT RELATIF A LA TECHNOLOGIE DE L'INFORMATION (TI)

11. d) Will the supplier be required to use its IT systems to electronicaily process, produce or store PROTECTED and/or CLASSIFIED No Yes_s
information or data? Non Oui
Le foumisseur sera-t-il tenu d'utiliser ses propres systémes informatiques pour traiter, produire ou stocker électroniquement des
renseignements ou des données PROTEGES et/ou CLASSIFIES?

11. ) Will there be an electronic link between the supplier’s IT systems and the govemment department or agency? No Ye_s
Disposera-t-on d’un lien électronique entre le systéme informatique du foumnisseur et celui du ministére ou de 'agence Non Oui
gouvemementale?

TBS/SCT 350-103(2004/12) Security Classification / Classification de sécurité
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Contract Number / Numéro du contrat

l* Government  Gouvernement
of Canada du Canada

Security Classification / Classification de sécurité

PART C - (continued) | PARTIE C - (suite)

For users completing the form manually use the summary chart below to indicate the category(ies) and level(s) of safeguarding required at the suppliers
site(s) or premises.

Les utilisateurs qui remplissent le formulaire manuellement doivent utiliser le tableau récapitulatif ci-dessous pour indiquer, pour chaque catégorie, les
niveaux de sauvegarde requis aux installations du fournisseur.

For users completing the form online (via the Internet), the summary chart is automatically populated by your responses to previous questions.
Dans le cas des utilisateurs qui remplissent le formulaire en ligne (par Internet), les réponses aux questions précédentes sont automatiquement saisies

dans le tableau récapituiatif.
SUMMARY CHART / TABLEAU RECAPITULATIF

Category PROTECTED CLASSIFIED NATO COMSEC
Catégorie PROTEGE CLASSIFIE
TorP NATO NATO NATO COSMIC PROTECTED TorP
A B C CONFIDENTIAL SECRET SECRET RESTRICTED CONFIDENTIAL SECRET Tor PROTEGE CONFIDENTIAL SECRET SECRET
SECRET
CONFIDENTIEL TRES NATO NATO COosMIC A B (4 CONFIDENTIEL TRES
SECRET DIFFUSION CONFIDENTIEL TRES SECRET
RESTREINTE SECRET

Information / Assets
Renseignements / Biens

Production

IT Media /

iSupporltaTI

IT Link /

Lien électronique

12. a) Is the description of the work contained within this SRCL PROTECTED and/or CLASSIFIED? . No Yes
La description du travail visé par la présente LVERS est-elle de nature PROTEGEE et/ou CLASSIFIEE? v Non Oui
If Yes, classify this form by annotating the top and bottom in the area entitled “Security Classification”.
Dans Faffirmative, classifier le présent formulaire en indiquant le niveau de sécurité dans la case intitulée
« Classification de sécurité » au haut et au bas du formulaire.

12. b) Will the documentation attached to this SRCL be PROTECTED and/or CLASSIFIED? . No Yes
La documentation associée a la présente LVERS sera-t-elle PROTEGEE et/ou CLASSIFIEE? v Non Oui

If Yes, classify this form by annotating the top and bottom in the area entitled “Security Classification” and indicate with

attachments (e.g. SECRET with Attachments).
Dans I'affirmative, classifier le présent formulaire en indiquant le niveau de sécurité dans la case intitulée
« Classification de sécurité » au haut et au bas du formulaire et indiquer qu’il y a des piéces jointes (p. ex. SECRET avec

des piéces jointes).

TBS/SCT 350-103(2004/12) Security Classification / Classification de sécurité Cana dﬁ
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'Nam(p'i'r) Nom (en leftres moulées) c Tille ~Titre -,

) ) 7 Numéro du contrat
1.*' Government  Gouvernement Cortract Number / Numero _
| of Canada du Canada

~=—Securty Classification / Classification de sécurité

PART D - AUTHORIZATION / PARTIE D - AUTORISATION
3. Organization Project Authority / Chargé de projet de 'organisme

y\e\h& YoveN - (L{N\ \Mﬁmfmos

3 [ Facsimile No. - N° d wé i J&maladdr Ad Z Dat -
qetetei e acsimile N e copteur Ké\ﬂﬂesaﬁxs;ggr@ $‘Z;Z(/ G'(/ (,A

4. Orgdhization Secufity onty / RESponsapie ae 1a Sevune ue & v ganisme

Narne (print) - Nom {en letires moulées) Title - Tire : . | Signature
Teri BOYCHUK ) : o .
Team Leader Parsonnel Secumy -

Yes
Ooul .

F No. - é phone | Facsimile No. - N’ de télécopieur | E-mail address - Adresse cour i
‘ ﬁﬁ i’ﬁ(n 3N S o0
1 )

. Are there additiona! mstmdlons (e.g. Securnity GUIde, SecurityClassification Guxde) aftached?
Des instructions suppiémentaires (p. ex. Guide de sécurité, Guide de classification de la secumé) sont-eifes jointes?

6. Prociurement Officer / Agent d' approvismnnement

Name (print) - Nom (en lettres moulées) | Title - Tive - - : . ' ' Signature
Shawn Balaski - Procurement Offlcer & Contracting Authorlty .
Telephone No. - N° de téléphone Facsimile No. - N de !é!écopieur | E-mail address - Adresse courniel Date . ]
780-670-8592 780-454-4527 shawn m. balaskl@rcmp-grc gcca
7. Contracting Security Authority / Autorité contraclante en mauere de séounite ’ )
Name (print) - Nom {en lettres moulées) Title - Tire - : . .. | signature
~ Tem BOYCHUK . : :
b Team Leader Personnet Securlty _— ‘ ) .
. _NWR Deparimental Security - _ 011 V'MILL

Telephone No. - N de télaphone Facsimile No. - N° dc télécopieur | E-mail address - Adresse courrie it l()§te

DIFDRG

TBS/SCT 350-103(2004/12) Security Classification / ct;'ssmmudn;&e socunis

Canadi
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Page 1 of 1

NWR Personnel Security / RNO Sécurité du personnel (RMCP/GRC) - SRCL Requirement
- ALPR D Division

From: IT_Procurement_DDIV

To: NWR Personnel Security / RNO Sécurité du personnel (RMCP/GRC)
Date: 2017/09/25 7:37 AM

Subject: SRCL Requirement - ALPR D Division

Attachments: D3676 SRCL ALPR.pdf; IT_Procurement_DDIV.vcf

Good morning,

Please see the attached SRCL. We will be setting up a contract after sending it out for tendering, we are not sure
who the supplier with the winning bid is yet, but the requirement is for Automated Licence Plate Readers, and
the security side of it is we are requesting that the chosen supplier come to the premises to show the staff in Post

Garage how to install the first one.

Please let me know if you need anything else.

Corinna Stimpson

IT Assets Manager

Informatics Branch RCMP "D" Division
E: Corinna.Stimpson@rcmp-grc.gc.ca
T: 204.983.4139 | C: 204.227.6854

file:///C:/Users/000279793/AppData/Local/Temp/1/XPgrpwise/S9C8B231FDiv_ReginaF... 2017/09/25



NorthWest RCMP Security Requirements for
Contracts and SRCL'’s

RE: SRCL# 201711125745. Install License Plate reader, contractor to provide demonstration to the
employees of the Post Garage “on premises”. FA2 with Escort.

General Security Requirements

All contractors and sub-contractors employed on this contract must support the RCMP’s security
environment by complying with the directives described in this document.

1. Physical access is restricted to those specific areas of RCMP facilities required to meet the
contract’s objectives.

2. No Protected or Classified information or other assets will be removed from the RCMP facility
without the approval of the Departmental representative or technical authority. If approved the
transport and/or transmittal must comply with the security requirements identified in the
RCMP’s Transport and Transmittal Guide.

3. Restricted items such as cameras, mobile telephones, and audio/visual devices will be
surrendered to the main security desk upon arrival at any RCMP facility unless prior written
approval has been obtained.

4. |f applicable the contractor must hold a valid Document Safeguarding Capability (DSC).

5. The information disclosed under this contract will be administered, maintained, and disposed of
in accordance with RCMP Security Policies and the Policy on Government Security.

6. The contractor will promptly notify the RCMP of any unauthorized use or disclosure of the
information exchanged under this contract and will furnish the RCMP with details of the
unauthorized use or disclosure.

7. The contractor will be responsible for advising the RCMP of any changes in personnel security
requirements. le: Cleared personnel leaving the company or no longer supporting the RCMP
contract, new personnel requiring a clearance and personnel requiring clearance renewal.

8. All contractor personnel will be required to obtain and maintain a personnel security clearance
commensurate with the sensitivity of the work being performed throughout the life cycle of the
contract (in accordance with the provisions of the SRCL).

9. As this contract includes document safeguarding, RCMP will review the contractor site and
forward recommendations for the handling of their Protected Information. It will be the final
approval of RCMP, for both Physical and IT safeguarding measures that all measures are in place
before work can commence.



NorthWest RCMP Security Requirements for
Contracts and SRCL'’s

10. No un-cleared personnel will be allowed access to the protected information on this
requirement. Any such access is considered a Breach of Security and must be reported to the
RCMP immediately. The matter will then be investigated and dealt with through the proper
RCMP channels.

Personnel Security Requirements

RCMP Facility Access, Level |, 1i, lll & IV

For contractors who only require access to an RCMP facility and will not have access to
protected or classified information, systems, assets and facilities. In this scenario, the RCMP
wishes to conduct local law enforcement checks only. For PWGSC procurement purposes, this should be
identified in the contractual documents.

Contractor personnel must submit to local law enforcement verification by the RCMP, prior to
admittance to the facility or site. The RCMP reserves the right to deny access to any facility or site or part
thereof to any contractor personnel, at any time.

When the RCMP requires Facility Access Level 1 or 2; the successful Bidder, Contractor will submit the
following to the RCMP:

1. Form TBS 330-23
2. Copy of Government issued, signature bearing photo |dentification (Front and Back)

When the RCMP requires Facility Access Level 3 or 4; the successful Bidder, Contractor will submit the
following to the RCMP:

1. Form TBS 330-23
2. Form TBS 330-60
3. Copy of Government issued, signature bearing photo Identification (Front and Back)
4. Two sets of fingerprints
The RCMP:

1. Will conduct local law enforcement checks.
is responsible for escorting requirements on its facilities or sites

3. Does not require organizational or personnel security clearances for suppliers and/or
contractors providing services.

4. Will complete the PWGSC Requisition Form 9200 to indicate the security requirement with no
SRCL.



NorthWest RCMP Security Requirements for
Contracts and SRCL'’s

RCMP Reliability Status (RRS), Secret or Top Secret Clearance

For contractors who require access to RCMP protected information, systems, assets and/or
facilities. In this scenario, the RCMP wishes to conduct all checks required for obtaining an RRS. For
PWGSC procurement purposes, this should be identified in the contractual documents.

Contractor personnel must submit to verification by the RCMP, prior to being granted access to Protected
or Classified information, systems, assets and/or facilities. The RCMP reserves the right to deny access to
any of the above to any contractor personnel, at any time.

When the RCMP identifies a requirement for RRS or a security clearance; the successful Bidder,
Contractor will submit the following to the RCMP:

Form TBS 330-23

Form TBS 330-60

Form 1020-1 (Security Interview)

Two pieces of Government issued, signature bearing, photo identification (Birth Certificate and
Driver’s licence)

Two sets of fingerprints

Working Visa (where applicable)

7. Two passport photographs

el O

o v

The RCMP:

1. will conduct personnel security screening checks above the Policy on Government Security
requirements

2. is responsible for escorting requirements on its facilities or sites

3. will security screen any Key Senior Officials (KSOs) identified by CISD (requirement for Classified
information)
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NWR Personnel Security / RNO Sécurité du personnel (RMCP/GRC) - Re: SRCL
Requirement - ALPR D Division

From: IT_Procurement_DDIV

To: NWR Personnel Security / RNO Sécurité du personnel (RMCP/GRC)
Date: 2017/09/27 6:49 AM

Subject: Re: SRCL Requirement - ALPR D Division

Attachments: [T_Procurement_DDIV.vcf

Post Garage 1091 Portage Avenue, Winnipeg, MB "D" Division.

Corinna Stimpson

IT Assets Manager

Informatics Branch RCMP "D" Division

E: Corinna.Stimpson@rcmp-gre.ge.ca

T: 204.983.4139 | C: 204.227.6854

>>> On 2017/09/25 at 4:04 PM, in message <59C96F4E.2F1 : 253 : 8860>, NWR Personnel Security / RNO
Sécurité du personnel (RMCP/GRC) wrote:

Afternoon Corinna,

Just wanting to clarify where the work will take place? le. which detachment, office etc (location)

Thanks,
Renee

>>> [T_Procurement_DDIV 2017/09/25 7:37 AM >>>
Good morning,

Please see the attached SRCL. We will be setting up a contract after sending it out for tendering, we are not
sure who the supplier with the winning bid is yet, but the requirement is for Automated Licence Plate
Readers, and the security side of it is we are requesting that the chosen supplier come to the premises to
show the staff in Post Garage how to install the first one.

Please let me know if you need anything else.

Corinna Stimpson

IT Assets Manager

Informatics Branch RCMP "D" Division
E: Corinna.Stimpson@rcmp-grc.gc.ca
T:204.983.4139 | C: 204.227.6854

file:///C:/Users/000262812/AppData/Local/Temp/2/XPgrpwise/59CB49DEFDiv_Regina... 2017/09/27



