RFP No - N° de DDP Amd. No. - N° de la modif.
19379/A 001

24/7 IT INCIDENT MANAGEMENT
For
Security Operations Center
REQUEST FOR PROPOSAL

AMENDMENT NO. 1

This RFP amendment No. 1 is raised to;

1- Publish Canada’s responses to Industry questions received during the question period;
and

2- Revise Annex C of the RFP ‘Security Requirements Check list’ to reflect complete
SRCL.

1. Publish Canada's responses to Industry questions received during the question period.

Question Answer
Q.1 M1 item d) - Page 47 of 55 in some instances bidders have requested based
Would Canada please clarify what is meant by on prior specific contract security
reference number? Would a complete list of previsions permission to provide rather than an

resources on one task authorization be sufficient? | actual resource names a unique reference
number.

A complete list of resources on one task
authorization qualifies as long as all sought
additional information is provided.

a) The name of the client organization

b) Contract number; and Bidder name

c) The period of the contract, i.e. start and
end date (month/year)

d) Identify resource by name OR reference
number

e) TPIBS category or equivalent

f) Total billable days per category

Q.2 SRCL - Page 43 of 55 The full SRCL is provided below in this
Would Canada please provide the full 4 pages of amendment.

the SRCL, only the first page was attached.

Q.3 Due to the upcoming March Break and No extension will be granted at this time.

government year end, would Canada please grant
a 1 week extension to the current closing date of
March 16.
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Q.4 Please refer to ATTACHMENT 1 TO PART 4, | Confirmed.
Evaluation Criteria, Mandatory and Point Rated
Criteria.

Under Point Rated Criteria, R.1 Corporate
Experience Proposing Key IT Security Incident
Management Specialist Resources, the table on
p. 50 begins with three mandatory requirements.
Please confirm that these three requirements
were inadvertently placed in the point rated
criteria and should appear under the Mandatory
Requirements heading.

Q.5 Please refer to 3.2 PART 3- BID Confirmed.
PREPARATION INSTRUCTIONS, SECTION I:
TECHNICAL BID (iv) (A) Proposed resources
may be employees of the Bidder or employees of
a subcontractor, or these individuals may be
independent contractors to whom the Bidder
would subcontract a portion of the Work (refer to
Part 6, Certifications).

Please confirm that this note refers to
Certifications in Part 5, not in Part 6.

2. At Annex C of the RFP ‘Security Requirements Check list’, REVISE as follows;
DELETE: the previous version in its entirety; and

INSERT: following new Sub-section;
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Government  Gouvernemsnt Contract Muinber / Numéro du contrat
.* of Ganada dii Canada Comman PS SRCL#19

Security Classification / Classificafion de sécurlté
UNCLASSIFIED

SECURITY REQUIREMENTS CHECK LIST {SRCL)
LISTE DE VERIFIGATION DES EXIGENCES RELATIVES A LA SECURITE (LVERS
FART A - CONTRACT INFORMATION | PARTIE A - INFORMATION CONTRACTUELLE
H. Originating Government Department or Grganization/ & s \werks and Government Ssnicss 2. Branch or Direciorate / Direction générale ou Direction
Ministére cu crganisme gouvememeanial d'origine Canada Acquisiions Branch

[3. a) Subcontract Mumber / Numero-du conlral de sous-traitance 3. b) Name and Addrass of Subcontracter f Mom et adresse du sous-traitant

4. Brief Descripfion of Work / Bréve description du travail
Professional Sendess - Standing Offers and Supply Arrangements

5. &) Will the supplier require access to Controlisd Goods? No Yes
Le fournisseur aurs-Hl aceés 3 das marchandises controlées? Mon Oui
5. by Wall the supplier require access 10 unclassified military technical data subject fo the provisions of the Technical Data Conlrol No Yes
Regulations? Non Oui

Le fournisseur aura--il accés & des donnéss lechnigues millaires non classifiges qui sont assujetties aux dispositions du Réglement
sur le contréle des données techniques?
B. Indicate the lype of access required / Indiquer le lype d'acces requis

. a) Will the supplier and ii= employees require access to PROTECTED andior CLASSIFIED Information or assets? Mo

Le fourmisseur ainsl que fes employés suront-ils accés & des renseignemeants ou & des biens PROTEGES elfou CLASSIFIES? Mon

(Specify the lavel of access using the chart in Question 7. g}

{Préciser le niveau d'accéds en ullisant le tableau qui se trouve & [a question 7. ¢}

B. 1) Will the supplier and ils employees (e.g. cleaners, maintenance personnel) require access to restricted access areas? Mo access to . Ma I:IYes

PROTECTED andfor CLASSIFIED information or assets Is parmiitsd. Man Oui

Le foumnisseur st ses employés (p. ex. nettoyeurs, personngl 4 'entratien) aurent-ils accés & des zones d'acces resireintes? L'accés

4 des renzelgnements ou 4 des biens PROTEGES etlou CLASSIFIES st pas autarisé,

6. c) [s Ihis a commercial courier or delivery requirement with no ovemight storage? Na Yes
S'agitll &'un contrat de messagerie ou de Awalson commerciale sans entreposage de nuit? Man Oui

7. &) Indicate the of information that the lier will be required lo access / Indiguer |2 type d'information auguel e fournisseur devra aveir accés
canada [/ NATO [ OTAN | Foreign / Etranger D

Yes
Cui

7, b} Rel restrictions [ Restriclions relativas 4 la diffusion
Mo release restrictions All NATO countries Mo release restrictions
Aucune restriction relative Tous les pays de MOTAN Aucuns restriction relative D
 la diffusion > a4 |a diffusion
Not releasable
A ne pas difiuser I:I
Resfricted to: / Limité a : D Restricted to: f Limité a D Restricted fo: / Limilé a: D
Specily countryfies): / Préciser ie(s) pays | Specify couniryfies): / Préciser les) pays : Specify coundry{les). / Praclser le(s) pays
I7. c} Level of [nfi 1/ Niveau d'information
PROTECTED A AT NATO UNCLASSIFIED D PROTECTED A D
PROTEGE A NATD NON CLASSIFIE PROTEGE A
PROTECTED B NATO RESTRICTED PROTECTED B I:] P
FROTEGE B MATO DIFFUSION RESTREINTE PROTEGE B
1 PROTECTED C NATO CONFIDENTIAL D PROTECTED C D
PROTEGE G NATO CONFIDEWTIEL PROTEGE C
CONFIDEMTIAL NATO SECRET I:I CONFIDENTIAL l:l
CONFIDENTIEL NATO SECRET CONFIDENTIEL
SECRET COSMIC TOP SECRET I:l SECRET l:l
SECRET COSMIC TRES SECRET SECRET
TOP SECRET D TCP SECRET D
TRES SECRET A TRES SECRET
TOR SECRET (SIGINT) D TOP SECRET (SIGINT) D
TRES SECRET (SIEINT) TRES SECRET (SIGINT) ;
TBSISCT 350-103(2004/12) Security Clagsification / Classificatien de sécurité
ihesszare Canadd
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( {

l*l . e Gf»cuvemament Confract Number § Numéro du contrat
of Canada dui Canada Common PS SRCL#19

Security Classification / Classificalion e sécurité
UNCLASSIFIED

ART A-(continuwed) | PARTIE A {suite)
8. Will the supglier require access to FROTECTED and/or CLASSIFIED COMSEQD informatian or assets?

Short Title(s) of material § Tiira(s) abrége(s) du maténel :
Document Number / Numéro du document :

JFART B - PERSONNEL (S R
10. a) Personnel security screening ievel reg

B -PE OURNISSEUHRY -
uired | Niveau de contrdle de la sécurité du perscnnel requis

SITE AGCESS
D ACCES AUX EMPLACEMENTS

Special comments:
Commentaires spéaiax @

RELIABILITY STATUS CONFIDENTIAL SECRET I:l TOP SECRET
COTE DE FIABILITE CONFIDENTIEL SECRET TRES SECRET

I:I TOP SECRET—SIGINT NATO CONFIDENTIAL NATCO SECRET COSMIC TOF SECRET
TRES SECRET — SIGINT NATO CONFIDENTIEL NATO SECRET | COSMIC TRES SECRET

No Yes
Le foumisseur aura-t-il accés 4 des renseignements ou & des blens COMSEC désignés PROTEGES etfou CLASSIFIES? Non Ol
If Yes, indicaie the level of sensitivity:
Dans l'afiirmative, indiguer le niveau de sensibilits : - )
. Will the supplier require access to exlremely sensitive INFOSEC information or assels? . Na D‘l’es
Le fournisseur aura-i-il accés & des renselgnemants ou A das biens (INFOSEC de nature exirémement délicate? Man Oui

NOTE: | mulliple levels of screening are identified, a Security Classificafion Guide must be provided.
REMARQUE : 5i plusisurs niveaux de contrale de sécurité sont requis, un guide de classificalion de la sécurlté doit &tre fourni.

PART C - SAFEGUARDS (SUPPLIER) | PARTIE C - MESURES DE PROTEG
INFORMATION [ ASSETS | RENSEIGNEMENTS/BIENS

TION (FOURNISSEUR)

11. &) Wil the supplier be reguired to receive and store PROTECTED and/or CLASSIFIED information or assels on ils site of
pramises? -
Le Eournls%eur sera-t-i tenu de recevelr et d'entrepozer sur place des renseignements ou des biens PROTEGES etiou
CLASSIFIES?

11. b) Will the suppiier be reguired te safeguard COMSEC Information or assels?
Le fournisseur sara-t-il ienu de protéger des renselgnemants ou des biens COMSECT

10. b) May unscreened personnel be used for portiens of the work? No

Yes
Du personnel sans autorisation sécuritaire peut-il se voir confier des parfies du travail? Nen Ol
If Yes, will unscreened personne! be escorted? MNe Yas
Dans 'affirmative, |2 personnel en quesiion sera-t-il escort&? Non Oul

Ma Yes
Mon Qul
No Yes
Non Oul

PRODUCTION

11. ¢ Will the production {manufaciure, andfer repalr and/ar medification) of PROTECTED andfor CLASSIFIED material or equipment
eccur & the suppliers site or premises?

Les installations du fournisseur senviront-slies & la production (fabricalion atiou réparation etiou modification) de matériel PROTEGE
etfou GLASSIFIE?

INFORMATION TECHNOLOGY (IT) MEDIA [ SUPPORT RELATIF A LATECHNOLOGIE DE L'INFORMATION (T1)

11, d) Wil the suppiler be reguired o use its |T systems to electronlcally process, produce or store PROTECTED and/or CLASSIFIED
information or dala?

Le fournisseur sera-tl fenu d'ullliser ses propres systémes informatiques pour lraiter, produlire ou stocker dlecironiquement des
renseignemerts ou des donndes PROTEGES etiou CLASSIFIES?

11. ) Will there be an electronic lnk between the suppliers IT systems and the govemment depariment or agency?
Disposera-t-on d'un lien Slectronique entrs le systéme informatique du feurnissewr e calul du ministére ou de l'agence
gouvemnementala?

TBSMSCT 350-103(2004/12) Security Classification / Classification de sécurite
UHCLASSIFIED
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Government  Gouvarnament Caniract Number / Numéro du contrat
l*. of Canada du Canada Commen PS SRCL#19

Security Classlﬁcmg!ﬂgfé%mim de sécurite

PART C - fcontinuad) § = C

For users completing the form manually usa the summary chart balow [ indicats the category(ies) and level(s) of safeguarding required st the suppiier's
site(s) or premises.

Les utilisateurs qui remplissent le formulaire manueliemant doivent utiliser le tableau récapitulalif cl-dessous pour indiguer, pour chague catégore, les
niveaux de sauvegande requis aux insfallations du fournisseur.

For users completing the form online (via the Internet), the summary chart is automatically populated by your responzes to previous guestions.
Dars ke cas des uliisateurs qul remplissent le farmulaire en ligne (par lntermat), les réponses aux questions précédentes sont automatiquament salsles
dans le tableau récapitulatif,

SUMMARY CHART | TABLEAL RECAPITULATIF

If Yas, classify this form by annotating the top and bottom in the ares entitied “Security Classification” and indicate with
attachments (e.g. SECRET with Attachments).

Dans lMaffirmative, classifier e présent formulaire en Indiguant le niveau de sécurité dans la case Intitulée « Classification
de sécurité » au haut ef au bas du formulaire et indiguer gu'il y a des plécas jointes (p. ax. SECRET avec des

Jointes].

Cale PROTECTED CLASSIFED HATO COMSEC
cm;f'"na PROTEGE CLASSIFIE
Tar HATD HATD HATO COBMIC PROTECTED Toe
A | B |G| ConmpenmaL SECAET | SECRET | RSSTRICTED | CONFIDEMTML | SECRET Tor PROTEGE CORFDENTIAL | SEORET | SECRET
SECRET
CORFACENTIEL TRER MATD KATOH GG Al B | ¢ | Cowmewme TRES
SECRET | DIFFLISION | ConpREsmEL TRES SECRET
RESTREINTE. SECRET
OEsABOn | AsSat
| B
n
edln |
n
Lk 7
len ddechoii
12. &) Is the description of the work contained within this SRCL PROTECTED andfor CLASSIFIED? Ma Yeg
La description du travail visé par la présente LVERS est-elle de nalure PROTEGEE etiou GLASSIFIEE? Man Oul
If Yes, classify this form by annotating the top and bottom in the area entitled “Security Classification™.
Dans I'affirmative, classifier lé présent formulaire en indiguant le niveau de sécurité dans la cage intltulée « Classiflcation
de sécurité » au haut et au bas du formulaire.
12. b) Will the documentatfion alfached o this SRCL be PROTECTED andfor CLASSIFIED? . Mo Yes
La documentalion assocléa & la présente LVERS sera-i-slle PROTEGEE etiou CLASSIFIEE? Non Ol

TBSISCT 350-10HZ004M12) Securily Classification f Classificalion de sécurité

UNGLASSIFIED Calladﬁ
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Gouvernegment
du Canada

Government
of Canada

i+l

PART D - AUTHORIZ

plame (print) - Nom {en leitres moulées)

ATION | PARTIE D - AUTORISATION
3. Organizatlon Project Authority / Chargé de prajel de ‘organisme

!

i

Contract Number / Numéro du conlrat
Comman PS5 SRCL#D

Security Classification / Classification de sécurité
UNCLASSIFIED

Title - Titre

Eignature

Ceniralized Professional Services System, CPSS Professional Sevices - Methods of Supply
Telephons MNo. - N° de 18iéphone Facsimile Mo. - N¥ de &lécopieur | E-mall address - Adresse courrial
000-000-0000 000-000-0000 S5PC.CPEE@Epsge-pwygsc.go.ca

4. Organization Security Aulherity | Responsable de la sécurilé de rorganisme

Ca

— Mame-(prinfy—Nom-{er-lettres moutées)}— — ——— ——Fille —Thee- — — — — — — L Sighaluee— —
Charron, Annick s0 (yé Wﬁﬂi—)
Telaphone No. - N° de téléphane Facsimile Ng. - N° de iéécapieur | E-mall address - Adresse cournel
8159560615 818341448 snnick charan @tpspe-pwgsE.6.ca h 20, 501
15. Are there additional instructions {e.g. Security Guide, Security Classification Guide) altached? " Mo Yas
Des instructions supplémentaires {p. ex. Gulde de sécurité, Guide de classification de |2 sécurite) sont-alles jaintes? Man Oul

6. Procuramant Officer / Agent d'approvisionnement

Name (print) - Nom (en letires moulées) Title - Titre Signature
Telephone No. - N” de 1&léphone ‘ Facsimile No. - N” de élécopieur ‘ E-mail address - Adresse courriel [ Date
7. Contracting Securily Authorily / Autorité & te en matiera de sécuritd

Mame (print) - Nom (en letires moulées) Tithe - Thra Signature

duwi

Telephone Mo. - N° de téléphone:

Facsimile No. - N de télécopieur | E-mail address - Adresse courriel

| Data
[ P Ao T

Jacques Saumur

Contract Security Officer, Contract Security Division

Jacques, Saumur@tpsgc-pwasc.gc
TeliTél - 613-948-1732 | Fax/Téléc -

ca
39544171

TES/SCT 350-103(2004/12)

Security Classificaiion / Classification de s&curité

UNCLASSIFIED
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ALL OTHER TERMS AND CONDITIONS REMAIN UNCHANGED.

Following is a summary of Amendments issued to date to this Request for Proposal (RFP)

Document Tracking Date Description

Amendment No. 001 March 9th, 2018 Published responses to questions and revised the
Security Requirements Check List.
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