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Quebec

K1A0S5

Canadid

Services gouvernementaux

Title - Sujet
AUTOMATED CYBER DEFENCE CAPABIL

Solicitation No. - N° de l'invitation Amendment No. - N° modif.

W7714-176362/B 001
Client Reference No. - N° de référence du client Date
W7714-176362 2018-03-23

GETS Reference No. - N° de référence de SEAG
PW-$IPS-014-32286

File No. - N° de dossier
014ips.W7714-176362

CCC No./N° CCC - FMS No./N° VME

Time Zone

Fuseau horaire

Eastern Daylight Saving
Time EDT

Solicitation Closes - L'invitation prend fin
at-a 02:00 PM

on - le 2018-04-19

F.O.B.-FAB.
Plant-Usine:

Specified Herein - Précisé dans les présentes

D Destination: D Other-Autre:

Address Enquiries to: - Adresser toutes questions a:
Leblanc, Jean-David

Buyer Id - Id de I'acheteur
014ips

Telephone No. - N° de téléphone
(613) 720-7865 ( )

FAX No. - N° de FAX

() -

Destination - of Goods, Services, and Construction:
Destination - des biens, services et construction:

Instructions: See Herein

Instructions: Voir aux présentes

Delivery Required - Livraison exigée Delivery Offered - Livraison proposée

Vendor/Firm Name and Address
Raison sociale et adresse du fournisseur/de I'entrepreneur

Telephone No. - N° de téléphone
Facsimile No. - N° de télécopieur

Name and title of person authorized to sign on behalf of Vendor/Firm
(type or print)

Nom et titre de la personne autorisée a signer au nom du fournisseur/
de I'entrepreneur (taper ou écrire en caractéres d'imprimerie)

Date

Signature
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SOLICITATION AMENDMENT 001
This solicitation amendment israised to :

1. Provideanswersto biddersquestionsin relation to the solicitation

2. Amend the security requirement checklist (SRCL) and security clauses of the
solicitation as detailed in appendix A-1 below

3. Amend the bid closing date of the solicitation as detailed in appendix A-1

Q.1 Can the Crown please clarify the number of resourcesrequired at the bidding
stage?

A.1 The Contractor must provide two Level 3 Programmer/Software Devel opers, as
outlined in Annex A, Statement of Work, section 3.

Q.2Inregardsto Part C of the bid surrounding Security, can the Crown please
confirm if the bidding firm required to store information on our premises?
A.2 The security requirements have been amended, see appendix A-1 below.

Q.3 Can the Crown please clarify the Security clearance required of the resour ce
submitted?
A.3 Please see the amended security clausesin appendix A-1 below.

Q.4 Isthisanew requirement, or arethe servicesrequested currently being
performed by another firm? If thelatter, please provide details of any existing or
past contract(s).

A.4 Thisisanew contract and a new requirement.

+

Q.5 Please clarify if the successful proponent will be éigible to participatein any
future DND procurement of an operational capability derived from thisDRDC
program, whether in a solution delivery role or in a program management and
engineering support role.

A.5 The goal of this contract isto further develop the S& T capability of the ARMOUR
system as used by DRDC. While some of the outcomes and learnings that DRDC has
may be utilized by DND and the CAF as reference when developing an exploitation
program, there is no expectation that the work performed under this contract would assist
in the creation or developing of any solicitation by DND/CAF. To that end, there should
be no restrictions on any future solicitations.
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Q.6 Werespectfully ask that the client to consider a one (1) week extension to the
RFP’sclosing date. Thiswill ensurethat vendorsand resour ces have enough timeto
prepare a detailed responseto this solicitation and thus granting the opportunity for
client to receive the highest quality resour ces possible.

A.6 Please see extension in appendix A-1

Q.7 Please confirm the level of security for the subject opportunity.
A.7 Please see the amended security clausesin appendix A-1 below.

Q.8 1stherenow or hasthere been within the last 24 months, a resource or

resour ces performing similar or identical servicesasthoserequested in thisRFP? I f
S0, can you please provide the value of the contract and the company name under
which services wer e/are provided?

A.8 Thisisanew contract and a new requirement, and there have been no resources
performing these activities for the project in the past 24 months.

Q.91sControlled Goodsregistration “in progress’ at time of bid closing
acceptable?

A.9 Pleaserefer to SACC Manual clause A9130T to get the details about how much time
you have to get this registration.

Q.10 Could you please confirm that it isrequired for the company that is awarded
this contract to have Document Safeguar ding please?
A.10 The security requirements have been amended, see appendix A-1 below.

Q.11 Can you please confirm the level of security that proposed resourcesare
required to have at bid closing?
A.11 Please see the amended security clausesin appendix A-1 below.

Q.12 Will the 2 x Programmer/Softwar e Developer candidates presented be
assigned to perform thework? Or will the candidates be called upon to perform
the work on as needed basis?

A.12 Please refer to Article 1.2(1) of the RFP
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Appendix A-1

The bid closing date as been amended asfollows:

DELETE: at 2:00 PM on 2018-04-05

INSERT: at 2:00 PM on 2018-04-19

At arti

cle 7.5 Security Requirement isamended at follows:

DELETE:

The following security requirements SRCL # 24 and related clauses provided by the Contract Security

Program as set
Contract.
1.

out under Annex “B” to the Supply Arrangement, applies to and forms part of the

The Contractor/Offeror must, at all times during the performance of the Contract/Standing
Offer/Supply Arrangement, hold a valid Facility Security Clearance at the level of
SECRET, with approved Document safeguarding at the level of SECRET, issued by the
Canadian Industrial Security Directorate (CISD), Public Works and Government Services
Canada (PWGSC).
This contract includes access to Controlled Goods. Prior to access, the contractor must
be registered in the Controlled Goods Program of PWGSC.
The Contractor/Offeror personnel requiring access to PROTECTED/CLASSIFIED
information, assets or sensitive work site(s) must EACH hold a valid personnel security
screening at the level of RELIABILITY STATUS, CONFIDENTIAL or SECRET as
required, granted or approved by the CISD, PWGSC.
The Contractor MUST NOT utilize its Information Technology systems to electronically
process, produce or store any sensitive PROTECTED/CLASSIFIED information until
CISD/PWGSC has issued written approval. After approval has been granted, these tasks
may be performed up to the level of SECRET.
Subcontracts which contain security requirements are NOT to be awarded without the
prior written permission of CISD/PWGSC.
The Contractor/Offeror must comply with the provisions of the:

a. Security Requirements Check List and security guide (if applicable), attached at

Annex C;
b. Industrial Security Manual (Latest Edition).
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INSERT:

The following security requirements SRCL # 20 and related clauses provided by the Contract Security
Program as set out under Annex “B” to the Supply Arrangement, applies to and forms part of the
Contract.

1. The Contractor/Offeror must, at all times during the performance of the
Contract/Standing Offer/Supply Arrangement, hold a valid Facility Security
Clearance at the level of SECRET, issued by the Canadian Industrial Security
Directorate (CISD), Public Works and Government Services Canada (PWGSC).

2. This contract includes access to Controlled Goods. Prior to access, the contractor
must be registered in the Controlled Goods Program of PWGSC.
3. The Contractor/Offeror personnel requiring access to PROTECTED/CLASSIFIED

information, assets or sensitive work site(s) must EACH hold a valid personnel
security screening at the level of RELIABLITY STATUS, CONFIDENTIAL or
SECRET as required, granted or approved by CISD/PWGSC.

4. The Contractor/Offeror MUST NOT remove any PROTECTED/CLASSIFIED
information from the identified work site(s), and the Contractor/Offeror must
ensure that its personnel are made aware of and comply with this restriction.

5. Subcontracts which contain security requirements are NOT to be awarded without
the prior written permission of CISD/PWGSC.
6. The Contractor/Offeror must comply with the provisions of the:

a. Security Requirements Check List and security guide (if applicable),
attached at Annex C;
b. Industrial Security Manual (Latest Edition).

At Annex C — Security Requirement Check List

DELETE: Annex C —SRCL —entire content

INSERT : Annex C — SRCL — Amended on 2018-03-23
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COMMON-PS-SRCL#2.  #£ 20
Contract Number / Numéro du contral

Government  Gouvernement &
Bl SCnte oo Canads WAFH - 1 F6D62
Security Classification / Classification de sécurilé
UNCLASSIFIED

_ SECURITY REQUIREMENTS CHECK LIST (SRCL) .
LISTE DE VERIFICATION DES EXIGENCES RELATIVES A LA SECURITE (LVERS
PART A - CONTRACT INFORMATION { PARTIE A - INFORMATION CONTRACTUELLE

1. Originating Govemmenl Department or Organizalion / 2 Branch or D:va .Dir genemle ou Direction
Minislére ou arganisme gouvememental d'origine DN [ K

1. a) Subconiracl Number / Numéra du conlrat de sous-railance |3 b) Name and Address of Summraclot! Nom el adresse du suus—ualtant

4. Brief Desmphon of Work / Bréve rlrsc.nplion dutr

ﬂu._- vv\ C?' - ;qucz_ Cq?q!‘r:) é‘k—j_‘lgs ?‘Dgf‘c\qu,er S““PE"’HL

5. a) Will the supplier require access lo Conlrolled Goods? D Nao \res
Le foumnisseur aura-t-ll accés & des marchandises contrdiées? Ou
|5. by Will Ihe supplier require access to unclassified military lechnical dala subject lo the provisions of the Technical Data Conlrol No Yes
Regulations? Non Oul

Le lournisseur aura-1-ll accés A des données techniques mililaires non classifiées qui sont assuletlies aux dispositions du Réglement
sur le contrdle des données lechniques?
Indicate the type of access required / Indiquer le type d'accés requis
E a) Will The suppiler and ils employees require access 1o PROTECTED andior CLASSIFIED Information or asselts? I:] No Yes
Le foumnisseur ainsi que les emplayés auront-iis accés 3 des renseignements ou 4 des blens PROTEGES et/ou CLASSIFIES?
(Specify the level of access using the chart in Question 7 c)

Préciser le niveau d'accés en ulilisan la 1ableau ui se trouve 8 la g ion7 ¢}
ﬁ b) Will the supplier and Its employees (e.g. tenance p el) require access lo restricted access areas? Na access lo No |:| Yes
PROTECTED andior CLASSIFIED kninrmalkm of assels is pemunm Non Oui
Le el ses emp p th s, personnel d'entretien) auronl-ils accés 4 des zones d'accés restreinles? L'acchs
a des renselgnements ou 3 des tﬂens PROTEGES elou CLASSIFIES mest pas autorisé.
FE <) Is this @ commercial courier o delivery requirement wilh no overnighl storage? No |:| Yes
S'agit-il d'un conlrat de r gerie ou de livraison ¢ iale sans entreposage de nuil? Non Oul

7. a) Indicale the type of information lhal the supplier will be required lo access / Indiquer le d'informalion auquel le foumnisseur devra avoir accés

Canada I/l NATO / OTAN D Foralgn | Etranger I |

7. b) Release restrictions / Reslricions ives 4 la diffusion
No relaase restriclions All NATO counlries No release reslrictions
Aucune restriction relative Tous les pays de I'OTAN Aucune reslriction relative D
4 la diifusion 8 la diffusion
Not releasable D
A ne pas diffuser
Restricted lo: / Limité & : I:I Reslricled to: / Limilé a : I:I Reslricled to. / Limilé 3 D
Spedly country(ies): [ Préciser le(s) pays . Specify counlry(les): / Préciser le(s) pays : Specify couniry(ies): / Préciser le(s) pays

7. c) Level of informalion / Ni d'infi

PROTECTED A . NATO UNCLASSIFIED I:I PROTECTED A D
PROTEGE A | NATO NON CLASSIFIE PROTEGE A

PROTECTED B | NATO RESTRICTED - ‘E PROTECTED B D
PROTEGE B NATO DIFFUSION RESTREINTE PROTEGE B

PROTEGTED G NATO CONFIDENTIAL D PROTECTED C D
PROTEGE C L NATO CONFIDENTIEL PROTEGE C

CONFIDENTIAL NATO SECRET :I CONFIDENTIAL D
CONFIDENTIEL NATO SECRET CONFIDENTIEL

SECRET . COSMIC TOP SECRET :I SECRET

SECRET COSMIC TRES SECRET SECRET D
TOP SECRET l:l TOP SECRET [:l
TRES SECRET TRES SECRET

TOP SECRET (SIGINT) Ij TOP SECRET (SIGINT) [:l
TRES SECRET (SIGINT) TRES SECRET (SIGINT)
TBSISCT 350-103(2004/12) Security Classlificalion / Classification de sécurilé

UNCLASSIFIED Cal’lad'fi'
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014IPS

COMMON-PS-SRCL#2

Gouvernement
du Canada

Government
of Canada

B WAL - (FoD6a

Conlracl Number / Numéro du contrat

___ UNCLASSIFIED

PART A fconfinued) | PARTIE A (suito)
8. Will the supplier require access lo PROTECTED and/or CLASSIFIED COMSEC information ar assels?
Le fournisseur aura-1-ll accés & des renseignements ou & des biens COMSEC désignés PROTEGES eliou CLASSIFIES?
Il Yes, Indicale the level of sensilivity:
Dans laffirmative. Indiquer le niveau de sensibilité

" Secunity Classification / Classificalion de sécurilé

9. Will the supplier require access lo extremely INFOSEC Inf or assels?
Le fournisseur aura-l-il accés a des renseignements ou 4 des blens INFOSEC de nalure exirémement délicate?

Short Titte(s) of material / Titre(s) abrégé(s) du malérel -
Document Number / Numéro du document

PART B - PERSONNEL (SUPPLIER) | PARTIE B - PERSONNEL (FOURNISSEUR)
H0. a) Personnel securily screening level required / Niveau de controle de la sécurilé du personnel requis

SITE ACCESS
l:l ACCES AUX EMPLACEMENTS

| Special comments.

RELIABILITY STATUS - CONFIDENTIAL SECRET TOP SECRET
COTE DE FIABILITE ¥ | CONFIDENTIEL SECRET TRES SECRET

D TOR SECRET- SIGINT El MNATO CONFIDENTIAL NATO SECRET I:I COSMIC TOP SECRET
TRES SECRET - SIGINT NATO CONFIDENTIEL NATOQ SECRET COSMIC TRES SECRET

| Ct spéciaux

NOTE: Il mulliple levels of screening are identified. a Secunty Classificalion Guide must be provided.

10. b) May unscreened personnel be used for poriions of the work?
Du personnel sans autorisalion sécurilalre peul-ll se voir confier des parties du travail?

| If Yes, will unscreened personnel be escorted?
| Dans laffirmalive, le personnel en question sera-t-il escore?

]
j REMARQUE : Si plusieurs niveaux de conirdle de sécurilé sont requis. un quide de classification de la sécurité doil élre fournl,
f
|

PART G - SAFEGUARDS (SUPPLIER) | PARTIE C - MESURES DE PROTECTION (FOURNISSEUR)
INFORMATION / ASSETS | RENSEIGNEMENTS / BIENS

11 a) Will the supplier be required to receive and slore PROTECTED and/or CLASSIFIED informalion or assels on ils site or
premises?
Le fournisseur sera-1-il tenu de recevoir el d'enlreposer sur place des renseignemenis ou des biens PROTEGES et/ou
CLASSIFIES?

11. b) Will the supplier be required lo gl COMSEC infl lion or assels?
Le fournisseur sera-I-il tenu de proléger des renseignements ou des biens COMSEC?

No Yes
. Non Oui

No Yes
Non Qui

No Yes
Non Cui

PRODUCTION

11 ¢) Will the production {manufacture, and/or repair and/or modification) of PROTECTED and/or CLASSIFIED malenal or equipment

occur al the supptier’s site or premises? R
Les inslaliations du foumisseur serviront-glies 4 la production {fabricalion eliou réparalion eliou modification) de matériel PROTEGE

etiou CLASSIFIE?

No Yes
MNon Oui

{NFORMATION TECHNOLOGY (IT)MEDIA | SUPPORT RELATIF A LA TECHNOLOGIE DE LINFORMATION (T1}

11. d) VWil the supplier be required lo use its IT syslems lo electronically process, produce or store PROTECTED and/or GLASSIFIED
information or data?
Le fournisseur sera-t-il lenu d'utiliser ses propres systémes informatiques pour traiter, produire ou slocker électroniquement des
renseignements ou des données PROTEGES el/ou CLASSIFIES?

| dep or agency?

11. &) Wil there be an elecironic link between the supplier's IT sysl agei
if et celui du minisiére ou de Fagence

andlheg
Disposera-on d'un lien électronique entre e sy i
la?

igque du f

. Neo Yes
Neon Qui

Mo Yes
Non Oui

g

(I

Securily Classification | Classification de secunté |
UNCLASSIFIED

TBS/SCT 350-103(2004/12)

Canadi
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COMMON-PS-SRCL#20

I * Govemment  Gouvernemenl Contracl Nmn_ber-‘ Numé&ro du conlrat
of Canada  du Canada WHAIY - | Fb36
Securily Classification / Classification de sécurité
UNCLASSIFIED

PART C - {continued) | PARTIE G - (suilc)
For users compleling the form manually use the summary charl below to indicate the category(ies) and level(s) of safeguarding required at the supplier's

site(s) or premises.
Les ulilisateurs qui remplissent le formulaire 1 t utiliser le tableau récapitulalii cl-dessous pour indiquer, pour chaque catégorie, les

niveaux de sauvegarde requis aux Inslallations du foumnisseur.

Ity populated by your responses lo previous questions
écédentes sont aul lg it saisies

For users compleling the form online (via the Intemet), Ihe y chart is
Dans le cas des utilisaleurs qui remplissent le formutaire en ligne (par Inlemet), les réponses aux questions p

dans le lableau récapitulabif.
SUMMARY CHART | TABLEAU RECAPITULATIF

Catogary PROTECTED CLASSIFIED HATO COMSEC
Cargare PROTEGE CLASSIFE
o HATO RATO NATO | Cosc | PROTECTED Tor
A |8 |C |Cowoentia | SEcRET | SECRET | RESTRCTED | CONFIDENTIAL | SECRET 5:0& PROTEGE ConFenTi | SEcAeT | SECRET
CRET
CONFIDENTIEL Tags HATO NATO COSMC A |8 |C | CoHFDENTIEL TRES
BECRET CAFFUSION | CoNFIDENTIEL TRES Secael
RESTRENTE SECRET
[ rEormabon | Assais
- | Beans|
T Moda /
T
'I'I.l'l!n‘

No Yes

12. a) I5 the description of the work contained within this SRCL PROTECTED and/or CLASSIFIED?
Non i

La descriplion du Iravail visé par la présente LVERS est-elle de nature PROTEGEE eliou CLASSIFIEE?

If Yas, classify this form by annotaling the top and bottom in the area entitled "Security Classification”.
Dans I'affirmative, classifier lo présent formulaire en Indiguant le niveau de sécuritd dans la case Intitulée
« Classiflication de sécurité » au haut et au bas du formulaire.

12. b) Will the documenlation atfached lo this SRCL be PROTECTED arilor CLASSIFIED?
La documentalion essociée & la présenle LVERS sera-l-elie PROTEGEE elou CLASSIFIEE?

Yes
Oul

If Yes, classify this form by annotating the top and bottom In the area entitied “Security Classiication™ and indicate with

attachments {g.g. SECRET with Attachments).
Dans I'affirmative, classifier le présent formulaire en indiquant le niveau de sécurité dans la case Intitulée
« Classification de sécurité » au haut el au bas du formulaire et Indiquer qu'll y a des pléces jointes (p. ex. SECRET avec

des pléces jointas).

TESISCT 350-103(2004/12) Securily Classification / Classification de sécurité Ca.l’l dl‘l
UNCLASSIFIED a- a
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UNCLASSIFIED

Gouvernement
du Canada

Government
of Canada

fe

SE——1

PART D - AUTHORIZATION / PARTIE D - AUTORISATION
[13. Organizalion Project Authority f Chargé de projet de l'organisme

Name mdnu Nom (en lettres rnouiees) T'He Titre

Signature _—
- ’J’ .
LR /é}f‘ /g‘} L | ;Y*c“m’t A ‘-//’(/x el i ;
el iephone éléphone T Facsimile No. - N° de Iélécopieur | E-mail a0dress - Adresse coumel~ ] Date
(f 5 f/ Z S| rlgri e Kisitie: mr,crze, ‘?173’1{'5) /80 h

14 Organization Security Authority / Responsable de la sécurilé de l'organisme
SN Sa Mad}éﬁ% TS0  industrial Besur
Sernlor Sequnty Analvst

flgnalure

elephone No - N° de [éléphone FacsimI ND address resse courriel [ Date
F-mail: sasa med O‘Iri%ﬁ_olgeﬁ s ,_S Hamt\
15, Are there addilional Instructions (e 9. Secunty Guide, Secunty Classificalion Guide) atlached? ;es
Non i

Des insiructions supplémentaires (p. ex. Guide de sécurité, Guide de classification de la sécuritd) sonl-elles joinles?

16. Procurement Officer / Agent d approvisionnement =

Name (prinl) - Nom (en [elires moulées) | Title - Titre Signalure
elephona No. - N° de léléphone | Facsimile No. - N° de Iélécapieur ] E-malil address - Adresse courriel | Date -
17 Coniracling Security Aulhority / Autorité conlractante en matiére de sécurité o
MName (print) - Nom (en letires moulées) | Title - Titre Signalure
Dugtally smgrard by Shuivenar, Lacgues 0
Saumur, Jacques 5.‘:‘:,'.'.‘«;?.':““ i
0170100 W 142 AT
elephane No. - N° de 1&léphone Facsimile No. - N" de (&lécopieur I E-mail address - Adresse courriel | Dale N
L - A
Jacques Saumur
Confract Secunty Officer

Coniracts Security Division]Division des conlrals sécunié /

Contract Security Program|Programme de sécunilé des conlrals /

Public Services and Procurement Canadal Services publics el Approvisionnement Canada
Jacques Saumur@lpsge-pwgsc.ge ca

Telephone | Téléphone 613.948-1732

Facsimile | Télecopieur 613-948-1712

Securily Classificalion | Classificalion de sécunlé |
UNCLASSIFIED |

PR |

TBS/SCT 350-103(2004/12)

Canadi

Page 9 of 9




