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PW-$$CY-007-75107

File No. - N° de dossier
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NOTICE OF SECURITY SPONSORSHIP FOR FUTURE SOLICITATION FOR THE RE-TENDERING OF
1 800 O-CANADA CONTACT CENTRE SERVICES

IMPORTANT NOTE TO POTENTIAL BIDDERS

The material in this notice is for the purpose of security sponsorship only. Responding to this notice is not
a prerequisite to receiving any future solicitation(s) for 1 800 O-Canada Contact Centre Services.

Canada intends to issue a solicitation for 1 800 O-Canada Contact Centre Services. There will be security
requirements associated with this solicitation.

Suppliers who intend to bid on the future solicitation but who do not meet the minimum security
requirements detailed below are invited to request security sponsorship in order to be registered and
screened by Public Services and Procurement Canada (PSPC)’s Contract Security Program. Requests to
be sponsored for the required security clearances must be submitted in writing or electronically to the
Contracting Authority identified below.

BACKGROUND

Employment and Social Development Canada (ESDC) is responsible for the contact centre that delivers
the Government of Canada (GC)’s Telephone General Enquiries Services program (Tier 1), which offers
services to the public through the 1 800 O-Canada service and Customized Information Services (CIS).
The contact centre is currently located in Ottawa.

1 800 O-Canada offers critical GC public communication services as part of the Federal Emergency
Response Plan; supports emerging and high profile GC projects and initiatives; provides the public with
general information on all GC programs, services and initiatives; and acts as a first point of contact to
access quick, up-to-date government information. This is a successful and stable contact centre on which
extensive historical operational and performance data exists.

CIS provides support to the public (by phone and by email) on behalf of GC departments that require a
service delivery provider to fulfill their communication needs, which can include long-term, ongoing
general enquiry services, short-term services, high-profile GC services and a variety of email and
application assistance services. CIS is a very dynamic part of the contact centre’s operations: projects
come and go, services evolve, service standards can vary and operations have to be very nimble to
accommodate changes in services and fluctuations in demand while using agents, processes and tools
leveraged from the flagship 1 800 O-Canada services. Approximately 40 CIS services are managed each
year. These services are provided to departments on a cost-recovery basis.

A related Request for Information (RFI) on this requirement can be found here:

https://buyandsell.gc.ca/procurement-data/tender-notice/PW-CY-007-74570

Annexes referenced in the RFI are provided to interested respondents upon request made to the
Contracting Authority identified below.

The Anticipated Procurement Timeline (subject to change) is as follows:

a) Request for Qualification posted: late summer or early fall 2018
b) Request for Proposals sent to qualified bidders: late fall 2018
c) Proof of Proposal (POP) demonstration: winter 2019



d) Contract award: May 2019

Due to security and privacy concerns, services must be delivered by companies located in Canada and
provided by individuals who are based in Canada.

For business continuity purposes, there will be a requirement to operate from a minimum of two facilities
located on a different power grid in Canada.
SECURITY REQUIREMENT

The following are the minimum security clearance levels that the potential bidder would be required to
obtain:

1) Prior to closing of Request for Qualification:

Designated Organization Screening (DOS), or have been sponsored for DOS;

2) Prior to closing of Request for Proposals:

Approved Document Safeguarding at the PROTECTED B level issued by PSPC’ s Canadian
Industrial Security Directorate (CISD) for one of the Bidder’s facilities;

Sponsorship for Approved Document Safeguarding at the PROTECTED B level issued by the
CISD for a second of the Bidder’s facilities;

3) Prior to award of contract:

Approved Document Safeguarding at the PROTECTED B level issued by the CISD for two of
the Bidder's facilities; and

4) Following award of contract and prior to the start of Work under the contract:

Personnel clearance at the level of ENHANCED RELIABILITY granted or approved by the
CISD.

Information technology (IT) requirements will be defined during the solicitation process and associated
certification completed after the contract is awarded and prior to full service implementation.

For additional information, see the attached Security Requirements Check List and Security
Requirements, which are applicable to any resulting contract.

SPONSORSHIP REQUEST

Potential bidders whose organizations currently do not hold a valid DOS security clearance nor a valid
PROTECTED B level Document Safeguarding issued by the CISD for two facilities (must be located in
Canada) are encouraged to initiate the security clearance process immediately. Requests for sponsorship
should be sent to the PSPC Contracting Authority identified below.

It is the responsibility of potential bidders to ensure that the information required concerning the security
clearance is provided on time to either the requesting authority or the CISD.



The sponsorship request should include the following information:

a) Legal name of the company

b) Business name, if different from legal name
C) Mailing address

d) Civic address for the two facilities in Canada
e) Company telephone number

f) Company fax number

9) Surname and given name of the contact person (Canadian official)
h) Title of the contact person

i) Telephone number of the contact person

)] Email address of the contact person

k) Language preference (English or French)

Upon receipt of a request for sponsorship, CISD will contact the potential bidder to complete the
gathering of required information.

For any enquiries concerning security requirements, potential bidders should contact the CISD at 1-866-
368-4646, or 613-948-4176 in the National Capital Region.

CISD website:

http://ssi-iss.tpsgc-pwgsc.gc.cal/index-eng.html .

There are no direct costs charged to potential bidders wishing to obtain DOS security clearances,
document safeguarding or IT security clearance. However, potential bidders may incur indirect costs
resulting from being required to meet minimum standards such as installing mechanisms for document
safeguarding, if applicable.

CONTRACTING AUTHORITY
Susan Westall
Supply Team Leader

Public Services and Procurement Canada

Telephone: 613-949-8350
Email: susan.westall@pwgsc.gc.ca




Annex |: Security Requirements Check List

of Canada du Canada G9292-170324
Securily Classiication f Classilication de sécurila
PROTECTED 8

I * Govemment  Gouvernemen| Conlract Number | Numéio du contral

SECURITY REQUIREMENTS CHECK LIST (SRCL)
LISTE DE VERIFICATION DES EXIGENCES RELATIVES A LA SECURITE (LVERS
PA‘RT A-CONTRACT INFORMATION { PARTIE A - INFORMATION CONTRACTUELLE
it Orginaling Governmen! Depariment or Drgarization [ 12 Branch or Direclorate { Direction générale ou Oireclion
Uinisiérs ou organisme gowememendal dorging ooy e and Secial Devalapment illzen Service Branch (CSB)

. a) Swbeoniract Number / Numéro cu coniral de sous-Iraitanca F bj) Name and Address of Subconiractar / Nom ef adresce du sous.irailant

4. Briel Desoiplion ol Work / Bréve descipbon du traval
Conlact Cenbie Service - GC Telaphone Enqumes Program - 1 820 C-Canada nnd Custemized ion 5 {GI5)

5. a) Will the supplier require access la Coniro¥ed Goods? Na Yes
Le lournissewr aura--il accés A des marchanidises conlrdlées?

(9. b) Will Ine suppier require access 1o unciassified miliary lechnical dala subject 1o Lhe provisions al the Technical Data Cantrol
Reguiations?

Le fournissew aura-1-il acces 4 des donndes techniques millalres non ciassiides qul son! assujetbes aux dispositions du Réglement

sur le conlidle des donndes i ?
. Indicale the type of accass required / indiquer le type d'accés requis
a) Will Iha supphiar and fls employees require access o PROTECTED andior CLASSIFIED Informalion or assels? Ne Yes

La fowrnlsseur alas| qua les employés auronl-lls acces & des renseignements ou 3 des blens FROTEGES etiou CLASSIFIES? Non Oui
lSpedly the laved af access using the char in Duenbn 7-c)

. b) Will the suppler and Ils amptuvens (eg cleaners. ma!nu:nam:e penmne!) require access (o rasinicted fecess ammas? No pecess o

PROTECTED andfar CLASSIFIED information or assets Is permitied

Le loumnk el ses employés {p ex. neltnyeurs. persoanel d'enirelien) auroni-is accds A des zones d'accAs restieinias? L'accads
PR ']

Yes
Oui

v

CLASSIFEES nest pas sulorisé
. ©) 15 Ihis a commercial coutier or defivery requlrement wilh no ovemight slorage? - Yns
S'agil-il dun conkat de messagerie ow de kvralyon commerciale sans entrepesage de nuit? Non
7. a) Indicate the ol tiad thal the s f well be 1 dlo access /| Jinformalion auguel e loumseur devia avalr acchs
Canada | ot | NATO I OTAN | | Forsign / Etranger ' |
7. b R i |
No release restriclions All NATO conires No ralaase rasinictions
Aucune restsiciion relative Tous les pays de rOTAN Aucune restriction relative
4 1 gitiuskon 4 |a diliusion
Not releasable
A ne pas diffuser D
Restricled lo /LImI1é 4 D Resliicled lo 7 Limiié 3 D Reslicted 1o [ Limité a D
Specily country{ias) ! Préciser le{s) pays Specity counby(ies) / Préciser Ie(s) pays Spaecily counlry(ies) / Préciser le{s) pays

7. £) Level of information | Niveau dinformation
PROTECTED A NATO UNCLASSIFIED

D I:l PROTECTED A D
FROTEGE A NATO NON CLASSIFIE PROTEGE A
PROTECTED B - NATO RESTRICTED | PROTECTED B
PROTEGE B NATO DIFFUSION RESTREINTE PROTEGE B
PROTECTED C E‘ NATO CONFIDENTIAL D PROTECTED C ﬁ
PROTEGE C , MATO CONFIDENTIEL PROTEGE C
CONFIDENTIAL NATQ SECRET D’ CONFIDENTIAL
COMFIDENTIEL L NATO SECRET CONFIDENTIEL
SECRET D COSMIC TOP SECRET D SECRET
SECRETY L] COSMIC TRES SECRET SECRET
TOF SECRET TOP SECRET
TRES SECRET D TRES SECRET
TOP SECRET (SIGINT) D TOP SECRET {SIGINT) D
TRES SECRET (siGiNT) L] TRES SECRET (SIGINT)
TESISCT 350-103(2004/12) [ Securily Classiicalion | Classuicalion de secunié

PROTECTED B Ca_nad"'




Government  Gouvernemant Conlrac Number / Numéro du comtrz!
. * of Canada du Canada 59292.170324

Securty Classificalion / Classificalion d2 sécwild
PAOTECTED B

PART A {conlinucd} | PARTIE A 7, )
B Wil the supplier require access 1o PROTECTED andlor CLASSIFIED COMSEG information of 25sets

A
Le fournlsseur aura-1-# acces 4 des renselgnements ou A dos biens COMSEC désignés PROTEGES slfou CLASSIFIES? Non Cut
If Yes, indicale tha fevel of sensiuvity

Dans l'offirmative. indlquer le au de sensibilitd
5 Will the supplier requre access 10 exlremely senslive INFOSEC informahion or a53ets? No Yes
Le loumisseur avra.ti aceds A das rensnignemenls ou A de< biens INFOSEC de nalure exliémement délicaie? Non Oul

Shurt Tille(s) of malerial / Titse(s) abrégé{s) du maidriel

Documen Number / Numéro du document

PART B - PERSONKEL(SUPFLIER) / PARTIE B~ PEASONNEL (FOURNISSEUR)
0. 3) Perscnne) secunly sareening level required / Niveau de conlidle e 13 sécuriié gy personnel requis

RELIABILITY 5TATUS CONFIDENTIAL SECRET TOP SECRET
COVE DE FIABILITE CONFIDENTIEL SECRET TRES SECRET

I:I TOP SECRET- SIGINT NATO CONFIDENTIAL NATO SECRET D COSMIC TOF SECRET
TAES SECRET - SIGINT NATO CONFIDENTIEL NATO SECRET COSMIC TRES SECRET

SITE ACCESS
D ACCES AUX EMPLACEMENTS

Specialcomments
Commentalres spatiaux

NOTE H multiple levels ol screening ame ideniiied, @ Secunty Classification Guide musi be provided
REMARQD! Si plualeurs niveaux de contrdle de sdcurilé sont requis. un guide de classil atlon de la stcurité dod &lre foumni.
0 b} May unscreened parsonnal be used for porttans of the woik?
Du personnel sans autorisalion sécuniaire peutil e voir confier des panies du travail?
11 Yes, will unsereened personnel be escart=d? No Yes
Dans I'atfirmative, le persannel en question sera. |- escorte? Non Oul

PARTC * SAFEGUARDS (SUFFLIER! f FARTIE C - MESURES DOE PROTECTION [FOURMNISSE
IRFORMATION / ASSETS 7 RENSEIGNEMENTS | BIENS

UR]

11 a) vail the supplier be required 1o recsive and slore PROTECTED endfor CLASSIFIZD mfarmation or assels on ils sil@ or No Yes

premises?

Le fournisseur sera.4-i lenu de receveir e C'enbiegasar sur place des ranseignements ou des biens PROTEGES etou
CLASSIFIES?

Non Oul

11 b} WAl the Supplies be required 1o saleguard CEMWSECS informalion or assals? No Yes
Le foumisseur sera L1 lenu de proléger des renseignements ou des bigns COMSEC? Non Oui

FRODUCTION

1. ¢) WAll tha produciion (manulaclure, andior repalr and/or modification) of PROTECTED andior CLASSIFIED material or equipment No Yes
occur at thee suppiler's sils ar pramisas? Non Cul

Les installalions du foumnisseur servironl-eles ala production (fabrication etiou reparation elou modification) de matdrie! PROTEGE
etfouy CLASSIFIE?

INFORMATION TECHNOLOGY (T)MEDIA |/ SUPPORT RELATIF A LA TECHNOLOGIE DE L'INFORMATION (T2)

11 d) WAl h suppler be required 1o use its IT systems to elecimnically process . produce of slare PROTECTED and/er CLASSIFIED Na ves
ktformalion or data? Non |__|Oui

Le foumisseur sera- 1) tenu dutilser ses propres systémes inlonmaliques pour irailer, produire cu slocker glecfroniuemenl des

renseignements ou des données PROTEGES elfou GLASSIFIES?

(11 8) Vi1 there be an elecionic Lnk betwien the supplier's IT syslems and the government depadment or agency? No Yes
Bisposera.|-on d'un Ben dlecuoniqua enim fe systéme Infermatigue tu foumisseur et calul du miniside ou de I'agence Non Oui
gouvememsantzia?

TBS/SCT 350-103(2004/12) Secunty Classification / Class:icalion de staunia

FAQTECTED B Ca‘rlad'a-l.




Governmenl  Gouvamement Conlracl Number / Numéro du conirat
I * of Canada du Canada G9292-170324

Secunly Claassﬁcghos I{Elalréstfémllm de sécurlié

PART C - lcankauedi IPART

For users compleling the ol
site(s) or premises

Les utisateurs qul remplissent le formufaire manuetiamant doivent utiliser k= 1ableau nécapitutall c-dessous pour indiquer. pour chaqua catigere, la
niveaux de sauvegarde requis aux installaions du fournisseur.

manuaily use the summary charl below lo indicaie the calegory{les) and level(s) af saleguarding required af the supglier's

For usess completing the forn online (via the Internel), the summary chari is aulomatically populated by your responses lo plevious quastions
Dans le cas desg ulilisaleurs qui remplissent le formulaire an lkgne {par Intemet), Jes réponses aux quesiions précédentes sonl aulcmaliquemen salsles
dans | wableau récapliviatif

SUMMARY CHART / TABLEAU RECAPITULATIF

Cstegery PAOTLETID CLASSIRED HATO COMSEC
Catbgorn PROTEGE CLASSIFIE
Ten HATO TATS HATO | GosAmE | PROTECTED Tor
alefc|cosenut | Stcary | Srcaer | Rrstmcied | Cofogmtay | SECART Tor ProfEcs Conyutal | SECART | SEcae?
SecmEy
Cosmpenmnie Tags PATO MATO cossec | A | B | C | ConnpinmiL ThEs
SCongy | OFFUSIOH | Conromemgy Taga Secaer
RISIADSTE Sesary
pricamaton / Assets (
rlg § Betrt

12 aj} Is the descriptian of the work conlained within this SRCL PROTECTED andior CLASSIFIED? No Yes
La descriplion du fravall visé par la présente LVERS esl-ells de nature PROTEGEE etou CLASSIFIEE? Non oul

I Yas, classify this Jorm by annatating the top and bottom in the area entitlad “Security Classification”.
Dans I'alfirmative, clasaifisr lo présent formulalre an Indiquant le niveau do shcuiité dans fa case intliulde « Classifcation
de sdcurltd » au haut ot au bas du formulaire.

12, b) Wil ihe documantalion altachad 1o this SRCL ba PROTECTED and/or CLASSIFIED? m Na Yes
La documentation associde A la présente LVERS sera-t-elle PROTEGEE elou CLASSIFIEE? Neon Oui

If Yos, classify this farm by annolating the top and bettom In the arca entitied “Socurlty Classilication® and Indicate with
attachmants (0.g. SECRET with Attachmants).
Dana "aflirmative, classifler iv présont formulaice an ladiquant la niveay de sécurild dans 1a case Inthulde « Classificaticn
da sdeurilé » au haut et au bas du lommulaice et Indiquar qu'll y a des pldcas jolntas {p, ex. SECRET avec das plices
inles).




Governmen!  Gouvernement Conlraet Number / Numéro du coniral
l* of Conada du Canada G5292-970324

Secunly Classificalion / Classificalion de sécurilé
PROTECTED B

PART D - AUTHDRZATION S PARTIE O - AUTORISATION
N3 Organization Projec] Authorily / Charga de projel de Yorganisme

rame (prind) - Nom {en lelires mouiees) Tille « Tire Signaius,
BeAmce dircikD Digcros.
Telephane No « N° de téléphone Facsirnile Na - N” de 1&lécopieur | E-mail addsess - Adresse caurdel

L (IS99 -353S @ilre pioind 3 riwiurnd,

14 Organization Securily Aulharily / Responsable de la sécunlé de Jorganisme

Name (print) - Nom {en lettres maoutées) Tille « Titre Signatys,
Gameau, Yuon S0 Hﬂm (" Q,%
Talephone No - N” de 8| Facsimiie No - N” da (8/écopieur | E-mrail address - Adresse cou
e lq :‘05 (_}1- (_f?&' B15.953.2001 yven gameav@serncecanada ge l - o ‘6-98
No

15 Are nere addilona! Instructions (e g. Security Gulde, Secusity Classificalion Guide) allached? Yes
Des Instruciions supplémentalees (p ex Gu'de de sécurilé, Guide de classification de ks sécurié) sonl-clles fointes? Non Oul

16 Procurement Oficel 1 Agent d approviionnemant

Name (pnnt} - Nom {en laltres mouldes) Tille - Tire Sigralure

QUSAN IWESTALL SuPPLY TEAM LEADER

Tefephons No - N’ de 1&dphone Facsimile No - N° da t&lécopieur E-mail addreas - Adiesse caumiel Date
13949, 83350 SUson. yesia )] 20 g6e e ¢

[17. Contracling Secwity Aulhonly 7 Autorllé conlracianie en maliere g8 SeTume bl

Mame {prinl} - Nom (en letires moultes) Tille - Tare Signalyre

Telephone No - N' de 1&i&phone Facsimile No - N® de télécopleur E-mail address - Adiesse courtiel Date

TBS/SCT 350-103(2004/12) Secunly Classification / Classiicalion de Secums

FROTECTED B Carlad.".i




Annex II: Security Requirements

1. The Contractor/Offeror must, at all times during the performance of the
Contract/Standing Offer/Supply Arrangement, hold a valid Designated Organization
Screening (DOS) with approved Document Safeguarding at the level of PROTECTED B,
issued by the Canadian Industrial Security Directorate, Public Works and Government
Services Canada.

2. The Contractor/Offeror personnel requiring access to PROTECTED information, assets or
work site(s) must EACH hold a valid RELIABILITY STATUS, granted or approved by the
Canadian Industrial Security Directorate (CISD), Public Works and Government Services
Canada (PWGSC).

3. Processing of PROTECTED/CLASSIFIED information electronically at the
Contractor/Offeror's site is NOT permitted under this Contract/Standing Offer/Supply
Arrangement.

4. Subcontracts which contain security requirements are NOT to be awarded without the
prior written permission of CISD/PWGSC.

5. The Contractor/Offeror must comply with the provisions of the:

a. Security Requirements Check List and security guide (if applicable), attached at
Annex ;
b. Industrial Security Manual (Latest Edition).



