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Amendment 002 has been raised to add IT Security Requirements to the RFSO:
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IT Security Requirements Technical Document /
Document technique — Exigences en matiere de sécurité des Tl

Contract #/ N° de contrat : 21120-18-2760235 (NHQ2695) py/
Date : 2018/01/09 w

(La version francaise suit)

IT Security Requirements

The IT Security Requirements are derived from the Operational Security Standard: Management of
Information Technology Security (MITS).

The requirements below apply to the above-noted contract and all contractors and external partners therein
who access information of PROTECTED level sensitivity and use PROTECTED IT Equipment (refer to
Appendix A: Definitions).

1.

Any suspected loss or theft of PROTECTED IT Equipment containing PROTECTED information must
be reported by the Contractor to the Project Authority immediately.

All PROTECTED IT Equipment must be located in a space that meets the requirements of an
Operations Zone as defined in the Operational Security Standard on Physical Security and G1-026
Guide to the Application of Physical Security Zones.

All PROTECTED information in the Contractor's custody stored, processed and/or shared electronically
must be encrypted using a product that meets Government of Canada (GC) encryption standards as
defined in Cryptographic Algorithms for UNCLASSIFIED, PROTECTED A, and PROTECTED B
Information and protected by a strong password (minimum 8 characters, uppercase letters, lowercase
letters and numbers).

All PROTECTED information in the Contractor's custody must be stored in Canada only. Storage of all
Government of Canada (GC) information outside Canada is prohibited. Only Canadian-based cloud
storage services that are specifically-authorised by CSC may be used to store PROTECTED
information; all other cloud services are prohibited.

Current antivirus software must be installed and enabled with the most current virus definitions, updates
and maintained on all PROTECTED IT Equipment on which it is possible to install antivirus software.

The Operating System (OS) and applications used on PROTECTED IT Equipment must be vendor-
supported, i.e. current security patches must be available and the product must not have reached end of
life, and the latest security patches must be installed.

Each authorized user who accesses PROTECTED IT Equipment must use their own unigue account
with user-level privileges and protect it using a strong password. Computer accounts must not be
shared. Computer accounts with Administrator-level privileges must be used for system administration
tasks only and must not be used for general user tasks, e.g. surfing the Internet, checking email,
accessing OMS.

Security event logging must be enabled and logs kept for a minimum of 1 month on all PROTECTED IT
Equipment on which event logging is possible.
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9. A password protected screen saver set to 15 minutes or less must be enabled on all PROTECTED IT
Equipment connected to or including a digital display or monitor.

10. All PROTECTED IT Equipment that is connected to the Intemet must reside behind a network router
that is securely-configured using industry best practices, e.g. NAT-enabled firewall, password-protected
and decumented configuration, security logging enabled, maintained and reviewed, and filterad access.

11. When PROTECTED IT Equipment is no longer required to store or process PROTECTED information,
the information stored on the equipment must be securely destroyed in accordance with [T Media
Sanitization. Any FROTECTED information stored on approved Canadian-based cloud storage
services must also be deleted when no longer needed.

12. Al PROTECTED IT Equipment must have its intemal data storage devices, e.g. hard drives, removed
and secured with the Contractor prior to the equipment being removed from the Contractor's premises
for service.

13. If it has been determined that PROTECTED IT Equipment is no longer serviceable, any internal data
storage devices, e g. hard drives, contained in the equipment must be surrendered to the Project
Authonty for destruction. If the intemal storage cannot be removed from its host equipment, the host
equipment itself must be surrendered to the Project Authority for destruction.

14. When PROTECTED information is displayed on the screens of PROTECTED IT Equipment or viewed in
printed format, it must not be viewable by unauthorized persons.

15. Unless otherwise prohibited, any remote access to PROTECTED IT Equipment using Contractor-
provided and/or CSC-provided standard remote access software must be secured using industry best
practices, e.g. encrypted connection, two-factor authentication, controlled/restricted access, secunty
legging, split tunneling disabled. All parties using the remote access must also meet all requirements
listed in this document.

Additional Security for Connectivity (and other External Partners)

In addition, for contracts where a connectivity requirement has been identified in the SRCL, i.e. "yes” to
question 11e, the following IT Security requirements must be met:

16. All PROTECTED IT equipment used to access Offender Management System (OMS), its ancillary
applications or CSC's email system must meet the following requirements:

The BIOS is protected with a strong password.

The BIOS is configured to allow booting only from the system drive, e.g. C: drive.
All wireless capability is disabled.

The system is locked or shut down when not in use.

aen oD
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17. All PROTECTED IT equipment used to access OMS, its ancillary applications or C5C’s email system
must never have the following installed and/or used on the equipment unless specifically-authorised by
CSC:

Tools that could circumvent security controls.

Peer-to-peer (P2P) software used to communicate with other systems over the Internet
Client-server software such as web servers, proxy servers or file servers.

Web-based email services.

Remote-control software.

Cloud services, including storage (see Requirement 4).

mmap oW

Departmental Security — Physical and Personnel

In addition to the aforementioned items, compliance with the following items below is assumed through
Designated Organization Screening (DOS) and Document Safeguarding Capability (DSC) verifications
conducted by Canadian Industrial Security Directorate (CISD):

+ Each Conftractor, Contractor's agents, subcontractors, volunteers or any other parties requiring access
to PROTECTED information must hold a valid RELIABILITY STATUS security clearance, granted by the

CISD of Public Works and Government Services Canada (PWGSC) and have a legitimate need-to-know
for the information provided.

¢ When not in use, all Portable Data Storage Devices containing PROTECTED information must be
secured in a security container that meets GC secunty standards within an Operations Zone.

¢ All documentation produced or completed by the Contractor which contains PROTECTED information
must have its sensitivity labeled in the upper right hand comer on the face of each page of the
document. Also, all Portable Data Storage Devices must be labelled with the highest sensitivity level of
the information contained therein, e.g. PROTECTED B.
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Appendix A: Definitions

PROTECTED IT Equipment - All Information Technology (IT) equipment and devices (such as, but not
limited to, servers, desktop computers, Portable Data Storage Devices) that are used to access, store and/or
process information of PROTECTED level sensitivity.

Portable Data Storage Device (PDSD) - Devices that are portable and contain storage or memory into which
users can store information are considered portable data storage devices. Examples of portable data storage
devices include:

USB devices (e.g. memory sticks, external hard drives);

eSATA (External Serial Advanced Technology Attachment) devices;
Tablets, laptops, smart devices (e.g. BlackBerry), and cameras; and
Portable media — tapes, optical discs (e.g. CDs and DVDs).

Appendix B: References

Operational Secunty Standard: Management of Information Technology Security (MITS)
http:/fwww.tbs-sct.ge.ca/polidoc-eng. aspx?id=12328

Operational Secunty Standard on Physical Security
http:/fwww.tbs-sct.ge.ca/polidoc-eng. aspx?id=12329

G1-026 - Guide to the Application of Physical Security Zones
http:/fwww. remp-gre.ge.caphysec-secmat/pubsig 1-026-eng .htm

Cryptographic Algorithms for UNCLASSIFIED, PROTECTED A, and PROTECTED B Information
https:fwww. cse-cst ge.calen/publicationfitsp-40-111

IT Media Sanitization
hitps:/fwww.cse-cst.go.calen/publication/itsp-40-006v2

G1-001 - Security Equipment Guide
hitp:{hwww.remp-gre.ge.calphysec-secmatres-imipubs/seg/htmlhome_e htm
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