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PART 1 GENERAL INFORMATION

1.1

1.2

13

Introduction
The bid solicitation is divided into seven parts plus attachments and annexes, as follows:
Part 1 General Information: provides a general description of the requirement;

Part 2 Bidder Instructions: provides the instructions, clauses and conditions applicable to the bid
solicitation;

Part 3 Bid Preparation Instructions: provides bidders with instructions on how to prepare their
bid;

Part 4 Evaluation Procedures and Basis of Selection: indicates how the evaluation will be
conducted, the evaluation criteria that must be addressed in the bid, if applicable, and the basis of
selection;

Part 5 Certifications: includes the certifications to be provided,;

Part 6 Security, Financial and Other Requirements: includes specific requirements that must be
addressed by bidders; and

Part 7 Resulting Contract Clauses: includes the clauses and conditions that will apply to any
resulting contract.

The Annexes include:

Annex A Statement of Work

Annex B Basis of Payment

Annex C Evaluation Criteria & Method of Selection
Annex D List of Delivery Locations

Annex E Compatibility Testing

Annex F Bid Submissions Forms

Annex G OEM Certification Form

Annex H Substantiation of Technical Compliance Form
Annex | Supply chain integrity process (SCI) process
Annex J Security Requirements Check List
Summary

Department of National Defence, has a requirement to purchase one (1) five by eight foot flatbed
UV LED printer and training. This Contract is for the supply, delivery, installation of the equipment
and one year maintenance, as well as the necessary training, in French and English, to allow
users to access all of the required features of the equipment.

A total of 1 device is required: one (1) five by eight foot flatbed UV LED printer and training which
must meet the mandatory technical specifications detailed in Annex A.
Debriefings

Bidders may request a debriefing on the results of the bid solicitation process. Bidders should
make the request to the Contracting Authority within 15 working days of receipt of the results of
the bid solicitation process. The debriefing may be provided in writing, by telephone or in person.
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1.4 National Security Exception

On May 28, 2012, the Government of Canada announced on the Government Electronic
Tendering Service that it had invoked the National Security Exception under the trade
agreements in respect of procurements related to email, networks and data centres for Shared
Services Canada. As a result, this requirement is subject to the National Security Exception.
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PART 2 BIDDER INSTRUCTIONS

2.1 Standard Instructions, Clauses and Conditions

2.2

2.3

a) All instructions, clauses and conditions identified in the bid solicitation by number, date and
title are set out in the Standard Acquisition Clauses and Conditions Manual
(https://buyandsell.gc.ca/policy-and-guidelines/standard-acquisition-clauses-and-conditions-
manual) issued by Public Works and Government Services Canada.

b) Bidders who submit a bid agree to be bound by the instructions, clauses and conditions of the
bid solicitation and accept the clauses and conditions of the resulting contract.

c) The 2003 (2018-05-22) Standard Instructions - Goods or Services - Competitive Requirements
are incorporated by reference into and form part of the bid solicitation. If there is a conflict
between the provisions of 2003 and this document, this document prevails. All references to
PWGSC contained within the Standard Instructions will be interpreted as a reference to SSC,
except for section 5(2)(d).

d) Section 3 of the Standard Instructions — Goods and Services — Competitive Requirements
2003 is amended as follows: delete “Pursuant to the Department of Public Works and
Government Services Act, S.C. 1996, c.16”

e) Subsection 5(4) of 2003, Standard Instructions - Goods or Services - Competitive
Requirements is amended as follows:

i) Delete: sixty (60) days
ii) Insert: one hundred and twenty (120) days

Submission of Bids

a) Bids must be submitted only to Shared Services Canada, Procurement Officer, Nina Caldwell
by e-mail only to nina.caldwell@canada.ca by the date and time indicated on the cover page
of the bid solicitation. For an offer to be considered, this RFP must be completed and
submitted in its entirety. All queries concerning the RFP, whether before or after closing date,
must be in writing by e-mail and addressed to Nina Caldwell at nina.caldwell@canada.ca and
ssc.wtdprintingproducts-productsimpressionatmt.spc@canada.ca.

b) Due to the nature of the bid solicitation, bids transmitted by facsimile to Shared Services
Canada will not be accepted.

Enquiries - Bid Solicitation

a) All enquiries must be submitted in writing to the Contracting Authority no later than 5 calendar
days before the bid closing date. Enquiries received after that time may not be answered.

b) Bidders should reference as accurately as possible the numbered item of the bid solicitation to
which the enquiry relates. Care should be taken by bidders to explain each question in
sufficient detail in order to enable Canada to provide an accurate answer. Technical enquiries
that are of a “proprietary” nature must be clearly marked “proprietary” at each relevant item.
Items identified as proprietary will be treated as such except where Canada determines that
the enquiry is not of a proprietary nature. Canada may edit the questions or may request that
the Bidder do so, so that the proprietary nature of the question is eliminated, and the enquiry
can be answered with copies to all bidders. Enquiries not submitted in a form that can be
distributed to all bidders may not be answered by Canada.
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2.4 Applicable Laws

a) Any resulting contract must be interpreted and governed, and the relations between the
parties determined, by the laws in force in Ontario.

A Bidder may, at its discretion, substitute the applicable laws of a Canadian province or
territory of their choice without affecting the validity of its bid, by deleting the name of the
Canadian province or territory specified and inserting the name of the Canadian province or
territory of its choice. If no change is made, it acknowledges that the applicable laws specified
are acceptable to the Bidder.
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PART 3 BID PREPARATION INSTRUCTIONS

3.1 Bid Preparation Instructions

3.2

a) Copies of Bid: Canada requests that bidders provide their bid in separately bound sections as
follows:

i) Section I: Technical Bid (1 soft copy)
ii) Section II: Financial Bid (1 soft copy)
iii) Section IlI: Certifications (1 soft copy)

Prices must appear in the financial bid only. No prices must be indicated in any other
section of the bid.

b) Format for Bid: Canada requests that bidders follow the format instructions described below
in the preparation of their bid:

i) use a numbering system that corresponds to the bid solicitation;

ii) include a title page at the front of each volume of the bid that includes the title, date, bid
solicitation number, bidder's name and address and contact information of its
representative; and

iii) include a table of contents.

Section |: Technical Bid

In their technical bid, Bidders must demonstrate their understanding of the requirements
contained in the bid solicitation and explain how they will meet these requirements. Bidders must
demonstrate their capability in a thorough, concise and clear manner for carrying out the work.

Full technical specifications and descriptive materials must be submitted with the bid. Failure to
provide these materials with the bid will result in the bid being declared non-compliant.

In order to demonstrate compliance to the technical requirements, it is requested that the Bidder’s
Technical Bid include at a minimum the following:

(a) a completed Annex E, indicating compliance to the specifications, supplying equipment
details, and providing reference locations to supporting documentation and technical
brochures included in the bid, and;

(b) technical brochures and supporting documents should be cross-referenced with Annex A
and pertinent information demonstrating compliance should be clearly marked

Information to be filled in by the Bidder are left blank, please fill-in spaces accordingly.

The technical bid should address clearly and in sufficient depth the points that are subject to the
evaluation criteria against which the bid will be evaluated. Simply repeating the statement
contained in the bid solicitation is not sufficient. In order to facilitate the evaluation of the bid,
Canada requests that Bidders address and present topics in the order of the evaluation criteria
under the same headings. To avoid duplication, Bidders may refer to different sections of their
bids by identifying the specific paragraph and page number where the subject topic has already
been addressed.

It is the Bidder's responsibility to provide a comprehensible and sufficiently detailed bid that will
permit a complete evaluation in accordance with the criteria set out in the bid solicitation.
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a) The technical bid consists of the following:

i)

Bid Submission Form: Bidders are requested to include the Bid Submission Form with
their bids. It provides a common form in which bidders can provide information required for
evaluation and contract award, such as a contact name and the Bidder's Procurement
Business Number, etc. Using the form to provide this information is not mandatory, but it is
recommended. If Canada determines that the information required by the Bid Submission
Form is incomplete or requires correction, Canada will provide the Bidder with an
opportunity to do so.

Substantiation of Technical Compliance Form: The technical bid must substantiate the
compliance of the Bidder and its proposed products with the specific articles of Annex A
(Statement of Work) identified in the Substantiation of Technical Compliance Form, which
is the requested format for providing the substantiation. The Substantiation of Technical
Compliance Form is not required to address any parts of this bid solicitation not referenced
in the form. The substantiation must not simply be a repetition of the requirement(s), but
must explain and demonstrate how the Bidder will meet the requirements and carry out the
required Work. Simply stating that the Bidder or its proposed solution or product complies
is not sufficient. Where Canada determines that the substantiation is not complete, the
Bidder will be declared non-responsive and disqualified. The substantiation may refer to
additional documentation submitted with the bid - this information can be referenced in the
“Reference” column of the Substantiation of Technical Compliance Form, where bidders
are requested to indicate where in the bid the reference material can be found, including
the title of the document, and the page and paragraph numbers; where the reference is not
sufficiently precise, Canada may request that the Bidder direct Canada to the appropriate
location in the documentation.

3.3 Section II; Financial Bid

a) Pricing: Bidders must submit their financial bid in accordance with Annex B — Basis of
Payment. The total amount of Applicable Taxes must be shown separately, if applicable.

A completed Annex B, Basis of Payment, table must be submitted.

b) Blank Prices: Bidders are requested to insert “$0.00” for any item for which it will not charge or
for items that are already included in other prices set out in the tables. If the Bidder leaves any
price blank, Canada will treat the price as “$0.00” for evaluation purposes and may request
that the Bidder confirm that the price is, in fact, $0.00. No bidder will be permitted to add or
change a price as part of this confirmation. Any bidder who does not confirm that the price for
a blank item is $0.00 will be declared non-responsive.

3.4 Section lll: Certifications

Bidders must submit the certifications required under Part 5.
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PART 4

Canada

EVALUATION PROCEDURES AND BASIS OF SELECTION

4.1 Evaluation Procedures

4.2

a) Bids will be assessed in accordance with the entire requirement of the bid solicitation including
the evaluation criteria.

b) An evaluation team composed of representatives of Canada will evaluate the bids.

c)

In addition to any other time periods established in the bid solicitation:

d) Requests for Clarifications: If Canada seeks clarification or verification from the Bidder about
its bid, the Bidder will have 2 working days (or a longer period if specified in writing by the
Contracting Authority) to provide the necessary information to Canada. Failure to meet this
deadline will result in the bid being declared non-responsive.

Technical Evaluation - Mandatory Technical

a) Bids will be evaluated in accordance with the Technical Bid criteria detailed in Annex C. Bids
will be assessed to ensure compliance with all of the requirements of this solicitation as
described at Annex A - Statement of Work.

b)

Consideration of Additional Software Use Terms included in Top-Ranked Bid (following
financial evaluation):

i) Acceptance of all the terms and conditions contained in Part 7 - Resulting Contract Clauses
(including those relating to software licensing and those incorporated by reference) is a
mandatory requirement of this bid solicitation.

ii) However, Bidders may, as part of their bid, submit additional software use terms. Whether
or not those software use terms will be included in any resulting contract (as an Annex in
accordance with the Article entitled “Priority of Documents” in the Resulting Contract
Clauses) will be determined using the process described below. Whether or not any
proposed additional software use terms are acceptable to Canada is a matter solely within
the discretion of Canada.

iii) The process is as follows:

1)

2)

3)

4)

Bids may include additional software use terms that are proposed to supplement the
terms of the Resulting Contract Clauses. Bidders should not submit a software
publisher’s full standard license terms (because full standard license terms generally
contain provisions that deal with more than simply how the software can be used; for
example, they frequently deal with issues such as limitation of liability or warranty,
neither of which are software use terms);

In cases where the Bidder has submitted a software publisher’s full standard license
terms, Canada will require that the Bidder remove these terms and submit only the
software use terms that the Bidder would like Canada to consider;

Canada will review the additional software use terms proposed by the top-ranked Bidder
(identified after the financial evaluation) to determine if there are any provisions
proposed by the Bidder that are unacceptable to Canada;

If Canada determines that any proposed software use term is unacceptable to Canada,
Canada will notify the Bidder, in writing, and will provide the Bidder with an opportunity

to remove that provision from its bid or to propose alternate language for consideration

by Canada. Canada may set a time limit for the Bidder to respond; if the Bidder submits
alternate language, if Canada does not find the alternate language acceptable, Canada
is not required to allow the Bidder to submit further alternate language;
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5) If the Bidder refuses to remove provisions unacceptable to Canada from its bid within
the time limit set by Canada in its notice, the bid will be considered non-responsive and
be disqualified; Canada may then proceed to the next-ranked bid; and

6) If the Bidder agrees to remove the provisions that are unacceptable to Canada and it is
awarded any resulting contract, the proposed additional software use terms (as revised)
will be incorporated as an annex to the contract, as set out in the Article entitled “Priority
of Documents” in the Resulting Contract Clauses.

iv) For greater certainty and to ensure that only additional software use terms that have been
approved by both parties are incorporated into any resulting contract, unless the
additional software use terms proposed by the Bidder are included as a separate annex
to the Contract and initialed by both parties, they will not be considered part of any
resulting contract (even if they are part of the bid that is incorporated by reference into the
resulting contract). The fact that some additional terms and conditions or software use
terms were included in the bid will not result in those terms applying to any resulting
contract, regardless of whether or not Canada has objected to them under the procedures
described above.

4.3 Financial Evaluation
a) Mandatory Financial Criteria

i) SACC Manual Clause A0220T (2014-06-26), Evaluation of Price.
Please refer to Annex C, and complete the Basis of Payment, Annex B.

4.4 Basis of Selection

a) SACC Manual Clause A0031T (2010-08-16), Basis of Selection — Mandatory Technical
Criteria

b) A bid must comply with the requirements of the bid solicitation and meet all mandatory
evaluation criteria to be declared responsive. The responsive bid with the lowest evaluated
price will be recommended for award of a contract.
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PART 5 CERTIFICATIONS

5.1

5.2

5.3

5.4

5.5

Certification

a) Bidders must provide the required certifications and documentation to be awarded a contract.

b) The certifications provided by bidders to Canada are subject to verification by Canada at all
times. Canada will declare a bid non-responsive, or will declare a contractor in default, if any
certification made by the Bidder is found to be untrue, whether made knowingly or
unknowingly, during the bid evaluation period or during the contract period.

¢) The Contracting Authority will have the right to ask for additional information to verify the
Bidder’s certifications. Failure to comply with this request will also render the bid non-
responsive or will constitute a default under the Contract.

Mandatory Certifications Required Precedent to Contract Award
a) Bidders must submit the following duly completed certifications as part of their bid.
b) Code of Conduct and Certifications

By submitting a bid, the Bidder certifies that the Bidder and its affiliates are in compliance with
the provisions as stated in Section 01 Code of Conduct and Certifications — Bid of Standard
Instructions 2003. The related documentation therein required will assist Canada in confirming
that the certifications are true.

Federal Contractors Program for Employment Equity — Bid Certification

a) By submitting a bid, the Bidder certifies that the Bidder, and any of the Bidder's members if the
Bidder is a Joint Venture, is not named on the Federal Contractors Program (FCP) for
employment equity “FCP Limited Eligibility to Bid” list
(http://www.labour.gc.ca/eng/standards _equity/eg/empl/fcpllist/inelig.shtml) available from
Human Resources and Skills Development Canada (HRSDC) — Labour’s website

b) Canada will have the right to declare a bid non-responsive if the Bidder, or any member of the
Bidder if the Bidder is a Joint Venture, appears on the “FCP Limited Eligibility to Bid” list at the
time of contract award.

Integrity Provisions — List of Names

a) Bidders who are incorporated, including those bidding as a joint venture, must provide a
complete list of names of all individuals who are currently directors of the Bidder.

b) Bidders bidding as sole proprietorship, as well as those bidding as a joint venture, must
provide the name of the owner(s).

¢) Bidders bidding as societies, firms or partnerships do not need to provide lists of names.

Additional Certifications Precedent to Contract Award

a) The certifications listed below should be completed and submitted with the bid but may be
submitted afterwards. If any of these required certifications is not completed and submitted as
requested, the Contracting Authority will so inform the Bidder and provide the Bidder with a
time frame within which to meet the requirement. Failure to comply with the request of the
Contracting Authority and meet the requirement within that time period will render the bid non-
responsive.
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5.6 OEM Certification

5.7

5.8

a)

b)

c)

Any Bidder that is not the Original Equipment Manufacturer (OEM) for every item of hardware
proposed as part of its bid is required to submit the OEM’s certification regarding the Bidder’s
authority to provide and maintain the OEM’s hardware, which must be signed by the OEM (not
the Bidder). No Contract will be awarded to a Bidder who is not the OEM of the hardware it
proposes to supply to Canada, unless the OEM certification has been provided to Canada.
Bidders are requested to use the OEM Certification Form included with the bid solicitation.
Although all the contents of the OEM Certification Form are required, using the form itself to
provide this information is not mandatory. For Bidders/OEMs who use an alternate form, it is in
Canada’s sole discretion to determine whether all the required information has been provided.
Alterations to the statements in the form may result in the bid being declared non-responsive.

If the hardware proposed by the Bidder originates with multiple OEMs, a separate OEM
certification is required from each OEM.

For the purposes of this bid solicitation, OEM means the manufacturer of the hardware, as
evidenced by the name appearing on the hardware and on all accompanying documentation.

Code of Conduct Certifications — Certifications Required Precedent to Contract Award

a)

b)

Bidders should provide, with their bids or promptly thereafter, a complete list of names of all
individuals who are currently directors of the Bidder. If such a list has not been received by
the time the evaluation of bids is completed, the Contracting Authority will inform the Bidder of
a time frame within which to provide the information. Bidders must submit the list of directors
before contract award, failure to provide such a list within the required time frame will render
the bid non-responsive.

The Contracting Authority may, at any time, request that a Bidder provide properly completed
and Signed Consent Forms (Consent to a Criminal Record Verification form — PWGSC-
TPSGC 229) for any or all individuals named in the aforementioned list within a specified
delay. Failure to provide such Consent Forms within the delay will result in the bid being
declared non-responsive.

Common Criteria Security Certification

a)

b)

Bidders should provide with their bids the proposed multi-function devices Common Criteria
Security Certification, brochure and configuration pages (aka white pages) for each model
submitted for consideration.

If the Common Criteria Security Certification is unavailable due to the fact that the machine is
currently in evaluation, Bidders should identify this and provide a verifiable link to the website
which demonstrates this status.
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PART 6 SECURITY, FINANCIAL AND OTHER REQUIREMENTS

6.1 Security Requirements
a) Contractor’s personnel must be escorted by a DND employee at all times while on site.
b) See Annex J for SRCL
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PART 7 RESULTING CONTRACT CLAUSES

The following clauses apply to and form part of any contract resulting from the bid solicitation.

7.1 Requirement

a) (the “Contractor”) agrees to supply to the Client the

goods and services described in the Contract, including the Statement of Work at Annex A, in
accordance with, and at the prices set out in, the Contract. This includes:

i) supplying the Hardware;
ii) providing the Hardware Documentation;
iii) providing maintenance and support services for the Hardware during the Hardware
Maintenance Period;
iv) granting the license to use the Licensed Software described in the Contract;
v) providing the Software Documentation;
vi) providing maintenance and support for the Licensed Software during the Software Support
Period;
vii) providing training, as and when requested by Canada,

Client: Under the Contract, the “Client” is Shared Services Canada (“SSC”"), an organization
with a mandate to provide shared services. This Contract will be used by SSC to provide
shared services to its clients, which include SSC itself, those government institutions for whom
SSC'’s services are mandatory at any point during the Contract Period, and those other
organizations for whom SSC'’s services are optional at any point during the Contract Period and
that choose to use those services from time to time. SSC may choose to use this Contract for
some or all of its clients and may use alternative means to provide the same or similar services.

7.2 Standard Clauses and Conditions

a) All clauses and conditions identified in the Contract by number, date and title are set out in the

Standard Acquisition Clauses and Conditions Manual (http://buyandsell.gc.ca/policy-and-
guidelines/standard-acquisition-clauses-and-conditions-manual) issued by Public Works and
Government Services Canada. All references contained within the General Conditions or
Supplementary General Conditions to the Minister of Public Works and Government Services
will be interpreted as a reference to the minister presiding over Shared Services Canada and
all references to the Department of Public Works and Government Services will be interpreted
as Shared Services Canada.

b) For purposes of this contract the PWGSC policies referenced within the Standard Acquisitions

Clauses and Conditions Manual are adopted as SSC policies.

7.3 General Conditions:

a) 2010A (2018-06-21), General Conditions - Medium Complexity - Goods, apply to and form

part of the Contract. These General Conditions are amended as follows:

Section 2 of the General Conditions is amended as follows: delete “Pursuant to the
Department of Public Works and Government Services Act, S.C. 1996, c.16”

7.4 Supplemental General Conditions:

a) The following Supplemental General Conditions:

b) 4001 (2015-04-01), Supplemental General Conditions - Hardware Purchase, Lease and
Maintenance;

c) 4003 (2010-08-16), Supplemental General Conditions - Licensed Software;
d) Section 08 is replaced as follows:
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e) The license to use the Licensed Software under the Contract is transferable by Canada under
the same conditions of the Contract, to any Device or Client, as applicable, or to any Canadian
government department or Crown corporation, as defined in the Financial Administration Act,
R.S.C. 1985, c. F-11, as amended from time to time, or to any other party for which Shared
Services Canada has been authorized to act under section 8 of the Shared Services Canada
Act, L.C. 2012, ch.19, art 711 as long as Canada informs the Contractor of the transfer within
thirty (30) days of the transfer occurring. For the purposes of this section, in the
circumstances where an Entity License is transferred, such license will be capped at the
number of users in the transferring department, corporation, agency or other party before the
transfer; and

f) 4004 (2013-04-25), Supplemental General Conditions - Maintenance and Support Services for
Licensed Software.
Security Requirement

a) Contractor’s personnel must be escorted by a Department of National Defence employee at all
times while on site.

b) See Annex J for SRCL.

National Security Exception (NSE)

On May 28, 2012, the Government of Canada announced on the Government Electronic
Tendering Service that it had invoked the National Security Exception under the trade
agreements in respect of procurements related to email, networks and data centres for Shared
Services Canada. As a result, this requirement is subject to the National Security Exception.
Contract Period

a) Contract Period: The “Contract Period” is the entire period of time during which the
Contractor is obliged to perform the Work, which includes:

i) The “Initial Contract Period”, which begins within 15 days of contract award; and
ii) The period during which the Contract is extended, if Canada chooses to exercise any
options set out in the Contract.
Delivery Date
a) All the deliverables must be received within 15 calendar days of Contract Award.
b) Precise addresses to be provided upon Contract Award. See Annex D.

Authorities
a) Contracting Authority
The Contracting Authority for the Contract is:

Name: Nina Caldwell

Title: Procurement Officer - Shared Services Canada
Directorate: Procurement and Vendors Relations

Address: 180 Kent St., 13-100, Ottawa, ON K1G 4A8

Telephone: 613-882-8328
E-mail address: nina.caldwell@canada.ca

The Contracting Authority is responsible for the management of the Contract and any changes
to the Contract must be authorized in writing by the Contracting Authority. The Contractor
must not perform work in excess of or outside the scope of the Contract based on verbal or
written requests or instructions from anybody other than the Contracting Authority.
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b) Project Authority
The Project Authority will be identified at contract award.

The Project Authority is responsible for all matters concerning the technical content of the
Work under the Contract. Technical matters may be discussed with the Technical Authority;
however, the Technical Authority has no authority to authorize changes to the scope of the
Work. Changes to the scope of the Work can only be made through a contract amendment
issued by the Contracting Authority.

¢) Procurement Authority

The Procurement Authority will be identified at contract award.
d) Contractor's Representative

The Contractor’'s Representative for the Contract is:

Name
Title
Company
Address

Telephone

Facsimile

Email address

7.10 Payment
a) Basis of Payment

i) In accordance with Annex B, Basis of Payment. Delivery, installation, training and
Provincial Electronic Disposal Surcharges are included and all applicable taxes are extra.
Canada will pay the Contractor upon completion and delivery of the Work in accordance
with the payment provisions of the Contract if:

A) an accurate and complete invoice and any other documents required by the Contract
have been submitted in accordance with the invoicing instructions provided in the
Contract;

B) all such documents have been verified by Canada;
C) the Work delivered has been accepted by Canada.

ii) Canada will not pay the Contractor for any design changes, modifications or interpretations
of the Work, unless they have been approved, in writing, by the Contracting Authority
before their incorporation into the Work.

7.11 Competitive Award

The Contractor acknowledges that the Contract has been awarded as a result of a competitive
process. No additional charges will be allowed to compensate for errors, oversights,
misconceptions or underestimates made by the Contractor when bidding for the Contract.

7.12 Purpose of Estimates

All estimated costs contained in the Contract are included solely for the administrative purposes
of Canada and do not represent a commitment on the part of Canada to purchase goods or
services in these amounts. Any commitment to purchase specific amounts or values of goods or
services is described elsewhere in the Contract.
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7.13 Limitation of Expenditure

a) Canada's total liability to the Contractor under the Contract must not exceed the amount set
out on page 1 of the Contract, less any Applicable Taxes. With respect to the amount set out
on page 1 of the Contract, Customs duties are included, if applicable and Applicable Taxes
are included. Any commitments to purchase specific amounts or values of goods or services
are described elsewhere in the Contract.

b) No increase in the total liability of Canada or in the price of the Work resulting from any design
changes, modifications or interpretations of the Work, will be authorized or paid to the
Contractor unless these design changes, modifications or interpretations have been approved,
in writing, by the Contracting Authority before their incorporation into the Work. The Contractor
must not perform any work or provide any service that would result in Canada’s total liability
being exceeded before obtaining the written approval of the Contracting Authority. The
Contractor must notify the Contracting Authority in writing as to the adequacy of this sum
when:

i) itis 75 percent committed, or
ii) 4 months before the Contract expiry date, or

iii) as soon as the Contractor considers that the contract funds provided are inadequate for the
completion of the Work, whichever comes first.

iv) If the notification is for inadequate contract funds, the Contractor must provide to the
Contracting Authority a written estimate for the additional funds required. Providing this
information does not increase Canada's liability.

7.14 Method of Payment - Monthly Payment

a) H1000C (2008-05-12), Single Payment.

7.15 SACC Manual Clauses
a) SACC Manual clause A9117C (2007-11-30), Direct Request by Customer Department.

7.16 Invoicing Instructions

a) The Contractor must submit invoices in accordance with the information required in the
General Conditions. Invoices cannot be submitted until all work identified in the invoices is
completed.

b) Invoices must be distributed as follows: The original and two (2) copies of the invoices and
maintenance reports must be forwarded to the Project Authority and the Procurement
Authority as identified in the Contract under article 7.7 “Authorities”.

7.17 Certifications

Compliance with the certifications provided by the Contractor in its bid is a condition of the
Contract and subject to verification by Canada during the entire Contract Period. If the Contractor
does not comply with any certification or it is determined that any certification made by the
Contractor in its bid is untrue, whether made knowingly or unknowingly, Canada has the right,
under the default provision of the Contract, to terminate the Contract for default.

7.18 Applicable Laws

The Contract must be interpreted and governed, and the relations between the parties
determined, by the laws in force in Ontario.

7.19 Priority of Documents

If there is a discrepancy between the wording of any documents that appear on the following list,
the wording of the document that first appears on the list has priority over the wording of any
document that appears later on the list:
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a) these Articles of Agreement, including any individual SACC clauses incorporated by reference
in these Articles of Agreement;

b) supplemental general conditions, in the following order:
i) 4001; (2015-04-01) Hardware Purchase, Lease and Maintenance;
ii) 4003; (2010-08-16) Licensed Software;
iii) 4004; (2013-04-25) Maintenance and Support Services or Licensed Software;
c) 2010A (2018-06-21), General Conditions - Medium Complexity;
d) Annex A, Statement of Work;
e) Annex B, Basis of Payment
f) Annex C, Evaluation Criteria & Method of Selection

g) Annex D, List of Delivery Locations

h) Annex J, SRCL

i) the Contractor's bid dated
amendment(s) if applicable).

7.20 Insurance Requirements

(insert date of bid), as amended

a) SACC Manual clause G1005C (2008-05-12) Insurance

7.21 SACC Manual Clauses

a) SACC Manual clause A9068C (2010-01-11) Government Site Regulations
b) SACC Manual clause B7500C (2006-06-16) Excess Goods

¢) SACC Manual clause B1501C (2006-06-16) Electrical Equipment

d) SACC Manual clause D0O018C (2007-11-30) Delivery and Unloading

7.22 Hardware

With respect to the provisions of Supplemental General Conditions 4001:

Part IV of 4001 applies to the Contract Yes
(Additional Conditions: Lease)
Part V of 4001 applies to the Contract Yes

(Additional Conditions: Maintenance)

Delivery Location

Refer to Part 7 Resulting Contract Clauses, Section 7.8
Delivery

Delivery Date

Refer to Part 7 Resulting Contract Clauses, Section 7.8
Delivery

Contractor must deliver Hardware
Documentation

Yes

Contractor must update Hardware
Documentation throughout Contract
Period

No - Section 7(5) of 4001 does not apply to the Contract.

Hardware Documentation must include No
maintenance documentation

Contractor must Install Hardware at time | Yes
of Delivery

Hardware is part of a System Yes
Lease Period N/A
Option to Extend Lease Period N/A
Delivery of Leased Hardware N/A

Principal Period of Maintenance (PPM)

PPM is defined as the consecutive hour period per day
between the hours of 08:00 to 17:00 (ET) Monday through
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Friday, excluding statutory holidays.

4001 08 - Level of Service Contractor must ensure 95% availability in a normal user
month.

4001 25 (7) Hardware Maintenance In addition to the information required for the Hardware

Service Report Maintenance Service report, the following information is
required:

(a) Contract number;

(b) client's name, telephone number and location;
(c) date and time of receipt of request for service;
(d) dispatch date and time;

(e) site arrival/departure date and time;

(f) total down time;

(g) reason for call;

(h) equipment type and serial number;

(1) action taken/service performed, including list of parts
replaced/installed;

(i) technician's name and signature; and

(k) remarks.

Copies of these reports must be made available to the
Contracting Authority within thirty (30) days of request.

4001 26 Class of Maintenance Service On-Site Maintenance Service included in the firm monthly rate
(FMR).

4001 26 (3).a.(i) Service Response Time | See 7.17 Service Response Time during PPM

Toll-free Telephone Number for [to be completed with information from the Contractor at the

Maintenance Service time of award]

Website for Maintenance Service [to be completed with information from the Contractor at the

time of award]

In addition to and not withstanding 4001 (2015-04-01) Supplemental General Conditions
Hardware Purchase, Lease and Maintenance the following articles apply to the Contract:

7.23 Training
a) At the request of the client, the Contractor must provide on-site adequate user and/or Key

Operator training, to allow the client’'s employees to efficiently and effectively operate the
equipment, at no extra cost. Any required training facilities or space will be provided by the
client. The client may engage the Contractor to provide additional or more in-depth training at
an additional cost to be negotiated outside this Contract.

7.24 Service Response Time During the Principal Period of Maintenance

a)

b)
c)

The Contractor must provide the following level of support in the event of equipment
malfunction:

1 hour to respond to a service call back;
4 hours from time of service call to have a technician at the print site if required; and

d) 8 hours to resolve problem allowing IRB to continue operations at minimum 80% capacity,

e)

f)

except on written agreement by the Identified User.

Service Response Time measurements do not include Saturdays, Sundays or statutory
holidays. Response time is calculated from the time the Contractor has been notified by the
Identified User to the arrival of the contractor’'s maintenance personnel on site. When the Total
Unscheduled Equipment Outage (as per the definition in Article 7.16.3) exceeds four (4)
hours, the client may claim a Remedy (as described in Article 7.16.2).

Upon commencing any maintenance services, the Contractor must work continuously in
performing the maintenance until the printer being serviced is operative or until the client
notifies the Contractor to suspend work.
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g) If after arrival by the Contractor's maintenance personnel on-site, it is determined that the

Contractor cannot repair the defective equipment within two (2) working days and the
equipment is in operational, the Contractor must provide loaner parts or equipment to permit
the client to provide an equal or better level of service while the equipment being repaired, at
no charge, within twenty-four (24) hours of such determination by the Contractor's
maintenance personnel. The client will keep the loaner equipment until the original defective
equipment is repaired and returned in working condition.

7.25 Remedies Following Unacceptable Levels of Service

a)

b)

c)

d)

e)

f)
g)

h)

To ensure a continuing acceptable level of service for the client’s workload, the Contractor
agrees that Canada may exercise the following remedial actions.

The failure of Canada to exercise any or all of the following remedies does not mean that the
service received conforms with the applicable mandatory requirements, nor will that failure
lower the level of service acceptable for any portion of the Contract.

The Contractor will not be responsible for any deficiencies arising from any use of the
equipment by the client that is inconsistent with practices or procedures published by the OEM
or any other procedure previously published by the Contractor and accepted by the client.

It is not the intention of Canada to enforce the following remedies for situations resulting from
acts of God, civil insurrection, or in general, factors beyond the reasonable control of the
Contractor.

Application of any of the remedies detailed below in one or more instances shall not prevent
Canada from terminating for default in any instance of nonconformity with the terms of the
Contract.

The application of any remedy shall not result in any increase in liability to Canada.
Process to Claim Remedy

i) The client must claim the applicable of any remedy, in writing, within 30 days from the time
that the failure resulting in the application of the remedy could reasonably be noted by the
Identified User.

ii) Any such claim for a remedy must include reasonable documentation to support such
claim.

iii) Where the application of any remedy results in a financial benefit in favour of Canada, then
such financial benefit must be applied as a credit to the applicable invoice for the billing
period following the billing period in which the claim was received by the Contractor.

iv) Where the application of any remedy results in the requirement of the Contractor to replace
parts of modular equipment, then such replacement equipment must be installed within 24
hours of receipt of the claim, by the Contractor. Should it be required that the Contractor
replace the print system or print systems, as within the context of the Total Satisfaction
Guarantee, the replacement equipment will be installed within two weeks of a request,
unless a written extension is given by the client.

v) Where the application of any remedy results in the requirement of the Contractor to provide
additional reports or other documentation, then such reports or other written documentation
must be provided within 30 days of receipt of the claim, by the Contractor.

Definitions

i) "Remedial Equipment Failure” means any equipment malfunction that requires remedial
maintenance to be provided by the Contractor in order to make the equipment
operational.
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ii) "Unscheduled Equipment Outage” means the period of time that equipment is unavailable
to the client where such unavailability is caused by a Remedial Equipment Failure such
period must commence when the Contractor is informed of the Remedial Equipment
Failure in accordance with the Contract.

Actual Remedies
Excessive Equipment Failure

i) Inthe event the printer supplied has 3 or more Remedial Equipment Failures in a 30 day
period, then the Contractor must replace such printer with same or like equipment, if
requested by the client. The replacement equipment shall be installed within two weeks of a
request, unless a written extension is given by the client.

Failure to Repair Equipment

i) Inthe event that any single Unscheduled Equipment Outage exceeds 48 hours then the
Contractor must replace the equipment.

Excessive Outage

i) Inthe event that the Total Unscheduled Equipment Outage exceeds four (4) hours during the
PPM, in any given call, for either print system, the charges associated with that print system
shall be reduced in accordance with the following formula:

ii) (TUEO/8) x .1 x Total FMR + Fixed Monthly Service Rate; where TUEO is the Total
Unscheduled Equipment Outage in hours during the PPM within the applicable month. This
remedy must not exceed 2 times the Total FMR for any given monthly period.

m) Failure to Respond to Remedial Equipment Failures

i) Inthe event that the Contractor fails to provide trained technicians to undertake remedial
maintenance, within the response times specified in the Contract, in more than 10% of
occurrences measured over a 30 day period of the number of times such services were
required in accordance with the individual Contract; then, the Contractor must provide a
Remedial Action Plan to the client to identify what steps will be taken by the Contractor to
remedy the situation. In the event that the client is unable to negotiate a suitable course of
action with the Contractor, the Contracting Authority will determine is there is cause for
Termination for Default.

n) Spoilage of Copies

i) One hundred percent (100%) credit must be given for spoiled prints or copies due to machine
malfunction or quality of supplies provided by the Contractor.

0) Additional client requirements

i) Preventive maintenance and engineering changes must be scheduled at times consistent with
the client’s operational and security requirements.

ii) Commencing on Date of Acceptance, the printer must meet a minimum availability level of
95% of the client’s operational hours, on a monthly basis, commencing on the first day of each
month and ending on the last day of each month; over the duration of the contract.

iii) During a reported equipment malfunction repair period, the Contractor must issue a verbal
progress report to the client’s site authority as requested until such time as the problem is
resolved and provide a written report of the issue, the total downtime, and steps taken to
resolve the issue to the client’'s Technical Authority at the time the issue is resolved.
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ANNEX A
STATEMENT OF WORK

1. Requirement

1.1 Department of National Defence, has a requirement to purchase one (1) five by eight foot flatbed
UV LED printer and training. This Contract is for the supply, delivery, installation of the equipment
and one year maintenance, as well as the necessary training, in French and English, to allow
users to access all of the required features of the equipment.

1.2 A total of 1 device is required: one (1) five by eight foot flatbed UV LED printer and training which
must meet the mandatory technical specifications detailed in Annex A.

2. Mandatory technical requirement
Al. ONE (1) UV LED PRINTER & TRAINING

The device must meet the following mandatory requirements:

Al.1l The printer must provide at least a five (5) feet by eight (8) feet printable area

Al.2 The printer must incorporate an automated circulation system to prevent the settling of
pigments in the lines

Al1.3 The printer must be capable of printing no less than 1440 x 1440 dpi

Al4 The printer must be capable of printing on at least 6 inches thick rigid material

Al1.5 The printer bed must be able to hold up a minimum load of 400 Ibs

Al.6 The printer must include an instant ink drying capability

Al.7 The printer must incorporate a zoned vacuum system to retain materials on flatbed

Al1.8 The printer must be able to detect the height and edge of the media automatically

Al1.9 The printer must incorporate a layering mode able to print with white primer, for printing on
transparent and dark surfaces

A1.10 The printer must be capable of applying matte and gloss clear coat finishes

Al1.11 Raster Image Processor (RIP) software must be included

Al.12 User manuals must be included

A1.13 Must supply one extra complete set of toner

Al.14 1 year of maintenance

A2. Delivery and Installation Requirement

The following requirements must be met:

| A2.1 | Delivery, training and software installation must to be provided on DND premises

A3. Service Requirement

The following requirements must be met:

The Contractor must provide training for four (4) people on device cleaning and
maintenance.

A3.1 Training must be provided during normal work hours, Monday-Friday, between
8:00 am and 4:00 pm.

Training must be approved prior to commencement, by the DND Project
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Authority.

The Contractor must provide training for four (4) people on device connectivity
and user base calibration.
Training must be provided during normal work hours, Monday-Friday, between

A32 8:00 am and 4:00 pm.
Training must be approved prior to commencement, by the DND Project
Authority.
The Contractor must provide training for four (4) people on the fundamentals of
printing to the device from the RIP.

A3.3 Training must be provided during normal work hours, Monday-Friday, between

: 8:00 am and 4:00 pm.

Training must be approved prior to commencement, by the DND Project
Authority.
The Contractor must provide training for four (4) people on the use of the white,
gloss and layering modes.
Training must be provided during normal work hours, Monday-Friday, between

A3.4 . .
8:00 am and 4:00 pm.
Training must be approved prior to commencement, by the DND Project
Authority.
The Contractor must install any software related to the printer and RIP. The
Contractor must demonstrate how to update firmware and detail where to obtain
firmware updates online (if available online).

A3.5 Software installation must be provided during normal work hours, Monday-Friday,

between 8:00 am and 4:00 pm.
Software installation must be approved prior to commencement, by the DND
Project Authority.
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ANNEX B
BASIS OF PAYMENT
B1. ONE (1) UV LED PRINTER & TRAINING

For the delivery, configuration and installation and training of the one (1) UV LED printer & training device the Contractor will be paid the following firm rates:

Device: (insert device model)
Equipment Offered Part Purchase

List the mainframe and all added optional equipment Number

required to meet the Specifications as detailed in Annex

A.

Base Unit Model Name: $
$
$
$
$
$
$

TOTAL FMR $

All prices must include delivery, training, custom duties and provincial electronic disposal surcharges; GST/HST extra if applicable.
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ANNEX C

EVALUATION CRITERIA & METHOD OF SELECTION

C1l. TECHNICAL EVALUATION

Bidders are requested to submit a completed Form found in Annex H- Substantiation of Technical

Compliance.

Bidders must demonstrate how they meet each criteria specified in Annex H

Bidders must PASS all mandatory technical specification requirements listed in Annex A, in order to
be considered further during the evaluation stage.

C2. FINANCIAL EVALUATION

Canada will use the Bidders price from Annex B, to complete the financial evaluation.

PRODUCT DESCRIPTION QUANTITY FIRM UNIT TOTAL PRICE
PRICE

ONE (1) UV LED PRINTER 1

Delivery 1

Training 1

Software installation 1

Must supply one extra complete set of toner 1

EHF 1
SUB-TOTAL
TAX (14.975%)
TOTAL

C3. BASIS OF SELECTION

A bid must comply with the requirements of the bid solicitation and meet all mandatory technical
evaluation criteria to be declared responsive. The responsive bid with the lowest TOTAL
EVALUATED PRICE will be recommended for award of a contract.
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Annex D
List of Delivery Locations

1. 45 Sacré-Coeur, Gatineau, PQ, J8X 1C6
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Annex E
COMPATIBILITY TESTING

At the request of Canada, the Contractor with the best value technically compliant bid must make
available the test printer, in the configurations specified in the RFP, for a compatibility test by Canada
prior to the award of Contract to determine whether the proposed printer will meet Canada’s
requirements.

To complete these tests, the contractor must make the test printer available for testing in the National
Capital Region of Canada either at the contractor’s site or at an existing installation site in a different
client’s environment within 10 days of notification of such test by SSC.

The product for testing must:
(@) be configured and identical to the equipment proposed in the RFP and be in accordance
with the Mandatory Technical Specifications;
(b) be loaded with all necessary drivers; and
(©) be compatible with the specific hardware, network or software requirements identified by
the Project Authority and/or the Contracting Authority at the time notice of testing is given
to the Contractor.

Compliance Verification and Compatibility Testing

Failure of the proposed printer to meet the technical specifications of the RFP and any subsequent
clarifications thereto may result in elimination of the printer without further consideration.

In the event that the test printer does not function in accordance with the technical requirements of the bid
solicitation or is not able to function in the Department Of National Defences’s environment with
Department of National Defence’s applications, the Contractor will be required to rectify the incompatibility
within 48 hours of notification. The resulting fault will be deemed a technical fault. A maximum of 2
technical faults will be allowed.

If the test printer, or its replacement, exhibits a third technical fault or if the contractor fails to meet the 48
hour deadline (on the first OR second technical fault) the test device will be deemed non-compliant.

If the testing indicates that some upgrades/changes (for example, to the drivers or firmware) are required,
Canada will work with the Contractor to resolve these issues provided that the they are reasonable and
can be resolved within a reasonable amount of time.

If the test printer provided is new and is to be delivered to the end-user's location, and if it is agreed upon
with Canada, the test printer may be considered as the unit of sale.
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Annex F

BIDDER FORMS

BID SUBMISSION FORM

Bidder’s full legal name

[Note to Bidders: Bidders who are part of a
corporate group should take care to identify the
correct corporation as the Bidder.]

Authorized Representative of Bidder for evaluation
purposes (e.g., clarifications)

Name

Title

Address

Telephone #

Fax #

Email

Bidder’'s Procurement Business Number (PBN)

[see the Standard Instructions 2003]

[Note to Bidders: Please ensure that the PBN you
provide matches the legal name under which you
have submitted your bid. If it does not, the Bidder
will be determined based on the legal name
provided, not based on the PBN, and the Bidder will
be required to submit the PBN that matches the
legal name of the Bidder.]

Jurisdiction of Contract: Province in Canada the
bidder wishes to be the legal jurisdiction applicable to
any resulting contract (if other than as specified in
solicitation)

Former Public Servants

See the Atrticle in Part 2 of the bid solicitation entitled
Former Public Servant Certification for a definition of
“Former Public Servant”.

Is the Bidder a FPS in receipt of a pension as defined in the
bid solicitation?

Yes No

If yes, provide the information required by the Article in Part 2
entitled “Former Public Servant Certification”

Is the Bidder a FPS who received a lump sum payment under
the terms of the work force adjustment directive?

Yes No

If yes, provide the information required by the Article in Part 2
entitled “Former Public Servant Certification”

Canadian Content Certification

As described in the solicitation, bids with at least 80%
Canadian content are being given a preference.

[For the definition of Canadian goods and services, consult the
PWGSC SACC clause A3050T]

On behalf of the bidder, by signing below, | confirm that [check
the box that applies]:

At least 80 percent of the bid price consists of
Canadian goods and services (as defined in the
solicitation)

Less than 80 percent of the bid price consists of
Canadian goods and services (as defined in the
solicitation)
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Number of FTEs [Bidders are requested to indicate,
the total number of full-time-equivalent positions that
would be created and maintained by the bidder if it were
awarded the Contract. This information is for
information purposes only and will not be evaluated.]

Security Clearance Level of Bidder

[include both the level and the date it was granted]
[Note to Bidders: Please ensure that the security
clearance matches the legal name of the Bidder. If it
does not, the security clearance is not valid for the
Bidder.]

On behalf of the Bidder, by signing below, | confirm that | have read the entire bid solicitation including the

documents incorporated by reference into the bid solicitation and | certify that:

1. The Bidder considers itself and its products able to meet all the mandatory requirements described in the bid
solicitation;

2. This bid is valid for the period requested in the bid solicitation;

3. All the information provided in the bid is complete, true and accurate; and

4. If the Bidder is awarded a contract, it will accept all the terms and conditions set out in the resulting contract
clauses included in the bid solicitation.

Signature of Authorized Representative of Bidder
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Annex G
OEM Certification Form

This confirms that the original equipment manufacturer (OEM) identified below has authorized the
Bidder named below to provide and maintain its products under any contract resulting from the bid
solicitation identified below.

Name of OEM

Signature of authorized signatory of OEM

Print Name of authorized signatory of OEM

Print Title of authorized signatory of OEM

Address for authorized signatory of OEM

Telephone no. for authorized signatory of OEM

Fax no. for authorized signatory of OEM

Date signed

Solicitation Number

Name of Bidder

Page 31 of 47



I * gga;eddaﬁ‘:ewicea gg:;g;s partagés
Annex H
SUBSTANTIATION OF TECHNICAL COMPLIANCE FORM
EQUIPMENT REQUIREMENT
The printer must meet the following mandatory requirements:

Al. Device: (insert model name)

MANDATORY CRITERIA

Substantiation
: - : Com p|y Simply repeating the statement contained in the
Al. Monochrome Device Specifications bid solicitation is not sufficient. Bidders please
(YeS/ NO) describe how the devices meet the mandatory
criteria.

Reference
Bidders please clearly indicate
where supporting documentation
can be found in the bid.

The printer must provide at least a five

Al.l (5) feet by eight (8) feet printable area

YIN

The printer must incorporate an
Al.2 automated circulation system to prevent Y/N
the settling of pigments in the lines

The printer must be capable of printing

Al.3 no less than 1440 x 1440 dpi YN
The printer must be capable of printing

Al4 on at least 6 inches thick rigid material YN
The printer bed must be able to hold up

ALS a minimum load of 400 Ibs YN

AL G The_ printer must include an instant ink Y/N
drying capability
The printer must incorporate a zoned

Al.7 vacuum system to retain materials on Y/N
flatbed
The printer must be able to detect the

Al.8 height and edge of the media Y/N

automatically
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The printer must incorporate a layering
mode able to print with white primer, for

ALY printing on transparent and dark YN
surfaces
A1.10 The printer must be capable_ Qf applying Y/N
matte and gloss clear coat finishes
AL 11 Raster Image Processor (RIP) software Y/N
must be included
Al1.12 User manuals must be included Y/N
AL 13 Must supply one extra complete set of YIN
toner
Al.14 One year maintenance YIN
Substantiation Reference
Delivery and Installation Comply Simply rgpe:e\ting the statgrpent cqntained in the Bidders pleasg clearly indicat(-_:
A2. Requirement (Yes/NO) bid solicitation is not sufficient. Bidders please | Where supporting documentation
describe how the following mandatory criteria will | €an be found in the bid.
be met.
Delivery, training and software
A2.1 installation must to be provided on DND YIN
premises
Substantiation REETENES
; ; Comply Slmply repeating the statement cgntamed in the Bidders please clearly indicate
A3. Maintenance Requirement (Yes/No) bid solicitation is not sufficient. Bidders please where supporting documentation
describe how the follgglrr:]getrnandatory criteria will can be foundin the bid.
The Contractor must provide training for
four (4) people on device cleaning and
maintenance. Training must be
A3.1 provided during normal work hours, Y/N
Monday-Friday, between 8:00 am and
4:00 pm.Training must be approved
prior to commencement, by the DND
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Project Authority.

The Contractor must provide training for
four (4) people on device connectivity
and user base calibration.Training must
be provided during normal work hours,
Monday-Friday, between 8:00 am and
4:00 pm.Training must be approved
prior to commencement, by the DND
Project Authority.

A3.2 YIN

The Contractor must provide training for
four (4) people on the fundamentals of
printing to the device from the
RIP.Training must be provided during
A3.3 normal work hours, Monday-Friday, Y/N
between 8:00 am and 4:00 pm. Training
must be approved prior to
commencement, by the DND Project
Authority.

The Contractor must provide training for
four (4) people on the use of the white,
gloss and layering modes.Training must
be provided during normal work hours,
Monday-Friday, between 8:00 am and
4:00 pm.Training must be approved
prior to commencement, by the DND
Project Authority.

A3.4 Y/N

The Contractor must install any
software related to the printer and RIP.
The Contractor must demonstrate how
to update firmware and detail where to
obtain firmware updates online (if
available online).Software installation
must be provided during normal work
hours, Monday-Friday, between 8:00
am and 4:00 pm. Software installation
must be approved prior to
commencement, by the DND Project
Authority.

A3.5 YIN
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Annex |
SUPPLY CHAIN INTGRETY PROCESS (SCI) PROCESS
1. SCI REQUIREMENT

In order to remain a Bidder and to be eligible to bid on any solicitation associated with this
procurement process, each Bidder will need to complete the Supply Chain Integrity process.

Definitions
The following words and expressions used with respect to Supply Chain Integrity assessment have the
following meanings:

(&) “Product” means any hardware that operates at the data link layer of the OSI Model (Layer 2)
and above; any software; and any Workplace Technology Devices;

(b) “Workplace Technology Device” means any desktop, mobile workstation (such as a laptop or
tablet), smart phone, or phone, as well as any peripheral item or accessory such as a monitor,
keyboard, computer mouse, audio device or external or internal storage device such as a USB
flash drive, memory card, external hard drive or writable CDs and DVDs or other media;

(c) “Product Manufacturer” means the entity that assembles the component parts to manufacture
the final Product;

(d) “Software Publisher” means the owner of the copyright of the software, who has the right to
license (and authorize others to license/sub-license) its software products;

(e) “Canada’s Data” means any data originating from the Work, any data received in contribution to
the Work or any data that is generated as a result of the delivery of security, configuration,
operations, administration and management services, together with any data that would be
transported or stored by the contractor or any subcontractor as a result of performing the Work
under any contract resulting from a subsequent solicitation; and

(H “Work” means all the activities, services, goods, equipment, matters and things required to be
done, delivered or performed by the contractor under any contract resulting from a subsequent
solicitation.

Mandatory Ongoing Qualification Submission Requirements

A supply chain scope diagram is attached below under Section 3 to provide a visual representation of
the Supply Chain Integrity (SCI) process and assessment requirements described in further detall
below.

Bidders must submit, by the closing date and time of this RFQ the following Supply Chain Security
Information (SCSI):

a) IT Product List: Bidders must identify the Products over which Canada’s Data would be
transmitted and/or on which Canada’s Data would be stored, that would be used and/or installed
by the Bidders or any of its subcontractors to perform any part of the Work, together with the
following information regarding each Product;

0] Location: identify the where each Product is interconnected with any given network for
Canada’s Data (identify the service delivery points or nodes, such as points of presence,
third party locations, data centre facilities, operations centre, security operations centre,
internet or other public network peering points, etc.);

(ii) Product Type: identify the generally recognized description used by industry such as
hardware, software, etc.; components of an assembled Product, such as module or card
assembly, must be provided for all layer 3 internetworking devices;

(i) IT Component: identify the generally recognized description used by industry such as
firewall router, switch, server, security appliance, etc.;
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(iv) Product Model Name or Number: identify the advertised name or number of the
Product assigned to it by the Product Manufacturer;
(v) Description and Purpose of the Product: identify the advertised description or purpose

by the Product Manufacturer of the Product and the intended usage or role in the Work
described in the resulting contract;

(vi) Source: identify the Product Manufacturer, Software Publisher and/or Original Equipment
Manufacturer of embedded components;
(vii) Name of Subcontractor: in the “SCSI Submission Form” provided with this solicitation,

“Name of Subcontractor” refers to the subcontractor that will provide, install or maintain
the Product, if the Bidder would not do so itself.

While submitting the information is mandatory, Bidders are requested to provide the SCSI by using the
SCSI Submission Form. Canada requests that, on each page, Bidders indicate their legal name and
insert a page number as well as the total number of pages. Canada also requests that Bidders insert a
separate row in the SCSI Submission Form for each Product. Canada requests that Bidders not repeat
multiple iterations of the same Product (e.g., if the serial number and/or the color is the only difference
between two Products, they will be treated as the same Product for the purposes of SCSI).

b) List of Subcontractors: The Bidder must provide a list of any subcontractors that could be used to
perform any part of the Work (including subcontractors affiliated or otherwise related to the Bidder)
pursuant to any resulting contract. The list must include at a minimum:

(i) the name of the subcontractor;

(i) the address of the subcontractor’s headquarters;

(iii) the portion of the Work that would be performed by the subcontractor; and

(iv) the location(s) where the subcontractor would perform the Work.

This list must identify all third parties who may perform any part of the Work, whether they would
be subcontractors to the Bidder, or subcontractors to subcontractors of the Bidder down the
chain. Any subcontractor that could have access to Canada’s Data or would be responsible either
for transporting it or for storing it must be identified. For the purposes of this requirement, a third
party who is merely a supplier of goods to the Bidder, but who does not perform any portion of the
Work, is not considered to be a subcontractor. Subcontractors would include, for example,
technicians who might be deployed or maintain the Bidder’s solution. If the Bidder does not plan
to use any subcontractors to perform any part of the Work, Canada requests that the Bidder
indicate this in its bid submission.

2. Assessment of Supply Chain Security Information:

Canada will assess whether, in its opinion, the Supply Chain Security Information creates the
possibility that the Bidder’s solution could compromise or be used to compromise the security of
Canada’s equipment, firmware, software, systems or information.

In conducting its assessment:

a) Canada may request from the Bidder any additional information that Canada requires to conduct
a complete security assessment of the Supply Chain Security Information. The Bidder will have 2
working days (or a longer period if specified in writing by the Contracting Authority) to provide the
necessary information to Canada. Failure to meet this deadline will result in the bid submission
being disqualified.

b) Canada may use any government resources or consultants to conduct the assessment and may
contact third parties to obtain further information. Canada may use any information, whether it is
included in the bid submission or comes from another source, that Canada considers advisable to
conduct a comprehensive assessment of the Supply Chain Security Information.
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If, in Canada’s opinion, any aspect of the Supply Chain Security Information, if used in a solution,
could compromise or be used to compromise the security of Canada’s equipment, firmware, software,
systems or information:

a) Canada will notify the Bidder in writing (sent by email) and identify which aspect(s) of the Supply
Chain Security Information is subject to concern(s) or cannot be assessed (for example,
proposed future releases of products cannot be assessed). Any further information that Canada
might be able to provide to the Bidder regarding its concerns will be determined based on the
nature of the concerns. In some situations, for reasons of national security, it may not be possible
for Canada to provide further information to the Bidder; therefore, in some circumstances, the
Bidder will not know the underlying reasons for Canada’s concerns with respect to a product,
subcontractor or other aspect of the Bidder's Supply Chain Security Information.

b) The notice will provide the Bidder with one opportunity to submit revised Supply Chain Security
Information within the 2 calendar days following the day on which Canada’s written notification is
sent to the Bidder (or a longer period specified in writing by the Contracting Authority).

c) If the Bidder submits revised Supply Chain Security Information within the allotted time, Canada
will perform a second assessment. If Canada determines that any aspect of the Bidder’s revised
Supply Chain Security Information could compromise or be used to compromise the security of
Canada’s equipment, firmware, software, systems or information, no further opportunities to
revise the Supply Chain Security Information will be provided and the previously Bidder will be
disqualified and unable to participate in the subsequent procurement phase(s).

By participating in this process, the Bidder acknowledges that the nature of information technology is
such that new vulnerabilities, including security vulnerabilities, are constantly being identified. Also,
the Bidder acknowledges that Canada’s security assessment does not involve the assessment of a
proposed solution. As a result:

a) qualification pursuant to the SCI assessment does not constitute an approval that the products or
other information included as part of the Supply Chain Security Information will meet the
requirements of any subsequent solicitation or any resulting contract or other instrument that may
be awarded as a result of any subsequent solicitation;

b) qualification pursuant to the SCI assessment does not mean that the same or similar Supply
Chain Security Information will be assessed in the same way for future requirements;

¢) arising security threats may affect some aspect(s) of a Bidder's Supply Chain Security
Information which has become the subject of security concerns. At that point, Canada will notify
the Bidder and provide the Bidder with an opportunity to revise its Supply Chain Security
Information, using the same process described above; and

d) during the performance of a subsequent contract, if Canada has concerns regarding certain
products, designs or subcontractors originally included in the Supply Chain Security Information,
the terms and conditions of that contract will govern the process for addressing those concerns.

The Bidder with the lowest BFOP will be notified in writing regarding whether or not they continue to
be qualified to proceed to the next stage of the procurement process based on the SCI assessment.

Any Bidder that has qualified based on the SCI assessment will be required to provide the proposed
hardware throughout the contract period. Except pursuant to the potential Product Substitutions, no
alternative or additional Products or subcontractors may be proposed by the Bidder. This will be a
mandatory requirement of the solicitation process.

By submitting its SCSI, the Bidder agrees to the terms of the following non-disclosure agreement
(the “Non-Disclosure Agreement”):
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The Bidder agrees to keep confidential any information it receives from Canada regarding
Canada’s assessment of the Bidder’'s Supply Chain Security Information (the “Sensitive
Information”) including, but not limited to, which aspect of the Supply Chain Security Information
is subject to concern, and the reasons for Canada’s concerns.

Sensitive Information includes, but is not limited to, any documents, instructions, guidelines,
data, material, advice or any other information whether received orally, in printed form or
otherwise, and regardless of whether or not that information is labeled as classified, confidential,
proprietary or sensitive.

The Bidder agrees that it will not reproduce, copy, divulge, release or disclose, in whole or in
part, in whatever way or form any Sensitive Information to any person other than a person
employed by the Bidder who has a need to know the information as well as a security clearance
commensurate with the level of Sensitive Information being accessed, without first receiving the
written consent of the Contracting Authority.

The Bidder agrees to notify the Contracting Authority immediately if any person, other than those
permitted by this Sub-article, accesses the Sensitive Information at any time.

All Sensitive Information will remain the property of Canada and must be returned to the
Contracting Authority or destroyed, at the option of the Contracting Authority, if requested by the
Contracting Authority, within 30 days following that request.

The Bidder agrees that a breach of this Non-Disclosure Agreement may result in disqualification
of the Bidder at any stage of the procurement process, or immediate termination of a resulting
contract or other resulting instrument. The Bidder also acknowledges that a breach of this Non-
Disclosure Agreement may result in a review of the Bidder’s security clearance and review of the
Bidder’s status as an eligible bidder for other requirements.

This Non-Disclosure Agreement remains in force indefinitely. If the Bidder wishes to be
discharged from its obligations with respect to any records that include the Sensitive Information,
the Bidder may return all the records to an appropriate representative of Canada together with a
reference to this Non-Disclosure Agreement. In that case, all Sensitive Information known to the
Bidder and its personnel would remain subject to this Non-Disclosure Agreement, but there
would be no further obligations with respect to the secure storage of the records containing that
Sensitive Information (unless the Bidder created new records containing the Sensitive
Information).
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Annex J

Security Requirements Check List

g Canada ! MEMORANDUM  NOTE DE SERVICE

Security Classification - Classification de sécurite

[ Brooke Monette ]
To DESPROC
A ' DND
Owr File - Motre référence

“four File - \Wotre référence

-
.

From Contract Securnity Officer
De Contract Security Division (C5D),
Canadian Industnial Security Directorate (CISD) Date
Public Services and Procurement Canada (PSPC) 29 August 2018
| 27451ris Street, Ottawa, ON  K1A 055 |
Subject

Cbjet SRCL # W8474-197704

The attached Security Requirements Check List (SRCL) and security clauses are approved by CISD for use
and incorporation into your pre-contractual/contractual documents. Please ensure that both are included in
the resulting contract.

Should you wish to ensure that bidders direct all enquiries to you, page 4 of the SRCL which contains the
authorization signatures may be removed from the bidding document. Should the lower portion of page 4
contain additional instructions, the signatures may be blanked out.

The complete SRCL (including page 4) shall be used in the contract document.

CISD is obliged under various international security agreements, arrangements and protocols to insert spe-
cial security clauses into contracts for award outside of Canada. The appropriate clauses vary from country
to country, and therefore must be provided by CISD on a case-by-case basis.

Should foreign suppliers be bidding on this procurement please contact CISD for an international secunty
clause.

A "Security Requirement clause” is attached. Should the client department raise any objections to the
wording of the clause, kindly contact CSD PRIOR TO finalizing the contractual documentation. Mo chang-
es to the clause wording are permitted without prior consultation with CISD. A copy of this memo and at-
tachments has been forwarded to the client department's Security Office.

Is this a renewal of a current contract? If so, please provide the current PSPC file number.

Information on the security status of prospective suppliers may be obtained from the Call Centre of CISD by
contacting them at ssi-iss(@tpsgec-pwasc.ge.ca or 1-866-368-4646 & 613-948-4176.

Should it be necessary to initiate security screening action on the chosen supplier, the Call Centre of CISD
will require written notification from your Directorate’s Sponsarship Coordinator. The request shall be com-
pleted by using the Private Sector Organization Screening form (PS0S) the Call Centre will provide you.

Please advise CISD if you are aware of any work to be assigned to a third party in relation to this require-

ment under a subcontract or service agreement arrangement or any other business arrangement that will
entall the release and/or access to the government’s sensitive information and/or assets.
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Kindly ensure that:

1.

The cover page of the contractual documents include the following statement in bold/block type:

THIS DOCUMENT CONTAINS A SECURITY REQUIREMENT / DOCUMENT CONTIENT DES
EXIGENCES RELATIVES A LA SECURITE

The document index shall identify the block statement entitled "Security Reguirements”.

The block statement entitled "Security Requirements" shall appear very early in the line-up of con-
tractual conditions.

Client departments and contracting authorities must submit copies of the contractual documentation
{loi, rfp, contract, fso or so0) containing security requirements resulting from contract award to the
PSPC Caontract Security Program (CSP) at TPSGCSSICONTRATS-ISSCOMTRACTS.PWGSCETPSGC-
PWGSC.GC.CA. For contracts awarded fo foreign supplier, please include a carbon copy (c.c.) To
ssicontratsinternationaux issinternationalcontracts @tpsge-pwgse.ge.ca. Failure to do so promptly
following contract award may prevent contractors from sponsoring potential subcontractors into the
CSP and may cause delays in contract delivery. For hardcopy submission only, please mail copies
of contracts to:

Public Services and Procurement Canada

Contract Division

27435 Iris Street

C/O PSPC Central Mail Room

Portage lll, 0B3

11 Laurier 5t

Gatineau QC K1A 055

A contract/sub-contract/standing offer/supply arrangement containing a security requirement clause
whereby vendor personnel must be Reliability screened/Security cleared, must not be awarded
without first verifying through CISD that the vender holds the appropriate level of facility security
clearance and (if required) document safeguarding capability.

Within Canada, all protected and classified infermation/assets must be forwarded to the Company
Security Officer (CS0). However, the CS0 must forward a copy of the document transmittal form to
I15DMisits and Documents Control Unit.

Protected and classified information/assets intended for foreign suppliers must be transmitted on a
government-to-government basis via CISD/document control unit.

29/08/2018

X Andree Francis

Signed by: Francis, Andree
CONTRACT SECURITY OFFICER

Attachments
c.c.: Sasa Medjovic & Jian Chen
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SECURITY REQUIREMENT FOR CANADIAN SUPPLIER:
PWGSC FILE # WB474-197704

1.

4

The Contractor/Offeror must, at all times during the performance of the Contract/Standing Offer,
hold a valid Designated Organization Screening (D0OS), issued by the Canadian Industrial Security
Directorate (CI30), Public Works and Government Services Canada (PWGSC).

The Contractor/Offeror personnel requiring access to sensitive work site(s) must EACH hold a valid
RELIABILITY STATUS, granted or approved by CISD/PWGSC.

Subcontracts which contain security requirements are NOT to be awarded without the prior written
permission of CISD/IPWGSC.

The Contractor/Offeror must comply with the provisions of the:

a) Security Requirements Check List and security guide (if applicable), attached at Annex ;

b) Indusinal Secunty Manual (Latest Edition).

EXIGENCE EN MATIERE DE SECURITE POUR ENTREPRENEUR CANADIEN :
DOSSIER TPSGC # W8474-197704

1.

L'entrepreneur ou ['offrant doit détenir en permanence, pendant I'exécution du contrat ou de loffre
a commandes, une attestation de vérification d'organisation désignée (VOD) en vigueur, délivrée

par la Direction de la sécunté industrielle canadienne (D31C) de Travaux publics et Services gou-

vermnementaux Canada (TPSGC).

Les membres du personnel de I'entrepreneur ou de l'offrant devant avoir accés a des établisse-
ments de travail dont 'accés est réglementé doivent TOUS détenir une cote de FIABILITE en vi-
gueur, délivrée ou approuvée par la DSIC de TPSGC.

Les contrats de sous-traitance comportant des exigences relatives a la sécurité NE DOINVENT PAS
étre attribués sans I'autorisation écrite préalable de la DSIC de TPSGC.

L'entrepreneur ou l'offrant doit respecter les dispositions

a) de la Liste de vérification des exigences relatives a la sécurité et directive de sécurité (s’il y a
lieu), reproduite ci-joint a4 FAnnexe :

b) du Manuel de la sécunteé industrielle (derniére édition).
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.* Govermment  Gouvernemant : e Numéro du cantrat
of Ganada du Canada WESTH - 143 3a 4
Eaciity Ciassicanon | Classhcation 08 securis

SECURITY REQUIREMENTS CHECHK LIST (SRCL)
LISTE DE VERIFICATION DES EXIGENCES RELATIVES A LA SECURITE
FART & - CONTRACT INFORMATION /PARTIE & - INFORMATION CONTRACTUEL! E
Driginating Gevemment Deparimeant or Organization ! [

Minislire ou organisme gouvememaental d'orgine 1 gj
M. a) Subcontract Mumber | Numém du conbral d sous-tratlanoe

4Fhmm i WE | du lmﬁl r\:{__-err’,
~Teun ghall @vﬁfw e aé, —Hu_,pn;w

) VWl Bme Supplier require access Yo Controlled Goods 7 o Yes
Le feirmisseur aura-t4 soods A des marchandises conlrdkdas? Hon aT]
T VWAl Ehe SUPIIST reqUire ACoESS 13 unciassiied millary technlcal Gata subject 1o the prowsions of the Technical Data Cartrol Fo |:| Yes
Regulations? A Hen Cud
Le fournsseur aura-1-1 accés & des donndes tachniques mililaires non classifides qui sont assujetiies aux dapositions du Réglement
sui le contrdde des donndes iechnigues? " b

. Idicate ihe type of access required / indiquer le type d'accés requls M 1 | M
. &) vaill Ihe supplier and i ermployess requie accass (o PROTECTED andiar CLASSIFIED information or assels? Ma Yes
Le fournisseur ainsi que les employds auronills acoks & des renseignements ou 4 des biens PROTEGES etiou CLASEIFIEST Han Cul

(Specily the level of access using the chart in Cluestion 7. ¢}
rle niveay d'accks en ulilisan le tableau oul se irowve 8 B tan 7. o}

/6. &) Wil The suppier and ils employeas (e.g. ceaners, mainlenance personnad] requine access to reslicled access araas? No access to = fes SF
PROTECTED andfor CLASSIFIED infanmation or assets is penmiied. — Cul
Le foumisseur of ses employés (p, ex. netioyeurs, personnel d'entresien) auwont-ls accks & das zones d'accls resireintes? L'acces
& des rensa dea biens PROTEGES oliou CLASSIFIES n'est pas sutorise.

|B. 2 s s & commenclal courier of delivery requiremend with no ovemighl slorage 7 E Mo D'ﬁa
S'agil-d dun contral de messagenic oo de Feaison iale sans enlfepossge de met? Mo Cud

7. a) Indicats the type of nformatio e & will be 1 1o sccess / Indiguer le dmicrmalion suguel be Townissenr dewra avolr Acoes
Canada natosotan [ | Forign f Etranger [ |

7. b Felease resiriclions | Reslicions relalves 3 i difusion

Mo release esinclions Al NATO coundres Mo release resticions

Bucae regtnciion relathee ;'? Tous b pays di FOTAN Aapcanre resiriction relative

# k2 diffusicn b & la diffusion

Mot redas sabie D

A na pas diffuser

Resiricled 10; / Limng & : D Resiricied jo: § Limité & : D Reslricied 1o: / Limdé & - El
Specify country(ies): / Précser le[s) pays : Spedfy country(ies): / Précser ke(s) pays . Spacily country(es): | Préciser le(s) pays .
7. ci Level of information / Mivesau dinformation

PROTECTED A D MATO UNCLASSIFIED D PROTECTED & D
PROTEGE A | MATO NON CLASSIFIE PROTEGE A

PROTECTED B D NATO RESTRICTED

PROTEGE B HATO DIFFUSION RESTREINTE FROTEGE B

PROTECTED C E‘_-| NATO CONFIDENTIAL [‘: PROTECTED G I:I
PROTEGE C NATC CONFIDEMTIEL FROTEGE C

CONFIDENTIAL D HATO SECRET I:l CONFIDENTIAL

CONFIDENTIEL NATO BECRET CONFIDENTIEL |
SECRET COSMIC TOP SECRET D SECRET

SECRET COSMIC TRES SECRET SECRET

TOP SECRET E TOP SECRET E

TRES SECRET TRES SECRET

TOP SECRET (SIGINT) E TOP SECRET (SIGINT) D

TRES SECRET (S1GINT} TRES SECRET (SIGINT)

TBSSCT A50-1073 200451 2) Socunty Classfoalion § Cassication da sécurits -

Canadi
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.* Shared Services  Services partagés

Canada Canada

l* Government  Gouvernamant Consract M.ambtr.r Muméro du contrat
of Canada  du Canada WEHTIY - 1493 a4
Sacurity Classification J Classilcalion de sécunite

PR tineredy | FPARTIE A i .
8. WA thee suppBier require Access 1o PR.CITEE'I'EIJ andtor CLASSIFIED COMSES informiation or assets? @ Mo Yes
L foirmisseur ala-i-l acchs & des ranselgnements ou 4 des blens COMSEC désignés PROTEGES elfeu CLASSIFIEST Hen L Oui

IF e, indicate e level of sansitivly:

Dans |'affirmative. indiguer le niveal de sansibits
la” e suppher require access to exiremely sensfiive INFOSES informabion of assets? Mo Yeg

L foumisseur aura-til acchs & des rensegnements ou 4 des biens INFOSEC de nature extrdmamant délicale? Maon Ouil

Shor Tile(s) of material § Titnss) abrége(s) du matéried :
Eocument Mumbssr F Numdng du docuement -
PART B - PERSONMEL {SURPLIER} f PARTIE B - PERSONNEL (FOURNISSEUR)

MO a} Persannel securily screening level requined ! Niveau de contrdla de la eécuwité du parsonnel reguis

RELIABILITY STATUS CONFIDENTIAL SECRET D TOP SECRET
COTE DE FIABILITE COMFIDENTIEL BECRET TRES SECRET

D TOF SECRET- SIGINT MATD COMFIDENTIAL NATO SECRET D COSMIC TOP SECRET
TRES SECRET — SIGINT HATO COMFIDEMTIEL MATO SECRET COSMIC TRES SECRET
BITE ACCESS

D ACCES AUX EMPLACEMENTS
Spacial commanis:
Comirusntaines lp!r.'aux H

NOTE: I muttipla levels of screening ane ihentified, & Sacurity Classfication Guide must be provided.
REMARGUE © S plusieurs niveaus de conmnble d& Securbe 5ot requis unmnhdutmﬁmﬂmﬂmmdmemm &

[0 bqumemmmthrpmmdhmi? Ef 'H-
Du perscnnel sans sutodsalion sécuitaire peut-il se voir confier des parties du ravail?
It Yes, will unscresned perscnnel be etcomed? D
Nm O

Dans |'afMrmative, ke personnel en question sera-t-il esconé?

PART C -

IWR!I.M’IW ! MSETS I HEHE!I&NEI!ENTB [ BIEHE

111, ) WA tha supplier be requined ko recaive and store PROTECTED and'or CLASSIFIED infcemalion of assets on its site or E Ho D‘raa
| i Hon Ol

| premises T

| Lo foumissewr ser-t-il benu de recavair el d'enireposer sur place des renseignements ou des biens PROTEGES etiou

| CLASSIFIES?

IH bip Wil tha supplier be reguired Lo saleguard COMSED nfommation o assels? Mo Tes
| L fowsmisseur sera-i-i lenu de protéger des renseignements ou des biens COMSECT Mon Oul

“PRODUCTION

;11 £} Wil the production (manufaciune, and/or rapair andior modificatan] of FROTECTED andfor CLASSIFIED matenal of equipment Mo Vs
ocowr af the suppier’s sie of premises? @WDW

Lﬁi‘aﬂlﬁtmgmm&h peaducsion [Eabcation ebiou réparation atiou modifcation) de matdie PROTEGE

edion CLASS|

R

INFORMATION TECHNOLOGY (1) MEDIA | SUFPORT RELATIF A LA TECHNOLDGIE DE LINFORMATION (T1)

11 ) Wil the supplier ba required to use ds IT sysbems o eledronically procesa, produce or siom PHUTEU TEL SAQi LLASSIFIEL Mo o3
information of data Man Coui
La foumisser Sora-t tenu d'uiliser a5 propies ByElameas INoMmatioues pour ailer, produirn ou Stockes élecironiquamen des
Wmmmmnmmwm

1. &) Wil ihers be an elecironis ink between the supplier's IT syslems and th govemimen depasmment o sgency? E—:&- ‘ren
[Hsposara--on d'un lien dlecironique: entre e sysiéme nformatique du lourmisseur el colul du ministéro cu de Fagence
Wm

TES/SCT 350-103(200412) Socurlly Classiication | Clans beaiion de sécurils
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.* Shared Services  Services partagés
Canada Canada

I*l Government  Gouvameanmant } o WIMNWTIIWdummr
of Canada du Canada Wit -149 3 oM
Security Clasaification | Classiicalion de secunié

PARTE - tinwed) PARTIE C - [5uite)
Far users compieling the form manually use the summary chart balow to indicate the calagony(es) and leval(s) of saleguanding required al fhe suppliers
sies) of premises.

Les Liliizateurs qu remplissent L@ formulaine manuallement doivent uliiser ke tabiead récapilulatif ci-dessous pour indiquer, pour chague calégane, les
niveats: de savegande requis aux inslafations du foumissewr.

For users compeating the form cnkine (via the (nbamat), the summary char i sutomatically populated by your responses ko previcas quastions.
Drans b cas dhes wtiisateurs qui remplissent le fanmulaira an ligne (par Intemeat), les rbponses aux questions précédenles sont automatiguamant saises

dans ke Lablesu rdcaphulati,
SUMMARY CHART | TABLEAU RECAFTULATIF
(= FROPEETED CLASGFIED HATO DOMBED
b FROTHGE CLASSFIE
T HATO AT MATE | comnt PRCTECTED Tor
& |8 |c |cowmomma | Ssoer | Seoner | REERCTED | CoemoesTa | SBCRE Toe PactEed | CoWFDENTML | SECAET | GECRET
COFDENTIEL Tris HATO AT comae (A |8 |C | CowDEsTL TRes
SECRET | (MFFUSION | COnRoERTIRL Teks SpoeT
- RERTRMEE Sgoart
ABSS | Al
§ Bt
T
il
B Lirk
11mhm¢-mmmmmMmusmmmcrenmmsmﬁm No Yas
Lis fescription gy travall vésé par la présente L VERS est-elle de naturs FROTEGEE etiou CLASSIFIEE? 2 on Oul

H Yaa, classify this form by annotating the top and botbor In thi 8fe8 antitied "Security Clasatfication”.
Dans Patfirmative, claselfier e présent formulalre an Indiquant le niveau de sécurltd dans i case Irtitubée
& Classification de stcurltd » au haut ot au bas du formulalre,

12. bi) Willl the documentation attached to this SACL be PROTECTED andior CLASSIFIED? Mo Ve
La documentation associéa @ i présente LVERS sera-tels PROTEGEE ebiou CLASSIFIEET an e

I Yas, classHy this form by annotating the top and bottom In the ares entilied “Security Ciassification” and Indicate with
attachments (o.g. SECRET with Attachmants].

Dans Faffirmative, classifier ks présant formutaire en Indiquant le niveau de sécuritd dans la case intitulie

& Classlfication g sécurith » au haut st au bas du farmulalre et indiguar quill y & des pléces joinies (p. ex. SECRET avec

des phices jolntes).

TES/SCT 280-103(2004/12) Eaciily Liassihoaton | Classmraton do séourild Cﬂﬂﬂdﬁ
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.* Shared Services  Services partagés
Canada Canada

.*l Government  Gouvernsment Conbract Numbar | Numéro g conlrsl
of Canada  du Canada Wit It 19 ot
E‘vemnty{:laﬁiﬁmlm.' Classificalion de stcurild

- AUTORISATION

PART D « AUTHORIZATION I FARTIE D

- N o 1 memm.-n'uemm: E-l_'n!llMl-
24 4589 [FA A T2 | jian.C
4. mm:uim Sacurity Autharily | Responsabie de la séourilé de MorganSTi

Name (pril) - Nom fenleties mouites) 5253 Mpdjoviies. DDS O - industrial !
Sanior ecurity Analyst :

Tel: &
. Er“m Pdretse coumel |mu02_q‘§ ﬂ*ﬁ C’S

Telephone Mo, - N° da WBieghong |rmmlmm- o, 1J_w forces.qc.ca

5. Are there additional instructions (e.g. Security Guide, mcl-u&aﬁmﬂudulﬂuﬁnﬂ?
Dess insbructions supphmantaines (p. ex. Guide de sécurité, Guide de cassification de la sécuild) sont-slles jontes? Nﬂﬂ

Eh.ll

H5. Procurement Cficer f Agent o approvisicnnement

Mame (prind) « Mom (&n leflres maoukdes) Tille - Thre ‘?l Signalure
] 0 -1 - 3 ’
(Sreoke  manchh e W

Tedephone Mo, - N° de &phone Facsimbe No. - N ge llécapieur E-mail addrass - Adresse conTiel

Date
| Awg dof¥

Sl - A3 -5 4y A Bronbe. Montte @ far s gpin
i7. Corraciing Secunity AUlharty | Auanle contractants en malitre de sécurit
e (prind] = Mom den lefires mauiées) Title - Titre Digitally signed by

Signafure .
FranCISr Francis, Andree

— —Date:
Telephone Mo, - N' de ekphane Facsimbe No - M da ilacopieur | E-mad address - Adrease couriel Hr’q E 10-56:79 -04'00"

TES/SCT H0-103(2004112) Security Glasaficaton | Clagaicalion 0g securib ‘5
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Shared Services  Services partagés
Canada Canada

UNCLASSIFIED

Security Guide To WE4T4197704

«  The only Security Requirement For this contract is that personnel working on this procurement reguire, as a
minimum. 2 RELIABILITY STATUS before access 1o a secure site is granted. Contractor personnel working
on DND sites shall abide by the National Defence Security Orders and Directives as well as any Information
Technology publications that may apply. DND Unit Security Supervisors are responsible to brief Contractor
employees on these policies and any other security instructions/policies as required. Foreign Contractors will
abide by their Gavernments™ national security regulations and/or bilateral agreements MOLI.

s Prior to allowing access to secure premises, confirmation of Contractor personnel’s security clearances must he
forwarded on a Visit Clearance Request through the Intemational Indusirial Security Division (115D of Public

Works & Government Services Canada ( PWGSC) for approval and bear the name of this
contract/project/program/contract number and the Praject Officer.

» Ao time will the contractor personnel be allowed to have any access to CLASSIFIED/PROTECTED
data’documentation/systems and assels.

«  Subcontracts containing security requirements are prohibited without the prior written authority of
CISD/PWGSC.

DM Personnel:

DDSO-Industrial Security. is the contact person for information pertaining to security concerns identified in this
procurement.

Indusirial Personnel:
The Campany Security Officer (CS0) or alternate may contact CISD/PWGSC for information pertaining to securily
concerns identified in this procurement. Foreign Suppliers shall direct security related inguiries to their responsible

Mational Security Authority/Designated Security Authority (NSA/DSA], and shall adhere to instructions issued by
their responsible NSA/DSA

UNCLASSIFIED
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