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Request for Information (RFI)
Phoenix Pay Stabilization — Enhanced User Access Management
Public Services and Procurement Canada

1. Purpose and Nature of this RFI

This RFI is a consultation initiative by which Public Services and Procurement Canada (PSPC) is
requesting Industry feedback on solutions that may exist that will support Canada in achieving
pay stabilization. Following this, Canada may use that industry feedback to advance one or a
series of Request for Proposals (RFPs) with the focus on the ability to deliver the solution.

The objective of this RFI is to request information from Industry that addresses the concise
problem statement presented here, in a challenge format.

This RFI is neither a call for tender nor a Request for Proposal (RFP). No agreement or contract
will be entered into directly pursuant to this RFI. The issuance of this RFI is not to be considered
in any way a commitment by the Government of Canada, nor as authority to potential
respondents to undertake any work that could be charged to Canada. This RFl is not to be
considered as a commitment by Canada to issue a subsequent solicitation or award contract(s)
for the work described herein.

Although the information collected may be provided as commercial-in-confidence (and, if
identified as such, will be treated accordingly by Canada), PSPC may use the information to
assist in drafting future solicitation or contract documents.

Respondents are encouraged to identify, in the information they share with Canada, any
information that they feel is proprietary, third-party or personal. Please note that Canada may be
obligated by law (e.qg. in response to a request under the Access of Information and Privacy Act)
to disclose proprietary or commercially-sensitive information concerning a respondent.

Participation in this RFI is encouraged, but is not mandatory. There will be no short-listing of
potential firms for the purposes of undertaking any future work as a result of this RFI. Similarly,
participation in this RFI is not a condition or prerequisite for the participation in any potential
subsequent solicitations.

Respondents will not be reimbursed for any costs incurred by participating in this RFI.
2. Background Information

In August 2010, the Government of Canada embarked on a multi-year initiative to modernize
payroll services for approximately 300,000 Government of Canada employees. This initiative,
called the Transformation of Pay Administration (TPA) Initiative, consisted of two separate but
equally important, related projects: the Pay Modernization Project and the Pay Consolidation
Project.

The Pay Modernization Project entailed replacing the 40-year-old existing pay system (known
as the Regional Pay System) with a commercial off-the-shelf system (PeopleSoft), now known
as Phoenix. Today, payroll generates approximately $900M in gross payments for GC
employees on a bi-weekly basis.

Approximately 250,000 employees employed by 98 different departments and agencies are
able to perform limited self-service actions that include reporting of extra duty pay (overtime)
and correction of certain personal information within Phoenix. Approximately 7,000 employees
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have specific duties related to processing pay. These “business users” have additional
privileges within the Phoenix system, ranging from view only access to limited pages through
ability to create, update or approve payroll information, to the ability to generate and run queries
and to run processes related to issuance of pay.

Approximately 50 roles created within Phoenix are used to manage users with privileges over
and above self-service.

To meet Privacy and financial control requirements, certain combinations of roles are not
permitted or must have additional approvals prior to being assigned (segregation of duties). By
the end of 2018, assignment of certain roles will also be restricted to a certain number of users
per department.

The process (see Appendix A) is highly paper bound. While user access requests can be met
quickly, departmental Security Access Control Officers (SACOs) and the Phoenix security team
are challenged by requirements to maintain accesses that are consistent with user job
requirements:

e Departmental Managers do not always inform SACOs of job changes that should lead
to access changes;

e SACOs and the Security team lack tools to easily track and manage access privileges
of departmental business users;

e SACOs and the Security team have difficulty quickly identifying users who violate the
segregation of duties matrix for special review;

e SACOs and the Security team anticipate they will have difficulty quickly identifying users
holding roles restricted in number by department; and

e SACOs and the Security team have difficulty providing evidence of practices around
user access management that is acceptable to financial and privacy auditors.

In addition, the Case Management Tool and associated Business intelligence tool are currently
used by the Pay Centre. The Case management tool is planned to be made available to POD
departemental users and the Business Intelligence tool is planned to be made to users in pay
centre departments. User access for these systems will need similar controls and processes.

Currently, the Government of Canada is examining all aspects of the HR-to-Pay environment,
including a review of all systems and processes involved in the end to end chain, with a view to
stabilizing operations and lowering the queue of outstanding transactions awaiting processing.

3. RFI Challenge Question for Industry

Enhanced User Access Management — The original process developed for user access
management envisioned a maximum of 3 business user roles in departments and a total of 2500
business users. The paper-based approach was deemed acceptable for the short term but would
need automation within 3 - 5 years. With over 50 roles and approximately 7000 business users,
the user access management process now needs to be automated.

Canada is seeking innovative approaches to managing multiple business users holding multiple
roles across multiple organizations in an environment requiring access controls based on security
and privacy requirements, and support for audits of practices.

Canada is interested in receiving information that highlights:
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a. The vendor’'s recommended implementation approach to identifying, designing and
delivering automated user access management, including potential implementation
timelines;

b. Reference projects that demonstrate success in improving user access management in
complex processes such as payroll;

c. Pricing models associated with acquiring user access management services, including
approaches that correlate achieving project objectives to vendor compensation; and

d. The required technical architecture on which required technology would operate.

4. RFI Response

Please submit your responses in writing to the Contracting Authority by the closing date of this
RFI.

5. Inquiries

All enquiries and any other communications related to this Notice should be directed to the
Contracting Authority indicated in the Notice at the following email address:

TPSGC.PAApprovisionRHalaPaye-APHRtoPAYProcurement. PWGSC@tpsgc-pwgsc.gc.ca

ALL OTHER TERMS AND CONDITIONS APPLY
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