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SECURITY REQUIREMENTS

Security Requirements

The NCC complies with Treasury Board’s Policy on Government Security and consequently, it will require
that the contractor’s personnel submit to a personal security screening process (Security Clearance Form
TBS/SCT 330-60E). The NCC may also perform a credit check when the duties or tasks to be performed
require it or in the event of a criminal record containing a charge/offence of a financial nature.

Personal information associated with these clearances is retained in the following information bank: Personnel Security Screening _
PSU 917.

The NCC reserves the right to not award the Contract until such time as the contractor’s personnel core

employees have obtained the required level of security screening as identified by the NCC’s Corporate
Security. In this case the level of security required will be (Reliability, site access, or, secret)*

*For operation needs, with advice or assistance from NCC Corporate Security, the security level can be
upgraded (Confidential, Secret or Top Secret) on the basis of the sensitivity of the information and assets
that need to be accessed.

Additional information
As part of their personal screening, individuals may be required to provide evidence of their status as a
Canadian citizen or permanent resident as well as any other information/documentation requested by the

NCC's Corporate Security in order to complete the screening.

The NCC reserves the right to refuse access to personnel who fail to obtain the required level of security
screening.

The NCC reserves the right to impose additional security measures with respect to this contract as the
need arises.

When warranted by a Security threat and risk assessment (TRA) or any type of Security Assessment,
physical security safeguards can be recommended by NCC Corporate Security to reflect changes in the
threat environment or for operational purposes.

The NCC also reserves the right to request that the Contractor submit to a Designated Organization
Screening and/or Facility Security Clearance — depending on the nature of the information it will be
entrusted with.

Company Security Representative

The contractor shall appoint one Company Security Representative (CSR) as well as one alternate (for
companies who have more than five employees).

Selection criteria for the CSR and the alternate are the following:

= They must be employees of the contractor’s firm;
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They must have a security clearance (the NCC will process the clearances once the individuals have
been identified).

Responsibilities of the Company Security Representative

The CSR’s responsibilities are the following:

Act as liaison between the NCC's Corporate Security and the contractor to ensure coordination;

In collaboration with the NCC’s Corporate Security, identify the contractor’s personnel who will require
access to NCC information/assets/sites as_well as any recurring subcontractors (and their
employees) who will require similar access and may not be supervised by the contractor at all times
during such access. Ensure that accurate and complete Personnel Security Screening documentation
is submitted to the NCC’s Corporate Security for the employees/subcontractors who have been
identified;

Ensure that employees/subcontractors, upon notification of having been granted a Security status
(Reliability-Site Access-Secret), sign the Security Screening Certificate and Briefing Form and
return to the NCC’s Corporate Security;

Ensure that only persons who have been security screened to the appropriate level and who are on a
“need-to-know basis” will have access to information and assets;

Maintain a current list of security screened employees/subcontractors;

Ensure proper safeguard of all information and assets, including any information/assets entrusted to
subcontractors;

If a Security incident or suspected breach of security occurs, prepare and submit to the NCC an
occurrence report as soon as possible.

Access to site

Unless otherwise indicated, all visits to “secure” sites (official residences) shall be coordinated with, and
approved through NCC Corporate Security.

References

Security of Information Act

Access to Information Act

Privacy Act

Policy on Government Security
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http://laws-lois.justice.gc.ca/eng/acts/O-5/
http://laws-lois.justice.gc.ca/eng/acts/A-1/
http://laws-lois.justice.gc.ca/eng/acts/P-21/index.html
http://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=16578&section=text#tphp

