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AMENDMENT NO. 002

This amendment is raised to revise the RFP and answer Bidder’s questions.

REP REVISIONS:

1. Delete: Documentin Appendix C to Annex A — Resources Assessment Criteria and Response
Table Workstream 2- Top Secret in its entirety; and

Replace with: The document follows in PDF format

2. Delete: Documentin Attachment 4.1 — Bid Evaluation Criteria - Workstream 2- Top Secret in its
entirety; and

Replace with: The document follows in PDF format

QUESTIONS AND ANSWERS:

Question 7:

The specific organizational environment outlined in Corporate Criteria M1 (both workstreams) limits the
number of large ($5M+) Government informatics services contracts that can be referenced.

Our firm understands that the organizational environment has been included because it is critical to the
services being provided. However, in order to allow for a broader range of otherwise qualified vendors to
bid, we ask that the Crown amend the requirement as follows:

“For each contract identified:
1) The value must be at least $5,000,000.00 ($5M) excluding applicable taxes;

2) The duration must be at least one (1) year within the last eight (8) years from the closing date of
this solicitation and cannot include option periods that have not been exercised;

3) The bidder must have provided at least eight (8) resources simultaneously for a period of at least
six (6) consecutive months;”

Answer 7:
After careful review, the Crown has decided that RFP remains the same.
Question 8:

Could the Crown please clarify the security requirements?

Do ALL resources submitted under the SECRET Workstream require NATO SECRET at the time of bid
submission?

Do ALL resources submitted under the TOP SECRET Workstream require TOP SECRET — SIGINT at the
time of bid submission?

NATO SECRET and TOP SECRET — SIGINT status are not typically granted unless a resource on contract
requires that level of clearance to perform their work. Therefore, asking for these security requirements at
the time of bid submission drastically limits the pool of otherwise qualified candidate resources.
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Answer 8:

The Crown confirms that the resources requires the proper security clearance before contract award, as
stipulated in section 6.1. The process to contract award includes the time to process the FOCI requirement,
as stipulated in section 7.5 f) and p), which may provide enough additional time to process the security
clearance request for the resources submitted. The Crown confirms that CISD will accept this bid solicitation
number as a valid reason for initiate a security clearance request for the resources submitted.

Question 9:

Ref:

Workstream 1, IT Security Design Specialist, Level 3, IEG, R3 requirement
Workstream 2, IT Security Design Specialist, Level 3, IEG, R3 requirement
The Crown assume the question related to:

WorkStream 2

C6: Information Technology Security Engineer Level 2

Specific Task Title: Information Exchange Gateway (IEG), requirement M4; and
C6: Information Technology Security Engineer Level 2

Specific Task Title: TS Information Exchange Gateway (IEG) and TS Zoning, requirement M4:

“The Bidder must demonstrate that the proposed resource has a minimum of five (5) years of combined
experience engineering, designing, configuring and integrating Border Protection Service solutions.”

Question:

Can Canada please confirm that Border protection services are the components involved with a network
perimeter or information exchange gateway, including but not limited to web proxy, email proxy, firewall,
content filtering technology (standalone or as part of the proxy solution), and email message labelling (e.g.
Titus).

Answer 9:

The Crown confirms that the term ‘Border protection services’ refers to ‘the components involved with a
network perimeter or information exchange gateway, including but not limited to web proxy, email proxy,
firewall, content filtering technology (standalone or as part of the proxy solution), and email message
labelling (e.g. Titus).’

Question 10:

Ref:

Workstream 2, IT Security Design Specialist, Level 2, CDS Transfer, M1 requirement:
“The Bidder must demonstrate that the proposed resource has a minimum of five (5) years of experience
configuring and integrating High Assurance Guard technologies.”

Question:

Can Canada please confirm that High Assurance Guards are a specific category of technologies used to
perform secure transfer of information between classifications. Approved suppliers are US organizations
and procurements are done through Foreign Military Sales. Examples include Radiant Mercury and the
ISSE guard. These devices by definition operate in a classified environment because they are used to move
information into and out of those environments.
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Answer 10:

The Crown confirms that the term ‘High Assurance Guard’ refers to a ‘specific category of technologies
used to perform secure transfer of information between security domains of different classifications’.

Question 11:
Ref:

Workstream 1, IT Security Design Specialist, Level 3, IEG, R3 requirement
Workstream 2, IT Security Design Specialist, Level 3, IEG, R3 requirement

“....experience configuring, integrating and implementing Trustwave MailMarshall Secure Email Gateway
mail transfer agent (MTA) solutions.”

Mail transfer agent (MTA) solutions are relatively simple technologies that often operate in similar manners,
with the only major difference being the user interface. Given that the rest of the requirements are
sufficiently stringent that you will be getting a skilled technical resource who can learn a different version of
this technology, would DND modify the requirement to state experience with mail transfer agent
technologies?

Answer 11:

After careful review, the Crown decides that the RFP will stay the same

Question 12:
Ref:

Workstream 1, IT Security Design Specialist, Level 3, IEG, R1 requirement

Workstream 2, IT Security Design Specialist, Level 3, IEG, R1 requirement

M1 for these roles requires a minimum of 2 years with Firewalls. R1 lists specific firewall technologies.
a) Can the Crown confirm if they are looking for expertise in firewall technologies that
have application proxy capabilities?
b) Will rated points will be awarded only for the specific firewall technologies listed in
R1, i.e. McAfee, Palo Alto, or F5 or will rated points be awarded for any firewall
technologies regardless of its features?

Answer 12:

The Crown confirms that the requirement M1 refers to any firewall technologies. The crown also confirm
that the rated requirement R1 refers to any firewall technologies regardless of its features.
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Question 13:

Ref:

Workstream 2, C.7 IT Sec Design Specialist — Level 2 Full Packet Capture R3

As with many the technical roles in Workstream 2 that provide rated points for a CISSP, such as:
1. IT Security Engineer Level 3 IEG;
2. IT Security Engineer Level 3 Network Security Monitoring;
3. IT Sec Design Specialist Level 3 Network Security Content Inspection;
4. IT Security Design Specialist Level 3 eGRC; and
IT Security Design Specialist NSM.

Please confirm that the CISSP certification will also be considered for points in the IT
Security Design Specialist Full Packet Capture, Level 2, criterion R3?

Answer 13:

After careful review, the Crown decides that the RFP will stay the same, and the CISSP certification will not
be considered for points in this context.

Question 14:
Reference:
Workstream 2, C.7 IT Sec Design Specialist — Level 3 eGRC R1

As with many the technical roles in Workstream 2 that provide rated points for a vendor-certifications as
“completed specific training OR holds a current certification”, such as:
1. IT Security Engineer Level 3 NSM R2;
2. Network Security Analyst Level 3 NSM R5;
3. Network Security Analyst Level 3 SIEM ISS R7; and
4. Incident Management Specialist Level 3 SIEM ISS R7).

Provided the Bidder provides proof of training, will the Crown modify IT Security Design Specialist ,
Enterprise eGRC, Level 3 as follows:

R1: The Contractor should demonstrate that the proposed resource completed training or holds a current
certification in one or more of the following administrating IT GRC or eGRC application certifications.

Proof of training or copy of the resource’s valid certification must be submitted with the bid
Answer 14:

After careful review, the Crown decides that the RFP will stay the same.

Question 15:
Reference:

Workstream 1, C.8 Network Security Analyst Level 3 NSM R7
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Question:

As with the following technical grids:

1- IT Security Methodology, Policy and Procedures Analyst Level 2 STIG R8;
2- S.3IT Security Engineer Level 3 Network Security Content R8; and
3- IT Security Design Specialist Level 2 Host R7.

Please confirm that SANS GIAC Security Essentials (GSEC) will also be included for points in the
Network Security Analyst Level 3 NSM R7 criterion?

Answer 15:

After careful review, the Crown decides that the RFP will stay the same: The certifications accepted for

points are those explicitly enumerated at criterion R7 of task C.8 Network Security Analyst Level 3 NSM.
Consequently, the certification SANS GIAC Security Essentials (GSEC) is not accepted in this context.

Question 16:

Reference:
Workstream 2, C.7 IT Sec Design Specialist Level 3 Network Security Content Inspection R8

Question:

As with the following technical grids:
1. example IT Security Design Specialist Level 2 Full Packet Capture; and
2. IT Security Design Specialist Level 2 Host
Please confirm that the Crown will accept SANS GCIH and SANS GPEN for the
referenced requirement?

Answer 16:

After careful review, the Crown decides that the RFP will stay the same: The certifications accepted for
points are those explicitly enumerated at criterion R8 of task C.7 IT Sec Design Specialist Level 3 Network
Security Content Inspection. Consequently, the certifications SANS GCIH and SANS GPEN are not
accepted in this context.

Question 17:
Reference:

Workstream 2, C.7 IT Security Design Specialist, ICAM and PKI, Level 3, M3

Question:

DND current policies and standards (http://www.forces.gc.ca/en/about-policies-standards/dndaf.page)
states "The DND/CF Architecture Framework (DNDAF) is the prescribed standard for use in all DND/CF
architecture activities". The architectural frameworks currently listed at M3 essentially disqualifies any
DND longstanding resources who used DNDAF. Please confirm that DNDAF will be included within this
criterion to enable bidders to propose resources with years of experience within DND.

Answer 17: The Crown confirms that the DNDAF framework will be added to the list of architectural
frameworks accepted in this context. Please see updated Attachment 4.1 - Workstream 2 and Appendix C
to Annex A - Workstream 2.
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Question 18:

Reference:

Workstream 2, IT Security Design Specialist Level 3 — Enterprise eGRC R8

Question:

Please confirm that ITIL will also be consider for points in this criterion as it is an industry recognized
certification that demonstrates capacity in change management practices and an understanding for the IT
development cycle that would also be a valuable attribute.

Answer 18:
After careful review, the Crown decides that the RFP will stay the same. The ITIL certification will not be
considered in this context.

Question 19:

Regarding Section 3.2 Section IV Technical Bid, Previous Similar Projects (page 14), please confirm the
Crown will accept corporate references by the bidder, or its wholly owned local subsidiary company as a
compliant response to Mandatory Requirements — Corporate Criteria in Attachment 4.1 Bid Evaluation
Criteria for Workstream 1 and Workstream 2.

Answer: 19:

The Crown confirms that it will only accept corporate references by the Bidder. In the Standard
Acquisition Clauses and Conditions (SACC), ID 2003 Standard Instructions — Goods or Services —
Competitive Requirements, Bidder is defined as “the person or entity (or, in the case of a joint venture,
the persons or entities) submitting a bid to perform a contract for goods, services or both. It does not
include the parent, subsidiaries or other affiliates of the Bidder, or its subcontractors.”

Question 20:

Questions related to extensions to the bid closing date

Answer 20:

After careful review, the Crown decides that the RFP will stay the same.

ALL OTHER TERMS AND CONDITIONS REMAIN THE SAME.

NOTE: A BID ALREADY SUBMITTED MAY BE AMENDED PRIOR TO THE
CLOSING DATE. AMENDING CORRESPONDENCE MUST ADDRESS THE
SOLICITATION NUMBER AND THE CLOSING DATE AND MUST BE
ADDRESSED TO:

BID RECEIVING

PUBLIC WORKS AND GOVERNMENT SERVICES CANADA

PLACE DU PORTAGE, PHASE 1lI

MAIN LOBBY, ROOM 0A1l

11 LAURIER STREET

GATINEAU, QUEBEC K1A 0S5
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