
1 1

Title - Sujet

ONLINE SURVEY RFP

Solicitation No. - N° de l'invitation

B8815-170230/B

Client Reference No. - N° de référence du client
B8815-170230

PW-$$XL-141-35728

Solicitation Closes - L'invitation prend fin
02:00 PMat - à

on - le 2019-07-08

F.O.B. - F.A.B.

Plant-Usine: Destination:  Other-Autre: 

Address Enquiries to: - Adresser toutes questions à:
Miller, Tracey
Telephone No. - N° de téléphone

(613) 858-2651 (    )
FAX No. - N° de FAX

(819) 956-2675

DEPARTMENT OF CITIZENSHIP AND IMMIGRATION
ATT: SUZANNE ST-DENIS
365 LAURIER AVE W., JETS 19TH FL.
GATINEAU
Quebec
K1A1L1
Canada

File No. - N° de dossier

141xl.B8815-170230

Eastern Daylight Saving
Time EDT

Time Zone 
Fuseau horaire

Destination - of Goods, Services, and Construction:
Destination - des biens, services et construction:

REQUEST FOR PROPOSAL
DEMANDE DE PROPOSITION

Bid Receiving - PWGSC / Réception des 
soumissions - TPSGC
Place du Portage, Phase III
Core 0B2 / Noyau 0B2
11 Laurier St.,/11, rue Laurier
Gatineau
Québec
K1A 0S5
Bid Fax: (819) 997-9776

RETOURNER LES SOUMISSIONS À:
RETURN BIDS TO:

CCC No./N° CCC - FMS No./N° VME

Proposal To:  Public Works and Government 
Services Canada

Comments - Commentaires

Vendor/Firm Name and Address

Issuing Office - Bureau de distribution

Shared Systems Division (XL)/Division des systèmes 
partagés (XL)
Terrasses de la Chaudière
4th Floor, 10 Wellington Street
4th etage, 10, rue Wellington
Gatineau
Québec
K1A 0S5

Proposition aux:  Travaux Publics et Services 
Gouvernementaux Canada
Nous offrons par la présente de vendre à Sa Majesté la
Reine du chef du Canada, aux conditions énoncées ou
incluses par référence dans la présente et aux annexes
ci-jointes, les biens, services et construction énumérés

ici sur toute feuille ci-annexée, au(x) prix indiqué(s).

We hereby offer to sell to Her Majesty the Queen in right
of Canada, in accordance with the terms and conditions
set out herein, referred to herein or attached hereto, the
goods, services, and construction listed herein and on any

attached sheets at the price(s) set out therefor.

Raison sociale et adresse du
fournisseur/de l'entrepreneur

GETS Reference No. - N° de référence de SEAG

Buyer Id - Id de l'acheteur

141xl

Date 

2019-05-27

Delivery Offered - Livraison proposéeDelivery Required - Livraison exigée

Vendor/Firm Name and Address

Signature Date

Name and title of person authorized to sign on behalf of Vendor/Firm
(type or print)

Nom et titre de la personne autorisée à signer au nom du fournisseur/

de l'entrepreneur (taper ou écrire en caractères d'imprimerie)

Instructions:  Voir aux présentes

Instructions:  See Herein

See Herein

Raison sociale et adresse du fournisseur/de l'entrepreneur

Telephone No. - N° de téléphone

Facsimile No. - N° de télécopieur

Page 1 of - de 1



Solicitation No. – No de l’invitation Amd. No – No de la modif. Buyer ID – Id de l’acheteur 
B8815-170230                                                                                                                                                                                                                141XL 
 

Client Ref. No. – No de réf. De client File No. – No du dossier CCC No./ No CCC – FMS No/ No VME 
B8815-170230 
 

Page 1 of 99 

 

 

 

 

 

 

This page is replaced by the ABE cover sheet issued by PWGSC. 



Solicitation No. – No de l’invitation Amd. No – No de la modif. Buyer ID – Id de l’acheteur 
B8815-170230                                                                                                                                                                                                                141XL 
 

Client Ref. No. – No de réf. De client File No. – No du dossier CCC No./ No CCC – FMS No/ No VME 
B8815-170230 
 

Page 2 of 99 

 

BID SOLICITATION 

 HOSTED ONLINE SURVEY SOLUTION 

FOR 

IMMIGRATION, REFUGEES AND CITIZENSHIP CANADA 

 

Table of Content 

 

PART 1 - GENERAL INFORMATION ........................................................................................................... 6 
1.1 Introduction .......................................................................................................................... 6 
1.2 Summary .............................................................................................................................. 6 
1.3 Debriefings ........................................................................................................................... 7 

PART 2 - BIDDER INSTRUCTIONS ............................................................................................................. 7 

2.1 Standard Instructions, Clauses and Conditions ................................................................... 7 
2.2 Submission of Bids .............................................................................................................. 8 
2.3 Former Public Servant ......................................................................................................... 8 
2.4 Enquiries - Bid Solicitation ................................................................................................... 9 
2.5 Applicable Laws ................................................................................................................. 10 
2.6 Improvement of Requirement During Solicitation Period .................................................. 10 
2.7 Volumetric Data ................................................................................................................. 10 

PART 3 - BID PREPARATION INSTRUCTIONS ........................................................................................ 10 
3.1 Bid Preparation Instructions ............................................................................................... 10 
3.2 Section I: Technical Bid ..................................................................................................... 13 
3.3 Section II: Financial Bid ..................................................................................................... 14 
3.4 Section III: Certifications .................................................................................................... 15 
3.5 Section IV: Additional Information...................................................................................... 15 

PART 4 - EVALUATION PROCEDURES AND BASIS OF SELECTION .................................................. 15 
4.1 Evaluation Procedures ....................................................................................................... 15 
4.2 Technical Evaluation .......................................................................................................... 16 
4.3 Financial Evaluation ........................................................................................................... 18 
4.4 Basis of Selection .............................................................................................................. 19 

PART 5 - CERTIFICATIONS AND ADDITIONAL INFORMATION ............................................................ 21 
5.1 Certifications Required with Bid ......................................................................................... 21 



Solicitation No. – No de l’invitation Amd. No – No de la modif. Buyer ID – Id de l’acheteur 
B8815-170230                                                                                                                                                                                                                141XL 
 

Client Ref. No. – No de réf. De client File No. – No du dossier CCC No./ No CCC – FMS No/ No VME 
B8815-170230 
 

Page 3 of 99 

5.2 Certifications Precedent to Contract Award and Additional Information ........................... 21 
PART 6 - SECURITY, FINANCIAL AND OTHER REQUIREMENTS ......................................................... 23 

6.1 Security Requirement – For Canadian Supplier ................................................................ 23 

6.2 Security Requirement – For Foreign Suppliers 

6.3 Financial Capability ............................................................................................................ 24 
PART 7 - RESULTING CONTRACT CLAUSES ......................................................................................... 26 

7.1 Requirement ...................................................................................................................... 26 
7.2 Optional Goods and/or Services ........................................................................................ 27 
7.3 License to the  Software Subscription Services ................................................................ 27 

7.4 License Grant…………………………………………………………………………………….27 

7.5 Software Support Services……………………………………………………………………..28 

7.6 Standard Clauses and Conditions ..................................................................................... 28 
7.7 Security Requirement ........................................................................................................ 30 

7.8 Protection and Security of Data Stored in Databases……………………………………….33 

7.9 Contract Period .................................................................................................................. 39 
7.10 Delivery Date ..................................................................................................................... 40 
7.11 Authorities .......................................................................................................................... 40 
7.12 Proactive Disclosure of Contracts with Former Public Servants ....................................... 41 
7.13 Payment ............................................................................................................................. 41 
7.14 Invoicing Instructions ......................................................................................................... 45 
7.15 Certifications …………………………………………………………………………………….35 

7.16 Federal Contractors Program for Employment Equity - Default by Contractor ................. 45 
7.17 Applicable Laws ................................................................................................................. 46 
7.18 Priority of Documents ........................................................................................................ 46 
7.19 Foreign Nationals (Canadian Contractor) .......................................................................... 46 
7.20 Foreign Nationals (Foreign Contractor) ............................................................................. 46 
7.21 Insurance Requirements .................................................................................................... 46 
7.22 Limitation of Liability - Information Management/Information Technology ........................ 47 
7.23 Joint Venture Contractor .................................................................................................... 48 
7.24 Training .............................................................................................................................. 49 
7.25 Safeguarding Electronic Media .......................................................................................... 49 
7.26 Access to Canada's Property and Facilities ...................................................................... 49 
7.27 No Suspension of Services ................................................................................................ 50 
7.28 Transition Services at End of Contract Period ................................................................... 50 
7.29 Termination for Convenience ............................................................................................. 50 

 



Solicitation No. – No de l’invitation Amd. No – No de la modif. Buyer ID – Id de l’acheteur 
B8815-170230                                                                                                                                                                                                                141XL 
 

Client Ref. No. – No de réf. De client File No. – No du dossier CCC No./ No CCC – FMS No/ No VME 
B8815-170230 
 

Page 4 of 99 

 



Solicitation No. – No de l’invitation Amd. No – No de la modif. Buyer ID – Id de l’acheteur 
B8815-170230                                                                                                                                                                                                                141XL 
 

Client Ref. No. – No de réf. De client File No. – No du dossier CCC No./ No CCC – FMS No/ No VME 
B8815-170230 
 

Page 5 of 99 

 

List of Annexes to the Resulting Contract: 
 
Annex A Statement of Requirements 
Annex B Evaluation Criteria 
Annex C Basis of Payment 
Annex D Security Requirements Check List 
Annex E Government of Canada Security Control Profile for Cloud-based GC Services 
Annex F Security Screening Requirements 
Annex G Mandatory Security Technical Criteria 
Annex H Point-rated Criteria for Mandatory Security Technical Criteria 
Annex I  Bidders Forms 
 
Forms: 
 
Form 1 - Bid Submission Form 
Form 2 - Substantiation of Technical Compliance Form 
Form 3 - OEM Certification Form 
Form 4 - Software Publisher Certification Form 
Form 5 - Software Publisher Authorization Form 
Form 6 - Declaration Form 
Form 7 - List of Names Form 



Solicitation No. – No de l’invitation Amd. No – No de la modif. Buyer ID – Id de l’acheteur 
B8815-170230                                                                                                                                                                                                                141XL 
 

Client Ref. No. – No de réf. De client File No. – No du dossier CCC No./ No CCC – FMS No/ No VME 
B8815-170230 
 

Page 6 of 99 

BID SOLICITATION  

HOSTED ONLINE SURVEY SOLUTION 

FOR 

IMMIGRATION, REFUGEES AND CITIZENSHIP CANADA 

 

 

PART 1 - GENERAL INFORMATION 

1.1 Introduction 

The bid solicitation is divided into seven parts plus attachments and annexes, as follows: 

Part 1 General Information: provides a general description of the requirement; 

Part 2 Bidder Instructions: provides the instructions, clauses and conditions applicable to the bid 
solicitation; 

Part 3 Bid Preparation Instructions: provides Bidders with instructions on how to prepare their 
bid; 

Part 4 Evaluation Procedures and Basis of Selection: indicates how the evaluation will be 
conducted, the evaluation criteria that must be addressed in the bid, if applicable, and the 
basis of selection; 

Part 5 Certifications: includes the certifications to be provided; 

Part 6 Security, Financial and Other Requirements: includes specific requirements that must be 
addressed by Bidders; and 

Part 7 Resulting Contract Clauses: includes the clauses and conditions that will apply to any 
resulting contract. 

The annexes include the Statement of Requirements and any other annexes.  

1.2 Summary 

(a) Immigration, Refugees and Citizenship Canada (IRCC) has an initial requirement for a 
commercially available fully Hosted Online Survey Solution for approximately 100 Client 
Users.   

(b) The Hosted Online Survey Solution must meet all the requirements as stated in Annex A – 
Statement of Requirements (SOR). The Hosted Online Survey Solution must also include a 
warranty, and associated documentation. Training services must also be provided, on an as 
and when requested basis. The bid solicitation is intended to result in the award of a 
Contract for 1 year, plus 4 one-year irrevocable options allowing Canada to extend the term 
of the Contract. All components of the Hosted Online Survey Solution must be available to 
the Client Users 24 hours a day, 7 days a week, 365 days a year, in English and French, and 
operate at all times in accordance with the Statement of Requirements in the Client's 
operational environment described in the bid solicitation. 
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(c) The term "Client User" refers to the employees of the Government of Canada, the Minister's 
office and staff, and other individuals authorized by the Client to perform services in relation 
to the business and affairs of the Client, including public servants from other departments 
and contractors or consultants performing work for the Client from time to time. Although 
Canada may make the Hosted Online Survey Solution available to any or all of the Clients, 
this bid solicitation does not preclude Canada from using another method of supply for 
entities of the Government of Canada with the same or similar needs. 

(d) Immigration, Refugees and Citizenship Canada (IRCC) is the Initial Client that will use the 
Hosted Online Survey Solution (the "Software Solution"). However, this bid solicitation will 
also allow Canada to make the Software Solution available to any department or Crown 
corporation (as those terms are defined in the Financial Administration Act) or any other 
party for which the Department of Public Works and Government Services is authorized to 
act from time to time under section 16 of the Department of Public Works and Government 
Services Act (each a "Client"). Although Canada may make the Software Solution available 
to any or all the Clients, this bid solicitation does not preclude Canada from using another 
method of supply for entities of the Government of Canada with the same or similar needs. 
When the Software Solution is made available to Clients other than the Initial Client, any 
required training will be purchased under a separate contract.  

(e) There are security requirements associated with this requirement. For additional information, 
consult Part 6 - Security, Financial and Other Requirements, and Part 7 - Resulting Contract 
Clauses.  For more information on personnel and organizational security screening or 
security clauses, Bidders should refer to the Industrial and Security Program (ISP) of Public 
Works and Government Services Canada (http://ssi-iss.tpsgc-pwgsc.gc.ca/index-eng.html) 
website. 

(f) The requirement is subject to the provisions of the World Trade Organization Agreement on 
Government Procurement (WTO-AGP), the North American Free Trade Agreement 
(NAFTA), the Canada-European Union Comprehensive Economic and Trade Agreement 
(CETA), and the Canadian Free Trade Agreement (CFTA). 

1.3 Debriefings 

Bidders may request a debriefing on the results of the bid solicitation process. Bidders should 
make the request to the Contracting Authority within 15 working days from receipt of the results of 
the bid solicitation process. The debriefing may be provided in writing, by telephone or in person. 

PART 2 - BIDDER INSTRUCTIONS 

2.1 Standard Instructions, Clauses and Conditions 

(a) All instructions, clauses and conditions identified in the bid solicitation by number, date and 
title are set out in the Standard Acquisition Clauses and Conditions Manual 
(https://buyandsell.gc.ca/policy-and-guidelines/standard-acquisition-clauses-and-conditions-
manual) issued by Public Works and Government Services Canada. 

(b) Bidders who submit a bid agree to be bound by the instructions, clauses and conditions of 
the bid solicitation and accept the clauses and conditions of the resulting contract. 

(c) The 2003 (2017-04-27) Standard Instructions - Goods or Services - Competitive 
Requirements, are incorporated by reference into and form part of the bid solicitation. If there 
is a conflict between the provisions of 2003 and this document, this document prevails.  

(d) "Subsection 3 of Section 01, Integrity Provisions - Bid of Standard Instructions 2003 
incorporated by reference above is deleted in its entirety and replaced with the following: 
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3. List of Names 

a) Bidders who are incorporated or who are a sole proprietorship, including those  
  bidding as a joint venture, have already provided a list of names of all individuals  
  who are directors of the Bidder, or the name of the owner(s), at the time of  
  submitting an arrangement under the Request for Supply Arrangement (RFSA).  

b) These Bidders must immediately inform Canada in writing of any changes  
   affecting the list of directors during this procurement process. 

(e) Subsection 5(4) of 2003, Standard Instructions - Goods or Services - Competitive 
Requirements is amended as follows:  

(i) Delete: 60 days 

(ii) Insert: 365 days 

2.2 Submission of Bids 

(a) Bids must be submitted only to Public Works and Government Services Canada PWGSC Bid 
Receiving Unit by the date, time and place indicated on page 1 of the bid solicitation. 

(b) Due to the nature of the bid solicitation, bids transmitted by facsimile to PWGSC will not be 
accepted.  

2.3 Former Public Servant  

(a) Contracts awarded to former public servants (FPS) in receipt of a pension or of a lump sum 
payment must bear the closest public scrutiny, and reflect fairness in the spending of public 
funds. In order to comply with Treasury Board policies and directives on contracts awarded 
to FPS, bidders must provide the information required below before contract award. If the 
answer to the questions and, as applicable the information required have not been received 
by the time the evaluation of bids is completed, Canada will inform the Bidder of a time frame 
within which to provide the information. Failure to comply with Canada's request and meet 
the requirement within the prescribed time frame will render the bid non-responsive. 

(b) Definitions 

For the purposes of this clause, "former public servant" is any former member of a 
department as defined in the Financial Administration Act, R.S., 1985, c. F-11, a former 
member of the Canadian Armed Forces or a former member of the Royal Canadian Mounted 
Police. A former public servant may be: 

(i) an individual; 

(ii) an individual who has incorporated; 

(iii) a partnership made of former public servants; or 

(iv) a sole proprietorship or entity where the affected individual has a controlling or major 
interest in the entity. 

"lump sum payment period" means the period measured in weeks of salary, for which 
payment has been made to facilitate the transition to retirement or to other employment as a 
result of the implementation of various programs to reduce the size of the Public Service. 
The lump sum payment period does not include the period of severance pay, which is 
measured in a like manner. 
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"pension" means a pension or annual allowance paid under the Public Service 
Superannuation Act (PSSA), R.S., 1985, c.P-36, and any increases paid pursuant to the 
Supplementary Retirement Benefits Act, R.S., 1985, c.S-24 as it affects the PSSA. It does 
not include pensions payable pursuant to the Canadian Forces Superannuation Act, R.S., 
1985, c.C-17, the Defence Services Pension Continuation Act, 1970, c.D-3, the Royal 
Canadian Mounted Police Pension Continuation Act , 1970, c.R-10, and the Royal Canadian 
Mounted Police Superannuation Act, R.S., 1985, c.R-11, the Members of Parliament Retiring 
Allowances Act , R.S., 1985, c.M-5, and that portion of pension payable to the Canada 
Pension Plan Act, R.S., 1985,  .C-8. 

(c) Former Public Servant in Receipt of a Pension 

As per the above definitions, is the Bidder a FPS in receipt of a pension? Yes ( ) No ( ) 

If so, the Bidder must provide the following information, for all FPS in receipt of a pension, as 
applicable: 

(i) name of former public servant; 

(ii) date of termination of employment or retirement from the Public Service. 

By providing this information, Bidders agree that the successful Bidder's status, with respect 
to being a former public servant in receipt of a pension, will be reported on departmental 
websites as part of the published proactive disclosure reports in accordance with Contracting 
Policy Notice: 2012-2 and the Guidelines on the Proactive Disclosure of Contracts.  

(d) Work Force Adjustment Directive 

Is the Bidder a FPS who received a lump sum payment pursuant to the terms of the Work 
Force  Adjustment Directive?  Yes ( ) No ( ) 

If so, the Bidder must provide the following information: 

(i) name of former public servant; 

(ii) conditions of the lump sum payment incentive; 

(iii) date of termination of employment; 

(iv) amount of lump sum payment; 

(v) rate of pay on which lump sum payment is based; 

(vi) period of lump sum payment including start date, end date and number of weeks; 

(vii) number and amount (professional fees) of other contracts subject to the restrictions of 
a work force adjustment program. 

For all contracts awarded during the lump sum payment period, the total amount of fees that may be paid 
to a FPS who received a lump sum payment is $5,000, including Applicable Taxes. 

 
2.4 Enquiries - Bid Solicitation 

(a) All enquiries must be submitted in writing to the Contracting Authority no later than 10 
calendar days before the bid closing date. Enquiries received after that time may not be 
answered. 
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(b) Bidders should reference as accurately as possible the numbered item of the bid solicitation 
to which the enquiry relates. Care should be taken by Bidders to explain each question in 
sufficient detail in order to enable Canada to provide an accurate answer. Technical 
enquiries that are of a proprietary nature must be clearly marked "proprietary" at each 
relevant item. Items identified as proprietary will be treated as such except where Canada 
determines that the enquiry is not of a proprietary nature. Canada may edit the questions or 
may request that the Bidder do so, so that the proprietary nature of the question is 
eliminated, and the enquiry can be answered with copies to all Bidders. Enquiries not 
submitted in a form that can be distributed to all Bidders may not be answered by Canada. 

2.5 Applicable Laws 

(a) Any resulting contract must be interpreted and governed, and the relations between the 
parties determined, by the laws in force in Ontario. 

Note to Bidders:  Bidders may, at their discretion, substitute the applicable laws of a Canadian 
province or territory of its choice without affecting the validity of its bid, by deleting the name of 
the Canadian province or territory specified and inserting the name of the Canadian province or 
territory of its choice. If no change is made, it acknowledges that the applicable laws specified are 
acceptable to the Bidder.  Bidders are requested to indicate the Canadian province or territory 
they wish to apply to any resulting contract in their Bid Submission Form. 

2.6 Improvement of Requirement During Solicitation Period  

Should bidders consider that the specifications or Statement of Requirements (SOR) contained in 
the bid solicitation could be improved technically or technologically, bidders are invited to make 
suggestions, in writing, to the Contracting Authority named in the bid solicitation. Bidders must 
clearly outline the suggested improvement as well as the reasons for the suggestion. Suggestions 
that do not restrict the level of competition nor favour a particular bidder will be given consideration 
provided they are submitted to the Contracting Authority in accordance with the article entitled 
"Enquiries - Bid Solicitation". Canada will have the right to accept or reject any or all suggestions. 

2.7 Volumetric Data  

The Client’s Volumetric Data is described in Annex C – Basis of Payment, Table 4. The data 
included in the bid solicitation has been provided to Bidders in order to compare bids during the bid 
financial evaluation or to assist in the preparation of their bids. The inclusion of this data in this bid 
solicitation does not represent a commitment by Canada that Canada’s future usage of the Hosted 
Survey Solution will be consistent with this data. It is provided purely for information purposes. 

PART 3 - BID PREPARATION INSTRUCTIONS 

3.1 Bid Preparation Instructions 

(a) If the Bidder chooses to submit its bid electronically, Canada requests that the Bidder 
submits its bid in accordance with section 8 of the 2003 standard instructions and as 
amended in Part 2 - Bidder Instructions, Article 2.1 Standard Instructions, Clauses and 
Conditions. Bidders are required to provide their bid in a single transmission. The epost 
Connect service has the capacity to receive multiple documents, up to 1GB per individual 
attachment.   

The bid must be gathered per section and separated as follows: 

(i) Section I:  Technical Bid 
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(ii) Section II:  Financial Bid 

(iii) Section III:  Certifications 

(iv) Section IV:  Additional Information 

(b) If the Bidder chooses to submit its bid in hard copies, Canada requests that the Bidder 
submits its bid in separately bound sections as follows: 

 
(i) Section I:  Technical Bid (2 hard copies)  

(ii) Section II:  Financial Bid (2 hard copies) 

(iii) Section III:  Certifications (2 hard copies) 

(iv) Section IV:  Additional Information (2 hard copies) 

 
If there is a discrepancy between the wording of the soft copy and the hard copy, the 
wording of the hard copy will have priority over the wording of the soft copy. 

 

(c) Due to the nature of the bid solicitation, bids transmitted by facsimile will not be accepted. 

(d) Format for Bid: Canada requests that Bidders follow the format instructions described 
below in the preparation of their bid: 

(i) use 8.5 x 11 inch (216 mm x 279 mm) paper; 

(ii) use a numbering system that corresponds to the bid solicitation; 

(iii) include a title page at the front of each volume of the bid that includes the title, date, bid 
solicitation number, bidder's name and address and contact information of its 
representative; and 

(iv) include a table of contents. 

 

(e) Canada's Policy on Green Procurement: In April 2006, Canada issued a policy directing 
federal departments and agencies to take the necessary steps to incorporate environmental 
considerations into the procurement process. See the Policy on Green Procurement 
(http://www.tpsgc-pwgsc.gc.ca/ecologisation-greening/achats-procurement/politique-policy-
eng.html). To assist Canada in reaching its objectives, Bidders should:  

(i) use paper containing fibre certified as originating from a sustainably-managed forest 
and/or containing a minimum of 30% recycled content; and 

(ii) use an environmentally-preferable format including black and white printing instead of 
colour printing, printing double sided/duplex, and using staples or clips instead of 
cerlox, duotangs or binders. 

(f) Submission of Only One Bid: 

A Bidder, including related entities, will be permitted to submit only one bid in response to 
this bid solicitation. If a Bidder or any related entities participate in more than one bid 
(participating means being part of the Bidder, not being a subcontractor), Canada will 
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provide those Bidders with 2 working days to identify the single bid to be considered by 
Canada. Canada will choose in its discretion which bid to consider. 

For the purposes of this Article, regardless of the jurisdiction where any of the entities 
concerned is incorporated or otherwise formed as a matter of law (whether that entity Is a 
natural person, corporation, partnership, etc), an entity will be considered to be "related" to 
a Bidder if: 

(A) they are the same legal entity (i.e., the same natural person, corporation, 
partnership, limited liability partnership, etc.);  

(B) they are "related persons" or "affiliated persons" according to the Canada Income 
Tax Act; 

(C) the entities have now or in the two years before bid closing had a fiduciary 
relationship with one another (either as a result of an agency arrangement or 
any other form of fiduciary relationship); or  

(D) the entities otherwise do not deal with one another at arm's length, or each of 
them does not deal at arm's length with the same third party. 

Individual members of a joint venture cannot participate in another bid, either by submitting 
a bid alone or by participating in another joint venture. 

(g) Joint Venture Experience:  

Where the Bidder is a joint venture with existing experience as that joint venture, it may 
submit the experience that it has obtained as that joint venture. 

Example: A bidder is a joint venture consisting of members L and O. A bid solicitation 
requires that the bidder demonstrate experience providing maintenance and help desk 
services for a period of 24 months to a customer with at least 10,000 users. As a joint 
venture (consisting of members L and O), the bidder has previously done the work. This 
bidder can use this experience to meet the requirement. If member L obtained this 
experience while in a joint venture with a third party N, however, that experience cannot be 
used because the third party N is not part of the joint venture that is bidding. 

A joint venture bidder may rely on the experience of one of its members to meet any given 
technical criterion of this bid solicitation.  

Example: A bidder is a joint venture consisting of members X, Y and Z.  If a solicitation 
requires: (a) that the bidder have 3 years of experience providing maintenance service, and 
(b) that the bidder have 2 years of experience integrating hardware with complex networks, 
then each of these two requirements can be met by a different member of the joint venture. 
However, for a single criterion, such as the requirement for 3 years of experience providing 
maintenance services, the bidder cannot indicate that each of members X, Y and Z has 
one year of experience, totaling 3 years.  Such a response would be declared non-
responsive. 

Joint venture members cannot pool their abilities with other joint venture members to 
satisfy a single technical criterion of this bid solicitation. However, a joint venture member 
can pool its individual experience with the experience of the joint venture itself.  Wherever 
substantiation of a criterion is required, the Bidder is requested to indicate which joint 
venture member satisfies the requirement. If the Bidder has not identified which joint 
venture member satisfies the requirement, the Contracting Authority will provide an 
opportunity to the Bidder to submit this information during the evaluation period.  If the 
Bidder does not submitted this information within the period set by the Contracting 
Authority, its bid will be declared non-responsive. 
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Example: A bidder is a joint venture consisting of members A and B. If a bid solicitation 
requires that the bidder demonstrate experience providing resources for a minimum 
number of 100 billable days, the bidder may demonstrate that experience by submitting 
either: 

 Contracts all signed by A; 

 Contracts all signed by B; or 

 Contracts all signed by A and B in joint venture, or 

 Contracts signed by A and contracts signed by A and B in joint venture, or 

 Contracts signed by B and contracts signed by A and B in joint venture. 

That show in total 100 billable days. 

Any Bidder with questions regarding the way in which a joint venture bid will be evaluated 
should raise such questions through the Enquiries process as early as possible during 
the bid solicitation period. 

3.2 Section I: Technical Bid 

(a) In their technical bid, Bidders must demonstrate their understanding of the requirements 
contained in the bid solicitation and explain how they will meet these requirements. Bidders 
must demonstrate their capability in a thorough, concise and clear manner for carrying out 
the work.  

(b) The technical bid must address clearly and in sufficient depth the points that are subject to 
the evaluation criteria against which the bid will be evaluated. Simply repeating the 
statement contained in the bid solicitation is not sufficient. In order to facilitate the evaluation 
of the bid, Canada requests that Bidders address and present topics in the order of the 
evaluation criteria under the same headings. To avoid duplication, Bidders may refer to 
different sections of their bids by identifying the specific paragraph and page number where 
the subject topic has already been addressed.  

(c) The technical bid consists of the following: 

(i) Bid Submission Form: Bidders are requested to include the Bid Submission Form 
Attachment “1” with their bids. It provides a common form in which bidders can provide 
information required for evaluation and contract award, such as a contact name and 
the Bidder's Procurement Business Number, etc. Using the form to provide this 
information is not mandatory, but it is recommended. If Canada determines that the 
information required by the Bid Submission Form is incomplete or requires correction, 
Canada will provide the Bidder with an opportunity to do so. 

(ii) Substantiation of Technical Compliance (Attached as Form “2”): The technical bid 
must substantiate the compliance of the Bidder and its proposed solution with the 
specific articles of Annex A (Statement of Requirement) identified in the Substantiation 
of Technical Compliance Form, which is the requested format for providing the 
substantiation. The Substantiation of Technical Compliance Form is not required to 
address any parts of this bid solicitation not referenced in the form. The substantiation 
must not simply be a repetition of the requirement(s), but must explain and 
demonstrate how the Bidder will meet the requirements and carry out the required 
Work. Simply stating that the Bidder or its proposed solution or product complies is not 
sufficient. Where Canada determines that the substantiation is not complete, the 
Bidder will be declared non-responsive and disqualified. The substantiation may refer 
to additional documentation submitted with the bid - this information can be referenced 
in the "Reference" column of the Substantiation of Technical Compliance Form, where 
bidders are requested to indicate where in the bid the reference material can be found, 
including the title of the document, and the page and paragraph numbers; where the 
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reference is not sufficiently precise, Canada may request that the Bidder direct 
Canada to the appropriate location in the documentation. 

(iii) Training Plan: The Bidder must provide an outline of its proposed draft training plan, 
which must demonstrate that the Bidder's proposed training meets all the mandatory 
requirements for training described in Annex A - Statement of Requirements. The 
training plan must include, at a minimum: course materials that will be provided to 
participants for 20 hours of training in either French and/or English on line or in person 
(if in-person then facilities to be made available by the Bidder).  

(iv) Customer Reference Contact Information:  

(A) In conducting its evaluation of the bids, Canada may, but will have no obligation 
to request that a bidder provide customer references. If Canada sends such a 
written request, the bidder will have 2 working days to provide the necessary 
information to Canada.  Failure to meet this deadline will result in the bid being 
declared non-responsive.   

(B) These customer references must each confirm [“if”] requested by PWGSC, 

1. the information required by Article "Reference Checks” is that the Bidder  
has used the Software Solution for at least 12 months and is still using it at the 
bid closing date. 

2. the facts identified in the Bidder’s bid, as required by Article “Reference 
Checks” that the Bidder has previously provided the customer with long 
distance services for at least 60 users for at least 12 months and is still using it 
at the bid closing date. 

(C) The form of question to be used to request confirmation from customer 
references is as follows:  

[Sample Questions to Customer Reference: “Has [the Bidder] provided your 
organization with the Software Solution for Option A or B?] 

_____ Yes, the Bidder has provided my organization with the services 
described above. 

--------- No, the Bidder has not provided my organization with the services 
described above. 

--------- I am unwilling or unable to provide any information about the services 
described above.  For each customer reference, the Bidder must, at a minimum, 
provide the name and either the telephone number or e-mail address for a 
contact person.  If only the telephone number is provided, it will be used to call 
to request the e-mail address and the reference check will be done by e-mail.   

Bidders are also requested to include the title of the contact person. It is the 
sole responsibility of the Bidder to ensure that it provides a contact who is 
knowledgeable about the services the Bidder has provided to its customer and 
who is willing to act as a customer reference. Crown references will be 
accepted. 

3.3 Section II: Financial Bid 

(a) Pricing: Bidders must submit their financial bid in accordance with the Basis of Payment in 
Annex B. The total amount of Applicable Taxes must be shown separately. Unless otherwise 
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indicated, bidders must include a single, firm, all-inclusive price quoted in Canadian dollars in 
each cell requiring an entry in the pricing tables.  

(b) All Costs to be Included: The financial bid must include all costs for the requirement 
described in the bid solicitation for the entire Contract Period, including any option to extend 
the Contract Period. The identification of all necessary equipment, software, peripherals, 
cabling and components required to meet the requirements of the bid solicitation and the 
associated costs of these items is the sole responsibility of the Bidder. 

(c) Blank Prices: Bidders are requested to insert "$0.00" for any item for which it does not 
intend to charge or for items that are already included in other prices set out in the tables. If 
the Bidder leaves any price blank, Canada will treat the price as "$0.00" for evaluation 
purposes and may request that the Bidder confirm that the price is, in fact, $0.00. No bidder 
will be permitted to add or change a price as part of this confirmation. Any bidder who does 
not confirm that the price for a blank item is $0.00 will be declared non-responsive.  

(d) Exchange Rate Fluctuation  

C3011T (2013-11-06), Exchange Rate Fluctuation  

3.4 Section III: Certifications 

It is a requirement that bidders submit the certifications required under Part 5.  

3.5 Section IV: Additional Information 

(a) Bidder's Proposed Site(s) or Premises Requiring Safeguarding Measures 

As indicated in Part 6 under Security Requirements, the Bidder must provide the full 
address(es) of the Bidder's and proposed individual(s)’ site(s) or premises for which 
safeguarding measures are required for Work Performance. 

Street Number / Street Name, Unit / Suite / Apartment Number  
City, Province, Territory / State 
Postal Code / Zip Code 
Country 
 
The Company Security Officer (CSO) must ensure through the Industrial Security Program 
(ISP) that the Bidder and proposal individual(s) hold a valid security clearance at the 
required level, as indicated in Part 6 – Security, Financial and Other Requirements. 

 
Bidders are requested to indicate this information on their Bid Submission Form. 

 

PART 4 - EVALUATION PROCEDURES AND BASIS OF SELECTION  

4.1 Evaluation Procedures 

(a) Bids will be assessed in accordance with the entire requirement of the bid solicitation 
including the technical and financial evaluation criteria. There are several steps in the 
evaluation process, which are described below. Even though the evaluation and selection 
will be conducted in steps, the fact that Canada has proceeded to a later step does not mean 
that Canada has conclusively determined that the Bidder has successfully passed all the 
previous steps. Canada may conduct steps of the evaluation in parallel. 
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(b) An evaluation team composed of representatives of the Client and PWGSC will evaluate the 
bids on behalf of Canada. Canada may hire any independent consultant, or use any 
Government resources, to evaluate any bid. Not all members of the evaluation team will 
necessarily participate in all aspects of the evaluation. 

(c) In addition to any other time periods established in the bid solicitation: 

(i) Requests for Clarifications: If Canada seeks clarification or verification from the Bidder 
about its bid, the Bidder will have 2 working days (or a longer period if specified in writing 
by the Contracting Authority) to provide the necessary information to Canada. Failure to 
meet this deadline will result in the bid being declared non-responsive. 

(ii) Requests for Survey: If Canada wishes to survey the Bidder's facilities, the Bidder must 
make its facilities available for this purpose within 2 working days of a request by the 
Contracting Authority. 

(iii) Requests for Further Information: If Canada requires additional information in order to 
do any of the following pursuant to the Section entitled "Conduct of Evaluation" in 2003, 
Standard Instructions - Goods or Services - Competitive Requirements: 

a. verify any or all information provided by the Bidder in its bid; or 

b. contact any or all references supplied by the Bidder (e.g., references named in 
the résumés of individual resources) to verify and validate any information 
submitted by the Bidder, 

c. the Bidder must provide the information requested by Canada within 2 working 
days of a request by the Contracting Authority. 

(iv) Extension of Time: If additional time is required by the Bidder, the Contracting Authority 
may grant an extension in his or her sole discretion. 

4.2 Technical Evaluation  

(a) Mandatory Technical Criteria:  

(i) Each bid will be reviewed for compliance with the mandatory requirements of the bid 
solicitation. Any element of the bid solicitation that is identified specifically with the 
words "must" or "mandatory" is a mandatory requirement. Bids that do not comply with 
each and every mandatory requirement will be declared non-responsive and be 
disqualified. 

(ii) The mandatory technical criteria are described in Annex B. 

(iii) The Mandatory Security Technical criteria are described in Annex G. 

(iv) Claims in a bid that a future upgrade or release of any of product included in the bid will 
meet the mandatory requirements of the bid solicitation, where the upgrade or release 
is not available at bid closing, will not be considered. 

(b) Point-Rated Technical Criteria:  

(i) Each bid will be rated by assigning a score to the rated requirements, which are identified 
in the bid solicitation by the word "rated" or by reference to a score. Bidders who fail to 
submit complete bids with all the information requested by this bid solicitation will be 
rated accordingly. The point-rated technical criteria are described under “Solution 
Rated Requirements” in Annex "A" – Statement of Requirements. 
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(ii) Each bid that meets all the Mandatory Security Technical Criteria described in Annex G 
will be rated by assigning a score for the Point-Rated Criteria for Security Mandatory 
Technical Criteria as described in Annex H.   

(c) Reference Checks:  

(i)      For reference checks, Canada will conduct the reference check in writing by e-mail. 
Canada will send all e-mail reference check requests to contacts supplied by all the 
Bidders on the same day using the e-mail address provided in the bid. Canada will not 
award any points and/or a bidder will not meet the mandatory experience requirement 
(as applicable) unless the response is received within 5 working days of the date that 
Canada's e-mail was sent.  

(ii)      On the third working day after sending out the reference check request, if Canada has 
not received a response, Canada will notify the Bidder by e-mail, to allow the Bidder to 
contact its reference directly to ensure that it responds to Canada within 5 working 
days. If the individual named by a Bidder is unavailable when required during the 
evaluation period, the Bidder may provide the name and e-mail address of an 
alternate contact person from the same customer. Bidders will only be provided with 
this opportunity once for each customer, and only if the originally named individual is 
unavailable to respond (i.e., the Bidder will not be provided with an opportunity to 
submit the name of an alternate contact person if the original contact person indicates 
that he or she is unwilling or unable to respond). The Bidder will have 24 hours to 
submit the name of a new contact. That contact will again be given 5 working days to 
respond once Canada sends its reference check request.  

(iii)     Wherever information provided by a reference differs from the information supplied by 
the Bidder, the information supplied by the reference will be the information evaluated.  

(iv)     Points will not be allocated and/or a bidder will not meet the mandatory experience 
requirement (as applicable) if (1) the reference customer states he or she is unable or 
unwilling to provide the information requested, or (2) the customer reference is not a 
customer of the Bidder itself (for example, the customer cannot be the customer of an 
affiliate of the Bidder instead of being a customer of the Bidder itself). Nor will points 
be allocated or a mandatory met if the customer is itself an affiliate or other entity that 
does not deal at arm's length with the Bidder.   

(v)     Whether or not to conduct reference checks is discretionary. However, if PWGSC 
chooses to conduct reference checks for any given rated or mandatory requirement, it 
will check the references for that requirement for all bidders who have not, at that 
point, been found non-responsive. 

(d) Proof of Proposal Test for Top-Ranked Bid: 

Through the Proof of Proposal (PoP) test, Canada may test the solution proposed in the top-
ranked bid (identified after the financial evaluation) to confirm both that it will function as 
described in the bid and that it meets the technical functionality requirements described in 
Annex A – Statement of Requirement (SOR). The PoP test will take place at a site in the 
National Capital Region provided by Canada that recreates the technical environment 
described in the SOR, if that location is agreed to by the Contracting Authority and if the 
Bidder assumes all responsibility for recreating the technical environment described in the 
SOR (it is within the Contracting Authority's sole discretion to determine whether the Bidder 
has accurately recreated this environment for the test). Canada will pay its own travel and 
salary costs associated with any PoP test.  

After being notified by the Contracting Authority, the Bidder will be given a maximum of 7 
working days to start the installation of the proposed solution. The installation must be 
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completed and functional within 5 working days of the Bidder starting the installation (7.5 
hrs/day during normal working hours, to be determined by the Contracting Authority). 
Canada will then conduct the PoP test. Up to 2 representatives of the Bidder may be present 
during the PoP test. The representative(s) named in the bid to provide technical support 
during the PoP test should be available by telephone for technical advice and clarification 
during the PoP test; however, Canada is not required to delay the PoP test if an individual is 
unavailable. Once the PoP test has begun, it must be completed within 3 working days.  
Working days are Monday to Friday during the hours of 9:00 am to 5:00 pm. 

Canada will document the results of the PoP Test. If Canada determines that the proposed 
solution does not meet any mandatory requirement of the bid solicitation, the bid will fail the 
PoP Test and the bid will be disqualified. Canada may, as a result of the PoP test, reduce 
the score of the Bidder on any rated requirement, if the PoP test indicates that the score 
provided to the Bidder on the basis of its written bid is not validated by the PoP test. The 
Bidder's score will not be increased as a result of the PoP test. If the Bidder's score is 
reduced as a result of the PoP test, Canada will reassess the ranking of all bidders. 

In connection with the PoP testing, the Bidder grants to Canada a limited license to use the 
Bidder's proposed software solution for testing and evaluation purposes.  

If, during the initial installation of the software for the PoP test, the Bidder discovers that 
there are missing and/or corrupt files for software components identified in the technical bid, 
the Bidder must cease the installation process and inform the Contracting Authority. If the 
Contracting Authority determines that the missing and/or corrupt files are for components 
identified in the technical bid, the Bidder may be permitted to submit to the Contracting 
Authority the missing files and/or replacements for the corrupt files on electronic media or by 
referring to a web site where the files can be downloaded. These files must have been 
commercially released to the public before the bid closing date. Upon receiving the files on 
electronic media or downloading them from a corporate web site, the Contracting Authority 
will verify that (i) the files were commercially released to the public before the bid closing 
date; (ii) the files do not include new releases or versions of the software; (iii) the files belong 
to software components identified in the technical bid; and (iv) the software will not need to 
be recompiled to make use of the files. The Contracting Authority will have the sole 
discretion to decide if the additional files may be installed for the PoP test. Under no 
circumstances will files required to correct flaws in the software programming or code be 
permitted. This process can be used only a single time, and only during the initial installation 
of the software for the PoP test. 

4.3 Financial Evaluation  

(a) Mandatory Financial Criteria  

The financial evaluation will be conducted by calculating the Total Bid Price using the Pricing 
Tables completed by the bidders.  

TABLE A - TOTAL BID PRICE (TBP) FOR EVALUATION PURPOSES 

ITEM 
NO. 

 

 

DESCRIPTION 

 

 

FORMULA 

 

 

TOTAL PRICE 
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1 For the provision of a commercial off-the-shelf 
Hosted Online Survey Solution, including 
online survey software, data analysis, 
reporting software, maintenance and support 
services, and training for 100 user licenses as 
detailed in Table 1 of Annex C.  

Total from Table 1 of 
Annex C 

$ 

2 During the initial contract period, for the 
provision of commercial off-the-shelf Hosted 
Online Survey Solution, including online 
survey software, data analysis, reporting 
software, training, and maintenance and 
support services for 100 user licenses as 
detailed in Table 2 of Annex C. 

Total from Table 2 of 
Annex C 

$ 

3 During the optional periods of the Contract, 
for the provision of commercial off-the-shelf 
Hosted Online Survey Solution, including 
online survey software, data analysis, 
reporting software, training, maintenance and 
support services for 100 user licenses as 
detailed in Table 3 of Annex C. 

Total from Table 3 of 
Annex C 

$ 

4 For the optional additional users as detailed in 
Table 4 of Annex C. 

Total from Table 4 of 
Annex C 

$ 

Total Bid Price (TBP) - (sum of Column A): $ 

 

SACC Manual Clause A0220T (2014-06-26), Evaluation of Price - Bid 

SACC Manual Clause A0222T (2014-06-26), Evaluation of Price – Canadian/Foreign Bidders 

(b) Formulae in Pricing Tables 

If the pricing tables provided to bidders include any formulae, Canada may re-input the 
prices provided by bidders into a fresh table, if Canada believes that the formulae may no 
longer be functioning properly in the version submitted by a Bidder. 

4.4 Basis of Selection 

(a) To be declared responsive, a bid must:  

(i)  comply with all the requirements of the bid solicitation; 

(ii)  meet all mandatory criteria. 

(b)  Bids not meeting (i) and (ii) will be declared non-responsive.  

(c) The selection will be based on the highest responsive combined rating of technical merit and 
price. The ratio will be 70% for the technical merit and 30% for the price.  
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(d) To establish the technical merit score, the overall technical score for each responsive bid will 
be determined as follows: total number of points obtained / maximum number of points 
available multiplied by the ratio of 70%.  

(e) To establish the pricing score, each responsive bid will be prorated against the lowest 
evaluated price and the ratio of 30%. 

(f) For each responsive bid, the technical merit score and the pricing score will be added to 
determine its combined rating.  

(g) Neither the responsive bid obtaining the highest technical score nor the one with the lowest 
evaluated price will necessarily be accepted. The responsive bid with the highest combined 
rating of technical merit and price will be recommended for award of a contract. 

Overall Score is based on 70% Technical and 30% Financial 

Formula: Overall Score (by Bidder) X 70              = Total 1 (Technical) 
               Max. Points on Rated Requirements 

 
Formula: TBP of the Lowest priced responsive proposal X 30  = Total 2 (Financial) 
               Bidder’s Total Bid Price (TBP) 

The table below illustrates an example where all three bids are responsive and the selection of the 
contractor is determined by a 70/30 ratio of technical merit and price, respectively. The total available 
points equals 135 and the lowest evaluated price is $45,000 (45). 

Basis of Selection - Highest Combined Rating Technical Merit (70%) and Price (30%) 

 Bidder 1  Bidder 2  Bidder 3  

Overall Technical Score  115/135  89/135  92/135  

Bid Evaluated Price  $55,000.00  $50,000.00  $45,000.00  

Calculations  

Technical Merit Score  
115/135 x 70 = 59.63 89/135 x 70 = 46.15 92/135 x 70 = 47.70 

Pricing Score  45/55 x 30 = 24.54 45/50 x 30 = 27 45/45 x 30 = 30 

Combined Rating  84.17 73.15 77.7 

Overall Rating  1st  3rd  2nd  

 

(h) Bidders should note that all contract awards are subject to Canada's internal approvals 
process, which includes a requirement to approve funding in the amount of any proposed 
contract. Despite the fact that the Bidder may have been recommended for contract award, a 
contract will only be awarded if internal approval is granted according to Canada's internal 
policies. If approval is not granted, no contract will be awarded. 

If more than one bidder is ranked first because of identical overall scores, then the bidder 
with the best technical score will become the top-ranked bidder.  
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PART 5 - CERTIFICATIONS AND ADDITIONAL INFORMATION 

Bidders must provide the required certifications and additional information to be awarded a contract.  
 
The certifications provided by Bidders to Canada are subject to verification by Canada at  all times. 
Canada will declare a bid non-responsive, or will declare a contractor in default if any certification made 
by the Bidder is found to be untrue, whether made knowingly or unknowingly, during the bid evaluation 
period or during the contract period. 

The Contracting Authority will have the right to ask for additional information to verify the  Bidder's 
certifications. Failure to comply and to cooperate with any request or requirement imposed by the 
Contracting Authority will render the bid non-responsive or constitute a default under the Contract. 

5.1  Certifications Required with Bid 

Bidders must submit the following duly completed certifications as part of their bid. 

(a) Declaration of Convicted Offences 

As applicable, pursuant to subsection Declaration of Convicted Offences of section 01 of the 
Standard Instructions, the Bidder must provide with its bid, the completed Declaration Form 
to be given further consideration in the procurement process. 

5.2 Certifications Precedent to Contract Award and Additional Information 

The certifications and additional information listed below should be submitted with the bid, but may 
be submitted afterwards. If any of these required certifications or additional information is not 
completed and submitted as requested, the Contracting Authority will inform the Bidder of a time 
frame within which to provide the information.  Failure to provide the certifications or the additional 
information listed below within the time frame provided will render the bid non-responsive. 

(a) Integrity Provisions – List of Names   

Bidders who are incorporated, including those bidding as a joint venture, must provide a 
complete list of names of all individuals who are currently directors of the Bidder. 

Bidders bidding as sole proprietorship, as well as those bidding as a joint venture, must 
provide the names of the owner(s). 

Bidders bidding as societies, firms or partnerships do not need to provide lists of names. 

(b) Federal Contractors Program for Employment Equity - Bid Certification 

By submitting a bid, the Bidder certifies that the Bidder, and any of the Bidder's members if 
the Bidder is a Joint Venture, is not named on the Federal Contractors Program (FCP) for 
employment equity "FCP Limited Eligibility to Bid" list 
(http://www.labour.gc.ca/eng/standards_equity/eq/emp/fcp/list/inelig.shtml) available from 
Employment and Social Development Canada (ESDC) - Labour's website. 

Canada will have the right to declare a bid non-responsive if the Bidder, or any member of 
the Bidder if the Bidder is a Joint Venture, appears on the "FCP Limited Eligibility to Bid" list 
at the time of contract award. 

(c) Bidder Certifies that All Equipment and Software is "Off-the-Shelf"  

Any equipment and software bid to meet this requirement must be "off-the-shelf" (unless 
otherwise stated in this bid solicitation), meaning that each item of equipment and software is 
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commercially available and requires no further research or development and is part of an 
existing product line with a field-proven operational history (that is, it has not simply been 
tested in a laboratory or experimental environment). If any of the equipment or software bid 
is a fully compatible extension of a field-proven product line, it must have been publicly 
announced on or before the bid closing date. By submitting a bid, the Bidder is certifying that 
all the equipment and software bid is off-the-shelf. 

(d) Software Publisher Certification and Software Publisher Authorization  

If the Bidder is the Software Publisher for any of the proprietary software products it bids, 
Canada requires that the Bidder confirm in writing that it is the Software Publisher. Bidders 
are requested to use the Software Publisher Certification Form included with the bid 
solicitation. Although all the contents of the Software Publisher Certification Form are 
required, using the form itself to provide this information is not mandatory. For bidders who 
use an alternate form, it is in Canada's sole discretion to determine whether all the required 
information has been provided. Alterations to the statements in the form may result in the bid 
being declared non-responsive. 

Any Bidder that is not the Software Publisher of all the proprietary software products 
proposed in its bid is required to submit proof of the Software Publisher's authorization, 
which must be signed by the Software Publisher (not the Bidder). No Contract will be 
awarded to a Bidder who is not the Software Publisher of all of the proprietary software it 
proposes to supply to Canada, unless proof of this authorization has been provided to 
Canada. If the proprietary software proposed by the Bidder originates with multiple Software 
Publishers, authorization is required from each Software Publisher. Bidders are requested to 
use the Software Publisher Authorization Form included with the bid solicitation. Although all 
the contents of the Software Publisher Authorization Form are required, using the form itself 
to provide this information is not mandatory. For Bidders/Software Publishers who use an 
alternate form, it is in Canada's sole discretion to determine whether all the required 
information has been provided. Alterations to the statements in the form may result in the bid 
being declared non-responsive. 

In this bid solicitation, "Software Publisher" means the owner of the copyright in any software 
products proposed in the bid, who has the right to license (and authorize others to 
license/sub-license) its software products. 
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PART 6 - SECURITY, FINANCIAL AND OTHER REQUIREMENTS 

In addition to Part 6 – Security, Financial and Other Requirements and Annex D – Security Requirements 
Check List, the Bidder must comply with Annex E – Government of Canada Security Control Profile for 
Cloud-based GC Services. 

 
6.1 Security Requirement – For Canadian Supplier: 

(a) Before award of a contract, the following conditions must be met: 

(i)      the Bidder must hold a valid organization security clearance as indicated in Part 7 - 
Resulting Contract Clauses;  

(ii)      the Bidder's proposed individuals requiring access to classified or protected 
information, assets or sensitive work site(s) must meet the security requirements as 
indicated in Part 7 - Resulting Contract Clauses; and  

(iii)      the Bidder must provide the name of all individuals who will require access to 
classified or protected information, assets or sensitive work sites.  

(iv)      the Bidder's proposed location of work performance and document safeguarding must 
meet the security requirements as indicated in Part 7 - Resulting Contract Clauses; 

(v)      the Bidder must provide the address(es) of proposed site(s) or premises of work 
performance and document safeguarding as indicated in Part 3 - Section IV, 
Additional Information. 

(b) Bidders are reminded to obtain the required security clearance promptly. Any delay in the 
award of a contract to allow the successful Bidder to obtain the required clearance will be at 
the entire discretion of the Contracting Authority. 

(c) For additional information on security requirements, Bidders should refer to the  Industrial 
Security Program (ISP) of Public Works and Government Services Canada (http://ssi-
iss.tpsgc-pwgsc.gc.ca/index-eng.html) website. 

(d) In the case of a joint venture bidder, each member of the joint venture must meet the 
security requirements.  

6.2 Security Requirement – For Foreign Suppliers: 

The Canadian Designated Security Authority (Canadian DSA) for industrial security matters in Canada is 
the Industrial Security Sector (ISS), Public Works and Government Services Canada (PWGSC), 
administered by International Industrial Security Directorate (IISD), PWGSC. The Canadian DSA is the 
authority confirming Bidder compliance with the security requirements for foreign suppliers. The following 
security requirements apply to the Bidder incorporated or authorized to do business in a jurisdiction other 
than Canada and delivering/performing the Work described in the SOW and is in addition to the 
Government of Canada Security Control Profile for Cloud-based GC Services (Annex E), and is in 
addition to those requirements already identified in section 7.5.1 Protection and Security of Data Stored in 
Databases. 

a) The Foreign recipient Bidder must be from a Country within the North Atlantic Treaty Organization 
(NATO), the European Union (EU) or from a country with which Canada has an international 
bilateral security instrument.   The Contract Security Program (CSP) has international bilateral 
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security instruments with the countries listed on the following PWGSC website: http://www.tpsgc-
pwgsc.gc.ca/esc-src/international-eng.html.  

 
b) The Bidder must provide proof that they are incorporated or authorized to do business in their 

jurisdiction as indicated in Part 7 - Resulting Contract Clauses. 
 

c) The Bidder must be registered with the appropriate government administered supervisory 
authority responsible for Personal Information in the country(ies) in which it is incorporated or 
operating and authorized to do business, as indicated in Part 7 - Resulting Contract Clauses, 
7.5(b) Security Requirement for Foreign Suppliers, clause (9). 

 
d) The Bidders must provide assurance that it can receive and store CANADA PROTECTED A and 

B information/assets on its site or premises as indicated in Part 7 – Resulting Contract Clauses, 
Annex E and the listed IT Security Requirements.  

 
e) The Bidder’s proposed location of work performance must meet the security requirement as 

indicated in Part 7 – Resulting Contract Clauses. 
 

f) The Bidder must provide the address(es) of proposed location(s) of work performance and 
document safeguarding. 

 
g) The successful Bidder’s proposed individuals requiring access to CANADA PROTECTED 

information/assets or restricted work sites must EACH hold a valid Criminal Record Check, with 
favorable results, from a recognized governmental agency or private sector organization in their 
country, as well as a Background Verification, validated by the Canadian DSA.   

 
h) The successful Bidder’s proposed individuals must not begin the Work until all requisite security 

requirements have been met.  The approved verifications for the required Criminal Record Check 
and Background Verifications are listed at Annex F – Security Screening Requirements.  

 
i) In the case of a joint venture Bidder, each member of the joint venture must meet the security and 

privacy requirements. 
 

j) The Bidders must provide proof that all the databases including the backup database used by 
organizations to provide the services described in the SOW containing any CANADA 
PROTECTED information, related to the Work, are located in Canada.  

 
k) The successful Bidder MUST NOT utilize its Information Technology (IT) systems to electronically 

process, produce, or store on a computer system any CANADA PROTECTED A or B 
information/assets until authorization to do so has been confirmed by the Canadian DSA. 

 
l) The Bid must clearly indicate the Work which the Bidder plans to subcontract. All subcontracting 

arrangements which provide the subcontractor with access to any Personal Information are 
subject to approval by Canada. The description of subcontracting arrangements should 
demonstrate how the Bidder will ensure that all requirements, terms, conditions, and clauses of 
the subcontract are met. 

m) In the event that a foreign Bidder is chosen as a supplier for this contract, subsequent country-
specific foreign security requirement clauses must be generated and promulgated by the 
Canadian DSA, and provided to the Government of Canada Contracting Authority, to ensure 
compliance with the security provisions 

 

6.3 Financial Capability  

(a) SACC Manual clause A9033T (2012-07-16) Financial Capability applies, except that 
subsection 3 is deleted and replaced with the following: "If the Bidder is a subsidiary of 
another company, then any financial information required by the Contracting Authority in 1(a) 
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to (f) must also be provided by each level of parent company, up to and including the 
ultimate parent company. The financial information of a parent company does not satisfy the 
requirement for the provision of the financial information of the Bidder; however, if the Bidder 
is a subsidiary of a company and, in the normal course of business, the required financial 
information is not generated separately for the subsidiary, the financial information of the 
parent company must be provided. If Canada determines that the Bidder is not financially 
capable but the parent company is, or if Canada is unable to perform a separate assessment 
of the Bidder's financial capability because its financial information has been combined with 
its parent's, Canada may, in its sole discretion, award the contract to the Bidder on the 
condition that one or more parent companies grant a performance guarantee to Canada." 

(b) In the case of a joint venture bidder, each member of the joint venture must meet the 
financial capability requirements. 
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PART 7 - RESULTING CONTRACT CLAUSES 

The following clauses and conditions apply to and form part of any contract resulting from the bid 
solicitation.  

7.1 Requirement  
a) [Contractor’s Name] agrees to supply to the Client a Licensed Software Subscription Services to 

access the hosted________ [Name of the Application] that meet all the requirements and 
specifications contained in the Contract, including the Statement of Requirements, in accordance 
with and at the prices set out in the Contract. This includes: 

i. granting access licenses through the Licensed Software Subscription Services to the 
________ [Name of the Application] 

ii. providing the Software Documentation;  

iii. providing Licensed Software Subscription Services Support during the Contract Period, 
plus any period during which the Licensed Software Subscription Services are extended 
pursuant to the irrevocable options granted to Canada below;  

iv. deliver back-up data to the Client no less than once a month during the Contract Period 
and at the end of the Contract Period in a standard format approved by the Technical 
Authority  

v. providing training, as and when requested by Canada described herein, to one or more 
locations to be designated by Canada, excluding any locations in areas subject to any of 
the Comprehensive Land Claims Agreements.  

b) Client: Under the Contract, the "Client" is Immigration, Refugees and Citizenship Canada 
(IRCC). 

c) Reorganization of Client: The Contractor's obligation to perform the Work will not be affected by 
(and no additional fees will be payable as a result of) the renaming, reorganization, 
reconfiguration, or restructuring of any Client. The reorganization, reconfiguration and 
restructuring of the Client includes the privatization of the Client, its merger with another entity, or 
its dissolution, where that dissolution is followed by the creation of another entity or entities with 
mandates similar to the original Client. In connection with any form of reorganization, Canada 
may designate another department or government body as the Contracting Authority or Technical 
Authority, as required to reflect the new roles and responsibilities associated with the 
reorganization. 

d) Defined Terms: Words and expressions defined in the General Conditions or Supplemental 
General Conditions and used in the Contract have the meanings given to them in the General 
Conditions or Supplemental General Conditions. Also, the following words and expressions have 
the following meanings: 

i. any reference to a "deliverable" or "deliverables" includes, the license to use the 
Licensed Software (the Licensed Software itself is not a deliverable, because the 
Licensed Software is only being licensed under the Contract, not sold or transferred). 
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7.2 Optional Goods and/or Services 

(a) The Contractor grants to Canada the irrevocable option to acquire the goods, services or 
both described at Annex B – Basis of Payment of the Contract under the same terms and 
conditions and at the prices and/or rates stated in the Contract. The option may only be 
exercised by the Contracting Authority by notice in writing and will be evidenced, for 
administrative purposes only, through a contract amendment. 

(b) The Contracting Authority may exercise the option at any time before the expiry of the 
Contract by sending a written notice to the Contractor. 

 
7.3 License to the Software Subscription Services 

a) Licensed Software Subscription Services: The Contractor hereby agrees that the Licensed 
Software Subscription Services will include the use of all Software required to enable the 
Client to use all the features and functionality, including but not limited the use and access 
to all agents, host agents, access licenses, drivers, application program interfaces, 
adapters, connectors, plug-ins, software development tool kits and management console 
hosted by the Contractor.   

b) The Contractor must provide hosted Licensed Software Subscription Services, includes the  
following software products: 

  ___________________________ 

  ___________________________ 

___________________________  

c) Type of License being Granted:  Licensed Software Services; 

d) Term of the License:  Subscription (annual); 

e) Initial Requirement:  

f) Language of Licensed Software Services:  English and French; 

g) Media on which Canada’s Data must be Delivered:  Internet download via Secure Network 
or HTTPS protocol as requested by Canada; 

h) Additional Rights:  This Licensed Software Subscription Services includes the right for 
Canada to use the ________ [Name of the Application], which includes the rights: 

i) to access and use all the hosted software products that form part of ________ [Name of 
the Application] from as many locations (off-site workplaces or work environments “in 
the field”, and in-home work environments for the Client's business purposes) as the 
Client sees fit; 

ii) to use English and French versions (if available, these must be the “Canadian English” 
and “Canadian French” versions); 

iii) to grant access through an internet browser using internet, intranet and extranet 
environments or any other connections to anyone who uses the services and 
programs provided by Canada (regardless of their location) to access, view, enter, 
search, exchange and read information held and created by the Client using the 
hosted ________ [Name of the Application];  

iv) to make this use by way of a network, the Internet, an intranet, an extranet, a virtual 
private network (VPN), an inter-network, or such other means as may become 
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possible from time to time so that users have “universal access rights” (i.e., a right to 
access the Licensed Software Subscription Services by any means from any location 
as may become possible from time to time), whether their means of access is secure, 
wireless, mobile or by any other means available from time to time; 

v) to make this use regardless of the operating systems, software applications and 
Application Programming Interface(s) (API) that the Client may be using from time to 
time; however, Canada acknowledges that the Contractor is not granting any license 
rights to software other than the Licensed Software Subscription Services; and 

vi) to continue to use the Licensed Software Subscription Services regardless of any 
changes made at any given time, including but not limited to changes in the operating 
system, other applications, hardware, peripherals or devices with which the Licensed 
Software Subscription Services operates; however, the Contractor is not required to 
deliver a new or different version of the Licensed Software Subscription Services to 
enable the Client Users to continue to use the Licensed Software Subscription 
Services in a different environment than the one(s) described in the Contract. 

i) Representation and Warranty: The Contractor warrants and represents that the Licensed 
software subscription services meets or exceeds all the Specifications. 

j) Licensed Software Subscription Services Maintenance: The Contractor must as part of the 
Licensed Software Subscription Services” upgrade the hosted ________ [Name of the 
Application] with the most recent release(s) and version(s) of the software products, to 
ensure that it meets the requirements of the Contract and Statement of Requirements.  
These releases(s) and version(s) means all commercially available enhancements, 
extensions, improvements, upgrades, updates, releases, versions, renames, rewrites, 
cross-grades, components and back grades or other modifications to the Licensed 
Software Subscription Services developed by the Contractor or its licensor. 

k) Licensed Software Subscription Services Support: This includes the following Technical 
Hotline Support and Web Support services: 

i) Technical Hotline Support: The Contractor must provide the Technical Hotline Support 
through the Contractor's toll-free hotline at ________________, in English and 
French, 24 hours a day, 7 days a week. The Contractor must answer with a live 
service agent at the time of the Client’s User's initial call within an average of one 
minute of the call being received by the Contractor. The Contractor's personnel must 
be qualified and able to respond to the Client's and any Client User's questions and, to 
the extent possible, be able to resolve user problems over the telephone and provide 
advice regarding configuration problems.  In addition, the Contractor must be able to: 

Provide information and advice to Users and Administrators; 

Create and transmit Messages on behalf of Client’s Users and Administrator to all 
Contacts if requested by the Client; and 

Ensure the resolution of technical problems.  

ii) Web Support: The Contractor must provide Canada with technical web support services 
through a website that must include, as a minimum, frequently asked questions and 
on-line software diagnostic routines, support tools, and services. The Contractor's 
website must provide support in English and French. The Contractor's website must 
be available to Canada's users 24 hours a day, 365 days a year, and must be 
available 99% of the time. The Contractor’s website address is __________________. 

7.4 License Grant 

a) License Grant. The Contractor hereby grants to Canada, including to all Canada's Users, a 
non-exclusive, non-sublicensable, non-assignable, royalty-free, and worldwide license to 
access and use the Hosted On-Line Survey Solution (the “Software”). 
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b) Right to Transfer. Canada may transfer license rights, within the license limits of the 
Software to any Canadian government department, corporation, or agency as defined in the 
Financial Administration Act, R.S.C. 1985, c. F-11, as amended from time to time, or to any 
other party for which the Department of Public Works and Government Services Canada has 
been authorized to act under section 16 of the Department of Public Works and Government 
Services Act, S.C. 1996, c. 16, provided the Contracting Authority informs the Contractor in 
writing of the transfer within 30 calendar days of the transfer. 

c) Right to License. The Contractor guarantees  

(a)  it has the right to grant the rights in this Contract, 

(b)  it has all necessary consents, and  

(c)  this Contract contains the only terms between the parties with respect to the 
Software. 

d) “Shrink-Wrap” or “Click-Wrap” Conditions. The Contractor agrees that Canada is not 
bound by and does not accept any "shrink-wrap" or "click-wrap" conditions or any other 
conditions, express or implied, that are contained in the Software or conditions that may 
accompany the Software or Work in any manner, regardless of any notification to the 
contrary. 

e) Software Documentation 

(a)  The Contractor guarantees that the Software Documentation contains enough 
detail to permit a User to access, test and use all features of the Software. 

(b)  Canada has the right to translate the Software Documentation into English or 
French. Canada owns any translation and is under no obligation to provide it to 
the Contractor. Canada will include any copyright and/or proprietary right notice 
that was part of the original document in any translation. The Contractor is not 
responsible for technical errors that arise as a result of any translation made by 
Canada. 

(c)  The Contractor must maintain, update and provide Canada with access to the 
Software Documentation throughout the Contract Period. The Software 
Documentation should reflect the most current release level consistent with the 
Software accessed under the Contract.  

d) Client. The initial Client is Immigration, Refugees and Citizenship Canada 
(IRCC).  The Contracting Authority can add additional Clients from time to time, 
which may include any department or Crown corporation as described in the 
Financial Administration Act (as amended from time to time), and any other party 
for which the Department of Public Works and Government Services may be 
authorized to act from time to time under section 16 of the Department of Public 
Works and Government Services Act. 

7.5 Software Support Services 

Support Services. The Contractor must provide the following support services (collectively the “Support 
Services”). 

(a) Technical Support. The Contractor must provide (i) telephone support in English and French 
available during business hours and (ii) web support available 24 hours a day, 365 days a year excepting 
maintenance downtime not to exceed 1% of the time. 
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(b) Maintenance. The Contractor must apply (i) all upgrades, updates, new releases, and other 
enhancements; (ii) all extensions and other modifications; (iii) all bug fixes and software patches; and (iv) 
all application program interfaces (APIs), plug-ins, and applets.  

7.5.1 Error Resolution 

a) Error Response. Upon receipt of a report of a failure from Canada, unless provided otherwise in 
the Contract, the Contractor must use all reasonable efforts to provide Canada within the time 
frames established in this section, with a correction of the Software Error which caused the 
failure. All Software Error corrections will become part of the Software and will be subject to the 
conditions of Canada’s license with respect to the Software. 

b) Error Resolution 

(i)  Severity 1: In the event of total inability to use the Software, resulting in a critical impact 
on user objectives, then on notification by Canada to the Contractor, the Contractor must 
begin continuous work on the issue and provide reasonable effort for workaround or 
solution within 24 hours. 

(ii)  Severity 2: In the event that user operation of the Software is seriously restricted, the 
Contractor must work during normal business hours to provide reasonable effort for 
workaround or solution within 72 hours. 

(iii)  Severity 3: In the event that user operation of the Software is limited, but not critical to 
overall to overall user operations, the Contractor must work during normal business hours 
to provide reasonable effort for workaround or solution within 14 days. 

(iv)  Severity 4: In the event of all other issues affecting user operation of the Software, the 
Contractor must work during normal business hours to provide reasonable effort for 
workaround or solution within 90 days 

 

7.6 Standard Clauses and Conditions 

All clauses and conditions identified in the Contract by number, date and title are set out in the 
Standard Acquisition Clauses and Conditions Manual issued by Public Works and Government 
Services Canada (PWGSC). The Manual is available on the PWGSC Website: 
https://buyandsell.gc.ca/policy-and-guidelines/standard-acquisition-clauses-and-conditions-manual/all. 
 

(a) General Conditions: 

(i) 2030 (2018-06-21), General Conditions - Higher Complexity - Goods, apply to and form 
part of the Contract. 

(b) Supplemental General Conditions: 

The following Supplemental General Conditions: 

(i) 4008 (2008-12-12), Supplemental General Conditions - Personal Information, apply to 
and form part of the Contract. 

(c) SACC Manual Clauses 

(i) A9122C (2008-05-12), Protection and Security of Data Stored in Databases; and, 

apply to and form part of the Contract. 

7.7 Security Requirement 
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The following security requirements apply and forms part of the Contract.   

In addition to 7.5 Security Requirement and Annex D – Security Requirements Check List, the Contractor 
must comply with Annex E – Government of Canada Security Control Profile for Cloud-based GC 
Services. 

(a) Canadian Contractor 

1. The Contractor/Offeror must, at all times during the performance of the Contract/Standing 
Offer, hold a valid Designated Organization Screening (DOS) with approved Document 
Safeguarding at the level of PROTECTED B, issued by the Canadian Industrial Security 
Directorate (CISD), Public Works and Government Services Canada (PWGSC). 

2.  The Contractor/Offeror personnel requiring access to PROTECTED information, assets 
or work site(s) must EACH hold a valid RELIABILITY STATUS, granted or approved by the 
CISD/PWGSC. 

3.  The Contractor MUST NOT utilize its Information Technology systems to electronically 
process, produce or store PROTECTED information until the CISD/PWGSC has issued written 
approval.  After approval has been granted or approved, these tasks may be performed at the 
level of PROTECTED B. 

4.  Subcontracts which contain security requirements are NOT to be awarded without the 
prior written permission of CISD/PWGSC. 

5.  The Contractor/Offeror must comply with the provisions of the: 

a) Security Requirements Check List and security guide (if applicable), attached at Annex 
D; 

  b) Industrial Security Manual (Latest Edition) 

(b) Foreign Contractor 

All CANADA PROTECTED information/assets, furnished to the Contractor/Subcontractor or produced 
by the Contractor/Subcontractor, must be safeguarded as follows:  

1. The Foreign recipient Contractor / Subcontractor must be from a Country within the North 
Atlantic Treaty Organization (NATO), the European Union (EU) or from a country with which 
Canada has an international bilateral security instrument.   The Contract Security Program (CSP) 
has international bilateral security instruments with the countries listed on the following PWGSC 
website: http://www.tpsgc-pwgsc.gc.ca/esc-src/international-eng.html.   

2. Any and/or all Canadian subcontractors must at all times during the performance of the Contract 
and/or subcontract, hold a valid Designated Organization Screening with approved Document 
Safeguarding at the level of PROTECTED B, issued by the Canadian Industrial Security 
Directorate CISD/PWGSC.  

3. The Contractor/Subcontractor must provide proof that they are incorporated or authorized to do 
business in their jurisdiction.  

4. The Foreign recipient Contractor / Subcontractor must provide assurance that it can receive 
and store CANADA PROTECTED information/assets on its site or premises as indicated in Part 
7 and as listed in the IT Security Requirements.  
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5. The Foreign recipient Contractor’s / Subcontractor’s location of work performance must meet 
the security requirements as listed in the IT Security Requirements. 

6. The Foreign recipient Contractor / Subcontractor must not begin the work, services or 
performance until the Canadian Designated Security Authority (DSA) is satisfied that all contract 
security requirement conditions have been met.  Canadian DSA confirmation must be provided, in 
writing, to the Foreign recipient Contractor / Subcontractor in an Attestation Form, to provide 
confirmation of compliance and authorization for services to be performed. 

7. The Foreign recipient Contractor / Subcontractor must provide the CANADA PROTECTED 
information/ assets a degree of safeguarding no less stringent than that provided by the 
Government of Canada in accordance with the National Policies, National Security legislation and 
regulations and as prescribed by the Canadian DSA.  

8. During the period of Contract/Subcontract, the Contractor/Subcontractor must retain all 
personal information furnished or produced pursuant to this Contract/Subcontract. Upon 
completion of the Work, the Contractor/Subcontractor must return to the Government of 
Canada, all Personal Information furnished or produced pursuant to this Contract/Subcontract, 
including all Personal Information released to and/or produced by its subcontractors”. 

9. The Contractor/Subcontractor must at all times during the performance of the 
Contract/Subcontract be registered with the appropriate government administered supervisory 
authority responsible for Personal Information in the country(ies) in which it is incorporated or 
operating and authorized to do business. The Contractor/Subcontractor must provide proof of 
its registration with the applicable supervisory authority to the Contracting Authority and 
Contracting Security Authority and identify the relevant national Privacy Authority. For European 
Contractors/Subcontractors, this will be the national Data Protection Authority (DPA).   

10. The Contractor/Subcontractor must identify an authorized Contract Security Officer (CSO) and 
an Alternate (ACSO) (if applicable) to be responsible for the overseeing of the security 
requirements, as defined in this Contract/Subcontract.  This individual will be appointed by the 
proponent Contractor’s/Subcontractor’s Chief Executive Officer (CEO) or Designated Key 
Senior Official, defined as an owner, officer, director, executive, and/or partner who occupy a 
position which would enable them to adversely affect the organization’s policies or practices in 
the performance of the Contract/Subcontract. 

11. The Foreign recipient Contractor/ Subcontractor must not grant access to CANADA 
PROTECTEDA or B information/assets, except to its personnel subject to the following 
conditions: 

a. Personnel have a need-to-know for the performance of the contract / subcontract; 

b. Personnel have been subject to a Criminal Record Check, with favorable results, from a 
recognized Governmental agency in their country as well as a Background Verification, 
validated by the Canadian DSA.   The approved verifications for the required Criminal 
Record Check and Background Verification are listed at Annex F;    

c. The Foreign recipient Contractor / Subcontractor must ensure that personnel provide 
consent to share results of the Criminal record Background Check with the Canadian 
DSA and other Canadian Government Officials, if requested; and 
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d. The Government of Canada reserves the right to deny access to CANADA PROTECTED 
information/assets to a Foreign recipient Contractor / Subcontractor for cause. 

12. The Contractor/Subcontractor acknowledges and agrees that its obligations to safeguard, 
manage, and protect all Personal Information under the Contract/Subcontract are in addition to 
any obligations it has under national privacy legislation of the country(ies) in which it is 
incorporated or operates. 

13. All Personal Information, provided to the Contractor/Subcontractor or produced by the 
Contractor/Subcontractor, must: 

a) not be disclosed to another government, person or firm, or representative thereof 
not directly related to the performance of the Contract/Subcontract, without the prior 
written consent of   Canada. Such consent must be sought from its national DPA, the 
Contracting Authority and Contracting Security Authority (in collaboration with the 
Canadian DSA); and 

b) not be used for any purpose other than for the performance of the 
Contract/Subcontract without the prior written approval Canada. This approval must be 
obtained by contacting its national DPA, the Contracting Authority and Contracting 
Security Authority (in collaboration with the Canadian DSA).  

14. The Contractor/Subcontractor must immediately report to its respective national DPA and the 
Contracting Authority (in collaboration with the Canadian DSA), all cases in which it is known or 
there is reason to suspect that any Personal Information provided or generated pursuant to this 
Contract/Subcontract have been lost, or in contravention of these security requirements, 
accessed, used or disclosed to unauthorized persons. 

15. Subcontracts which contain security requirements are NOT to be awarded without the prior 
written permission of the Canadian DSA. 

16. The Contractor and/or any and all subcontractors must ensure that the appropriate security 
clauses, as determined by the Canadian DSA, are inserted in all subcontracts that involve access 
to Personal Information provided to or generated under this Contract and/or subcontract and must 
ensure that the conditions placed on a subcontractor are no less favorable to Canada than the 
conditions set out in these security requirements.  

17. The Foreign recipient Contractor / Subcontractor must ensure that all the databases including 
the backup database used by organizations to provide the services described in the SOW 
containing any CANADA PROTECTED information, related to the Work, are located within 
Canada.  

18. The Contractor/Subcontractor MUST NOT utilize its Information Technology (IT) systems to 
electronically process, produce, or store on a computer system any PROTECTED A or B 
information until authorization to do so has been confirmed by the Canadian DSA. 

See Annex E for Government of Canada Security Control Profile for Cloud-based GC Services. 

19. The Contractor/Subcontractor must not use the Personal Information for any purpose other 
than for the performance of the Contract/Subcontract without the prior written approval of 
Canada.  This approval must be obtained from the Canadian Designated Security Authority DSA. 
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20. The Foreign recipient Contractor / Subcontractor requiring access to Canadian Government 
site(s), under this contract, must submit a Request for Site Access to the Departmental Security 
Officer of the Immigration, Refugees and Citizenship Canada.  

21. In the event that a foreign Contractor/Subcontractor is chosen as a supplier for this 
Contract/Subcontract, subsequent country-specific foreign security requirement clauses must 
be generated and promulgated by the Canadian DSA, and provided to the Contracting Authority, 
to ensure compliance with the security provisions, as defined by the Canadian DSA, in relation to 
equivalencies.  

22. The Foreign recipient Contractor / Subcontractor must comply with the provisions of the 
Security Requirements Check List attached at Annex D. 

(d) Contractor's Site(s) or Premises Requiring Safeguarding Measures 

The Contractor must diligently maintain up-to-date, the information related to the Contractor's 
and individual(s) site(s) or premises, where safeguarding measures are required in the 
performance of the Work, for the following addresses: 

Street Number / Street Name, Unit / Suite / Apartment Number  
City, Province, Territory / State 
Postal Code / Zip Code 
Country 
 
The Company Security Officer (CSO) must ensure through the Industrial Security Program 
(ISP) that the Contractor and individual(s) hold a valid security clearance at the required 
level. 

7.8 PROTECTION AND SECURITY OF DATA STORED IN DATABASES 

1.  The Contractor/Subcontractor must ensure that all the databases (used by organizations to 
provide the services described in Annex A – SOW) containing any Personal Information, related to 
the Work, are located in Canada.  

2.  The Contractor/Subcontractor must control access to all databases on which any data relating to 
the Contract/Subcontract is stored so that only individuals with the appropriate security screening 
are able to access the database, either by using a password or other form of access control (such as 
biometric controls). 

3.  The Contractor/Subcontractor must ensure that all databases on which any data relating to the 
Contract/Subcontract is stored are physically and logically independent (meaning there is no direct 
or indirect connection of any kind) from all other databases, unless those databases are located in 
Canada  

4.  The Contractor/Subcontractor must ensure that all data relating to the Contract/Subcontract is 
processed only in Canada or in another country approved by the Contracting Authority under 
subsection 1.   

5.  The Contractor/Subcontractor must ensure that all domestic network traffic (meaning traffic or 
transmissions initiated in one part of Canada to a destination or individual located in another part of 
Canada) is routed exclusively through Canada, unless the Contracting Authority has first consented 
in writing to an alternate route. The Contracting Authority will only consider requests to route 
domestic traffic through another country that meets the requirements of subsection 1. 

6.  Despite any section of the General Conditions relating to subcontracting, the 
Contractor/Subcontractor must not subcontract (including to an affiliate) any function that involves 
providing a subcontractor with access to any data relating to the Contract unless the Contracting 
Authority first consents in writing. 
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7.8.1 PERSONAL INFORMATION 

1. Interpretation 

a. In the Contract/Subcontract, unless the context otherwise requires, 

"General Conditions" means the general conditions that form part of the 
Contract/Subcontract; 

"Personal Information" means information about an individual, including the types of 
information specifically described in the Privacy Act, R.S. 1985, c. P-21; 

"Record" means any hard copy document or any data in a machine-readable format 
containing Personal Information; 

Words and expressions defined in the General Conditions and used in these 
supplemental general conditions have the meanings given to them in the General 
Conditions. 

b. If there is any inconsistency between the General Conditions and these supplemental 
general conditions, the applicable provisions of these supplemental general conditions 
prevail. 

2. Ownership of Personal Information and Records 

To perform the Work, the Contractor/Subcontractor will be provided with and/or will be 
collecting Personal Information from third parties. The Contractor/Subcontractor acknowledges 
that it has no rights in the Personal Information or the Records and that Canada owns the 
Records. On request, the Contractor/Subcontractor must make all the Personal Information 
and Records available to Canada immediately in a format acceptable to Canada. 

3. Use of Personal Information 

The Contractor/Subcontractor agrees to create, collect, receive, manage, access, use, retain, 
and dispose of the Personal Information and the Records only to perform the Work in accordance 
with the Contract/Subcontract.  

4. Collection of Personal Information 

1. If the Contractor/Subcontractor must collect Personal Information from a third party to perform 
the Work, the Contractor/Subcontractor must only collect Personal Information that is required 
to perform the Work. The Contractor/Subcontractor must collect the Personal Information from 
the individual to whom it relates and the Contractor/Subcontractor must inform that individual 
(at or before the time when it collects the Personal Information) of the following: 

a. that the Personal Information is being collected on behalf of, and will be provided to, 
Canada; 

b. the ways the Personal Information will be used; 
c. that the disclosure of the Personal Information is voluntary or, if there is a legal 

requirement to disclose the Personal Information, the basis of that legal requirement; 
d. the consequences, if any, of refusing to provide the information; 
e. that the individual has a right to access and correct his or her own Personal Information;  
f. that the Personal Information will form part of a specific personal information bank (within 

the meaning of the Privacy Act), and also provide the individual with information about 
which government institution controls that personal information bank, if the Contracting 
Authority has provided this information to the Contractor/Subcontractor. 
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2. The Contractor, its subcontractors, and their respective employees must identify themselves to 
the individuals from whom they are collecting Personal Information and must provide those 
individuals with a way to verify that they are authorized to collect the Personal Information under a 
Contract with Canada. 

3. If requested by the Contracting Authority, the Contractor/Subcontractor must develop a request 
for consent form to be used when collecting Personal Information, or a script for collecting the 
Personal Information by telephone. The Contractor/Subcontractor must not begin using the 
form or script unless the Contracting Authority first approves it in writing. The Contractor must 
also obtain the Contracting Authority’s approval before making any changes to a form or script.  

4. At the time it requests Personal Information from any individual, if the Contractor/Subcontractor 
doubts that the individual has the capacity to provide consent to the disclosure and use of his or 
her Personal Information, the Contractor/Subcontractor must ask the Contracting Security 
Authority for instructions. 

5. Maintaining the Accuracy, Privacy and Integrity of Personal Information 

The Contractor/Subcontractor must ensure that the Personal Information is as accurate, complete, and 
up to date as possible. The Contractor/Subcontractor must protect the privacy of the Personal 
Information. To do so, at a minimum, the Contractor/Subcontractor must: 

a. not use any personal identifiers (e.g. social insurance number) to link multiple databases 
containing Personal Information; 

b. segregate all Records from the Contractor’s/Subcontractor’s own information and 
records; 

c. restrict access to the Personal Information and the Records to people who require access 
to perform the Work (for example, by using passwords or biometric access controls); 

d. provide training to anyone to whom the Contractor/Subcontractor will provide access to 
the Personal Information regarding the obligation to keep it confidential and use it only to 
perform the Work. The Contractor/Subcontractor must provide this training before 
giving an individual access to any Personal Information and the 
Contractor/Subcontractor must keep a record of the training and make it available to 
the Contracting Authority if requested; 

e. if requested by the Contracting Authority, before providing anyone with access to the 
Personal Information, require anyone to whom the Contractor/Subcontractor provides 
access to the Personal Information to acknowledge in writing (in a form approved by the 
Contracting Authority) their responsibilities to maintain the privacy of the Personal 
Information; 

f. keep a record of all requests made by an individual to review his or her Personal 
Information, and any requests to correct errors or omissions in the Personal Information 
(whether those requests are made directly by an individual or by Canada on behalf of an 
individual); 

g. include a notation on any Record(s) that an individual has requested be corrected if the 
Contractor/Subcontractor has decided not to make the correction for any reason. 
Whenever this occurs, the Contractor/Subcontractor must immediately advise the 
Contracting Authority of the details of the requested correction and the reasons for the 
Contractor’s/Subcontractor’s decision not to make it. If directed by the Contracting 
Authority to make the correction, the Contractor/Subcontractor must do so; 

h. keep a record of the date and source of the last update to each Record; 
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i. maintain an audit log that electronically records all instances of and attempts to access 
Records stored electronically. The audit log must be in a format that can be reviewed by 
the Contractor/Subcontractor and Canada at any time; and 

j. secure and control access to any hard copy Records. 

6. Safeguarding Personal Information 

The Contractor/Subcontractor must safeguard the Personal Information at all times by taking all 
measures reasonably necessary to secure it and protect its integrity and confidentiality. To do so, at a 
minimum, the Contractor/Subcontractor must: 

a. store the Personal Information electronically so that a password (or a similar access 
control mechanism, such as biometric access) is required to access the system or 
database in which the Personal Information is stored; 

b. ensure that passwords or other access controls are provided only to individuals who 
require access to the Personal Information to perform the Work; 

c. not outsource the electronic storage of Personal Information to a third party (including an 
affiliate) unless the Contracting Security Authority has first consented in writing; 

d. safeguard any database or computer system on which the Personal Information is stored 
from external access using methods that are generally used, from time to time, by 
prudent public and private sector organizations in Canada in order to protect highly 
secure or sensitive information; 

e. maintain a secure back-up copy of all Records, updated at least weekly; 
f. implement any reasonable security or protection measures requested by Canada from 

time to time; and 
g. notify the Contracting Authority and the Contracting Security Authority immediately of any 

security breaches; for example, any time an unauthorized individual accesses any 
Personal Information. 

7. Appointment of Privacy Officer 

The Contractor/Subcontractor must appoint someone to be its privacy officer and to act as its 
representative for all matters related to the Personal Information and the Records. The 
Contractor/Subcontractor must provide that person's name to the Contracting Authority and the 
Contracting Security Authority within ten (10) days of the award of the Contract/Subcontract. 

8. Quarterly Reporting Obligations 

Within (30) calendar days of the end of each quarter (January-March; April-June; July-September; 
October-December), the Contractor/Subcontractor must submit the following to the Contracting 
Authority: 

a. a description of any new measures taken by the Contractor/Subcontractor to protect 
the Personal Information (for example, new software or access controls being used by 
the Contractor/Subcontractor; 

b. a list of any corrections made to Personal Information at the request of an individual 
(including the name of the individual, the date of the request, and the correction made); 

c. details of any complaints received from individuals about the way in which their Personal 
Information is being collected or handled by the Contractor/Subcontractor; and 

d. a complete copy (in an electronic format agreed to by the Contracting Authority and the 
Contractor/Subcontractor of all the Personal Information stored electronically by the 
Contract/Subcontract.  

9. Threat and Risk Assessment 
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Within ninety (90) calendar days of the award of the Contract/Subcontract and, if the 
Contract/Subcontract lasts longer than one year, within thirty (30) calendar days of each anniversary 
date of the Contract/Subcontract, the Contractor/Subcontractor must submit to the Contracting 
Authority and the Contracting Security Authority a threat and risk assessment, which must include: 

a. a copy of the current version of any request for consent form or script being used by the 
Contractor/Subcontractor to collect Personal Information; 

b. a list of the types of Personal Information used by the Contractor/Subcontractor in 
connection with the Work; 

c. a list of all locations where hard copies of Personal Information are stored; 

d. a list of all locations where Personal Information in machine-readable format is stored (for 
example, the location where any server housing a database including any Personal 
Information is located), including back-ups; 

e. a list of every person to whom the Contractor/Subcontractor has granted access to the 
Personal Information or the Records; 

f. a list of all measures being taken by the Contractor/Subcontractor to protect the 
Personal Information and the Records; 

g. a detailed explanation of any potential or actual threats to the Personal Information or any 
Record, together with an assessment of the risks created by these threats and the 
adequacy of existing safeguards to prevent these risks; and 

h. an explanation of any new measures the Contractor/Subcontractor intends to 
implement to safeguard the Personal Information and the Records. 

10. Audit 

Canada may audit the Contractor’s/Subcontractor’s compliance with these supplemental general 
conditions at any time. If requested by the Contracting Authority, the Contractor/Subcontractor must 
provide Canada (or Canada's authorized representative) with access to its premises and to the Personal 
Information and Records at all reasonable times. If Canada identifies any deficiencies during an audit, the 
Contractor/Subcontractor must immediately correct the deficiencies at its own expense. 

(a)  Accounts and Records. The Contractor must keep proper accounts and records of the 
cost of performing the Work and of all expenditures or commitments made by the 
Contractor in connection with the Work, including all invoices, receipts and vouchers. The 
Contractor must retain records, including bills of lading and other evidence of 
transportation or delivery, for all deliveries made under the Contract. 

(b)  Time Records. If the Contract includes payment for time spent by the Contractor, its 
employees, representatives, agents or subcontractors performing the Work, the 
Contractor must keep a record of the actual time spent each day by each individual 
performing any part of the Work. 

(c)  Retention of Records. Unless Canada has consented in writing to its disposal, the 
Contractor must retain all the information described in this section for six years after it 
receives the final payment under the Contract, or until the settlement of all outstanding 
claims and disputes, whichever is later. During this time, the Contractor must make this 
information available for audit, inspection and examination by the representatives of 
Canada, who may make copies and take extracts. The Contractor must provide all 
reasonably required facilities for any audit and inspection and must furnish all the 
information as the representatives of Canada may from time to time require to perform a 
complete audit of the Contract. 
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(d)  Government Audit. The amount claimed under the contract is subject to government 
audit both before and after payment is made. If an audit is performed after payment, the 
Contractor agrees to repay any overpayment immediately on demand by Canada. 
Canada may hold back, deduct and set off any credits owing and unpaid under this 
section from any money that Canada owes to the Contractor at any time (including under 
other contracts). If Canada does not choose to exercise this right at any given time, 
Canada does not lose this right 

11. Statutory Obligations 

a. The Contractor/Subcontractor acknowledges that Canada is required to handle the 
Personal Information and the Records in accordance with the provisions of Canada's 
Privacy Act, Access to Information Act, R.S. 1985, c. A-1, and Library and Archives of 
Canada Act, S.C. 2004, c. 11. The Contractor/Subcontractor agrees to comply with any 
requirement established by the Contracting Authority that is reasonably required to 
ensure that Canada meets its obligations under these acts and any other legislation in 
effect from time to time. 

b. The Contractor/Subcontractor acknowledges that its obligations under the 
Contract/Subcontract are in addition to any obligations it has under the Personal 
Information Protection and Electronic Documents Act, S.C. 2000, c. 5, or similar 
legislation in effect from time to time in any province or territory of Canada. If the 
Contractor/Subcontractor believes that any obligations in the Contract/Subcontract 
prevent it from meeting its obligations under any of these laws, the 
Contractor/Subcontractor must immediately notify the Contracting Authority of the 
specific provision of the Contract/Subcontract and the specific obligation under the law 
with which the Contractor/Subcontractor believes it conflicts. 

12. Disposing of Records and Returning Records to Canada  

The Contractor/Subcontractor must not dispose of any Record, except as instructed by the Contracting 
Authority. On request by the Contracting Authority, or once the Work involving the Personal Information is 
complete, the Contract/Subcontract is complete, or the Contract/Subcontract is terminated, whichever 
of these comes first, the Contractor/Subcontractor must return all Records (including all copies) to the 
Contracting Authority. 

13. Legal Requirement to Disclose Personal Information 

Before disclosing any of the Personal Information pursuant to any applicable legislation, regulation, or an 
order of any court, tribunal or administrative body with jurisdiction, the Contractor/Subcontractor must 
immediately notify the Contracting Authority, in order to provide the Contracting Authority with an 
opportunity to participate in any relevant proceedings.  

14. Complaints 

Canada and the Contractor/Subcontractor each agree to notify the other immediately if a complaint is 
received under the Access to Information Act or the Privacy Act or other relevant legislation regarding the 
Personal Information. Each Party agrees to provide any necessary information to the other to assist in 
responding to the complaint and to inform the other immediately of the outcome of that complaint. 

15. Exception 

The obligations set out in these supplemental general conditions do not apply to any Personal Information 
that is already in the public domain, as long as it did not become part of the public domain as a result of 
any act or omission of the Contractor or any of its subcontractors, agents, or representatives, or any of 
their employees 

7.9 Contract Period 



Solicitation No. – No de l’invitation Amd. No – No de la modif. Buyer ID – Id de l’acheteur 
B8815-170230                                                                                                                                                                                                                141XL 
 

Client Ref. No. – No de réf. De client File No. – No du dossier CCC No./ No CCC – FMS No/ No VME 
B8815-170230 
 

Page 40 of 99 

a) Contract Period: The "Contract Period" is the entire period of time during which the 
Contractor is obliged to perform the Work, which includes: 

The "Initial Contract Period", which begins on the date the contract is awarded and ends 1 year later 
and;  

b) Option to Extend the Contract: 

The Contractor grants to Canada the irrevocable option to extend the term of the Contract by up to 4 
additional 1-year period(s) under the same terms and conditions. The Contractor agrees that, during the 
extended period of the Contract, it will be paid in accordance with the applicable provisions set out in the 
Basis of Payment. 

Canada may exercise this option at any time by sending a written notice to the Contractor at least 5 
calendar days before the expiry date of the Contract. The option may only be exercised by the 
Contracting Authority, and will be evidenced, for administrative purposes only, through a contract 
amendment. 

7.10 Delivery Date 

Please see Annex A – Statement of Requirement, section 5.   

7.11 Authorities 

a) Contracting Authority  

The Contracting Authority for the Contract is: 
 
Name:    Tracey Miller 
Title:     Supply Specialist 
Public Works and Government Services Canada 
Acquisitions Branch 
Directorate:   Software and Shared Systems Procurement Directorate 
  (SSSPD) -STAMS 
Address:    Place Du Portage, Phase III, 4C1 
    11 rue Laurier,  
    Gatineau, Quebec K1A 0S5, Canada 
Telephone:   (613) 858-2651  
E-mail address:   tracey.miller@pwgsc.gc.ca  

The Contracting Authority is responsible for the management of the Contract and any 
changes to the Contract must be authorized in writing by the Contracting Authority. The 
Contractor must not perform work in excess of or outside the scope of the Contract based on 
verbal or written requests or instructions from anybody other than the Contracting Authority.  

 

b) Technical Authority 

The Technical Authority for the Contract is: 

Name:                                
Title:                                  
Organization:                      
Address:                            
Telephone:                         
Facsimile:                          
E-mail address:                   
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In this person's absence, the Technical Authority is: 

Name:                                
Title:                                  
Organization:                      
Address:                            
Telephone:                        
Facsimile:                          
E-mail address:     
               

Note to bidders: Information will be completed by the Contracting Authority at Contract Award.  
 

The Technical Authority [is the representative of the department or agency for whom the Work is being 
carried out under the Contract and] is responsible for all matters concerning the technical content of the 
Work under the Contract. Technical matters may be discussed with the Technical Authority; however, the 
Technical Authority has no authority to authorize changes to the scope of the Work. Changes to the 
scope of the Work can only be made through a contract amendment issued by the Contracting Authority. 

c) Contractor's Representative 

Note to bidders: Information will be completed by the Contracting Authority at Contract Award. 
 

7.12 Proactive Disclosure of Contracts with Former Public Servants 

By providing information on its status, with respect to being a former public servant in receipt of a 
Public Service Superannuation Act (PSSA) pension, the Contractor has agreed that this 
information will be reported on departmental web sites as part of the published proactive disclosure 
reports, in accordance with Contracting Policy Notice: 2012-2 of the Treasury Board Secretariat of 
Canada.  

7.13 Payment 

a) Basis of Payment 

1. Licensed Software Subscription Services: For the Licensed Software 
Subscription Services (including the Software Documentation, Maintenance and Support), all 
as detailed in the Contract, Canada will pay the Contractor, in advance the firm all inclusive 
lot price(s), set out in Annex C, GST/HST extra upon acceptance of Licensed Software 
Subscription Services by the Technical Authority and in accordance with the Method of 
Payment stated below in paragraph (c).   

2. Optional Additional Licensed Software Subscription: For the option to 
increase the number of Licensed Software Subscription that will be serviced under the 
Licensed Software Subscription Services, if Canada exercises its option, Canada will pay the 
Contractor the firm all inclusive lot price(s) set out in Annex C, GST/HST extra. If the number 
of Licensed Software Subscription are increased during the Contract Period or during any of 
the Option Periods, Canada will pay the applicable price for the number of  Contacts divided 
by 365, then multiplied by the number of days remaining in that specific period. 

3. Optional Additional Software Licenses: For additional licenses for additional 
Users to use the Licensed Software, if Canada exercises its option, Canada will pay the 
Contractor the firm price set out in Annex C, FOB destination, including all customs duties, 
Applicable Taxes extra. 
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4. Travel and Living Expenses: Canada will not pay for any travel or living 
expenses associated with the performing the Work. 

5. Competitive Award: The Contractor acknowledges that the Contract has been 
awarded as a result of a competitive process. No additional charges will be allowed to 
compensate for errors, oversights, misconceptions or underestimates made by the 
Contractor when bidding for the Contract.  

6. Purpose of Estimates: All estimated costs contained in the Contract are 
included solely for the administrative purposes of Canada and do not represent a 
commitment on the part of Canada to purchase goods or services in these amounts. Any 
commitment to purchase specific amounts or values of goods or services is described 
elsewhere in the Contract. 

b) Limitation of Expenditure  

Canada will not pay the Contractor for any design changes, modifications or interpretations 
of the Work unless they have been approved, in writing, by the Contracting Authority before 
their incorporation into the Work. 

c) Right of Set-Off.  

When making a payment to the Contractor, Canada may deduct any amount payable to 
Canada by the Contractor under this or any other current contract 

d) Method of Payment – Advanced Payment for Licensed Software Subscription Services 

Canada will make the advance payment to the Contractor for Licensed Software 
Subscription Services within 30 days after receiving a complete invoice (and any required 
substantiating documentation), or within 30 days of any date specified in the Contract for 
making that advance payment, whichever is later. 

If Canada disputes an invoice for any reason, Canada will pay the Contractor the undisputed 
portion of the invoice, as long as the undisputed items are separate line items on the invoice 
and are owing. In the case of disputed invoices, the invoice will only be considered to have 
been received for the purposes of the section of the General Conditions entitled “Interest on 
Overdue Accounts” once the dispute is resolved. 

The Contractor acknowledges that this is an advance payment and that, despite anything to 
the contrary in the Contract, Canada will perform acceptance procedures for the services 
only after the services have been performed, regardless of whether the payment has already 
been made. The Contractor agrees that any advance payments authorized and paid under 
the terms of the Contract are not considered acceptance of the services for which the 
payment is made. Also, payment in advance does not prevent Canada from exercising any 
or all potential remedies in relation to this payment or any of the Work, if the Work performed 
later proves to be unacceptable. 

(e) Method of Payment - Single Payment 

H1000C (2008-05-12), Single Payment 

(f) Method of Payment - Advance Payment 

Canada will pay the Contractor in advance for the maintenance and support services if: 

(A) An accurate and complete invoice and any other documents required by the 
Contract have been submitted in accordance with the invoicing instructions 
provided in the Contract; 
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(B) All such documents have been verified by Canada. 

Payment in advance does not prevent Canada from exercising any or all potential remedies in relation to 
this payment or any of the Work, if the Work performed later proves to be unacceptable. 

(g) Discretionary Audit 

The following are subject to government audit before or after payment is made: 

The amount claimed under the Contract, as computed in accordance with the Basis of Payment, including 
time charged. 

The accuracy of the Contractor's time recording system. 

The estimated amount of profit in any firm-priced element, firm time rate, firm overhead rate, or firm salary 
multiplier, for which the Contractor has provided the appropriate certification.  The purpose of the audit is 
to determine whether the actual profit earned on a single contract if only one exists, or the aggregate of 
actual profit earned by the Contractor on a series of negotiated contracts containing one or more of the 
prices, time rates or multipliers mentioned above, during a particular period selected, is fair and 
reasonable based on the estimated amount of profit included in earlier price or rate certification(s). 

Any firm-priced element, firm time rate, firm overhead rate, or firm salary multiplier for which the 
Contractor has provided a price certification.  The purpose of such audit is to determine whether the 
Contractor has charged anyone else, including the Contractor's most favoured customer, lower prices, 
rates or multipliers, for like quality and quantity of goods or services. 

a. Any payments made pending completion of the audit must be regarded as 
interim payments only and must be adjusted to the extent necessary to reflect 
the results of the said audit.  If there has been any overpayment, the Contractor 
must repay Canada the amount found to be in excess. At the time of any audit, 
the parties will negotiate in good faith to determine which documentation 
supplied by the Contractor is to remain confidential.   

b. Audited materials, regardless of format, disclosed to the Client or Canada by the 
Contractor must be kept confidential if marked confidential and agreed upon 
pursuant to the paragraph above. 

(a) Service Availability Levels and Credits 

(i) Service Availability: The Hosted Online Survey Solution must be available twenty-four 
hours a day, seven days a week with the exception of Scheduled Maintenance periods or any 
events or occurrences due to the products, services, and/or actions of 3rd parties beyond the 
Contractor’s reasonable control. 

(ii) Scheduled Maintenance will only be performed after a minimum of 1 working day notice. The 
Contractor may perform maintenance on some or all of the Hosted Online Survey Solution in 
order to upgrade hardware or software that operates or supports the Hosted Online Survey 
Solution, implement security measures, or address any other issues it deems appropriate for 
the continued operations of the Hosted Online Survey Solution. 

(iii) Notwithstanding the Excusable Delays provisions of the General Conditions, the Contractor 
shall be take all necessary steps to ensure that Canada shall not be denied access to the 
services for more than four (4) hours in the event there is any event, including an event 
contemplated by the Excusable Delays provisions of the General Conditions, impacting 
Contractor infrastructure necessary to provide the services.  Contractor shall maintain the 
capability to resume provisions of the services from an alternative location and via an 
alternative telecommunications route in the event of an event that renders the Contractor’s 
primary infrastructure unusable or unavailable.  If Contractor fails to restore services within 
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four (4) hours of the initial disruption, Canada may declare Contractor to be in default of this 
Contract and Canada may seek alternate services, which would have been otherwise 
provided under this Contract, for third parties.  Contractor shall reimburse Canada for all 
costs reasonably incurred by Canada in obtaining such services, with payment to be made 
within thirty (30) calendar days of Canada’s written request for such payment. 

(iv) Service Credits: At Canada’s request, the Contractor will calculate the Client’s Service 
Availability during a given calendar month. If the Contractor has failed to meet the Service 
Availability in a given calendar month, Canada will be entitled to a credit in the following: 

Service Availability Interruption Service Credit 

Less than 0.99% of hours in a calendar month No Credit 

1% to 3.99% of hours in a calendar month 5% 

4% to 5.99% of hours in a calendar month  10% 

6% to 11.99% of hours in a calendar month 25% 

12% of hours or more hours in a calendar month 50% 

The credit amount that Canada is entitled to for any Service Availability Interruption in 
a given calendar month will be calculated as follows: the applicable Service Credit 
percentage for the Service Availability Interruption times the estimated monthly rate 
(prorated from the applicable annual rate paid by Canada at the time).  

The length of a Service Availability Interruption will be measured from the time an 
interruption is reported by the Client until the Contractor has taken the necessary 
steps to restore the Service Availability. 

(v) Corrective Measures: If credits are payable under this Article for two consecutive months or 
for three months in any 12-month period, the Contractor must submit a written action plan 
describing measures it will implement or actions it will undertake to eliminate the recurrence 
of the problem. The Contractor will have five working days to deliver the action plan to the 
Client and the Contracting Authority and 20 working days to rectify the underlying problem.  

(vi) Termination for Failure to Meet Availability: In addition to any other rights it has under the 
Contract, Canada may terminate the Contract for default in accordance with the General 
Conditions by giving the Contractor three months' written notice of its intent, if any of the 
following apply: 

a. the total amount of credits for a given quarter (3 month-period) reach a level of 
10% of the total billing for that quarter; or 

b. the corrective measures required of the Contractor described above are not met. 

This termination will be effective when the three-month notice period expires, unless 
Canada determines that the Contractor has implemented the corrective measures to 
Canada's satisfaction during those three months. 

(vii) Credits Apply during Entire Contract Period: The Parties agree that the credits apply 
throughout the Contract Period, including during implementation. 



Solicitation No. – No de l’invitation Amd. No – No de la modif. Buyer ID – Id de l’acheteur 
B8815-170230                                                                                                                                                                                                                141XL 
 

Client Ref. No. – No de réf. De client File No. – No du dossier CCC No./ No CCC – FMS No/ No VME 
B8815-170230 
 

Page 45 of 99 

(viii) Credits represent Liquidated Damages: The Parties agree that the credits are 
liquidated damages and represent their best pre-estimate of the loss to Canada in the event 
of the applicable failure. No credit is intended to be, nor will it be construed as, a penalty. 

(ix) Canada's Right to Obtain Payment: The Parties agree that these credits are a liquidated 
debt. To collect the credits, Canada has the right to hold back, draw back, deduct or set off 
from and against any money Canada owes to the Contractor from time to time. 

(x) Canada's Rights & Remedies Not Limited: The Parties agree that nothing in this Article 
limits any other rights or remedies to which Canada is entitled under the Contract (including 
the right to terminate the Contract for default) or under the law generally.  

(xi) Audit Rights: The Contractor's calculation of credits under the Contract is subject to 
verification by government audit, at the Contracting Authority's discretion, before or after 
payment is made to the Contractor. The Contractor must cooperate fully with Canada during 
the conduct of any audit by providing Canada with access to any records and systems that 
Canada considers necessary to ensure that all credits have been accurately credited to 
Canada in the Contractor's invoices. If an audit demonstrates that past invoices contained 
errors in the calculation of the credits, the Contractor must pay to Canada the amount the 
audit reveals was required to be credited to Canada, plus interest, from the date Canada 
remitted the excess payment until the date of the refund (the interest rate is the Bank of 
Canada's discount annual rate of interest in effect on the date the credit was first owed to 
Canada, plus 1.25% per year). If, as a result of conducting an audit, Canada determines that 
the Contractor's records or systems for identifying, calculating or recording the credits are 
inadequate, the Contractor must implement any additional measures required by the 
Contracting Authority. 

7.14 Invoicing Instructions 

a) The Contractor must submit invoices in accordance with the information required in the 
General Conditions.  

b) The Contractor's invoice must include a separate line item for each subparagraph in the 
Basis of Payment provision.  

c) By submitting invoices (other than for any items subject to an advance payment), the 
Contractor is certifying that the goods and services have been delivered and that all charges 
are in accordance with the Basis of Payment provision of the Contract, including any charges 
for work performed by subcontractors. 

d) The Contractor must provide the original of each invoice to the Technical Authority, and a 
copy to the Contracting Authority. 

7.15 Certifications  

The continuous compliance with the certifications provided by the Contractor in its bid and the 
ongoing cooperation in providing additional information are conditions of the Contract. Certifications 
are subject to verification by Canada during the entire period of the Contract. If the Contractor does 
not comply with any certification, or fails to provide the additional information, or if it is determined 
that any certification made by the Contractor in its bid is untrue, whether made knowingly or 
unknowingly, Canada has the right, pursuant to the default provision of the Contract, to terminate 
the Contract for default. 

7.16 Federal Contractors Program for Employment Equity - Default by Contractor 

The Contractor understands and agrees that, when an Agreement to Implement Employment 
Equity (AIEE) exists between the Contractor and Employment and Social Development Canada 
(ESDC)-Labour, the AIEE must remain valid during the entire period of the Contract.  If the AIEE 
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becomes invalid, the name of the Contractor will be added to the "FCP Limited Eligibility to Bid" list.  
The imposition of such a sanction by ESDC will constitute the Contractor in default as per the terms 
of the Contract. 

7.17 Applicable Laws 

The Contract must be interpreted and governed, and the relations between the parties determined, 
by the laws in force in Ontario. 

7.18 Priority of Documents 

If there is a discrepancy between the wording of any documents that appear on the following list, 
the wording of the document that first appears on the list has priority over the wording of any 
document that appears later on the list:  

(a) these Articles of Agreement, including any individual SACC Manual clauses incorporated by 
reference in these Articles of Agreement;  

(b) supplemental general conditions, in the following order: 

(i) 4008 (2008-12-12), Supplemental General Conditions - Personal Information, apply to 
and form part of the Contract. 

(c) general conditions 2030 (2018-06-21), Higher Complexity – Goods; 

(d) Annex A, Statement of Requirement; 

(e) Annex B, Evaluation Criteria; 

(f) Annex C, Basis of Payment;  

(g) Annex D, Security Requirements Check List; 

(h) Annex E,  Government of Canada Security Control Profile for Cloud-based GC Services 

(i) Annex F, Privacy and Security Requirements 

(j) Annex G, Security Screening Requirements 

(k) Annex H, Point-rated Criteria for Mandatory Security Technical Criteria 

(l) Annex I, Bidder Forms 

(m) the Contractor's bid dated ______, as clarified on "or" as amended on _______, not 
including any software publisher license terms and conditions that may be included in the 
bid, not including any provisions in the bid with respect to limitations on liability, and not 
including any terms and conditions incorporated by reference (including by way of a web 
link) in the bid.  

7.19 Foreign Nationals (Canadian Contractor) 

SACC Manual clause A2000C (2006-06-16)Foreign Nationals (Canadian Contractor)  

7.20 Foreign Nationals (Foreign Contractor) 

SACC Manual clause A2001C (2006-06-16) Foreign Nationals (Foreign Contractor) 

7.21 Insurance Requirements 
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SACC Manual clause G1005C (2016-01-28) Insurance Requirements  

7.22 Limitation of Liability - Information Management/Information Technology 

This section applies despite any other provision of the Contract and replaces the section of the general 
conditions entitled "Liability". Any reference in this section to damages caused by the Contractor also 
includes damages caused by its employees, as well as its subcontractors, agents, and representatives, 
and any of their employees. This section applies regardless of whether the claim is based in contract, tort, 
or another cause of action. The Contractor is not liable to Canada with respect to the performance of or 
failure to perform the Contract, except as described in this section and in any section of the ontract pre-
establishing any liquidated damages. The Contractor is only liable for indirect, special or consequential 
damages to the extent described in this Article, even if it has been made aware of the potential for those 
damages. 

First Party Liability:  

The Contractor is fully liable for all damages to Canada, including indirect, special or consequential 
damages, caused by the Contractor's performance or failure to perform the Contract that relate to:  

1. any infringement of intellectual property rights to the extent the Contractor breaches the section of 
the General Conditions entitled "Intellectual Property Infringement and Royalties";  

2. physical injury, including death.  

The Contractor is liable for all direct damages caused by the Contractor's performance or failure to 
perform the Contract affecting real or tangible personal property owned, possessed, or occupied by 
Canada.  

Each of the Parties is liable for all direct damages resulting from its breach of confidentiality under the 
Contract. Each of the Parties is also liable for all indirect, special or consequential damages in respect of 
its unauthorized disclosure of the other Party's trade secrets (or trade secrets of a third party provided by 
one Party to another under the Contract) relating to information technology.  

The Contractor is liable for all direct damages relating to any encumbrance or claim relating to any portion 
of the Work for which Canada has made any payment. This does not apply to encumbrances or claims 
relating to intellectual property rights, which are addressed under (i)(A) above.  

The Contractor is also liable for any other direct damages to Canada caused by the Contractor's 
performance or failure to perform the Contract that relate to:  

a) any breach of the warranty obligations under the Contract, up to the total amount paid by 
Canada (including any applicable taxes) for the goods and services affected by the breach 
of warranty; and 

b) any other direct damages, including all identifiable direct costs to Canada associated with 
re-procuring the Work from another party if the Contract is terminated by Canada either in 
whole or in part for default, up to an aggregate maximum for this subparagraph (B) of the 
greater of 0.25 times the total estimated cost (meaning the dollar amount shown on the first 
page of the Contract in the cell titled "Total Estimated Cost" or shown on each call-up, 
purchase order or other document used to order goods or services under this instrument), 
or $1M.  

In any case, the total liability of the Contractor under subparagraph (v) will not exceed the total estimated 
cost (as defined above) for the Contract or $1M, whichever is more. 

If Canada's records or data are harmed as a result of the Contractor's negligence or willful act, the 
Contractor's only liability is, at the Contractor's own expense, to restore Canada's records and data using 
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the most recent back-up kept by Canada. Canada is responsible for maintaining an adequate back-up of 
its records and data. 

Third Party Claims: 

Regardless of whether a third party makes its claim against Canada or the Contractor, each Party agrees 
that it is liable for any damages that it causes to any third party in connection with the Contract as set out 
in a settlement agreement or as finally determined by a court of competent jurisdiction, where the court 
determines that the Parties are jointly and severally liable or that one Party is solely and directly liable to 
the third party. The amount of the liability will be the amount set out in the settlement agreement or 
determined by the court to have been the Party's portion of the damages to the third party. No settlement 
agreement is binding on a Party unless its authorized representative has approved the agreement in 
writing. 

If Canada is required, as a result of joint and several liability or joint and solidarily liable, to pay a third 
party in respect of damages caused by the Contractor, the Contractor must reimburse Canada by the 
amount finally determined by a court of competent jurisdiction to be the Contractor's portion of the 
damages to the third party. However, despite Sub-article (i), with respect to special, indirect, and 
consequential damages of third parties covered by this Section, the Contractor is only liable for 
reimbursing Canada for the Contractor's portion of those damages that Canada is required by a court to 
pay to a third party as a result of joint and several liability that relate to the infringement of a third party's 
intellectual property rights; physical injury of a third party, including death; damages affecting a third 
party's real or tangible personal property; liens or encumbrances on any portion of the Work; or breach of 
confidentiality. 

The Parties are only liable to one another for damages to third parties to the extent described in this Sub-
article (c). 

7.23 Joint Venture Contractor 

(a) The Contractor confirms that the name of the joint venture is ____________ and that it is 
comprised of the following members:  

(b) With respect to the relationship among the members of the joint venture Contractor, each 
member agrees, represents and warrants (as applicable) that: 

i. ______________ has been appointed as the "representative member" of the 
joint venture Contractor and has full authority to act as agent for each member 
regarding all matters relating to the Contract; 

ii. by giving notice to the representative member, Canada will be considered to 
have given notice to all the members of the joint venture Contractor; and 

iii. all payments made by Canada to the representative member will act as a release 
by all the members. 

(c) All the members agree that Canada may terminate the Contract in its discretion if there is a 
dispute among the members that, in Canada's opinion, affects the performance of the Work 
in any way. 

(d) All the members are jointly and severally or solidarily liable for the performance of the entire 
Contract. 

(e) The Contractor acknowledges that any change in the membership of the joint venture (i.e., a 
change in the number of members or the substitution of another legal entity for an existing 
member) constitutes an assignment and is subject to the assignment provisions of the 
General Conditions. 
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(f) The Contractor acknowledges that all security and controlled goods requirements in the 
Contract, if any, apply to each member of the joint venture Contractor.  

Note to Bidders: This Article will be deleted if the Bidder awarded the contract is not a joint 
venture. If the contractor is a joint venture, this clause will be completed with information provided 
in its bid. 

 

7.24 Training 

a) Providing Training:  Training must include instructions and course materials in both 
English and French to be completed within one month after full COTS has been installed 
on IRCC networks.   

The course material must include Installation Manual, Administrator Manual, User Manual 
and Training Manual offered online via the Software Solution and Microsoft Word and PDF. 

b) Providing Software Training:  

i. The Contractor must provide online training on the software products that form 
part of the Software Solution. 

ii. The training must be provided within 1 month following contract award. 

iii. The training, including both the instruction and the course materials, must be 
provided in both French and English. 

iv. Before providing any training, at least 10 working days in advance of the first 
training session, the Contractor must submit the course syllabus and schedule, 
the training materials, and the names and qualifications of the instructions to the 
Technical Authority for approval. 

c) Finalization of Draft Training Plan: Within 5 working days of the Contract being awarded, 
Canada will provide any comments it has regarding the draft training plan submitted by the 
Contractor as part of its bid. The Contractor must update the training plan to reflect 
Canada's comments within 10 working days and resubmit it to Canada for approval. 

7.25 Safeguarding Electronic Media 

a) Before using them on Canada's equipment or sending them to Canada, the Contractor 
must use a regularly updated product to scan electronically all electronic media used to 
perform the Work for computer viruses and other coding intended to cause malfunctions. 
The Contractor must notify Canada if any electronic media used for the Work are found to 
contain computer viruses or other coding intended to cause malfunctions. 

b) If magnetically recorded information or documentation is damaged or lost while in the 
Contractor's care or at any time before it is delivered to Canada in accordance with the 
Contract, including accidental erasure, the Contractor must immediately replace it at its 
own expense. 

7.26 Access to Canada's Property and Facilities 

Canada's property, facilities, equipment, documentation, and personnel are not automatically 
available to the Contractor. If the Contractor would like access to any of these, it is responsible for 
making a request to the Technical Authority. Unless expressly stated in the Contract, Canada has 
no obligation to provide any of these to the Contractor. If Canada chooses, in its discretion, to 
make its property, facilities, equipment, documentation or personnel available to the Contractor to 
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perform the Work, Canada may require an adjustment to the Basis of Payment and additional 
security requirements may apply. 

7.27 No Suspension of Services 

The Contractor must not suspend any part of the Services where (a) Canada is reasonably 
disputing any amount due to Contractor; or, (b) any unpaid but undisputed amount due to 
Contractor is less than ninety (90) business days in arrears. 

7.28 Transition Services at End of Contract Period 

(g) The Contractor acknowledges that it is important to Canada to be able to continue to access 
Software Maintenance and Support Services for the Licensed Software after the Term of 
Contract. The Contractor agrees that, in the period leading up to the end of the Contract 
Period (during last Option Period) or at Canada's written request during the Contract Period, 
it will make all reasonable efforts to assist Canada in the transition from the Contract to a 
new contract with another supplier or to Canada and that there will be no charge for the 
services below other than those charges set out in the Basis of Payment. The Contractor is 
hereby granting Canada, the following irrevocable options: 

(h) Licensed Software Subscription Services Pricing Stability 

The Contractor accordingly offers to continue to provide Software Maintenance and Support 
Services at reasonable annual rates and on all of the other terms and conditions set out in 
this Contract, subject to execution by the parties of a formal contract(s) therefore. For each 
of the 2 years that follow the Term of Contract, the Contractor hereby offers annual rates that 
are the lesser of: 

i) the Contractor's then current published rates; and 

ii) the previously contracted rates adjusted by the percentage difference in the Consumer 
Price Index (CPI) as determined by Statistics Canada, for the 12 month period 
immediately preceding the date on which the price change is to be effective; and  

iii) 1% more than the annual rates provided to Canada in the preceding year under this 
Contract or  under any extension entered into pursuant to this Article; 

(i) and the Contractor's obligations under this Article shall survive termination or expiry of this 
Contract. 

(j) Transition to Another Successor Contractor: 

i) As applicable, either at the end of Contract Period (end of the final exercised Option 
Period) or upon termination, at Canada's written request, the Contractor must transfer, 
using a secure mechanism approved by Canada, all Hosted Online Survey Solution's 
data and metadata to Canada in an accessible, machine-readable and usable format 
acceptable to Canada at no additional cost to Canada within forty calendar days of a 
request by Canada or such longer period as the parties may agree. The data and 
metadata will be considered received upon sign-off by the Project Authority. The sign-
off will certify that the data and metadata that has been received is accessible, 
machine-readable and usable by Canada. 

ii) The Contractor agrees, after successful transfer of Canada’s data, to destroy all data 
that resides with Contractor and to provide a Certification of completion. 

 

7.29 Termination for Convenience 
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With respect to Section 30 of General Conditions 2035, if applicable, or Section 32 of 2030, if 
applicable, subsection 4 is deleted and replaced with the following subsections 4, 5 and 6: 

1. The total of the amounts, to which the Contractor is entitled to be paid under this section, 
together with any amounts paid, due or becoming due to the Contractor must not exceed 
the Contract Price.   

2. Where the Contracting Authority terminates the entire Contract and the Articles of 
Agreement include a Minimum Work Guarantee, the total amount to be paid to the 
Contractor under the Contract will not exceed the greater of  

(a)  the total amount the Contractor may be paid under this section, together with any 
amounts paid, becoming due other than payable under the Minimum Revenue 
Guarantee, or due to the Contractor as of the date of termination, or  

(b)  the amount payable under the Minimum Work Guarantee, less any amounts 
 paid, due or otherwise becoming due to the Contractor as of the date of 
 termination. 

3. The Contractor will have no claim for damages, compensation, loss of profit, allowance 
arising out of any termination notice given by Canada under this section except to the 
extent that this section expressly provides.  The Contractor agrees to repay immediately 
to Canada the portion of any advance payment that is unliquidated at the date of the 
termination. 
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ANNEX A  

STATEMENT OF REQUIREMENT 

 

1. Objective:  

The Contractor must deliver a commercial-off-the-shelf Hosted Online Survey Solution (herein known as 
“the Software Solution”) on behalf of the Government of Canada (GC), which includes online survey 
software, data analysis and reporting software and on an as-and-when-requested basis, to implement 
and provide technical support. The Software Solution must allow Canada to conduct online surveys, 
consultations and public opinion research with both internal and external stakeholders (GC employees, 
contractors, and the public, including both Canadians and non-Canadians). The Software Solution must 
enable Clients to gather information that can be used to inform and evaluate GC policies, programs and 
services. 

2. Background:  

Immigration, Refugees and Citizenship Canada (IRCC) develops and implements policies, programs and 
services related to Canada’s immigration, refugees, citizenship, integration and passport program. IRCC’s 
Communications Branch is responsible for conducting public opinion research, consultations and citizen 
engagement, and program evaluations. These activities enable IRCC to comply with support the Policy 
on Communications and Federal Identity and the Policy on Results. These activities are often facilitated 
via online survey, data analysis, and reporting software, to ensure the timely and cost-effective collection 
of information and enable the subsequent analysis of results. Since 2010, the Client has used online 
software to conduct surveys among employees, clients, other government departments, service providers 
and the general public. 

3. Scope of Work:  

IRCC anticipates that it may initially acquire user licenses for 100 users, including maintenance and 
support services for 1 year, with the options to add additional users, renew maintenance and support 
services, and order training and professional services on an as-and-when requested basis. The Software 
Solution must include the following functionality:  

 Enable Clients to design and implement surveys; 
 Secure password authentication;  
 Standardized question and questionnaire features; 
 Enable the electronic collection of data; 
 Enable the analysis of data; 
 Enable reporting of data findings; 
 Enable data input and export. 

The Software Solution must: 

 Be a managed service that consists of: 
o The required hardware platforms and storage to support the Software Solution.  
o Any required network, security & platform software/services (e.g. Operating Systems, 

Databases, Directories, Firewalls) to support the Software Solution and the required 
application software to support the Software Solution.  

o The required services to implement and configure the Software Solution, inclusive of 
importing existing data in the Software Solution.  

o The required services to maintain the Software Solution inclusive of software releases, 
upgrades and bug fixes, as they become available.   
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 Technical support for the Software Solution. 
 Be hosted on and store all data on the Contractor’s secure servers in Canada; 
 Be compliant with Web Content Accessibility Guidelines (WCAG 2.0) level AA and have a secure 

connection via HTTPS protocol using SSL encryption; 
 Be scalable and handle a minimum of 100 concurrent users as well as handle a minimum of 2 

million completed survey responses per year; 
 Allow Users to design surveys using a drag and drop interface with basic and advanced 

questionnaire structures, allowing for rapid survey creation;  
 Allow Users to customize survey templates and URLs to comply with GC policies and guidelines; 
 Create an administration control panel where the Client can manage all user information within 

their department (including secure password authentication and assigning access permissions); 
 Generate individual and aggregate response data and allow Users to export reports; 
 Capture the general location of the IP address and the specific location must be masked, as per 

following guidelines http://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=26761 (Date: 2013-01-31) 
 Allow Users to work in the official language of their choice (English and French); 
 Allow surveys to be configured so that respondents can take the survey in the official language of 

their choice (English and French) 
l)  

4. Deliverables:  

The Contractor must provide the following:  
 

Deliverable Associated Schedule Format 

Software and Licenses The Software Solution must meet all 
mandatory requirements by the bid closing 
date. The Contractor must provide all 
required licenses to access the Software 
Solution within 5 business days of the 
contract award date. 

Everything required for the 
Software Solution to work. 

Start-up Meeting Within 5 business days of the contract award 
date. 

In-person or by 
teleconference/web 
conference. 

Project Management Documentation:  

Project Management Plan 

Project Schedule 

Implementation Strategy and Plan 

Departmental template within online 
survey platform 

Migration Strategy and Plan 

Within 15 business days of the contract 
award date. 

Microsoft Word or PDF. 

User Guides:  

Installation Manual 

Administrator Manual 

Within 20 business days of the contract 
award date. 

Online via the Software 
Solution and Microsoft Word 
and PDF. 
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User Manual 

Training Manual 

 

Training  Within 20 business days of the contract 
award date. 

 

Teleconference/web 
conference. 

Status Meeting Within 60 business days of the contract 
award date. 

In-person of by 
teleconference/web 
conference. 

 

 
5. Travel: 

There is no travel associated with this requirement. Travel expenses, if any, are the sole responsibility of 
the Contractor. 
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ANNEX B  
 EVALUATION CRITERIA 

 
1. Mandatory Requirements 

Bidders are to provide product documentation that confirms their response. Any references by the Bidder 
to websites must be documented with printed copies of the referenced pages and contained within the 
proposal or the response may be considered non-compliant and, therefore, give no further consideration.  
 

  Mandatory Requirement Bid reference 
page and 
paragraph 

Contractor 
explanation of how the

criterion is met 

M1  The Software Solution must be a managed service which has the 
required hardware platforms and storage to support the Software 
Solution and does not require software installation beyond previously 
listed browsers.   

M2  The Software Solution must be a managed service with any required 
network, security & platform software/services (e.g. Operating 
Systems, Databases, Directories, Firewalls) to support the Software 
Solution and the required application software to support the Software 
Solution. No software should need to be installed to use the service 
and at a minimum the Software Solution must have the updated 
versions of the following: 

1.1 Internet Explorer version 11 and up. 

1.2 Firefox version 64 and up. 

1.3 Chrome version 71 and up. 

1.4 Safari version 10 and up.     

M3  The Software Solution must be a managed service that can import 
existing data in the Software Solution.   

M4  The Software Solution must be a managed service with the required 
services to maintain the Software Solution inclusive of software 
releases, upgrades and bug fixes, as they become available. This 
includes technical support for the Software Solution.   

M5  The Software Solution and all of Canada’s data must be hosted on 
the Contractor’s dedicated secure servers within Canada.   

M6  The Software Solution must be compliant with Web Content 
Accessibility Guidelines (WCAG) 2.0, level AA.     

M7  The Software Solution must have the functionality to permit the 
administrators to upload templates. 
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M8  The Software Solution must permit secure data exchanges between 
the application and a client workstation, and a secure connection via 
HTTPS protocol using SSL encryption.     

M9   The Vendor cannot remove data from the Software solution without 
notifying the Client via e-mail.     

M10  The Software Solution must be the most up-to-date version of the 
software to protect data stored against access to third parties (e.g. 
latest versions, updates, patches).      

M11  Capture the general location of the IP address and the specific 
location must be masked, as per following guidelines http://www.tbs-
sct.gc.ca/pol/doc-eng.aspx?id=26761 (Date: 2013-01-31)     

M12  The Software Solution must handle a minimum of 100 password-
protected user accounts concurrently without any degradation in 
performance or user experience.     

M13  The Software Solution must be capable of handling a minimum 2 
million survey completes per year.     

M14  
The Software Solution must allow access via username and 
password.     

M15  The Software Solution must permit the Client to create and manage 
all user permissions that the Client deems required for the creation 
and management of user accounts.     

M16  The Software Solution must allow the Client to: 

1.1 create new accounts, delete accounts, modify status in groups 
and modify permissions. 

1.2 have full access to surveys created by other users. 

1.3 view and print individual responses. 

    

    

    

    

M17  The Software Solution must provide the ability to control various types 
of user access permissions including: 

1.1 view or not to view survey. 

1.2 right to delete or not delete surveys (including all associated 
responses, data, versions, history of edits). 

1.3 right to modify or not modify. 

1.4 right to translate or not to translate. 
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1.5 right to distribute or not distribute. 

1.6 right to export results or not export results. 

1.7 right to generate reports or not to generate reports. 

1.8 right to perform system administrator tasks. 

    

    

    

    

M18  The Software Solution must not limit the number of surveys, survey 
questions, features or custom filters.     

M19  The Software Solution must allow users to send an unlimited number 
of individual or bulk e-mails, email invitations and reminders through 
secure email invite links, including the following:  

1.1 send out test and reminder emails. 

1.2 view status of invites and email sent (in real time). 

1.3 customize “From/Reply-To” email address and “From” name. 

1.4 merge address book fields to email invite. 

1.5 create QR codes. 

1.6 generate, track responses and export customizable invitation 
codes. 

1.7 export API. 

    

    

    

  
  

  

  

  

  

  

  

  

  

M20  The Software Solution must not limit the number of invitations.     

M21  The Software Solution must permit the customization of a template.     

M22  
The Software Solution must have the capacity to host separate 
surveys simultaneously in different templates.      

M23  
The Software Solution must allow users to send an unlimited number 
of individual or bulk e-mails.     

M24  
The Software Solution must permit e-mails to send out initial 
invitations to potential respondents.     

M25  
The Software Solution must have an automatic “opt-out” option 
feature to all future invitations and prevent future invitations from 
being sent out to those who have opted out.      

M26  
The Software Solution must have the ability to toggle surveys 
between active and inactive.      
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M27  
The Software Solution must provide unique or customized URLs for 
surveys in English and French, which would remain functional should 
the survey be transferred from one user to another.      

M28  
The Software Solution must permit images, videos and logos to be 
imbedded into the questionnaire.     

M29  
The Software Solution must allow respondents to download their 
completed survey.     

M30  
The Software Solution must track the number of partially complete 
and completed surveys.     

M31  The Software Solution must generate a response rate.     

M32  
The Software Solution must provide the fieldwork dates and times for 
responses as well as an average number of responses each day.      

M33  
The Software Solution must archive, or be configured to archive data 
in a separate file.     

M34  
The Software Solution must allow respondents to complete surveys 
on a mobile device and smartphone.     

M35  

The Software Solution must include a basic questionnaire structure 
that includes the following sections at a minimum:  

1.1 section headings/text sections. 

1.2 text response fields (e.g. must validate/mandate formatting such 
as integers, maximum word count, phone numbers). 

1.3 multiple choice. 

1.4 insert images, graphics and videos. 

1.5 dropdown and checkbox questions. 

1.6 Yes/No and Other: Specify boxes. 

1.7 making responses to questions optional/required; 

1.8 open text response options (e.g. short text/single line and multiple 
line) with functionality for the Client to set a maximum work limit; 

1.9 progress bar showing percentage of questionnaire completed. 

    

    

  

  

  

  

  

  

  

  

    

    

    

    

M36  
The Software Solution must include an advanced questionnaire     
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structure that includes the following sections at a minimum: 

1.1 date/time. 

1.2 drill-downs. 

1.3 score display. 

1.4 timer. 

1.5 ranking (e.g. dragging and dropping selections into 
categories/order). 

1.6 slider (e.g. rate something 1-10 by sliding a dial on a scale). 

1.7 multi-type question (e.g. multiple choice, dropdown, side-by-side, 
and text response). 

    

    

    

    

    

    

    

M37  The Software Solution must permit built-in grid questions (e.g. text 
response grid, multiple choice grid, dropdown grid, and checkbox 
grid).     

M38  The Software Solution must permit certain questions to be mandatory 
and/or have opt-out features and the ability to edit and personalize 
configuration (e.g. customizable end pages, error messages and 
button texts).     

M39  The Software Solution must allow for the development of survey logic 
including the following:  

1.1 item/question skip. 

1.2 branching (e.g. ability to customize the survey according to the 
responses to specific questions). 

1.3 piping (e.g. ability to carry a respondent’s answer from one 
question to the next depending on the options selected). 

1.4 looping (e.g. ability for questions to be repeated multiple times for 
a respondent). 

1.5 rotation and randomization, which may be based on response 
variables, language, invitation codes, IP address or other 
administrative data. 

    

    

    

    

    

    

M40  The Software Solution must include dynamic logic (e.g. ability to hide 
questions or page).     

M41  
The Software Solution must permit the preview and pre-test of 
surveys.     

M42  
The Software Solution must permit on-line and off-line usage with the 
ability to distinguish responses between the 2 modes.      
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M43  
The Software Solution must maintain and store a history of edits, up 
to 5 years, with the ability to track versions of the survey as well as 
revert to a previous version if needed.     

M44  
The Software Solution must permit responses to be edited and saved 
if a respondent exits and then re-enters the survey.      

M45  The Software Solution must provide a web-based user interface.     

M46  
The Solution must permit the use of the complete English and French 
language character sets.     

M47  

The Software Solution must allow, or can be configured to allow users 
to work in the official language of their choice: English and French 
(including the ability to view all screens, collect responses and access 
technical support in English of French). Respondents must be able to 
start and toggle in between languages while completing the survey 
without the loss of any response data.     

M48  
The Software Solution must provide, or can be configured to provide, 
technical support in English or French.      

M49  

The Software Solution must allow, or can be configured to allow users 
to work in multiple additional languages (e.g. characters from right to 
left such as Spanish, left to right such as Arabic and Chinese 
characters). The Contractor must make languages available within 30 
days of request.      

M50  
The Software Solution must generate custom and filter results based 
on the criteria specified by the users.     

M51  
The Software Solution must allow users to design and program the 
appearance of surveys in HTML/CSS.      

M52  
The Software Solution must generate cross-tabulations, summary 
statistics and frequency tables, as well as mean, mode and variance 
for each question.      

M53  
The Software Solution must permit the users to download individual 
and aggregate response data.     

M54  
The Software Solution must allow, or can be configured to allow users 
to export reports in Excel (.xlsx and .csv) and Word.     

M55  
The Software Solution must be able to save and print standardized 
and ad hoc reports.      

M56  The Software Solution must permit dashboard analysis tool.      
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M57  The Contractor must provide the following documentation in the form 
of User Guides:  

1.1 Administrator Manual. 

1.2 Installation Manual. 

1.3 User Manual. 

1.4 Training Manual. 

1.5 Migration Strategy and Plan. 

    

    

    

    

    

M58  
The Contractor must provide the documentation in electronic form 
(PDF and online)      

M59  
The Contractor must provide 20 hours of training (which will be 
provided on-site or remotely via internet meeting).     

M60  
The Contractor must be able to provide all training in English and 
French.      

M61  
The Contractor must have a dedicated account representative at the 
Vice-President or equivalent level.     

M62  
The Contractor’s technical support/help desk must have a guaranteed 
response time within 2 hours of requesting help during regular 
working hours.      

M63  
The Contractor must have a back-up system in the event of a power 
outage.     

M64  
The Contractor must provide a 48 hour notice of a planned outage 
and within 1 hour after any unplanned outages.      

M65  

The contractor must be able to disable or provide functionality that 
allows Canada to disable, the serving or display of any third party 
commercial advertisement or solicitation on any pages or screens of 
the services, displaying content created by or under the control of 
Canada.   

 

 

 

 

 

 

 



Solicitation No. – No de l’invitation Amd. No – No de la modif. Buyer ID – Id de l’acheteur 
B8815-170230                                                                                                                                                                                                                141XL 
 

Client Ref. No. – No de réf. De client File No. – No du dossier CCC No./ No CCC – FMS No/ No VME 
B8815-170230 
 

Page 62 of 99 

 

I. Point-Rated Requirements 

 

 Rated requirement Rated Point Value Points 
obtained 

Bidder 
Responses/Document 

Reference  

R1 The Software Solution should have the ability to 
alert the Client when a survey is generated by a 
user. 

Yes – 4 points 

No – 0 points  

  

R2 The Software Solution should have the ability to 
track the last site visited by the user.  

Yes – 4 points 

No – 0 points 

  

R3 The Software Solution should have the capacity to 
create custom URLs for surveys. (2 points) 

 

Have the URLs remain functional should a survey 
be transferred from one user to another. (2 points) 

 

The custom URLs should be functional in both 
English and French of the survey. (6 points) 

Custom URLS 

Yes – 2 points 

No – 0 points 

 

URLS remain 
functional 

Yes – 2 points 

No – 0 points 

 

Bilingual URLS 

Yes – 6 points 

No – 0 points 

  

 

 

R4 The Software Solution should allow respondents to 
download the survey and their survey responses in 
a printable format (e.g. Word, PDF). 

Yes – 4 points 

No – 0 points 

  

R5 The Software Solution should have the capacity to 
provide documents to respondents (provided via 
survey).  

Yes – 4 points 

No – 0 points 

  

R6 The Software Solution should have the capacity to 
allow respondents to upload documents via survey.  

Yes – 4 points 

No – 0 points 

  

R7 The Software Solution should have the capacity to 
support image file types (.jpg, .gif, .png). 

Yes – 4 points   
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No – 0 points 

R8 The Software Solution should have the capacity to 
support video file types (.mpg, .avi, .mov, .qt, .asf, 
.wmv, .mp4).  

Yes – 4 points 

No – 0 points 

  

R9 The Software Solution should have the capacity to 
support Office file types (.doc, .docs, .ppt, .pptx, 
.xls, .xslx).  

Yes – 4 points 

No – 0 points 

  

R10 The Software Solution should have the capacity to 
support spreadsheet file type. 

Yes – 4 points 

No – 0 points 

  

R11 The Software Solution should have the capacity to 
allow users to collect responses online and offline. 
For offline responses, the Software Solution should 
allow for responses to be uploaded into the survey 
to be analyzed with data gathered online. The user 
should be able distinguish between online/offline 
responses if needed. 

Yes – 4 points 

No – 0 points 

  

R12 The Software Solution should have the ability to 
save options/scales for later use (without cookies). 
The questions and variables should be stored in the 
system and easily selected for re-use at a later 
date, in multiple surveys and in multiple languages. 

Yes – 4 points 

No – 0 points 

  

R13 The Software Solution should have the capacity to 
generate multiple collectors from the same survey 
(e.g. the user should be able to develop multiple 
unique links for the same survey in order to 
distinguish data by whichever variable the collector 
represents, data segmentation). The Software 
Solution should be able to do the following: 

 
users should be able to label each collector so as to 
easily identify the variable being represented (2 
points) 
 
each collector created should include different links 
for the English and French versions of each survey, 
where applicable (2 points) 
 
 
users should be able to create an unlimited number 
of collectors (2 points) 

o)  

p)  

users should be able to use the collector as a 
variable when developing survey logic (2 points) 

 

 

 

 

 

 

 

 

Label Collectors 

Yes  - 2 points 

No – 0 points 

 

Each collector – 
EN/FR Links 
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q)  

r)  

Users should have the ability to merge collectors for 
analysis. (2 points) 

Yes – 2 points 

No – 0 points 

 

Unlimited number 
of collectors 

Yes – 2 points 

No – 0 points 

 

Ability to use 
collectors as a 
variable 

Yes – 2 points 

No – 0 points 

 

Ability to merge 
collectors 

Yes – 2 points 

No – 0 points 

R14 The Software Solution should have the ability to 
perform formatting on a report before exporting it. 

Yes – 4 points 

No – 0 points 

  

R15 The Software Solution should have the capacity to 
identify a group of respondents within the same 
survey.  

Yes – 4 points 

No – 0 points 

  

R16 The Software Solution should allow users to export 
reports in Microsoft Word, SAS, SPSS, PowerPoint 
and PDF.  

Export to Microsoft 
Word 

Yes – 2 points 

No – 0 points 

 

Export to SAS 

Yes – 2 points 

No – 0 points 
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Export to SPSS 

Yes – 2 points 

No – 0 points 

 

Export to 
PowerPoint 

Yes – 2 points 

No – 0 points 

 

Export to PDF 

Yes – 2 points 

No – 0 points 

R17 The Software Solution should have the capacity for 
a reporting link (URL) that allows for results to be 
shared.  

Yes – 4 points 

No – 0 points 

  

R18 The Contractor must obtain approval from the Client 
before modifying the period for which back-ups are 
kept. 

Yes – 4 points 

No – 0 points 
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II. Constraints 

 

Department Policy Policy Requirement Constraint Additional 

Treasury Board of 
Canada 

Standard on 
Web 
Accessibility 

 

TBS Policy on Web 
Accessibility requires 
that Government of 
Canada applications 
accessed through a 
web browser be 
compliant the WCAG 
2.0 standard, and 
within that standard, 
CIC requires that the 
website conform to 
the CIC external 
website template 

Build and install a 
customized WCAG 
2.0 compliant 
survey template that 
replicates the 
design of the 
Departmental 
website, and white 
labeling 

Should the TBS Policy on Web 
Accessibility be updated to reflect 
new standards, the contractor will 
agree to make necessary updates 
to the website free of charge and 
in a timely fashion. 

 

Surveys must be accessible to 
those with visual impairments (i.e. 
must be accessible through 
screen-readers or related 
technologies). 

Treasury Board of 
Canada 

Privacy Act, 
R.S. 1985, 
c. P-21 

Protection against 
illegal or 
unsanctioned access 
to personal 
information. 

A valid security 
clearance in the 
form of a 
certification that is 
granted by the 
Canadian Industrial 
Security Directorate 
(CISD) of Public 
Works and 
Government 
Services Canada.1 

Secure connection via HTTPS 
protocol using TLS Version 1.2 
encryption 

A managed hosting service on an 
external secure server. Software is 
located on a server that allows 
secure connections via an HTTPS 
protocol using SSL encryption.  

 

CISD Clearance 

The contractor must hold CISD 
clearance. 

 

Treasury Board of 
Canada 

Personal 
Information 
Protection 
and 
Electronic 
Documents 
Act, 
S.C. 2000, 
c. 5 

Protection against 
illegal or 
unsanctioned access 
to personal 
information.  

A valid security 
clearance in the 
form of a 
certification that is 
granted by the 
Canadian Industrial 
Security Directorate 
(CISD) of Public 
Works and 

Secure connection via HTTPS 
protocol using TLS version 1.2 
encryption 

A managed hosting service on an 
external secure server. Software is 
located on a server that allows 
secure connections via an HTTPS 
protocol using TLS version 1.2 

                                                      

 

1 The supplier must have previously held a valid CISD.  As each CISD is specific to each contract, the winning bidder will be notified that it must 
obtain a new CISD which will pertain to the new contract with CIC.  Until the new CISD clearance is obtain, the contract will not be fully awarded 
to the winning bidder.  
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Government 
Services Canada.2 

encryption.  

 

CSID Clearance 

The contractor must hold CISD 
clearance. 

 

Treasury Board of 
Canada 

Privacy Act, 
R.S. 1985, 
c. P-21 

Protection against 
legally-sanctioned 
access.  

(e.g., in the United 
States under 
provisions of the 
Uniting and 
Strengthening 
America by Providing 
Appropriate Tools 
Required to Intercept 
and Obstruct 
Terrorism Act, known 
as USA PATRIOT 
Act: see the Treasury 
Board Secretariat’s 
overview)  

The supplier must 
ensure that all the 
databases 
containing any 
information related 
to the survey are 
stored on servers 
and back-up servers 
located solely in 
Canada 

All databases must be located in 
Canada.  

The supplier must ensure that all 
data relating to the survey is 
processed only in Canada or in 
another country approved by the 
client under paragraph 2) a).  

 

The supplier must ensure that all 
domestic network traffic (meaning 
traffic or transmissions initiated in 
one part of Canada to a 
destination or individual located in 
another part of Canada) is routed 
exclusively through Canada.  

 

 

Treasury Board of 
Canada 

Personal 
Information 
Protection 
and 
Electronic 
Documents 
Act, 
S.C. 2000, 
c. 5 

Protection against 
legally-sanctioned 
access. 

(e.g., in the United 
States under 
provisions of the 
Uniting and 
Strengthening 
America by Providing 
Appropriate Tools 
Required to Intercept 
and Obstruct 
Terrorism Act, known 
as USA PATRIOT 
Act: see the Treasury 
Board Secretariat’s 
overview) 

The supplier  must 
ensure that all the 
databases 
containing any 
information related 
to the survey are 
stored on servers 
and back-up servers 
located solely in 
Canada 

All databases must be located in 
Canada.  

The supplier must ensure that all 
data relating to the survey is 
processed only in Canada or in 
another country approved by the 
client under paragraph 2) a).  

 

The supplier must ensure that all 
domestic network traffic (meaning 
traffic or transmissions initiated in 
one part of Canada to a 
destination or individual located in 
another part of Canada) is routed 
exclusively through Canada.  

                                                      

 

2 IBID. 



Solicitation No. – No de l’invitation Amd. No – No de la modif. Buyer ID – Id de l’acheteur 
B8815-170230                                                                                                                                                                                                                141XL 
 

Client Ref. No. – No de réf. De client File No. – No du dossier CCC No./ No CCC – FMS No/ No VME 
B8815-170230 
 

Page 68 of 99 

 

Treasury Board of 
Canada 

Communicati
ons Policy of 
the 
Government 
of Canada 

 

Communicate in 
English and in French 

The online software 
must be able to 
provide surveys that 
can be accessed in 
both GoC official 
languages (English 
and French). 

Ubiquitous aspects of surveys (e.g. 
“next” and “back” buttons, “submit” 
buttons, thank you messages, etc.) 
must be provided in English and 
French. 

Treasury Board of 
Canada 

Protected 
information 
refers to 
specific 
provisions of 
the Access 
to 
Information 
Act and the 
Privacy Act 
and applies 
to sensitive 
personal, 
private, and 
business 
information. 

Protection against 
grave injury, such as 
loss of reputation or 
competitive 
advantage. 

The online software 
must safeguard 
personal information 
at the level of 
Protected B 

7.5 Protected information 

Protected B: Compromise could 
result in grave injury, such as loss 
of reputation or competitive 
advantage. 

 

CSE document ITSP.40.111 
provides guidance for protecting 
data at rest: 

https://www.cse-
cst.gc.ca/en/node/1831/html/26515  
(Date: 08/02/2016) 

CSE document ITSP.40.062 
provides guidance for protecting 
data in transit: 

https://www.cse-
cst.gc.ca/en/node/1830/html/26507 
(Date: 08/02/2016) 

CSE document ITSP.40.006 
provides guidance for data 
sanitization and disposal: 

https://www.cse-
cst.gc.ca/en/node/2206/html/27963 
(Date: 01/07/2017) 
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ANNEX C 

BASIS OF PAYMENT 

TABLE 1 – INITIAL REQUIREMENT 

Item 
No. 

(A) 

Initial Deliverables Description 

(B) 

Lot Price 

(C) 

 

1 

 

For the provision of a commercial off-the-shelf Hosted Online Survey 
Solution, including online survey software, data analysis, reporting 
software, training, and warranty, for 100 user licenses as detailed in 
Annex A - Statement of Requirement.                                                          

 

$0.00 

Total for Table 1 (sum of Column C): $0.00 

 

TABLE 2 

HOSTED ONLINE SURVEY SOLUTION  

 

Item 
No. 

 

(A) 

Description  

For access to the Hosted Online Survey Solution, as described in Annex 
C, Table 1 – Initial Requirement.  Including online survey software, 

warranty, customer support services, for 100 user licenses as detailed 
in Annex A - Statement of Requirement. 

(B) 

 

 

Lot Price 

 

(C) 

1 Contract Year 1: Hosted Online Survey Solution as per Description $0.00 

Total for Table 2 (sum of Column C): $0.00 
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TABLE 3  

OPTION YEARS FOR HOSTED ONLINE SOLUTION 

 

 

Item 
No. 

 

(A) 

DESCRIPTION 

For access to the Hosted Online Survey Solution, as described in Annex 
C, Table 1 – Initial Requirement.  Including online survey software, 

warranty, customer support services, for 100 user licenses as detailed in 
Annex A - Statement of Requirement  

(B) 

 

Lot Price 

 

 

(C) 

1 Option Year 1: Hosted Online Survey Solution as per Description  - Date 
to be determined. 

$0.00 

2 Option Year 2: Hosted Online Survey Solution as per Description - Date 
to be determined. 

$0.00 

3 Option Year 3: Hosted Online Survey Solution as per Description - Date 
to be determined. 

$0.00 

4 Option Year 4: Hosted Online Survey Solution as per Description - Date 
to be determined. 

$0.00 

Total for Table 3 (sum of Column C): $0.00 
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TABLE 4 

OPTIONAL GRANT OF USE FOR ADDITIONAL USERS TO ACCESS AND USE THE HOSTED 
ONLINE SOLUTION  

ITEM 
NO. 

DESCRIPTION 

Optional Licenses for 
Additional Users to the 
Hosted Online Solution, 

including Maintenance and 
Support Services. 

 

Cost Per Additional 
User  

(A) 

 

Estimated Number 
of users for 
Evaluation 

Purposes Only 

(B) 

 

Extended Price 
for Evaluation 

Purposes  

(C) = (A x B) 

     

1 Initial Contract Period $0.00 100 $0.00 

2 Option Year 1 $0.00 100 $0.00 

3 Option Year 2 $0.00 100 $0.00 

4 Option Year 3 $0.00 100 $0.00 

5 Option Year 4 $0.00 100 $0.00 

Total for 4  (sum of Column C): $0.00 
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TABLE A - TOTAL BID PRICE (TBP) FOR EVALUATION PURPOSES 

ITEM 
NO. 

DESCRIPTION FORMULA 
TOTAL PRICE 

1 For the provision of a commercial off-the-shelf 
Hosted Online Survey Solution, including 
online survey software, data analysis, 
reporting software, professional services, 
maintenance and support services for 100 
user licenses as detailed in Table 1 of Annex 
C. 

Total from Table 1 of 
Annex C 

$ 

2 During the initial contract period, for the 
provision of commercial off-the-shelf Hosted 
Online Survey Solution, including online 
survey software, data analysis, reporting 
software, professional services, maintenance 
and support services for 100 user licenses as 
detailed in Table 2 of Annex C. 

Total from Table 2 of 
Annex C 

$ 

3 During the optional periods of the Contract, 
for the provision of commercial off-the-shelf 
Hosted Online Survey Solution, including 
online survey software, data analysis, 
reporting software, professional services, 
maintenance and support services for 100 
user licenses as detailed in Table 3 of Annex 
C. 

Total from Table 3 of 
Annex C 

$ 

4 For the optional additional users as detailed in 
Table 4 of Annex C. 

Total from Table 4 of 
Annex C 

$ 

Total Bid Price (TBP) - (sum of Column A): $ 
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ANNEX D 

SECURITY REQUIREMENTS CHECK LIST 

SEE ATTACHED 
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ANNEX E 

Government of Canada Security Control Profile for Cloud-based GC Services 
 

SEE ATTACHED 
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ANNEX F 

Security Screening Requirements 

The Foreign recipient Contractor / Subcontractor must perform a security screening of all its personnel 
who will need access to Canadian restricted sites and/or CANADA PROTECTED A or B 
information/assets: 

a) Identity Check: 
 

i. Copies of two of valid original pieces of government issued identity documentation, one of 
which must include a photo 

ii. Surname (last name) 
iii. Full given names (first name) – underline or circle usual name used 
iv. Family name at birth 
v. All other names used (aliases) 

vi. Name changes 
1. Must include the name they changed from and the name they changed to, the place of 

change and the institution changed through 
vii. Sex 

viii. Date of birth 
ix. Place of birth (city, province/state/region, and country) 
x. Citizenship(s) 

 
b) Residency Check: 

i. The last five (5) years of residency history starting from most recent with no gaps in time. 
1. Apartment number, street number, street name, city, province or state, postal code or zip 

code, country, from-to dates. 

c) Educational Check: 
i. The educational establishments attended and the corresponding dates. 

d) Employment History Check: 
i. The last five (5) years of employment history starting from most recent with no gaps in time. 

e) Criminal Records Check: 
i. Proof of criminal record check report, using fingerprint verification with favorable results for 

each country the person has resided during the last five (5) years. 

f) Credit Check: 
s) i.  Credit check report conducted as part of employment screenings. 



Solicitation No. – No de l’invitation Amd. No – No de la modif. Buyer ID – Id de l’acheteur 
B8815-170230                                                                                                                                                                                                                141XL 
 

Client Ref. No. – No de réf. De client File No. – No du dossier CCC No./ No CCC – FMS No/ No VME 
B8815-170230 
 

Page 76 of 99 



S
o

lic
it

at
io

n
 N

o
. 

– 
N

o
 d

e 
l’i

n
vi

ta
ti

o
n

 
A

m
d

. 
N

o
 –

 N
o
 d

e 
la

 m
o

d
if

. 
B

u
ye

r 
ID

 –
 I

d
 d

e 
l’a

ch
et

eu
r 

B
88

15
-1

70
23

0 
  

  
  

  
  

  
   

  
  

  
   

  
  

  
   

  
  

  
   

  
  

  
  

   
  

  
  

   
  

  
  

   
   

  
  

  
  

  
   

  
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

   
  

   
  

  
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

  
   

  
  

  
  1

41
X

L 
 C

li
en

t 
R

ef
. N

o
. –

 N
o
 d

e 
ré

f.
 D

e 
cl

ie
n

t 
F

il
e 

N
o

. –
 N

o
 d

u
 d

o
ss

ie
r 

C
C

C
 N

o
./ 

N
o
 C

C
C

 –
 F

M
S

 N
o

/ N
o

 V
M

E
 

B
8

8
1

5
-1

70
2

3
0 

 

P
ag

e 
77

 o
f 9

9 

An
ne

x 
G 

M
an

da
to

ry
 S

ec
ur

ity
 T

ec
hn

ic
al

 C
rit

er
ia

 

Ea
ch

 b
id

 w
ill

 b
e 

re
vi

ew
ed

 fo
r c

om
pl

ia
nc

e 
w

ith
 th

e 
fo

llo
w

in
g 

m
an

da
to

ry
 te

ch
ni

ca
l c

rit
er

ia
. B

id
s t

ha
t d

o 
no

t c
om

pl
y 

w
ith

 e
ac

h 
an

d 
ev

er
y 

m
an

da
to

ry
 

te
ch

ni
ca

l c
rit

er
ia

 w
ill

 b
e 

de
cl

ar
ed

 n
on

-r
es

po
ns

iv
e 

an
d 

no
t c

on
sid

er
ed

 fu
rt

he
r. 

 N
o.

 
Ev

al
ua

tio
n 

Ar
ea

 
Bi

d 
Su

bm
is

si
on

 R
eq

ui
re

m
en

ts
 

Ev
al

ua
tio

n 
Cr

ite
ria

 

M
2 

Da
ta

 
Re

sid
en

cy
 

an
d 

Pe
rs

on
ne

l 

Th
e 

Bi
dd

er
 m

us
t c

le
ar

ly
 d

em
on

st
ra

te
 it

s 
 d

at
a 

re
sid

en
cy

 
co

m
pl

ia
nc

e 
an

d 
pr

ov
id

e 
a 

da
ta

 
ce

nt
er

 
de

pl
oy

m
en

t 
pl

an
(s

) 
w

hi
ch

 
sh

ou
ld

 
in

cl
ud

e 
sp

ec
ifi

cs
 o

n:
 

i. 
lo

ca
tio

n(
s)

 (c
ou

nt
ry

 a
nd

 c
ity

) 
of

 p
rim

ar
y 

da
ta

 c
en

te
r(

s)
; 

ii.
 

lo
ca

tio
n(

s)
 (c

ou
nt

ry
 a

nd
 c

ity
) 

of
 se

co
nd

ar
y 

da
ta

 c
en

te
r(

s)
 

an
d 

ba
ck

up
 c

en
te

rs
; 

iii
. 

lo
ca

tio
n(

s)
 (c

ou
nt

ry
 a

nd
 c

ity
) 

of
 a

ll 
th

e 
in

fr
as

tr
uc

tu
re

 
co

m
po

ne
nt

s (
in

cl
ud

in
g,

 b
ut

 
no

t l
im

ite
d 

to
, d

at
ab

as
e 

se
rv

er
s,

 S
AN

S,
 a

pp
lic

at
io

n 
se

rv
er

s)
; a

nd
 

iv
. 

lo
ca

tio
n(

s)
 (c

ou
nt

ry
 a

nd
 c

ity
) 

of
 th

e 
SO

C,
 N

O
C 

an
d 

th
e 

Se
rv

ic
e 

De
sk

. 

 Th
e 

Bi
dd

er
 

m
us

t 
cl

ea
rly

 
de

m
on

st
ra

te
 

its
  

bu
sin

es
s 

en
tit

ie
s 

an
d 

pe
rs

on
ne

l 
lo

ca
tio

n 
co

m
pl

ia
nc

e 
an

d 
pr

ov
id

e:
 

Th
e 

Bi
dd

er
 m

us
t 

de
m

on
st

ra
te

 t
ha

t t
he

  d
at

ac
en

te
rs

,  
so

ftw
ar

e,
  m

id
dl

ew
ar

e,
 

th
e 

 S
er

vi
ce

 D
es

k,
 S

O
C 

an
d 

N
O

C 
in

fr
as

tr
uc

tu
re

 a
nd

  D
at

a 
fo

r t
he

 e
nt

ire
  r

es
id

e 
w

ith
in

 C
an

ad
a 

an
d/

or
 c

ou
nt

rie
s 

w
ith

 w
hi

ch
 C

an
ad

a 
ha

s 
in

te
rn

at
io

na
l b

ila
te

ra
l 

in
du

st
ria

l s
ec

ur
ity

 in
st

ru
m

en
ts

 (I
BI

SI
). 

Th
e 

Bi
dd

er
 m

us
t 

de
m

on
st

ra
te

 t
ha

t 
th

e 
pe

rs
on

ne
l f

or
 t

he
 e

nt
ire

 ,
 in

cl
ud

in
g 

SO
C,

 N
O

C 
an

d 
Se

rv
ic

e 
De

sk
 b

e 
ph

ys
ic

al
ly

 lo
ca

te
d 

an
d 

op
er

at
e 

w
ith

in
 C

an
ad

a,
 

co
un

tr
ie

s 
w

ith
 w

hi
ch

 C
an

ad
a 

ha
s 

IB
IS

I, 
or

 w
ith

in
 c

ou
nt

rie
s 

be
lo

ng
in

g 
to

 E
U 

or
 

N
AT

O
. 

Th
e 

Bi
dd

er
 m

us
t 

de
m

on
st

ra
te

 t
ha

t 
al

l b
us

in
es

s 
en

tit
ie

s 
be

 p
hy

sic
al

ly
 lo

ca
te

d,
 

be
 le

ga
lly

 a
ut

ho
riz

ed
 to

 o
pe

ra
te

 a
nd

 to
 d

o 
bu

sin
es

s 
an

d 
be

 re
gi

st
er

ed
, w

he
re

 
th

e 
lo

ca
l l

eg
isl

at
io

n 
re

qu
ire

s 
su

ch
 r

eg
ist

ra
tio

n,
 w

ith
in

 C
an

ad
a,

 c
ou

nt
rie

s 
w

ith
 

w
hi

ch
 C

an
ad

a 
ha

s I
BI

SI
, E

ur
op

ea
n 

U
ni

on
 a

nd
/o

r N
AT

O
 c

ou
nt

rie
s. 

  



S
o

lic
it

at
io

n
 N

o
. 

– 
N

o
 d

e 
l’i

n
vi

ta
ti

o
n

 
A

m
d

. 
N

o
 –

 N
o
 d

e 
la

 m
o

d
if

. 
B

u
ye

r 
ID

 –
 I

d
 d

e 
l’a

ch
et

eu
r 

B
88

15
-1

70
23

0 
  

  
  

  
  

  
   

  
  

  
   

  
  

  
   

  
  

  
   

  
  

  
  

   
  

  
  

   
  

  
  

   
   

  
  

  
  

  
   

  
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

   
  

   
  

  
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

  
   

  
  

  
  1

41
X

L 
 C

li
en

t 
R

ef
. N

o
. –

 N
o
 d

e 
ré

f.
 D

e 
cl

ie
n

t 
F

il
e 

N
o

. –
 N

o
 d

u
 d

o
ss

ie
r 

C
C

C
 N

o
./ 

N
o
 C

C
C

 –
 F

M
S

 N
o

/ N
o

 V
M

E
 

B
8

8
1

5
-1

70
2

3
0 

 

P
ag

e 
78

 o
f 9

9 

 
i. 

lo
ca

tio
n(

s)
 (c

ou
nt

ry
 a

nd
 c

ity
) 

of
 a

ll 
bu

sin
es

s e
nt

iti
es

 
pe

rf
or

m
in

g 
W

or
k 

un
de

r t
he

 
Co

nt
ra

ct
; a

nd
 

ii.
 

lo
ca

tio
n(

s)
 o

f a
ll 

pe
rs

on
ne

l 
pe

rf
or

m
in

g 
th

e 
W

or
k 

un
de

r 
th

e 
Co

nt
ra

ct
. 

M
2 

 

Th
e 

bi
dd

er
 m

us
t i

m
pl

em
en

t s
af

eg
ua

rd
s t

o 
en

su
re

 th
at

 a
ll 

pu
bl

ic
ly

 a
cc

es
sib

le
 g

ov
er

nm
en

t 
w

eb
sit

es
 a

nd
 w

eb
 se

rv
ic

es
 a

re
 c

on
fig

ur
ed

 to
 

pr
ov

id
e 

se
rv

ic
e 

on
ly

 th
ro

ug
h 

a 
se

cu
re

 
co

nn
ec

tio
n,

 in
 a

cc
or

da
nc

e 
w

ith
 S

ec
tio

n 
6.

2.
4 

of
 th

e 
Po

lic
y 

on
 th

e 
M

an
ag

em
en

t o
f 

In
fo

rm
at

io
n 

Te
ch

no
lo

gy
 a

nd
 th

e 
Po

lic
y 

on
 

Go
ve

rn
m

en
t S

ec
ur

ity
.  

Bi
dd

er
 m

us
t i

m
pl

em
en

t a
 se

cu
re

 w
eb

 
co

nn
ec

tio
n 

th
at

: 

 
is 

co
nf

ig
ur

ed
 fo

r H
TT

PS
  

 
ha

s H
ST

S 
en

ab
le

d 
 

im
pl

em
en

ts
 T

LS
 1

.2
, o

r s
ub

se
qu

en
t 

ve
rs

io
ns

, a
nd

 u
se

s s
up

po
rt

ed
 

cr
yp

to
gr

ap
hi

c 
al

go
rit

hm
s a

nd
 

ce
rt

ifi
ca

te
s,

 a
s o

ut
lin

ed
 in

 C
SE

’s
  

o
 

IT
SP

.4
0.

06
2 

Gu
id

an
ce

 o
n 

Se
cu

re
ly

 C
on

fig
ur

in
g 

N
et

w
or

k 
Pr

ot
oc

ol
s, 

Se
ct

io
n 

3.
1 

fo
r A

ES
 

ci
ph

er
 su

ite
s  

o
 

IT
SP

.4
0.

11
1 

Cr
yp

to
gr

ap
hi

c 
Al

go
rit

hm
s f

or
 U

nc
la

ss
ifi

ed
, 

Pr
ot

ec
te

d 
A,

 a
nd

 P
ro

te
ct

ed
 B

 

 



S
o

lic
it

at
io

n
 N

o
. 

– 
N

o
 d

e 
l’i

n
vi

ta
ti

o
n

 
A

m
d

. 
N

o
 –

 N
o
 d

e 
la

 m
o

d
if

. 
B

u
ye

r 
ID

 –
 I

d
 d

e 
l’a

ch
et

eu
r 

B
88

15
-1

70
23

0 
  

  
  

  
  

  
   

  
  

  
   

  
  

  
   

  
  

  
   

  
  

  
  

   
  

  
  

   
  

  
  

   
   

  
  

  
  

  
   

  
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

   
  

   
  

  
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

  
   

  
  

  
  1

41
X

L 
 C

li
en

t 
R

ef
. N

o
. –

 N
o
 d

e 
ré

f.
 D

e 
cl

ie
n

t 
F

il
e 

N
o

. –
 N

o
 d

u
 d

o
ss

ie
r 

C
C

C
 N

o
./ 

N
o
 C

C
C

 –
 F

M
S

 N
o

/ N
o

 V
M

E
 

B
8

8
1

5
-1

70
2

3
0 

 

P
ag

e 
79

 o
f 9

9 

In
fo

rm
at

io
n 

 
di

sa
bl

es
 k

no
w

n-
w

ea
k 

pr
ot

oc
ol

s s
uc

h 
as

 a
ll 

ve
rs

io
ns

 o
f S

ec
ur

e 
So

ck
et

s L
ay

er
 

(S
SL

) (
e.

g.
 S

SL
v2

 a
nd

 S
SL

v3
) a

nd
 o

ld
er

 
ve

rs
io

ns
 o

f T
LS

 (e
.g

. T
LS

 1
.0

 a
nd

 T
LS

 
1.

1)
, a

s p
er

 C
SE

 IT
SP

.4
0.

06
2 

 
di

sa
bl

es
 k

no
w

n-
w

ea
k 

ci
ph

er
s (

e.
g.

 
RC

4 
an

d 
3D

ES
) 

 



S
o

lic
it

at
io

n
 N

o
. 

– 
N

o
 d

e 
l’i

n
vi

ta
ti

o
n

 
A

m
d

. 
N

o
 –

 N
o
 d

e 
la

 m
o

d
if

. 
B

u
ye

r 
ID

 –
 I

d
 d

e 
l’a

ch
et

eu
r 

B
88

15
-1

70
23

0 
  

  
  

  
  

  
   

  
  

  
   

  
  

  
   

  
  

  
   

  
  

  
  

   
  

  
  

   
  

  
  

   
   

  
  

  
  

  
   

  
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

   
  

   
  

  
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

  
   

  
  

  
  1

41
X

L 
 C

li
en

t 
R

ef
. N

o
. –

 N
o
 d

e 
ré

f.
 D

e 
cl

ie
n

t 
F

il
e 

N
o

. –
 N

o
 d

u
 d

o
ss

ie
r 

C
C

C
 N

o
./ 

N
o
 C

C
C

 –
 F

M
S

 N
o

/ N
o

 V
M

E
 

B
8

8
1

5
-1

70
2

3
0 

 

P
ag

e 
80

 o
f 9

9 

A
n

n
e

x 
H

 

P
o

in
t-

R
at

ed
 C

ri
te

ri
a 

fo
r 

S
ec

u
ri

ty
 M

an
d

at
o

ry
 T

ec
h

n
ic

al
 C

ri
te

ri
a

 

Bi
ds

 w
hi

ch
 m

ee
t a

ll 
th

e 
m

an
da

to
ry

 te
ch

ni
ca

l c
rit

er
ia

 w
ill

 b
e 

ev
al

ua
te

d 
an

d 
sc

or
ed

 a
s s

pe
ci

fie
d 

in
 th

e 
ta

bl
e 

an
d 

sc
al

es
 b

el
ow

 a
nd

 th
e 

sc
or

in
g 

gr
id

 in
 se

ct
io

n 
1 

– 
“E

va
lu

at
io

n 
Su

m
m

ar
y”

.  
Ea

ch
 p

oi
nt

-r
at

ed
 c

rit
er

io
n 

sh
ou

ld
 b

e 
ad

dr
es

se
d 

se
pa

ra
te

ly
. 

 Sc
al

e 
2 

– 
Ge

ne
ric

 S
ca

le
 

0 
N

ot
 A

dd
re

ss
ed

 - 
Bi

dd
er

’s
 in

fo
rm

at
io

n 
su

bm
itt

ed
 w

as
 n

ot
 re

le
va

nt
 to

 th
e 

cr
ite

rio
n 

or
 fa

ile
d 

to
 su

bm
it 

re
sp

on
se

. 

1 

M
in

im
al

ly
 A

dd
re

ss
ed

 –
 T

he
 b

id
 d

em
on

st
ra

te
s 

lit
tle

 u
nd

er
st

an
di

ng
 o

f 
th

e 
so

lic
ita

tio
n 

re
qu

ire
m

en
ts

 a
nd

 t
he

 p
ro

po
se

d 
ap

pr
oa

ch
 d

oe
s 

no
t 

ad
dr

es
s 

im
po

rt
an

t f
ac

to
rs

. 

Pr
op

os
ed

 a
pp

ro
ac

h 
ha

s s
ig

ni
fic

an
t w

ea
kn

es
se

s a
nd

 is
 n

ot
 li

ke
ly

 to
 m

ee
t s

ol
ic

ita
tio

n 
re

qu
ire

m
en

ts
 a

nd
 d

oe
s n

ot
 d

em
on

st
ra

te
 te

ch
ni

ca
l v

al
ue

 to
 C

an
ad

a.
 

Bi
d 

po
se

s a
 p

er
ce

iv
ed

 la
rg

e 
re

sid
ua

l r
isk

* 
to

 C
an

ad
a.

 

2 

Pa
rt

ia
lly

 A
dd

re
ss

ed
 –

 T
he

 b
id

 d
em

on
st

ra
te

s 
so

m
e 

un
de

rs
ta

nd
in

g 
of

 th
e 

so
lic

ita
tio

n 
re

qu
ire

m
en

ts
 a

nd
 th

e 
pr

op
os

ed
 a

pp
ro

ac
h 

ad
dr

es
se

s 
so

m
e 

im
po

rt
an

t 
fa

ct
or

s.
 

Pr
op

os
ed

 a
pp

ro
ac

h 
ha

s 
w

ea
kn

es
se

s 
an

d 
is 

no
t l

ik
el

y 
to

 m
ee

t s
ol

ic
ita

tio
n 

re
qu

ire
m

en
ts

 o
r b

e 
ef

fe
ct

iv
e 

an
d 

do
es

 n
ot

 d
em

on
st

ra
te

 g
oo

d 
te

ch
ni

ca
l v

al
ue

 to
 

Ca
na

da
. B

id
 p

os
es

 a
 p

er
ce

iv
ed

 m
ed

iu
m

 re
sid

ua
l r

isk
* 

to
 C

an
ad

a.
 

3 

Sa
tis

fa
ct

or
ily

 A
dd

re
ss

ed
 –

 T
he

 b
id

 d
em

on
st

ra
te

s 
ad

eq
ua

te
 u

nd
er

st
an

di
ng

 o
f t

he
 s

ol
ic

ita
tio

n 
re

qu
ire

m
en

ts
 a

nd
 th

e 
pr

op
os

ed
 a

pp
ro

ac
h 

ad
dr

es
se

s 
m

os
t 

fa
ct

or
s.

 

Pr
op

os
ed

 a
pp

ro
ac

h 
ha

s 
m

in
or

 w
ea

kn
es

se
s 

an
d 

is 
lik

el
y 

to
 m

ee
t 

so
lic

ita
tio

n 
re

qu
ire

m
en

ts
 a

nd
 p

ro
vi

de
s 

go
od

 t
ec

hn
ic

al
 v

al
ue

 t
o 

Ca
na

da
. B

id
 p

os
es

 a
 

pe
rc

ei
ve

d 
m

ed
iu

m
-lo

w
 re

sid
ua

l r
isk

* 
to

 C
an

ad
a.

 

4 

Ve
ry

 W
el

l A
dd

re
ss

ed
 –

 T
he

 b
id

 d
em

on
st

ra
te

s 
a 

ve
ry

 g
oo

d 
un

de
rs

ta
nd

in
g 

of
 t

he
 s

ol
ic

ita
tio

n 
re

qu
ire

m
en

ts
 a

nd
 t

he
 p

ro
po

se
d 

ap
pr

oa
ch

 a
dd

re
ss

es
 a

ll 
im

po
rt

an
t f

ac
to

rs
. 

Pr
op

os
ed

 a
pp

ro
ac

h 
ha

s 
no

 s
ig

ni
fic

an
t 

w
ea

kn
es

se
s,

 is
 li

ke
ly

 t
o 

m
ee

t 
so

lic
ita

tio
n 

re
qu

ire
m

en
ts

, a
nd

 is
 li

ke
ly

 t
o 

be
 e

ffe
ct

iv
e,

 y
ie

ld
 v

er
y 

go
od

 r
es

ul
ts

 a
nd

 
pr

ov
id

es
 v

er
y 

go
od

 te
ch

ni
ca

l v
al

ue
 to

 C
an

ad
a.

 B
id

 p
os

es
 a

 p
er

ce
iv

ed
 lo

w
 re

sid
ua

l r
isk

* 
to

 C
an

ad
a.

 

5 

Ex
ce

lle
nt

ly
 A

dd
re

ss
ed

 –
 T

he
 b

id
 d

em
on

st
ra

te
s 

an
 e

xc
el

le
nt

 u
nd

er
st

an
di

ng
 o

f 
th

e 
so

lic
ita

tio
n 

re
qu

ire
m

en
ts

 a
nd

 t
he

 p
ro

po
se

d 
ap

pr
oa

ch
 a

dd
re

ss
es

 a
ll 

im
po

rt
an

t f
ac

to
rs

. 

Pr
op

os
ed

 a
pp

ro
ac

h 
ha

s 
no

 a
pp

ar
en

t 
w

ea
kn

es
se

s,
 is

 li
ke

ly
 t

o 
m

ee
t 

so
lic

ita
tio

n 
re

qu
ire

m
en

ts
, a

nd
 is

 li
ke

ly
 t

o 
be

 e
ffe

ct
iv

e,
 y

ie
ld

 e
xc

el
le

nt
 r

es
ul

ts
 a

nd
 

pr
ov

id
es

 e
xc

el
le

nt
 te

ch
ni

ca
l v

al
ue

 to
 C

an
ad

a.
 B

id
 p

os
es

 v
er

y 
lit

tle
 o

r n
o 

ap
pa

re
nt

 re
sid

ua
l r

isk
* 

to
 C

an
ad

a.
 

*R
es

id
ua

l r
isk

 is
 d

ef
in

ed
 a

s t
he

 ri
sk

 th
at

 re
m

ai
ns

 a
ft

er
 th

e 
Bi

dd
er

’s
 ri

sk
 m

iti
ga

tio
ns

 a
re

 c
on

sid
er

ed
. 



S
o

lic
it

at
io

n
 N

o
. 

– 
N

o
 d

e 
l’i

n
vi

ta
ti

o
n

 
A

m
d

. 
N

o
 –

 N
o
 d

e 
la

 m
o

d
if

. 
B

u
ye

r 
ID

 –
 I

d
 d

e 
l’a

ch
et

eu
r 

B
88

15
-1

70
23

0 
  

  
  

  
  

  
   

  
  

  
   

  
  

  
   

  
  

  
   

  
  

  
  

   
  

  
  

   
  

  
  

   
   

  
  

  
  

  
   

  
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

   
  

   
  

  
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

  
   

  
  

  
  1

41
X

L 
 C

li
en

t 
R

ef
. N

o
. –

 N
o
 d

e 
ré

f.
 D

e 
cl

ie
n

t 
F

il
e 

N
o

. –
 N

o
 d

u
 d

o
ss

ie
r 

C
C

C
 N

o
./ 

N
o
 C

C
C

 –
 F

M
S

 N
o

/ N
o

 V
M

E
 

B
8

8
1

5
-1

70
2

3
0 

 

P
ag

e 
81

 o
f 9

9 

 Fo
r e

ac
h 

Cr
ite

rio
n,

 B
id

de
rs

 w
ill

 b
e 

sc
or

ed
 o

n 
a 

0-
5 

ra
tin

g 
gu

id
e 

us
in

g 
on

e 
of

 th
e 

ap
pl

ic
ab

le
 sc

al
e.

 S
co

re
s w

ill
 b

e 
di

st
rib

ut
ed

 a
s f

ol
lo

w
s:

 

0 
– 

re
ce

iv
es

 0
%

 o
f t

he
 p

oi
nt

s a
ss

ig
ne

d 
to

 a
 c

rit
er

io
n 

1 
– 

re
ce

iv
es

 2
0%

 o
f t

he
 p

oi
nt

s a
ss

ig
ne

d 
to

 a
 c

rit
er

io
n 

2 
– 

re
ce

iv
es

 4
0%

 o
f t

he
 p

oi
nt

s a
ss

ig
ne

d 
to

 a
 c

rit
er

io
n 

3 
– 

re
ce

iv
es

 6
0%

 o
f t

he
 p

oi
nt

s a
ss

ig
ne

d 
to

 a
 c

rit
er

io
n 

4 
– 

re
ce

iv
es

 8
0%

 o
f t

he
 p

oi
nt

s a
ss

ig
ne

d 
to

 a
 c

rit
er

io
n 

5 
– 

re
ce

iv
es

 1
00

%
 o

f t
he

 p
oi

nt
s a

ss
ig

ne
d 

to
 a

 c
rit

er
io

n 

 Fo
r e

xa
m

pl
e,

 if
 a

 b
id

 o
bt

ai
ns

 a
 3

 in
 th

e 
ev

al
ua

tio
n 

of
 R

-2
.1

, t
he

n 
th

e 
Bi

dd
er

’s 
sc

or
e 

fo
r t

ha
t c

rit
er

io
n 

w
ou

ld
 b

e 
ca

lc
ul

at
ed

 a
s f

ol
lo

w
s:

 

 Sc
or

e 
of

 3
 =

 6
0%

 

W
ei

gh
t o

f c
rit

er
ia

 R
.2

.1
 –

 Im
pl

em
en

ta
tio

n 
Pl

an
 =

 7
30

 p
oi

nt
s 

Th
er

ef
or

e,
 6

0%
 x

 7
30

 p
oi

nt
s =

 4
38

 p
oi

nt
s



S
o

lic
it

at
io

n
 N

o
. 

– 
N

o
 d

e 
l’i

n
vi

ta
ti

o
n

 
A

m
d

. 
N

o
 –

 N
o
 d

e 
la

 m
o

d
if

. 
B

u
ye

r 
ID

 –
 I

d
 d

e 
l’a

ch
et

eu
r 

B
88

15
-1

70
23

0 
  

  
  

  
  

  
   

  
  

  
   

  
  

  
   

  
  

  
   

  
  

  
  

   
  

  
  

   
  

  
  

   
   

  
  

  
  

  
   

  
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

   
  

   
  

  
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

  
   

  
  

  
  1

41
X

L 
 C

li
en

t 
R

ef
. N

o
. –

 N
o
 d

e 
ré

f.
 D

e 
cl

ie
n

t 
F

il
e 

N
o

. –
 N

o
 d

u
 d

o
ss

ie
r 

C
C

C
 N

o
./ 

N
o
 C

C
C

 –
 F

M
S

 N
o

/ N
o

 V
M

E
 

B
8

8
1

5
-1

70
2

3
0 

 

P
ag

e 
82

 o
f 9

9 

 N
o.

 
Ev

al
ua

tio
n 

Ar
ea

 
Bi

d 
Su

bm
is

si
on

 R
eq

ui
re

m
en

ts
 

Ev
al

ua
tio

n 
Cr

ite
ria

 

R5
 

R5
.1

 

IT
 S

ec
ur

ity
 

Po
lic

ie
s a

nd
 

Pr
oc

ed
ur

es
 

(C
on

tr
ol

s)
 

Th
e 

Bi
dd

er
 m

us
t 

de
m

on
st

ra
te

 it
s 

ab
ili

ty
 t

o 
co

m
pl

y 
w

ith
 t

he
 

IT
 

se
cu

rit
y 

re
qu

ire
m

en
ts

 
by

 
m

ai
nt

ai
ni

ng
 

po
lic

ie
s 

an
d 

pr
oc

ed
ur

es
 th

at
 s

up
po

rt
 IT

 s
ec

ur
ity

 th
ro

ug
ho

ut
 th

e 
Co

nt
ra

ct
 

by
 

pr
ov

id
in

g 
ev

id
en

ce
 

of
 

an
y 

ex
ist

in
g 

po
lic

ie
s 

an
d 

pr
oc

ed
ur

es
 

th
at

 
su

pp
or

t 
th

e 
se

cu
rit

y 
co

nt
ro

l 
fa

m
ili

es
 

de
sc

rib
ed

 i
n 

An
ne

x 
E 

– 
Go

ve
rn

m
en

t 
of

 C
an

ad
a 

Se
cu

rit
y 

Co
nt

ro
l P

ro
fil

e 
fo

r C
lo

ud
-b

as
ed

 G
C 

Se
rv

ic
es

.  
 

Th
e 

Bi
dd

er
 m

us
t 

de
sc

rib
e 

ho
w

 i
ts

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 
al

ig
n 

to
 

th
e 

se
cu

rit
y 

co
nt

ro
l 

fa
m

ili
es

 
by

 
pr

ov
id

in
g 

th
e 

fo
llo

w
in

g 
in

fo
rm

at
io

n 
on

 c
ur

re
nt

 p
ol

ic
ie

s a
nd

 p
ro

ce
du

re
s:

 

(a
) 

na
m

e 
of

 p
ol

ic
y 

an
d/

or
 p

ro
ce

du
re

 

(b
) 

its
 p

ur
po

se
 

(c
) 

its
 sc

op
e 

(d
) 

th
e 

ro
le

s a
nd

 re
sp

on
sib

ili
tie

s t
ha

t a
re

 d
es

cr
ib

ed
 

w
ith

in
 th

e 
po

lic
y 

an
d/

or
 p

ro
ce

du
re

 

(e
) 

ho
w

 it
 e

ns
ur

es
 c

oo
rd

in
at

io
n 

am
on

g 
or

ga
ni

za
tio

na
l 

en
tit

ie
s 

(f)
 

ho
w

 it
 e

ns
ur

es
 c

om
pl

ia
nc

e 
w

ith
in

 th
e 

or
ga

ni
za

tio
n 

N
ot

e:
   

Th
e 

Bi
dd

er
 m

us
t p

ro
vi

de
 s

uf
fic

ie
nt

 d
et

ai
l w

ith
 re

ga
rd

 
to

 
its

 
po

lic
ie

s 
an

d 
pr

oc
ed

ur
es

 
in

 
or

de
r 

fo
r 

Ca
na

da
 

to
 

ev
al

ua
te

 th
is 

re
sp

on
se

 in
 fu

ll 

Ca
na

da
 w

ill
 e

va
lu

at
e 

th
e 

de
gr

ee
 t

o 
w

hi
ch

 t
he

 B
id

de
r’s

 r
es

po
ns

e 
de

m
on

st
ra

te
s t

ho
ro

ug
hn

es
s a

nd
 e

ffe
ct

iv
en

es
s i

n 
ac

hi
ev

in
g 

th
e 

le
ve

l 
of

 s
ec

ur
ity

 re
pr

es
en

te
d 

by
 th

e 
se

cu
rit

y 
co

nt
ro

l f
am

ili
es

 d
es

cr
ib

ed
 in

 
An

ne
x 

E 
– 

Go
ve

rn
m

en
t o

f C
an

ad
a 

Se
cu

rit
y 

Co
nt

ro
l P

ro
fil

e 
fo

r C
lo

ud
-

ba
se

d 
GC

 S
er

vi
ce

s.
 

 Ca
na

da
 w

ill
 e

va
lu

at
e 

th
e 

de
gr

ee
 t

o 
w

hi
ch

 t
he

 B
id

de
r’s

 r
es

po
ns

e 
de

m
on

st
ra

te
s 

ef
fe

ct
iv

e 
po

lic
y 

an
d 

pr
oc

ed
ur

al
 

su
pp

or
t 

fo
r 

IT
 

Se
cu

rit
y 

in
cl

ud
in

g 
te

ch
ni

ca
l, 

op
er

at
io

na
l a

nd
 m

ai
nt

en
an

ce
 s

ec
ur

ity
 

ar
ea

s,
 i

nc
lu

di
ng

 t
he

 B
id

de
r’s

 a
nt

ic
ip

at
ed

 s
ub

co
nt

ra
ct

or
s 

w
he

re
 

ap
pr

op
ria

te
.  

 

    



S
o

lic
it

at
io

n
 N

o
. 

– 
N

o
 d

e 
l’i

n
vi

ta
ti

o
n

 
A

m
d

. 
N

o
 –

 N
o
 d

e 
la

 m
o

d
if

. 
B

u
ye

r 
ID

 –
 I

d
 d

e 
l’a

ch
et

eu
r 

B
88

15
-1

70
23

0 
  

  
  

  
  

  
   

  
  

  
   

  
  

  
   

  
  

  
   

  
  

  
  

   
  

  
  

   
  

  
  

   
   

  
  

  
  

  
   

  
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

   
  

   
  

  
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

  
   

  
  

  
  1

41
X

L 
 C

li
en

t 
R

ef
. N

o
. –

 N
o
 d

e 
ré

f.
 D

e 
cl

ie
n

t 
F

il
e 

N
o

. –
 N

o
 d

u
 d

o
ss

ie
r 

C
C

C
 N

o
./ 

N
o
 C

C
C

 –
 F

M
S

 N
o

/ N
o

 V
M

E
 

B
8

8
1

5
-1

70
2

3
0 

 

P
ag

e 
83

 o
f 9

9 

R5
.2

 
IT

 S
ec

ur
ity

 
To

po
lo

gy
 

Di
ag

ra
m

 

Th
e 

Bi
dd

er
 m

us
t p

ro
vi

de
 a

n 
IT

 se
cu

rit
y 

to
po

lo
gy

 
di

ag
ra

m
 w

hi
ch

 sh
ou

ld
 in

cl
ud

e 
th

e 
fo

llo
w

in
g 

co
m

po
ne

nt
s:

 
 

i. 
in

te
rf

ac
es

  -
 se

pa
ra

te
 b

ul
le

t f
or

 e
ac

h 
ca

te
go

ry
 

ii.
 

w
eb

 
iii

. 
ap

pl
ic

at
io

ns
 

iv
. 

da
ta

ba
se

s 
v.

 
se

cu
rit

y 
de

vi
ce

s 
vi

. 
sy

st
em

 m
an

ag
em

en
t 

vi
i. 

ba
ck

up
 in

fr
as

tr
uc

tu
re

 
 

Th
e 

Bi
dd

er
 m

us
t 

pr
ov

id
e 

on
e 

or
 m

or
e 

of
 t

he
 f

ol
lo

w
in

g,
 

w
hi

ch
 

de
fin

e 
in

fo
rm

at
io

n 
sy

st
em

s 
co

m
po

ne
nt

s 
an

d 
fu

nc
tio

ns
 to

 b
e 

se
pa

ra
te

d 
by

 b
ou

nd
ar

y 
pr

ot
ec

tio
n 

de
vi

ce
s:

 

i. 
In

fo
rm

at
io

n 
sy

st
em

 d
es

ig
n 

do
cu

m
en

ta
tio

n;
 

ii.
 

In
fo

rm
at

io
n 

sy
st

em
 a

rc
hi

te
ct

ur
e.

 

Ca
na

da
 w

ill
 e

va
lu

at
e 

th
e 

de
gr

ee
 t

o 
w

hi
ch

 t
he

 B
id

de
r’s

 IT
 s

ec
ur

ity
 

to
po

lo
gy

 d
ia

gr
am

 d
em

on
st

ra
te

s 
th

at
 t

he
 o

ve
ra

ll 
de

sig
n 

pr
ov

id
es

 a
 

se
cu

re
 e

nv
iro

nm
en

t. 

R5
.3

 
Se

cu
rit

y 
O

rg
an

iza
tio

n 

Th
e 

Bi
dd

er
 m

us
t 

de
sc

rib
e 

th
e 

ex
pe

rie
nc

e 
of

 t
he

 s
ec

ur
ity

 
or

ga
ni

za
tio

n 
th

at
 w

ill
 b

e 
re

sp
on

sib
le

 in
 e

ns
ur

in
g 

th
e 

se
cu

rit
y 

of
 th

e 
pr

op
os

ed
 so

lu
tio

n,
 in

cl
ud

in
g 

th
e 

na
m

e 
of

 e
ac

h 
pe

rs
on

, 
th

ei
r r

ol
e 

&
 d

es
cr

ip
tio

n 
of

 th
ei

r d
ut

ie
s,

 th
ei

r e
xp

er
ie

nc
e,

 a
nd

 
ce

rt
ifi

ca
tio

ns
. 

Ca
na

da
 w

ill
 e

va
lu

at
e 

th
e 

de
gr

ee
 to

 w
hi

ch
 th

e 
Bi

dd
er

 d
em

on
st

ra
te

s 
th

at
 th

e 
se

cu
rit

y 
or

ga
ni

za
tio

n:
 

(a
) 

ex
pe

rie
nc

e 
of

 th
e 

pe
rs

on
ne

l s
up

po
rt

in
g 

; 

(b
) 

ro
le

s a
nd

 th
e 

de
sc

rip
tio

n 
of

 th
e 

du
tie

s o
f t

he
 

pe
rs

on
ne

l; 

(c
) 

re
le

va
nc

y 
of

 th
e 

cu
rr

en
t a

nd
 v

al
id

 c
er

tif
ic

at
io

ns
 o

f t
he

 
pe

rs
on

ne
l i

n 
th

at
 ro

le
; a

nd
 

(d
) 

th
e 

pl
an

 o
n 

ho
w

 th
e 

pe
rs

on
ne

l s
ta

y 
cu

rr
en

t w
ith

 
se

cu
rit

y 
tr

en
ds

. 



S
o

lic
it

at
io

n
 N

o
. 

– 
N

o
 d

e 
l’i

n
vi

ta
ti

o
n

 
A

m
d

. 
N

o
 –

 N
o
 d

e 
la

 m
o

d
if

. 
B

u
ye

r 
ID

 –
 I

d
 d

e 
l’a

ch
et

eu
r 

B
88

15
-1

70
23

0 
  

  
  

  
  

  
   

  
  

  
   

  
  

  
   

  
  

  
   

  
  

  
  

   
  

  
  

   
  

  
  

   
   

  
  

  
  

  
   

  
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

   
  

   
  

  
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

  
   

  
  

  
  1

41
X

L 
 C

li
en

t 
R

ef
. N

o
. –

 N
o
 d

e 
ré

f.
 D

e 
cl

ie
n

t 
F

il
e 

N
o

. –
 N

o
 d

u
 d

o
ss

ie
r 

C
C

C
 N

o
./ 

N
o
 C

C
C

 –
 F

M
S

 N
o

/ N
o

 V
M

E
 

B
8

8
1

5
-1

70
2

3
0 

 

P
ag

e 
84

 o
f 9

9 

R5
.4

 
Da

ta
 

Se
gr

eg
at

io
n 

Th
e 

Bi
dd

er
 m

us
t 

pr
ov

id
e 

its
 p

ro
po

se
d 

ap
pr

oa
ch

 t
o 

da
ta

 
se

gr
eg

at
io

n,
 th

at
 sh

ou
ld

 in
cl

ud
e:

 

i. 
in

fo
rm

at
io

n 
sy

st
em

 d
es

ig
n 

do
cu

m
en

ta
tio

n;
 

ii.
 

in
fo

rm
at

io
n 

sy
st

em
 a

rc
hi

te
ct

ur
e;

 a
nd

 
iii

. 
pr

oc
es

s a
nd

 p
ro

ce
du

re
s t

o 
su

pp
or

t d
at

a 
se

gr
eg

at
io

n 
. 

Ca
na

da
 w

ill
 e

va
lu

at
e 

th
e 

de
gr

ee
 to

 w
hi

ch
 th

e 
Bi

dd
er

 d
em

on
st

ra
te

s 
th

at
 it

s p
ro

po
se

d 
ap

pr
oa

ch
 to

 d
at

a 
se

gr
eg

at
io

n:
 

(a
) 

pr
ov

id
es

 lo
gi

ca
l o

r p
hy

sic
al

 d
at

a 
se

gr
eg

at
io

n 
m

an
ag

em
en

t  

(b
) 

pr
ov

id
es

 a
 b

re
ad

th
 o

f d
at

a 
se

gr
eg

at
io

n 
fo

r C
an

ad
a’

s d
at

a 
th

ro
ug

ho
ut

 a
ll 

as
pe

ct
s o

f t
he

 sy
st

em
’s

 fu
nc

tio
na

lit
ie

s a
nd

 
sy

st
em

 a
dm

in
ist

ra
tio

n.
 

R5
.5

 
Di

sp
os

al
 a

nd
 

Sa
ni

tiz
at

io
n 

Th
e 

Bi
dd

er
 m

us
t 

pr
ov

id
e 

its
 p

ro
po

se
d 

ap
pr

oa
ch

 t
o 

th
e 

di
sp

os
al

 a
nd

 sa
ni

tiz
at

io
n 

of
 C

an
ad

a’
s d

at
a,

 in
cl

ud
in

g:
 

i. 
a 

pl
an

 fo
r h

ar
d-

dr
iv

e 
sa

ni
ta

tio
n 

or
 a

n 
ac

tio
n 

pl
an

 if
 

th
e 

sy
st

em
 is

 h
os

te
d 

in
 a

 v
irt

ua
l e

nv
iro

nm
en

t t
ha

t 
w

ill
 e

ns
ur

e 
Ca

na
da

’s
 d

at
a 

is 
no

t o
bt

ai
na

bl
e;

 

ii.
 

a 
pl

an
 fo

r d
at

a 
di

sp
os

al
; 

iii
. 

sy
st

em
 d

isp
os

al
 p

ro
ce

ss
es

 a
nd

 p
ro

ce
du

re
s;

 

iv
. 

a 
pl

an
 fo

r d
es

tr
uc

tio
n 

of
 d

up
lic

at
e 

re
co

rd
s t

ha
t m

ay
 

be
 st

or
ed

 in
 a

 re
co

rd
s m

an
ag

em
en

t s
ys

te
m

 o
r 

ba
ck

up
s;

 a
nd

 

v.
 

th
e 

pr
oc

es
s i

t p
la

ns
 to

 fo
llo

w
 w

he
n 

th
e 

sy
st

em
 is

 n
o 

lo
ng

er
 re

qu
ire

d 
an

d 
is 

be
in

g 
de

co
m

m
iss

io
ne

d.
 

Ca
na

da
 w

ill
 e

va
lu

at
e 

th
e 

de
gr

ee
 to

 w
hi

ch
 th

e 
Bi

dd
er

 d
em

on
st

ra
te

s 
th

at
 i

ts
 p

ro
po

se
d 

ap
pr

oa
ch

 t
o 

th
e 

di
sp

os
al

 a
nd

 s
an

iti
za

tio
n 

of
 

Ca
na

da
’s

 d
at

a 
m

ee
ts

, o
r e

ffe
ct

iv
el

y 
m

iti
ga

te
s 

th
e 

ris
k 

w
he

re
 it

 d
oe

s 
no

t 
m

ee
t, 

th
e 

re
qu

ire
m

en
ts

 f
or

 d
isp

os
al

 a
nd

 s
an

iti
za

tio
n 

of
 d

at
a 

an
d 

IT
 a

ss
et

s 
as

 o
ut

lin
ed

 i
n 

An
ne

x 
E 

– 
Go

ve
rn

m
en

t 
of

 C
an

ad
a 

Se
cu

rit
y 

Co
nt

ro
l P

ro
fil

e 
fo

r 
Cl

ou
d-

ba
se

d 
GC

 S
er

vi
ce

s.
  

Ca
na

da
 w

ill
 

ev
al

ua
te

 t
he

 d
eg

re
e 

of
 t

he
 s

tr
en

gt
hs

, w
ea

kn
es

se
s 

an
d 

ris
ks

 o
f t

he
 

pr
op

os
ed

 a
pp

ro
ac

h.
 



S
o

lic
it

at
io

n
 N

o
. 

– 
N

o
 d

e 
l’i

n
vi

ta
ti

o
n

 
A

m
d

. 
N

o
 –

 N
o
 d

e 
la

 m
o

d
if

. 
B

u
ye

r 
ID

 –
 I

d
 d

e 
l’a

ch
et

eu
r 

B
88

15
-1

70
23

0 
  

  
  

  
  

  
   

  
  

  
   

  
  

  
   

  
  

  
   

  
  

  
  

   
  

  
  

   
  

  
  

   
   

  
  

  
  

  
   

  
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

   
  

   
  

  
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

  
   

  
  

  
  1

41
X

L 
 C

li
en

t 
R

ef
. N

o
. –

 N
o
 d

e 
ré

f.
 D

e 
cl

ie
n

t 
F

il
e 

N
o

. –
 N

o
 d

u
 d

o
ss

ie
r 

C
C

C
 N

o
./ 

N
o
 C

C
C

 –
 F

M
S

 N
o

/ N
o

 V
M

E
 

B
8

8
1

5
-1

70
2

3
0 

 

P
ag

e 
85

 o
f 9

9 

R5
.6

 
Co

nt
in

uo
us

 
M

on
ito

rin
g 

Se
rv

ic
e 

Th
e 

Bi
dd

er
 

m
us

t 
pr

ov
id

e 
its

 
pr

op
os

ed
 

ap
pr

oa
ch

 
to

 
co

nt
in

uo
us

 
m

on
ito

rin
g 

of
 

 
an

d 
in

cl
ud

e 
th

e 
fo

llo
w

in
g 

co
m

po
ne

nt
s:

  

i. 
Th

e 
st

ra
te

gy
 fo

r c
on

tin
uo

us
 m

on
ito

rin
g 

 

ii.
 

Es
ta

bl
ish

ed
 m

ea
su

re
s,

 m
et

ric
s,

 a
nd

 st
at

us
 

m
on

ito
rin

g 
an

d 
co

nt
ro

l a
ss

es
sm

en
ts

 fr
eq

ue
nc

ie
s;

  

iii
. 

De
ta

ils
 o

f d
at

a 
co

lle
ct

io
n 

an
d 

its
 re

po
rt

in
g 

as
pe

ct
s;

 

iv
. 

An
al

ys
is 

m
et

ho
ds

 o
f t

he
 d

at
a 

ga
th

er
ed

 a
nd

 R
ep

or
t 

fin
di

ng
s a

cc
om

pa
ni

ed
 b

y 
re

co
m

m
en

da
tio

ns
; 

v.
 

Re
sp

on
se

 m
ec

ha
ni

sm
s t

o 
as

se
ss

m
en

t f
in

di
ng

s t
o 

in
cl

ud
e 

m
ak

in
g 

de
ci

sio
ns

 to
 e

ith
er

 m
iti

ga
te

 
te

ch
ni

ca
l, 

m
an

ag
em

en
t a

nd
 o

pe
ra

tio
na

l 
vu

ln
er

ab
ili

tie
s;

 o
r a

cc
ep

t t
he

 ri
sk

; o
r t

ra
ns

fe
r i

t t
o 

an
ot

he
r a

ut
ho

rit
y;

 a
nd

 

vi
. 

Re
vi

ew
 a

nd
 u

pd
at

e 
cy

cl
es

 to
 su

pp
or

t c
on

tin
uo

us
 

im
pr

ov
em

en
t a

nd
 m

at
ur

in
g 

m
ea

su
re

m
en

t 
ca

pa
bi

lit
ie

s.
 

Ca
na

da
 w

ill
 e

va
lu

at
e 

th
e 

de
gr

ee
 to

 w
hi

ch
 th

e 
Bi

dd
er

 d
em

on
st

ra
te

s 
th

at
 it

s p
ro

po
se

d 
ap

pr
oa

ch
 to

 c
on

tin
uo

us
 m

on
ito

rin
g 

of
  p

ro
vi

de
s:

 

(a
) 

Hi
gh

 o
pe

ra
tio

na
l v

isi
bi

lit
y;

 

(b
) 

st
ro

ng
, e

ffe
ct

iv
e,

 a
nd

 e
ffi

ci
en

t c
ha

ng
e 

co
nt

ro
l 

m
an

ag
em

en
t; 

(c
) 

ad
he

re
nc

e 
to

 in
ci

de
nt

 re
sp

on
se

 d
ut

ie
s a

s o
ut

lin
ed

 in
  

An
ne

x 
E 

– 
Go

ve
rn

m
en

t o
f C

an
ad

a 
Se

cu
rit

y 
Co

nt
ro

l P
ro

fil
e 

fo
r C

lo
ud

-b
as

ed
 G

C 
Se

rv
ic

es
 o

f t
he

 so
lic

ita
tio

n;
 a

nd
 

(d
) 

ad
he

re
nc

e 
to

 m
on

ito
rin

g 
re

qu
ire

m
en

ts
 o

ut
lin

ed
 in

   
An

ne
x 

E 
– 

Go
ve

rn
m

en
t o

f C
an

ad
a 

Se
cu

rit
y 

Co
nt

ro
l P

ro
fil

e 
fo

r 
Cl

ou
d-

ba
se

d 
GC

 S
er

vi
ce

s o
f t

he
 so

lic
ita

tio
n.

 

 



S
o

lic
it

at
io

n
 N

o
. 

– 
N

o
 d

e 
l’i

n
vi

ta
ti

o
n

 
A

m
d

. 
N

o
 –

 N
o
 d

e 
la

 m
o

d
if

. 
B

u
ye

r 
ID

 –
 I

d
 d

e 
l’a

ch
et

eu
r 

B
88

15
-1

70
23

0 
  

  
  

  
  

  
   

  
  

  
   

  
  

  
   

  
  

  
   

  
  

  
  

   
  

  
  

   
  

  
  

   
   

  
  

  
  

  
   

  
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

   
  

   
  

  
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

   
  

  
  

  
   

  
  

  
  1

41
X

L 
 C

li
en

t 
R

ef
. N

o
. –

 N
o
 d

e 
ré

f.
 D

e 
cl

ie
n

t 
F

il
e 

N
o

. –
 N

o
 d

u
 d

o
ss

ie
r 

C
C

C
 N

o
./ 

N
o
 C

C
C

 –
 F

M
S

 N
o

/ N
o

 V
M

E
 

B
8

8
1

5
-1

70
2

3
0 

 

P
ag

e 
86

 o
f 9

9 

R5
.7

 

In
du

st
ry

 IT
 

Se
cu

rit
y 

Ce
rt

ifi
ca

tio
n 

 

Th
e 

Bi
dd

er
 m

us
t p

ro
vi

de
 p

ro
of

 o
f i

ts
 s

ec
ur

ity
 c

er
tif

ic
at

io
n(

s)
 

an
d 

ap
pl

ic
ab

le
 a

ud
it 

st
an

da
rd

s 
fo

r 
its

 p
ro

po
se

d 
so

lu
tio

n 
in

 
th

e 
fo

rm
 o

f 
a 

co
py

 o
f 

a 
va

lid
 c

er
tif

ic
at

e 
or

 a
ud

it 
st

an
da

rd
 

an
d 

de
sc

rib
e 

ho
w

 t
he

 c
er

tif
ic

at
io

n 
or

 a
ud

it 
st

an
da

rd
 w

as
 

as
se

ss
ed

 a
nd

 o
bt

ai
ne

d 
(e

.g
.: 

3r
d 

pa
rt

y,
 s

el
f-a

ss
es

sm
en

t)
 fo

r 
ea

ch
 IT

 S
ec

ur
ity

 c
er

tif
ic

at
io

n 
an

d 
au

di
t 

st
an

da
rd

 h
el

d,
 s

uc
h 

as
: i. 

Fe
dR

AM
P;

 

ii.
 

Cl
ou

d 
Se

cu
rit

y 
Al

lia
nc

e 
– 

ST
AR

; 

iii
. 

CO
BI

T;
 

iv
. 

IS
O

 2
70

01
; 

v.
 

PC
I D

SS
; 

vi
. 

CM
M

; a
nd

 

vi
i. 

ot
he

rs
. 

Th
e 

Bi
dd

er
 m

us
t 

al
so

 s
tip

ul
at

e 
if 

th
e 

ce
rt

ifi
ca

tio
n 

or
 a

ud
it 

st
an

da
rd

 a
pp

lie
s 

to
 t

he
 w

ho
le

 s
ol

ut
io

n 
or

 t
o 

a 
sp

ec
ifi

ed
 

po
rt

io
n 

of
 th

ei
r s

ol
ut

io
n.

   
 

 

Ca
na

da
 w

ill
 e

va
lu

at
e 

th
e 

de
gr

ee
 to

 w
hi

ch
 th

e 
Bi

dd
er

 d
em

on
st

ra
te

s:
 

(a
) 

th
e 

re
le

va
nc

y 
of

 th
e 

ro
le

 o
f t

he
 m

em
be

r o
f t

he
 B

id
de

r’s
 

te
am

 (e
.g

. J
oi

nt
-V

en
tu

re
 m

em
be

r, 
su

bc
on

tr
ac

to
r)

 w
ho

 
ho

ld
s t

he
 c

er
tif

ic
at

io
n;

 

(b
) 

rig
or

 in
 h

ow
 th

e 
ce

rt
ifi

ca
tio

ns
 w

er
e 

ob
ta

in
ed

; a
nd

 

(c
) 

th
e 

re
le

va
nc

y 
of

 th
e 

Bi
dd

er
’s

 c
er

tif
ic

at
io

ns
 to

 th
is 

so
lic

ita
tio

n.
 

 

R5
.8

 

Id
en

tit
y,

 
Cr

ed
en

tia
l 

an
d 

Ac
ce

ss
 

M
an

ag
em

en
t  

Th
e 

Bi
dd

er
 m

us
t 

pr
ov

id
e 

de
ta

ils
 o

n 
its

 p
ro

po
se

d 
so

lu
tio

n’
s 

Id
en

tit
y,

 
Cr

ed
en

tia
l 

an
d 

Ac
ce

ss
 

M
an

ag
em

en
t 

le
ve

l 
of

 
as

su
ra

nc
e 

ca
pa

bi
lit

ie
s 

w
ith

 r
es

pe
ct

 t
o 

TB
S 

St
an

da
rd

 o
n 

Id
en

tit
y 

an
d 

Cr
ed

en
tia

l 
As

su
ra

nc
e.

  
 T

he
 B

id
de

r 
sh

ou
ld

 
id

en
tif

y 
th

e 
le

ve
l 

of
 a

ss
ur

an
ce

 a
nd

 d
em

on
st

ra
te

 h
ow

 i
t 

m
ee

ts
 th

e 
re

qu
ire

m
en

ts
 o

f t
ha

t l
ev

el
. 

Ca
na

da
 w

ill
 e

va
lu

at
e 

th
e 

de
gr

ee
 to

 w
hi

ch
 th

e 
Bi

dd
er

 d
em

on
st

ra
te

s 
its

 so
lu

tio
n 

al
ig

ns
 w

ith
 th

e 
id

en
tit

y 
an

d 
cr

ed
en

tia
l a

ss
ur

an
ce

 
re

qu
ire

m
en

ts
 d

ef
in

ed
 in

 th
e 

TB
S 

St
an

da
rd

 o
n 

Id
en

tit
y 

an
d 

Cr
ed

en
tia

l A
ss

ur
an

ce
 fo

un
d 

at
  h

tt
p:

//
w

w
w

.tb
s-

sc
t.g

c.
ca

/p
ol

/d
oc

-
en

g.
as

px
?i

d=
26

77
6.

 a
nd

  h
tt

p:
//

w
w

w
.tb

s-
sc

t.g
c.

ca
/p

ol
/d

oc
-

fr
a.

as
px

?i
d=

26
77

6 
. 

  



Solicitation No. – No de l’invitation Amd. No – No de la modif. Buyer ID – Id de l’acheteur 
B8815-170230                                                                                                                                                                                                                141XL 
 

Client Ref. No. – No de réf. De client File No. – No du dossier CCC No./ No CCC – FMS No/ No VME 
B8815-170230 
 

Page 87 of 99 

 



Solicitation No. – No de l’invitation Amd. No – No de la modif. Buyer ID – Id de l’acheteur 
B8815-170230                                                                                                                                                                                                                141XL 
 

Client Ref. No. – No de réf. De client File No. – No du dossier CCC No./ No CCC – FMS No/ No VME 
B8815-170230 
 

Page 88 of 99 

 

ANNEX I 

BIDDER FORMS 

(Form 1) 

BID SUBMISSION FORM 

Bidder's full legal name  

[Note to Bidders: Bidders who are part of a corporate 
group should take care to identify the correct corporation 
as the Bidder.]  

 

 

Authorized Representative of Bidder for evaluation 
purposes (e.g., clarifications) 

 

Name:  

Title:  

Address:  

Telephone #:  

Fax #:  

Email:  

Bidder's Procurement Business Number (PBN) 

[see the Standard Instructions 2003] 

[Note to Bidders: Please ensure that the PBN you provide 
matches the legal name under which you have submitted 
your bid. If it does not, the Bidder will be determined based 
on the legal name provided, not based on the PBN, and 
the Bidder will be required to submit the PBN that matches 
the legal name of the Bidder.]  

 

 

Jurisdiction of Contract:  

Province or Territory in Canada the Bidder wishes to be 
the legal jurisdiction applicable to any resulting contract (if 
other than as specified in solicitation)  

 

 

Former Public Servants   

See the Article in Part 2 of the bid solicitation entitled 
"Former Public Servant” for a definition of "Former Public 
Servant".   

 

Is the Bidder a FPS in receipt of a pension as defined 
in the bid solicitation? 

 

 Yes ____     No ____  

 

If yes, provide the information required by the Article in 
Part 2 entitled "Former Public Servant " 
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(Form 1) 

BID SUBMISSION FORM 

Is the Bidder a FPS who received a lump sum payment 
under the terms of the terms of the Work Force 
Adjustment Directive? 

 

Yes ____     No ____ 

 

If yes, provide the information required by the Article in 
Part 2 entitled "Former Public Servant " 

 

Canadian Content Certification 

As described in the solicitation, bids with at least 80% 
Canadian content are being given a preference.   

[For the definition of Canadian goods and services, consult 
the PWGSC SACC clause A3050T] 

 

On behalf of the Bidder, by signing below, I confirm that 
[check the box that applies]: 

At least 80 percent of the bid price consists 
of Canadian goods and services (as 
defined in the solicitation) 

 

Less than 80 percent of the bid price 
consists of Canadian goods and services 
(as defined in the solicitation) 

 

Hardware:  

(Contracting Authority should only insert when 
Supplemental General Conditions 4001 have been 
inserted in Part 7).  

 

Toll-Free Telephone 
Number for 
maintenance services:  

 

Website for 
maintenance services: 

 

Licensed Software Maintenance and Support: 

(Contracting Authority should only insert when 
supplemental General Conditions 4004 has been inserted 
in Part 7). 

 

Toll-free Telephone 
Access: 

 

Toll-Free Fax Access:  

E-Mail Access:  

Website address for 
web support: 

 

Security Clearance Level of Bidder 

 [include both the level and the date it was granted]  

 [Note to Bidders: Please ensure that the security 
clearance matches the legal name of the Bidder. If it does 
not, the security clearance is not valid for the Bidder.]  

 

 

On behalf of the Bidder, by signing below, I confirm that I have read the entire bid solicitation including the documents 
incorporated by reference into the bid solicitation and I certify that:  

1.   The Bidder considers itself and its products able to meet all the mandatory requirements described in the bid 
 solicitation; 

2.  This bid is valid for the period requested in the bid solicitation;   

3.  All the information provided in the bid is complete, true and accurate; and 

4.   If the Bidder is awarded a contract, it will accept all the terms and conditions set out in the resulting contract 
 clauses included in the bid solicitation. 
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(Form 1) 

BID SUBMISSION FORM 

Signature of Authorized Representative of 
Bidder _________________________________________________ 
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(Form 2) 

SUBSTANTIATION OF TECHNICAL COMPLIANCE FORM 

 

Article of Statement of Work 
that requires substantiation  

by the Bidder 

Bidder Substantiation Reference to additional 
Substantiating Materials  

included in Bid 
 

Mandatory Requirements 
 

  

M1   

M2   

M3   

M4   

M5   

M6   

M7   

M8   

M9   

M10   

M11   

M13   

M14   

M15   

M16   

M17   

M18   

M19   

M20   

M21   

M22   

M23   

M24   

M25   

M26   

M27   

M28   
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M29   

M30   

M31   

M32   

M33   

M34   

M35   

M36   

M37   

M38   

M39   

M40   

M41   

M42   

M43   

M44   

M45   

M46   

M47   

M48   

M49   

M50   

M51   

M52   

M53   

M54   

M55   

M56   

M57   

M58   

M59   

M60   

M61   

M62   

M63   

M64   
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M65   

M66   

M67   
 

Point-Rated Requirements 

 

  

R1   

R2   

R3   

R4   

R5   

R6   

R7   

R8   

R9   

R10   

R11   

R12   

R13   

R14   

R15   

R16   

R17   
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(Form 3) 

OEM CERTIFICATION FORM 

This confirms that the original equipment manufacturer (OEM) identified below has authorized the Bidder 
named below to provide and maintain its products under any contract resulting from the bid solicitation 
identified below. 

Name of OEM  
 

Signature of authorized signatory of OEM  
 

Print Name of authorized signatory of OEM   
 

Print Title of authorized signatory of OEM  
 

Address for authorized signatory of OEM  
 

Telephone no. for authorized signatory of OEM  
 

Fax no. for authorized signatory of OEM  
 

Date signed  
 

Solicitation Number  
 

Name of Bidder   
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(Form 4) 
SOFTWARE PUBLISHER CERTIFICATION FORM 

(to be used where the Bidder itself is the Software Publisher) 

The Bidder certifies that it is the software publisher of all the following software products and that it has all 
the rights necessary to license them (and any non-proprietary sub-components incorporated into the 
software) on a royalty-free basis to Canada pursuant to the terms set out in the resulting contract: 

  

  

  

  

[Bidders should add or remove lines as needed]  
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(Form 5) 
SOFTWARE PUBLISHER AUTHORIZATION FORM 

(to be used where the Bidder is not the Software Publisher) 

This confirms that the software publisher identified below has authorized the Bidder named below to 
license its proprietary software products under the contract resulting from the bid solicitation identified 
below. The software publisher acknowledges that no shrink-wrap or click-wrap or other terms and 
conditions will apply, and that the contract resulting from the bid solicitation (as amended from time to 
time by its parties) will represent the entire agreement, including with respect to the license of the 
software products of the software publisher listed below. The software publisher further acknowledges 
that, if the method of delivery (such as download) requires a user to "click through" or otherwise 
acknowledge the application of terms and conditions not included in the bid solicitation, those terms and 
conditions do not apply to Canada's use of the software products of the software publisher listed below, 
despite the user clicking "I accept" or signalling in any other way agreement with the additional terms and 
conditions. 

 

This authorization applies to the following software products: 

 
  

 

 
  

 

 [Bidders should add or remove lines as needed]   

 
  

 

 
Name of Software Publisher (SP)  

 

 
Signature of authorized signatory of SP  

 

 
Print Name of authorized signatory of SP  

 

 
Print Title of authorized signatory of SP  

 

 
Address for authorized signatory of SP  

 

 
Telephone no. for authorized signatory of SP  

 

 
Fax no. for authorized signatory of SP  

 

 
Date signed  

 

 
Solicitation Number  

 

 
Name of Bidder  
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(Form 6) 
DECLARATION FORM 

 
This declaration form must be submitted as part of the bidding process. Please complete and submit in a sealed envelope 

labelled “Protected” to the attention of Integrity, Departmental Oversight Branch, PWGSC, 11 Laurier Street, Place du 
Portage, Phase III, Tower A, 10A1, Room 108, Gatineau (Québec) Canada K1A 0S5. Include the sealed envelope with your 

bid submission. This form is considered “Protected B” when completed. 
Complete Legal Name of Company:  
Company’s address:  
Company’s Procurement Business Number (PBN):  
Bid Number:  
Date of Bid: (YY-MM-DD) 

 
Have you ever, as the bidder, your affiliates or as one of your directors, been convicted or have pleaded 
guilty of an offence in Canada or similar offence elsewhere under any of the following provisions 1 : 
 Yes No Comments 
Financial Administration Act
80(1) d): False entry, certificate or return 
80(2): Fraud against Her Majesty 
154.01: Fraud against Her Majesty 
 

   

Criminal Code 
121: Frauds on the government and contractor 
subscribing to election fund 
124: Selling or Purchasing Office 
380: Fraud – committed against Her Majesty 
418: Selling defective stores to Her Majesty 
 

 
 
 
 

  

In the last 3 years, have you, as the bidder, your affiliates or one of your directors, been convicted or have 
pleaded guilty of an offence in Canada or elsewhere under any of the following provisions 1: 
Criminal Code 
119: Bribery of judicial officers,... 
120: Bribery of officers 
346: Extortion 
366 to 368: Forgery and other offences resembling 
forgery 
382: Fraudulent manipulation of stock exchange 
transactions 
382.1: Prohibited insider trading 
397: Falsification of books and documents 
422: Criminal breach of Contract 
426: Secret commissions 
462.31 Laundering proceeds of crime 
467.11 to 467.13: Participation in activities of criminal 
organization 
 

   

Competition Act 
45: Conspiracies, agreements or arrangements between 
competitors 
46: Foreign directives 
47: Bid rigging 
49: Agreements or arrangements of federal financial 
institutions 
 

   

________________    
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1  for which no pardon or equivalent has been received. 

 

 
 Yes No Comments 

52: False or misleading representation 
53: deceptive notice of winning a prize 

   

Corruption of Foreign Public Officials Act 
3: Bribing a foreign public official  
4: Accounting 
5: Offence committed outside Canada 
 

   

Controlled Drugs and Substance Act 
5: Trafficking in substance 
6: Importing and exporting 
7: Production of substance 

 

   

Other Acts 
239: False or deceptive statements of the Income Tax 
Act 
327: False or deceptive statements of the Excise Tax Act 

 
Additional Comment 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 I, (name)____________________, (position)__________________________________, of (company name 
bidder)_____________________________ ______________________authorise PWGSC to collect and use 
the information provided, in additional to any other information that may be required to make a determination 
of ineligibility and to publicly disseminate the results. 
 

 
 

I, (name) __________________, (position) ____________________________________, of (company name 
bidder)_________________________________________________certify that the information provided in 
this form is, to the best of my knowledge, true and complete. Moreover, I am aware that any erroneous or 
missing information could result in the cancellation of my bid as well as a determination of 
ineligibility/suspension. 

 

We appreciate your interest in doing business with The Government of Canada and your understanding on the 
additional steps that we need to take to protect the integrity of PWGSC’s procurement process. 
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(Form 7) 
LIST OF NAMES FORM 

 
In accordance with Part 5, Article 5.2 (a) - Integrity Provision – List of Names, please complete the Form 
below. 
 

Complete Legal Name of Company

Company’s address

Company’s Procurement Business Number (PBN)

Solicitation number

Board of Directors (Use Format – first name last name) 
Or put the list as an attachment 

1. Director  
2. Director 
3. Director 
4. Director 
5. Director 
6. Director 
7. Director 
8. Director 
9. Director 
10. Director 
 

Other members
 
 
 
 
 
 
 
 
 
 
 
 

Comments
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 i 

Foreword 

Cloud computing has the potential to deliver agile and flexible IT services. Under the cloud computing 
paradigm, the Government of Canada (GC) relinquishes direct control over many aspects of security and 
privacy, and in doing so, confers a level of trust onto the cloud service provider. At the same time, GC 
departments and agencies using cloud services remain accountable for the confidentiality, integrity, and 
availability of the GC information systems and related information hosted by the cloud service provider. 
GC departments and agencies therefore need to understand cloud security and ensure risks are 
effectively addressed. To enable the adoption of cloud computing, an integrated risk management 
approach will be leveraged to establish cloud-based GC services.  

The risk management framework used by the GC for managing IT security risks of cloud-based GC 
services consist of activities to: 

 Perform security categorization (in terms of confidentiality, integrity, and availability) of each GC 
service being deployed on a cloud service;  

 Select an appropriate set of security controls based on the GC service’s security category; 

 Select the right cloud deployment model and cloud service model for the GC service; 

 Assess the implementation of the security controls in the supporting cloud service; 

 Implement the required security controls in the GC service; 

 Assess the implementation of the security controls in the GC service;  

 Authorize operations of the resulting cloud-based GC service; 

 Continuously monitor the security of the cloud-based GC service during the operation phase; 
and 

 Maintain the authorization state of the cloud-based GC service. 

To support these activities, the GC maintains cloud security control profiles suitable for GC programs 
and services of various sensitivities. Because of the shared nature of cloud computing, each party in a 
cloud-based GC service is responsible for the implementation, operation, and maintenance of a subset 
of the security controls in a profile. Cloud service providers use the security controls allocated to them 
for building and operating conformant cloud services. GC departments and agencies use the security 
controls allocated to them for procuring suitable cloud services and building, operating, and using GC 
services on top of conformant cloud services.       
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Executive Summary 

Cloud computing has introduced a fundamental shift in the way IT services are 
delivered and the Government of Canada (GC) has established a strategy [1] 
that will position itself to leverage this new IT service delivery model. Cloud 
adoption will ensure that the GC can continue to sustain IT service excellence 
during a period of increased demand by Canadians for online services and 
timely access to accurate information.  

A key element to the GC’s successful adoption of cloud computing is to ensure 
that an essential set of standardized security controls are properly 
implemented by cloud service providers (CSPs) to protect their cloud services, 
and by GC departments and agencies to protect the GC services and related 
information that are hosted on these cloud services.  The level of security must 
be commensurate with the specific security needs of each GC service. By 
adhering to a standardized set of security controls, the GC, and more 
specifically departments and agencies, can identify and assess risks and develop 
strategies to appropriately mitigate them.  

This document identifies the baseline security controls that must be 
implemented by CSPs and GC departments and agencies in order to 
appropriately protect cloud-based GC services and related information having a 
security category of Protected B, medium integrity, and medium availability. It 
also documents the context in which these security controls are expected to be 
implemented. 

This security control profile was developed by GC lead security agencies based 
on current IT security risk management guidance from the Communications 
Security Establishment (CSE) [2] and the US National Institute of Standards and 
Technology [3].   

The CSE Information 
Technology Security 
Guidance (ITSG) 33 [2] on IT 
security risk management 
includes recommended 
security control profiles for 
information systems. These 
profiles have been used to 
develop the GC cloud 
profile documented herein.  

This GC cloud profile is also 
heavily influenced by the 
security control profile for 
moderate impact 
information systems 
developed by NIST under 
the Federal Risk and 
Authorization Management 
(FedRAMP) program. 

FedRAMP [9] is the US 
Federal Government risk 
management program that 
provides a standardized 
approach for authorizing 
and monitoring the security 
of cloud services. By 
aligning the GC cloud 
profiles to the FedRAMP 
profiles, the GC can 
maximize both the 
interoperability of cloud 
services and the reusability 
of the authorization 
evidence produced by cloud 
service providers. 
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1. Introduction 

1.1 Background 

The Government of Canada (GC) develops and maintains security control profiles for the 
implementation of cloud-based GC services in support of the GC cloud adoption strategy [1]. A cloud-
based GC service is a GC information system that is deployed over a cloud service. A security control 
profile is a set of IT security controls that an organization establishes as minimum mandatory 
requirements for their information systems. 

The GC cloud security control profiles satisfy Treasury Board of Canada Secretariat (TBS) baseline 
security controls applicable to a generic set of departmental security needs, with due consideration for a 
GC technical context and threat context. 

1.2 Scope and applicability 

This document describes the security control profile for cloud-based GC services and related information 
having a security category of Protected B, medium integrity, and medium availability (PBMM). It 
specifies the security controls that need to be implemented in these information systems, and 
summarizes the context for which they apply. 

The GC cloud PBMM profile is generally applicable to cloud-based services supporting a variety of non-
national interest GC programs and services (e.g. programs or services that support sensitive government 
operations not including international affairs and defence, or federal-provincial affairs). It should only be 
reused in a similar context and only after performing an appropriate analysis. 

1.3 Purpose 

This document is to be used as the primary source of guidance for GC departments and agencies and 
cloud service providers (CSPs) to deploy, authorize, and operate cloud-based GC services. 

1.4 Audience 

This document is to be used by: 

 CSPs to build cloud services suitable for use by the GC; 
 GC program and service managers, business owners, IT project managers, and IT and IT security 

practitioners to procure suitable cloud services and implement GC services over these cloud 
services; and 

 GC and departmental IT security authorities to assess, authorize, and monitor cloud-based GC 
services. 
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2. Context and Assumptions 

This section summarizes the business contexts for which cloud security controls were selected and 
tailored.  

2.1 Business Context 

The GC cloud PBMM profile is suitable for cloud-based services supporting a 
wide range of GC business activities of medium sensitivity and criticality 
involving information to a maximum level of PROTECTED B, which is particularly 
sensitive information as described in the TBS Standard on Organization and 
Administration [4]. Examples of such business activities include, but are not 
limited to, the delivery of social services, taxation, Receiver General functions, 
departmental finance and administration, human resources, public service pay 
and benefits, and providing common and shared services to a broad client base. 

Departments that are candidates for using the GC cloud PBMM profile will 
perform business activities with a maximum security category marking of 
PROTECTED B / Medium Integrity / Medium Availability, as defined in ITSG-33, 
Annex 1, Section 6 [2]. Business activities with such a marking have the 
following general characteristics: 

• Confidentiality – A compromise of the confidentiality of PROTECTED B   
information is reasonably expected to cause a medium level of injury to non-
national interests 

• Integrity – A compromise of the integrity of supporting IT assets is reasonably 
expected to cause a medium level of injury to non-national interests 

• Availability – A compromise of the availability of supporting IT assets is 
reasonably expected to cause a medium level of injury to non-national interests 

• Acceptable residual risks– The business activities require the support of an 
information system operating with the lowest achievable residual risks for the 
security objectives of confidentiality, integrity and availability in a threat 
environment as described in Section 2.3 below. 

 

Table 2-1 characterizes in greater detail suitable business contexts using confidentiality, integrity, and 
availability objectives. It also includes examples of consequences of compromise, business processes, 
and related information. 

Confidentiality: The state 
of being disclosed only to 
authorized principals. [PGS 
[23], adapted] 

Note: In IT security, 
confidentiality generally 
applies to information 
assets. 

Integrity: The state of 
being accurate, complete, 
authentic, and intact. 
[DDSM [22]] 

Note: In IT security, 
integrity generally applies 
to information assets. 
Integrity can also apply to 
business processes, 
software application logic, 
and hardware. 

Availability: The state of 
being accessible and usable 
in a timely and reliable 
manner. [PGS [23], 
adapted] 

Note: In IT security, 
availability generally 
applies to information 
assets, application 
software, and hardware 
infrastructure and its 
components. Availability 
can also apply to processes. 
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Table 2-1 Characterization of Applicable Business Contexts 

Characteristics Descriptions and Examples 

Confidentiality 
Objective 

The business activities involve the processing, transmission, and storage of PROTECTED 
B information that needs to be adequately protected from unintentional disclosure. 

Integrity and 
Availability Objective 

The expected injury from compromise of the integrity and availability of IT assets is 
assessed as medium. IT assets therefore need to be adequately protected from 
integrity and availability compromise. 

Acceptable Residual 
Risks 

The business activities require the support of an information system operating with the 
lowest achievable residual risks for the security objectives of confidentiality, integrity 
and availability. 

Examples of Injuries  Serious civil disorder or unrest 

 Physical pain, injury, trauma, hardship, or illness to individuals 

 Psychological distress or trauma to individuals 

 Financial loss to individuals that affects their quality of life 

 Financial loss to Canadian companies that reduces their competitiveness 

 Inability to conduct criminal investigations or other impediments to effective law 
enforcement 

 Disruption of government business activities that would seriously inconvenience 
Canadians 

Examples of 
Business Processes 

 Payments of benefits, to Canadians, whose disruption or delay could cause 
psychological harm to people 

 Police services whose disruption could cause physical harm to people or lead to civil 
disorder or unrest 

 Financial and reporting processes whose disruption could lead to serious financial 
losses to people or Canadian companies 

 Processing of large financial transactions and payments 

 Processes involving health care records 

Examples of 
Information Assets 

 Personal medical and financial information 

 Personal income tax information 

 Large financial transactions and payments 

 Information that could be used for criminal purposes (e.g., false identity or 
impersonation) 

 Information compiled as part of a criminal investigation 

 Information about an individual’s eligibility for social benefits 

 

Table 2-2 lists the business needs for security that were accounted for in developing the GC cloud 
PBMM profile. Business needs for security are a fundamental element of the IT security risk 
management process. Statements of business needs for security are used to influence the selection and 
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tailoring of security controls, and serve to establish assurance that information systems implement 
these security controls in a way that fully satisfies legislative and regulatory requirements. 

Because of its genericity, the GC cloud PBMM profile may be used to support any GC business activity 
having a security category of PBMM or lower, which could be regulated by any of the thousands of 
legislative and regulatory requirements currently in effect in the GC. To limit the scope while 
maintaining the profile’s genericity, the statement of business needs for security is limited to the 
following instruments: 

 The Policy on Information Management [5];  
 Directive on Information Management Roles and Responsibilities [6]; 
 Directive on Recordkeeping [7]; 
 Access to Information Act [8]; 
 Privacy Act [9]; and 
 Library and Archives of Canada Act [10]. 

Table 2-2 Statement of Business Needs for Security 

ID Ref. Topic 
Business Need for Security 

Statement 

Interpretation in 
the Context of 

Cloud-based GC 
Services 

Supporting Security 
Controls 

(most significant) 

BNS-1 [5], 6.1.4 Authentication 
Integrity 

Non-repudiation 

Deputy heads must ensure the 
authenticity of information for as 
long as it is required to meet 
operational needs and 
accountabilities. 

Cloud-based GC 
services must 
ensure the 
authenticity and 
integrity of the 
information 
resources that 
they manage. 

Note: Where 
signed records or 
documents are 
stored, 
“information 
about the digital 
signature and its 
validation should 
be recorded 
within the 
metadata" [11].  

 AC-3 Access 
enforcement 

 AC-5 Separation of 
duties 

 AC-6 Least privilege 

 AU-10 Non-
repudiation 

 SC-8 Transmission 
confidentiality and 
integrity  

 SC-28 Protection of 
information at rest 
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ID Ref. Topic 
Business Need for Security 

Statement 

Interpretation in 
the Context of 

Cloud-based GC 
Services 

Supporting Security 
Controls 

(most significant) 

BNS-2 [6], 6.2.2 Authentication 
Integrity 

Non-repudiation 

Managers must ensure the 
authenticity and integrity of the 
information of programs and 
services for which they are 
responsible. 

See under BNS-1. See under BNS-1. 

BNS-3 [7], 5.1.1 Integrity 
assurance 

The integrity of information 
resources must be protected. 

See under BNS-1. See under BNS-1. 

BNS-4 [8], 13(1) Confidentiality The head of a government 
institution must protect the 
confidentiality of information 
exempted from the general right 
of access under Subsection 13(1) 
(Information obtained in 
confidence) of the Access to 
Information Act at a level 
commensurate with the 
expected level of injury from 
compromise. 

Cloud-based GC 
services must 
protect the 
confidentiality of 
protected 
information 
resources that 
they manage. 

 AC-3 Access 
enforcement 

 AC-5 Separation of 
duties 

 AC-6 Least privilege 

 SC-8 Transmission 
confidentiality and 
integrity 

 SC-28 Protection of 
information at rest 

BNS-5 [8], 13(2) Authorization To disclosure non-public 
information exempted from the 
general right of access under 
Subsection 13(1) (Information 
obtained in confidence) of the 
Access to Information Act, the 
head of a government institution 
must first obtain the 
authorization from the 
government, organization, or 
institution from which the 
information was obtained. 

This process 
could be built into 
a cloud-based GC 
service. 

 AC-3 Access 
enforcement 

 AC-5 Separation of 
duties 

 AC-6 Least privilege 

 

Note: This process 
would need to be 
implemented through 
an authorization 
function. 
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ID Ref. Topic 
Business Need for Security 

Statement 

Interpretation in 
the Context of 

Cloud-based GC 
Services 

Supporting Security 
Controls 

(most significant) 

BNS-6 [8], 16(2) Confidentiality The head of a government 
institution must protect the 
confidentiality of information 
exempted from the general right 
of access under Subsection 16(2) 
(Security) of the Access to 
Information Act at a level 
commensurate with the 
expected level of injury from 
compromise. 

See under BNS-4. See under BNS-4. 

BNS-7 [8], 16(3) Confidentiality The head of a government 
institution must protect the 
confidentiality of information 
exempted from the general right 
of access under Subsection 16(3) 
(Policing services for provinces 
and municipalities) of the Access 
to Information Act at a level 
commensurate with the 
expected level of injury from 
compromise. 

See under BNS-4. See under BNS-4. 

BNS-8 [8], 17 Confidentiality The head of a government 
institution must protect the 
confidentiality of information 
exempted from the general right 
of access under Section 17 
(Safety of individuals) of the 
Access to Information Act at a 
level commensurate with the 
expected level of injury from 
compromise. 

See under BNS-4. See under BNS-4. 
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ID Ref. Topic 
Business Need for Security 

Statement 

Interpretation in 
the Context of 

Cloud-based GC 
Services 

Supporting Security 
Controls 

(most significant) 

BNS-9 [8], 19(1) Privacy 
(confidentiality 

of personal 
information) 

The head of a government 
institution must protect the 
confidentiality of information 
exempted from the general right 
of access under Subsection 19(1) 
(Personal information) of the 
Access to Information Act at a 
level commensurate with the 
expected level of injury from 
compromise. 

See under BNS-4. See under BNS-4. 

BNS-10 [8], 19(2) Authorization To disclosure non-public 
information exempted from the 
general right of access under 
Subsection 19(1) of Access to 
Information Act (Personal 
information), the head of a 
government institution must first 
obtain authorization from the 
person to whom it relates.   

See under BNS-5. See under BNS-5. 

BNS-11 [8], 20(1) Confidentiality The head of a government 
institution must protect the 
confidentiality of information 
exempted from the general right 
of access under Subsection 20(1) 
(Third party information) of the 
Access to Information Act at a 
level commensurate with the 
expected level of injury from 
compromise. 

See under BNS-4. See under BNS-4. 
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ID Ref. Topic 
Business Need for Security 

Statement 

Interpretation in 
the Context of 

Cloud-based GC 
Services 

Supporting Security 
Controls 

(most significant) 

BNS-12 [8], 21(1) Confidentiality The head of a government 
institution must protect the 
confidentiality of information 
exempted from the general right 
of access under Subsection 21(1) 
(Advice, etc.) of the Access to 
Information Act at a level 
commensurate with the 
expected level of injury from 
compromise. 

See under BNS-4. See under BNS-4. 

BNS-13 [8], 22 Confidentiality The head of a government 
institution must protect the 
confidentiality of information 
exempted from the general right 
of access under Section 22 
(Testing procedures, tests, and 
audits) of the Access to 
Information Act at a level 
commensurate with the 
expected level of injury from 
compromise. 

See under BNS-4. See under BNS-4. 

BNS-14 [8], 23 Confidentiality The head of a government 
institution must protect the 
confidentiality of information 
exempted from the general right 
of access under Section 23 
(Solicitor-client privilege) of the 
Access to Information Act at a 
level commensurate with the 
expected level of injury from 
compromise. 

See under BNS-4. See under BNS-4. 
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ID Ref. Topic 
Business Need for Security 

Statement 

Interpretation in 
the Context of 

Cloud-based GC 
Services 

Supporting Security 
Controls 

(most significant) 

BNS-15 [8], 24(1) Confidentiality The head of a government 
institution must protect the 
confidentiality of information 
exempted from the general right 
of access under Section 24(1) 
(Statutory prohibitions against 
disclosure) of the Access to 
Information Act at a level 
commensurate with the 
expected level of injury from 
compromise. 

See under BNS-4. See under BNS-4. 

BNS-16 [8], 68(1) Confidentiality The head of a government 
institution must protect the 
confidentiality of information 
excluded from the general right 
of access under Subsection 68(1) 
(Canadian Broadcasting 
Corporation) of the Access to 
Information Act at a level 
commensurate with the 
expected level of injury from 
compromise. 

See under BNS-4. See under BNS-4. 

BNS-17 [8], 68(2) Confidentiality The head of a government 
institution must protect the 
confidentiality of information 
excluded from the general right 
of access under Subsection 68(2) 
(Atomic Energy of Canada 
Limited) of the Access to 
Information Act at a level 
commensurate with the 
expected level of injury from 
compromise. 

See under BNS-4. See under BNS-4. 
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ID Ref. Topic 
Business Need for Security 

Statement 

Interpretation in 
the Context of 

Cloud-based GC 
Services 

Supporting Security 
Controls 

(most significant) 

BNS-18 [9], 5(1) Authorization To collect personal information 
from any source other than 
directly from the individual to 
whom it relates, a government 
institution must first obtain the 
authorization from that 
individual. 

See under BNS-5. See under BNS-5. 

BNS-19 [9], 6(2) Integrity 
assurance 

A government institution must 
establish and maintain the 
integrity of personal 
information. 

See under BNS-1. See under BNS-1. 

BNS-20 [9], 7  Authorization To use personal information for 
purposes other than those for 
which it was collected, a 
government institution must first 
obtain the authorization from 
the individual to whom it relates. 

See under BNS-5. See under BNS-5. 

BNS-21 [9], 8(1)  Authorization To disclosure personal 
information for purposes other 
than those specified in Section 8, 
a government institution must 
first obtain the authorization 
from the individual to whom the 
information relates. 

See under BNS-5. See under BNS-5. 

BNS-22 [9], 14  Timeliness Where access to personal 
information is requested under 
Subsection 12(1) of the Privacy 
Act, the head of the government 
institution to which the request 
is made must give the individual 
who made the request access to 
the information within 30 days 
after the request is received. 

Cloud-based GC 
services must 
ensure the 
availability of 
information to 
support this BNS. 

 CP-9 Information 
system backup 

 CP-10 Information 
system recovery 
and reconstitution 
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ID Ref. Topic 
Business Need for Security 

Statement 

Interpretation in 
the Context of 

Cloud-based GC 
Services 

Supporting Security 
Controls 

(most significant) 

BNS-23 [10], 
10(1)(b) 

Timeliness The publisher of an electronic 
publication made available in 
Canada shall provide the 
contents of that publication to 
the Librarian and Archivist 7 days 
after receiving a request from 
the Librarian and Archivist or as 
specified in the request. 

See under BNS-
22. 

See under BNS-22. 

BNS-24 [10], 12(1) Authorization The Librarian and Archivist, or a 
person duly delegated by the 
Librarian and Archivist, must 
authorize the disposal of 
government and ministerial 
records. 

IM solutions must 
support 
authorized 
disposition of 
information.  

 AC-3 Access 
enforcement 

 AC-5 Separation of 
duties 

 AC-6 Least privilege 

BNS-25 [10], 12(3) Authorization The head of a government 
institution shall authorize access 
by the Librarian and Archivist to 
a record under the institution's 
control to which Subsection 
24(1) (Statutory prohibitions 
against disclosure as set out in 
Schedule II) of the Access to 
Information Act applies. 

See under BNS-5. See under BNS-5. 

BNS-26 [10], 15.1 Timeliness A department shall send to the 
Librarian and Archivist the 
written report referred to in 
Subsection 40(2) of the Financial 
Administration Act within six 
months after the completion of 
any data collection done for the 
purposes of public opinion 
research carried out under a 
contract at the request of the 
department and for the exclusive 
use of Her Majesty in right of 
Canada. 

See under BNS-
22. 

See under BNS-22. 
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2.2 Technical Context 

The technical context for the GC cloud PBMM profile is defined by the cloud services and the GC services 
that are operating over these cloud services. 

For cloud services, the GC cloud PBMM profile applies to:  

 All existing CSP offerings; 
 All cloud deployment models (public cloud, community cloud, private cloud, hybrid cloud) as 

defined by NIST [12]; and  
 All cloud service models (infrastructure as a service, platform as a service, software as a service) 

as defined by NIST [12]. 

For GC services, the technical context is dictated largely by the cloud service offerings and there are no 
limits to what that context may be. The GC cloud PBMM profile neither prescribes nor proscribes any 
particular technologies and it should generally be suitable for any technical context provided by CSPs in 
their cloud service offerings. 

2.3 Threat Context 

The GC cloud PBMM profile has been developed to protect departmental business activities from IT-
related threats that are relevant to both the business context and the technical context. In addition to 
the objective of protecting GC business activities, the profile aims to protect the cloud-based GC 
services. This approach is necessary as threats may be directed towards IT assets for no other reasons 
than to compromise technical components and benefit from their resources, irrespective of the type of 
business activities being supported by these IT assets. 

For example, many attackers are not interested in GC information or in disrupting GC business activities; 
rather, they are interested in compromising cloud and non-cloud information systems in order to 
perform illegal acts, such as storing illegal data (e.g., images or movies) and covertly sharing that data 
with other criminals, performing denial of service attacks on commercial websites, extorting money, 
sending spam, or infecting computer systems with malware. 

Threat information has been analyzed from multiple sources, including TBS and departmental threat and 
incident reports, in addition to analysis performed by CSE. As a result, the GC cloud PBMM profile, when 
correctly implemented, mitigates to a low residual level the risks from exposure to deliberate threat 
agents of categories from Td1 to Td4, and accidental threats and natural hazards of categories Ta1 to 
Ta3, as described in Table 2-3.  As threat agent capabilities evolve over time, this profile will be updated 
to ensure that the selection of security controls is appropriately adjusted to mitigate new capabilities. 

While this profile was developed by GC lead security agencies considering generic departmental 
requirements as a starting point, departments will still be required to ensure that the threat context is 
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applicable to their environment. Where the threat context differs, it is possible that further tailoring will 
be necessary, or that the department will have to accept higher levels of residual risk. If the differences 
are significant, a different security control profile may need to be selected, if available. Further guidance 
can be obtained from departmental IT security authorities if needed. 

Table 2-3 Summary of Mandatory Threats to be mitigated (by Threat Category) 

Deliberate Threats Accidental Threats 

Category Typical Threat Actors Selected Category Typical Threat Events Selected 

Td1 Non-malicious adversary  
 

Yes Ta1  Minor accidental events (e.g., trip over 
a power cord, enter wrong information) 

Yes 

Td2 Passive, casual adversary with 
minimal resources who is willing 
to take little risk (e.g., listening, 
script kiddie) 

Yes Ta2  Moderate accidental events (e.g., 
render server inoperable, database 
corruption) 

 Minor hardware or software failures 
(e.g., hard disk failure)  

 Minor natural hazards (e.g., localized 
flooding, earthquake compromising 
part of a facility) 

Yes 

Td3 Adversary with minimal resources 
who is willing to take significant 
risk (e.g., unsophisticated 
hackers) 

Yes Ta3  Serious inadvertent or accidental 
events (e.g. fire in a facility, large scale 
database corruption) 

 Moderate mechanical failures (e.g., 
long term facility power failure) 

 Moderate natural hazards (e.g., 
localized flooding or earthquake 
compromising a facility) 

Yes 

Td4 Adversary with moderate 
resources who is willing to take 
little risk (e.g., organized crime, 
sophisticated hackers, 
international corporations) 

Yes Ta4  Serious mechanical failures (e.g., long 
term, city-wide power failure) 

 Serious natural hazards (e.g., 
earthquake with city-wide devastation) 

 Serious inadvertent or accidental 
events 

No 

Td5 Adversary with moderate 
resources who is willing to take 
significant risk (e.g., organized 
crime, international terrorists) 

No 

 

 

Ta5  Very serious mechanical failures (e.g., 
long term, regional power failure) 

 Very serious natural hazard (e.g., 
earthquake with regional or national 
devastation)  

 Very serious inadvertent or accidental 
events 

No 

Td6 Adversary with abundant 
resources who is willing to take 
little risk (e.g., well-funded 
national laboratory, nation-state, 
international corporation) 

No    
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Deliberate Threats Accidental Threats 

Category Typical Threat Actors Selected Category Typical Threat Events Selected 

Td7 Adversary with abundant 
resources who is willing to take 
extreme risk (e.g., nation-states in 
time of crisis) 

No    
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3. IT Security Approaches 

3.1 Alignment with other Cloud Security Control Profiles 

It is part of the GC cloud adoption strategy [1] to align GC cloud profiles with those of the Federal Risk 
and Authorization Management Program (FedRAMP) and other cloud-related initiatives, notably, the 
Cloud Security Alliance (CSA) [13], the US Defense Information System Agency (DISA) [14], and the 
International Organization for Standardization (ISO) [15]. This strategic alignment will help ensure 
interoperability between cloud service offerings, and the reusability of the IT security evidence used by 
other programs to certify or authorize cloud services. 

3.2 Holistic Approach to IT Security 

Unlike other cloud security control profiles, the GC cloud PBMM profile covers not just the CSP cloud 
service infrastructure but all of the CSP and GC infrastructure components that are used to both provide 
and consume cloud-based GC services. This holistic approach to IT security provides a stronger 
foundation to identify and mitigate risks to cloud-based GC services and related information from both a 
service or information hosting perspective and a service consumption or information use perspective.  

As illustrated in Figure 3-11, the coverage of the GC cloud PBMM profile includes the CSP’s cloud services 
infrastructure (consisting of people, processes, and technology), the GC service or information that is 
hosted on CSP’s cloud services, the GC user devices and networks that are used to consume the cloud-
based GC service or access GC information, and any other infrastructure components where related GC 
information may reside.   

                                                           
1 Figure based on NIST SP 500-292 Cloud Computing Reference Architecture and NIST SP 500-299 Cloud Computing 
Security Reference Architecture 
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Figure 3-1 Scope of GC Cloud PBMM Profile 

The scope of the GC cloud PBMM profile can be demonstrated using the following use cases: 

1) A GC user accesses a cloud-based GC service from a GC local network.  
2) A GC user accesses a cloud-based GC service from a GC local wireless network. 
3) A GC user accesses a cloud-based GC service from the internet. 
4) A CSP user accesses the cloud service environment from the CSP’s local network.  
5) A CSP user accesses the cloud service environment from the CSP’s local wireless network. 
6) A CSP user accesses the cloud service environment from the internet. 
7) A GC user stores cloud-hosted information on a portable storage media. 
8) A CSP user stores GC or CSP information on a portable storage media. 
9) A GC system administrator creates a backup of cloud-hosted information and sends the backup 

media at an alternative facility. 
10) The CSP uses an alternate facility to support their cloud service contingency plan. 
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In this holistic approach to cloud security, the majority of the security controls in the GC cloud PBMM 
profile needs to be implemented by both the CSP and GC departments and agencies, while some 
security controls need to be implement only by one or the other. The presence of these party-specific 
security controls is a direct result of the GC cloud adoption strategy (discussed in Section 3.1). It reflects 
the delta between cloud-based security control profiles and the generic ITSG-33 PBMM profile that GC 
departments and agencies are recommended to implement (in current GC IT security risk management guidance) 

for all information systems supporting their GC programs and services.  

3.3 IT Security Engineering Principles 

In addition to the business, technical, and threat contexts documented in previous sections, the 
selection of security controls for the GC cloud PBMM profile was also influenced by the choice of 
security engineering best-practices applied to the implementation of dependable information systems. 
This profile is meant to address the IT security needs of a broad range of business activities, from day-to-
day office work to citizen-facing service delivery applications to common and shared service 
infrastructure support. The protection of business activities call for security approaches where, at a 
minimum, the following main security engineering best-practices are applied: 
 

 Defence-in-depth: technical, operational (including personnel and physical), and management 
security controls are used in a mutually supportive manner to mitigate risks (e.g., technical 
access controls used to protect sensitive databases, and additional physical security to prevent 
unauthorized personnel to physically access the database servers). 

 Least-privilege: users are provided only the minimum access necessary to perform their duties 
(e.g., day-to-day tasks are performed using limited user accounts only, not administrative 
accounts). 

 Prevent-detect-analyze-respond-recover (PDARR): prevents attacks from being successful to the 
maximum extent feasible and then ensures that successful attacks can be detected and 
contained, IT assets can be restored to a secure and authentic state, and lessons learned are 
documented and used to improve the security posture of information systems. 

 Layered defence: ensures that the various layers of an information system such as applications, 
databases, platforms, middleware, and communications are adequately protected. This 
approach reduces the risk that a weakness in one part of the information system could be 
exploited to circumvent safeguards in other parts (e.g., SQL injection application-layer attacks 
bypassing network-layer boundary protection). 

The broad range of applicability of this profile does not lend itself easily to the use of a set of IT security 
approaches where strict boundary protection and strong physical and personnel security are used as the 
main protection measures (this approach could potentially afford the use of weaker internal security 
controls). In contrast, this profile suggests a balanced set of security controls to reduce the risks of 
compromised internal elements of an information system being used to easily compromise additional 
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elements. This profile also suggests security controls to detect, respond, and recover gracefully from 
security incidents. Many of these controls are operational controls that a mature CSP should have in 
place, not only for security reasons, but also for the efficient and cost-effective day-to-day operations 
and management of information systems. 

Note: While selecting security controls is somewhat subjective, considerable effort was made to include 
security controls that mitigate real threats, and that can be implemented using readily available COTS 
products. As well, the selection of security controls was aligned to existing cloud security best practices 
and international cloud security certifications. Security controls that specify a specialized or advanced 
capability not required for all information systems were excluded from this security profile. 
Furthermore, every effort was made to achieve the appropriate balance between usability and security. 

3.4 Multi-tenant Separation 

There are threats specific to cloud computing that may not necessarily be mitigated to a sufficient 
degree by conforming to a standard set of security controls developed for non-cloud IT environments. In 
the absence of additional security controls to mitigate these cloud-specific threats, it is reasonable to 
expect a conforming cloud service to be operating at higher levels of residual risk than what would 
normally be expected in a more-traditional IT environment. 

The most-significant increase in risk comes from the presence within cloud environments of multiple 
tenants, which may be operating under very different security requirements. A tenant operating under a 
less-stringent set of security controls could expose another tenant to unacceptable levels of risk because 
their respective cloud-based services are operating within a common logical environment over a 
common physical platform.  One way to reduce this exposure is to separate the tenants whereby 
tenants with similar security requirements are grouped together and each group is provided with 
separate logical environments over a common physical platform, or completely separate physical 
environments. The physical separation reduces exposure more than logical separation. However, the 
downside of physical separation is a decrease in the hardware consolidation ratio, and a corresponding 
increase in costs to CSPs and, ultimately, to their consumers. 

CSE provides network security zoning recommendations in ITSG-22 [16] and ITSG-38 [17], that, if 
implemented correctly in a cloud environment, would result in relatively strong multi-tenant 
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separation2.  GC departments and agencies will need to determine if and how authorized CSPs have 
implemented multi-tenant separation and must ensure that related threats and risks are taken into 
account when provisioning cloud services for their cloud-based GC service implementation initiatives.  

3.5 Security Control Tailoring 

The GC cloud PBMM profile specifies a baseline of security controls suitable to protect business 
processes and information as described in Section 2.1. The profile aims to ensure the appropriate 
mitigation of threats that could compromise through cloud-based GC services the confidentiality, 
integrity, and availability of IT assets supporting GC programs, services, and business activities.  

Further tailoring of this profile for specific departmental security needs may be required.  However, GC 
organizations may need to limit tailoring to security controls that are within their scope of responsibility, 
as their ability to influence change in public cloud service offerings will likely be limited. This may apply 
to a lesser degree in private cloud service offerings, where the ability to negotiate changes to security 
controls is greater. This analysis is critical as it will define which deployment model can best meet a 
department’s requirement. If deemed necessary, further tailoring of this profile to satisfy specific 
departmental security needs will have to take into account the complex and subtle relationships 
between cloud consumers and CSPs as well as their scope of responsibility within the cloud service 
infrastructure.  

To assist with tailoring and implementation, the GC cloud PBMM profile includes a suggested allocation 
of security controls and enhancements to the consumer and provider organizations and the cloud 
computing architecture layers defined in the NIST cloud computing reference architecture [18]. 

                                                           
2 Like other cloud security control profiles (with the exception of ISO/IEC 27017) [8], the GC cloud PBMM profile 
does not directly prescribe multi-tenant separation in its security controls. There are some security controls that 
call for the separation of information flow by type (AC-4) and process isolation (SC-39), but these mechanisms 
alone do not constitute multi-tenant separation. Under security control SC-7, the profile calls for the establishment 
of external and internal boundary protection that could result in a significant degree of separation of tenant 
resources; however, there is no guarantee as the implementation is left to the CSP who could conform to this 
security control without achieving any significant degree of separation. 
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3.6 Procurement Considerations 

Cloud service offerings are being acquired following the standard GC procurement process. This means 
that CSPs are subject to the Public Services and Procurement Canada (PSPC) Industrial Security Program. 
Through this program, the GC will include an appropriate set of security clauses in request for proposals 
(RFPs) for inclusion in cloud services contracts, while CSPs establish a strong personnel and physical 
security foundation for correctly implementing the IT security controls in the GC cloud PBMM profile. 
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4. GC Cloud PBMM Security Control Profile 

Appendix A lists the security controls and control enhancements that constitute the GC cloud PBMM 
profile. This list is also maintained in other forms that are more suitable for use by IT and IT security 
practitioners as input to requirements engineering and other system development lifecycle (SDLC) 
activities.  

While the entire GC cloud PBMM profile applies to a cloud-based GC service, neither the CSP’s nor the 
GC’s scope of responsibility extends to all of the security controls in the profile. This is illustrated in 
Figure 3-1. On the one hand, the profile includes GC-specific security controls that the CSP is not 
expected to implement. On the other hand, the profile includes cloud-specific security controls that GC 
organizations are not expected to implement. This variation in security control responsibility is a direct 
result of the GC cloud strategy taking a holistic approach to IT security (as outlined in Section 3.2), 
conforming to CSE’s recommended security controls, and maintaining an alignment with other cloud 
security initiatives for reasons of compatibility and reusability. The allocation of security control 
responsibility is included in Appendix A.  

 

Figure 4-1 Scope of Responsibility 

From the perspective of the CSP’s infrastructure (delimited in Figure 3-1 by the CSP facilities 
component), the scope of responsibility also varies depending on the cloud service model.  Figure 4-1 is 
a simplified view of the architectural layers to support the depiction of the scope of responsibility as it 
applies to the service models, using the NIST cloud reference architecture [18] and the cloud computing 
layers in NIST 500-299 [19] as the basis of the illustrations. An organization view was added to the cloud 
computing layers for security controls that are implemented by people, for example the development of 
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policies and procedures, the execution of access control procedures, personnel security, security 
assessment and authorization, and risk management.  

Under IaaS, the consumer has the capability to provision 
fundamental computing resources such as operating systems, 
storage, and networking, as well as the application software 
operating over these resources [18]. Consequently, the 
consumer may be responsible for some of the security controls 
of the virtualization infrastructure layer and all of the security 
controls of the consumer organization, platform,  and 
application layers. The consumer has no responsibility for the 
security controls of the hardware and facility layers.  

 

Figure 4-2 Scope of Responsibility for IaaS 

 

Under PaaS,the consumer has the capability to implement 
commercial software products over and custom business 
applications over CSP-provided operating systems, servers, and 
networks , application frameworks, and other program libraries 
and tools [19]. As a result, the consumer may be responsible for 
some of the security controls of the platform layer and all the 
security controls of the consumer organization and application 
layers.  

Figure 4-3 Scope of Responsibility for PaaS 

 

Under SaaS,the consumer has the capability to use CSP-provided 
software products and applications. In some cases, the 
consumer may also have the capability to configure certain 
aspects of a software product or application, for example, 
manage user accounts, create folder structures, or select and 
deselect optional functions. Consequently, the consumer may be 
responsible for some of the security controls of the application 
layer.  

Figure 4-4 Scope of Responsibility for SaaS 
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The allocation of the GC cloud PBMM profile to the the cloud computing archectural layers is included in 
Appendix A.  Table 4-1 provides a summary of the allocation mapped to the following security control 
families: 

AC - Access control MP - Media protection 
AT - Awareness and training PE - Physical and environmental 
AU - Audit & accountability PL - Planning 
CA - Security assessment and authorization PM - Program management 
CM - Configuration management PS - Personnel security 
CP - Contingency planning RA - Risk assessment 
IA - Identification and authentication SA - System and services acquisition 
IR - Incident response SC - System and communications protection 
MA - Maintenance SI - System and information integrity 

 

Table 4-1 Summary of Security Control Responsibility 

 
Cloud Service 

Model 
Architectural 

Layers 
Security Control Families 

Consumer SaaS Application AC, AU, IA, SC, SI 
PaaS Platform AC, AU, CM, CP, IA, MA, SC, SI 
IaaS Virtualization 

Infrastructure 
AC, AU, CM, CP, IA, MA, SC, SI 

All  Facility & 
Hardware 

Not applicable 

All Organization AC, AT, AU, CA, CM, CP, IA, IR, MA, PL, PS, RA, SA, SC, SI 
Cloud 
Service 
Provider  

SaaS Application AC, AU, IA, SC, SI 

PaaS Platform AC, AU, CM, CP, IA, MA, SC, SI 
IaaS Virtualization 

Infrastructure 
AC, AU, CM, CP, IA, MA, SC, SI 

All Facility & 
Physical 

PE 

All Organization AC, AT, AU, CA, CM, CP, IA, IR, MA, MP, PE, PL, PM, PS, RA, 
SA, SC, SI 
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