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RETURN BIDS TO:
RETOURNER LES SOUMISSIONS À:
Bid Receiving - PWGSC / Réception des soumissions -
TPSGC
11 Laurier St./11, rue Laurier
Place du Portage, Phase III
Core 0B2 / Noyau 0B2
Gatineau
Québec
K1A 0S5
Bid Fax: (819) 997-9776 CCC No./N° CCC - FMS No./N° VME

SOLICITATION AMENDMENT
Time Zone

MODIFICATION DE L'INVITATION  
02:00 PM
2019-08-09

Fuseau horaire
Eastern Daylight Saving
Time EDT

Destination:  Other-Autre:

FAX No. - N° de FAX

(   )    -    

Issuing Office - Bureau de distribution

Communication Procurement Directorate/Direction de 
l'approvisionnement en communication
360 Albert St./ 360, rue Albert
12th Floor / 12ième étage
Ottawa
Ontario
K1A 0S5

indicated, all other terms and conditions of the Solicitation

The referenced document is hereby revised; unless otherwise

remain the same.

les modalités de l'invitation demeurent les mêmes.

Ce document est par la présente révisé; sauf indication contraire,

Instructions:  Voir aux présentes

Instructions:  See Herein

Delivery Required - Livraison exigée Delivery Offered - Livraison proposée

Vendor/Firm Name and Address

Comments - Commentaires

Raison sociale et adresse du
fournisseur/de l'entrepreneur

Title - Sujet
Security Printing
Solicitation No. - N° de l'invitation

A0334-174620/B

Client Reference No. - N° de référence du client

A0334-174620
GETS Reference No. - N° de référence de SEAG

PW-$$CW-010-77442

File No. - N° de dossier

cw010.A0334-174620

Solicitation Closes - L'invitation prend fin
at - à
on - le
F.O.B. - F.A.B.

Plant-Usine:

Address Enquiries to: - Adresser toutes questions à:

Gagné, Kathleen

Telephone No. - N° de téléphone

(613) 990-9189 (    )

Destination - of Goods, Services, and Construction:
Destination - des biens, services et construction:

See herein

cw010
Buyer Id - Id de l'acheteur  

Vendor/Firm Name and Address

Raison sociale et adresse du fournisseur/de l'entrepreneur

Facsimile No. - N° de télécopieur

Telephone No. - N° de téléphone

Name and title of person authorized to sign on behalf of Vendor/Firm

(type or print)

Nom et titre de la personne autorisée à signer au nom du fournisseur/

de l'entrepreneur (taper ou écrire en caractères d'imprimerie)

Signature Date

2019-07-31
Date 

001
Amendment No. - N° modif.
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THERE IS A SECURITY REQUIREMENT ASSOCIATED WITH THIS REQUIREMENT 

 
THE PURPOSE OF THIS AMENDMENT IS TO REVISE THE FOLLOWING: 

 
 

1) In PART 7 - RESULTING CONTRACT CLAUSES  
 
DELETE article 7.3  Security Requirements in its entirety and REPLACE WITH the following: 

7.3 Security Requirements 
 
7.3.1 The following security requirements (SRCL and related clauses provided by the Contract Security 

Program) apply and form part of the Contract. 
 
SECURITY REQUIREMENT FOR CANADIAN SUPPLIER:   
PWGSC FILE No A0334-17-4620  
 
1.  The Contractor must, at all times during the performance of the Contract, hold a valid Facility 

Security Clearance at the level of SECRET, with approved Document Safeguarding and 
Production Capabilities at the level of SECRET, issued by the Contract Security Program (CSP) 
of the Industrial Security Sector (ISS), Public Works and Government Services (PWGSC). 

 
2.  The Contractor/Offeror personnel requiring access to CLASSIFIED/PROTECTED information, 

assets or sensitive work site(s) must EACH hold a valid personnel security screening at the level 
of SECRET, granted or approved by the CSP/ISS/PWGSC. 

 
3.  The Contractor MUST NOT utilize its Information Technology systems to electronically process, 

produce or store any sensitive CLASSIFIED/PROTECTED information until the CSP/ISS/PWGSC 
has issued written approval.  After approval has been granted, these tasks may be performed at 
the level of PROTECTED B and an IT Link at the level of PROTECTED B. 

 
4.  Subcontracts which contain security requirements are NOT to be awarded without the prior 

written permission of the CSP/ISS/PWGSC. 
 
5.  The Contractor/Offeror must comply with the provisions of the: 
 

a. Security Requirements Check List, attached at Annex “C” 
b. Industrial Security Manual (Latest Edition). 

7.3.2 Contractor’s Sites or Premises Requiring Safeguarding Measures 
 

7.3.2.1 Where safeguarding measures are required in the performance of the Work, the Contractor 
must diligently maintain up-to-date the information related to the Contractor’s and proposed 
individuals’ sites or premises for the following addresses: 

 
Street Number / Street Name, Unit / Suite / Apartment Number  
City, Province, Territory / State 
Postal Code / Zip Code 
Country 

 
7.3.2.2 The Company Security Officer must ensure through the Contract Security Program that the 

Contractor and individuals hold a valid security clearance at the required level. 
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2) In PART 7 - RESULTING CONTRACT CLAUSES  
 
DELETE article 7.14  SACC Manual Clauses in its entirety and REPLACE WITH the following: 

7.14 Protection and Security of Data Stored in Databases*   
 
1. The Contractor must ensure that all the databases containing any information related to the Work are 

located in Canada or, if the Contracting Authority has first consented in writing, in another country 
where:  

a. equivalent protections are given to personal information as in Canada under legislation such as 
the Privacy Act, R.S. 1985, c.P-21, and the Personal Information Protection and Electronic 
Documents Act, S.C. 2000, c.5, and under any applicable policies of the Government of Canada; 
and 

b. the laws do not allow the government of that country or any other entity or person to seek or 
obtain the right to view or copy any information relating to the Contract without first obtaining the 
Contracting Authority's written consent. 

In connection with giving its consent to locating a database in another country, the Contracting 
Authority may, at its option, require the Contractor to provide a legal opinion (from a lawyer qualified 
in the foreign country) that the laws in that country meet the above requirements, or may require the 
Contractor to pay for Canada to obtain such a legal opinion. Canada has the right to reject any 
request to store Canada's data in a country other than Canada if there is any reason to be concerned 
about the security, privacy, or integrity of Canada's data. Canada may also require that any data sent 
or processed outside of Canada be encrypted with Canada-approved cryptography and that the 
private key required to decrypt the data be kept in Canada in accordance with key management and 
storage processes approved by Canada. 

2. The Contractor must control access to all databases on which any data relating to the Contract is 
stored so that only individuals with the appropriate security clearance are able to access the 
database, either by using a password or other form of access control (such as biometric controls). 

3. The Contractor must ensure that all databases on which any data relating to the Contract is stored 
are physically and logically independent (meaning there is no direct or indirect connection of any kind) 
from all other databases, unless those databases are located in Canada (or in an another country 
approved by the Contracting authority under subsection 1) and otherwise meet the requirements of 
this article. 

4. The Contractor must ensure that all data relating to the Contract is processed only in Canada or in 
another country approved by the Contracting Authority under subsection 1. 

5. The Contractor must ensure that all domestic network traffic (meaning traffic or transmissions initiated 
in one part of Canada to a destination or individual located in another part of Canada) is routed 
exclusively through Canada, unless the Contracting Authority has first consented in writing to an 
alternate route. The Contracting Authority will only consider requests to route domestic traffic through 
another country that meets the requirements of subsection 1. 

6. Despite any section of the General Conditions relating to subcontracting, the Contractor must not 
subcontract (including to an affiliate) any function that involves providing a subcontractor with access 
to any data relating to the Contract unless the Contracting Authority first consents in writing. 

 
* For security reasons, CIRNAC requires that the printing of the card and the personalization 
process both take place in a facility (or facilities) located in Canada. In accordance with the 
requirements for the protection of personal information and data as specified in section A.6.5.1 of 
the Annex “A” Statement of Work, the Contractor must ensure that all personal information and 
data remains within Canada. 
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7.15 SACC Manual Clauses 
 
7.15.1  Inspection and Acceptance  
 
The Technical Authority is the Inspection Authority. All reports, deliverable items, documents, goods and 
all services rendered under the Contract are subject to inspection by the Inspection Authority or 
representative. Should any report, document, good or service not be in accordance with the requirements 
of the Statement of Work and to the satisfaction of the Inspection Authority, as submitted, the Inspection 
Authority will have the right to reject it or require its correction at the sole expense of the Contractor 
before recommending payment. 
 
 
3) ANNEX “C” SECURITY REQUIREMENTS CHECK LIST 
 
DELETE  ANNEX “C” SECURITY REQUIREMENTS CHECK LIST  in its entirety and REPLACE with the 
following: 
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ANNEX “C” 
 
SECURITY REQUIREMENTS CHECK LIST AND PROTECTION PROFILE TABLE 
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PROTECTION PROFILE TABLE 
 

 COMPONENT DESCRIPTION SECURITY 
MARKING 

1 
Blank Polycarbonate substrate prior 
to printing processes 

Thin plastic film which is print 
receptive 

None 

2 
Polycarbonate substrate with one or 
more printing processes completed 

At least one print run has been 
completed. Applies to full sheets 
and partial sheets. 

Secret 

3 Inks 
Lithographic inks used to create the 
secure design of the card 

None 

4 
SCIS Card design included in the 
Contractor’s proposal  None 

5 
Contractor’s personnel involved in 
working on the design/redesign for 
the SCIS cards 

The Contractor’s resources involved 
in the design/redesign  of SCIS 
cards for the production must have 
security clearance at the level of 
Secret and must perform the work 
in Canada 

Secret 

6 Personal Information 
Personal information about an 
individual provided by CIRNAC to 
personalize the SCIS cards. 

Protected B 

7 Specimen SCIS card 

Actual SCIS card populated with 
dummy data. The word 
“SPECIMEN” must be prominently 
laser engraved  

None 

8 Personalized SCIS Card 
This is the finished product which 
contains the card holder 
information. 

Protected B 
until delivered 
to the card 
holder. Then 
“none” 

9 Partially printed or rejected SCIS card 

This is the finished product which 
contains the card holder information 
but was rejected due to a print or 
personalization error. 

Protected B 

10 Finished Blank SCIS cards 

Blank (not personalized) SCIS card. 
This refers to  the state of the card 
prior to personalization.  Card 
holder specific information is all that 
is missing. Includes rejected cards 
that have failed inspection after 
production but before 
personalization. 

Secret 

11 
Electronic Final SCIS Card Designs 
or parts thereof 

Electronic final designs for the 
production stage of the SCIS cards 
which show in detail the security 
features and the linework 
associated with the cards. 

Protected B 

12 
Hard Copy Final SCIS Card Design 
or parts thereof 

Hard copy final designs for the 
production stage of the SCIS cards 
which show in detail the security 

Secret 
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features and the linework 
associated with the cards. 

13 Training Document 

Brochure style document with low 
resolution image of the SCIS card 
which demonstrates the 1st and 2nd 
level security features. 

None 

14 Work Instructions 

Work instructions specifying SCIS 
card assembly details or security 
printing instructions. Work 
instructions will take the form of 
hard copy (paper) and electronic 
copies.  
 
 

Protected B 

15 Origination Materials 

Origination materials are printing 
tools containing the design or the 
partial design of the card. 
Origination materials are used to 
create the card and include, but are 
not limited to: printing plates, dies, 
and screens 

Secret 

16 
Documents describing Tier 3 (covert) 
security features in the card design 

Tier 3 features are used by lab 
technicians to determine the 
authenticity of a document in cases 
where a card has been 
counterfeited at a high level of 
accuracy. 

Secret 

17 Contractor Personalization System 

Hardware and Software (object and 
source) which controls the 
personalization equipment used to 
personalize the SCIS cards. 

None 

18 
Contractor’s protocol  - Card 
database structure 

The format of the database that will 
be used to store the personal 
information provided by the 
CIRNAC for the SCIS card prior to 
personalization. 

None 

19 
Data Transfer link between CIRNAC 
and the Contractor 

This is the link that CIRNAC will use 
to transmit the card requests to the 
Contractor. Each card request will 
include card holder data and a 
corresponding photograph of the 
card holder. 

Protected B 

20 
Long term storage media on which 
personal information or design files 
are stored. 

Hard drives, SSDs, CD, USB keys, 
DVDs, Tapes, or other storage 
media on which personal 
information or design files are 
stored. 

Protected B 
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ALL OTHER TERMS AND CONDITIONS OF THE REQUEST FOR PROPOSAL REMAIN 

UNCHANGED 
 
 
If your proposal has already been submitted it can be modified by submitting an amendment identified 
with file no. A0334-174620/B to Public Works and Government Services Canada (PWGSC) Bid Receiving 
Unit by the date, time and place indicated on page 1 of the current amendment. 
 
 
Note:  For bidders choosing to submit using epost Connect for bids closing at the Bid Receiving Unit in 
the National Capital Region (NCR) the email address is: 
 
tpsgc.dgareceptiondessoumissions-abbidreceiving.pwgsc@tpsgc-pwgsc.gc.ca 
 

 
Note: Bids will not be accepted if emailed directly to this email address. This email address is to be used 
to open an epost Connect conversation, as detailed in Standard Instructions 2003, or to send bids 
through an epost Connect message if the bidder is using its own licensing agreement for epost Connect. 
 
Due to the nature of the Request for Proposal, transmission of offers by facsimile to PWGSC will 
be accepted. 
 

 


