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Title - Sujet
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Solicitation No. - N° de l'invitation Amendment No. - N° modif.

A0334-174620/B 001
Client Reference No. - N° de référence du client Date
A0334-174620 2019-07-31

GETS Reference No. - N° de référence de SEAG
PW-$$CW-010-77442

File No. - N° de dossier
cw010.A0334-174620

CCC No./N° CCC - FMS No./N° VME

Solicitation Closes - L'invitation prend fin |T'MeZone

at-a 02:00PM Fuseau horaire .
2019-08-09 Eastern Daylight Saving

on-le Time EDT

F.O.B. - FAB.

Plant-Usine: D Destination: Other-Autre: D

Address Enquiries to: - Adresser toutes questions a:
Gagné, Kathleen

Buyer Id - Id de I'acheteur
cw010

Telephone No. - N° de téléphone
(613) 990-9189 ( )

FAX No. - N° de FAX

() -

Destination - of Goods, Services, and Construction:
Destination - des biens, services et construction:

See herein

Instructions: See Herein

Instructions: Voir aux présentes

Delivery Required - Livraison exigée Delivery Offered - Livraison proposée

Vendor/Firm Name and Address
Raison sociale et adresse du fournisseur/de I'entrepreneur

Telephone No. - N° de téléphone
Facsimile No. - N° de télécopieur

Name and title of person authorized to sign on behalf of Vendor/Firm
(type or print)

Nom et titre de la personne autorisée a signer au nom du fournisseur/
de I'entrepreneur (taper ou écrire en caractéres d'imprimerie)

Signature Date
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THERE IS A SECURITY REQUIREMENT ASSOCIATED WITH THIS REQUIREMENT

THE PURPOSE OF THIS AMENDMENT IS TO REVISE THE FOLLOWING:

1) In PART 7 - RESULTING CONTRACT CLAUSES

DELETE article 7.3 Security Requirements in its entirety and REPLACE WITH the following:

7.3 Security Requirements

7.3.1 The following security requirements (SRCL and related clauses provided by the Contract Security
Program) apply and form part of the Contract.

SECURITY REQUIREMENT FOR CANADIAN SUPPLIER:
PWGSC FILE No A0334-17-4620

1. The Contractor must, at all times during the performance of the Contract, hold a valid Facility
Security Clearance at the level of SECRET, with approved Document Safeguarding and
Production Capabilities at the level of SECRET, issued by the Contract Security Program (CSP)
of the Industrial Security Sector (ISS), Public Works and Government Services (PWGSC).

2. The Contractor/Offeror personnel requiring access to CLASSIFIED/PROTECTED information,
assets or sensitive work site(s) must EACH hold a valid personnel security screening at the level
of SECRET, granted or approved by the CSP/ISS/PWGSC.

3. The Contractor MUST NOT utilize its Information Technology systems to electronically process,
produce or store any sensitive CLASSIFIED/PROTECTED information until the CSP/ISS/PWGSC
has issued written approval. After approval has been granted, these tasks may be performed at
the level of PROTECTED B and an IT Link at the level of PROTECTED B.

4, Subcontracts which contain security requirements are NOT to be awarded without the prior
written permission of the CSP/ISS/PWGSC.

5. The Contractor/Offeror must comply with the provisions of the:

a. Security Requirements Check List, attached at Annex “C”
b. Industrial Security Manual (Latest Edition).

7.3.2 Contractor’s Sites or Premises Requiring Safeguarding Measures

7.3.2.1 Where safeguarding measures are required in the performance of the Work, the Contractor
must diligently maintain up-to-date the information related to the Contractor’s and proposed
individuals’ sites or premises for the following addresses:

Street Number / Street Name, Unit / Suite / Apartment Number
City, Province, Territory / State

Postal Code / Zip Code

Country

7.3.2.2 The Company Security Officer must ensure through the Contract Security Program that the
Contractor and individuals hold a valid security clearance at the required level.
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2) In PART 7 - RESULTING CONTRACT CLAUSES

DELETE article 7.14 SACC Manual Clauses in its entirety and REPLACE WITH the following:

7.14 Protection and Security of Data Stored in Databases*

1.

The Contractor must ensure that all the databases containing any information related to the Work are
located in Canada or, if the Contracting Authority has first consented in writing, in another country
where:

a. equivalent protections are given to personal information as in Canada under legislation such as
the Privacy Act, R.S. 1985, c.P-21, and the Personal Information Protection and Electronic
Documents Act, S.C. 2000, c.5, and under any applicable policies of the Government of Canada;
and

b. the laws do not allow the government of that country or any other entity or person to seek or
obtain the right to view or copy any information relating to the Contract without first obtaining the
Contracting Authority's written consent.

In connection with giving its consent to locating a database in another country, the Contracting
Authority may, at its option, require the Contractor to provide a legal opinion (from a lawyer qualified
in the foreign country) that the laws in that country meet the above requirements, or may require the
Contractor to pay for Canada to obtain such a legal opinion. Canada has the right to reject any
request to store Canada's data in a country other than Canada if there is any reason to be concerned
about the security, privacy, or integrity of Canada's data. Canada may also require that any data sent
or processed outside of Canada be encrypted with Canada-approved cryptography and that the
private key required to decrypt the data be kept in Canada in accordance with key management and
storage processes approved by Canada.

The Contractor must control access to all databases on which any data relating to the Contract is
stored so that only individuals with the appropriate security clearance are able to access the
database, either by using a password or other form of access control (such as biometric controls).

The Contractor must ensure that all databases on which any data relating to the Contract is stored
are physically and logically independent (meaning there is no direct or indirect connection of any kind)
from all other databases, unless those databases are located in Canada (or in an another country
approved by the Contracting authority under subsection 1) and otherwise meet the requirements of
this article.

The Contractor must ensure that all data relating to the Contract is processed only in Canada or in
another country approved by the Contracting Authority under subsection 1.

The Contractor must ensure that all domestic network traffic (meaning traffic or transmissions initiated
in one part of Canada to a destination or individual located in another part of Canada) is routed
exclusively through Canada, unless the Contracting Authority has first consented in writing to an
alternate route. The Contracting Authority will only consider requests to route domestic traffic through
another country that meets the requirements of subsection 1.

Despite any section of the General Conditions relating to subcontracting, the Contractor must not
subcontract (including to an affiliate) any function that involves providing a subcontractor with access
to any data relating to the Contract unless the Contracting Authority first consents in writing.

* For security reasons, CIRNAC requires that the printing of the card and the personalization
process both take place in a facility (or facilities) located in Canada. In accordance with the
reguirements for the protection of personal information and data as specified in section A.6.5.1 of

the Annex “A” Statement of Work, the Contractor must ensure that all personal information and

data remains within Canada.
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7.15 SACC Manual Clauses
7.15.1 Inspection and Acceptance

The Technical Authority is the Inspection Authority. All reports, deliverable items, documents, goods and
all services rendered under the Contract are subject to inspection by the Inspection Authority or
representative. Should any report, document, good or service not be in accordance with the requirements
of the Statement of Work and to the satisfaction of the Inspection Authority, as submitted, the Inspection
Authority will have the right to reject it or require its correction at the sole expense of the Contractor
before recommending payment.

3) ANNEX “C” SECURITY REQUIREMENTS CHECK LIST

DELETE ANNEX “C” SECURITY REQUIREMENTS CHECK LIST in its entirety and REPLACE with the
following:
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ANNEX “C”

SECURITY REQUIREMENTS CHECK LIST AND PROTECTION PROFILE TABLE

Government  Gouvernement Caontract Number / Numéro du conlrat
I*l of Canada du Canada AD334-17-4620

Security Classification / Classification de séourité
UNCLASSIFIED

SECURITY REQUIREMENTS CHECK LIST (SRCL)
LISTE DE VERIFICATION DES EXIGENCES RELATIVES A LA SECURITE (LVERS
PART A - CONTRACT INFORMATION / PARTIE A - INFORMATION CONTRACTUELLE
. Originaling Government Department or Organization / i i
Ministére ou organisme gouvernemental d’origine ;mmmal M%r:nm Merthedm

<. &) Subconlract Number / Numéro du contral de sous-traitance 3. b} Name and Add of /' Nom at ad du sous-traitant

2. Branch or Directorate / Direction générale ou Diraction
140

4. Brief Description of Work / Bréve description du travail
and F of Secure Cert of Indian Status

5. a) Will the supplier require access to Controlled Goods? Mo Yas
Le fournisseur aura-t-il accés 4 des marchandises contrélées? Non Qul

B B) Will the supplier require access to unclassified military technical dala subject to the provisions of the Technical Data Gontrol No Yes
Requlations? Mon i

Le lournisseur aura-t-il accés 4 des données techniques militaires non i qui sont jetties aux disposiliens du Réglemant
sur le contréle des données techniques?
£. Indicate the type of access required / Indiquer Ic type 0’ acces requis

6. @) Will the supplier and its amployees require access to PROTEG TED and/or CLASSIFIED information or assets? . I:’ No Yes
Le fournisseur ainsi que les employés auront-ils accés A des renseignements ou & des biens PROTEGES etfou CLASSIFIES? Non oul
(Specify the level of ageess using the chart in Question 7. c)

(Préciser le niveau d'ancds en utilisant e tableau gui se trouve & la question 7. ¢) . 1

5. b) Will the supplier and its mployees (e.g. cleaners, maintenance personnel) require access 10 restricted access areas? MO ACCESS to Mo Yes
PROTECTED andfor CLASSIFIED information or assets Is parmittad. Mon Ol
Le foumi ¢l ses employés (p. ax. ¥ personnel d'entretien} auront-ils accas A daes zones d'accds restreintes? L'acees
a des renseignements ou 4 des biens PROTEGES eliou CLASSIFIES n'est pas autorisé,

8. c} I this a commercial courler or dellvary requirement with ne overnight storaga? v Mo Yes
S'agit-ll d'un contrat de gerie ou de i 1 sans entreposage de nuit? Non Cul

7. a} Indicate the type of information that the supplier will be required to access / Indiquer fe_l d'informalion auguel le foumisseur devra avoir acoes
Canada . l NATO / OTAN [:l | Forelgn / Etranger |:|

7. b) Release restrictions / Restrictions relatives a la diffusion

No release restrictions AllNATO countries B Mo release restrictions

Aucune restriction relative Tous les pays de 'OTAN i:l Aucune rastriction relative I:l

a la diffusion 4 la diffusion

Not releasable D

A ne pas diffuser

Resfricted te: / Limité & : D Restricted to: / Limite & D Restricted to: / Limité & :

Specify country(les): / Préciser le(s) pays : Specify country(ies): f Préciser le(s) pays : Specify country(ies): / Préciser le(s) pays :
7. ¢) Lavel of information / Niveau d'information ) ]

PROTECTED A I:U NATO UNCLASSIFIED D PROTECTED A I:l

PROTEGE A NATO NON CLASSIFIE PROTEGE A

PROTECTED B v I NATO RESTRICTED PROTECTED B

PROTEGE B NATO DIFFUSION RESTREINTE PROTEGE B D

PROTECTED C ] NATO CONFIDENTIAL I: PROTECTED C D

PROTEGE C L NATO CONFIDENTIEL PROTEGE C )

CONFIDENTIAL NATO SECRET :I CONFIDENTIAL D

CONFIDENTIEL L | NATC SECRET CONFIDENTIEL .

SECRET W COSMIC TOP SECRET D SECRET |:|

SECRET - COSMIC TRES SECRET SECRET |

TGP SECRET TOP SECRET

TRES SECRET |: | TRES SECRET D

TOP SECRET (SIGINT} TOP SECRET (SIGINT) E

TRES SECRET (SIGINT) TRES SECRET (SIGINT)

TBS/SCT 360-103(2004/12) Security Classification / Classification de sécurite
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I * Government  Gouvernement Contract Number / Numéro du contrat
OfGenecla  duCanadd A0334-17-4620

Security Classification / Classification de sécurité
. UNCLASSIFIED

PART A (continued) | PARTIE A (suite)
8. Will the supplier require access to PROTECTED andlor CLASSIFIED COMSEC information or assets?

Le fournisseur aura-1-il acces 4 des renseignements ou  des blens COMSEC désignés PROTEGES elou CLASSIFIES?

If Yes, indicate the level of sensitivity:

Dans I'affirmative, Indiquer le niveau de sensibilité : B
9. Will the supplier require access to extremely sensitive INFOSEC information or assets?

Le fourniaseur aura-t-il accés & des renseignements ou & des bians INFOSEC de nature extrémement délicate?

Short Title(z) of material / Titre(s) abrégé(s) du matériel -

Document Number / Numéro du document :

PART B - PERSONNEL (SUPPLIER) / PARTIE B - FERSONNEL {(FOURNISSEUR)
10. a} Parsonnal security screening level required / Niveau de controle de la sécurité du personnel requis

RELIABILITY STATUS CONFIDENTIAL SECRET TOP SECRET
COTE DE FIABILITE CONFIDENTIEL SECRET TRES SECRET

D TOP SECRET- SIGINT NATO CONFIDENTIAL NATO SECRET D COSMIC TOP SECRET
TRES SECRET - SIGINT NATO CONFIDENTIEL NATO SECRET COSMIC TRES SECRET

SITE ACCESS
D ACCES AUX EMPLACEMENTS
| Special comments:
Ci ires spéci

NOTE: If multiple levels of screening are identified, a Security Classificalion Guide must ba provided,
_ REMARQUE : Si plusieurs niveaux de contréle de sécurité sont requis, un guide de classification de la sécurité doit &tre fourni.

10. b) May unscreened personnel be used for portions of the work? 7 No [ Jres
Du personnel sans autorisation sécuritaire peut-il se voir confier des parties du travail? . Non Qui
If Yes, will unscreened personnel be escoried? No Yes
Dans 'affirmative, le personnel en guestion sera--il escorté? MNen Qui

PART C - SAFEGUARDS (SUPPLIER) | PARTIE G - MESURES DE PROTECTION (FOURNISSEUR)
INFORMATION / ASSETS / RENSEIGNEMENTS / BIENS

11. a) Will the supplier be required to receive and store PROTECTED and/or CLASSIFIED information or assets on its site ar
premises? )
Le foumisseur sera-t-ll tenu de recevoir et d'enireposer sur place des renseignements ou des biens PROTEGES etfou
CLASSIFIES?

11, b) Will the supplier be required to sateguard COMSEC information or assets? No Yes
Le fournisseur sera-t-il tenu de protéger des renselgnements ou des biens COMSEC? Mon Qui

| PRODUCTION

1. €) Will the production {manufacture, and/or repair and/or modification) of PROTECTED andfor CLASSIFIED material o equipment Mo
occur at the supplier's site or premises? Mon
Les installations du foumisseur servironi-slles 4 la production (fabrication et/ou réparation etfou modification) de matériel PROTEGE
et/ou CLASSIFIE?

INFORMATION TECHNOLOGY (IT)MEDIA / SUPPORT RELATIF A LA TECHNOLOGIE DE L'INFORMATION {m)

1. d) Will the supplier be required to use its IT systems to eleatronically process, p or store PROTEGTED andor CLASSIFIED D No Yes
information or data? Non Qui

| Le foumisseur sera-t-il tenu d'utiliser ses propres syslémes informatiques pour trafter, produire ou stocker électroniquement des

| rensaig ts ou des données PROTEGES etfou CLASSIFIES?

|11. &} Wil there be an electronic ink between the supplier’s IT systems and the govemmant department or agency? D No . Yes

| Dispozera-t-on d'un llen électronique entre le sy ir atique du foumisseur et ozlui du mini ou de I'agence Non Qui

L gouvemementale?

TES/SCT 350-103(2004/12) Security Classification / Classification de sécurité 8
uncLssireD Canadi
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Security Classiﬁlﬂw&g?lé%ﬂncaﬁon de sécurité

- (continued) | PARTIE C - (suite)

For users completing the form manually use the summary chan below to indicate the category(ies) and levei(s) of safeguarding required at the suppilier's
site(s) or premises.

Les utilisateurs qui remplissent le formulaire manuellement deivent utiliser le tableau récapitulatif ci-dessous pour indiguer, pour chaque catégorle, les
i de garde requis aux i ions du fournisseur.

For users completing the form online (via the Intemet), the summary chart Is automatically populated by your responses to previous questions.

Dans le cas des utilisateurs qui remplissent le formulaire en ligne (par Internet), les rép aUx gL p sont al iguement saisies
dans le tableau récapitulatif.
SUMMARY CHART / TABLEAL RECAPITULATIF
Calegory PROTECTED CLASSIFIED NATO COMSEC
Cantbgorie PROTEGE CLASSIFIE
Tor NATD FATG NATG COBMIC PROTECTLD Tor
A | B | C | CONRDENTIAL | SECRET | SEcRET | ReSTRICTED | CONFDENTIAL | Sremct Tor PROTEGE CONFIDENTIAL | SECRET | SECRET
Sec
CONFIDENTIEL TRES NATOD NATD QDSE A B [+ CONFIDENTIEL TRES
SEcRET | DIFFUSION | ConmDENTIEL TRES SecreT
H 1 REBTREINTE SECRET
[nfommation / Assets J
Pl anis / Blens
Production o
IT Media 7 ] .
Supcart Ti | v
IT Link 7 | 7
Lien &actroniqua |
12. &) I= the description of the work contained within this SRCL PROTECTED andior CLASSIFIED? . No Yes
La description du travail visé par la présente LVERS est-lle de nature PROTEGEE et/ou CLASSIFIEE? Non Qui

If Yes, classify this form by annotating the top and bottom in the area entitled “Security Classification”.

Dans I'affirmative, classifier le p en indig le niveau de sécurité dans la case intitulée « Classification
da sécurité » au haut et au bas du formulaire.

12. b) Will the documentation attached to this SRCL be PROTECTED andior CLASSIFIED?

No Yes
La dot tation iée A la pré LVERS sera-t-elle PROTEGEE et/iou CLASSIFIEE?

MNon Qui

If Yes, classify this form by annotating the top and bottom in the area entitlad “Security Classification” and indicate with
attachments (e.g. SECRET with Attachments).

Dans I'affirmative, classifier le présent formulaire en indiquant le niveau de sécurité dans la case infitulée « Classification
de sécurité » au haut et au bas du formulalre et indiquer qu'il y a des pigces jointes (p. ex, SECRET avec des pigcas

jointes).

TBS/SCT 360-103(2004/12) Security Classification / Classification de sécurité

L
uncussined Canadi
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PROTECTION PROFILE TABLE
COMPONENT DESCRIPTION SECURITY
MARKING
1 Blank Polycarbonate substrate prior | Thin plastic film which is print None
to printing processes receptive
Polycarbonate substrate with one or At least one print run has been
2 more printing processes completed completed. Applies to full sheets Secret
and partial sheets.
3 Inks Lithographic inks used to create the None
secure design of the card
SCIS Card design included in the
4 ) None
Contractor’s proposal
The Contractor’s resources involved
Contractor’s personnel involved in ::naEEIE ?oerstlﬁglr?ggjggnojnigtlﬁave
5 working on the design/redesign for . P Secret
the SCIS cards security clearance at the level of
Secret and must perform the work
in Canada
Personal information about an
6 Personal Information individual provided by CIRNAC to Protected B
personalize the SCIS cards.
Actual SCIS card populated with
. dummy data. The word
! Specimen SCIS card “SPECIMEN" must be prominently None
laser engraved
Protected B
This is the finished product which until delivered
8 Personalized SCIS Card contains the card holder to the card
information. holder. Then
“none”
This is the finished product which
9 Partially printed or rejected SCIS card tc)ontalns the card holder |nfqrmat|on Protected B
ut was rejected due to a print or
personalization error.
Blank (not personalized) SCIS card.
This refers to the state of the card
prior to personalization. Card
10 Finished Blank SCIS cards _hold_er specific informa_tion is all that Secret
is missing. Includes rejected cards
that have failed inspection after
production but before
personalization.
Electronic final designs for the
- . production stage of the SCIS cards
11 Erlepcéz?sn![ﬁ;lggfl SCIS Card Designs which show in detail the security Protected B
features and the linework
associated with the cards.
. . Hard copy final designs for the
12 Hard Copy Final SCIS Card Design production stage of the SCIS cards | Secret

or parts thereof

which show in detail the security
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features and the linework
associated with the cards.

13

Training Document

Brochure style document with low
resolution image of the SCIS card
which demonstrates the 15t and 2"
level security features.

None

14

Work Instructions

Work instructions specifying SCIS
card assembly details or security
printing instructions. Work
instructions will take the form of
hard copy (paper) and electronic
copies.

Protected B

15

Origination Materials

Origination materials are printing
tools containing the design or the
partial design of the card.
Origination materials are used to
create the card and include, but are
not limited to: printing plates, dies,
and screens

Secret

16

Documents describing Tier 3 (covert)
security features in the card design

Tier 3 features are used by lab
technicians to determine the
authenticity of a document in cases
where a card has been
counterfeited at a high level of
accuracy.

Secret

17

Contractor Personalization System

Hardware and Software (object and
source) which controls the
personalization equipment used to
personalize the SCIS cards.

None

18

Contractor’s protocol - Card
database structure

The format of the database that will
be used to store the personal
information provided by the
CIRNAC for the SCIS card prior to
personalization.

None

19

Data Transfer link between CIRNAC
and the Contractor

This is the link that CIRNAC will use
to transmit the card requests to the
Contractor. Each card request will
include card holder data and a
corresponding photograph of the
card holder.

Protected B

20

Long term storage media on which
personal information or design files
are stored.

Hard drives, SSDs, CD, USB keys,
DVDs, Tapes, or other storage
media on which personal
information or design files are
stored.

Protected B
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ALL OTHER TERMS AND CONDITIONS OF THE REQUEST FOR PROPOSAL REMAIN
UNCHANGED

If your proposal has already been submitted it can be modified by submitting an amendment identified
with file no. A0334-174620/B to Public Works and Government Services Canada (PWGSC) Bid Receiving
Unit by the date, time and place indicated on page 1 of the current amendment.

Note: For bidders choosing to submit using epost Connect for bids closing at the Bid Receiving Unit in
the National Capital Region (NCR) the email address is:

tpsgc.dgareceptiondessoumissions-abbidreceiving.pwgsc@tpsgc-pwgsc.gc.ca

Note: Bids will not be accepted if emailed directly to this email address. This email address is to be used
to open an epost Connect conversation, as detailed in Standard Instructions 2003, or to send bids
through an epost Connect message if the bidder is using its own licensing agreement for epost Connect.

Due to the nature of the Request for Proposal, transmission of offers by facsimile to PWGSC will
be accepted.
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