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Public Services and Services publics et C d
I*l Procurement Canada  Approvisionnement Canada a.na. a_

é é!; 2 a A &,‘ GOVERNMENT,
CANADIANS.

PUBLIC SERVICE AND PROCUREMENT CANADA (PSPC)
Amendment no. 007 to Request for Supply Arrangement (RFSA)
for
SaaS Method of Supply (GC CLOUD)

Buy&Sell Solicitation Reference Number: EN578-191593/F
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THIS AMENDMENT 007 IS RAISED TO:

Insert Annex J — SRCL Security Classification Guide under the RFSA, as detailed in Section 6.0, below;
Insert Annex K — PSPC Non-Disclosure Agreement related to Supply Chain Integrity under the RFSA, as

Insert Annex L — SaaS IT Security (ITS) Assessment Program: Onboarding Process under the RFSA, as
Insert Appendix F — SRCL for SaaS under Annex F, Resulting Contact Clauses, as detailed in Section 9.0,
Insert Appendix G — SRCL Security Classification Guide under Annex F, Resulting Contact Clauses, as

Modify Form 5 — Submission Completeness Review Checklist under the RFSA, as detailed in Section 11.0,

1.0 Respond to questions received regarding the RFSA, as detailed in Section 1.0, below;

2.0 Modify the RFSA as detailed in Section 2.0, below;

3.0  Modify Annex F - Resulting Contract Clauses, as detailed in Section 3.0, below;

4.0 Delete Appendix E — Security Requirements for Canadian Contractor and Appendix F — Security
Requirements for Foreign Contractor from the Resulting Contract Clauses and insert as Annex G —
Security Requirements for Canadian Suppliers and Annex H — Security Requirements for Foreign
Suppliers under the RFSA, as detailed in Section 4.0, below;

5.0 Insert Annex | — SRCL for SaaS under the RFSA, as detailed in Section 5.0, below;

6.0

7.0
detailed in Section 7.0, below;

8.0
detailed in Section 8.0, below;

9.0
below;

10.0
detailed in Section 10.0, below;

11.0
below; and,

12.0

Modify Form 6 - SCI Submission Template under the RFSA, as detailed in Section 12.0, below.

NOTE: Respondents’ clarification questions are numerically sequenced upon arrival at PSPC. Respondents are
hereby advised that questions and answers for this solicitation may be issued via BuyandSell.gc.ca out of

sequence.

1.0 Respond to questions regarding the RFSA:

Note: Questions may have been modified and/or condensed.

DELETE

INSERT

Q.44 Section IV: Supply Chain Integrity Process of
the RFSA and Annex G: Supply Chain Integrity
Process

Global hyperscale cloud providers deliver solutions at
an unprecedented scale and as a result does not align
with this requirement which was designed for custom-
built hosted solutions. While the specific approach is
intractable for global, hyper-scale cloud providers, there
is broad alignment of the supply chain integrity
processes with the NIST 800-161. Therefore we
respectfully ask that cloud providers are asked to
demonstrate alignment with NIST 800-161 rather than
the Supply Chain Process in Section IV."

A.44 The requirements for Supply Chain Integrity have
been modified as per Section 2.0, below. Suppliers are
required to demonstrate compliance with Sections 3.5
- Supply Chain Integrity Requirements and 4.3 -
Supply Chain Integrity Process of the RFSA with
regards to Supply Chain Integrity.

Q.45 Where a Bidder leverages a qualified Cloud
Service Provider (CSP) please confirm that only the
DUNS Number for the CSP is required to submit within

A.45 PSPC confirms that the Supplier must provide
Form 6 - SCI Submission Template as part of its
Submission to be declared responsive. Canada

RFSA No. EN578-191593/F
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INSERT

the Ownership Information section, and not the IT
Products List. This level of detail is proprietary and
protected by the CSP and thus would only be
communicated directly to the CCCS.

provides additional protection for information
submitted in response to Form 6 — SCI Submission
Template, as provided by terms of the non-disclosure
agreement contained in Annex K, PSPC Non-
Disclosure Agreement related to Supply Chain
Integrity.

In accordance with Section 2.1 of this RFSA, Standard
Acquisition Clauses and Conditions (SACC) Manual
Clause 2008 Standard Instructions - Request for
Supply Arrangements - Goods or Services forms part
of the RFSA. SACC 2008 05(6) provides that “All
arrangements will be treated as confidential, subject to
the provisions of the Access to Information Act (R.S.,
1985, c. A-1), and the Privacy Act (R.S., 1985, c. P-
21).

Please also refer to Section 4.3, Supply Chain Integrity
Process below, for more information about the SCI
Process.

Q.46 After presenting my Submission PSPC realizes
that documents are missing. Will my company be
disqualified from the RFSA process?

A.46 The RFSA is intended to be a collaborative
qualification process. Submissions that do not meet all
of the requirements of the RFSA will not be
disqualified. Once a Submission is received and
reviewed, PSPC will contact the Supplier and request
clarifications and/or missing documents, if required.

Q.47 Under Annex A — Qualification Requirements Tier
2 Assurance (Up to and including Protected B Data) M7
Personnel Security states: The Supplier of the proposed
Commercially Available Software as a Services must
implement security measures that grant and maintain
the required level of security screening for its respective
personnel, as well as the personnel of any
subcontractor personnel pursuant to their access
privileges to information system assets on which
Canada’s Data is stored and processed.

Given M7 is under Tier 2 that includes Protected B Data,
can the Crown please confirm that the level of the
security screening for its respective personnel will be at
the Reliability level for this requirement. To reaffirm, if
the Commercially Available Software as a Service has
the ability to store and process protected B data, all
personnel that has access privileges to the SaaS will be
required to maintain a Government of Canada
Reliability clearance.

A.47 PSPC confirms that personnel, as well as the
personnel of any subcontractor personnel that has
access privileges to information system assets on
which Canada’s Data is stored and processed will be
required to maintain a Government of Canada
Reliability or Secret clearance. Please refer to Annex
G — Security Requirements for Canadian Contractor
Annex H — Security Requirements for Foreign
Contractor, Annex | — SRCL for SaaS and Annex J —
SRCL Security Classification Guide under the RFSA,
as applicable. As requested under the requirements
outlined in Annex A — Qualification Requirements, M4,
Tier 1 and M7, Tier 2 (Personnel Security) of the RFSA
must be met to be declared responsive. Different or
additional security levels may apply to Clients using
the SA or their Work requirements, for example,
security clearances for Suppliers or Supplier
resources. In the event that a Contract issued against
a Supply Arrangement includes different or additional
security levels, they will be included in Appendix |
(SRCL) and Appendix J (SRCL Security Classification
Guide) to the Contract. The requirements for Security
Clearance have been modified as per Section 2.0,
below. Suppliers are required to demonstrate
compliance with Sections 3.6 - Section V: Security
Clearance Requirements of the RFSA with regards to
Security Clearance.

RFSA No. EN578-191593/F
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Q.48 Can the Crown please announce when Supply
Arrangements are awarded to compliant Bidders? The
announcement would include the name of the compliant
bidder and the tier of the award.

A.48 Suppliers may present a Submission for a Supply
Arrangement at any time by responding to the most
recent terms and conditions posted on Buy&Sell.
Canada reserves the right to issue Supply
Arrangements to Suppliers who present a Submission
that meets all of the mandatory criteria of the RFSA
throughout the entire period of the RFSA. Evaluations
of such Submissions will be processed on an ongoing
basis. Once a Supply Arrangement has been issued,
the title of the SA, the description and the start date
will appear under solicitation number ENS578-
191593/F on Buy and Sell.

Q.49 Does there need to be a written response
submitted for Annex B — Security and Privacy
Obligations? Or is this something that needs to be
signed and acknowledged?

A.49 PSPC confirms that Suppliers must comply with
Annex B — Security and Privacy Obligations at the
Submission stage and for the duration of their Supply
Arrangement. Suppliers will demonstrate compliance
with Annex B — Security and Privacy Obligations by
demonstrating compliance with the requirements
detailed in Annex A — Qualification Requirements, Tier
1 or Tier 2 (as applicable). Section 3.2 (c) (vii) of the
RFSA has been modified to provide clarity on the
demonstration of compliance, as per Section 2.0 of
this Amendment.

Q.50 Canada is requesting that industry submit certain
sensitive and confidential information in the
arrangement. What assurances will Canada provide to
protect this information from being disclosed?

A.50

1. Section 2.1 of this RFSA states that Standard
Acquisition Clauses and Conditions (SACC)
Manual Clause 2008 Standard Instructions -
Request for Supply Arrangements - Goods or
Services forms part of the RFSA. SACC 2008
05(6) provides that:

“All _arrangements will be treated as confidential,
subject to the provisions of the Access to Information
Act (R.S., 1985, c. A-1), and the Privacy Act (R.S.,

1985, c. P-21).”

2. Canada provides additional protection for
information submitted in response to Form 6 — SCI
Submission Template, as provided by terms of the
non-disclosure agreement contained in Annex K,
PSPC Non-Disclosure Agreement related to
Supply Chain Integrity.

3. Canada recommends that Suppliers mark all
confidential information as confidential, in
accordance with Section 2.2, (d) of the RFSA.

4. The ATIA prohibits PSPC from disclosing such
confidential information:

RFSA No. EN578-191593/F
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ATIA Section 20 Third Party Information

20 (1) Subject to this section, the head of a
government institution shall refuse to disclose any
record requested under this Part that contains

(b) financial, commercial, scientific or technical
information that is confidential information supplied
to a government institution by a third party and is
treated consistently in a confidential manner by the
third party;

In accordance with ATIA Section 27 (1) “If the head
of a government institution intends to disclose a record
requested under this Part that contains or that the
head has reason to believe might contain trade secrets
of a third party, information described in paragraph
20(1)(b) or (b.1) that was supplied by a third party, or
information the disclosure of which the head can
reasonably foresee might effect a result described in
paragraph 20(1)(c) or (d) in respect of a third party, the
head shall make every reasonable effort to give the
third party written notice of the request and of the
head’s intention to disclose within 30 days after the
request is received.”

In accordance with ATIA Section 28 (1) Where a
notice is given by the head of a government institution
under subsection 27(1) to a third party in respect of a
record or a part thereof,

(a) the third party shall, within twenty days after the
notice is given, be given the opportunity to make
representations to the head of the institution as to
why the record or the part thereof should not be
disclosed; and

(b) the head of the institution shall, within thirty days
after the notice is given, if the third party has been
given an opportunity to make representations
under paragraph (a), make a decision as to
whether or not to disclose the record or the part
thereof and give written notice of the decision to
the third party.

In accordance with ATIA Section 44 (1) Any third
party to whom the head of a government institution is
required under paragraph 28(1)(b) to give notice of a
decision to disclose a record or a part of a record under
this Part may, within 20 days after the notice is given,
apply to the Court for a review of the matter.

PSPC does not purport to provide any legal advice
but provides excerpts, as identified by the PSPC
ATIP Office describing the ATIP request handling

RFSA No. EN578-191593/F
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process. Suppliers seeking legal advice must
consult independent legal counsel.

RFSA No. EN578-191593/F
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2.0 Modify the Request for Supply Arrangement (RFSA) as follows:

AT DELETE INSERT
Section 1.1.3, The Annexes include the Qualification |The Annexes include the Qualification
Structure of Requirements, Security Requirements, and | Requirements, Security Requirements, SaaS
the RFSA SaaS Solutions and Ceiling Prices, SaaS | Solutions and Ceiling Prices, SaaS Service Level

Service Level Agreement (SLA) the SaaS
Bid Solicitation  Template, Resulting
Contract Clause, Supply Chain Integrity
Process and Non-Disclosure Agreement
related to Supply Chain Integrity.

Agreement (SLA) the SaaS Bid Solicitation
Template, Resulting Contract Clause, PSPC
Non-Disclosure Agreement related to Supply
Chain Integrity and SaaS IT Security (ITS)
Assessment Program onboarding process.

Section 1.3 (c) |c) Stream 3: will include Submissions from |c) Stream 3: will include Submissions from
Overview of Value-Added Resellers of SaaS Value-Added Resellers of SaaS Solutions
the Solutions and Services. Value-Added and Services. Value-Added Resellers who
Submission Resellers who intend to present a intend to present a Submission to qualify as
Review Submission to qualify as a Supplier must a Supplier must comply with Annex A,
Process comply with Annex A, Qualification Qualification Requirements, Tier 1 for up to
Requirements, Tier 1 and must submit Protected A and must submit certifications
certifications from the SaaS Publisher, in from the SaaS Publisher, in accordance with
accordance with the SaaS Publisher the SaaS Publisher Authorization Form
Authorization Form (Form 3), to certify (Form 3), to certify that the Supplier has been
that the Supplier has been authorized to authorized to supply the SaaS Solution
supply the SaaS Solution Publisher’s Publisher’s Solution(s). Value-Added
Solution(s). Resellers will not be permitted to qualify
under Protected B.
Section 2.2(d) (d) Submission of Confidential Information.
Presentation Suppliers are asked to mark all confidential
of information included in their Submission as
Submissions confidential. The confidential information
must be clearly identified by marking each
page containing such information as
“Confidential” and by highlighting all
confidential information therein.
Section 3.2 (c) | (v) Service Level Agreements (SLA): | (v) Service Level Agreements (SLA):
(v) Service Suppliers must submit their published Suppliers must submit their published
Level Service Level Agreements (SLAs), to be Service Level Agreements (SLAs), to be
Agreements included in Annex D — SaaS Solution included in Annex D — SaaS Solution Service

Service Level Agreements (SLA).

Level Agreements (SLA). Similarly, any
terms contained in Annex D — SaaS Solution
Service Level Agreements which include
pricing information, such as (but not limited
to) those that attempt to impose financial
conditions, pricing terms, or compliance
penalties, shall be deemed stricken and are
of no force or effect.

Section 3.2 (c)
(v) Service
Level
Agreements

(v) Terms and conditions related to service
levels and service delivery under the
SLAs are limited to the following:

(v) Terms and conditions related to service

levels and service delivery under the SLAs
must include the following:

Section 3.2 (c)
(vii)

(vii) Compliance with Annex B — Security
& Privacy Obligations: Suppliers
must comply with security and privacy

(vii) Compliance with Annex B — Security &

Privacy Obligations. Suppliers must
comply with the obligations contained in

RFSA No. EN578-191593/F
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Compliance
with Annex B
— Security &
Privacy
Obligations

obligations contained in Annex B —
Security & Privacy Obligations. The
Suppliers must provide the written
evidence or certification documents to
demonstrate their compliance to the
Security & Privacy Obligations as
detailed in Annex B.

Annex B — Security & Privacy Obligations
when presenting a Submission and for the
duration of their Supply Arrangement.
Suppliers must demonstrate that they meet
the security and privacy obligations detailed
in Annex B by responding to the mandatory
requirements detailed in Annex A -
Qualification Requirements, Tier 1 & Tier 2
(as applicable). Suppliers may be
requested to demonstrate their ongoing
compliance with Annex B — Security &
Privacy  Obligations  upon request
throughout the period of any Contract
issued against the Supply Arrangement.

Section 3.2 (¢)
(ix)
Confirmation
of registration
for the SaaS
IT Security
(ITS)
Assessment:
Onboarding

(viii) Confirmation of registration for the SaaS

IT Security (ITS) Assessment:
Onboarding Program (Stream 1, Stream
2 and Stream 3): The response must
include documentation confirming that the
SaaS Publisher or the Value Added
Reseller of the proposed Solution(s) is
registered for the SaaS  Security
Assessment Process as described in
Annex L - SaaS IT Security (ITS)
Assessment Program: Onboarding
Process.

Section 3.3,
Section Il:
Financial
Submission

(a) Where a link is provided to an online
catalogue in accordance with option 1,
Canada reserves the right to request that
the Supplier include in their online
catalogue all of the information
requested in sub-section (d) below.
Where a table is provided in accordance
with option 2, Canada reserves the right
to request that Suppliers make this
information available via an online
catalogue in the future.

(@) Where a link is provided to an online

catalogue in accordance with option 1,
Canada reserves the right to request that the
Supplier include in their online catalogue all
of the information requested in sub-section
(d) below. Where a table is provided in
accordance with option 2, Canada reserves
the right to request that Suppliers make this
information available via an online catalogue
in the future. Any pricing information included
elsewhere in the Supplier's Submission,
including in Annex D — SaaS Solution Service
Level Agreements shall be deemed stricken
and is of no force or effect.

Section 3.5,
(iv): Supply
Chain Integrity
Process

3.5 Section IV: Supply Chain Integrity
Process

(a) Suppliers must  submit  specific
information regarding each component
of their proposed Solution’s supply chain
(“Supply Chain Security Information” or
“SCSI”) as defined in Section 1.1 of
Annex G, Supply Chain Integrity
Process Section 4.3.

3.5 Section IV: Supply Chain Integrity
Requirements

(a) Suppliers must meet the SCI requirements

outlined in Annex A — Qualification
Requirements, M6 and M7, Tier 1 for up to
Protected A and M10 and M11, Tier 2 for up
to Protected B (Supply Chain Management)
of the RFSA. The requirements must be
met before a Supply Arrangement is
awarded.

RFSA No. EN578-191593/F
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(b) Suppliers must submit Supply Chain
Security Information submitted in Form
6 — SCI Submission Template, and
must keep current, or update, any SCSI
as required by the Supply Chain
Security Authority. The Supply Chain
Security Information will be used by
Canada to assess whether, in its
opinion, a Supplier's proposed supply
chain creates the possibility that the
Supplier's proposed SaaS Solutions
could compromise or be used to
compromise the security integrity of
Canada’s equipment, firmware,
software, systems or information in
accordance with the Supply Chain
Integrity Process as described in Annex
G, Supply Chain Integrity Process.

(c) By submitting its SCSI, and in
consideration of the opportunity to
participate in this procurement process,
the Supplier agrees to the terms of the
non-disclosure agreement contained in
Annex H, Non-Disclosure Agreement
related to Supply Chain Integrity.

(b)

Suppliers must submit Supply Chain
Security Information detailed in Form 6 —
SCI Submission Template, and must keep
current, or update, any SCSI as required by
the Supply Chain Security Authority. The
Supply Chain Security Information will be
used by Canada to assess whether, in its
opinion, a Supplier’s proposed supply chain
creates the possibility that the Supplier’s
proposed SaaS Solutions could
compromise or be used to compromise the
security integrity of Canada’s equipment,
firmware, software, systems or information
in accordance with the Supply Chain
Integrity Process as described in Section
4.3, Supply Chain Integrity Process.

By submitting its SCSI, and in consideration
of the opportunity to participate in this
procurement process, the Supplier agrees
to the terms of the non-disclosure
agreement contained in Annex K, PSPC
Non-Disclosure Agreement related to
Supply Chain Integrity.

Section 3.6

, (V) Security
Clearance
Requirements

3.6 Section V: Security Clearance
Requirements

(a)

(c)

Security Clearance  Requirements:
Suppliers must meet the security clearance
requirements outlined in Annex A -
Qualification Requirements, M4, Tier 1 for
up to Protected A and M7, Tier 2 for up to
Protected B (Personnel Security) of the
RFSA. The requirements must be met
before a Supply Arrangement is awarded.

Contractor/Sub-
processor/Subcontractor:
Contractor/Sub-processor/Subcontractor
must meet the security requirements
outined in  Annex G —  Security
Requirements for Canadian Contractor
Annex H - Security Requirements for
Foreign Contractor, Annex | — SRCL for
SaaS and Annex J — SRCL Security
Classification Guide, as applicable.

Timing: Suppliers should take steps to
obtain the required security clearances
promptly. The security clearance
requirements must be met before the award
of a Supply Arrangement.

RFSA No. EN578-191593/F
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(d)

Joint Venture Supplier: Unless otherwise
specified in the solicitation, in the case of a
joint venture, each member of the joint
venture must meet the  security
requirements, outlined in (b) above.

CCCS Conducts Clearance Process:
PSPC has an arrangement with the
Canadian Centre for Cyber Security to
process security clearances in parallel with
the SaaS IT Security (ITS) Assessment, and
does not control the process itself. It can be
a lengthy process and Suppliers should
initiate it as soon as possible. For additional
information on security requirements,
Suppliers should refer to:
contact@cyber.gc.ca.

Section 4.2.3 4.2.2 Mandatory Security Evaluation
Mandatory
Security The mandatory security requirements are as
Evaluation follows:
(i) Organization and personnel clearances (as
per Annex G — Security Requirements for
Canadian Contractor Annex H — Security
Requirements for Foreign Contractor,
Annex | — SRCL for SaaS and Annex J —
SRCL Security Classification Guide of the
RFSA)
(i) Supply Chain Integrity (as per 4.3)
(iii) SaaS IT Security (ITS) Assessment
Program: Onboarding Process (as per
Annex L)
Section 4.3 4.3 Supply Chain Integrity Process 4.3 Supply Chain Integrity Process
ﬁ:,:ggrli){yCham (a) Supply Chain Integrity (SCI) is examined
Process During the RFSA process, the SA period during the SaaS IT Security (ITS)

and any resulting contract period, the
Supply Chain  Security  Authority
identified by Canada, may, based on its
National Security mandate to protect
Canada’s IT infrastructure as well as to
assess threats, risks and vulnerabilities,
assess the Supplier SCSI.

Canada will assess whether, in its
opinion, the Supplier's supply chain
creates the possibility that supplier's
supply chain or proposed solution could
compromise or be used to compromise

Assessment. SCI assessments are another
level of assurance to confirm that
implemented security controls are less likely
to be maliciously undermined by threat actors
through supply chain attacks.

For SaaS providers, the SCI process initiated
by Shared Services Canada (SSC) is used.
In this process, the SaaS provider gives a list
of the software, hardware, contractors, and
suppliers that are used to deliver the service
offering. The provider also updates the GC
periodically to note any changes to the initial
list. If the GC determines that the list of

RFSA No. EN578-191593/F
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the security integrity of Canada’s software, hardware, contractors, and
equipment, firmware, software, systems suppliers is extensive, level one SCI

or information, or represents a threat to
Canada’s  National  Security, in
accordance with Section 2 of Annex G,
Supply Chain Integrity Process.

Itis a condition precedent to any contract
award that a Supplier successfully satisfy
the Security Authority’s Supply Chain
Integrity assessment.

Canada will assess whether, in its
opinion, the Supplier's supply chain
creates the possibility that Suppliers’
proposed solution could compromise or
be used to compromise the security
integrity of Canada’s equipment,
firmware,  software, systems or
information in accordance with Section 4
of Annex G, Supply Chain Integrity
Process.

safeguards may be required.

SCI Process: PSPC has an arrangement
with the Canadian Centre for Cyber Security
in consultation with Shared Services Canada
where applicable to process SCl assessment
in parallel with the IT Security Assessment,
and does not control the process itself. It can
be a lengthy process and Suppliers should
initiate it as soon as possible. For additional
information on  security requirements,
Suppliers should refer Please refer to Annex
L: SaaS IT Assessment (ITS) Program:
Onboarding Process for more details on the
onboarding process.

Please refer to Annex L: SaaS |IT
Assessment (ITS) Program: Onboarding
Process for more details on the onboarding
process. For additional information on
security requirements, Suppliers should refer
to: contact@cyber.gc.ca.

Section 6.8
Priority of
Documents

6.8 Priority of Documents

(a) The articles of the Supply Arrangement;

(b) The general conditions 2020 (2017-09-
21), General Conditions - Supply
Arrangement - Goods or Services;

c) Annex A, Qualification Requirements;

d) Annex B, Security & Privacy Obligations;

e) Annex F, Resulting Contract Clauses;

f) Annex E, Bid Solicitation Template;

g) Annex G, Supply Chain Integrity;

h) Annex H, Non-Disclosure Agreement;
and,

(i) The

(
(
(
(
(
(

Supplier's  Submission dated

(insert date of Submission)
(if the Submission was clarified or
amended, insert at the time of issuance
of the Supply Arrangement: “as clarified

on " ooor “as amended

" (Insert date(s) of
clarification(s) or amendment(s), if
applicable).

()
(m)

(n)

Priority of Documents

The articles of the Supply Arrangement;
The general conditions 2020 (2017-09-21),
General Conditions - Supply Arrangement -
Goods or Services;
Annex A, Qualification Requirements;
Annex B, Security and Privacy Obligations
Annex C, SaaS Solutions and Professional
Services Ceiling Prices
Annex D, SaaS Service Level Agreements
(SLA)
Annex E, Bid Solicitation Template;
Annex F, Resulting Contract Clauses;
Annex G, Security Requirements for
Canadian Contractor;
Annex H, Security Requirements for
Foreign Contractor;
Annex |, SRCL of SaaS;
Annex J, SRCL Security Classification
Guide;
Annex K, PSPC Non-Disclosure
Agreement related to Supply Chain
Integrity;
Annex L, SaaS IT Security (ITS)
Assessment Program: Onboarding
Process and,
The Supplier's Submission dated

(insert date of Submission) (if
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AT

DELETE

INSERT

the Submission was clarified or amended,
insert at the time of issuance of the Supply
Arrangement: “as clarified on " or

“as amended ". (Insert date(s)
of clarification(s) or amendment(s), if
applicable).

Annex G — Annex G — Supply Chain Integrity Process in | Annex G — Security Requirements for Canadian

Supply Chain its entirety. Contractor, as detailed in Section 4.0, below.

Integrity

Process

Annex H — Annex H — Non-Disclosure Agreement | Annex H — Security Requirements for Foreign

Non- related to Supply Chain Integrity. Contractor, as detailed in Section 4.0, below.

Disclosure

Agreement

related to

Supply Chain

Integrity

Annex | — Annex | — SRCL for SaaS is hereby added to the

SRCL for RFSA, as detailed in Section 5.0, below.

SaaS

Annex J — Annex J — SRCL Security Classification Guide is

SRCL Security
Classification
Guide

hereby added to the RFSA, as detailed in Section
6.0, below.

Annex K —
PSPC Non-
Disclosure
Agreement
related to
Supply Chain
Integrity

Annex K — PSPC Non-Disclosure Agreement
related to Supply Chain Integrity is hereby added
to the RFSA, as detailed in Section 7.0, below.

Annex L —
SaaS ITS
Assessment
Program:
Onboarding
Process

Annex L — SaaS IT Security (ITS) Assessment
Program: Onboarding Process is hereby added
to the RFSA, as detailed in Section 8.0, below.
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3.0 Modify Annex F - Resulting Contract Clauses as follows:

AT DELETE INSERT
Section 2.1, c) c) Auto-Renewal Notification. The | c) Auto-Renewal Notification. The Contractor
and d) Auto Contractor acknowledges that, despite acknowledges that, despite Canada’s
Renewal Canada’s agreement to the Contractor’s agreement to the Contractor's standard
Notification standard commercial terms, Canada is commercial terms, Canada is subject to a
subject to a legal regulatory framework legal regulatory framework governing
governing financial expenditure authority. financial expenditure authority.
d) Auto-Renewal Notification. The The Contractor agrees to provide notification
Contractor agrees to provide notification functionality or tool to Canada as part of the
functionality or tool to Canada as part of Services, to assist Canada in administering
the Services, to assist Canada in the Contract. The Contractor further agrees
administering  the  Contract.  The to send notifications to both the Contracting
Contractor further agrees to send Authority and the Technical Authority in
notifications to both the Contracting advance of the expiry of the subscription
Authority and the Technical Authority in services or Contract Period.
advance of the expiry of the Contract
Period. d) Grace Period. The Contractor agrees to
provide Canada with an optional grace period
e) Grace Period. The Contractor agrees to of 4 weeks to terminate the Contract Period,
provide Canada with an optional grace in the event that Canada fails to stop its
period of 4 weeks to terminate the usage o_f the Service on or.before the enc_i of
Contract Period, in the event that Canada the defined Contract Period. At any time
fails to stop its usage of the Service on or before the expiry of the grace period, and
before the end of the defined Contract notwithstanding any auto-renewal clause
Period. At any time before the expiry of elsewhere in the antract, the Contracting
the grace period, and notwithstanding any AUth,O',"ty may term.mate the Contract by
auto-renewal clause elsewhere in the providing written notice to the Contractor of
Contract, the Contracting Authority may Canada’sldecision to terminate the antrgct.
terminate the Contract by providing Upon delivery of the notice, the termination
written notice to the Contractor of will take effect immediately or, at the time
Canada’s decision to terminate the specified in the termination notice. Canada
Contract. Upon delivery of the notice, the will be released from further ob!igation under
termination will take effect immediately or, the Contract after the termination date, and
at the time specified in the termination will be specifically released from any
notice. Canada will be released from extended term resulting from an auto-
further obligation under the Contract after renewal clause. The Contractor will apply no
the termination date, and will be penalty or additional fees in these
specifically released from any extended circumstances.
:j;rSsereﬁ.urlgngoofr:ﬁrgcto?n wﬁIUtc;_p:SIr;/ evs:]aol e) Canada’s Responsibility. Notwithstanding
’ o, - the provision of the grace period, Canada
penalty or additional fees in these . . e o
circumstances. remains responsible tp momtor its obligations
under the Contract, including fees, renewal
f) Canada’s Responsibility. and expiry c_iate_s, consumption, usage,
Notwithstanding the provision of the grace payment, termination and renewals.
period, Canada remains responsible to
monitor its obligations under the Contract,
including fees, renewal and expiry dates,
consumption, usage, payment,
termination and renewals.
Appendix C — 10. Supply Chain Risk Management 12. Supply Chain Risk Management
Security
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DELETE

INSERT

Obligations,
Section 10.
Supply Chain
Risk
Management

Within 30 days of contract award, the
Contractor must provide an up-to-date
Supply Chain Risk Management (SCRM)
Plan that has been independently
assessed and validated by an
independent third party certified under
AICPA or CPA Canada, and/or ISO
certification regime. The SRCM Plan must
be provided to Canada on an annual basis,
or upon request, or promptly following any
material Change to the SRCM Plan.

a)

The Contractor must implement safeguards
to mitigate supply chain threats and
vulnerabilities to IT services in order to
maintain confidence in the security of the
sources of information systems and the IT
components used to provide SaaS. This
includes, but is not limited to designing and
implementing controls to mitigate and contain
data security risks through proper separation
of duties, role-based access, and least
privilege access for all personnel within the
supply chain.

The Contractor must have a supply chain risk
management approach including a Supply
Chain Risk Management Plan that is aligned
with one of the following best practices
described under the Annex A — Qualification
Requirements - Supply Chain Risk
Management , mandatory requirement ID;
M7 of Tier 1 and M11 of Tier 2:

(i) 1SO/IEC 27036 Information technology -
- Security techniques -- Information security
for supplier relationships (Parts 1 to 4);

(i) NIST Special Publication 800-161 --
Supply Chain Risk Management Practices for
Federal Information Systems and
Organizations; or

(iii) ITSG-33 security control for SA-12
where the organization defined security
safeguards are documented in an SRCM
plan.

Within 90 days of contract award, the
Contractor must:

(iy Provide an update that the SRCM
approach and plan has been independently
assessed and validated by an independent
third party certified under AICPA or CPA
Canada, and/or ISO certification regime

OR

(i) Provide Canada with a copy of the
SRCM Plan on an annual basis, or upon
request of Canada.

In the situation where the Contractor is a
SaaS Publisher using a GC-approved laaS
Provider that already complies with the
Annex A — Qualification Requirements -
Supply Chain Risk Management , mandatory
requirement ID; M7 of Tier 1 and M11 of Tier
2 within 90 days of contract award, the SaaS
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DELETE

INSERT
Publisher using a GC-approved laaS
provider must provide an information

communication technology (ICT) product list
that describes the ICT equipment that is
being deployed in the GC-approved laaS
provider environment for a supply chain
integrity (SCSI) review. This SCSI review will
be conducted no sooner than every three
years.”

Appendix C -
Security
Obligations
Section 11.
Sub-processors

(2) The Contractor must provide a list of Sub-
processors that could be used to perform
any part of the Public Cloud Services in
providing Canada with the Solution. The
list must include the following information
(i) the name of the Sub-processor; (ii) the
identification of the Public Cloud Services
that would be performed by the Sub-
processor; and (iii) the location(s) where
the Sub-processor would perform the
Public Cloud Services.

The Contractor must provide a list of Sub-
processors within ten days of the effective
date of the Contract. The Contractor must
provide Canada notice (by updating the
website and providing Customer with a
mechanism to obtain notice of that update)
of any new Sub-processor at least 14-days
in advance of providing that Sub-
processors with access to Client Data or
Personal Information.

The Contractor must provide a list of Sub-
processors that could be used to perform
any part of the Cloud Services in providing
Canada with the Solution. The list must
include the following information (i) the name
of the Sub-processor; (ii) the identification of
the scope activities that would be performed
by the Sub-processor; and (iii) the country
(or countries) where the Sub-processor
would perform the activities required to
support the Public Cloud Services.

The Contractor must provide a list of Sub-
processors within ten days of the Contract
award date. The Contractor must provide
Canada notice (by updating the website and
providing Customer with a mechanism to
obtain notice of that update) of any new Sub-
processor at least 14-days in advance of
providing that Sub-processors with access to
Customer Data or Personal Data.

Appendix C -
Security
Obligations
Section 13. On-
going Supply
Chain Integrity
Process

The Parties acknowledge that security is a
critical consideration for Canada with respect
to this Contract and that on-going
assessment of SaaS will be required
throughout the Contract Period.

The parties acknowledge that Canada
reserves the right to review the native SaaS
of any Contractor in whole or in part at any
time for supply chain integrity concerns. This
acknowledgement does not obligate the
Contractor to support the SCI review.

Throughout the Contract Period, the
Contractor must provide to Canada
information relating to any data breach of the
Contractor’s network of which it knows, that
results in either (a) any unlawful access to
Canada’s content stored on Contractor’s
equipment or facilities, or (b) any
unauthorized access to such equipment or
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INSERT

facilities, where in either case such access
results in loss, disclosure or alteration of
Canada’s content in relation to change of
ownership, to the SaaS under this Contract,
that would compromise the integrity,
confidentiality, access controls, availability,
consistency or audit mechanism of the
system or the data and applications of
Canada.

Annex F —
Resulting
Contract
Clauses
Section 14.
Grant of Agent
Authority

14. Grant of Agent Authority

The Contractor advises Canada, and
Canada acknowledges that the Contractor
intends to appoint one of its Authorized
Partners as its Authorized Agent
(“Authorized Agent”) to fulfill certain
contractual obligations on behalf of the
Contractor during the Contract, as defined
in the Scope section below.

The Contractor appoints its Authorized
Partner, (to be completed at Contract
Award) as its Authorized Agent under the
Contract.

The Authorized Agent Contact is:

Name:

Title:
Telephone:
Facsimile:
E-mail address:

The Contractor agrees to provide 30-days
advance written notice to the Contracting
Authority of any of the following:

(i) its replacement of any Authorized
Partner as Authorized Agent,

(i) any change to the scope of power
delegated to the Authorized Agent, and

(iii) the termination of the Authorized
Agent.

The Contractor agrees, upon request by the
Contracting Authority, to immediately
remove or replace the Authorized Agent.
Removal or replacement of the Authorized
Agent is in addition to any other remedy
Canada may invoke. A breach by an
Authorized Agent is a breach by the
Contractor itself.
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INSERT

Annex F —
Resulting
Contract
Clauses
Section 14.1
Grant of Agent
Authority

14.1 Scope of Agent Authority

The Contractor declares that the named
Authorized Agent is authorized to transact
business on the Contractor’s behalf in matters
relating to the supply of the goods and services
under the Contract, limited to negotiating prices,
providing billing information, invoicing, providing
consumption reporting services, and receiving
payment.

The Contractor agrees that, upon proof of
payment, any payment made by Canada to the
Authorized Agent will be considered payment to
the Contractor itself. This agency relationship
(through which the Authorized Agent performs
contractual obligations on behalf of the
Contractor) does not amend, diminish or modify
any of the responsibilities of the Contractor
under the Contract. The Contractor agrees and
understands that it is solely responsible for
ensuring that all of its Authorized Agents comply
with the applicable terms and conditions of the
Contract, if the Authorized Agent fails to comply
with the applicable terms and conditions, the
Contractor must, upon written notification from
the Contracting Authority, immediately complete
and fulfill those obligations at no additional cost
to Canada.

Appendix E —
Security
Requirements
for Canadian
Contractor

Appendix E

Security Requirements for

Canadian Contractor

Note to Suppliers: Appendix E has been
removed from the Resulting Contract Clauses
and moved to Annex G — Security Requirements
for Canadian Contractor because the security
clearance assessment will be completed at the
RFSA stage rather than the contracting stage.

Appendix F —
Security
Requirements
for Foreign
Contractor

Appendix F — Security Requirements for Foreign

Contractor

Note to Suppliers: Appendix F has been
removed from the Resulting Contract Clauses
to Annex
Requirements for Foreign Contractor because
the security clearance assessment will be
completed at the RFSA stage rather than the
contracting stage.

and moved

Appendix F — SRCL for SaaS is hereby added to
the RFSA, as detailed in Section 9.0, below.

Appendix G —
Supply Chain
Integrity
Process

Appendix G — Supply Chain Integrity Process

in its entirety.

Appendix G — SRCL Security Classification
Guide is hereby added to the RFSA, as detailed
in Section 10.0, below.
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Note to Suppliers: Appendix G has been
removed from the Resulting Contract Clauses
and moved to Annex I: SaaS ITS Security
Assessment Program: Onboarding Process
because the SCI assessment will be
completed at the RFSA stage rather than the
contracting stage.

Appendix H —
Task
Authorization
Form

Appendix H — Task Authorization Form

Appendix E — Task Authorization Form.
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4.0 DELETE Appendix E — Security Requirements for Canadian Contractor AND Appendix F — Security
Requirements for Foreign Contractor from the Resulting Contract Clauses and INSERT Annex G —
Security Requirements for Canadian Suppliers AND Annex H — Security Requirements for Foreign
Suppliers under the RFSA as follows:

The CISD security requirements for Canadian and Foreign Contractor (Appendix E and Appendix F for
reference) have been removed from the Software as a Service Resulting Contract Clauses and added to the
RFSA stage (Annex G and Annex H for reference) to be assessed as part of the SaaS IT Security (ITS)
Assessment prior to award of a Supply Arrangement.

Note to Contractors: Different or additional security levels may apply to Clients using the SA or their Work
requirements, for example, security clearances for Suppliers or Supplier resources. In the event that a Contract
issued against a Supply Arrangement includes different or additional security levels, they will be included in
Appendix | (SRCL) and Appendix J (SRCL Security Classification Guide) to the Contract.

THE FOLLOWING SECURITY REQUIREMENTS MUST BE USED WHERE THE CONTRACTOR WILL
HAVE ACCESS TO PROTECTED INFORMATION

The Contractor must comply with the requirements outlined in, as applicable:

(@) Annex G - Security Requirements for Canadian Contractor

(b)  Annex H — Security Requirements for Foreign Contractor

Requirements being procured using the Supply Arrangement may also require Supplier (Canadian and foreign)
to have Secret security clearance. Supplier can start the screening process for Organization and

Personnel Security Screening at their earliest convenience. Details can be found at:

https://www.tpsgcpwgsc.gc.ca/esc-src/enquete-screening-eng.html. If required, Supplier may contact the
Supply Arrangement Authority who will sponsor any Organization and Personnel Security Screening requests.

ANNEX G — SECURITY REQUIREMENTS FOR CANADIAN CONTRACTOR

1. The Contractor/Offeror must, at all times during the performance of the Contract/Standing Offer, hold a
valid Designated Organization Screening (DOS) with approved Document Safeguarding at the level of
PROTECTED A or B (as applicable), issued by the Industrial Security Sector (ISS), Public Services and
Procurement Canada (PSPC), also referred to as PWGSC.

2. The Contractor/Offeror personnel requiring access to PROTECTED information, assets or work site(s)
must EACH hold a valid personnel security screening at the level of SECRET, or RELIABILITY STATUS,
as required by the security guide, granted or approved by the ISS/PWGSC.

3. The Contractor MUST NOT utilize its Information Technology systems to electronically process, produce
or store PROTECTED information until written approval has been issued by the client department security
authority. After approval has been granted, these tasks may be performed at the level of PROTECTED
A or B, as applicable, including an IT Link at the level of PROTECTED A or B, as applicable.

4. Subcontracts which contain security requirements are NOT to be awarded without the prior written
permission of ISS/PWGSC.

5. The Contractor/Offeror must comply with the provisions of the:
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a) Security Requirements Check List and security guide (if applicable),
Industrial Security Manual (Latest Edition);

ISS website: Security requirements for contracting with the Government of Canada, located at
www.tpsgc-pwgsc.gc.ca/esc-src

O
— =

NOTE: There are multiple levels of personnel security screenings associated with this file. In this instance, a

security guide must be added to the SRCL clarifying these screenings. The security guide is normally generated
by the organization's project authority and/or security authority.
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ANNEX H — SECURITY REQUIREMENTS FOR FOREIGN CONTRACTOR

The Canadian Designated Security Authority (Canadian DSA) for industrial security matters in Canada is the
Industrial Security Sector (ISS), Public Works and Government Services Canada (PWGSC). The Canadian
DSA is the authority for confirming Contractor/Subcontractor compliance with the security requirements for
foreign  Contractors. The following security requirements apply to the foreign recipient
Contractor/Subcontractor incorporated or authorized to do business in a jurisdiction other than Canada and
delivering/performing outside of Canada the Services and/or Work described in Contract, in addition to the
Security Obligations and Privacy Obligations detailed in Appendix B & Appendix C, respectively.

1.1 The Foreign recipient Contractor/Subcontractor must be from a country within the North Atlantic
Treaty Organization (NATO), the European Union (EU) or from a country with which Canada has an
international bilateral security instrument. The Contract Security Program has international bilateral
security instruments with the countries listed on the following PWGSC website: http://www.tpsgc-
pwgsc.gc.ca/esc-src/international-eng.html.

1.2 The Foreign recipient Contractor/Subcontractor must, at all times during the performance of the
contract/subcontract, hold an equivalence to a valid Designated Organization Screening (DOS),
issued by the Canadian DSA as follows:

(a) The Foreign recipient Contractor/Subcontractor must provide proof that they are incorporated
or authorized to do business in their jurisdiction.

(b) The Foreign recipient Contractor/Subcontractor must not begin providing the Services and/or
Work until the Canadian Designated Security Authority (DSA) is satisfied that all contract
security requirement conditions have been met. Canadian DSA confirmation must be provided,
in writing, to the foreign recipient Contractor/Subcontractor to provide confirmation of
compliance and authorization for services to be performed.

(c) The Foreign recipient Contractor/Subcontractor must identify an authorized Contract Security
Officer (CSO) and an Alternate Contract Security Officer (ACSO) (if applicable) to be responsible
for the overseeing of the security requirements, as defined in this contract. This individual will
be appointed by the proponent foreign recipient Contractor’s/Subcontractor’s Chief Executive
officer or Designated Key Senior Official, defined as an owner, officer, director, executive, and
or partner who occupy a position which would enable them to adversely affect the organization’s
policies or practices in the performance of the contract.

(d) The Foreign recipient Contractor/Sub-processor/Subcontractor must not grant access to
CANADA PROTECTED information/assets, except to personnel who have been screened in
accordance with the definition and practices in the Treasury Board Standard on Security
Screening (https://www.tbssct.gc.ca/pol/doc-eng.aspx?id=28115), or use acceptable equivalent
measures established by the Contractor in their publicly available documentation, and as agreed
to by the Canadian DSA such as but not limited to:

(iy Personnel have a need-to-know for the performance of the contract;

(i) Personnel have been subject to a Criminal Record Check, with favourable results, from a
recognized governmental agency or private sector organization in their country as well as a
Background Verification, validated by the Canadian DSA,;
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1.3

14

1.5

1.6

1.7

1.8

1.9

(iii) The Foreign recipient Contractor/Sub-processor/Subcontractor must ensure that personnel
provide consent to share results of the Criminal Record and Background Checks with the
Canadian DSA and other Canadian Government Officials, if requested; and

(iv) The Government of Canada reserves the right to deny access to CANADA PROTECTED
information/assets to a foreign recipient Contractor/Sub-processor/Subcontractor for cause.

CANADA PROTECTED information/assets, provided to the foreign recipient Contractor/Subcontractor
orproduced by the Foreign recipient Contractor/Subcontractor, must:

(a) not be disclosed to another government, person or firm, or representative thereof not directly
related to the performance of the contract / subcontract, without the prior written consent of
Canada. Such consent must be sought from its national DPA, the Contracting Authority (in
collaboration with the Canadian DSA); and

(b) not be used for any purpose other than for the performance of the contract/subcontract without
the prior written approval Canada. This approval must be obtained by contacting its national DPA,
the Contracting Authority (in collaboration with the Canadian DSA).

The Foreign recipient Contractor/Subcontractor MUST NOT remove CANADA PROTECTED
information/assets from the identified work site(s), and the foreign recipient Contractor/ Subcontractor
must ensure that its personnel are made aware of and comply with this restriction.

The Foreign recipient Contractor/Subcontractor must not use the CANADA PROTECTED
information/assets for any purpose other than for the performance of the contract/subcontract without
the prior written approval of the Government of Canada. This approval must be obtained from the
Canadian DSA.

The Foreign recipient Contractor/Subcontractor must, at all times during the performance of the
contract/subcontract hold an equivalence to an approved Document Safeguarding Capability (DSC) at
the level of CANADA PROTECTED A or B, as applicable.

Subcontracts which contain security requirements are NOT to be awarded without the prior written
permission of the Canadian DSA.

The Foreign recipient Contractor/Subcontractor must comply with the provisions of the attached
Security Requirements Check List attached.

Canada has the right to reject any request made separate and apart from the authorization in this Contract
in connection with the Contractor delivering Services to electronically access, process, produce, transmit
or store CANADA PROTECTED A or B, as applicable, information/assets related to the delivery of
Services and/or Work in any other country if there is any reason to be concerned about the security,
privacy, or integrity of the information.

Ownership of Personal Information and Records

To perform the Services and/or Work, the foreign recipient Contractor/Subcontractor will be provided
with and/or will be collecting Personal Information from third parties. The foreign recipient
Contractor/Subcontractor acknowledges that it has no rights in the Personal Information or the Records
and that Canada owns the Records. On request, the foreign recipient Contractor/Subcontractor must
make all the Personal Information and Records available to Canada immediately in a format acceptable
to Canada.
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1.1

1.13

Use of Personal Information

The foreign recipient Contractor/Subcontractor agrees to create, collect, receive, manage, access, use,
retain and dispose of the Personal Information and the Records only to perform the Services and/or Work
in accordance with the contract/subcontract.

Collection of Personal Information

If the foreign recipient Contractor/Subcontractor must collect Personal Information from a third party to
perform the Services and/Work, the foreign recipient Contractor/Subcontractor must only collect
Personal Information that is required to perform the Services and/or Work. The foreign recipient
Contractor/Subcontractor must collect the Personal Information from the individual to whom it relates
and the foreign recipient Contractor/Subcontractor must inform that individual (at or before the time
when it collects the Personal Information) of the following:

(a) that the Personal Information is being collected on behalf of, and will be provided to, Canada;
(b) the ways the Personal Information will be used;

(c) that the disclosure of the Personal Information is voluntary or, if there is a legal requirement to
disclose the Personal Information, the basis of that legal requirement;

(d) the consequences, if any, of refusing to provide the information;
(e) thatthe individual has a right to access and correct his or her own Personal Information; and

(f) that the Personal Information will form part of a specific personal information bank (within the
meaning of the Privacy Act), and also provide the individual with information about which government
institution controls that personal information bank, if the Contracting Authority has provided this
information to the foreign recipient Contractor/Subcontractor.

The foreign recipient Contractor/Subcontractor and their respective employees must identify
themselves to the individuals from whom they are collecting Personal Information and must provide those
individuals with a way to verify that they are authorized to collect the Personal Information under a
Contract with Canada.

If requested by the Contracting Authority, the foreign recipient Contractor/Subcontractor must develop
a request for consent form to be used when collecting Personal Information, or a script for collecting the
Personal Information by telephone. The foreign recipient Contractor/Subcontractor must not begin
using the form or script unless the Contracting Authority first approves it in writing. The Contractor must
also obtain the Contracting Authority’s approval before making any changes to a form or script.

At the time it requests Personal Information from any individual, if the foreign recipient
Contractor/Subcontractor doubts that the individual has the capacity to provide consent to the
disclosure and use of his or her Personal Information, the foreign recipient Contractor/Subcontractor
must ask the Contracting Security Authority for instructions.

Maintaining the Accuracy, Privacy and Integrity of Personal Information

(a) The foreign recipient Contractor/Subcontractor must ensure that the Personal Information is as
accurate, complete, and up to date as possible. The foreign recipient Contractor/Subcontractor
must protect the privacy of the Personal Information. To do so, at a minimum, the foreign recipient

Contractor/Subcontractor must:

(i) not use any personal identifiers (e.g. social insurance number) to link multiple databases

RFSA No. EN578-191593/F

Page 23 of 53



(vi)

(vii)

containing Personal Information;

segregate all Records from the foreign recipient Contractor’s/Subcontractor’s own
information and records;

restrict access to the Personal Information and the Records to people who require access to
perform the Services and/or Work (for example, by using passwords or biometric access
controls);

provide training to anyone to whom the foreign recipient Contractor/Subcontractor will provide
access to the Personal Information regarding the obligation to keep it confidential and use it
only to perform the Services and/or Work. The foreign recipient Contractor/Subcontractor
must provide this training before giving an individual access to any Personal Information and
the foreign recipient Contractor / Subcontractor must keep a record of the training and make
it available to the Contracting Authority if requested;

if requested by the Contracting Authority, before providing anyone with access to the Personal
Information, require anyone to whom the foreign recipient Contractor/Subcontractor provides
access to the Personal Information to acknowledge in writing (in a form approved by the
Contracting Authority) their responsibilities to maintain the privacy of the Personal Information;

keep a record of all requests made by an individual to review his or her Personal Information,
and any requests to correct errors or omissions in the Personal Information (whether those
requests are made directly by an individual or by Canada on behalf of an individual);

include a notation on any Record(s) that an individual has requested be corrected if the foreign
recipient Contractor/Subcontractor has decided not to make the correction for any reason.
Whenever this occurs, the foreign recipient Contractor/Subcontractor must immediately
advise the Contracting Authority of the details of the requested correction and the reasons for
the foreign recipient Contractor’s/Subcontractor’s decision not to make it. If directed by the
Contracting Authority to make the correction, the Contractor must do so;

(viii) keep a record of the date and source of the last update to each Record;

(ix)

(x)

maintain an audit log that electronically records all instances of and attempts to access Records
stored electronically. The audit log must be in a format that can be reviewed by the foreign
recipient Contractor/Subcontractor and Canada at any time; and

secure and control access to any hard copy Records.

1.17 Safeguarding Personal Information

(a) The foreign recipient Contractor/Subcontractor must safeguard the Personal Information at all
times by taking all measures reasonably necessary to secure it and protect its integrity and
confidentiality. To do so, at a minimum, the foreign recipient Contractor/Subcontractor must:

U]

(ii)

(iii)

store the Personal Information electronically so that a password (or a similar access control
mechanism, such as biometric access) is required to access the system or database in which
the Personal Information is stored;

ensure that passwords or other access controls are provided only to individuals who require
access to the Personal Information to perform the Services and/or Work;

not outsource the electronic storage of Personal Information to a third party (including an
affiliate) unless the Canadian DSA has first consented in writing;
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1.18

1.20

1.21

(iv) safeguard any database or computer system on which the Personal Information is stored from
external access using methods that are generally used, from time to time, by prudent public and
private sector organizations in Canada in order to protect highly secure or sensitive information;

(v) maintain a secure back-up copy of all Records, updated at least weekly;

(vi) implement any reasonable security or protection measures requested by Canada from time to
time; and

(vii) notify the Contracting Authority and the Canadian DSA immediately of any security breaches;
for example, any time an unauthorized individual accesses any Personal Information.

Statutory Obligations

(a) The foreign recipient Contractor/Subcontractor acknowledges that Canada is required to handle
the Personal Information and the Records in accordance with the provisions of Canada's Privacy
Act, Access to Information Act, R.S. 1985, c. A-1, and Library and Archives of Canada Act, S.C.
2004, c. 11. The foreign recipient Contractor/Subcontractor agrees to comply with any requirement
established by the Contracting Authority that is reasonably required to ensure that Canada meets its
obligations under these acts and any other legislation in effect from time to time.

(b) The foreign recipient Contractor/Subcontractor acknowledges that its obligations under the
contract/subcontract are in addition to any obligations it has under the Personal Information
Protection and Electronic Documents Act, S.C. 2000, c. 5, or similar legislation in effect from time to
time in any province or territory of Canada. If the foreign recipient Contractor/Subcontractor
believes that any obligations in the contract/subcontract prevent it from meeting its obligations
under any of these laws, the foreign recipient Contractor/Subcontractor must immediately notify
the Contracting Authority of the specific provision of the contract/subcontract and the specific
obligation under the law with which the foreign recipient Contractor/Subcontractor believes it
conflicts.

Legal Requirement to Disclose Personal Information

Before disclosing any of the Personal Information pursuant to any applicable legislation, regulation, or an
order of any court, tribunal or administrative body with jurisdiction, the foreign recipient
Contractor/Subcontractor must immediately notify the Contracting Authority, in order to provide the
Contracting Authority with an opportunity to participate in any relevant proceedings.

Complaints

Canada and the foreign recipient Contractor/Subcontractor each agree to notify the other immediately
if a complaint is received under the Access to Information Act or the Privacy Act or other relevant
legislation regarding the Personal Information. Each Party agrees to provide any necessary information
to the other to assist in responding to the complaint and to inform the other immediately of the outcome
of that complaint.

Exception

The obligations set out in these supplemental general conditions do not apply to any Personal Information
that is already in the public domain, as long as it did not become part of the public domain as a result of
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any act or omission of the Contractor or any of its subcontractors, agents, or representatives, or any of
their employees.

1.22 Auditing and Compliance

Canada may audit the foreign recipient including Contractor, and/or Sub-processor, and/or
Subcontractor’s, compliance with these supplemental general conditions at any time. If requested by the
Contracting Authority, the foreign recipient Contractor/Sub-processor/Subcontractor must provide
Canada (or Canada's authorized representative) with access to its premises and to the Personal
Information and Records at all reasonable times. If Canada identifies any deficiencies during an audit,
the foreign recipient Contractor/Sub-processor/Subcontractor must immediately correct the deficiencies
at its own expense.
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5.0

INSERT Annex | — SRCL for SaaS under the RFSA as follows:

ANNEX | - SRCL FOR SAAS

Clear Data - Effacer les données |

I* Government  Gouvemnement Contract Mumber [ Mumers du contrat
of Canada du Canada

English Instructions Instructions frangais Security Classification [ Classification de securite

UNCLASSIFIED

. SECURITY REQUIREMENTS CHECK LIST (SRCL) .
LISTE DE VERIFICATION DES EXIGENCES RELATIVES A LA SECURITE (LVERS)

PART A - CONTRACT INFORMATION / PARTIE A - INFORMATION CONTRACTUELLE

1. Qriginating Gowemnment Department or Orpanization 2_Branch or Directorate / Direction générale ou Direction
Ministere ou onganisme gouvememental d origine

3. a) Subcontract Number | Mumero du contrat de sous-fraitance 3. b) Name and Address of Subcontractor / Nom et adresse du sous-fraitant

.

Brief Description of Work - Bréve description du trava:

Le fournisseur et ses employés (p.ex. nen_cyeurs,SeED el d'entretien) aurpnt-ils accés 3 des zones d'accés restreintes?
L'acces 3 des renseignements ou a des biens PROTEGES etiou CLASSIFIES n'est pas autorise

3. a) Will the supplier require access to Controlled Gooas? No Yag
Le foumnisseur aura-t-il acces 3 des marchandises confrolees? Non I:‘ T

5. b) Will the supplier require access to undassified military technical data subject to the provisions of the Technical Data Control Nao Yes
Regulations? L. i . Non O
Le foumnisseur aura-t-il accés 3 des donnees technigues militaires non classifiees qui sent assujefties aux dispositions du
Reglement sur b2 conrdle des dennées technigues?

8. Indicate the type of access required - Indigquer le type d'acoés requis

8. a) Will the supplier and its employees require acgess to PROTECTED andlor CLASEIFIED information or assets? No Yes
Le founisseur ainsi que kes employes auront-ils acces a des renseignements ou 3 des biens PROTEGES etiou CLASSIFIES? Non T
{Specify the level of access using the chart in Question 7. ¢} | o
\Préciser le niveau d'aceés en utilisant le tableau qui se trouve 3 la guestion 7. o)

6. b) Will the supplier and its employees [e.g. cleaners, mamntenance personnel) require access 1o restricted access arsas? Mo |:| Ve
No access to PROTECTED andior CLASSIFIED information or assets is permitted Non u

8. ¢} ks this a commercial courier or delivery requirement with no overnight storage? .
S'agit-il d'un contrat de messagerie ou de livraison commerciales sans entreposage de nuit?

-

. a) Indicate the type of information that the supplier will be required to access | Indiquer le type dinformation augquel le foumisseur devra avoir accés

Canada . I NATO | OTAN I:l Foreign I El:ranger l:l

7. b) Release restrictions ! Restrictions relatves 2 la diffusion

Mo release restrictions All NATO countries Mo release restrictions

Aucune restriction relatve Tous les pays de 'OTAN I:‘ Aucune restriction relative l:‘

a la diffusion a la diffusion

Mot releasabls

A ne pas diffuser |:|

Restricted to: / Limité 3 I:‘ Restricted to: / Limité a : I:‘ Restricted to: / Limité a : l:‘
Specify countryies) | Préciser le(s) pays Specfy countrylies): / Préciser le{s) pays : Specify countrylies): | Préciser le(s) pays

7. ¢} Level of information / Niveau dinformaton

PROTECTED A MATO UNCLASSIFIED FROTECTED A
PROTEGE A MATO NON CLASSIFIE |:| PROTEGE A D
PROTECTED B MATO RESTRICTED PROTECTED B

PROTEGE B MATO DIFFUSION RESTREINTE PROTEGE B |:|
PROTECTED C MATO CONFIDEMNTIAL PROTECTED C

PROTEGE C |:| MATO CONFIDENTIEL |:| PROT GE C |:|
COMFIDENTIAL MATC SECRET CONFIDENTIAL
CONFIDEMTIEL D MATOQ SECRET |:| CONFIDENTIEL |:|
SECRET COSMIC TOP SECRET SECRET

SECRET |:| COSMIC TRES SECRET |:| SECRET |:|
TOP SECRET TOP SECRET

TRES SECRET D TRES SECRET D
TOP SECRET (SIGINT) D TOP SECRET (SIGINT) D
TRES SECRET (ZIGINT) TRES SECRET (ZIGINT)

Security Classification | Classification de séeurité

[ L]
TBSSCT 350-103 (2004/12) UNCLASSIFIED CaIlada_
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I* Government  Gouwemement Contract Number ! Numéro du contrat
of Canada du Canada

Security Classification / Classification de sécurité

UNCLASSIFIED

PART A (continued) | PARTIE A (suite)

8. Will the supplier require access to FROTECTED andior CLASSIFIED COMSEC information or assets? R Mo Yas
Le fournisseur aura-t-il accés 3 des renseignements ou 3 des biens COMSEC désignés PROTEGES etiou CLASSIFIES? Man Ou
If Yes. indicate the level of sensitivity: )

Dans I'affimative, indiguer be niveau de sensibiite -

9. Will the supplier require access to extremely sensitive INFOSEC information or assets . , N Yes
Le fournisseur aura-t-il acces 3 des renseignements ou 3 des biens INFOSEC de nature extrémement delicate? Maon O
Short Titke{s) of material / Titre|s) abrege(s) du matériel -

Decument Mumber / Numéro du document :
PART B - PERSONNEL (SUPPLIER) / PARTIE B - PERSONMEL (FOURNISSEUR)
10. a) Personne| security screening level required  Miveau de controle de la securite du personnel requis
RELIABILITY STATUS CONFIDENTIAL SECRET TOP SECRET
COTE DE FIABILITE CONFIDENTIEL SECRET TRES SECRET
l:l TOP SECRET - SIGINT MATO COMFIDENTIAL MATO SECRET COSMIC TOP ZECRET
TRES SECRET - SIGINT MATO COMFIDENTIEL MATO SECRET COSMIC TRES SECRET
l:l SITE ACCESS
ACCES AUX EMPLACEN=>'T
Special comments; Refer to Appendix A - Security Classification Guide
Commentaires speciaux
NOTE: I multiple lewels of screening are identfied, a Security Classification Guide must be provided.
REMARQUE - 5i plusieurs niveaux de contrile de sécurité sont requis, un guide de classification de la sécurité doit étre fowmi.
10. b) May unscreened personnel be usad for portions of the work? Mo Yag
Du personnel sans autorisation s&curitaire peut-il se voir confier des parties du travad? Wan Ou
If ¥es, will unscreened personnel be escorted ) N Yes
Dans Faffimative, le personnel =n guestion sera-t-1 esconte? |:| Man Ou

PART C - SAFEGUARDS (SUPPLIER) | PARTIE C - MESURES DE PROTECTION (FOURNISSEUR)

INFORMATION | ASSETS / RENSEIGNEMENTS | BIENS

11. a) Will the supplier be required to receive and store PROTECTED and/or CLASSIFIED information or assets on its site or Mo Yes
oremises? . |:| Maon Ons
Le fournisgeur sera-t-il tenu de recevoir et d'entreposer sur place des renseignements ou des biens PROTEGES etiou
CLASSIFIES?

11. b) Will the supplier be required to safeguard COMSEC information or assats? M Y,
Le fournisssur sera-t-il tenu de pr\:tgger des renseignements ou des biens COMSEC? Ngn [:f:s

FPRODUCTION

11. ) Will the production (manufacture, andfor repair and/or modification) of PROTECTED andfor CLASSIFIED material or Yes
equipment oceur at the supplier's site or premises? Ou
Les installations du fournissgur serviront-elles 3 la production (fabrication etiou réparation etiou modification) de matérial
FROTEGE etiou CLASSIFIE?

INFORMATION TECHNOLOGY (IT) MEDIA | SUPPORT RELATIF A LA TECHNOLOGIE DE L'INFORMATION {TT)

11_ d}) Will the supplier be required to wse its |T systems to electronically process, produce or store PROTECTED andior |:| M Yes
CLASSIFIED information or data? Man O
Le fournisseur sera-t-il tenu d'utliser ses propres systémes informatiques pour traiter, produire ou stocker &lectroniquement
des renseignements ou des données PROTEGES etiou CLASSIFIES?

11. &) Will there be an electronic link between the supplier's IT systems and the govemment department or agency? |:| Mo Yes
Disposera-t-on dun lien électronique entre e systéme informatique du feumissewr et celui du ministére ou de 'agence MNon u

gouvemementals?

Security Classification / Classification de sécurité

"
TES/SCT 350-102 (2004/12) LINCLASSIFIED Ca_]‘lada
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I* Government  Gouvemement Contract Humber / Numéro du contrat
of Canada du Canada

Security Classification | Classification de securite

UNCLASSIFIED

PART C fcontinued) | PARTIE C (suite)

For users completing the form manually use the summary chart below to indicate the category(ies) and level(s) of safeguarding required at the supplier's
sitels) or premises.

Les utilisateurs qui rempdissent le formulaire manuellement doivent utiliser le tableau récapitulatif ci-dessous pour indiquer, pour chagque catégorie, les
niveaux de sauvegarde requis aux installations du fournissewr.

For users compdeting the form online [via the Intenet), the sum 'na'grchart is automatically populated by your responses to previous questions.
Dans le cas des utdisateurs qui remplissent le formulairs en ligne (par Intemet), les réponses aux questions précédentes sont automatiguement saisies
dans le tableau récapitula

SUMMARY CHART | TAELEAU RECAPITULATIF

Category PROTECTED CLASSIFIED NATO COMSEC
Categonias PROTEGE CLASSIFIE

A B C | Configentlal | Sacret Top HATO NATO NATC | COGMIC Protected Confidentlal | Secret Tap
Secret | Restricted | Confdential | Secret | TOp Protags Secnet

Confidentizl Secret ‘Confidentiel
Tres MATD HATO cosmicl al B c Tres
secret | Difusion | confdentia Trés Secnet

Restreime Secret

LI O {00 JCT] [
LI 01§ 07 0t O
01000
OO f 0O joj 0

suneitie- - (I | | LI O
Procuson OO O 0 O
[uesa O@O O ]

[]

tene | O

OO
OO

(] (O O}

] [

(] (O O}
]

12. a) Is the description of the work contained within this SRCL PROTECTED andlor, CLASSIFIED? No Yes
La description du traval wisé par la présents LVERS est-=lle de nature PROTEGE etfou CLASSIFIEE? Mon Ou
If Yes, classify this form by annotating the tuF and bottom in the area entitled "Security Classification™.
Dans I'affirmative, classifier le present formulaire en indiquant le niveau de securité dans la case infitulée.

12 b) Will the documnent attached to this SRCL be PROTECTED andior Cl A3SIFIED? . No Yes
La documentation associée 3 la présente LVERS sera-t-elle PROTEGEE etiou CLASSIFIEE? Man Ons

If Yes, classify this form by annotating the top and bottom in the area entitled “Security Classification™ and indicate with
attachments {e. g. SECRET with Attachments).

Dans l'affirmative, classifier le présent formulaire en in diquant le niveau de sécurité dans la case intitulée « Classification
de sécurité » au haut et au bas du formulaire et indiquer qu'il y a des piéces jointes (p. ex. SECRET avec des piéces jointes).

Security Classification / Classification de sécurité

n+l
TESISCT 350-102 (2004/12) UNCLASSIFIED Candd
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I* Govemment  Gouvemement Contract Humber [ Numéro du contrat
of Canada du Canada
Security Classification / Classification de securite
UNCLASSIFIED
PART D - AUTHORIZATION | PARTIE D - AUTORISATION
13. Orpganization Project Authority / Charge de projet de Forganisme
Mame {print) - Mom (en letires moulées) Titke - Titre Signature
Telephaone no. - N° de téléphone Facsimie - Telécopieur E-mail address - Adresse courriel Date
14. Organization Security Authority | Responsable de la securite de lorganisme
Mamie {print) - Mom (en letres moulées) Tite - Titre Signature
Telephaone no. - N° de telephone Facsimie - Telecopieur E-mail address - Adresse courriel Date
15. Are there addiiona ingruct ons {e.g. Security Gu ide, Sec._.rigl Classification Guide) attached? . Mo Yes
Des nstructions supplementaires (p. ex. Guide de securite, Guide de classfication de la sacurite) sont-elles jointes? Man Ou
18. Procurement Cfficer / Agent d"approvisiocnnement
Mamie {print) - Mom (en letres moulées) Tite - Titre Signature
Telephone no. - N° de telephone Facsimie - Telecopieur E-mail address - Adresse cournel Date
17. Contracting Secunty Authonty / Autonse contractante en matiere de secunte
Mame {print) - Hom (en letires moulées) Title - Titre Signature
Telephone no. - N® de telephone Facsimie - Telecopisur E-mail address - Adresse courriel Date

Security Classification / Classification de sécurité

=1
TBSISCT 350-103 (2004/12) UNCLASSIFIED Cal]é]da
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Instructions for completion of a Security Requirements Check List (SRCL)

The instruction sheet should remain attached until Block #17 has been completed.

GENERAL - PROCESSING THIS FORM

The project authority shall amange to complete this form

The arganization security officer shall review and approve the security requirements identified in the form, in cooperation with the project
authonty.

The contracting security authority is the crganization responsible for ensuring that the suppliers are compliant with the security requirements
idenfified in the SRCL

All requisitions and subsequent tender | contractual documents including subcontracts that contain PROTECTED andior CLASSIFIED
requirements must be accompanied by a completed SRCL.

t is important to identify the level of PROTECTED information or assets as Lewel “A,” "B” or °C." when applicable; however, certain types of
information may only be identfied as “PROTECTED". No information pertaining to a PROTECTED andior CLASSIFIED government
contract may be released by suppliers, without prior written approval of the mdividual identfied in Block 17 of this form

The classfication assigned to a particular stage in the contractual process does not mean that everything applicable to that stage is to be given the

same classification. Every item shall be PROTECTED andior CLASSIFIED according to its own content. If a supplier is in doubt
as to the actual level to be assigned, they should consult with the ndividual identified in Block 17 of this form

PART A - CONTRACT INFORMATION

Contract Number {top of the form)

This number must be the same as that found on the requisition and should be the one used when issuing an RFP or contract. This is a
unigue number (i.e. no two requirements will have the same number). & new SRCL must be used for each new requirement or requisition
{e.g. new contract number, new SRCL, new signatures ).

1.  Originating Government Department or Organizatior
Form
Enter the department or client organization name or the Senscmmrensrmmnsernnich the work is being performed

2. Directorate | Branch
This block is used to further identify the area within the depariment or organization for which the work will be conducted.
3 a) Subcontract Mumber
If applicable, this number cormesponds to the mamber generated by the Prime Contractor to manage the work with its subcontractor.
b} Name and Address of Subcontractor
Indicate the full name and address of the Subcontractor if applicable
4. Bref Description of Work
Provide a brief explanation of the nature of the reguirement or work to be performed.
3. a) Will the supplier require access to Controlled Goods?
The Defence Production Act (DPA) defines "Controlied Goods” as certain goods listed in the Export Controd List, a regulation made
pursuant to the Export and imporf Permifs Act (EIPA). Suppliers who examine, possess, or transfer Controlled Geods within Canada

must register in the Controlled Goods Directorate or be exempt from registration. More information may be found at waw.cgd_ge.ca.

b}  Will the supplier require access to unclassified military technical data subject to the provisions of the Technical Data
Control Regulations?

The prime contractor and any subcontractors must be certified under the U.5./Canada Joint Certification Program if the work
invohwes access to unclassified military data subject to the provisions of the Technical Data Control Regulations. More information
may be found at wwerdlis_dla.milfjcp.
6. Indicate the type of access required
ldentify the nature of the work to be performed for this requirement. The user is to select one of the following types:
a)  Will the supplier and its employees require access to PROTECTED andlor CLASSIFIED information or assets?

The supplier would select this option if they require access to PROTECTED andlor CLASSIFIED information or assets to perform
the duties of the requirement.
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b}  Will the supplier and its employees (e_g. cleaners, maintenance personnel) require access to restricted access areas? No
access to PROTECTED andior CLASSIFIED information or assets is permitted.

The supplier would select this option if they require regular access to government premises or a secure work site only. The supplier
will not have access to PROTECTED andfor CLASSIFIED information or assets under this option.

c] s this a commercial courier or delivery requirement with no overnight storage?

The supplier would select this option if there s a commerzial courier or delivery requirement. The suppdier will not be allowed to
keep a packapge overnight. The package must be retumed if it cannot be delivered.

7. Type of information | Release restrictions | Level of information

ldentify the type(s) of information that the supplier may require access to, list any possible release restrictions, and if applicable,
prowide the level(s) of the information. The user can make multiple selections based on the nature of the work to be performed.

Departments must process SRCLs through PWGSE whene:
- contracts that afford access to PROTECTED andlor CLASSIFIED foreign gowernment information and assets;

- contracts that afford foreign confractors access to PROTECTED and'or CLASSIFIED Canadian government information
and assets; or

- contracts that afford foreign or Canadian contractors access to PROTECTED andfor CLASSIFIED information and assets
as defined in the documents entitied Identifying INFOSEC and INFOSEC Release.

a) Indicate the type of information that the supplier will be required to access
Canadian government information andior assets

If Canadian information and/or assets are identified. the supplier will have access to PROTECTED and/or CLASSIFIED information
andior assets that are owned by the Canadian govemment.

NATO information andlor assets

If MATC information andior assets are identified, this indicates that as part of this requirement. the supplier will have access to
PROTECTED andfor CLASSIFIED information and/or assets that are owned by NATO governments. NATO information andior assets
are developed andior owned by MATO countries and are not to be divulged to any country that is not a NATO member nation. Persons
dealing with MATO information and/or assets must hold a MATO security clearance and have the required need-to-know.

Reguirements invaolving CLASSIFIED MATO information must be awarded by PWGESC. PWGESC N CIISD is the Designated Secarity Authonity
for industrial security matters in Canada_

Foreign government information andior assets

If foreign information andfor assets are identified, this requirement will allow access to information and’or assets owned by a country
other than Canada.

b} Release restrictions
If Hot Releasable is selected, this indicates that the information andior assets are for Canadian Eyes Only (CEQ). Cnly Canadian suppliers
based in Canada can bid on this type of requirement NOTE: I Canadian information and/or assets coexists with CEQ information andior
assets, the CEQ information and/or assets must be stamped Canadian Eyes Only (CEQ).
If Ho Release Restrictions is selected, this indicates that access to the information and/'or assets are not subject to any restrictions.
If ALL NATO countries is selected, bidders for this requirement must be from MATCO member countries only.
NOTE: There may be multiple release restrictions associated with a requirement depending on the nature of the work to be
performed. In these instances, a security guide should be added to the SRCL clarifying these restrictions. The security guide is
normally generated by the organization's project authority and/or security authority.

c] Level of information

Using the following chart. indicate the appropriate level of access to information/assets the supplier must have to perform the duties of
the requirement
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PROTECTED CLASSIFIED NATO
PROTECTED A CONFIDENTIAL NATO UNCLASSIFIED
PROTECTED B SECRET NATO RESTRICTED

PROTECTED C TOP SECRET

TOP SECRET (SIGINT)

MATO COMFIDENTIAL
NATO SECRET
COSMIC TOP SECRET

8. Will the supplier require access to PROTECTED andior CLASSIFIED COMSEC information or assets?

If Yes, the supplier personnel requinng access to COMSEC information or assets maust receive a COMSEC brefing. The briefing w
be given to the “holder” of the COMSEC information or assets. In the case of a "personnel assigned” type of contract, the customer
department will give the briefing. When the supplier is required to receive and store COMSEC information or assets on the supplier's
premises, the supplier's COMSEC Custodian will give the COMSEC brisfings to the employees requiring access to COMSEC
information or assets. If Yes, the Level of sensitivity must be indicated

9. Will the supplier require access to extremely sensitive INFOSEC information or assets?

If Yes, the supplier must provide the Short Tile of the material and the Document Mumber. Access to extremsely sensitive INFOSEC
infiormation or assets will require that the supplier undergo a Foreign Ownership Control or influence (FOCI) evaluation by CISD.

PART B - PERSONNEL (SUPPLIER)

10. a) Personnel security screening level required

Identify the screening level required for access to the information/assets or cient faclity. More than one level may be identified depending
on the nature of the work. Please note that Site Access sereenings are granted for access to specific sites under prior amangement with
the Treasury Board of Canada Secretariat. A Site Access screening only applies to individuals, and it is not linked to any other screening

evel that may be granted to individuals or organizations

RELIABILITY STATUS CONFIDENTIAL SECRET
TOP SECRET TOP SECRET (SIGINT) NATO CONFIDENTIAL
NATO SECRET COSMIC TOP SECRET SITE ACCESS

If multiple levels of screening are identfied. a Security Classification Guide must be provided.
b} May unscreened personnel be used for portions of the work?

Indicating Yes means that portions of the work are not PROTECTED and'or CLASSIFIED and may be performed outside a secure
environment by unscreened personnel. The following guestion mast be answered if unscresned personnel will be used:

Will unscreened personnel be escorted?

If Mo, unscreened personnal may not be allowed access to sensitive work sites and must not have access to PROTECTED andior
CLASSIFIED information and/or assets.

If s, unscreened personnel must be escorted by an ndividual who is cleared to the required level of security in order to ensure
there will be no access to PROTECTED and/er CLASEIFIED information andfor assets at the work site

PART C - SAFEGUARDS (SUPPLIER)

11. INFORMATION [ ASSETS

a)  Will the supplier be required to receive and store PROTECTED and/or CLASSIFIED information andlor assets on its site or

premises?

If s, specify the security level of the documents andfor equipment that the supplier will be required to safeguard at their own site
or premises using the summary chart

b}  Will the supplier be required to safeguard COMSEC information or assets?

If s, specify the securty level of COMSEC information or assets that the supplier will be required to safeguard at their own site or

premises using the surmmary chart.

PRODUCTION

&)  Will the production {manufacture, repair andior modification) of PROTECTED and/or CLASSIFIED matenal and/or equipment

occur at the supplier's site or premises?

Using the summary chart, specify the security level of material and/or equipment that the supplier manufactured, repaired andior
modified and will be required to safeguard at their own site or premises.
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INFORMATION TECHNOLOGY (IT)

d} Will the supplier be required to use its IT systems to electronically process and/or produce or store PROTECTED andior
CLASSIFIED information andfor data?

If ¥es, specify the secunty level in the summary chart. This block details the mformation andfor data that will be electronically
processed or produced and stored on a compater system_ The chent department and/or organization will be required to specify the
IT security requirements for this procurement in @ separate technical document. The supplier must also direct their attention to the
following document: Treasury Board of Canada Secretariat - Operational Security Standard: Management of Information
Technology Security (MITS).

e] Will there be an electronic link between the supplier’ IT systems and the government department or agency?

If Y es, the supplier must have ther IT systemis) approved. The Client Department must also provide the Connectivity Criteria
detading the conditions and the level of access for the electronic link (usually not higher than PROTECTED B level).

SUMMARY CHART

For users completing the form manually use the summary chart below to indicate the category(ies) and levelis) of safeguarding required at
the suppler’ sitefs) or premises.

For users completing the form online (via the Internet), the Summary Chart s automatically populated by your responses to previous
gquestions.

PROTECTED CLASSIFIED NATO COMSEC
PROTECTED A CONFIDENTIAL NATO RESTRICTED FROTECTED A
PROTECTED B SECRET NATO COMFIDENTIAL FROTECTED B
PROTECTEDC TOP SECRET MATO SECRET FROTECTED C

TOP SECRET (SIGINT) COSMIC TOP SECRET COMFIDENTIAL
SECRET
TOP SECRET

12. a) Is the description of the work contained within this SRCL PROTECTED andior CLASSIFIED?
If fes, classify this form by annotating the top and bottom in the area entitled “ecurity Classification”.
b) Wil the documentation attached to this SRCL be PROTECTED andlor CLASSIFIED?

If ¥'es, classify this form by annoiating the fop and botiom in the area entitled “ecurnty Classification™and indicate with attachments
(e.g. SECRET with Attachments).

PART D - AUTHORIZATION

13. Organization Project Authority
This block is to be completed and signed by the appropriate project authority within the client department or organization (e.g. the
person responsile for this project or the person who has knowledge of the requirement at the client department or organization ). This
person may on occasion be contacted to clarfy information on the form_

14. Orpganization Security Authority

This block is to be signed by the Departmental Secunty Officer (D50) (or delegate) of the department identfied in Block 1, or the
security official of the prime contractor.

13. Are there additional instructions {e.g. Security Guide, Security Classification Guide) attached?

A Security Guide or Secunty Classificaton Guide is used in conjunction with the SRCL to identfy addiional secunty requirements which
do not appear in the SRECL, andlor to offer clarification to specific areas of the SRCL

16. Procurement Officer
This block is to be signed by the procurement officer acting as the contract or subcontract manager.
17. Contracting Security Authority

his block is to be signed by the Contract Security Official. Where PWGSC is the Contract Security Authority, Canadian and
International Industrial Security Directorate (CIISD) will complete this block.
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7.0 INSERT Annex K- PSPC Non-Disclosure Agreement related to Supply Chain Integrity as follows:

ANNEX K — PSPC NON-DISCLOSURE AGREEMENT REALTED
TO SUPPLY CHAIN INTERGRITY

PSPC Non-Disclosure Agreement

Note to Suppliers: Please note that this Non-Disclosure Agreement only covers SCI requirements under Section
3.5: Supply Chain Integrity Requirements. Suppliers will be asked to enter into a bi lateral non-disclosure
agreement (NDA) with the CCCS once they onboard on the SaaS ITS Program. For further information on the
SaaS ITS Onboarding Program, please refer to Annex L below.

By presenting a Submission, the Supplier agrees to the terms of the non-disclosure agreement below (the “Non-
Disclosure Agreement”):

1.  The Supplier agrees to keep confidential any information it receives from Canada regarding Canada’s
assessment of the Supplier's Supply Chain Security Information (the “Sensitive Information”) including,
but not limited to, which aspect of the Supply Chain Security Information is subject to concern, and the
reasons for Canada’s concerns.

2. Sensitive Information includes, but is not limited to, any documents, instructions, guidelines, data, material,
advice or any other information whether received orally, in printed form or otherwise and whether or not
that information is labeled as classified, proprietary or sensitive.

3. The Supplier agrees that it will not reproduce, copy, divulge, release or disclose, in whole or in part, in
whatever way or form any Sensitive Information to any person other than a person employed by the Supplier
who has a security clearance commensurate with the level of Sensitive Information being accessed, without
the prior written consent of the Supply Chain Security Authority. The Supplier agrees to immediately notify
the Supply Chain Security Authority if any person, other than those permitted by this Article, accesses the
Sensitive Information at any time.

4. All Sensitive Information will remain the property of Canada and must be returned to the Supply Chain
Security Authority or destroyed, at the option of the Supply Chain Security Authority, if requested by the
Supply Chain Security Authority, within 30 days following that request.

5. The Supplier agrees that a breach of this Non-Disclosure Agreement may result in disqualification of the
Supplier at SA stage, or immediate termination of any resulting Contract(s). The Supplier also
acknowledges that a breach of this Non-Disclosure Agreement may result in a review of the Supplier‘s
security clearance and review of the Supplier‘s status as an eligible Supplier for other requirements.

6. This Non-Disclosure Agreement remains in force indefinitely.
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8.0 INSERT Annex L — SaaS ITS Assessment Program: Onboarding Process as follows:

ANNEX L — SAAS IT SECURITY (ITS) ASSESSMENT PROGRAM:
ONBOARDING PROCESS

1. Making a Submission to the SaaS IT Security Assessment Program
(@) To make a submission to the program, a Bidder must complete the following steps:

(b) Contact the CCCS Contact Centre: contact@cyber.gc.ca or 613-949-7048 or 1-833-CYBER-88.

(c) Prepare to enter into a bi lateral non-disclosure agreement (NDA) with the CCCS.

(d) Provide all documentation for the assessment to the CCCS Contact Centre. When providing
documents, Pretty Good Privacy (PGP) encryption program credentials should be used to encrypt
the documents. See section 2 — PGP Key for a copy of the PGP key.

2. PGP Key

(a) Email or phone the CCCS Contact Centre to request the necessary public key for the CCCS PGP
key. Use this key to encrypt sensitive documents that you are submitting for the SaaS ITS
Assessment Program.

3. Contacts and Assistance

(@) The CCCS Contact Centre is the point of contact for all document submissions related to the SaaS
ITS Assessment Program. The SaaS Assessment team lead, or an authorized delegate, has access
to this mailbox. All SaaS ITS Assessment documentation will be managed and protected using PGP
encryption during transmission (see section 2 for a copy of the PGP key). All documentation will also
be handled and managed following CCCS information management policies.

CCCS Contact Centre
contact@cyber.gc.ca
613-949-7048 or 1-833-CYBER-88
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9.0 INSERT Appendix F — SRCL for SaaS, under the Annex F — SaaS Resulting Contract Clauses as
follows:

APPENDIX F — SRCL FOR SAAS

(Insert if applicable)

Note to Contractors: Different or additional security levels may apply to Clients using the SA or their Work
requirements, for example, security clearances for Suppliers or Supplier resources. In the event that a Contract
issued against a Supply Arrangement includes different or additional security levels, they will be included in
Appendix | (SRCL) and Appendix J (SRCL Security Classification Guide) to the Contract.
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10.0 INSERT Appendix G — SRCL Security Classification Guide under the Annex F — SaaS Resulting
Contract Clauses as follows:

APPENDIX G — SRCL SECURITY CLASSIFICATION GUIDE

(Insert if applicable)

Note to Contractors: Different or additional security levels may apply to Clients using the SA or their Work
requirements, for example, security clearances for Suppliers or Supplier resources. In the event that a Contract
issued against a Supply Arrangement includes different or additional security levels, they will be included in
Appendix | (SRCL) and Appendix J (SRCL Security Classification Guide) to the Contract.
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11.0 DELETE and INSERT Form 5 - Submission Completeness Review Checklist as follows:

If you wish to receive any editable documents and/or forms please send your request at: TPSGC.LENQS-

SAAS.PWGSC@tpsqgc-pwgsc.gc.ca.

Form 5 - Submission Completeness Review Checklist

SUPPLIER’S NAME:

1) Technical Submission, Financial Submission and Certifications, and Supply Chain Integrity Information:
a) O Technical Submission
b)[] Financial Submission
c) D Certifications and additional information
d) D Supply Chain Integrity Requirements

FORMS:

1. Submission Submission Form (RFSA Form 1)

QD

Supplier’s full legal name

Authorized Representative of Supplier for the evaluation purposes
Supplier's Procurement Business Number (PBN)

List of the Board of Directors Member

Jurisdiction of Contract

Number of FTEs

Security Clearance Level of Supplier

Aboriginal Businesses

Canadian Small and Medium Enterprises (CSME)

Canadian Enterprise

Green Procurement

Green Company

Supplier Certification that all SaaS Solutions are “Off-the-Shelf”
Signature of Authorized Representative of Supplier

O

o O
—_— = — —= =

®

—-
=
-

357‘\_)
S~ ~

OO0 o000 oo OO O

>
=

2. SaaS Publisher Certification Form (Mandatory when the Supplier itself is the SaaS Publisher) (RFSA Form 2) D
3. Saa$S Publisher Authorization Form (Mandatory when the Supplier is not the SaaS Publisher) (RFSA Form3) [

4. Certification Requirements for the Set-Aside Program for Aboriginal Business (Mandatory when the Supplier D
is an aboriginal business and wants to be identified as such) (RFSA Form 5)

5. SCI Submission Template (RFSA Form 6) D

ANNEXES:
Annex A — Qualification Requirements D
Annex C — Saa$S Solutions and Ceiling Prices O

a) O must be submitted using the format outlined in Annex C or submitted via a web-site link.
b) O item No. included for each product.

c) D SaaS Publisher’s Part No. (the part number the SaaS Publisher uses to identify the SaaS Solution
commercially)
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d) D SaaS Solution Name (the commercial product name that the SaaS Publisher uses to identify the
Saa$S Solution.

e) D SaaS Publisher’s Name (the name of the SaaS Publisher that produces the SaaS Solution)

f) O Cloud Service Provider’s name (CSP): Supplier must identify the existing Cloud Service Provider
(CSP), who's Commercially Available Cloud Services will be used to supply to Canada the
proposed Software as a Service (SaaS).

g) [T Ceiling Unit Price Ceiling Prices for SaaS Solutions (required for every line item)

h) D Unit of Measure (the unit of measure under which the SaaS Solution will be offered to Canada;
such as "per user", "per entity " and whether the is per subscription term is monthly or annual, etc.)

i) D Applicable percentage discount (enter the percentage discount that will be applied to the Ceiling
Commercial Unit Prices for the duration for the SA)

)] D Language(s) available (the language(s) under which the SaaS Solution is available such as
English, French and/or other)

k) O SaaS Solution Information (a web site URL containing SaaS Solution information)

1) D Keywords/tags (keywords associated with the SaaS Solution that will help the Clients to easily search and
find SaaS Solutions that meet their needs)

Annex D — SaaS Solution Service Level Agreement(s)

Service Level Agreement (SLA):

a) D Availability - Performance; PAGE #
b) Downtime definition - scheduled and unscheduled; PAGE #
c) E Service credits — triggers and calculation; PAGE #
d) D Support services availability; PAGE #
e) D Self-service, knowledge base, online tutorials; PAGE #
f) D Errors: severity level definitions; PAGE #
g) D Mean Time-to-respond and repair; PAGE #
h) D Escalation Path and Procedure; and PAGE #
i) D Available Disaster recovery system; PAGE #

Name of Authorized Signatory of Supplier:

Signature of Authorized Signatory of Supplier:
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