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INVITATION TO QUALIFY (ITQ)  

FOR  

EMPLOYEE ASSISTANCE PROGRAM INFORMATION 
MANAGEMENT SYSTEM (EAPIMS) 

FOR  

HEALTH CANADA 

IMPORTANT NOTICE: 

THIS DOCUMENT CONTAINS A SECURITY REQUIREMENT 
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PART 1 GENERAL INFORMATION 

1.1 Introduction 
The Invitation to Qualify (ITQ) is divided into five parts.  The five parts are as follows: 

Part 1   General Information: provides a general description of the requirement; 

Part 2   Instructions to Respondents: provides the instructions, clauses and conditions applicable to the 
Invitation to Qualify (ITQ) phase; 

Part 3   Response Preparation Instructions: provides Respondents with instructions on how to prepare their 
Response and the evaluation criteria that must be addressed; 

Part 4   Evaluation Procedures and Selection of Qualified Respondents: indicates how the evaluation will 
be conducted and the basis of qualification; 

Part 5   Certifications: includes the certifications to be provided in the Response, additional certifications 
may be included in RFP, if any. 

1.2 Summary 
(a) This Invitation to Qualify (ITQ) is issued by Canada in respect of the Project generally described in 

Section 1.3 below for the provision of Employee Assistance Program Information Management 
System (EAPIMS) for Health Canada. The Employee Assistance Services (EAS) Division within 
Health Canada has, by Order-in-Council, been provided the authority to deliver the Employee 
Assistance Program (EAP) and related services to federal public agencies, departments and 
federally regulated organizations. 

(b) The purpose of this ITQ is to invite interested parties to submit a Response indicating their interest 
in, and qualifications for, the Project. Based on these Responses, Canada intends to select, in 
accordance with the terms of this ITQ, a list of up to eight (8) Qualified Respondents to participate 
in any subsequent phases of the procurement process, namely the Review and Refine 
Requirements (RRR) Phase and the Request for Proposals (RFP) Phase for the selection of a 
single Contractor to provide the required EAPIMS. 

(c) In this ITQ, except to the extent where the context or the express provisions of this ITQ otherwise 
require, any capitalized word or term not otherwise defined in the ITQ Respondent Instructions has 
the meaning set out for it in Annex A - Definitions and Interpretation. 

(d) Any interested party or parties may submit a Response. Respondents may be individuals, 
corporations, joint venture/consortia, partnerships or any other legal entities. 

(e) There are no security clearances required to participate in this ITQ. Annex D – Draft Security 
Requirements applicable to on premise Solutions at the RFP stage, Annex E - Security
Requirements Check List (SRCL) and Annex F – Draft Security Requirements applicable to SaaS 
Solutions at the RFP stage outline the essential mandatory security requirements applicable to the 
RFP stage. These requirements address some, but not necessarily all of the requirements which 
Canada intends to address in the RFP. Additional security requirements may be included in 
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subsequent phases of this procurement process. Canada is including these requirements in this 
ITQ to provide respondents advance notice of some of the requirements that are likely to be 
included in the associated RFP. 

(f) Due to the time involved in obtaining such security clearances, potential Respondents are strongly 
encouraged to initiate the security clearance process and submit to the Contracting Authority the 
required documentation as soon as possible during the ITQ Stage. A common reason for delay in 
clearance is incomplete or incorrectly completed documents.  As such, potential Respondents are 
encouraged to check the documents carefully prior to submission. 

(g) This ITQ is neither a bid solicitation nor a tender and is intended only to pre-qualify Respondents. 
No contract will result from this ITQ. This ITQ may be partially or completely cancelled by Canada 
at any time, and therefore there is no guarantee of a subsequent procurement phase. Because the 
ITQ is not a tender, Respondents and Qualified Respondents may withdraw from this procurement 
phase at any time.  

(h) This requirement is subject to the provisions of the Comprehensive Economic and Trade 
Agreement (European Union) (CETA), World Trade Organization - Government Procurement 
Agreement (WTO-GPA), the North American Free Trade Agreement (NAFTA), the Canada-Chile 
Free Trade Agreement (CCFTA), the Canada-Peru Free Trade Agreement (CPFTA), the Canada-
Colombia Free Trade Agreement (CCoIFTA), the Canada–Honduras Free Trade Agreement 
(CHonFTA),  the Canada–Korea Free Trade Agreement (CKorFTA),  the Canada-Panama Free 
Trade Agreement (CPanFTA), the Comprehensive and Progressive Agreement for Trans-Pacific 
Partnership (CPTPP) and the Canadian Free Trade Agreement (CFTA). 

1.3 Project Information 
The overall objective of the Project is to select a single Contractor for the provision of an Employee 
Assistance Program Information Management System (EAPIMS) as required to meet the needs of Health 
Canada as set out in Annex B – Draft Statement of Requirements (SOR) and as further defined in the 
subsequent RFP. 

The Contractor selected through the RFP process will be awarded a contract for the provision of required 
EAPIMS for a period of up to 10 years. The detailed EAPIMS requirements and the terms and conditions of 
the contract will be provided to those Respondents qualified to participate in the Review and Refine 
Requirements (RRR) Phase and subsequent RFP process as set out in Part 4 – Evaluation Procedures and 
Selection of Qualified Respondents, of this ITQ.     

While the Contract period will be defined at the RFP stage, it is Canada’s intention to continue to use the 
EAPIMS for as long as it makes business sense to do so. The contract period will not necessarily reflect the 
expected useful life of the solution. The Contract will include options that may be exercised in the future to 
address any necessary time extensions. Canada also intends to benefit from any technological advances 
(product evolution) that may occur during the useful life of the EAPIMS. Therefore contract amendments 
may take place as deemed appropriate, so that Canada always has access to the core capabilities of the 
product as it evolves. It is contemplated that the EAPIMS deliverables may include professional services, a 
Warranty, Maintenance and Support Services, Training and Documentation. 

This procurement process will also allow Canada to make the EAPIMS available to any department or 
Crown corporation (as those terms are defined in the Financial Administration Act) or any other party for 
which the Department of Public Works and Government Services is authorized to act from time to time 
under section 16 of the Department of Public Works and Government Services Act (each a "Client"). 
Although Canada may make the EAPIMS available to any or all the Clients, this procurement process does 
not preclude Canada from using another method of supply for entities of the Government of Canada with the 
same or similar needs. 
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1.3.1 Project Background 
The Employee Assistance Services (EAS) group of Health Canada operates the Employee Assistance 
Program (EAP) and related services to federal public agencies, departments and federally regulated 
organizations. 

EAS exists within the Specialized Health Services Directorate (SHSD) of the Corporate Services Branch 
(CSB) of Health Canada and provides 24/7, fully-bilingual, intake and referral, to access confidential, 
professional, bilingual face-to-face counselling services. EAS operates on a fully cost-recovered basis and is 
fully accredited by the Council on Accreditation (COA). EAS has nearly 1,000 private practice counsellors 
located across the country and supports approximately 1.6 million eligible clients (employees and family 
members) of more than 80 Federal Departments and Agencies, the Canadian Armed Forces, the Royal 
Canadian Mounted Police and Veterans.  EAS is the largest provider of these services to the Federal Public 
Service. 

EAP is the core service provided by EAS. In 2019, the EAP responded to over 77,000 calls and handled 
nearly 29,200 cases in FY2018-19.  It is expected that demand for EAP services will continue to increase in 
the near future due to continued efforts to reduce the stigma of mental illness and the recent Safe 
Workspaces initiative commenced by former Clerk of the Privy Council Michael Wernick. 

Based on a Request for Information (RFI) conducted by Canada in 2018, commercial off the shelf solutions 
exist in the marketplace that would address core EAP requirements.  The primary group impacted by the 
implementation of the new solution would be the people involved in the delivery and management of the 
EAP program such as intake counsellors, the case management team and the call center manager.  
Secondary groups impacted by the change are the Service Providers and Business Office team due to 
updates in processes. 

1.3.2 Project Objectives
The project’s goals are to: 

1. Secure and implement a solution that is available all the time (system availability), with rapid 
response times (system performance) and that is easy to learn and use (user friendly); 

2. Have high quality data from various sources available to users without having to go through 
significant effort (Data Quality); 

3. Have a solution that is easy to work with in terms of changes needed to add, remove or modify fields 
and values from dropdown lists, etc. to address changes in the work environment (system flexibility); 

4. Implement a solution that can easily be scaled up or down (scalability); 

5. Have operational efficiency; and 

6. Ensure Client confidentiality. 

1.3.3 Target Environment
The preliminary EAPIMS target environment is as set out in Annex B – Draft Statement of Requirements.  
The Contractor selected through the ITQ and subsequent RFP process must provide and deliver an 
integrated EAPIMS where: 

1. The EAPIMS must provide and deliver the range of EAPIMS business functionality as set out in 
Section 3.2 of Annex B – Draft Statement of Requirements and as clarified through the procurement 
process. 
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2. The EAPIMS must be deployed on GC provided infrastructure services as set out in Appendix A to 
Annex B – Draft Statement of Requirements and as clarified through the procurement process. 

3. The services are provided for the detailed design, configuration, integration, deployment, transition-
in, ongoing support of the provided EAPIMS and the eventual transition-out to a successor solution 
or services as set out in Section 3.3 of Annex B – Draft Statement of Requirements and as clarified 
through the procurement process. 

4. The EAPIMS must comply with the security requirements of Canada as set out in the ITQ and the 
subsequent RFP.  

1.4 Overview of the Procurement Process 
This ITQ is the first phase in the procurement process for the Project. Although the procurement process 
remains subject to change (and even to cancellation, in accordance with the Standard Instructions), Canada 
currently anticipates that the procurement process will be conducted in the following phases: 

1.4.1 Phase 1: Invitation to Qualify (ITQ) 
The objective of this ITQ is to qualify Respondents who meet the requirements of the ITQ (Qualified 
Respondents). A maximum of eight (8) highest ranked Qualified Respondents will be invited to participate in 
any subsequent phases of the procurement process. Respondents will be qualified and ranked based on the 
process set out in Part 4 of this ITQ. In the event of a tie between two or more Respondents as the 8th and 
final Qualified Respondent, Canada will select all Respondents as Qualified Respondents that are in this 
situation. If there are less than eight (8) Qualified Respondents then all Qualified Respondents will be 
invited. The ITQ will be posted on the Government Electronic Tendering Services (GETS) for a period of 
Twenty Five (25) calendar days, in English and French. 

Should there be an insufficient number of Qualified Respondents after Phase 1 to permit subsequent 
phases, Canada reserves the right to cancel any subsequent phases or to modify the requirements of Phase 
1 and re-publish the solicitation using the same or a different approach. 

1.4.2 Phase 2: Review and Refine Requirements (RRR) 
The RRR process with the Qualified Respondents may be held after the ITQ phase.  The objective of the 
RRR phase is to obtain feedback from Qualified Respondents on Canada’s requirements for the Project, 
including the draft RFP and Resulting Contract Terms and Conditions.  

The RRR is intended to be a collaborative process and may involve interactions such as workshops, one-on-
one sessions, and/or written questions and answers. Canada will consider the feedback provided by 
Qualified Respondents when refining the requirements and preparing its procurement documents for the 
Project. Further details regarding the RRR will be provided to those Respondents who qualify as a result of 
this ITQ. 

1.4.3 Phase 3: Request for Proposals (RFP) 
The information provided in this section does not represent a commitment by Canada and is provided solely 
for information purposes. It may be modified by Canada in its sole discretion, at the RFP stage. 

As part of the RFP, Canada intends to invite Qualified Respondents to submit proposals that must contain, 
in respect of the Project, a technical submission and a financial submission. The form of the RFP 
submission will be described in the RFP and will address both technical and financial aspects of the Project 
and may include, at Canada’s discretion, a Proof of Proposal. The RFP will be posted on the Government 
Electronic Tendering Services (GETS) for a period of forty (40) calendar days, in English and French. 
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The successful Bidder will be identified taking into consideration technical and financial criteria as set out in 
the RFP.  Details regarding the submission requirements for the RFP and the factors to be considered in the 
evaluation of proposals will be set out in the RFP. 

1.5 Conflict of Interest - Unfair Advantage 
In order to protect the integrity of the procurement process, Respondents are advised that Canada may 
reject a Response in the following circumstances: 

a) if the Respondent, any of its members or subcontractors, or any of their respective employees or former 
employees was involved in any manner in the preparation of the strategies and documentation related to 
this procurement process or is in any situation of conflict of interest or appearance of conflict of interest; 

b) if the Respondent, any of its members or subcontractors, or any of their respective employees or former 
employees had access to information related to this procurement process that was not available to other 
suppliers and that would, in Canada's opinion, give or appear to give the Respondent an unfair 
advantage. 

In this regard, Canada advises that it has used the services of consultants/contractors in preparing 
strategies and documentation related to this procurement process, including the following: 

First Name Last Name Organization 
Jocelyn Décoste BDO Canada LLP 

John Davis BDO Canada LLP 

The experience acquired by a Respondent who is providing or has provided the goods and services 
described in this ITQ (or similar goods or services) to Canada will not, in itself, be considered by Canada as 
conferring an unfair advantage or creating a conflict of interest. This Respondent remains, however, subject 
to the criteria established above. 

If Canada intends to disqualify a response under this section, the Contracting Authority will inform the 
Respondent and provide the Respondent an opportunity to make representations before making a final 
decision. Respondents who are in doubt about a particular situation should contact the Contracting Authority 
before the closing date. By submitting a response, the Respondent represents that it does not consider itself 
to be in conflict of interest nor to have an unfair advantage. The Respondent acknowledges that it is within 
Canada's sole discretion to determine whether a conflict of interest, unfair advantage or an appearance of 
conflict of interest or unfair advantage exists. 

1.6 Debriefings 
Respondents may request a debriefing on the results of the ITQ phase. Respondents should make the 
request to the Contracting Authority within 5 working days of receipt of the results of qualification process 
outlined in this document.  



Solicitation No.                                                                                                                   Buyer ID:  
HT300-193651/A                                                                                                                052eem 

Page 8 of 21

PART 2 RESPONDENT INSTRUCTIONS 

2.1 Standard Instructions, Clauses and Conditions 
(a) All instructions, clauses and conditions identified in the ITQ by number, date and title are set out in 

the Standard Acquisition Clauses and Conditions Manual (https://buyandsell.gc.ca/policy-and-
guidelines/standard-acquisition-clauses-and-conditions-manual) issued by Public Works and 
Government Services Canada. 

(b) Respondents who submit a response agree to be bound by the instructions, clauses and 
conditions of the ITQ. 

(c) The 2003 (2019-03-04) Standard Instructions - Goods or Services - Competitive Requirements are 
incorporated by reference into and form part of the ITQ, except that: 

(i) Wherever the term "bid solicitation" is used, substitute "Invitation to Qualify (ITQ)"; 

(ii) Wherever the term "bid" is used, substitute "response"; 

(iii) Wherever the term "Bidder(s)" is used, substitute "Respondent(s)”. 

(iv) Subsection 5.4, which discusses a validity period, does not apply, given that this ITQ 
invites Respondents simply to qualify. Canada will assume that all Respondents who 
submit a response continue to wish to qualify unless they advise the Contracting Authority 
in writing that they wish to withdraw their response. 

(d) If there is a conflict between the provisions of 2003 and this document, this document prevails. 

2.2 Response Submission Instructions 

(a) Responses must be submitted only to Public Works and Government Services Canada (PWGSC) Bid 
Receiving Unit by the date, time and place indicated in the ITQ. 

(b) If the Respondent chooses to submit its response electronically, Canada requests that the Respondent 
submits its response in accordance with section 08 of the 2003 standard instructions. The epost 
Connect system has a limit of 1GB per single message posted and a limit of 20GB per conversation. 

The approved formats for documents are any combination of: 

A. PDF documents; and 
B. Documents that can be opened with either Microsoft Word or Microsoft Excel.

The response must be gathered per section and separated as follows: 

A. Section I:  ITQ Mandatory and Rated Selection Criteria (as described in Annex C - Evaluation and 
Qualification Criteria) 

B. Section II: Certifications and Additional Information 

(c) If the Respondent chooses to submit its response in soft copies on electronic media, Canada requests 
that the Respondent submits its response in separately bound sections as follows: 

A. Section I:  ITQ Mandatory and Rated Qualification Criteria (as described in Annex C – Evaluation and 
Qualification Criteria) (2 soft copies on USB keys) 

B. Section II: Certifications and Additional Information (2 soft copies on USB keys)
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(d) If the Respondent is simultaneously providing copies of its response using multiple acceptable delivery 
methods, and if there is a discrepancy between the wording of any of these copies and the electronic 
copy provided through epost Connect service, the wording of the electronic copy provided through epost 
Connect service will have priority over the wording of the other copies. 

(e) Note that no prices must be indicated in the ITQ Response.  

(f) Due to the nature of this ITQ responses transmitted by facsimile will not be accepted. 

2.3 Enquiries 
(a) All enquiries must be submitted in writing to the Contracting Authority no later than 5 calendar 

days before the ITQ closing date. Enquiries received after that time may not be answered. 

(b) Respondents with questions regarding this ITQ may direct their enquiries to: 

Contracting Authority:   Ngoma Nkiama 

E-mail Address:            Ngoma.Nkiama@tpsgc-pwgsc.gc.ca  

(c) Respondents should reference as accurately as possible the numbered item of the ITQ to which 
the enquiry relates. Care should be taken by Respondents to explain each question in sufficient 
detail in order to enable Canada to provide an accurate answer. 

(d) Enquiries that are of a “proprietary” nature must be clearly marked “proprietary” at each relevant 
item. Items identified as proprietary will be treated as such, except where Canada determines that 
the enquiry is not of a proprietary nature. Canada may edit the questions or may request that the 
Respondent do so, so that the proprietary nature of the question is eliminated, and the enquiry can 
be answered with copies to all Respondents. Enquiries not submitted in a form that can be 
distributed to all Respondents may not be answered by Canada. 

2.4 Joint Venture Experience  
(i) Except where expressly provided otherwise, where the Respondent is a joint venture with existing 

experience as that joint venture, it may submit the experience that it has obtained as that joint 
venture.  A joint venture Respondent may rely on the experience of one of its members to meet 
any given mandatory requirement of this ITQ.   

(ii) Joint venture members cannot pool their abilities with other joint members to satisfy a single 
mandatory requirement of this ITQ.  However, a joint venture member can pool its individual 
experience with the experience of the joint venture itself.  Wherever substantiation of a mandatory 
requirement is required, the Respondent is requested to indicate which joint venture member 
satisfies the requirement.   

(iii) Any Respondent with questions regarding the way in which a joint venture response will be 
evaluated should raise such questions through the Enquiries process as early as possible during 
the ITQ period. 

(iv) Example 1: A Respondent is a joint venture consisting of members X, Y and Z.  If a Response 
requires: (a) that the Respondent has 3 years of experience providing maintenance service, and 
(b) that the Respondent has 2 years of experience integrating hardware with complex networks, 
then each of these two requirements can be met by a different member of the joint 
venture.  However, for a single requirement, such as the requirement for 3 years of experience 
providing maintenance services, the Respondent cannot include that each of members X, Y and Z 
has one year of experience, totaling 3 years.  Such a response would be declared non-
responsive.   
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(v) Example 2: A Respondent is a joint venture consisting of members L and M.  A Response requires 
that the Respondent demonstrates experience providing maintenance and help desk services for a 
period of 24 months to a customer with at least 10,000 users.  As a joint venture (consisting of 
members L and M), the Respondent has previously done this work.  This Respondent can use this 
experience to meet the requirement (even if neither L nor M has met this experience requirement 
on its own).  If member L obtained this experience while in a joint venture with a third party N, 
however, that experience cannot be used because the third party N is not part of the joint venture 
in that ITQ. 

(vi) Example 3: A Respondent is a joint venture consisting of members A and B.  If a Response 
requires that the Respondent demonstrates experience providing resources for a minimum 
number of 100 billable days, the Respondent may demonstrate that experience by submitting 
either: 

 Contracts all signed by A, or 
 Contracts all signed by B, or 
 Contracts all signed by A and B in joint venture, or 
 Contracts signed by A and contracts signed by A and B in joint venture, or 
 Contracts signed by B and contracts signed by A and B in joint venture. 

That show in total 100 billable days. 

2.5 Applicable Laws 
The relations between the parties will be determined by the laws in force in Ontario, Canada. 

Note to Respondents: A respondent may, at its discretion, substitute the applicable laws of a 
Canadian province or territory of their choice without affecting the validity of its response, by 
deleting the name of the Canadian province or territory specified and inserting the name of the 
Canadian province or territory of its choice. If no change is made, it acknowledges that the 
applicable laws specified are acceptable to the Respondent. Respondents are requested to 
indicate in their Master ITQ Submission Form the Canadian province or territory they wish to 
apply to their response.
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PART 3 RESPONSE PREPARATION INSTRUCTIONS 

3.1 Response Preparation Instructions 
(a) Canada requests that Respondents provide their response as follows: 

(i) Section I: ITQ Mandatory and Rated Qualification Response (as described in Annex C – 
Evaluation and Qualification Criteria); 

(ii) Section II: Certifications and Additional Information 

Pricing is not a requirement and should not be included in the response.   

(b) Language for Future Communications:  Respondents are requested to identify in the Master 
ITQ Submission Form their language of choice (English or French) for future communications with 
Canada regarding this procurement process and solicitation documents.  

3.2 Qualification Response  
Respondents must demonstrate that they have the required expertise and experience in a thorough, concise 
and clear manner. Simply repeating the criteria is not sufficient.  

(a) A Qualification Response consists of the following: 

(i) Master ITQ Submission Form: Respondents are requested to include the Master ITQ - 
Submission Form with their responses. It provides a common form in which Respondents 
can provide information required for evaluation, such as a contact name, the 
Respondent's Procurement Business Number, the Respondent’s status under the Federal 
Contractors Program for Employment Equity, etc. Using the Master ITQ - Submission 
Form to provide this information is not mandatory, but it is recommended. If Canada 
determines that the information required by the Master ITQ Submission Form is 
incomplete or requires correction, Canada will provide the Respondents with an 
opportunity to do so.  

(ii) Mandatory Qualification Criteria: The technical response must substantiate the 
compliance with the specific criteria of the Mandatory Qualification Requirements as set 
out at Annex C. The substantiation must not simply be a repetition of the requirement(s), 
but must explain and demonstrate how the Respondent meets the requirements to carry 
out the required Work. Simply stating that the Respondent or its proposed solution or 
resources comply is not sufficient. Where Canada determines that the substantiation is 
not complete, the Respondent will be considered non-responsive and disqualified. The 
substantiation may refer to additional documentation submitted with the response. 

(iii) Rated Qualification Criteria: The technical response should substantiate compliance 
with the specific criteria of the Rated Qualification Requirements as set out at Annex C. 
Criteria in this section, while not mandatory themselves, will be used to provide a ranking 
of Respondents that meet the Mandatory Qualification Criteria describe in section (ii) 
above. The substantiation must not simply be a repetition of the requirement(s), but must 
explain and demonstrate how the Respondent meets the requirements. Simply stating that 
the Respondent or its proposed solution or resources comply is not sufficient. Where 
Canada determines that the substantiation is not complete, the Respondent will not 
receive a score for that given criterion. The substantiation may refer to additional 
documentation submitted with the response. 

(iv) Previous Project References Forms: Respondents are requested to use the Form C-1 – 
Previous Project Reference Forms where compliance is determined through an external 
customer reference solution implementation. Although all the content of Form C-1 is 
required, using the form itself to provide this information is not mandatory. For 
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Respondents who use an alternate form, it is in Canada's sole discretion to determine 
whether all the required information has been provided. Alterations to the statements in 
the Form C-1 may result in the response being declared non-responsive.  The 
Respondent should, at a minimum, provide with the response the name, the title, the 
telephone number, e-mail address and role in the project of the external customer’s 
person who possessed oversight or approval authority over the work as a contact person. 
If the external customer’s contact information is not provided with the response, the 
Contracting Authority will so inform the Respondent and provide the Respondent with a 
timeframe within which to submit the information. Failure to comply with the request of the 
Contracting Authority and meet the requirement within the time-period will render the 
response non-responsive.   If the named individual is unavailable when required during 
the evaluation period, the Respondent may provide the name and contact information of 
an alternate contact from the same external customer. If more external customer 
references are provided than requested, Canada will evaluate the reference in order they 
have been submitted by the Respondent up to the number of references requested. 
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PART 4 EVALUATION PROCEDURES AND SELECTION OF QUALIFIED 
RESPONDENTS 

4.1 Evaluation Procedures 
(a) Responses will be evaluated in accordance with the entire requirement of the ITQ, including the 

mandatory and rated qualification criteria. There are multiple steps in the evaluation process, 
which are described below. Even though the evaluation will be conducted in steps, the fact that 
Canada has proceeded to a later step does not mean that Canada has conclusively determined 
that the Respondent has successfully passed all the previous steps. Canada may conduct steps of 
the evaluation in parallel. 

(b) An evaluation team composed of representatives of Canada will evaluate the responses. Canada 
may hire any independent consultant, or use any Government resources, to evaluate any 
response. Not all members of the evaluation team will necessarily participate in all aspects of the 
evaluation. 

(c) In addition to any other time periods established in the ITQ: 

(i) Requests for Clarifications: If Canada seeks clarification or verification from the 
Respondent about its response, the Respondent will have 2 working days (or a longer 
period if specified in writing by the Contracting Authority) to provide the necessary 
information to Canada. Failure to meet this deadline will result in the response being 
declared non-responsive. 

(ii) Requests for Further Information: If Canada requires additional information in order to 
do any of the following pursuant to the Section entitled “Conduct of Evaluation” in 2003, 
Standard Instructions - Goods or Services - Competitive Requirements: 

(A) verify any or all information provided by the Respondent in their response; 

(B) contact any or all references supplied by the Respondent to verify and validate any 
information submitted by the Respondent, 

the Respondent must provide the information requested by Canada within 2 working days 
of a request by the Contracting Authority. 

(iii) Extension of Time: If additional time is required by the Respondent, the Contracting 
Authority may grant an extension in his or her sole discretion. 

4.2 Response Evaluation
(a) ITQ Mandatory Qualification Criteria: Each response will be reviewed for compliance with the ITQ 

Mandatory Qualification Criteria outlined in the ITQ. Any element of the bid solicitation that is 
identified specifically with the words "must" or "mandatory" is a mandatory requirement. Response 
that do not comply with each and every mandatory requirement will be declared non-responsive and 
be disqualified. 

(b) Point-Rated Qualification Criteria: Each response will be rated by assigning a score to the rated 
requirements, which are identified in the ITQ by the word "rated" or by reference to a score. 
Respondent who fail to submit complete response with all the information requested by this ITQ will 
be rated accordingly. The point-rated qualification criteria are described in Annex C - Evaluation and 
Qualification criteria. 
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4.3 Reference Checks 
(a) For reference checks, Canada will conduct the reference check in writing by email. Canada will 

send all email reference check requests to contacts supplied by all the Respondents on the same 
day using the email address provided in the response.  A Respondent will not meet the mandatory 
experience requirement (as applicable) unless the response is received within 10 working days of 
the date that Canada's email was sent. 

(b) On the fifth working day after sending out the reference check request, if Canada has not received 
a response, Canada will notify the Respondent by email, to allow the Respondent to contact its 
reference directly to ensure that it responds to Canada within 10 working days. If the individual 
named by a Respondent is unavailable when required during the evaluation period, the 
Respondent may provide the name and email address of an alternate contact person from the 
same customer. Respondents will only be provided with this opportunity once for each customer, 
and only if the originally named individual is unavailable to respond (i.e., the Respondent will not 
be provided with an opportunity to submit the name of an alternate contact person if the original 
contact person indicates that he or she is unwilling or unable to respond). The 10 working days 
will not be extended to provide additional time for the new contact to respond. 

(c) Wherever information provided by a reference differs from the information supplied by the 
Respondent, the information supplied by the reference will be the information evaluated.

(d) Points will not be allocated and/or a respondent will not meet the mandatory experience 
requirement (as applicable) if (1) the reference customer states he or she is unable or unwilling to 
provide the information requested, or (2) the customer reference is not a customer of the 
Respondent itself (for example, the customer cannot be the customer of an affiliate of the 
Respondent instead of being a customer of the Respondent itself). Nor will points be allocated or 
a mandatory met if the customer is itself an affiliate or other entity that does not deal at arm's 
length with the Respondent.

(e) Whether or not to conduct reference checks is discretionary. However, if PWGSC chooses to 
conduct reference checks for any given rated or mandatory requirement, it will check the 
references for that requirement for all Respondents who have not, at that point, been found non-
responsive.

4.4 Financial Viability Assessment 

Respondents must be financially viable to enter into this Qualification process. To determine the 
Respondent's financial viability, the Contracting Authority may, by written notice to the Respondents, require 
the submission of some or all of the financial information detailed below during the evaluation of the 
responses. 

The Respondent must provide the following information to the Contracting Authority within 5 working days of 
the request or as specified by the Contracting Authority in the notice: 

a. Audited financial statements, if available, or the unaudited financial statements (prepared by the 
Respondent's outside accounting firm, if available, or prepared in-house if no external statements 
have been prepared) for the Respondent's last three fiscal years, or for the years that the 
Respondent has been in business if this is less than three years (including, as a minimum, the 
Balance Sheet, the Statement of Retained Earnings, the Income Statement and any notes to the 
statements). 

b. If the date of the financial statements in (a) above is more than five months before the date of the 
request for information by the Contracting Authority, the Respondent must also provide, unless this 
is prohibited by legislation for public companies, the last quarterly financial statements (consisting of 
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a Balance Sheet and a year-to-date Income Statement), as of two months before the date on which 
the Contracting Authority requests this information. 

c. If the Respondent has not been in business for at least one full fiscal year, the following must be 
provided: 

i. the opening Balance Sheet on commencement of business (in the case of a 
corporation, the date of incorporation); and 

ii. the last quarterly financial statements (consisting of a Balance Sheet and a year-to-date 
Income Statement) as of two months before the date on which the Contracting Authority 
requests this information. 

d. A certification from the Chief Financial Officer or an authorized signing officer of the Respondent 
that the financial information provided is complete and accurate. 

If the Respondent is a joint venture, the financial information required by the Contracting Authority must be 
provided by each member of the joint venture. 

If the Respondent is a subsidiary of another company, then any financial information in (a) to (d) above 
required by the Procurement Authority must be provided by the ultimate parent company. 

The Respondent is not required to resubmit any financial information requested by the Procurement 
Authority that is already on file at PWGSC with the Contract Cost Analysis, Audit and Policy Directorate of 
the Policy, Risk, Integrity and Strategic Management Sector, provided that within the above-noted time 
frame: 

a. the Respondent identifies to the Procurement Authority in writing the specific information 
that is on file and the requirement for which this information was provided; and 

b. the Respondent authorizes the use of the information for this requirement. 

It is the Respondent's responsibility to confirm with the Contracting Authority that this information is still on 
file with PWGSC. 

Canada reserves the right to request from the Respondent any other information that Canada requires to 
conduct a complete financial capability assessment of the Respondent. The Respondent also understands 
that a complete financial capability review of the Respondent may also be conducted during the subsequent 
RFP process. 

Confidentiality: If the Respondent provides the information required above to Canada in confidence while 
indicating that the disclosed information is confidential, then Canada will treat the information in a 
confidential manner as permitted by the Access to Information Act, R.S., 1985, c. A-1, Section 20(1) (b) and 
(c). 

Respondents must submit their financial statements for the legal entity outlined in their Response. Canada 
reserves the right to request further information if required. 
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4.5 Selection of Qualified Respondents 

A Response must comply with the requirements of the ITQ, meet all mandatory technical evaluation criteria 
and obtain the required minimum scores for the rated evaluation criteria as specified in Annex C - Evaluation 
and Qualification Criteria, to be declared responsive. 

For each Response, the rated score for each of the rated evaluation criteria will be added to obtain a total 
aggregate score.  

The eight (8) Qualified Respondents with the highest total aggregate score will be selected as the Qualified 
Respondents for subsequent participation in any subsequent phases of the procurement process.   

In the event of a tie between two or more Respondents as the 8th and final Qualified Respondent, Canada 
will select all Respondents as Qualified Respondents that are in this situation.  

If there are less than 8 Qualified Respondents, all Qualified Respondents will be selected for participation in 
any subsequent phases of the procurement process. Should there be an insufficient number of Qualified 
Respondents after the ITQ Phase to permit a competition in subsequent phases of the procurement 
process, Canada reserves the right to cancel any subsequent phases of the procurement processor to 
modify the requirements of the ITQ phase and re-publish the solicitation using the same or a different 
approach. 

Canada reserves the right to re-evaluate the qualification of any Qualified Respondent at any time during the 
procurement process.  For example, if the Respondent’s security clearance changes or lapses, so that the 
Respondent no longer meets the requirements of the ITQ, Canada may disqualify the Qualified Respondent. 

4.6 Invitation to Sign a Submission Agreement 

The Contracting Authority will invite a maximum of eight (8) Respondents who have qualified in accordance 
with section 4.5 above to sign the Submission Agreement, as a condition of being selected to participate in 
any subsequent phases of the procurement process. 

If any of these Qualified Respondents fail or refuse to execute the Submission Agreement within the 
allocated period, the Contracting Authority may, in its sole discretion, withdraw the invitation and extend it to 
the next highest ranked Qualified Respondent to sign the Submission Agreement, and participate in any 
subsequent phases of the procurement processing accordance with the Submission Agreement. 
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PART 5 CERTIFICATIONS 
(a) Respondents must provide the required certifications to be declared a “qualified” Respondent. The 

certifications provided by Respondents to Canada are subject to verification by Canada at all 
times. Canada will declare a Response non-responsive, or will declare a contractor in default if 
any certification made by the Respondent is found to be untrue, whether made knowingly or 
unknowingly, during the evaluation period or during the contract period. The Contracting Authority 
will have the right to ask for additional information to verify the Respondent's certifications. Failure 
to comply and to cooperate with any request or requirement imposed by the Contracting Authority 
will render the response non-responsive or constitute a default under the Contract. 

(b) The required certifications should be submitted with the response, but may be submitted 
afterwards. If any of these required certifications is not completed and submitted as requested, the 
Contracting Authority will inform the Respondent of a time frame within which to provide the 
information.  Failure to provide the certifications or the additional information listed below within 
the time frame provided will render the response non-responsive.  

5.1 Integrity Provisions - Declaration of Convicted Offences 
(a) In accordance with the Integrity Provisions of the Standard Instructions, all bidders must provide 

with their bid, if applicable, the Integrity declaration form available on the Forms for the Integrity 
Regime website (http://www.tpsgc-pwgsc.gc.ca/ci-if/declaration-eng.html), to be given further 
consideration in the procurement process. 
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ANNEXES AND FORMS 

ANNEX A – DEFINITIONS AND INTERPRETATION 

1. Acronyms 

Acronym or 
Abbreviation

Definition

ATO Authority to Operate 
CM Case Management 

DOS Designated Organizational Screening 
DR Disaster Recovery 

EAPIMS Employee Assistance Program Information Management System 
FSC Facility Security Clearance 
GC Government of Canada 
PB Protected B 

PSPC Public Services and Procurement Canada 
PSTN Public Switched Telephone Network 

QA Quality Assurance 
RFP Request for Proposals 
RTO Recovery Time Objectives 
SOR Statement of Requirements 
SRCL Security Requirements Checklist 
SSC Shared Services Canada 
TA Task Authorization 

2. Definitions 

Terms Meaning
Acceptance Test Any and all tests of all or any part of the Deliverables to be carried out by Canada or its 

representatives to determine if such Deliverables conform to the requirements, Specifications, 
warranties and standards set out in or incorporated into the Statement of Requirements. 

Application Any program or group of programs that is designed for the end user and includes all 
documentation, source code, media, data and databases that perform specific data processing 
and telecommunication tasks. 

Amendment An addition to, deletion from, correction or modification of any solicitation document, resulting 
agreement or contract. 

Authority to 
Operate 

An Authorization to Operate (ATO) is a formal declaration by a Designated Approving Authority 
(DAA) that authorizes operation of an IT solution and explicitly accepts the risk to agency 
operations. The ATO is signed after a Certification Agent (CA) certifies that the system has met 
and passed all security requirements to become operational. An interim authorization to 
operate may be issued for a short period of time, or under limited conditions, until it is approved 
or denied. In the context of this contract the final Certification Agent will be ESDC IT Security.

Business Day A day other than a Saturday, Sunday or statutory holiday in the Province of Ontario
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Terms Meaning
Business Hours The hours of 6:00 AM through 6:00 PM inclusive during a Business Day in the Location of 

Work in which the work is being formed. 
Business Unit An organizational unit within a company (e.g.: a division or unit within the Bidder’s organization) 

or a company (e.g.: specialized subcontractor) that provides a focal point for the provision of 
specialized skills or expertise in a target business area, service delivery area or infrastructure 
service. These specialized skills, services or expertise can be demonstrated by subject-area 
specific assets within that unit or company, and these assets may include but are not limited to 
people, processes and potentially specific infrastructure or technologies that provide 
heightened capabilities in that target business area. 

Canada Her Majesty the Queen in Right of Canada as represented by the Minister of Public Works and 
Government Services Canada 

Commercially 
Available 

“Commercially Available” means that the software or services as proposed is freely available 
for purchase, has a published product / service definition and pricing structure, and has an 
ongoing funded development and support investment behind it.  In the case where the Solution 
consists of multiple, independent products, each product proposed must be “commercially 
available” as defined above.  ALPHA or BETA versions of a product or service do NOT qualify 
as commercially available. 

Contractor Means the person, entity or entities named in the Contract to supply goods, services or both to 
Canada. 

Core EAPIMS As a Commercially Available product, an Integrated software solution that offers at least the 
following functional capabilities in its COTS instance: [Intake Management; Case Management; 
Service Provider Management; Referral Management; Report Management; User 
Management; Financial Management; Portal Management] 

COTS Commercial-off-the-shelf, i.e. Commercially Available products. 
Data centre Contractor or Third Party Facility used to house networked computer servers typically used by 

organizations for the centralized call processing, network management services, remote 
storage, processing, or distribution of large amounts of data. 

Disaster Recovery 
(DR) 

The ability of an organization to respond to significant events that result in the temporary 
inability of the organization to function normally.  With respect to provision of hosted critical 
business systems and services, DR incorporates specific capabilities to minimize service 
disruption by providing, for example, data centre services protection that is provided out of 
region and across data centres using replication technologies such as platform based 
replication and asynchronous storage based replication. 

Documentation Documents, whether in printed or electronic form, including installation guides, instructional 
materials, layouts, maintenance materials, manuals, system documentation, training materials, 
and user guides, and includes all developments and modifications to the foregoing. 

Employee A person that has a formal employer/employee relationship with the Bidder/Contractor as 
defined by the Canada Revenue Agency (CRA). 

End User Internal staff or external parties that have been granted access to the Application for use.
Enquiry The meaning set out in this ITQ Section 2.3. 

Facility(ies) The location(s) within the sovereign territory of Canada from which the Contractor will provide 
and deliver EAPIMS related service as required by Canada.  

Facility Security 
Clearance (FSC):

A clearance that permits the recipient of the clearance and its security-cleared employees to 
access Sensitive Information and/or restricted work sites 

Incident “Incident” as defined for ITIL V.3 means an unplanned interruption to an IT Service or a 
reduction in the quality of an IT Service. 

Integrated A software solution that, while potentially comprised of two or more modules (e.g. geolocation, 
reporting, CRM, portal), and without compromising functionality, reliability, security or system 
performance, provides the end-to-end user experience of a single application.   

ITIL Information Technology Infrastructure Library. See https://www.itlibrary.org/
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Terms Meaning
Joint venture A joint venture is an association of two or more parties who combine their money, property, 

knowledge, expertise or other resources in a single joint business enterprise, sometimes 
referred as a consortium, to respond together on a requirement. In any contract they will be 
determined as being joint and several. 

Master Project 
Schedule 

The Master Project Schedule identifies the major milestones with associated business 
outcomes, deliverables and target dates associated with the transition of the current EAPIMS 
to the provided EAPIMS as provided by the selected Contractor.  

Platform General purpose information systems components used to process and store electronic data, 
such as desktop computers, servers, network devices, and mobile devices. Platforms usually 
contain server hardware, storage hardware, utility hardware, software and operating systems. 

Procurement 
Authority 

The authority identified in Summary of Key Information 

Product Any copyrighted/trademarked item that has been manufactured and marketed for sale off the 
shelf and for which the name of the manufacturer and the model or version # can be easily 
identified. 

Project As described in Section 1.3 and further defined in Annex B – Statement of Requirements, for 
the provision of EAPIMS software and services in support of the Government of Canada 
Employee Assistance Program within Health Canada 

Proposal The formal proposal submitted by a Proponent or Bidder in response to the RFP 
PWGSC Public Works and Government Services Canada, also known as Public Services and 

Procurement Canada (PSPC) 
Rated 
Qualification 
Criteria 

The rated qualification criteria set out in Annexx C – Evaluation and Qualification Criteria 

Recovery Point 
Objective (RPO) 

The maximum tolerable period of time in which data might be lost from an IT service due to a 
major incident. 

Recovery Time 
Objective (RTO) 

The duration of time and a service level within which a business process must be restored after 
a disaster 

Respondent The person or entity (or, in the case of a consortium, the persons or entities) submitting a 
Response for this ITQ. 

Respondent Team for a Respondent means the Respondent and all of its Team Members 
Response The formal response by a Respondent to this ITQ submitted to Canada 
RFP The Request for Proposals, as amended over time 
Scalability The ability to run the Software Solution on whatever size system makes sense and be able to 

move that application to either smaller or larger systems when needed. 
Services All technical and professional services provided in accordance with the resulting contract and 

must include, without limitation, those services required to: 
1. plan, design, install, configure, test, make operational, and support the Project 

throughout the term of the agreement; 
2. provide project-related training and documentation;  
3. provide ongoing operation of the Work both prior to and after Acceptance by Canada; 
4. provide transition-out support on conclusion of the contract however this condition 

arises. 
Service Request A request for services issued to the Contractor for work within the scope of an authorized TA. 
Software Solution The suite of software products required to meet the requirements as defined in an associated 

statement of requirements.  The Software Solution as proposed may consist of a software 
product augmented by plug-ins to meet individual functional requirements, or, may consist of 
an integrated suite of core portal environment and complementary function (products), or other 
combination of software products that in combination meet the requirements.  The Software 
Solution may in whole or in part provide a solution. 
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Terms Meaning
Solution The sum total of all products and implementation services as contemplated by the 

requirements set out in the associated Statement of Requirements or Statement of 
Requirements prepared by Canada for a specific business requirement and provided in 
accordance with the technical and financial proposals presented by a Bidder in its written 
response to an ITQ, RFP or similar request. 

Subcontractor An entity with whom a supplier has a direct contractual relationship to perform a portion of the 
Work pursuant to a contract between the Contractor and Canada, unless the subcontractor 
merely supplies commercial-off-the-shelf goods to the Contractor. 

Successful Bidder The Bidder selected by Canada through the RFP process and recommended for Contract 
award 

System A generic term used to mean network and other devices, operating systems, computing 
platforms, virtualization software and applications or any combination thereof. Its use is context 
specific. 

Task 
Authorization (TA) 

A TA is a structured administrative tool enabling PWGSC or a client to authorize work by a 
contractor on an "if and when requested" basis in accordance with the conditions of the 
contract. 

User Acceptance 
Testing 

The test phase where the user(s) from the client organization test the application to ensure that 
it works and satisfies the business needs and is consistent with the requirements as expressed 
in the application Statement of Requirements.

Work Means all the activities, services, goods, equipment, matters and things required to be done, 
delivered or performed by the Contractor under the Contract.
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Annex B 
Draft Statement of Requirements (SOR) 

Regarding 

Provision of an Employee Assistance Program  
Information Management System

For 

Employee Assistance Services (EAS) Division  
within Health Canada (HC) 

NOTE: This Draft SOR is a concise version of the anticipated 
statement of requirements. A detailed version of the SOR 
will be provided during the solicitation stage of this 
procurement process. 
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1 INTRODUCTION 

This Statement of Requirements (SOR) sets out the high-level requirements regarding 
the provision of an Employee Assistance Program Information Management System to 
satisfy the needs of the Employee Assistance Services (EAS) division within Health 
Canada.   

EAS division exists within the Specialized Health Services Directorate (SHSD) of the 
Corporate Services Branch (CSB) of Health Canada and provides 24/7 confidential, 
professional, bilingual counselling services.  EAS has nearly 1,000 private practice 
counsellors located across the country and supports approximately 1.6 million eligible 
clients (employees and family members) of more than 80 Federal Departments and 
Agencies including the Canadian Armed Forces, the Royal Canadian Mounted Police 
and Veterans.  EAS is the largest provider of these services to the Federal Public 
Service. 
The overall objective of this procurement approach is to select a single, qualified 
provider of an Employee Assistance Program (EAP) Information Management System 
and associated implementation and support services as required to meet the needs of 
Employee Assistance Services organization within Health Canada.   

Within this SOR: 
1. Section 1 provides an overview of the project objectives and scope. 
2. Section 2 provides an overview of the current EAS program within Health 

Canada as background information for this opportunity. 
3. Section 3 provides a preliminary high-level scoping of the target EAPIMS 

environment with emphasis on the overall functional, non-functional and 
deployment requirements, end-to-end target environment and highlighting those 
elements provided by Canada and those required to be provided by the 
Contractor. 

4. Section 4 identifies the major preliminary schedule associated with the transition 
of the current EAS Solution to the provided EAPIMS as provided by the selected 
Contractor.  

1.1 Project Objectives 

The project’s objectives are to procure and implement an Employee Assistance Program 
Information Management System that: 

1. Provides and delivers a software solution that meets the business functional, 
non-functional, security and related requirements as set out in this SOR. 

2. Deploys and operationalizes the solution within the timelines in the Master 
Project schedule set out in Section 4 of this SOR. 

3. Addresses the challenges exhibited by the current, legacy environment including: 
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a. Providing high solution availability and performance. 
b. Providing ease of use for both novice / infrequent users and experienced 

users that are using the system on a daily basis in stressful user 
encounters. 

c. Having high quality data from various sources available to users without 
having to go through significant effort (Data Quality); 

d. Having a solution that is easy to work with in terms of changes needed to 
add, remove or modify fields and values from dropdown lists, etc. to 
address changes in the work environment (system flexibility); 

e. Implementing a solution that can easily be scaled up or down (scalability); 
f. Having operational efficiency; and 
g. Ensuring Client confidentiality. 

The new system will serve five strategic purposes:  
1. Enable an integrated approach to all of the operational activities that fall within 

scope of the system, namely:  
a. Intake, referral, case management and quality assurance functions  
b. Management activities, such as case load oversight and risk monitoring 

that support the functions referred to in item a. above 
c. Appropriate user access protocols to ensure “need to know” access can 

be established internally via “super user” or “administrator” levels of 
access and delegation  

d. Supporting secure web based interactions through a dedicated portal with 
affiliate service providers for scheduling, referral and invoicing  

2. Have sufficient flexibility for EAS staff (depending on role delegation) to tailor 
fields, forms and reports without requiring customized coding; 

3. Support near-real-time results-based reporting (broadly: service utilization by 
department/agency, various demographic data, outcomes evaluations);  

4. Allow for improved and user-defined analytics to better inform decision making 
with regards to where improvements efforts (including both operations and 
promotional efforts) would be most optimal;  

5. Have inherent capacity to scale both vertically (increase in overall business 
volume and revenue) and horizontally (e.g. increased data analysis and 
reporting) with the evolution of EAS as a service provider. 

With those strategic goals addressed, the EAS’s Service line Managers, Contracted 
Affiliate Service Providers, Staff Counsellors, Case Management Specialists, and EAS’ 
Business Office will use the EAPIMS to:  

1. Receive, triage and refer (i.e. refer to affiliate counsellors and providers) requests 
for services from organizational clients and family members. 
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2. Work with (including: search, access, view, cross-reference, manipulate, make 
changes, save changes) “case” files for the purposes enabling day-to-day service 
coordination, administration, monitoring and follow-up (i.e. perform all activities 
from intake to invoicing via the solution). 

3. Enable user-defined Key Performance Indictors (KPIs) to be identified, saved 
and reported on. 

4. Allow for near real-time accounting of affiliate service providers billing and 
payments to date. 

5. Enable managers to monitor caseloads per case management specialist and 
intake counsellor. 

6. Via time based flags, ensure that cases do not go unallocated or become 
dormant. 

7. Capture, access and protect federal government employees’ (and their family 
members’) personal information. 

8. Support effective and efficient coordination of activities and communication 
among internal stakeholders. 

9. Promote consistency and best practices in the delivery of employee assistance 
program services as well as minimize the administrative burden through built-in 
service level standards; auto-generation of pre-defined case management tasks; 
auto-generation of case notes; access to pre-designed template letters and 
forms; and direct access to EAP guidelines. 

10. Safeguard federal government employee information so that only those users of 
the system with the appropriate authority are authorized to access this 
information. 

11. Easily identify trends that highlight potential issues and gaps, and inform 
changes to EAS practices and strategies. 

12. Monitor and evaluate the performance of EAP through management dashboards 
and the generation of pre-defined and custom reports from a user’s desktop. 

1.2 Scope of Requirements 

The Contractor must provide and deliver an integrated EAPIMS and related services 
where: 

1. The EAPIMS must provide and deliver the range of EAP business functionality as 
set out in this Section 3.2 of this SOR and as clarified through the procurement 
process. 

2. The EAPIMS must be deployed on GC provided infrastructure services as set out 
in Appendix A to this SOR and as clarified through the procurement process. 
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3. The services are provided for the detailed design, configuration, integration, 
deployment, transition-in, ongoing support of the provided EAPIMS and the 
eventual transition-out to a successor solution or services as set out in Section 
3.3 of this SOR and as clarified through the procurement process. 

4. The EAPIMS must comply with the security requirements of Canada as set out in 
ITQ Annexes D, E and F and as clarified through the procurement process.  

5. The EAPIMS must comply with the accessibility requirements as set out in GC’s 
Standard on Web Accessibility as set out in Section 3.4 to this SOR and as 
clarified through the procurement process.  



Solicitation No.                                                                                                                      Buyer ID:  
HT300-193651/A                                                                                                                   052eem

Annex B / Page 7 of 37  

2 THE CURRENT EAS MODEL 

2.1 Program Overview 

Employee Assistance Services (EAS) within Health Canada delivers the Employee 
Assistance Program (EAP) and related services to federal public agencies, departments 
and federally regulated organizations including the Canadian Armed Forces, the Royal 
Canadian Mounted Police and Veterans. 

The lines of service the EAS provides are: 
1. Employee Assistance Program (EAP) 
2. Specialized Organizational Services (SOS) 
3. Informal Conflict Management (ICM) 
4. Trauma Management 
5. Psycho-Social Emergency Preparedness and Response (PSEPR) 
6. Occupational and Critical Incident Stress Management (OCISM) 

The Employee Assistance Program (EAP) is one of EAS’ service lines.  A fully 
accredited EAP by the Council on Accreditation (COA), it responded to over 77,000 
calls and handled nearly 29,200 cases in FY2018-19.  It is expected that demand for 
EAP services will continue to increase in the near future due to the Clerk of the Privy 
Council’s focus on having safe and mentally healthy workplaces and Public Servants 
taking action as they become more aware of issues related to mental health. 

The focus for this EAPIMS procurement is to select and have implemented a new 
solution that meets EAP’s operational needs, streamline processes and take into 
account the Data Strategy Roadmap of the Federal Public Service. 

For that majority of central departments and agencies, Health Canada has a direct role 
in helping their employees (and their family members) maintain and improve their 
overall mental health and wellbeing, the direct benefits of which includes: increased 
resilience to stress and operational stress injuries; improved productivity in the 
workplace; and reduced absenteeism. 

The Policy on Results (effective July 1, 2016) has strengthened the requirements of 
departments and agencies to define and report on clear outcomes indicators.  In 
addition, stemming from the priorities of the Clerk of the Privy Council, the focus on 
mental health and wellbeing in the public service (Federal Public Service Workplace 
Mental Health Strategy, effective November 28, 2016) is front and centre in that 
departments are required to develop action plans as a means of improving overall 
mental health in the workplace.  With this move toward a whole of government 
approach to wellness, the ability to monitor and report on results is a minimal 
operational requirement.   

In consideration of the scope of services provided, expected growth moving forward - all 
occurring within results-based operational and outcomes frameworks - the need for a 
solution that will meet EAS’s current and future needs is of strategic significance. 
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2.2 Current EAS Enabling Technologies 

Currently, numerous business tools are used in support of overall programme delivery. 
Collectively, these are used to:  

 Manage intake and referral for the Employee Assistance Program’s 24 hour\7 
day 1-800 Crisis and Referral Centre (CRC – 400+ calls / day); 

 Perform Case Management activities 
 Manage customer contacts including detailed invoicing instructions for all 

customer organizations; 
 Recruit and manage a nationwide network of approximately 1,000 active Service 

Providers; 
 Make up-to-date customer information accessible to EAS Managers (special 

instructions, client eligibility, services provided, limitations, etc.); 
 Follow-up complaints and manage quality assurance issues; 
 Generate utilization data that is provided to EAS Organizations; 
 Manage key contact information (organizational customers, organizational 

representatives, affiliate service providers);  
 Produce management reports on a regular and/or on an as-needed basis; 
 Track needs analysis and Service Request related information; and 
 Track financial data. 

The key components of the current information system were built and maintained using 
Lotus Notes.  FileMaker, an application development platform, has been used to 
address some of the Division’s needs. 

Functionality gaps and evolution in the lines of service has also meant that workarounds 
and manual processes have been implemented to address numerous needs.  The 
diagram below (Figure 2.2-1) provides a high-level overview of the systems and 
applications used by EAS for operating the EAP with the following table, Table 2.2-1 
providing more detail. 
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Figure 2.2-1: Current EAS System Diagram 

Table 2.2-1: Current EAS Enabling Technologies 

System or Interface Description
Lotus Notes Database A COTS solution used to create the current version of 

EAS 1-800 Application for meeting the needs of the 
Employee Assistance Program run by EAS.  Captures 
and manages client, case, survey, and statistical 
information pertinent to the EAP program. Data captured 
in EAS 1-800 feeds into reporting applications created in 
FileMaker.  

Maximizer A COTS CRM (Customer Relationship Management) 
solution. Two databases track Service Provider and 
Organizational Account information. Maximizer is used to 
output field data to MS Word templates for formatted 
document outputs and contracts.  

DBsync An application built on the FileMaker platform to compare 
data from multiple databases containing overlapping 
datasets for identifying discrepancies and correcting 
errors in the source data. 

LabelMaker An application built on the FileMaker platform for creating 
physical file labels. This includes Service Provider billing 
files (700+ per year) and labels for large mail outs. Labels 
can be formatted to include specific information such as 
region, location coding and fiscal year. 
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System or Interface Description
PsychMAP An application built on the FileMaker platform to aid users 

in locating Service Providers by geolocation (latitude and 
longitude). For EAP, the data is imported from the Lotus 
Notes 1-800 database. PsychMAP also serves as the 
primary Service Provider Management tool for the 
Specialized Organizational Services (SOS) group. 

URDB An application built on the FileMaker platform to generate 
client-facing utilisation reports, as well as to process 
utilisation data for inclusion on a multitude of other reports 
(Annual Revue and Program Plan, Budget Reports, 
reports on counselling costs, QA reports, etc.). The 
application manages saved report configurations per 
account, batch report generation, and saving of aggregate 
information. 

CSI An application built on the FileMaker platform to facilitate 
Service Provider data entry and reporting activities. CSI 
normalises data entered, ensures that all data is valid 
before submission, generates invoices based on session 
information entered, manages extension requests & 
authorized time per case, and helps track the status of 
payments. Invoices are generated in HTML format (plain 
text) so they can be submitted to EAS in a non-proprietary 
format. 

MS Outlook A COTS solution used for communicating with individuals 
via e-mail, for tracking tasks and contacts, and for 
scheduling meetings and presentations. 

MS Word A COTS solution used for creating and editing 
documents. Examples of documents EAS creates using 
MS Word: contracts, letter templates, forms, letters, and 
manual reports. 

MS Excel A COTS solution used to for data analysis and status 
tracking. 

SAP The Govt. of Canada’s financial account system used for 
entering and tracking financial data (revenues and 
expenses) and generating payments to Service Providers.

FileMaker A COTS application development platform used for 
creating applications in house so processes can be 
automated, increasing the quality of the final work product 
and ensuring effective and efficient use of resources. 
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2.3 Program Stakeholders 

There are a range of stakeholders in the delivery of EAS programs and services in 
addition to those government employees seeking assistance.  These range from the 
portfolio of service providers providing services to employees seeking assistance to the 
various administrative, management and oversight stakeholders employed in the 
operation of the programs and services.  Figure 2.3-1 illustrates the scope and context 
of stakeholders and their interaction with the systems and solutions.  Tables 2.3-1 and 
2.3-2 provide more detail regarding these stakeholders and their functions. 

Figure 2.3-1: EAP Stakeholder Business Context Diagram 

Table 2.3-1 External EAP Stakeholders 
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Stakeholder Type Description Responsibilities Approx. # of 
Stakeholders 

Service Provider A Service Provider is an 
individual who provides 
services for EAS 
Organizational Accounts as 
well as for EAS directly (e.g. 
EAS requisitions the 
Service Provider to develop 
material, documentation, 
presentations, etc. on 
behalf of EAS).  
Stakeholder would benefit 
from easier contract 
management (creation & 
amendment), time tracking 
and invoice processing. 

Providing services to 
the client that the entity 
has been contracted for 
and staying within the 
budgeted amount.  
Submitting required 
documentation to EAS. 

800 

Service Provider 
Admin Assistant 

A Service Provider Admin 
Assistant is an individual 
who works for a Service 
Provider.  Stakeholder 
would benefit from easier 
contract management 
(creation & amendment), 
time tracking and invoice 
processing. 

Assisting the Service 
Provider in meeting 
their contractual 
commitments from an 
administrative 
perspective. 

200 

Padre A Padre is a military 
chaplain qualified to provide 
counselling services offered 
by EAS for military veterans 
and/or their family.  They 
are treated as “regular” 
contractors. 

Counselling clients who 
are associated with the 
military. 

30 



Solicitation No.                                                                                                                      Buyer ID:  
HT300-193651/A                                                                                                                   052eem

Annex B / Page 13 of 37  

Stakeholder Type Description Responsibilities Approx. # of 
Stakeholders 

Customer/ 
Organizational 
Account 

An Organizational Account 
is a federal entity such as a 
federal government 
department or agency, 
crown corporation or 
federally regulated 
organization representing 
the whole, or a portion of 
an, Organization with which 
EAS contracts.  Includes 
the Canadian Armed 
Forces, the Royal Canadian 
Mounted Police and 
Veterans.  User does not 
interact directly with the 
system. 

Encouraging its 
employees to use EAP 
services they have 
contracted for with EAS 
and prompt payment of 
fees. 

100 

Customer 
Organization 
Representative 

An Organization 
Representative is a 
representative of an 
Organization who has 
financial signing authority 
for securing EAP services 
for their respective 
organization. 

Acting as a key point of 
contact with the EAS 
Account Manager and 
ensuring proper flow of 
communications 
between EAS and the 
representative’s 
organization. 

125 

Organizational 
Primary EAP 
Contact 

An Organizational Primary 
EAP Contact is the primary 
point of contact within the 
Organizational Account to 
liaise with concerning EAP 
matters.  User does not 
interact directly with the 
system. 

Responsible for proper 
communication between 
the EAS Account 
Manager and 
stakeholders in the 
Organizational Account 

200 

Telephone 
Interview Service 
Provider 

A Telephone Interview 
Service Provider is a 
supplier contracted by EAS 
to conduct telephone 
interviews with EAP users 
on their level of satisfaction 
with the service they 
received. EAP users who 
are contacted have 
previously agreed to 
participate in the survey.  
User does not interact 
directly with the system. 

Conducting telephone 
interviews with users of 
EAP services, 
tabulating the results 
and disseminating the 
aggregated information 
with the EAS team. 1 
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Stakeholder Type Description Responsibilities Approx. # of 
Stakeholders 

Client A Client is any person who 
calls requesting EAP 
services.  
The Client may be qualified 
for access to the EAP 
based on criteria 
established for their 
particular Organization or 
may be an unqualified 
caller. 
The qualified EAP Client is 
usually an employee or an 
individual who is related to 
an employee of a federal 
government organization - 
federal government 
department or agency, 
crown corporation, federally 
regulated organization 
including the Canadian 
Armed Forces, the Royal 
Canadian Mounted Police 
and Veterans. The Client 
may also be a Survey 
Participant. 
Would indirectly benefit 
from a system that is easy 
for the CRC counsellor to 
use as the whole call-in 
experience would be 
seamless. 

Using the EAP in the 
manner it was intended. 

25,000 

Callers Any person that contacts 
the EAP. 70,000 
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Table 2.3-2 Internal EAP Stakeholders 
Stakeholder 
Type 

Description Responsibilities Approx. # of 
Stakeholders

Crisis and Referral Center (CRC)
Crisis and 
Referral 
Center (CRC) 
Logistics 
Coordinator 

Coordinates CRC Counsellor 
activities. Coordinates and conducts 
training. Replaces CRC Supervisor 
when needed.  Interested in having a 
system that is easy to navigate, to 
train others on, has proper 
documentation, able to generate 
management reports. 

Coordinating 
counsellor activities, 
conducting training 
sessions and 
replacing the CRC 
Supervisor if and 
when needed. 

1

Manager of 
Counselling 
Services and 
Quality 
Assurance 
(QA) 

Manager of the Case Management 
team; CRC Supervisor; and QA 
Supervisor.  Receives notice of 
Trauma incidents via EAS Trauma 
Group (generic email account). 
Interested in being able to easily 
generate different types of 
management reports and do analysis 
of different factors.  Will want to 
ensure that the system can handle 
different types of scenarios and that 
CRC counsellors have the required 
information easily available for clients 
who may already be feeling 
distressed.  Needs to be able to see 
client files as needed.  User of all 
aspects of the system. 

Oversees the 
management and 
delivery of 
counselling services. 

1

CRC 
Supervisor 

Supervises the CRC and its 
operations 24/7; ensuring that the 
service is offered according to 
established guidelines, meets quality 
standards and incorporates clinical 
supervision. 
Heavy user of the service 
delivery/operational components of 
the system.  Interested in having a 
solution for the CRC Counsellors that 
is easy to use, provides some built in 
flows/intelligence yet allows 
counsellors to easily incorporate 
special information that may not be 
included as choices/options in drop 
down menus yet.  Ensures that 
quality data/information is being 

Oversees the 
operations of the 
CRC to ensure it 
meets the set 
criteria. 

1
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Stakeholder 
Type 

Description Responsibilities Approx. # of 
Stakeholders

entered in the system for follow-up, 
management & tracking purposes. 

CRC 
Counsellor 

First point of contact for an Employee 
Assistance Program (EAP) Client 
who may need EAP counselling or 
other psychosocial services.  Key 
users of the system. 
Collects information to assess 
whether counselling or other 
psychosocial services are needed 
and responds accordingly.  If 
counselling/psycho-social services 
are needed, initiate a case and refer 
the Client to a Service Provider. 
Some counsellors operate remotely 
and at times disconnected from the 
Internet. 

Responds to calls 
from clients takes 
appropriate next 
steps and completes 
relevant 
documentation for 
management 
purposes. 12 

CRC Admin 
Assistant 

Key users of the admin functions of 
the system. 
Provides EAP Case information to 
contracted Service Providers, 
updates Service Provider availability, 
addresses other relevant 
informational needs. 
Enters all Service Providers’ 
extension requests (including their 
plans) in the system and provides 
statistical data to support Case 
Managers. Performs auditing 
functions to ensure data integrity. 
Interested in being able to easily 
update, find and extract required 
data. 

Provides 
administrative 
support to the CRC 
Counsellor and Case 
Management team. 

3

Crisis and 
Referral 
Center (CRC) 
Logistics 
Coordinator 

Coordinates CRC Counsellor 
activities. Coordinates and conducts 
training. Replaces CRC Supervisor 
when needed.  Interested in having a 
system that is easy to navigate, to 
train others on, has proper 
documentation, able to generate 
management reports. 

Coordinating 
counsellor activities, 
conducting training 
sessions and 
replacing the CRC 
Supervisor if and 
when needed. 

1

Manager of 
Counselling 
Services and 
Quality 

Manager of the Case Management 
team; CRC Supervisor; and QA 
Supervisor.  Receives notice of 

Oversees the 
management and 
delivery of 
counselling services. 

1



Solicitation No.                                                                                                                      Buyer ID:  
HT300-193651/A                                                                                                                   052eem

Annex B / Page 17 of 37  

Stakeholder 
Type 

Description Responsibilities Approx. # of 
Stakeholders

Assurance 
(QA) 

Trauma incidents via EAS Trauma 
Group (generic email account). 
Interested in being able to easily 
generate different types of 
management reports and do analysis 
of different factors.  Will want to 
ensure that the system can handle 
different types of scenarios and that 
CRC counsellors have the required 
information easily available for clients 
who may already be feeling 
distressed.  Needs to be able to see 
client files as needed.  User of all 
aspects of the system. 

CRC 
Supervisor 

Supervises the CRC and its 
operations 24/7; ensuring that the 
service is offered according to 
established guidelines, meets quality 
standards and incorporates clinical 
supervision. 
Heavy user of the service 
delivery/operational components of 
the system.  Interested in having a 
solution for the CRC Counsellors that 
is easy to use, provides some built in 
flows/intelligence yet allows 
counsellors to easily incorporate 
special information that may not be 
included as choices/options in drop 
down menus yet.  Ensures that 
quality data/information is being 
entered in the system for follow-up, 
management & tracking purposes. 

Oversees the 
operations of the 
CRC to ensure it 
meets the set 
criteria. 

1

CRC 
Counsellor 

First point of contact for an Employee 
Assistance Program (EAP) Client 
who may need EAP counselling or 
other psychosocial services.  Key 
users of the system. 
Collects information to assess 
whether counselling or other 
psychosocial services are needed 
and responds accordingly.  If 
counselling/psycho-social services 
are needed, initiate a case and refer 
the Client to a Service Provider. 

Responds to calls 
from clients takes 
appropriate next 
steps and completes 
relevant 
documentation for 
management 
purposes. 

12 
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Stakeholder 
Type 

Description Responsibilities Approx. # of 
Stakeholders

Some counsellors operate remotely 
and at times disconnected from the 
Internet. 

CRC Admin 
Assistant 

Key users of the admin functions of 
the system. 
Provides EAP Case information to 
contracted Service Providers, 
updates Service Provider availability, 
addresses other relevant 
informational needs. 
Enters all Service Providers’ 
extension requests (including their 
plans) in the system and provides 
statistical data to support Case 
Managers. Performs auditing 
functions to ensure data integrity. 
Interested in being able to easily 
update, find and extract required 
data. 

Provides 
administrative 
support to the CRC 
Counsellor and Case 
Management team. 

3

Case Management (CM)
Case 
Management 
Specialist 
(CMS) 

Grants or denies extensions to 
Service Providers for additional 
sessions based upon their request. 
Coordinates with Service Providers 
to identify appropriate strategies to 
follow for proper case management.  
Supports the business office as it 
relates to Service Provider payments.

Reviewing requests 
for case extensions 
and approving or 
denying requests 
based on information 
provided.  
Supporting the 
Business Office by 
providing supporting 
documentation for 
payment purposes. 

6

Case 
Management 
Administrative 
Assistant 
(CMAA) 

Performs preliminary verification of 
extension requests received from 
Service Providers. Approves 
standard extension requests and 
forwards more complicated cases to 
the Case Management Clerk.  
Performs data entry for standard 
extension requests. 

Administers requests 
for counselling 
extensions and 
counselling 
activities. 1

Case 
Management 
Clerk (CMC) 

Person who distributes extension 
requests to CMS. 

Ensures proper 
distribution of 
extension requests 
and follow-up on 

1
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Stakeholder 
Type 

Description Responsibilities Approx. # of 
Stakeholders

outstanding 
requests. 

Quality Assurance (QA)
EAP Quality 
Assurance 
Supervisor 
(EQAS) 

Interacts with clients, Service 
Providers and EAP stakeholders.    
Investigates complaints from clients.  
Analyzes the results of surveys and 
periodic reviews.  Coordinates and 
provides bi-weekly orientation 
sessions to new network counsellors.  
Provides individual detailed report for 
each complaint received and enters 
data in the EAS system.  Provides 
upper management with monthly 
report on all complaints received for 
the particular month.  Checks “non-
compliance” occurrences to ensure 
they do not become repetitive 
patterns. 
Has access to customer 
Organization’s complaints cases 
(closed and open), quality assurance 
notes, case management notes, and 
detailed information about Service 
Providers. 

Reviewing survey 
results and taking 
appropriate next 
steps with the 
relevant stakeholder 
to ensure that EAP 
clients are satisfied 
with the services 
received. 

1

EAP Quality 
Assurance 
Admin 
Assistant – 
EQAAA 

Administers Quality Assurance 
processes.  Creates an annual report 
that includes amongst other things 
“No-Shows”, “See Once”, number of 
surveys returned, number of new 
files created, average delays for first 
appointment.  Enters Voluntary 
Survey comments.  Administers 
distribution of the Voluntary Survey. 

Supports the QA 
Supervisor by 
producing 
appropriate reports 
and documentation. 1

National Business and Customer Relations
National 
Manager 
Business and 
Customer 
Relations

Supervises the activities of the EAP 
Account Managers. 
Extracts management reports and 
documents Organizational Account 
interactions in detail.

Promotes EAS’ 
services, business 
development and 
customer relations. 

1

EAS Account 
Managers 
(AM) 

Liaises with Organizational Accounts 
to ensure good relations and 
customer satisfaction, negotiates 
new contracts and renewals, and 

Works with 
Organizational 
Accounts 
representative to 

4
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Stakeholder 
Type 

Description Responsibilities Approx. # of 
Stakeholders

promotes all of EAS’s service lines 
on an ongoing basis.  Reviews 
utilization rates, conducts analysis 
and discusses usage results with 
Organizational Accounts.

address their 
Employee 
Assistance needs 
including access to 
an EAP service. 

Regional EAS 
Account 
Managers 

Same description as EAS Account 
Managers however working remotely 
(i.e. working in the regions, not 
physically located in the National 
Capital Region). 

Works with regional 
Organizational 
Accounts 
representative to 
address their 
Employee 
Assistance needs 
including access to 
an EAP service. 

2

EAS Admin 
Assistants to 
Account 
Managers 
(AMAA) 

Provides administrative assistance to 
EAS Account Managers.  Carries out 
day-to-day operational duties related 
to the work of the EAS Account 
Managers such as; preparing 
invoices for distribution, creating 
letter templates, maintaining 
reporting templates, monitoring the 
website and information requests 
generated through it.  Updates 
various lists.  Heavy user.

Supports EAS 
Account managers 
by preparing 
relevant 
documentation and 
reports. 2

Business Office (BO)
Business 
Office 
Supervisor 

Supervises all aspects of the 
business office.  Coordinates budget 
planning and reporting, invoicing to 
Organizational Accounts and SOS 
customers, payment to EAP and 
SOS Service Providers.  Manages 
accounts receivable, accounts 
payable, purchasing, variance 
reports, financial data entry, contract 
creation, etc. 

Oversees and 
manages all aspects 
of the Business 
Office. 

1

Business 
Office Admin 
Assistant 
(BOAA) 

Enters information received from 
Service Providers that send in 
monthly invoices and statistics, 
creates call-ups for EAP and SOS 
services and maintains tracking 
sheets, and other administrative 
functions. 

Supports the 
Business Office 
Supervisor in 
preparing relevant 
reports and 
documentation. 

1

Counselling 
Network 

. Negotiates and captures terms of 
Service Provider's Standing Offer 

Screens, hires and 
manages Service 

2
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Stakeholder 
Type 

Description Responsibilities Approx. # of 
Stakeholders

Coordinator 
(CNC) 

Agreements (SOA).  Manages 
Service Provider profile information 
and documents (security screening, 
proof of education, proof of liability 
insurance, professional registration, 
etc.). 

Providers in the EAP 
network. 

Counselling 
Network 
Coordinator 
Admin 
Assistant 
(CNCAA) 

Creates and modifies SOA for new 
and existing Service Providers.  
Creates and maintains Service 
Provider profiles.  Creates call-ups 
for SOS projects. 

Supports the 
Counselling Network 
Coordinators by 
preparing relevant 
reports and 
documentation. 

1

Data Entry 
Clerk (DEC) 

Verifies data contained within 
invoices and associated statistical 
reports received from Service 
Providers.  Follows up with Service 
Providers when statistical report data 
is not received. 

Verifies and enters 
data from invoices 
and other 
documentation. 7

Client 
Support 
Officer (CSO) 

Supports the Service Provider 
accessing the EAS External Portal.  
Updates the online tutorial as 
needed.  Sends out communications 
to Service Providers via e-mail. 

Supports the Service 
Providers from an 
EAS perspective. 1

Management
Director, 
Employee 
Assistance 
Services 

The Director is responsible for all 
aspects of the EAS Division.  
Requires access to all data and 
management reporting. 

Managing the EAS 
division including the 
operation of the 
EAP. 

1
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3 PRELIMINARY TARGET EAPIMS REQUIREMENTS  

3.1 Overview 

The preliminary target EAPIMS deployment model is illustrated in Figure 3.1-1.   

Figure 3.1-1: HC EAPIMS Strawman Target Deployment Model 

In this Figure 3.1-1: 
EAS Clients access EAS service through the public switched 
telephone system and through a web-chat function.  For 
voice, access is through a published set of 1 800 numbers.  
These numbers terminate in the government provided call 
centre call management system – currently the 
ComputerTalk iceEPASS solution configured to meet the 
specific call flow requirements of the program.   
The ComputerTalk iceEPASS solution is not integrated with 
business systems (e.g. to with the CRM platform).  In the 
target model, this independent operation will continue – i.e. 
there is no requirement for integration between iceEPASS 
and the EAPIMS. 
Government of Canada enterprise voice and data network 
infrastructures used by all internal (to the government) 
stakeholders and providing secure access to EAS 

Government Internal Network

A PSTN

B

PSTN
ComputerTalk
Ice CC solution

Client

EAP Business 
& Admin Services

Service Provider

EAS Counsellor
Enterprise Data Warehouse and Associated Tools

Structured Data, Content repository, Records, Open 
Data Components, ….

Portal
Functional Modules In/Out Comment
Intake Management Required core function
Case Management Required core function
Quality Assurance Required core function
Service Provider Management Required core function
Referral Management Required core function
Organizational Account Management included as basic mandatory + rated
Contract Management non-mandatory – basic contract reporting
Document Management basic is needed, need more information on this
Financial Administration non-mandatory – basic account reporting 
Auxiliary Service Request Management desired but not required: will appear as rated
Report Management Required core function
User Management Required core function
Portal Required core function
Communication Management Required core function

GC
PaaS

Internet

A

B

C

D

H

G

F

E

Government Internal Network

I
J
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applications and data hosted on Government-provided 
platforms.  The government enterprise network provides the 
security, redundancy, performance, capacity, access and 
accessibility required to support internal stakeholders.    
ComputerTalk iceEPASS contact centre call management 
solution configured to meet the specific call flow 
requirements of the program.  The iceEPASS platform 
handles incoming call queues and has no direct integration 
with backend systems (i.e. there are no screen-pops or other 
automated call handling functions required). 
A HC EAS Counsellor providing the first point of contact for 
clients requiring access to EAS services.   
EAS counsellors are equipped with desktop voice and 
computing devices conformant to HC and GC standards for 
these devices.  All EAS Counsellors are internal to the GC 
infrastructure.  Off-site Counsellors have a GC 
equipment/devices to allow access to the government 
network. 
EAS Business and administrative users provide quality 
assurance, case management and administrative services in 
support of the overall administration of the EAS programs 
and services.   
EAS Business and administrative users are equipped with 
desktop computing devices conformant to HC and GC 
standards for these devices.  All EAS Business and 
administrative users are internal to the GC infrastructure. 
The portfolio of EAS business systems required to meet the 
business needs of the program as set out in this SOR.  The 
portfolio of systems shall be provided in multiple deployment 
environments on GC provided operating platforms where 
these deployment environments are as set out in this SOR 
and include but are not limited to production, staging, 
“sandbox”/development/test and DR environments.  
The GC provided platform services configured to provide the 
performance, capacity, security and related non-functional 
requirements of the EAPIMS as required to provide and 
deliver the operational service level objectives.  The GC 
provided platform services will be provided in support of the 
required deployment environments as set out in this SOR 
and including but not limited to production, staging, 
“sandbox”/development/test and Disaster Recovery (DR) 
environments. 
The GC provided platform services will conform to the GC 
Treasury Board (TB) guidelines for platform services in 
support of Protected B workloads. 
GC provided platform services will be configured to provide 
an appropriate level of high-availability and enable the DR 

ComputerTalk
Ice CC solution

EAS Counsellor

EAP Business 
& Admin Services

Enterprise Data Warehouse and Associated Tools
Structured Data, Content repository, Records, Open 

Data Components, ….

Portal
Functional Modules In/Out Comment
Intake  Ma nagement Required core function
Case Management Required core function
Quality Assurance Required core function
Service Provider Management Required core function
Referral Management Required core function
Organizational Account Management included as basic mandatory + rated
Contract Management non-mandatory – basic contract re porting
Document Management basic is needed, need more information on this
Financial Administration non-mandatory – basic account reporting 
Auxiliary Service Request Management desired but not required: will appear as rated
Report Management Required core function
User Management Required core function
Portal Required core function
Communication Management Required core function

GC
PaaS

C

D
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function to comply with  Recovery Point Objective (RPO) 
and Recovery Time Objective (RTO) as set out in this 
SOR. 

  

The Service Provider is an external (to the GC) independent 
provider of Employee Assistance (EA) services.  A Service 
Provider is referred to the Client by the EAS Counsellor.  
Where appropriate for the care required, a direct interaction 
occurs between the Client and Service Provider for delivery 
of the services.  All EA services related records and case 
files are held by the Service Provider.  Interaction between 
the Service Provider and the GC EAS environment are for 
the purposes of program management and administration. 

  

Electronic access to the GC EAS program management and 
administration regime by external stakeholders, including but 
not limited to Service Providers, is provided through secure 
internet access. Does not exist today – part of the “target 
deployment”. 

  

Electronic access to the GC EAS program management and 
administration regime by external stakeholders, including but 
not limited to Service Providers, is provided through secure 
internet access controlled by appropriately configured secure 
firewall services.  Does not exist today – part of the target 
deployment. 

3.2 EAPIMS Business Functional Requirements 

The integrated EAPIMS must provide and deliver the business functionality to meet the 
needs of Canada as set out in this SOR.  Specifically: 

1. The integrated EAPIMS must address the requirements for: 
a. Intake Management as set out in Section 3.2.1; 
b. Case Management as set out in Section 3.2.2; 
c. Quality Assurance as set out in Section 3.2.3; 
d. Service Provider Management as set out in Section 3.2.4; 
e. Referral Management as set out in Section 3.2.5; 
f. Organizational Account Management as set out in Section 3.2.6; 
g. Financial Administration as set out in Section 3.2.9; 
h. Report Management as set out in Section 3.2.11; 
i. User Management as set out in Section 3.2.12; 
j. Portal services as set out in Section 3.2.13; 
k. Communication Management as set out in Section 3.2.14. 

Service Provider

Internet

H

I

J
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3.2.1 Intake Management
Intake Management is the ability to capture, track and manage client’s information in 
order to provide the appropriate service. The process may require immediate 
counselling, referral to a Service Provider (SP), conducting a needs assessment, and/or 
referring to a different internal service line. 

 Track and manage incoming client calls. 
 Associate a call to a Client record, a new or existing case, and any activities 

relating to the case, such as referrals, delivery of information, or referrals to 
different service lines. 

 Validate client’s eligibility for service by accessing related contracts/agreements. 
 Assess client using onscreen reference document(s)  
 Refer client to Service Provider (see Referral Management). 

3.2.2 Case Management 
Case management is the collaborative process of assessment, planning and care 
coordination to meet a client’s needs. 

 Search clients, case histories, related cases, related payments and all associated 
notes. 

 Manage existing case files, details and case strategies. 
 Record decisions and any case related communication with a Service Provider. 

3.2.3 Quality Assurance 
The role of Quality Assurance is to identify, document, capture and track non-
compliance with EAS policies, and client input.  It also consists of managing complaints, 
confidentially capturing and handling complaints in a timely manner, acknowledging the 
receipt of a complaint and documenting its resolution.

 Service Provider site visits and follow-ups. 
 Manage survey templates. 
 Capture of survey data. 
 Capture non-compliance and client input. 
 Complaint can originate from any source – client, service provider, account 

contact, etc. 
 Review, investigate and document. 
 Limited user access to complaints. 

3.2.4 Service Provider Management 
Service Provider (SP) Management oversees the maintenance and upkeep of SP 
certifications, streamlining hiring efforts and allows for network research and analysis.

 Create and manage Service Provider profile. 
 Determine the health of the SP network per service line. 
 Access to all relevant Standing Offer Agreements (SOA) – per service lines. 
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 Create and manage SOA contracts (see Contract Management) 
 Geocode office locations(s). 
 Manage SP documents (refer to Document Management). 

3.2.5 Referral Management 
The management of referrals comprises  the finding and connecting of the appropriate 
SP resources to the client or organization as well as the tracking and management of 
communications leading up to the acceptance/declining of the referral. 

 View referrals for which provider has not called back to pick up referral details. 
 Capture SP decision relating to the acceptance of the referral. 
 Track delays in picking up referral detail and follow-up with Service Provider(s). 
 Geolocation search. 

3.2.6 Organizational Account Management 
Organizational Account Management consists of the continuous evaluation of the 
Account’s requirements and the updating of the Account profile to reflect changes over 
time. The goal of account management is to promote psycho-social services through 
direct communication or events, to increase the number of covered individuals and to 
ensure timely and responsive communications with organizational clients (accounts and 
prospective accounts). 

 Create / update organisations and organizational accounts. 
 Manage and generate account related contracts in system. 
 Track account related communications. 
 Capture orders for promotional items. 

3.2.7 Contract Management 
Contract management is the process of defining contractual agreements, managing the 
state of the contract, managing the changes to the contract and generating the contract 
document.   

 Need to support different types of contracts. 
 Creation of contracts and amendments. History of contractual agreements is 

required. 
 Manage current dates, amendment to dates, expiration dates and/or other 

relevant date changes.  
 The contract amendment document should outline the changes between the 

current contract and the previous contract. 
 Manage contract statuses. 
 Save generated document to document repository. 
 Ability to generate contracts in the recipient’s language of preference (French 

and/or English). 
 Ability to manage contract templates. 
 Create Call-ups request (actual creating of Call-up is done in SAP – see 

Financial Administration). 
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3.2.8 Document Management 
Document Management is the process of organizing, storing and tracking electronic 
documents in a central document repository. 

 Search document related metadata (such as type of security, expiration dates, 
document classification, etc.). 

 Manage expired documents. 
 Document Encryption is required conforming to Communication Security 

Establishment (CSE) recommended cryptographic algorithm. 

3.2.9 Financial Administration 
Financial Administration consists of the payment of the amounts owed and the charging 
of amounts due. 

 Validate SP invoice line items against original referral and case management 
decision (when applicable). 

 Creation of new Call-ups and tracking and maintaining of existing call-ups. 
 Link each SP invoiced service item(s) to the appropriate call-up(s) associated to 

the SOA contract(s) that are active on the date(s) of service. 
 Track which call-ups were used to pay specific invoices. 
 Allow and track adjustments to the original SP invoices. 
 Create SP invoice with adjustment notices. 
 Track contract value(s) to be charged back to the organisation account/customer. 
 Calculate charges. 

o Calculation of the amount to charge the organisation account/customer 
based on charge interval (defined on the contract or project) and versus 
amount(s) already charged. 

o For services that are charged per use, the ability to calculate the amount 
to charge the account/customer based on delivered services. 

3.2.10 Service Request Management 
Service Request management consists of planning, scheduling, cost control and budget 
management. It allows the users to manage the delivery of service. It also aids in the 
tracking of communication and quality assurance activities. 

 Assessment and capture of potential customer needs. 
 Search mechanism to aid user in determining estimate of service costs. 
 Define service delivery details for each service required, location, and date. 
 Support the ability to capture and view a multitude of calculated costs for the 

delivery of a service. 
 Define a series of services that fit the customer’s goal and budget. 
 Create proposals/quotes with cost estimates for potential customers. 
 Create Service Agreement, Interdepartmental Letter of Agreement (ILA), 

Memorandum of Understanding (MOU) and contracts (see Contract 
Management). 

 Manage date and time specific actions. 
 Identify and resolve conflicts between bookings. 
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3.2.11 Report Management 
Report management allows for data research and analysis. It allows pre-defining report 
parameters, running a collection of standard reports, and producing a high volume of 
reports with the ability to save the outputs to a document repository, keeping track of the 
document classification. Reporting should ensure that sensitive data or data that could 
link to a single individual or cause prejudice to a group remains anonymous or 
unidentifiable. 

 Users can configure reports parameters. 
 System needs to track report configurations per organizational account. 
 Solution needs to support “power user” to create and edit reports. 
 Client related reports needs to be captured in a document repository. 
 Ability to manage report templates. 
 Output reports in PDF, DOCX and Excel format. 
 Batch reporting. 
 Generation of complex reports (data originating from multiple data sources– 

internal and/or external). 

3.2.12 User Management 
User Management allows creating and managing login credentials for each user as well 
as allowing individual users to manage their system preferences. 

 Each user should be able to edit their user profile and user preferences. 
 Aspects of the user profile that relate to access privileges should only be 

modifiable by a user with appropriate privileges (such as a Power User or 
System Administrator). 

3.2.13 Portal 
The purpose of the portal is to provide SP with the ability to create a new profile and 
submit documentation to keep the profile up-to-date (e.g. updated professional 
association certificate, liability insurance certificate, etc.) The Portal will also facilitate 
the communication of referral information to SPs as well as to allow SPs to manage 
case activities (extension requests) and submit their invoices and statistical forms. 

The portal must also support online surveys (note that the survey participants must be 
anonymous).  

3.2.14 Communication Management 
Communication management is exclusively defined as the management of 
communication campaigns. 

 Communicate with clients, organizations, etc. for distribution of policy updates, 
newsletters, request for information, etc. via different communication methods. 

 Bring forward system. 
 Track responses. 
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A modernised information system will support EAS in providing first rate service to 
clients and contribute to the highest standards in client confidentiality. The modernised 
tool will increase the speed of searches for counsellors to support employees in 
immediate need, collect additional data to make informed business decisions, and allow 
EAS employees to be more effective with their time. 

3.3 Implementation Services Requirements 

The Contractor must provide and deliver the implementation and transition-in services 
associated with the proposed EAPIMS as required for solution design, configuration, 
installation, deployment, integration, testing, training and otherwise making ready for 
use in live production.  Required services include but are not limited to: 

1. Services for provision of planning and design deliverables for the transition 
through operations phases of the project.  

2. Services to set up the technical infrastructure and initial installation of the core 
COTS software products required to support the configuration, customization, 
integration and other efforts as required to implement the initial wave of EAP 
services. 

3. Services as required for the configuration, customization, integration and other 
efforts as required to implement the initial wave of EAP services and obtain the 
required authority to operate the EAPIMS in live production.  

4. Services required for the onboarding of Stakeholders and migration of 
operational data from the current EAP environment to the EAPIMS as deployed. 

The Contractor must provide and deliver the services associated with the proposed 
EAPIMS as required for the ongoing day-to-day operation, maintenance and support of 
the EAPIMS as deployed. 

The Contractor may be requested to provide on an as and when requested basis 
services in support of new EAS initiatives where such services may include but are not 
limited to EAP project planning, project design, project onboarding, operational services, 
and infrastructure and integration services.  

The Contractor may also be requested to provide, on an as and when requested basis, 
services related to the provision of ad-hoc EAP services where such services may 
include but are not limited to enhanced service analytics, support for new or additional 
contact modalities (e.g. in support of emerging remote and mobile device access), ad-
hoc reporting, or other EAS-related service delivery, planning, management or 
administration services. 

Services are required to be provided through a series of tasks authorized by Canada 
through a structured Task Authorization (TA) process.   
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3.4 Web Accessibility and Usability Requirements 

The Contractor must provide, deliver, enable and support the web accessibility and 
usability requirements as set out in the following Standards and guidelines.  
1) Standard on Web Accessibility: http://tbs-sct.gc.ca/pol/doc-eng.aspx?id=23601 and 

Web Content Accessibility Guidelines (WCAG) 2.0: http://www.w3.org/TR/WCAG20/
2) Standard on Web Usability: http://www.tbs-sct.gc.ca/pol/doc-

eng.aspx?section=text&id=24227
3) Web Experience Toolkit Guideline: http://www.tbs-sct.gc.ca/ws-nw/wa-aw/wet-

boew/index-eng.asp
4) Official Languages Act: http://laws.justice.gc.ca/eng/acts/O-3.01/index.html

4. MASTER PROJECT SCHEDULE 

The Master Project Schedule identifies the major milestones for business outcomes, 
deliverables and target dates associated with the transition of the current EAS Solution 
to the EAPIMS provided by the Contractor and based on a preliminary implementation 
project plan provided in response to the bid solicitation. 

The Master Project Schedule is used to coordinate Contractor-provided deliverables 
and outcomes with the various government-provided systems and services on which 
these Contractor materials are dependent (e.g. provision of GC infrastructure and 
associated access technologies and logistics). 

The Master Project Schedule combines various transition activities (e.g. planning, 
implementation, testing) with the HC’s approvals and acceptance processes and the 
logistics associated with migrating existing employee assistance programs and services 
to the new EAPIMS.   

The Master Project Schedule assumes a start date for the project start-up and planning 
of no later than October  2020 with a target “go live” date for the transitioned coverage 
in June  2021. 

Table 4.1-1: Master Project Schedule Summary 
Major 
Milestone 

Title Time-
frame 
(M)onths 

Outcomes, Deliverables and Key Activities 
summary 

MM-1-
CON-0000  

Start  – project start-
up, Planning and 
Design start 

 Oct  2020 Project Start (project start-up, Planning and Design 
Phase based on defined planning deliverables - 
TA#1) 

MM-1-
CON-0100 

Phase 1 - Detailed 
Planning and Design 
Phase Complete 

Start + 1M Detailed planning and design deliverables based on 
revisions to materials performed by the Contractor 
during the term of the project start-up and planning 
Phase 1.   

MM-2-
CON-0300 

Phase 2 
implementation and 

Start + 5M Phase 2 installation of EAPIMS on GC provided 
platforms, configured for Wave 1 EAS business 
processes and integrated with required GC systems 
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Major 
Milestone 

Title Time-
frame 
(M)onths 

Outcomes, Deliverables and Key Activities 
summary 

initial deployment 
complete 

and services and obtaining required approvals to 
operate (ATO).  

MM-3-
CON-0500 

Phase 3 User 
Acceptance Testing 
(UAT) complete 
Phase 4 Cutover 
start 

Start + 6M Phase 3 Wave 1 EAS handover to HC for final 
Phase 4 acceptance testing before cutover to live 
production. 

MM-4-
CON-0100 

Phase 4 Cutover 
complete 

Start + 9M 
(June  
2021) 

Phase 4 cutover and go live of Wave 1 EAS project 
based on acceptance by Canada (including 
security, performance and related factors) 

MM-5-
CON- 

Phase 5 Stabilization 
Period Start  

Start + 9M Monitoring of solution in production to identify and 
prioritize areas that require change to provide 
require Wave 1 services at specified service levels.  
These may include but are not limited to changes to 
Contractor services, GC provided infrastructure and 
services. 

MM-5-
CON- 

Phase 5 Stabilization 
Period Ends 

Start + 
21M 

Finalization of services, service levels and enabling 
resourcing and infrastructure as required to provide 
stable EAS services consistent with current 
services and service levels.  Assessment and 
restructuring of staffing models to improve value for 
money for Canada. 
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APPENDIX A TO ANNEX B – GC PROVIDED INFRASTRUCTURE SERVICES 

This attachment sets out the scope of IT infrastructure services that can be provided by 
Canada for the deployment of the EAPIMS.  These will reflect SSC hosting services and 
SSC sanctioned and/or brokered cloud infrastructure services providers that may be 
available and that meet security requirements for a cloud-hosted solution.   

The intent is to ensure appropriate protection of Government of Canada data for 
solutions hosted in cloud environment. 

1. SSC ENTERPRISE DATA CENTRE SERVICE STANDARDS 

Availability:
o 24 x 7 x 365, 99.982% of the time 

Service Hours:
o 24 x 7 x 365 – On Site 

Regular scheduled maintenance: 
o The Enterprise Data Centres are designed such that there are no planned 

maintenance activities that require a complete outage of the Enterprise 
Data Centres (Barrie, Borden and Gatineau) 

External vendor support hours: 
o 24 x 7 x 365 – On Site 

Mean time to restore: 
o 1 hour, 90% of the time 

Request fulfillment duration: 
Service Offering Time to Fulfill Percent 

of the 
Time 

Facility Planning 
Consultation 

Acknowledgement will be 
according to SSC Enterprise 
Business Intake published 
process times. 
Capacity planning - 15 days once 
necessary information is provided 

80% 
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Service Offering Time to Fulfill Percent 
of the 
Time 

Data Centre Facility 
Access 

Planned visit is up to 5 days 
Incident response is 1 hour 

Exception:  Not all regional data centre 
facilities have local DCFMS nearby, 
therefore, other arrangements will be 
made. 

90% 

Remote hands (On-
site IT Device 
Support within the 
Facility) 

Planned visit is up to 5 days 
Incident response is 1 hour 
Exception:  Not all regional data centre 
facilities have local DCFMS nearby, 
therefore, other arrangements will be 
made. 

90% 

IT Hardware 
Installation (Planning 
and Installation) 

Participation in planning meetings with 5 
days advance notice 

Install IT devices - 5 to 10 days 
depending on complexity and 
volume 
Device cabling - 5 to 10 days 
depending on complexity and 
volume 
Backbone cabling – procurement 
required, up to 60 days for 
delivery and installation 
Shipping/Receiving - Minimum 2 
business day notice and must be 
scheduled during posted loading 
dock hours 

Exception:  Not all regional data centre 
facilities have local DCFMS nearby, 
therefore, other arrangements will be 
made. 

80% 



Solicitation No.                                                                                                                      Buyer ID:  
HT300-193651/A                                                                                                                   052eem

Annex B / Page 34 of 37  

Service Offering Time to Fulfill Percent 
of the 
Time 

IT Hardware 
Decommission 
(Planning and 
Installation) 

Participation in planning meetings 
with 5 days advance notice 
Remove IT devices - maximum 30 
days from request 

Exception:  Not all regional data centre 
facilities have local DCFMS nearby, 
therefore, other arrangements will be 
made. 

90% 

Support 
Post initial install - ongoing support 
SSC Facilities provides 24 x 7 x 365 facility support (where available, see Service 

Hours) that is dispatched through SSC Enterprise Service Desk (typically as 
part of a response to an Incident). 
Service Offering Time to Fulfill Percent 

of the 
Time 

Facility Planning 
Consultation 

Acknowledgement will be 
according to SSC Enterprise 
Business Intake published 
process times. 
Capacity planning - 15 days once 
necessary information is provided 

80% 

Data Centre Facility 
Access 

Planned visit is up to 5 days 
Incident response is 1 hour 

Exception:  Not all regional data centre 
facilities have local DCFMS nearby, 
therefore, other arrangements will be 
made. 

90% 

Remote hands (On-
site IT Device 
Support within the 
Facility) 

Planned visit is up to 5 days 
Incident response is 1 hour 
Exception:  Not all regional data centre 
facilities have local DCFMS nearby, 
therefore, other arrangements will be 
made. 

90% 
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Service Offering Time to Fulfill Percent 
of the 
Time 

IT Hardware 
Installation (Planning 
and Installation) 

Participation in planning meetings with 5 
days advance notice 

Install IT devices - 5 to 10 days 
depending on complexity and 
volume 
Device cabling - 5 to 10 days 
depending on complexity and 
volume 
Backbone cabling – procurement 
required, up to 60 days for 
delivery and installation 
Shipping/Receiving - Minimum 2 
business day notice and must be 
scheduled during posted loading 
dock hours 

Exception:  Not all regional data centre 
facilities have local DCFMS nearby, 
therefore, other arrangements will be 
made. 

80% 

IT Hardware 
Decommission 
(Planning and 
Installation) 

Participation in planning meetings 
with 5 days advance notice 
Remove IT devices - maximum 30 
days from request 

Exception:  Not all regional data centre 
facilities have local DCFMS nearby, 
therefore, other arrangements will be 
made. 

90% 

Terms and conditions 
New IT workloads should be installed in the public cloud and subsequently the 
Enterprise Data Centre facilities as the next priority consideration. 
Migration of workloads to enterprise Data Centre facilities is the preferred option 
to manage growth and obsolescence. IT growth in legacy Data Centre facilities 
may be supported if this is the only technical option available AND customer 
funding is available AND the request aligns with Program Integrity guidelines 
AND there is existing facility capacity to support the request. 
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In the case of lease renewals, the lease renewal term must be arranged for a 1 
year period and reviewed on a year by year basis. 

2. DATABASE SERVICE STANDARDS 
DB Service is Aligned with SSC Enterprise Data Centre Service Standards 

Service 
Standards 

Target

Availability 99.5% target (does not include regular scheduled maintenance) 

Service 
Hours 

24 x 7 x 365 

Regular 
scheduled 
maintenanc
e 

Monthly scheduled maintenance window (4 hours), aligned with the 
SSC Enterprise Data Centre scheduled maintenance window 

External 
vendor 
support 
hours 

24 x 7 x 365 

Mean time 
to restore 

4 hours, assuming underlying infrastructure is available and accessible 
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Service 
Standards 

Target

Request 
fulfillment 
duration 

Variable based on the level of complexity, quantity, resources and 
other factors applicable to each individual request, but assuming 
underlying resources are in place and accessible, here are timeframes 
for typical simple Requests: 

Service Request 
Fulfillment 
Duration 

Install and Configure a DB instance 1 business day 

Modify existing DB Configuration parameters 1 business day 

Modify existing DB hardware resource 
parameters (e.g. increase SAN or vCPU) 

1 business day 

3. MIDDLEWARE SERVICE STANDARDS

Availability: 24 x 7 x 365, 95% of the time

Service hours: 24 x 7 x 365, hours to be negotiated per environment through an 
official Service Level Agreement 

o Standard availability: 95%, excluding patch work and scheduled 
maintenance 

Regular scheduled maintenance: Mandatory monthly maintenance window is 
required and negotiated per environment as per Service Level Agreement 
External vendor support hours: not applicable, SSC provides the partners with 
support and contacts the vendors when required 

Mean time to restore service:

depends on system complexity and Service Level Agreements 

Request fulfillment duration:

variable based on the level of complexity, quantity, timing, resources and other 
factors applicable to each requests 
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ANNEX D 

DRAFT SECURITY REQUIREMENTS APPLICABLE TO ON-PREMISES SOLUTIONS 
AT THE RFP STAGE AND ANY RESULTING CONTRACT 

Note:   The requirements address some, but not necessarily all of the requirements 
which Canada intends to address in the RFP. Additional security requirements 
may be included in a subsequent phases of this procurement process. Canada is 
including these requirements in this ITQ to provide respondents advance notice 
of some of the requirements that are likely to be included in the associated RFP. 

1. Before award of a contract, the following conditions must be met: 

(a) the Bidder must hold a valid organization security clearance as indicated 
in below; 

(b) the Bidder's proposed individuals requiring access to classified or 
protected information, assets or sensitive work sites must meet the 
security requirements as indicated below; 

(c) the Bidder must provide the name of all individuals who will require access 
to classified or protected information, assets or sensitive work sites. 

2. In the case of a joint venture bidder, each member of the joint venture must meet 
the security requirements. 

3. Bidders are reminded to obtain the required security clearance promptly. Any 
delay in the award of a contract to allow the successful Bidder to obtain the 
required clearance will be at the entire discretion of the Contracting Authority.  

4. For additional information on security requirements, Bidders should refer to the 
Contract Security Program of Public Works and Government Services Canada
(http://www.tpsgc-pwgsc.gc.ca/esc-src/introduction-eng.html) website. 

5. Foreign bidders must be from a country where there is an existing bi-lateral 
industrial security agreement with Canada that stipulates security equivalencies. 
Foreign bidders (including U.S.) should contact the Contracting Authority to 
obtain the security requirements terms that will apply to the bid solicitation and 
the resulting contract.
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SECURITY REQUIREMENT FOR CANADIAN SUPPLIER:   

1.  The Contractor must, at all times during the performance of the Contract, hold a 
valid Designated Organization Screening (DOS) with approved Document 
Safeguarding at the level of PROTECTED B, issued by the Contract Security 
Program (CSP), Public Works and Government Services Canada (PWGSC). 

2.  The Contractor personnel requiring access to PROTECTED information, assets 
or site(s) must EACH hold a valid RELIABILITY STATUS, granted or approved 
by the CSP, PWGSC. 

3.  The Contractor MUST NOT utilize its Information Technology systems to 
electronically process, produce or store PROTECTED information until the CSP, 
PWGSC has issued written approval.  After approval has been granted or 
approved, these tasks may be performed at the level of PROTECTED B. 

4.  Subcontracts which contain security requirements are NOT to be awarded 
without the prior written permission of the CSP, PWGSC. 

5.  The Contractor must comply with the provisions of the: 

(a)  Security Requirements Check List and security guide (if applicable), 
attached at Annex E; 

(b)  Industrial Security Manual (Latest Edition) 



ANNEX E 

SECURITY REQUIREMENTS CHECK LIST (SRCL) 











So
lic

ita
tio

n 
N

o.
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
 B

uy
er

 ID
:  

H
T3

00
-1

93
65

1/
A

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
 0

52
ee

m
 

Pa
ge

 1
 o

f 5
2 

AN
N

EX
 F

 

D
R

AF
T 

M
IN

IM
U

M
 S

EC
U

R
IT

Y 
R

EQ
U

IR
EM

EN
TS

 A
PP

LI
C

AB
LE

 T
O

 S
AA

S 
SO

LU
TI

O
N

S 
AT

 T
H

E 
R

FP
 S

TA
G

E 
AN

D
 

AN
Y 

R
ES

U
LT

IN
G

 C
O

N
TR

AC
T 

(a
) 

An
ne

x 
F 

se
ts

 th
e 

m
in

im
um

 s
ec

ur
ity

 re
qu

ire
m

en
ts

 th
at

 m
us

t b
e 

m
et

 in
 o

rd
er

 to
 d

em
on

st
ra

te
 s

ec
ur

ity
 c

om
pl

ia
nc

e 
fo

r t
he

 p
ro

vi
si

on
 o

f E
AP

IM
S 

us
in

g 
Sa

aS
 S

ol
ut

io
n 

at
 th

e 
R

FP
 s

ta
ge

. T
he

se
 re

qu
ire

m
en

ts
 a

dd
re

ss
 s

om
e,

 b
ut

 n
ot

 n
ec

es
sa

ril
y 

al
l o

f t
he

 re
qu

ire
m

en
ts

 w
hi

ch
 C

an
ad

a 
in

te
nd

s 
to

 a
dd

re
ss

 in
 th

e 
R

FP
. A

dd
iti

on
al

 s
ec

ur
ity

 r
eq

ui
re

m
en

ts
 m

ay
 b

e 
in

cl
ud

ed
 in

 s
ub

se
qu

en
t p

ha
se

s 
of

 th
is

 p
ro

cu
re

m
en

t p
ro

ce
ss

. C
an

ad
a 

is
 

in
cl

ud
in

g 
th

es
e 

re
qu

ire
m

en
ts

 in
 th

is
 IT

Q
 to

 p
ro

vi
de

 re
sp

on
de

nt
s 

ad
va

nc
e 

no
tic

e 
of

 s
om

e 
of

 th
e 

re
qu

ire
m

en
ts

 th
at

 a
re

 li
ke

ly
 to

 b
e 

in
cl

ud
ed

 in
 

th
e 

as
so

ci
at

ed
 R

FP
. 

(b
) 

Th
e 

An
ne

x 
is

 d
iv

id
ed

 in
 5

 s
ch

ed
ul

es
 a

s 
fo

llo
w

s:
 

- 
Sc

he
du

le
 A

 - 
In

du
st

ria
l S

ec
ur

ity
 P

ro
gr

am
 fo

r C
lo

ud
 P

ro
te

ct
ed

 B
 R

eq
ui

re
m

en
ts

 
- 

Sc
he

du
le

 B
 - 

Pr
ot

ec
te

d 
B 

D
at

a 
Se

cu
rit

y 
C

om
pl

ia
nc

e 
R

eq
ui

re
m

en
ts

  
- 

Sc
he

du
le

 C
 - 

Pr
iv

ac
y 

O
bl

ig
at

io
ns

 
- 

Sc
he

du
le

 D
 - 

Se
cu

rit
y 

O
bl

ig
at

io
ns

 
- 

Sc
he

du
le

 E
 - 

Su
pp

ly
 C

ha
in

 In
te

gr
ity

 P
ro

ce
ss

 

Sc
he

du
le

 A
 –

 In
du

st
ria

l S
ec

ur
ity

 P
ro

gr
am

 fo
r C

lo
ud

 P
ro

te
ct

ed
 B

 R
eq

ui
re

m
en

ts
  

1.
 

Be
fo

re
 a

w
ar

d 
of

 a
 c

on
tra

ct
 th

e 
fo

llo
w

in
g 

co
nd

iti
on

s 
m

us
t b

e 
m

et
: 

(a
) 

th
e 

C
on

tra
ct

or
 m

us
t h

ol
d 

a 
va

lid
 o

rg
an

iz
at

io
n 

se
cu

rit
y 

cl
ea

ra
nc

e 
as

 in
di

ca
te

d 
in

 b
el

ow
; 

(b
) 

th
e 

C
on

tra
ct

or
 p

ro
po

se
d 

in
di

vi
du

al
s 

re
qu

iri
ng

 a
cc

es
s 

to
 c

la
ss

ifi
ed

 o
r p

ro
te

ct
ed

 in
fo

rm
at

io
n,

 a
ss

et
s 

or
 s

en
si

tiv
e 

w
or

k 
si

te
s 

m
us

t 
m

ee
t t

he
 s

ec
ur

ity
 re

qu
ire

m
en

ts
 a

s 
in

di
ca

te
d 

be
lo

w
; 

(c
) 

th
e 

C
on

tra
ct

or
 m

us
t p

ro
vi

de
 th

e 
na

m
e 

of
 a

ll 
in

di
vi

du
al

s 
w

ho
 w

ill 
re

qu
ire

 a
cc

es
s 

to
 c

la
ss

ifi
ed

 o
r p

ro
te

ct
ed

 in
fo

rm
at

io
n,

 a
ss

et
s 

or
 

se
ns

iti
ve

 w
or

k 
si

te
s.

 

2.
 

In
 th

e 
ca

se
 o

f a
 jo

in
t v

en
tu

re
 C

on
tra

ct
or

, e
ac

h 
m

em
be

r o
f t

he
 jo

in
t v

en
tu

re
 m

us
t m

ee
t t

he
 s

ec
ur

ity
 re

qu
ire

m
en

ts
. 

3.
 

C
on

tra
ct

or
 a

re
 re

m
in

de
d 

to
 o

bt
ai

n 
th

e 
re

qu
ire

d 
se

cu
rit

y 
cl

ea
ra

nc
e 

pr
om

pt
ly

. A
ny

 d
el

ay
 in

 th
e 

aw
ar

d 
of

 a
 c

on
tra

ct
 to

 a
llo

w
 th

e 
su

cc
es

sf
ul

 
C

on
tra

ct
or

 to
 o

bt
ai

n 
th

e 
re

qu
ire

d 
cl

ea
ra

nc
e 

w
ill 

be
 a

t t
he

 e
nt

ire
 d

is
cr

et
io

n 
of

 th
e 

C
on

tra
ct

in
g 

Au
th

or
ity

.  

4.
 

Fo
r a

dd
iti

on
al

 in
fo

rm
at

io
n 

on
 s

ec
ur

ity
 re

qu
ire

m
en

ts
, C

on
tra

ct
or

 s
ho

ul
d 

re
fe

r t
o 

th
e 

C
on

tra
ct

 S
ec

ur
ity

 P
ro

gr
am

of
 P

ub
lic

 W
or

ks
 a

nd
 

G
ov

er
nm

en
t S

er
vi

ce
s 

C
an

ad
a 

(h
ttp

://
w

w
w

.tp
sg

c-
pw

gs
c.

gc
.c

a/
es

c-
sr

c/
in

tro
du

ct
io

n-
en

g.
ht

m
l) 

w
eb

si
te

. 



So
lic

ita
tio

n 
N

o.
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
 B

uy
er

 ID
:  

H
T3

00
-1

93
65

1/
A

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
 0

52
ee

m
 

Pa
ge

 2
 o

f 5
2 

A.
1 

Se
cu

rit
y 

re
qu

ire
m

en
ts

 fo
r C

an
ad

ia
n 

C
on

tr
ac

to
r 

1.
 

Th
e 

C
on

tra
ct

or
 m

us
t, 

at
 a

ll 
tim

es
 d

ur
in

g 
th

e 
pe

rfo
rm

an
ce

 o
f t

he
 C

on
tra

ct
or

, h
ol

d 
a 

va
lid

 D
es

ig
na

te
d 

O
rg

an
iz

at
io

n 
Sc

re
en

in
g 

(D
O

S)
 w

ith
 

ap
pr

ov
ed

 D
oc

um
en

t 
Sa

fe
gu

ar
di

ng
 a

t 
th

e 
le

ve
l 

of
 P

R
O

TE
C

TE
D

 B
, 

is
su

ed
 b

y 
th

e 
In

du
st

ria
l 

Se
cu

rit
y 

Se
ct

or
 (

IS
S)

, 
Pu

bl
ic

 W
or

ks
 a

nd
 

G
ov

er
nm

en
t S

er
vi

ce
s 

C
an

ad
a 

(P
W

G
SC

). 

2.
  

Th
e 

C
on

tra
ct

or
 p

er
so

nn
el

 r
eq

ui
rin

g 
ac

ce
ss

 t
o 

PR
O

TE
C

TE
D

 in
fo

rm
at

io
n,

 a
ss

et
s 

or
 w

or
k 

si
te

(s
) 

m
us

t 
EA

C
H

 h
ol

d 
a 

va
lid

 R
EL

IA
BI

LI
TY

 
ST

AT
U

S,
 g

ra
nt

ed
 o

r a
pp

ro
ve

d 
by

 th
e 

IS
S/

PW
G

SC
. 

3.
  

Th
e 

C
on

tra
ct

or
 M

U
ST

 N
O

T 
ut

iliz
e 

its
 In

fo
rm

at
io

n 
Te

ch
no

lo
gy

 s
ys

te
m

s 
to

 e
le

ct
ro

ni
ca

lly
 p

ro
ce

ss
, p

ro
du

ce
 o

r s
to

re
 P

R
O

TE
C

TE
D

 in
fo

rm
at

io
n 

un
til

 w
rit

te
n 

ap
pr

ov
al

 h
as

 b
ee

n 
is

su
ed

 b
y 

th
e 

cl
ie

nt
 d

ep
ar

tm
en

t s
ec

ur
ity

 a
ut

ho
rit

y.
  

Af
te

r a
pp

ro
va

l h
as

 b
ee

n 
gr

an
te

d,
 th

es
e 

ta
sk

s 
m

ay
 b

e 
pe

rfo
rm

ed
 a

t t
he

 le
ve

l o
f P

R
O

TE
C

TE
D

 A
 a

nd
 B

 in
cl

ud
in

g 
an

 IT
 L

in
k 

at
 th

e 
le

ve
l o

f P
R

O
TE

C
TE

D
 A

 a
nd

 B
. 

4.
  

Su
bc

on
tra

ct
s 

w
hi

ch
 c

on
ta

in
 s

ec
ur

ity
 re

qu
ire

m
en

ts
 a

re
 N

O
T 

to
 b

e 
aw

ar
de

d 
w

ith
ou

t t
he

 p
rio

r w
rit

te
n 

pe
rm

is
si

on
 o

f I
SS

/P
W

G
SC

. 

5.
  

Th
e 

C
on

tra
ct

or
 m

us
t c

om
pl

y 
w

ith
 th

e 
pr

ov
is

io
ns

 o
f t

he
: 

 (a
)  

Se
cu

rit
y 

R
eq

ui
re

m
en

ts
 C

he
ck

 L
is

t a
nd

 s
ec

ur
ity

 g
ui

de
 (i

f a
pp

lic
ab

le
), 

at
ta

ch
ed

 a
t A

nn
ex

 E
; 

 (b
)  

In
du

st
ria

l S
ec

ur
ity

 M
an

ua
l (

La
te

st
 E

di
tio

n)
; 

(c
) 

IS
S 

w
eb

si
te

: S
ec

ur
ity

 re
qu

ire
m

en
ts

 fo
r c

on
tra

ct
in

g 
w

ith
 th

e 
G

ov
er

nm
en

t o
f C

an
ad

a,
 lo

ca
te

d 
at

 w
w

w
.tp

sg
c-

pw
gs

c.
gc

.c
a/

es
c-

sr
c 

 

 A
.2

 S
ec

ur
ity

 re
qu

ire
m

en
ts

 fo
r f

or
ei

gn
 c

on
tr

ac
to

r 

Th
e 

C
an

ad
ia

n 
D

es
ig

na
te

d 
Se

cu
rit

y 
Au

th
or

ity
 (

C
an

ad
ia

n 
D

SA
) f

or
 in

du
st

ria
l s

ec
ur

ity
 m

at
te

rs
 in

 C
an

ad
a 

is
 th

e 
In

du
st

ria
l S

ec
ur

ity
 S

ec
to

r 
(IS

S)
, 

Pu
bl

ic
 W

or
ks

 a
nd

 G
ov

er
nm

en
t S

er
vi

ce
s 

C
an

ad
a 

(P
W

G
SC

), 
ad

m
in

is
te

re
d 

by
 In

te
rn

at
io

na
l I

nd
us

tri
al

 S
ec

ur
ity

 D
ire

ct
or

at
e 

(II
SD

), 
PW

G
SC

.  
Th

e 
C

an
ad

ia
n 

D
SA

 
is

 
th

e 
au

th
or

ity
 

fo
r 

co
nf

irm
in

g 
C

on
tra

ct
or

/S
ub

co
nt

ra
ct

or
 

co
m

pl
ia

nc
e 

w
ith

 
th

e 
se

cu
rit

y 
re

qu
ire

m
en

ts
 

fo
r 

fo
re

ig
n 

C
on

tra
ct

or
/S

ub
co

nt
ra

ct
or

.  
Th

e 
fo

llo
w

in
g 

se
cu

rit
y 

re
qu

ire
m

en
ts

 a
pp

ly
 to

 th
e 

fo
re

ig
n 

C
on

tra
ct

or
/S

ub
co

nt
ra

ct
or

 in
co

rp
or

at
ed

 o
r a

ut
ho

riz
ed

 to
 d

o 
bu

si
ne

ss
 in

 a
 ju

ris
di

ct
io

n 
ot

he
r t

ha
n 

C
an

ad
a 

an
d 

de
liv

er
in

g/
pe

rfo
rm

in
g 

ou
ts

id
e 

of
 C

an
ad

a 
th

e 
W

or
k 

de
sc

rib
ed

 in
 th

e 
C

lo
ud

 S
ol

ut
io

ns
, i

n 
ad

di
tio

n 
to

 th
e 

Pr
iv

ac
y 

R
eq

ui
re

m
en

ts
 a

nd
 S

ec
ur

ity
 R

eq
ui

re
m

en
ts

 d
et

ai
le

d 
in

 S
ch

ed
ul

e 
C

 a
nd

 S
ch

ed
ul

e 
D

 re
sp

ec
tiv

el
y.

  

1.
 

Th
e 

Fo
re

ig
n 

re
ci

pi
en

t C
on

tra
ct

or
/S

ub
co

nt
ra

ct
or

 m
us

t b
e 

fro
m

 a
 c

ou
nt

ry
 w

ith
in

 th
e 

N
or

th
 A

tla
nt

ic
 T

re
at

y 
O

rg
an

iz
at

io
n 

(N
AT

O
), 

th
e 

Eu
ro

pe
an

 
U

ni
on

 (
EU

) 
or

 fr
om

 a
 c

ou
nt

ry
 w

ith
 w

hi
ch

 C
an

ad
a 

ha
s 

an
 in

te
rn

at
io

na
l b

ila
te

ra
l s

ec
ur

ity
 in

st
ru

m
en

t. 
  

Th
e 

C
on

tra
ct

 S
ec

ur
ity

 P
ro

gr
am

 h
as

 
in

te
rn

at
io

na
l b

ila
te

ra
l s

ec
ur

ity
 in

st
ru

m
en

ts
 w

ith
 th

e 
co

un
tri

es
 li

st
ed

 o
n 

th
e 

fo
llo

w
in

g 
PW

G
SC

 w
eb

si
te

: h
ttp

://
w

w
w

.tp
sg

c-
pw

gs
c.

gc
.c

a/
es

c-
sr

c/
in

te
rn

at
io

na
l-e

ng
.h

tm
l. 

 



So
lic

ita
tio

n 
N

o.
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
 B

uy
er

 ID
:  

H
T3

00
-1

93
65

1/
A

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
 0

52
ee

m
 

Pa
ge

 3
 o

f 5
2 

2.
 

Th
e 

Fo
re

ig
n 

re
ci

pi
en

t C
on

tra
ct

or
/S

ub
co

nt
ra

ct
or

 m
us

t, 
at

 a
ll 

tim
es

 d
ur

in
g 

th
e 

pe
rfo

rm
an

ce
 o

f t
he

 c
on

tra
ct

/s
ub

co
nt

ra
ct

, h
ol

d 
an

 e
qu

iv
al

en
ce

 
to

 a
 v

al
id

 D
es

ig
na

te
d 

O
rg

an
iz

at
io

n 
Sc

re
en

in
g 

(D
O

S)
, i

ss
ue

d 
by

 th
e 

C
an

ad
ia

n 
D

SA
 a

s 
fo

llo
w

s:
  

(a
) 

Th
e 

Fo
re

ig
n 

re
ci

pi
en

t C
on

tra
ct

or
/S

ub
co

nt
ra

ct
or

 m
us

t p
ro

vi
de

 p
ro

of
 th

at
 th

ey
 a

re
 in

co
rp

or
at

ed
 o

r a
ut

ho
riz

ed
 to

 d
o 

bu
si

ne
ss

 in
 th

ei
r 

ju
ris

di
ct

io
n.

  
(b

) 
Th

e 
Fo

re
ig

n 
re

ci
pi

en
t C

on
tra

ct
or

/S
ub

co
nt

ra
ct

or
 m

us
t n

ot
 b

eg
in

 p
ro

vi
di

ng
 th

e 
se

rv
ic

es
 o

r p
er

fo
rm

an
ce

 u
nt

il t
he

 C
an

ad
ia

n 
D

es
ig

na
te

d 
Se

cu
rit

y 
Au

th
or

ity
 (D

SA
) i

s 
sa

tis
fie

d 
th

at
 a

ll 
co

nt
ra

ct
 s

ec
ur

ity
 re

qu
ire

m
en

t c
on

di
tio

ns
 h

av
e 

be
en

 m
et

.  
C

an
ad

ia
n 

D
SA

 c
on

fir
m

at
io

n 
m

us
t b

e 
pr

ov
id

ed
, i

n 
w

rit
in

g,
 to

 th
e 

fo
re

ig
n 

re
ci

pi
en

t C
on

tra
ct

or
/S

ub
co

nt
ra

ct
or

 in
 a

n 
At

te
st

at
io

n 
Fo

rm
, t

o 
pr

ov
id

e 
co

nf
irm

at
io

n 
of

 
co

m
pl

ia
nc

e 
an

d 
au

th
or

iz
at

io
n 

fo
r s

er
vi

ce
s 

to
 b

e 
pe

rfo
rm

ed
. 

(c
) 

Th
e 

Fo
re

ig
n 

re
ci

pi
en

t 
C

on
tra

ct
or

/S
ub

co
nt

ra
ct

or
 m

us
t 

id
en

tif
y 

an
 a

ut
ho

riz
ed

 C
on

tra
ct

 S
ec

ur
ity

 O
ffi

ce
r 

(C
SO

) 
an

d 
an

 A
lte

rn
at

e 
C

on
tra

ct
 S

ec
ur

ity
 O

ffi
ce

r (
AC

SO
) (

if 
ap

pl
ic

ab
le

) t
o 

be
 re

sp
on

si
bl

e 
fo

r t
he

 o
ve

rs
ee

in
g 

of
 th

e 
se

cu
rit

y 
re

qu
ire

m
en

ts
, a

s 
de

fin
ed

 in
 th

is
 

co
nt

ra
ct

.  
Th

is
 in

di
vi

du
al

 w
ill 

be
 a

pp
oi

nt
ed

 b
y 

th
e 

pr
op

on
en

t f
or

ei
gn

 r
ec

ip
ie

nt
 C

on
tra

ct
or

/S
ub

co
nt

ra
ct

or
 C

hi
ef

 E
xe

cu
tiv

e 
of

fic
er

 o
r 

D
es

ig
na

te
d 

Ke
y 

Se
ni

or
 O

ffi
ci

al
, d

ef
in

ed
 a

s 
an

 o
w

ne
r, 

of
fic

er
, d

ire
ct

or
, e

xe
cu

tiv
e,

 a
nd

 o
r p

ar
tn

er
 w

ho
 o

cc
up

y 
a 

po
si

tio
n 

w
hi

ch
 w

ou
ld

 
en

ab
le

 th
em

 to
 a

dv
er

se
ly

 a
ffe

ct
 th

e 
or

ga
ni

za
tio

n’
s 

po
lic

ie
s 

or
 p

ra
ct

ic
es

 in
 th

e 
pe

rfo
rm

an
ce

 o
f t

he
 c

on
tra

ct
. 

(d
) 

Th
e 

Fo
re

ig
n 

re
ci

pi
en

t 
C

on
tra

ct
or

/S
ub

co
nt

ra
ct

or
 m

us
t n

ot
 g

ra
nt

 a
cc

es
s 

to
 C

AN
AD

A 
PR

O
TE

C
TE

D
 in

fo
rm

at
io

n/
as

se
ts

, 
ex

ce
pt

 t
o 

pe
rs

on
ne

l w
ho

 h
av

e 
be

en
 s

cr
ee

ne
d 

in
 a

cc
or

da
nc

e 
w

ith
 th

e 
de

fin
iti

on
 a

nd
 p

ra
ct

ic
es

 in
 th

e 
Tr

ea
su

ry
 B

oa
rd

 S
ta

nd
ar

d 
on

 S
ec

ur
ity

 
Sc

re
en

in
g 

(h
ttp

s:
//w

w
w

.tb
ss

ct
.g

c.
ca

/p
ol

/d
oc

-e
ng

.a
sp

x?
id

=2
81

15
), 

or
 u

se
 a

cc
ep

ta
bl

e 
eq

ui
va

le
nt

 m
ea

su
re

s 
es

ta
bl

is
he

d 
by

 t
he

 
C

on
tra

ct
or

/S
ub

co
nt

ra
ct

or
 in

 th
ei

r p
ub

lic
ly

 a
va

ila
bl

e 
do

cu
m

en
ta

tio
n,

 a
nd

 a
s 

ag
re

ed
 to

 b
y 

C
an

ad
a.

 

3.
 

C
an

ad
a 

pr
ot

ec
te

d 
in

fo
rm

at
io

n/
as

se
ts

, 
pr

ov
id

ed
 t

o 
th

e 
fo

re
ig

n 
re

ci
pi

en
t 

C
on

tra
ct

or
/S

ub
co

nt
ra

ct
or

 o
r 

pr
od

uc
ed

 b
y 

th
e 

Fo
re

ig
n 

re
ci

pi
en

t 
C

on
tra

ct
or

/S
ub

co
nt

ra
ct

or
, m

us
t: 

(a
) 

no
t b

e 
di

sc
lo

se
d 

to
 a

no
th

er
 g

ov
er

nm
en

t, 
pe

rs
on

 o
r 

fir
m

, o
r 

re
pr

es
en

ta
tiv

e 
th

er
eo

f n
ot

 d
ire

ct
ly

 r
el

at
ed

 to
 th

e 
pe

rfo
rm

an
ce

 o
f t

he
 

co
nt

ra
ct

 /
 s

ub
co

nt
ra

ct
, 

w
ith

ou
t 

th
e 

pr
io

r 
w

rit
te

n 
co

ns
en

t 
of

  
 C

an
ad

a.
 S

uc
h 

co
ns

en
t 

m
us

t 
be

 s
ou

gh
t 

fro
m

 it
s 

na
tio

na
l D

PA
, 

th
e 

C
on

tra
ct

in
g 

Au
th

or
ity

 (i
n 

co
lla

bo
ra

tio
n 

w
ith

 th
e 

C
an

ad
ia

n 
D

SA
); 

an
d 

(b
) 

no
t b

e 
us

ed
 fo

r a
ny

 p
ur

po
se

 o
th

er
 th

an
 fo

r t
he

 p
er

fo
rm

an
ce

 o
f t

he
 c

on
tra

ct
/s

ub
co

nt
ra

ct
 w

ith
ou

t t
he

 p
rio

r w
rit

te
n 

ap
pr

ov
al

 C
an

ad
a.

 
Th

is
 a

pp
ro

va
l m

us
t b

e 
ob

ta
in

ed
 b

y 
co

nt
ac

tin
g 

its
 n

at
io

na
l D

PA
, t

he
 C

on
tra

ct
in

g 
Au

th
or

ity
 (i

n 
co

lla
bo

ra
tio

n 
w

ith
 th

e 
C

an
ad

ia
n 

D
SA

). 
4.

 
Th

e 
Fo

re
ig

n 
re

ci
pi

en
t C

on
tra

ct
or

/S
ub

co
nt

ra
ct

or
 M

U
ST

 N
O

T 
re

m
ov

e 
C

AN
AD

A 
PR

O
TE

C
TE

D
 in

fo
rm

at
io

n/
as

se
ts

 fr
om

 th
e 

id
en

tif
ie

d 
w

or
k 

si
te

(s
), 

an
d 

th
e 

fo
re

ig
n 

re
ci

pi
en

t C
on

tra
ct

or
/S

ub
co

nt
ra

ct
or

 m
us

t e
ns

ur
e 

th
at

 it
s 

pe
rs

on
ne

l a
re

 m
ad

e 
aw

ar
e 

of
 a

nd
 c

om
pl

y 
w

ith
 th

is
 re

st
ric

tio
n.

  

5.
 

Th
e 

Fo
re

ig
n 

re
ci

pi
en

t C
on

tra
ct

or
/S

ub
co

nt
ra

ct
or

 m
us

t n
ot

 u
se

 th
e 

C
AN

AD
A 

PR
O

TE
C

TE
D

 in
fo

rm
at

io
n/

as
se

ts
 fo

r a
ny

 p
ur

po
se

 o
th

er
 th

an
 fo

r 
th

e 
pe

rfo
rm

an
ce

 o
f t

he
 c

on
tra

ct
/s

ub
co

nt
ra

ct
 w

ith
ou

t t
he

 p
rio

r w
rit

te
n 

ap
pr

ov
al

 o
f t

he
 G

ov
er

nm
en

t o
f C

an
ad

a.
  T

hi
s 

ap
pr

ov
al

 m
us

t b
e 

ob
ta

in
ed

 
fro

m
 th

e 
C

an
ad

ia
n 

D
SA

. 

6.
 

Th
e 

Fo
re

ig
n 

re
ci

pi
en

t C
on

tra
ct

or
/S

ub
co

nt
ra

ct
or

 m
us

t, 
at

 a
ll 

tim
es

 d
ur

in
g 

th
e 

pe
rfo

rm
an

ce
 o

f t
he

 c
on

tra
ct

/s
ub

co
nt

ra
ct

 h
ol

d 
an

 e
qu

iv
al

en
ce

 
to

 a
n 

ap
pr

ov
ed

 D
oc

um
en

t S
af

eg
ua

rd
in

g 
C

ap
ab

ilit
y 

(D
SC

) a
t t

he
 le

ve
l o

f e
st

ab
lis

h 
by

 th
e 

co
nt

ra
ct

s/
su

bc
on

tra
ct

. 



So
lic

ita
tio

n 
N

o.
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
 B

uy
er

 ID
:  

H
T3

00
-1

93
65

1/
A

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
 0

52
ee

m
 

Pa
ge

 4
 o

f 5
2 

7.
 

Su
bc

on
tra

ct
s 

w
hi

ch
 c

on
ta

in
 s

ec
ur

ity
 re

qu
ire

m
en

ts
 a

re
 N

O
T 

to
 b

e 
aw

ar
de

d 
w

ith
ou

t t
he

 p
rio

r w
rit

te
n 

pe
rm

is
si

on
 o

f t
he

 C
an

ad
ia

n 
D

SA
. 

8.
 

Th
e 

Fo
re

ig
n 

re
ci

pi
en

t C
on

tra
ct

or
/S

ub
co

nt
ra

ct
or

 m
us

t c
om

pl
y 

w
ith

 th
e 

pr
ov

is
io

ns
 o

f t
he

 S
ec

ur
ity

 R
eq

ui
re

m
en

ts
 C

he
ck

 L
is

t a
tta

ch
ed

 a
t A

nn
ex

 
E 

fo
r C

lo
ud

 P
ro

te
ct

ed
 B

 re
qu

ire
m

en
ts

. 

9.
 

C
an

ad
a 

ha
s 

th
e 

rig
ht

 t
o 

re
je

ct
 a

ny
 r

eq
ue

st
 m

ad
e 

se
pa

ra
te

 a
nd

 a
pa

rt 
fro

m
 t

he
 a

ut
ho

riz
at

io
n 

in
 t

hi
s 

C
on

tra
ct

 i
n 

co
nn

ec
tio

n 
w

ith
 t

he
 

C
on

tra
ct

or
/S

ub
co

nt
ra

ct
or

 d
el

iv
er

in
g 

Se
rv

ic
es

 t
o 

el
ec

tro
ni

ca
lly

 a
cc

es
s,

 p
ro

ce
ss

, 
pr

od
uc

e,
 t

ra
ns

m
it 

or
 s

to
re

 C
AN

AD
A 

PR
O

TE
C

TE
D

 
in

fo
rm

at
io

n/
as

se
ts

 re
la

te
d 

to
 th

e 
W

or
k 

in
 a

ny
 o

th
er

 c
ou

nt
ry

 if
 th

er
e 

is
 a

ny
 re

as
on

 to
 b

e 
co

nc
er

ne
d 

ab
ou

t t
he

 s
ec

ur
ity

, p
riv

ac
y,

 o
r i

nt
eg

rit
y 

of
 

th
e 

in
fo

rm
at

io
n.

 



So
lic

ita
tio

n 
N

o.
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
 B

uy
er

 ID
:  

H
T3

00
-1

93
65

1/
A

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
 0

52
ee

m
 

Pa
ge

 5
 o

f 5
2 

Sc
he

du
le

 B
 –

 P
ro

te
ct

ed
 B

 D
at

a 
Se

cu
rit

y 
C

om
pl

ia
nc

e 
R

eq
ui

re
m

en
ts

 

Th
e 

fo
llo

w
in

g 
tw

en
ty

 (2
0)

 S
ec

ur
ity

 re
qu

ire
m

en
ts

 m
us

t b
e 

m
et

 in
 o

rd
er

 to
 d

em
on

st
ra

te
 s

ec
ur

ity
 c

om
pl

ia
nc

e 
(U

p 
to

 a
nd

 in
cl

ud
in

g 
Pr

ot
ec

te
d 

B
 

D
at

a)
.  

Ta
bl

e 
1.

 R
eq

ui
re

m
en

ts
 fo

r S
ec

ur
ity

 C
om

pl
ia

nc
e 

(u
p 

to
 a

nd
 in

cl
ud

in
g 

Pr
ot

ec
te

d 
B

 d
at

a)
 

M
an

da
to

ry
 

ID
Su

b-
C

at
eg

or
y 

R
eq

ui
re

m
en

t
R

eq
ui

re
d 

to
 d

em
on

st
ra

te
 c

om
pl

ia
nc

e 
 

M
1 

R
ol

es
 a

nd
 

R
es

po
ns

ib
ili

tie
s 

fo
r S

ec
ur

ity
 

Th
e 

Su
pp

lie
r m

us
t c

le
ar

ly
 d

el
in

ea
te

 th
e 

ro
le

s 
an

d 
re

sp
on

si
bi

lit
ie

s 
fo

r t
he

 s
ec

ur
ity

 c
on

tro
ls

 a
nd

 fe
at

ur
es

 o
f 

th
e 

Se
rv

ic
es

 b
et

w
ee

n 
th

e 
Su

pp
lie

r (
an

y 
Su

pp
lie

r S
ub

-
pr

oc
es

so
rs

, a
s 

ap
pl

ic
ab

le
) a

nd
 C

an
ad

a.
 

In
 th

e 
do

cu
m

en
t, 

th
e 

Su
pp

lie
r m

us
t i

nc
lu

de
, a

t a
 m

in
im

um
, t

he
 p

ar
tie

s’
 

ro
le

s 
an

d 
re

sp
on

si
bi

lit
ie

s 
fo

r: 
(i)

 a
cc

ou
nt

 m
an

ag
em

en
t; 

(ii
) b

ou
nd

ar
y 

pr
ot

ec
tio

n;
 (i

ii)
 a

ss
et

 a
nd

 in
fo

rm
at

io
n 

sy
st

em
 b

ac
ku

p;
 (i

v)
 in

ci
de

nt
 

m
an

ag
em

en
t; 

(v
) S

ys
te

m
 m

on
ito

rin
g;

 a
nd

 (v
i) 

vu
ln

er
ab

ilit
y 

m
an

ag
em

en
t. 

M
2 

M
as

te
r /

 R
oo

t 
Ac

co
un

t 
M

an
ag

em
en

t 

Th
e 

Su
pp

lie
r o

f t
he

 p
ro

po
se

d 
C

om
m

er
ci

al
ly

 A
va

ila
bl

e 
So

ftw
ar

e 
as

 a
 S

er
vi

ce
 m

us
t h

av
e 

th
e 

ab
ilit

y 
to

 p
ro

te
ct

 th
e 

co
nf

id
en

tia
lit

y,
 in

te
gr

ity
 a

nd
 a

va
ila

bi
lit

y 
of

 G
C

 M
as

te
r 

Ac
co

un
t i

nf
or

m
at

io
n 

an
d 

cr
ed

en
tia

ls
 u

se
d 

to
 e

st
ab

lis
h 

th
e 

G
C

 c
lo

ud
 e

nv
iro

nm
en

t. 
Th

is
 in

cl
ud

es
 e

ns
ur

in
g 

th
at

 
cr

ed
en

tia
ls

 re
m

ai
n 

w
ith

in
 th

e 
ge

og
ra

ph
ic

 b
ou

nd
ar

ie
s 

of
 

C
an

ad
a.

  

Th
e 

Su
pp

lie
r m

us
t d

em
on

st
ra

te
 c

om
pl

ia
nc

e 
by

 p
ro

vi
di

ng
 d

oc
um

en
ta

tio
n 

ou
tli

ni
ng

 th
e 

C
om

m
er

ci
al

ly
 A

va
ila

bl
e 

So
ftw

ar
e 

as
 a

 S
er

vi
ce

's 
ab

ilit
y 

to
 

pr
ot

ec
t t

he
 c

on
fid

en
tia

lit
y,

 in
te

gr
ity

 a
nd

 a
va

ila
bi

lit
y 

of
 G

C
 M

as
te

r A
cc

ou
nt

 
in

fo
rm

at
io

n 
an

d 
cr

ed
en

tia
ls

 u
se

d 
to

 e
st

ab
lis

h 
th

e 
G

C
 c

lo
ud

 e
nv

iro
nm

en
t. 

1)
 

To
 b

e 
co

ns
id

er
ed

 c
om

pl
ia

nt
, t

he
 p

ro
vi

de
d 

do
cu

m
en

ta
tio

n 
m

us
t 

in
cl

ud
e:

 

2)
 

a)
 S

ys
te

m
 d

oc
um

en
ta

tio
n 

or
 w

hi
te

 p
ap

er
 th

at
 o

ut
lin

es
 th

e 
po

lic
ie

s,
 

pr
oc

es
se

s 
an

d 
pr

oc
ed

ur
es

 u
se

d 
to

 p
ro

te
ct

 th
e 

co
nf

id
en

tia
lit

y,
 

in
te

gr
ity

 a
nd

 a
va

ila
bi

lit
y 

of
 G

C
 M

as
te

r A
cc

ou
nt

 in
fo

rm
at

io
n 

an
d 

cr
ed

en
tia

ls
 u

se
d 

to
 e

st
ab

lis
h 

th
e 

G
C

 c
lo

ud
 e

nv
iro

nm
en

t. 

3)
 

Th
e 

su
bs

ta
nt

ia
tio

n 
re

qu
ire

d 
fo

r t
he

 M
as

te
r /

 R
oo

t A
cc

ou
nt

 
M

an
ag

em
en

t, 
th

e 
do

cu
m

en
ta

tio
n 

ca
nn

ot
 s

im
pl

y 
be

 a
 re

pe
tit

io
n 

of
 th

e 
m

an
da

to
ry

 re
qu

ire
m

en
t b

ut
 m

us
t e

xp
la

in
 a

nd
 d

em
on

st
ra

te
 h

ow
 th

e 
Su

pp
lie

r o
f t

he
 p

ro
po

se
d 

C
om

m
er

ci
al

ly
 A

va
ila

bl
e 

So
ftw

ar
e 

as
 a

 
Se

rv
ic

e 
m

ee
ts

 th
e 

re
qu

ire
m

en
t. 

Su
pp

lie
rs

 c
an

 p
ro

vi
de

 s
cr

ee
n 

ca
pt

ur
es

 a
nd

 te
ch

ni
ca

l o
r e

nd
-u

se
r d

oc
um

en
ta

tio
n 

to
 s

up
pl

em
en

t 
th

ei
r r

es
po

ns
es

. T
he

 S
up

pl
ie

rs
 m

us
t i

nd
ic

at
e 

w
he

re
 in

 re
sp

on
se

 th
e 

re
fe

re
nc

e 
m

at
er

ia
l c

an
 b

e 
fo

un
d,

 in
cl

ud
in

g 
th

e 
tit

le
 o

f t
he

 d
oc

um
en

t, 
an

d 
th

e 
pa

ge
 a

nd
 p

ar
ag

ra
ph

 n
um

be
rs

. 

W
he

re
 C

an
ad

a 
de

te
rm

in
es

 th
at

 th
e 

su
bs

ta
nt

ia
tio

n 
is

 n
ot

 c
om

pl
et

e,
 th

e 
Su

pp
lie

r w
ill 

be
 d

ec
la

re
d 

no
n-

co
m

pl
ia

nt
. T

he
 s

ub
st

an
tia

tio
n 

m
ay

 re
fe

r t
o 

ad
di

tio
na

l d
oc

um
en

ta
tio

n 
su

bm
itt

ed
 w

ith
 th

e 
re

sp
on

se
, i

t i
s 

re
qu

es
te

d 
th

at
 

Su
pp

lie
rs

 in
di

ca
te

 w
he

re
 in

 re
sp

on
se

 th
e 

re
fe

re
nc

e 
m

at
er

ia
l c

an
 b

e 
fo

un
d,

 in
cl

ud
in

g 
th

e 
tit

le
 o

f t
he

 d
oc

um
en

t, 
an

d 
th

e 
pa

ge
 a

nd
 p

ar
ag

ra
ph

 
nu

m
be

rs
. 



So
lic

ita
tio

n 
N

o.
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
 B

uy
er

 ID
:  

H
T3

00
-1

93
65

1/
A

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
 0

52
ee

m
 

Pa
ge

 6
 o

f 5
2 

M
an

da
to

ry
 

ID
Su

b-
C

at
eg

or
y 

R
eq

ui
re

m
en

t
R

eq
ui

re
d 

to
 d

em
on

st
ra

te
 c

om
pl

ia
nc

e 
 

M
3 

D
at

a 
Pr

ot
ec

tio
n 

Is
ol

at
io

n 
Th

e 
pr

op
os

ed
 S

er
vi

ce
s 

m
us

t p
ro

vi
de

 th
e 

G
C

 th
e 

ab
ilit

y 
to

 
is

ol
at

e 
da

ta
 in

 C
an

ad
a 

in
 a

n 
ap

pr
ov

ed
 d

at
a 

ce
nt

er
. 

Fo
r t

he
 p

ur
po

se
s 

 o
f t

hi
s 

so
lic

ita
tio

n,
 a

n 
Ap

pr
ov

ed
 D

at
a 

C
en

tre
 is

 d
ef

in
ed

 a
s 

th
e 

fo
llo

w
in

g:
 

a)
 A

 d
at

a 
ce

nt
er

 th
at

 is
 g

eo
gr

ap
hi

ca
lly

 lo
ca

te
d 

in
 C

an
ad

a;
 

an
d 

b)
 A

 d
at

a 
ce

nt
re

 th
at

 m
ee

ts
 a

ll 
se

cu
rit

y 
re

qu
ire

m
en

ts
 a

nd
 

ce
rti

fic
at

io
ns

 id
en

tif
ie

d.
 

D
at

a 
C

en
te

r F
ac

ilit
ie

s 
R

eq
ui

re
m

en
ts

: 

Th
e 

Su
pp

lie
r o

f t
he

 p
ro

po
se

d 
C

om
m

er
ci

al
ly

 A
va

ila
bl

e 
So

ftw
ar

e 
as

 a
 S

er
vi

ce
 m

us
t e

ns
ur

e 
th

at
 s

ec
ur

ity
 

m
ea

su
re

s 
ar

e 
im

pl
em

en
te

d 
fo

r t
he

 p
ro

te
ct

io
n 

of
 IT

 
fa

ci
lit

ie
s 

an
d 

in
fo

rm
at

io
n 

sy
st

em
 a

ss
et

s 
on

 w
hi

ch
 C

an
ad

a 
da

ta
 is

 s
to

re
d 

an
d 

pr
oc

es
se

d 
ag

ai
ns

t a
ll 

fo
rm

s 
of

 
ta

m
pe

rin
g,

 lo
ss

, d
am

ag
e,

 a
nd

 s
ei

zu
re

, a
nd

 th
at

 is
 b

as
ed

 
on

 a
 p

re
ve

nt
- d

et
ec

t-r
es

po
nd

-re
co

ve
r a

pp
ro

ac
h 

to
 

ph
ys

ic
al

 s
ec

ur
ity

. P
hy

si
ca

l p
ro

te
ct

io
n 

m
ea

su
re

s 
m

us
t b

e 
ap

pl
ie

d 
in

 a
cc

or
da

nc
e 

w
ith

, o
r u

se
 a

n 
ad

eq
ua

te
 ri

sk
-

ba
se

d 
ap

pr
oa

ch
 a

lig
ne

d 
w

ith
 th

e 
ph

ys
ic

al
 a

nd
 

en
vi

ro
nm

en
ta

l p
ro

te
ct

io
n 

(P
E)

, m
ai

nt
en

an
ce

 (M
A)

, a
nd

 
m

ed
ia

 p
ro

te
ct

io
n 

(M
P)

 s
ec

ur
ity

 c
on

tro
ls

 o
ut

lin
ed

 in
 IT

SG
-

33
 G

ov
er

nm
en

t o
f C

an
ad

a 
Se

cu
rit

y 
C

on
tro

l P
ro

fil
e 

fo
r 

C
lo

ud
-B

as
ed

 G
C

 IT
 S

er
vi

ce
s 

fo
r P

BM
M

 a
nd

 th
e 

pr
ac

tic
es

 
in

 th
e 

R
oy

al
 C

an
ad

ia
n 

M
ou

nt
ed

 P
ol

ic
e 

(R
C

M
P)

 g
ui

da
nc

e 
an

d 
st

an
da

rd
s 

on
 p

hy
si

ca
l s

ec
ur

ity
. 

Th
is

 in
cl

ud
es

, a
t a

 m
in

im
um

 

a)
 s

uf
fic

ie
nt

 re
du

nd
an

cy
 a

nd
 re

co
ve

ry
 c

ap
ab

ilit
ie

s 
w

ith
in

 
an

d 
be

tw
ee

n 
its

 IT
 fa

ci
lit

ie
s 

in
cl

ud
in

g 
be

in
g 

ge
og

ra
ph

ic
al

ly
 d

is
pa

ra
te

 s
uc

h 
th

at
 th

e 
lo

ss
 o

f o
ne

 d
at

a 
ce

nt
er

 d
oe

s 
no

t p
ro

hi
bi

t r
ec

ov
er

y 
of

 d
at

a 
w

ith
in

 th
e 

pr
es

cr
ib

ed
 S

er
vi

ce
 L

ev
el

 A
gr

ee
m

en
t; 

b)
 p

ro
pe

r h
an

dl
in

g 
of

 IT
 m

ed
ia

; 

Th
e 

Su
pp

lie
r m

us
t p

ro
vi

de
 d

oc
um

en
ta

tio
n 

th
at

 d
em

on
st

ra
te

s 
ho

w
 th

e 
Su

pp
lie

r o
f t

he
 p

ro
po

se
d 

Se
rv

ic
es

 c
om

pl
ie

s 
w

ith
 th

e 
re

qu
ire

m
en

ts
 in

 th
e 

D
at

a 
C

en
te

r F
ac

ilit
ie

s 
R

eq
ui

re
m

en
ts

  

To
 b

e 
co

ns
id

er
ed

 c
om

pl
ia

nt
, t

he
 p

ro
vi

de
d 

do
cu

m
en

ta
tio

n 
m

us
t i

nc
lu

de
: 

a)
 s

ys
te

m
 d

oc
um

en
ta

tio
n 

or
 te

ch
ni

ca
l d

oc
um

en
ta

tio
n 

ou
tli

ni
ng

 a
nd

 
de

ta
ilin

g 
th

e 
se

cu
rit

y 
m

ea
su

re
s 

in
cl

ud
in

g 
po

lic
ie

s,
 p

ro
ce

ss
es

 a
nd

 
pr

oc
ed

ur
es

 th
at

 a
re

 im
pl

em
en

te
d 

fo
r t

he
 p

ro
te

ct
io

n 
of

 IT
 fa

ci
lit

ie
s 

an
d 

in
fo

rm
at

io
n 

sy
st

em
 a

ss
et

s 
on

 w
hi

ch
 G

C
 d

at
a 

is
 s

to
re

d 
an

d 
pr

oc
es

se
d 

ag
ai

ns
t a

ll 
fo

rm
s 

of
 ta

m
pe

rin
g,

 lo
ss

, d
am

ag
e,

 a
nd

 s
ei

zu
re

, a
nd

 th
at

 is
 

ba
se

d 
on

 a
 p

re
ve

nt
- d

et
ec

t-r
es

po
nd

-re
co

ve
r a

pp
ro

ac
h 

to
 p

hy
si

ca
l 

se
cu

rit
y.

 

Th
e 

su
bs

ta
nt

ia
tio

n 
re

qu
ire

d 
fo

r D
at

a 
C

en
te

r F
ac

ilit
ie

s 
R

eq
ui

re
m

en
ts

 - 
, 

th
e 

do
cu

m
en

ta
tio

n 
ca

nn
ot

 s
im

pl
y 

be
 a

 re
pe

tit
io

n 
of

 th
e 

m
an

da
to

ry
 

re
qu

ire
m

en
t b

ut
 m

us
t e

xp
la

in
 a

nd
 d

em
on

st
ra

te
 h

ow
 th

e 
C

om
m

er
ci

al
ly

 
Av

ai
la

bl
e 

So
ftw

ar
e 

as
 a

 S
er

vi
ce

 m
ee

ts
 th

e 
re

qu
ire

m
en

t. 
Su

pp
lie

rs
 c

an
 

pr
ov

id
e 

sc
re

en
 c

ap
tu

re
s 

an
d 

te
ch

ni
ca

l o
r e

nd
-u

se
r d

oc
um

en
ta

tio
n 

to
 

su
pp

le
m

en
t t

he
ir 

re
sp

on
se

s.
 T

he
 S

up
pl

ie
rs

 m
us

t i
nd

ic
at

e 
w

he
re

 in
 

re
sp

on
se

 th
e 

re
fe

re
nc

e 
m

at
er

ia
l c

an
 b

e 
fo

un
d,

 in
cl

ud
in

g 
th

e 
tit

le
 o

f t
he

 
do

cu
m

en
t, 

an
d 

th
e 

pa
ge

 a
nd

 p
ar

ag
ra

ph
 n

um
be

rs
. 

W
he

re
 C

an
ad

a 
de

te
rm

in
es

 th
at

 th
e 

su
bs

ta
nt

ia
tio

n 
is

 n
ot

 c
om

pl
et

e,
 th

e 
Su

pp
lie

r w
ill 

be
 d

ec
la

re
d 

no
n-

co
m

pl
ia

nt
. T

he
 s

ub
st

an
tia

tio
n 

m
ay

 re
fe

r t
o 

ad
di

tio
na

l d
oc

um
en

ta
tio

n 
su

bm
itt

ed
 w

ith
 th

e 
re

sp
on

se
, i

t i
s 

re
qu

es
te

d 
th

at
 

Su
pp

lie
rs

 in
di

ca
te

 w
he

re
 in

 re
sp

on
se

 th
e 

re
fe

re
nc

e 
m

at
er

ia
l c

an
 b

e 
fo

un
d,

 in
cl

ud
in

g 
th

e 
tit

le
 o

f t
he

 d
oc

um
en

t, 
an

d 
th

e 
pa

ge
 a

nd
 p

ar
ag

ra
ph

 
nu

m
be

rs
. 



So
lic

ita
tio

n 
N

o.
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
 B

uy
er

 ID
:  

H
T3

00
-1

93
65

1/
A

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
 0

52
ee

m
 

Pa
ge

 7
 o

f 5
2 

M
an

da
to

ry
 

ID
Su

b-
C

at
eg

or
y 

R
eq

ui
re

m
en

t
R

eq
ui

re
d 

to
 d

em
on

st
ra

te
 c

om
pl

ia
nc

e 
 

c)
 c

on
tro

lle
d 

m
ai

nt
en

an
ce

 o
f i

nf
or

m
at

io
n 

sy
st

em
s 

an
d 

th
ei

r c
om

po
ne

nt
s 

to
 p

ro
te

ct
 th

ei
r i

nt
eg

rit
y 

an
d 

en
su

re
 

th
ei

r o
ng

oi
ng

 a
va

ila
bi

lit
y;

 

d)
 c

on
tro

lle
d 

ac
ce

ss
 to

 in
fo

rm
at

io
n 

sy
st

em
 o

ut
pu

t d
ev

ic
es

 
to

 p
re

ve
nt

 u
na

ut
ho

riz
ed

 a
cc

es
s 

to
 C

an
ad

a’
s 

da
ta

; 

e)
 li

m
iti

ng
 p

hy
si

ca
l a

cc
es

s 
to

 it
s 

in
fo

rm
at

io
n 

sy
st

em
 

as
se

ts
 to

 a
ut

ho
riz

ed
 e

m
pl

oy
ee

s 
an

d 
co

nt
ra

ct
or

s 
ba

se
d 

on
 p

os
iti

on
 o

r r
ol

e 
an

d 
th

e 
ne

ed
-to

-a
cc

es
s 

pr
in

ci
pl

e,
 a

nd
 

va
lid

at
ed

 b
y 

tw
o 

fo
rm

s 
of

 id
en

tif
ic

at
io

n;
 

f) 
es

co
rti

ng
 v

is
ito

rs
 a

nd
 m

on
ito

rin
g 

vi
si

to
r a

ct
iv

ity
; 

g)
 m

ai
nt

ai
ni

ng
 a

ud
it 

lo
gs

 o
f p

hy
si

ca
l a

cc
es

s;
 

h)
 c

on
tro

llin
g 

an
d 

m
an

ag
in

g 
ph

ys
ic

al
 a

cc
es

s 
de

vi
ce

s;
 

i) 
en

fo
rc

in
g 

sa
fe

gu
ar

di
ng

 m
ea

su
re

s 
fo

r C
an

ad
a 

da
ta

 a
t 

al
te

rn
at

e 
w

or
k 

si
te

s 
(e

.g
., 

te
le

w
or

k 
si

te
s)

; a
nd

 

j) 
re

co
rd

in
g 

an
d 

m
on

ito
rin

g 
al

l p
hy

si
ca

l a
cc

es
s 

to
 d

at
a 

ce
nt

er
 fa

ci
lit

ie
s 

an
d 

al
l l

og
ic

al
 a

cc
es

s 
to

 in
fo

rm
at

io
n 

sy
st

em
 c

om
po

ne
nt

s 
ho

st
in

g 
C

an
ad

a’
s 

da
ta

 u
si

ng
 a

 
co

m
bi

na
tio

n 
of

 a
cc

es
s 

lo
gs

 a
nd

 v
id

eo
 s

ur
ve

illa
nc

e 
in

 a
ll 

se
ns

iti
ve

 a
re

as
 a

nd
 in

tru
si

on
 d

et
ec

tio
n 

m
ec

ha
ni

sm
s.

 

M
4 

D
at

a 
Se

gr
eg

at
io

n 
Th

e 
Su

pp
lie

r m
us

t, 
fo

r b
ot

h 
Ti

er
s,

  i
m

pl
em

en
t c

on
tro

ls
 to

 
en

su
re

 a
pp

ro
pr

ia
te

 is
ol

at
io

n 
of

 re
so

ur
ce

s 
su

ch
 th

at
 

In
fo

rm
at

io
n 

As
se

ts
 a

re
 n

ot
 c

o-
m

in
gl

ed
 w

ith
 o

th
er

 te
na

nt
 

da
ta

, w
hi

le
 in

 u
se

, s
to

ra
ge

 o
r t

ra
ns

it,
 a

nd
 th

ro
ug

ho
ut

 a
ll 

as
pe

ct
s 

of
 th

e 
Su

pp
lie

r’s
 S

er
vi

ce
’s

 a
nd

 S
up

pl
ie

r 
In

fra
st

ru
ct

ur
e’

s 
fu

nc
tio

na
lit

y 
an

d 
sy

st
em

 a
dm

in
is

tra
tio

n.
 

Th
is

 in
cl

ud
es

 im
pl

em
en

tin
g 

ac
ce

ss
 c

on
tro

ls
 a

nd
 e

nf
or

ci
ng

 
ap

pr
op

ria
te

 lo
gi

ca
l o

r p
hy

si
ca

l s
eg

re
ga

tio
n 

to
 s

up
po

rt:
  

(a
) 

Th
e 

se
pa

ra
tio

n 
be

tw
ee

n 
Su

pp
lie

r’s
 in

te
rn

al
 

ad
m

in
is

tra
tio

n 
fro

m
 re

so
ur

ce
s 

us
ed

 b
y 

its
 

cu
st

om
er

s;
 a

nd
  

(b
) 

Th
e 

se
pa

ra
tio

n 
of

 c
us

to
m

er
 re

so
ur

ce
s 

in
 m

ul
ti-

te
na

nt
 e

nv
iro

nm
en

ts
 in

 o
rd

er
 to

 p
re

ve
nt

 o
ne

 
m

al
ic

io
us

 o
r c

om
pr

om
is

ed
 c

on
su

m
er

 fr
om

 a
ffe

ct
in

g 
th

e 
se

rv
ic

e 
or

 d
at

a 
of

 a
no

th
er

. 

Th
e 

Su
pp

lie
r m

us
t p

ro
vi

de
 d

oc
um

en
ta

tio
n 

th
at

 d
em

on
st

ra
te

s 
ho

w
 th

e 
Su

pp
lie

r o
f t

he
 p

ro
po

se
d 

Se
rv

ic
es

 c
om

pl
ie

s 
w

ith
 th

e 
re

qu
ire

m
en

ts
. 



So
lic

ita
tio

n 
N

o.
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
 B

uy
er

 ID
:  

H
T3

00
-1

93
65

1/
A

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
 0

52
ee

m
 

Pa
ge

 8
 o

f 5
2 

M
an

da
to

ry
 

ID
Su

b-
C

at
eg

or
y 

R
eq

ui
re

m
en

t
R

eq
ui

re
d 

to
 d

em
on

st
ra

te
 c

om
pl

ia
nc

e 
 

M
5 

D
at

a 
Pr

ot
ec

tio
n 

Th
e 

Su
pp

lie
r o

f t
he

 p
ro

po
se

d 
C

om
m

er
ci

al
ly

 A
va

ila
bl

e 
So

ftw
ar

e 
as

 a
 S

er
vi

ce
s 

m
us

t h
av

e 
th

e 
ab

ilit
y 

or
 th

e 
G

ov
er

nm
en

t o
f C

an
ad

a 
to

 s
to

re
 a

nd
 p

ro
te

ct
 it

s 
in

fo
rm

at
io

n 
at

 re
st

, i
nc

lu
di

ng
 d

at
a 

in
 b

ac
ku

ps
 o

r 
m

ai
nt

ai
ne

d 
fo

r r
ed

un
da

nc
y 

pu
rp

os
es

 w
ith

in
 th

e 
ge

og
ra

ph
ic

 b
ou

nd
ar

ie
s 

of
 C

an
ad

a.
  

Th
is

 in
cl

ud
es

: 

a)
 Id

en
tif

yi
ng

 a
nd

 p
ro

vi
di

ng
 th

e 
G

ov
er

nm
en

t o
f C

an
ad

a 
w

ith
 a

n 
up

-to
-d

at
e 

lis
t o

f p
hy

si
ca

l l
oc

at
io

ns
 in

cl
ud

in
g 

ci
ty

 
w

hi
ch

 m
ay

 c
on

ta
in

 C
an

ad
a’

s 
da

ta
 in

 C
an

ad
a 

fo
r e

ac
h 

da
ta

 c
en

tre
 th

at
 w

ill 
be

 u
se

d 
to

 p
ro

vi
de

 S
er

vi
ce

s.
 

b)
 Id

en
tif

yi
ng

 w
hi

ch
 p

or
tio

ns
 o

f t
he

 S
er

vi
ce

s 
ar

e 
de

liv
er

ed
 

fro
m

 o
ut

si
de

 o
f C

an
ad

a 
in

cl
ud

in
g 

al
l l

oc
at

io
ns

 w
he

re
 d

at
a 

is
 s

to
re

d 
an

d 
pr

oc
es

se
d 

an
d 

w
he

re
 th

ey
 m

an
ag

e 
th

e 
se

rv
ic

e 
fro

m
.  

c)
 e

ns
ur

in
g 

th
e 

in
fe

as
ib

ilit
y 

of
 fi

nd
in

g 
a 

sp
ec

ifi
c 

cu
st

om
er

’s
 d

at
a 

on
 p

hy
si

ca
l m

ed
ia

; a
nd

  

d)
 E

m
pl

oy
in

g 
en

cr
yp

tio
n 

to
 e

ns
ur

e 
th

at
 n

o 
da

ta
 is

 w
rit

te
n 

to
 a

 d
is

k 
in

 a
n 

un
en

cr
yp

te
d 

fo
rm

. 

Su
pp

lie
rs

 p
le

as
e 

no
te

: 

Su
pp

lie
rs

 a
re

 a
dv

is
ed

 th
at

 s
ub

se
qu

en
t p

ro
cu

re
m

en
t 

St
re

am
s 

m
ay

 re
qu

ire
 th

e 
Su

pp
lie

r o
f t

he
 p

ro
po

se
d 

C
om

m
er

ci
al

ly
 A

va
ila

bl
e 

So
ftw

ar
e 

as
 a

 S
er

vi
ce

 to
 n

ot
ify

 
C

an
ad

a 
w

he
n 

th
er

e 
ar

e 
up

da
te

s 
to

 th
e 

lis
t o

f p
hy

si
ca

l 
lo

ca
tio

ns
 w

hi
ch

 m
ay

 c
on

ta
in

 C
an

ad
a’

s 
da

ta
. 

Th
e 

Su
pp

lie
r m

us
t d

em
on

st
ra

te
 c

om
pl

ia
nc

e 
by

 p
ro

vi
di

ng
 d

oc
um

en
ta

tio
n 

ou
tli

ni
ng

 p
ro

po
se

d 
C

om
m

er
ci

al
ly

 A
va

ila
bl

e 
So

ftw
ar

e 
as

 a
 S

er
vi

ce
’s

 a
bi

lit
y 

to
 is

ol
at

e 
da

ta
 in

 C
an

ad
a 

in
 a

n 
ap

pr
ov

ed
 d

at
a 

ce
nt

er
. 

To
 b

e 
co

ns
id

er
ed

 c
om

pl
ia

nt
, t

he
 p

ro
vi

de
d 

do
cu

m
en

ta
tio

n 
m

us
t i

nc
lu

de
 

th
e 

fo
llo

w
in

g:
 

a)
 S

cr
ee

n 
sh

ot
s 

of
 th

e 
av

ai
la

bl
e 

da
ta

 c
en

te
r w

he
re

 C
an

ad
ia

n 
da

ta
 c

en
te

rs
 

ar
e 

on
 th

e 
av

ai
la

bi
lit

y 
lis

t; 
an

d 

b)
 A

 li
st

 o
r m

ap
 in

di
ca

tin
g 

w
he

re
 g

eo
gr

ap
hi

ca
lly

 th
e 

da
ta

 c
en

te
rs

 a
re

 
lo

ca
te

d 
in

 C
an

ad
a.

 

Th
e 

su
bs

ta
nt

ia
tio

n 
re

qu
ire

d 
fo

r t
hi

s 
cr

ite
ria

 c
an

no
t s

im
pl

y 
be

 a
 re

pe
tit

io
n 

of
 th

e 
m

an
da

to
ry

 re
qu

ire
m

en
t b

ut
 m

us
t e

xp
la

in
 a

nd
 d

em
on

st
ra

te
 h

ow
 th

e 
C

om
m

er
ci

al
ly

 A
va

ila
bl

e 
So

ftw
ar

e 
as

 a
 S

er
vi

ce
 m

ee
ts

 th
e 

re
qu

ire
m

en
t. 

Su
pp

lie
rs

 c
an

 p
ro

vi
de

 s
cr

ee
n 

ca
pt

ur
es

 a
nd

 te
ch

ni
ca

l o
r e

nd
-u

se
r 

do
cu

m
en

ta
tio

n 
to

 s
up

pl
em

en
t t

he
ir 

re
sp

on
se

s.
 

W
he

re
 C

an
ad

a 
de

te
rm

in
es

 th
at

 th
e 

su
bs

ta
nt

ia
tio

n 
is

 n
ot

 c
om

pl
et

e,
 th

e 
Su

pp
lie

r w
ill 

be
 d

ec
la

re
d 

no
n-

co
m

pl
ia

nt
. T

he
 s

ub
st

an
tia

tio
n 

m
ay

 re
fe

r t
o 

ad
di

tio
na

l d
oc

um
en

ta
tio

n 
su

bm
itt

ed
 w

ith
 th

e 
Su

bm
is

si
on

, i
t i

s 
re

qu
es

te
d 

th
at

 S
up

pl
ie

rs
 in

di
ca

te
 w

he
re

 in
 re

sp
on

se
 th

e 
re

fe
re

nc
e 

m
at

er
ia

l c
an

 b
e 

fo
un

d,
 in

cl
ud

in
g 

th
e 

tit
le

 o
f t

he
 d

oc
um

en
t, 

an
d 

th
e 

pa
ge

 a
nd

 p
ar

ag
ra

ph
 

nu
m

be
rs

. 

M
6 

D
at

a 
C

en
te

r 
Fa

ci
lit

ie
s 

Th
e 

Su
pp

lie
r o

f t
he

 p
ro

po
se

d 
C

om
m

er
ci

al
ly

 A
va

ila
bl

e 
So

ftw
ar

e 
as

 a
 S

er
vi

ce
 m

us
t e

ns
ur

e 
th

at
 s

ec
ur

ity
 

m
ea

su
re

s 
ar

e 
im

pl
em

en
te

d 
fo

r t
he

 p
ro

te
ct

io
n 

of
 IT

 
fa

ci
lit

ie
s 

an
d 

in
fo

rm
at

io
n 

sy
st

em
 a

ss
et

s 
on

 w
hi

ch
 G

C
 d

at
a 

is
 s

to
re

d 
an

d 
pr

oc
es

se
d 

ag
ai

ns
t a

ll 
fo

rm
s 

of
 ta

m
pe

rin
g,

 
lo

ss
, d

am
ag

e,
 a

nd
 s

ei
zu

re
, a

nd
 th

at
 is

 b
as

ed
 o

n 
a 

pr
ev

en
t- 

de
te

ct
-re

sp
on

d-
re

co
ve

r a
pp

ro
ac

h 
to

 p
hy

si
ca

l 
se

cu
rit

y.
 P

hy
si

ca
l p

ro
te

ct
io

n 
m

ea
su

re
s 

m
us

t b
e 

ap
pl

ie
d 

in
 

ac
co

rd
an

ce
 w

ith
, o

r u
se

 a
n 

ad
eq

ua
te

 ri
sk

-b
as

ed
 

ap
pr

oa
ch

 a
lig

ne
d 

w
ith

 th
e 

ph
ys

ic
al

 a
lig

ne
d 

w
ith

 th
e 

Th
e 

Su
pp

lie
r m

us
t p

ro
vi

de
 d

oc
um

en
ta

tio
n 

th
at

 d
em

on
st

ra
te

s 
ho

w
 th

e 
Su

pp
lie

r o
f t

he
 p

ro
po

se
d 

Se
rv

ic
es

 c
om

pl
ie

s 
w

ith
 th

e 
re

qu
ire

m
en

ts
 in

 th
e 

D
at

a 
C

en
te

r F
ac

ilit
ie

s 
R

eq
ui

re
m

en
ts

. 

To
 b

e 
co

ns
id

er
ed

 c
om

pl
ia

nt
, t

he
 p

ro
vi

de
d 

do
cu

m
en

ta
tio

n 
m

us
t i

nc
lu

de
: 

a)
 s

ys
te

m
 d

oc
um

en
ta

tio
n 

or
 te

ch
ni

ca
l d

oc
um

en
ta

tio
n 

ou
tli

ni
ng

 a
nd

 
de

ta
ilin

g 
th

e 
se

cu
rit

y 
m

ea
su

re
s 

in
cl

ud
in

g 
po

lic
ie

s,
 p

ro
ce

ss
es

 a
nd

 
pr

oc
ed

ur
es

 th
at

 a
re

 im
pl

em
en

te
d 

fo
r t

he
 p

ro
te

ct
io

n 
of

 IT
 fa

ci
lit

ie
s 

an
d 

in
fo

rm
at

io
n 

sy
st

em
 a

ss
et

s 
on

 w
hi

ch
 C

an
ad

a 
da

ta
 is

 s
to

re
d 

an
d 

pr
oc

es
se

d 
ag

ai
ns

t a
ll 

fo
rm

s 
of

 ta
m

pe
rin

g,
 lo

ss
, d

am
ag

e,
 a

nd
 s

ei
zu

re
, a

nd
 



So
lic

ita
tio

n 
N

o.
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
 B

uy
er

 ID
:  

H
T3

00
-1

93
65

1/
A

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
 0

52
ee

m
 

Pa
ge

 9
 o

f 5
2 

M
an

da
to

ry
 

ID
Su

b-
C

at
eg

or
y 

R
eq

ui
re

m
en

t
R

eq
ui

re
d 

to
 d

em
on

st
ra

te
 c

om
pl

ia
nc

e 
 

ph
ys

ic
al

 s
ec

ur
ity

 c
on

tro
ls

 a
nd

 th
e 

pr
ac

tic
es

 in
 th

e 
Tr

ea
su

ry
 B

oa
rd

 O
pe

ra
tio

na
l S

ec
ur

ity
 S

ta
nd

ar
d 

on
 

Ph
ys

ic
al

 S
ec

ur
ity

 (h
ttp

://
w

w
w

.tb
s-

sc
t.g

c.
ca

/p
ol

/d
oc

-
en

g.
as

px
?i

d=
12

32
9)

 . 
Th

e 
se

cu
rit

y 
m

ea
su

re
s 

re
qu

ire
d 

un
de

r t
hi

s 
in

cl
ud

e,
 a

t a
 m

in
im

um
;  

a)
 s

uf
fic

ie
nt

 re
du

nd
an

cy
 a

nd
 re

co
ve

ry
 c

ap
ab

ilit
ie

s 
w

ith
in

 
an

d 
be

tw
ee

n 
its

 IT
 fa

ci
lit

ie
s 

in
cl

ud
in

g 
be

in
g 

ge
og

ra
ph

ic
al

ly
 d

is
pa

ra
te

 s
uc

h 
th

at
 th

e 
lo

ss
 o

f o
ne

 d
at

a 
ce

nt
er

 d
oe

s 
no

t p
ro

hi
bi

t r
ec

ov
er

y 
of

 d
at

a 
w

ith
in

 th
e 

pr
es

cr
ib

ed
 S

er
vi

ce
 L

ev
el

 A
gr

ee
m

en
t; 

 

b)
 p

ro
pe

r h
an

dl
in

g 
of

 IT
 m

ed
ia

; 

c)
 c

on
tro

lle
d 

m
ai

nt
en

an
ce

 o
f i

nf
or

m
at

io
n 

sy
st

em
s 

an
d 

th
ei

r c
om

po
ne

nt
s 

to
 p

ro
te

ct
 th

ei
r i

nt
eg

rit
y 

an
d 

en
su

re
 

th
ei

r o
ng

oi
ng

 a
va

ila
bi

lit
y;

  

d)
 c

on
tro

lle
d 

ac
ce

ss
 to

 in
fo

rm
at

io
n 

sy
st

em
 o

ut
pu

t d
ev

ic
es

 
to

 p
re

ve
nt

 u
na

ut
ho

riz
ed

 a
cc

es
s 

to
 C

an
ad

a’
s 

da
ta

;  

e)
 li

m
iti

ng
 p

hy
si

ca
l a

cc
es

s 
to

 it
s 

in
fo

rm
at

io
n 

sy
st

em
 

as
se

ts
 to

 a
ut

ho
riz

ed
 e

m
pl

oy
ee

s 
an

d 
co

nt
ra

ct
or

s 
ba

se
d 

on
 p

os
iti

on
 o

r r
ol

e 
an

d 
th

e 
ne

ed
-to

-a
cc

es
s 

pr
in

ci
pl

e,
 a

nd
 

va
lid

at
ed

 b
y 

tw
o 

fo
rm

s 
of

 id
en

tif
ic

at
io

n;
  

f) 
es

co
rti

ng
 v

is
ito

rs
 a

nd
 m

on
ito

rin
g 

vi
si

to
r a

ct
iv

ity
;  

g)
 m

ai
nt

ai
ni

ng
 a

ud
it 

lo
gs

 o
f p

hy
si

ca
l a

cc
es

s;
  

h)
 c

on
tro

llin
g 

an
d 

m
an

ag
in

g 
ph

ys
ic

al
 a

cc
es

s 
de

vi
ce

s;
  

i) 
en

fo
rc

in
g 

sa
fe

gu
ar

di
ng

 m
ea

su
re

s 
fo

r G
C

 d
at

a 
at

 
al

te
rn

at
e 

w
or

k 
si

te
s 

(e
.g

., 
te

le
w

or
k 

si
te

s)
; a

nd
  

j) 
re

co
rd

in
g 

an
d 

m
on

ito
rin

g 
al

l p
hy

si
ca

l a
cc

es
s 

to
 d

at
a 

ce
nt

er
 fa

ci
lit

ie
s 

an
d 

al
l l

og
ic

al
 a

cc
es

s 
to

 in
fo

rm
at

io
n 

sy
st

em
 c

om
po

ne
nt

s 
ho

st
in

g 
C

an
ad

a’
s 

da
ta

 u
si

ng
 a

 
co

m
bi

na
tio

n 
of

 a
cc

es
s 

lo
gs

 a
nd

 v
id

eo
 s

ur
ve

illa
nc

e 
in

 a
ll 

se
ns

iti
ve

 a
re

as
 a

nd
 in

tru
si

on
 d

et
ec

tio
n 

m
ec

ha
ni

sm
s.

 

th
at

 is
 b

as
ed

 o
n 

a 
pr

ev
en

t- 
de

te
ct

-re
sp

on
d-

re
co

ve
r a

pp
ro

ac
h 

to
 p

hy
si

ca
l 

se
cu

rit
y.

 

Th
e 

su
bs

ta
nt

ia
tio

n 
re

qu
ire

d 
fo

r D
at

a 
C

en
te

r F
ac

ilit
ie

s 
R

eq
ui

re
m

en
ts

, t
he

 
do

cu
m

en
ta

tio
n 

ca
nn

ot
 s

im
pl

y 
be

 a
 re

pe
tit

io
n 

of
 th

e 
m

an
da

to
ry

 
re

qu
ire

m
en

t b
ut

 m
us

t e
xp

la
in

 a
nd

 d
em

on
st

ra
te

 h
ow

 th
e 

C
om

m
er

ci
al

ly
 

Av
ai

la
bl

e 
So

ftw
ar

e 
as

 a
 S

er
vi

ce
 m

ee
ts

 th
e 

re
qu

ire
m

en
t. 

Su
pp

lie
rs

 c
an

 
pr

ov
id

e 
sc

re
en

 c
ap

tu
re

s 
an

d 
te

ch
ni

ca
l o

r e
nd

-u
se

r d
oc

um
en

ta
tio

n 
to

 
su

pp
le

m
en

t t
he

ir 
re

sp
on

se
s.

 

W
he

re
 C

an
ad

a 
de

te
rm

in
es

 th
at

 th
e 

su
bs

ta
nt

ia
tio

n 
is

 n
ot

 c
om

pl
et

e,
 th

e 
Su

pp
lie

r w
ill 

be
 d

ec
la

re
d 

no
n-

co
m

pl
ia

nt
. T

he
 s

ub
st

an
tia

tio
n 

m
ay

 re
fe

r t
o 

ad
di

tio
na

l d
oc

um
en

ta
tio

n 
su

bm
itt

ed
 w

ith
 th

e 
re

sp
on

se
, i

t i
s 

re
qu

es
te

d 
th

at
 

Su
pp

lie
rs

 in
di

ca
te

 w
he

re
 in

 re
sp

on
se

 th
e 

re
fe

re
nc

e 
m

at
er

ia
l c

an
 b

e 
fo

un
d,

 in
cl

ud
in

g 
th

e 
tit

le
 o

f t
he

 d
oc

um
en

t, 
an

d 
th

e 
pa

ge
 a

nd
 p

ar
ag

ra
ph

 
nu

m
be

rs
.



So
lic

ita
tio

n 
N

o.
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
 B

uy
er

 ID
:  

H
T3

00
-1

93
65

1/
A

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
 0

52
ee

m
 

Pa
ge

 1
0 

of
 5

2 

M
an

da
to

ry
 

ID
Su

b-
C

at
eg

or
y 

R
eq

ui
re

m
en

t
R

eq
ui

re
d 

to
 d

em
on

st
ra

te
 c

om
pl

ia
nc

e 
 

M
7 

Pe
rs

on
ne

l 
Se

cu
rit

y 
Th

e 
Su

pp
lie

r o
f t

he
 p

ro
po

se
d 

C
om

m
er

ci
al

ly
 A

va
ila

bl
e 

So
ftw

ar
e 

as
 a

 S
er

vi
ce

s 
m

us
t i

m
pl

em
en

t s
ec

ur
ity

 
m

ea
su

re
s 

th
at

 g
ra

nt
 a

nd
 m

ai
nt

ai
n 

th
e 

re
qu

ire
d 

le
ve

l o
f 

se
cu

rit
y 

sc
re

en
in

g 
fo

r i
ts

 re
sp

ec
tiv

e 
pe

rs
on

ne
l, 

as
 w

el
l a

s 
th

e 
pe

rs
on

ne
l o

f a
ny

 s
ub

co
nt

ra
ct

or
 p

er
so

nn
el

 p
ur

su
an

t t
o 

th
ei

r a
cc

es
s 

pr
iv

ile
ge

s 
to

 in
fo

rm
at

io
n 

sy
st

em
 a

ss
et

s 
on

 
w

hi
ch

 C
an

ad
a’

s 
D

at
a 

is
 s

to
re

d 
an

d 
pr

oc
es

se
d.

 

Sc
re

en
in

g 
m

ea
su

re
s 

m
us

t b
e 

ap
pl

ie
d 

in
 a

cc
or

da
nc

e 
w

ith
 

th
e 

de
fin

iti
on

 a
nd

 p
ra

ct
ic

es
 in

 th
e 

Tr
ea

su
ry

 B
oa

rd
 

St
an

da
rd

 o
n 

Se
cu

rit
y 

Sc
re

en
in

g 
(h

ttp
s:

//w
w

w
.tb

s-
sc

t.g
c.

ca
/p

ol
/d

oc
-e

ng
.a

sp
x?

id
=2

81
15

) ,
 o

r u
se

 a
n 

ac
ce

pt
ab

le
 e

qu
iv

al
en

t a
gr

ee
d 

to
 b

y 
C

an
ad

a.
 T

hi
s 

in
cl

ud
es

, a
t a

 m
in

im
um

: 

a 
Pe

rs
on

ne
l S

ec
ur

ity
) d

es
cr

ip
tio

n 
of

 th
e 

em
pl

oy
ee

 a
nd

 
su

bc
on

tra
ct

or
 p

os
iti

on
s 

th
at

 re
qu

ire
 a

cc
es

s 
to

 C
an

ad
a’

s 
D

at
a 

or
 h

av
e 

th
e 

ab
ilit

y 
to

 a
ffe

ct
 th

e 
co

nf
id

en
tia

lit
y,

 
in

te
gr

ity
 o

r a
va

ila
bi

lit
y 

of
 th

e 
Se

rv
ic

es
; 

b)
 p

ro
ce

ss
 fo

r e
ns

ur
in

g 
th

at
 e

m
pl

oy
ee

s 
an

d 
co

nt
ra

ct
or

s 
un

de
rs

ta
nd

, a
re

 a
w

ar
e,

 a
nd

 fu
lfi

l, 
th

ei
r r

es
po

ns
ib

ilit
ie

s 
fo

r 
in

fo
rm

at
io

n 
se

cu
rit

y,
 a

nd
 a

re
 s

ui
ta

bl
e 

fo
r t

he
 ro

le
s 

fo
r 

w
hi

ch
 th

ey
 a

re
 c

on
si

de
re

d;
 

c)
 p

ro
ce

ss
 fo

r s
ec

ur
ity

 a
w

ar
en

es
s 

an
d 

tra
in

in
g 

as
 p

ar
t o

f 
em

pl
oy

m
en

t o
n 

bo
ar

di
ng

 a
nd

 w
he

n 
em

pl
oy

ee
 a

nd
 

su
bc

on
tra

ct
or

 ro
le

s 
ch

an
ge

; 

d)
 p

ro
ce

ss
 th

at
 is

 e
nf

or
ce

d 
w

he
n 

an
 e

m
pl

oy
ee

 o
r 

su
bc

on
tra

ct
or

 c
ha

ng
es

 th
ei

r r
ol

e 
or

 w
he

n 
em

pl
oy

m
en

t i
s 

te
rm

in
at

ed
; a

nd
 

e)
 a

pp
ro

ac
h 

fo
r d

et
ec

tin
g 

po
te

nt
ia

l m
al

ic
io

us
 in

si
de

rs
 a

nd
 

co
nt

ro
ls

 im
pl

em
en

te
d 

to
 m

iti
ga

te
 th

e 
ris

k 
of

 a
cc

es
s 

to
 G

C
 

da
ta

 a
nd

/o
r e

ffe
ct

 o
n 

th
e 

re
lia

bi
lit

y 
of

 c
lo

ud
 s

er
vi

ce
s 

ho
st

in
g 

G
C

 a
ss

et
s 

an
d 

da
ta

 

Th
e 

Su
pp

lie
r m

us
t p

ro
vi

de
 d

oc
um

en
ta

tio
n 

th
at

 d
em

on
st

ra
te

s 
ho

w
 th

e 
Su

pp
lie

r o
f t

he
 p

ro
po

se
d 

Se
rv

ic
es

 c
om

pl
ie

s 
w

ith
 th

e 
re

qu
ire

m
en

ts
 in

 th
e 

Pe
rs

on
ne

l S
ec

ur
ity

 R
eq

ui
re

m
en

ts
. 

To
 b

e 
co

ns
id

er
ed

 c
om

pl
ia

nt
, t

he
 p

ro
vi

de
d 

do
cu

m
en

ta
tio

n 
m

us
t i

nc
lu

de
: 

a)
 s

ys
te

m
 d

oc
um

en
ta

tio
n 

or
 te

ch
ni

ca
l d

oc
um

en
ta

tio
n 

ou
tli

ni
ng

 a
nd

 
de

ta
ilin

g 
th

e 
se

cu
rit

y 
m

ea
su

re
s 

in
cl

ud
in

g 
th

e 
po

lic
ie

s,
 p

ro
ce

ss
es

 a
nd

 
pr

oc
ed

ur
es

 th
at

 a
re

 u
se

d 
to

 g
ra

nt
 a

nd
 m

ai
nt

ai
n 

th
e 

re
qu

ire
d 

le
ve

l o
f 

se
cu

rit
y 

sc
re

en
in

g 
fo

r t
he

 S
up

pl
ie

r a
nd

 s
ub

co
nt

ra
ct

or
 p

er
so

nn
el

 p
ur

su
an

t 
to

 th
ei

r a
cc

es
s 

pr
iv

ile
ge

s 
to

 in
fo

rm
at

io
n 

sy
st

em
 a

ss
et

s 
on

 w
hi

ch
 C

an
ad

a’
s 

D
at

a 
is

 s
to

re
d 

an
d 

pr
oc

es
se

d.
 

Th
e 

su
bs

ta
nt

ia
tio

n 
re

qu
ire

d 
in

 th
e 

Pe
rs

on
ne

l S
ec

ur
ity

 R
eq

ui
re

m
en

ts
, t

he
 

do
cu

m
en

ta
tio

n 
ca

nn
ot

 s
im

pl
y 

be
 a

 re
pe

tit
io

n 
of

 th
e 

m
an

da
to

ry
 

re
qu

ire
m

en
t b

ut
 m

us
t e

xp
la

in
 a

nd
 d

em
on

st
ra

te
 h

ow
 th

e 
Su

pp
lie

r o
f t

he
 

pr
op

os
ed

 C
om

m
er

ci
al

ly
 A

va
ila

bl
e 

So
ftw

ar
e 

as
 a

 S
er

vi
ce

 m
ee

ts
 th

e 
re

qu
ire

m
en

t. 
Su

pp
lie

rs
 c

an
 p

ro
vi

de
 s

cr
ee

n 
ca

pt
ur

es
 a

nd
 te

ch
ni

ca
l o

r e
nd

-
us

er
 d

oc
um

en
ta

tio
n 

to
 s

up
pl

em
en

t t
he

ir 
re

sp
on

se
s.

 T
he

 S
up

pl
ie

rs
 m

us
t 

in
di

ca
te

 w
he

re
 in

 re
sp

on
se

 th
e 

re
fe

re
nc

e 
m

at
er

ia
l c

an
 b

e 
fo

un
d,

 in
cl

ud
in

g 
th

e 
tit

le
 o

f t
he

 d
oc

um
en

t, 
an

d 
th

e 
pa

ge
 a

nd
 p

ar
ag

ra
ph

 n
um

be
rs

. 

W
he

re
 C

an
ad

a 
de

te
rm

in
es

 th
at

 th
e 

su
bs

ta
nt

ia
tio

n 
is

 n
ot

 c
om

pl
et

e,
 th

e 
Su

pp
lie

r w
ill 

be
 d

ec
la

re
d 

no
n-

co
m

pl
ia

nt
. T

he
 s

ub
st

an
tia

tio
n 

m
ay

 re
fe

r t
o 

ad
di

tio
na

l d
oc

um
en

ta
tio

n 
su

bm
itt

ed
 w

ith
 th

e 
re

sp
on

se
, i

t i
s 

re
qu

es
te

d 
th

at
 

Su
pp

lie
rs

 in
di

ca
te

 w
he

re
 in

 re
sp

on
se

 th
e 

re
fe

re
nc

e 
m

at
er

ia
l c

an
 b

e 
fo

un
d,

 in
cl

ud
in

g 
th

e 
tit

le
 o

f t
he

 d
oc

um
en

t, 
an

d 
th

e 
pa

ge
 a

nd
 p

ar
ag

ra
ph

 
nu

m
be

rs
.



So
lic

ita
tio

n 
N

o.
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
 B

uy
er

 ID
:  

H
T3

00
-1

93
65

1/
A

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
 0

52
ee

m
 

Pa
ge

 1
1 

of
 5

2 

M
an

da
to

ry
 

ID
Su

b-
C

at
eg

or
y 

R
eq

ui
re

m
en

t
R

eq
ui

re
d 

to
 d

em
on

st
ra

te
 c

om
pl

ia
nc

e 
 

M
8 

Th
ird

 P
ar

ty
 

As
su

ra
nc

e 
Th

e 
Su

pp
lie

r o
f t

he
 p

ro
po

se
d 

C
om

m
er

ci
al

ly
 A

va
ila

bl
e 

So
ftw

ar
e 

as
 a

 S
er

vi
ce

 m
us

t b
e 

de
si

gn
ed

 a
nd

 d
ev

el
op

ed
 

to
 e

ns
ur

e 
th

e 
se

cu
rit

y 
of

 th
ei

r p
ro

po
se

d 
C

om
m

er
ci

al
ly

 
Av

ai
la

bl
e 

So
ftw

ar
e 

as
 a

 S
er

vi
ce

, i
nc

lu
di

ng
, i

m
pl

em
en

tin
g 

in
fo

rm
at

io
n 

se
cu

rit
y 

po
lic

ie
s,

 p
ro

ce
du

re
s,

 a
nd

 s
ec

ur
ity

 
co

nt
ro

ls
. 

Th
e 

Su
pp

lie
r o

f t
he

 p
ro

po
se

d 
C

om
m

er
ci

al
ly

 A
va

ila
bl

e 
So

ftw
ar

e 
as

 a
 S

er
vi

ce
 m

us
t a

ls
o 

co
m

pl
y 

w
ith

 th
e 

se
cu

rit
y 

re
qu

ire
m

en
ts

 s
el

ec
te

d 
in

 th
e 

G
C

 S
ec

ur
ity

 C
on

tro
l P

ro
fil

e 
fo

r C
lo

ud
-B

as
ed

 G
C

 IT
 S

er
vi

ce
s 

fo
r P

ro
te

ct
ed

 B
, M

ed
iu

m
 

In
te

gr
ity

 a
nd

 M
ed

iu
m

 A
va

ila
bi

lit
y 

(P
BM

M
) f

or
 th

e 
sc

op
e 

of
 

th
e 

pr
op

os
ed

 C
om

m
er

ci
al

ly
 A

va
ila

bl
e 

So
ftw

ar
e 

as
 a

 
Se

rv
ic

e 
pr

ov
id

ed
. 

C
om

pl
ia

nc
e 

w
ill 

be
 v

al
id

at
ed

 a
nd

 v
er

ifi
ed

 th
ro

ug
h 

th
e 

C
an

ad
ia

n 
C

en
tre

 fo
r C

yb
er

 S
ec

ur
ity

 (C
C

C
S)

 C
lo

ud
 

Se
rv

ic
e 

Pr
ov

id
er

 (C
SP

) I
nf

or
m

at
io

n 
Te

ch
no

lo
gy

 (I
T)

 
Se

cu
rit

y 
As

se
ss

m
en

t P
ro

ce
ss

 (I
TS

M
.5

0.
10

0)
 

(h
ttp

s:
//c

yb
er

.g
c.

ca
/e

n/
gu

id
an

ce
/c

lo
ud

-s
er

vi
ce

-p
ro

vi
de

r-
in

fo
rm

at
io

n-
te

ch
no

lo
gy

-s
ec

ur
ity

-a
ss

es
sm

en
t-p

ro
ce

ss
-

its
m

50
10

0)
 . 

 

An
y 

Su
pp

lie
r t

ha
t h

as
 p

ar
tic

ip
at

ed
 in

 th
e 

pr
oc

es
s 

m
us

t 
pr

ov
id

e 
do

cu
m

en
ta

tio
n 

to
 c

on
fir

m
 th

at
 th

ey
 h

av
e 

co
m

pl
et

ed
 th

e 
on

-b
oa

rd
in

g 
pr

oc
es

s 
w

ith
 (i

) a
 c

op
y 

of
 th

e 
m

os
t r

ec
en

t c
om

pl
et

ed
 a

ss
es

sm
en

t r
ep

or
t p

ro
vi

de
d 

by
 

C
C

C
S;

 a
nd

 (i
i) 

a 
co

py
 o

f t
he

 m
os

t r
ec

en
t s

um
m

ar
y 

re
po

rt 
pr

ov
id

ed
 b

y 
C

C
C

S.
  T

hi
s 

w
ill 

ac
ce

le
ra

te
 th

e 
qu

al
ifi

ca
tio

n 
pr

oc
es

s 
an

d 
at

 th
e 

sa
m

e 
do

es
n’

t r
eq

ui
re

 th
e 

Su
pp

lie
r t

o 
de

m
on

st
ra

te
 th

e 
co

m
pl

ia
nc

e 

To
 in

iti
at

e 
th

e 
on

-b
oa

rd
in

g 
pr

oc
es

s,
 th

e 
Su

pp
lie

r s
ho

ul
d 

co
nt

ac
t t

he
 C

C
C

S 
C

lie
nt

 S
er

vi
ce

s 
to

 re
ce

iv
e 

a 
co

py
 o

f t
he

 
on

bo
ar

di
ng

 s
ub

m
is

si
on

 fo
rm

 a
nd

 a
ny

 a
dd

iti
on

al
 

in
fo

rm
at

io
n 

re
la

te
d 

to
 th

e 
C

SP
 IT

 A
ss

es
sm

en
t P

ro
gr

am
. 

Th
e 

Su
pp

lie
r m

us
t d

em
on

st
ra

te
 h

ow
 th

e 
Su

pp
lie

r o
f t

he
 p

ro
po

se
d 

C
om

m
er

ci
al

ly
 A

va
ila

bl
e 

So
ftw

ar
e 

as
 a

 S
er

vi
ce

 c
om

pl
ie

s 
w

ith
 th

e 
re

qu
ire

m
en

ts
 in

 th
e 

Th
ird

 P
ar

ty
 A

ss
ur

an
ce

 R
eq

ui
re

m
en

ts
. C

om
pl

ia
nc

e 
m

us
t b

e 
de

m
on

st
ra

te
d 

th
ro

ug
h 

th
e 

m
ap

pi
ng

 o
f s

ec
ur

ity
 c

on
tro

ls
 to

 th
e 

ap
pl

ic
ab

le
 in

du
st

ry
 c

er
tif

ic
at

io
ns

 id
en

tif
ie

d 
be

lo
w

, a
nd

 v
al

id
at

ed
 th

ro
ug

h 
in

de
pe

nd
en

t t
hi

rd
 p

ar
ty

 a
ss

es
sm

en
ts

. 

Th
e 

Su
pp

lie
r m

us
t p

ro
vi

de
 e

ac
h 

of
 th

e 
fo

llo
w

in
g 

in
du

st
ry

 c
er

tif
ic

at
io

ns
 to

 
de

m
on

st
ra

te
 c

om
pl

ia
nc

e:
 

1)
 IS

O
/IE

C
 2

70
01

:2
01

3 
In

fo
rm

at
io

n 
te

ch
no

lo
gy

 --
 S

ec
ur

ity
 te

ch
ni

qu
es

 --
 

In
fo

rm
at

io
n 

se
cu

rit
y 

m
an

ag
em

en
t s

ys
te

m
s 

– 
R

eq
ui

re
m

en
ts

; a
nd

 

2)
 IS

O
/IE

C
 2

70
17

:2
01

5 
In

fo
rm

at
io

n 
te

ch
no

lo
gy

 --
 S

ec
ur

ity
 te

ch
ni

qu
es

 --
 

C
od

e 
of

 p
ra

ct
ic

e 
fo

r i
nf

or
m

at
io

n 
se

cu
rit

y 
co

nt
ro

ls
 b

as
ed

 o
n 

IS
O

/IE
C

 
27

00
2 

fo
r c

lo
ud

 s
er

vi
ce

s;
 a

nd
 

3)
 A

IC
PA

 S
er

vi
ce

 O
rg

an
iz

at
io

n 
C

on
tro

l (
SO

C
) 2

 T
yp

e 
II 

fo
r t

he
 tr

us
t 

pr
in

ci
pl

es
 o

f s
ec

ur
ity

, a
va

ila
bi

lit
y,

 p
ro

ce
ss

in
g 

in
te

gr
ity

, a
nd

 c
on

fid
en

tia
lit

y.
 

Ea
ch

 c
er

tif
ic

at
io

n 
or

 a
ss

es
sm

en
t r

ep
or

t m
us

t: 

a)
 B

e 
va

lid
 a

s 
of

 th
e 

Su
bm

is
si

on
 d

at
e;

 

b)
 Id

en
tif

y 
th

e 
le

ga
l b

us
in

es
s 

na
m

e 
of

 th
e 

pr
op

os
ed

  C
om

m
er

ci
al

ly
 

Av
ai

la
bl

e 
So

ftw
ar

e 
as

 a
 S

er
vi

ce
 a

nd
 C

lo
ud

 S
er

vi
ce

 P
ro

vi
de

r; 

c)
 Id

en
tif

y 
th

e 
cu

rre
nt

 c
er

tif
ic

at
io

n 
da

te
 a

nd
/o

r s
ta

tu
s;

 

d)
 Id

en
tif

y 
th

e 
lis

t o
f A

ss
et

s,
 S

up
pl

ie
r I

nf
ra

st
ru

ct
ur

e,
 a

nd
 S

er
vi

ce
 

Lo
ca

tio
ns

 w
ith

in
 th

e 
sc

op
e 

of
 th

e 
ce

rti
fic

at
io

n 
re

po
rt.

  

e)
 T

he
 s

co
pe

 o
f t

he
 re

po
rt 

m
us

t m
ap

 to
 lo

ca
tio

ns
 a

nd
 s

er
vi

ce
s 

of
fe

re
d 

by
 

th
e 

pr
op

os
ed

 C
om

m
er

ci
al

ly
 A

va
ila

bl
e 

So
ftw

ar
e 

as
 a

 S
er

vi
ce

. I
f t

he
 

ca
rv

ed
-o

ut
 m

et
ho

d 
is

 u
se

d 
to

 e
xc

lu
de

 s
ub

se
rv

ic
e 

or
ga

ni
za

tio
ns

 s
uc

h 
as

 
da

ta
 c

en
tre

 h
os

tin
g,

 th
e 

su
bs

er
vi

ce
 o

rg
an

iz
at

io
n’

s 
as

se
ss

m
en

t r
ep

or
t 

m
us

t b
e 

in
cl

ud
ed

; a
nd

 

f) 
Be

 is
su

ed
 fr

om
 a

n 
in

de
pe

nd
en

t t
hi

rd
 p

ar
ty

 q
ua

lif
ie

d 
un

de
r A

IC
PA

 o
r 

C
PA

 C
an

ad
a,

 a
nd

/o
r I

SO
 c

er
tif

ic
at

io
n 

re
gi

m
e 

an
d 

th
at

 c
on

fo
rm

s 
to

 
IS

O
/IE

C
 1

70
20

 q
ua

lit
y 

sy
st

em
 s

ta
nd

ar
d.

 

Th
e 

Su
pp

lie
r c

an
 p

ro
vi

de
 a

dd
iti

on
al

 s
up

pl
em

en
ta

ry
 e

vi
de

nc
e 

fro
m

 s
ys

te
m

 
se

cu
rit

y 
pl

an
s,

 in
fo

rm
at

io
n 

sy
st

em
 d

es
ig

n,
 in

fo
rm

at
io

n 
sy

st
em

 
ar

ch
ite

ct
ur

e,
 o

r d
oc

um
en

ts
 th

at
 p

ro
vi

de
 a

 c
om

pr
eh

en
si

ve
 s

ys
te

m
 



So
lic

ita
tio

n 
N

o.
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
 B

uy
er

 ID
:  

H
T3

00
-1

93
65

1/
A

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
 0

52
ee

m
 

Pa
ge

 1
2 

of
 5

2 

M
an

da
to

ry
 

ID
Su

b-
C

at
eg

or
y 

R
eq

ui
re

m
en

t
R

eq
ui

re
d 

to
 d

em
on

st
ra

te
 c

om
pl

ia
nc

e 
 

de
sc

rip
tio

n,
 s

uc
h 

as
  a

ss
es

sm
en

t o
f i

ts
 S

er
vi

ce
s 

ag
ai

ns
t t

he
 C

lo
ud

 
Se

cu
rit

y 
Al

lia
nc

e 
(C

SA
) C

lo
ud

 C
on

tro
l's

 M
at

rix
 (C

C
M

) v
er

si
on

 3
.0

1 
or

 
su

bs
eq

ue
nt

 v
er

si
on

, t
o 

su
pp

or
t t

he
 c

la
im

s 
fro

m
 th

e 
ab

ov
e 

ce
rti

fic
at

io
ns

, i
n 

or
de

r t
o 

de
m

on
st

ra
te

 c
om

pl
ia

nc
e 

to
 th

e 
G

C
 S

ec
ur

ity
 C

on
tro

l P
ro

fil
e 

fo
r 

C
lo

ud
-B

as
ed

 G
C

 IT
 S

er
vi

ce
s 

fo
r P

ro
te

ct
ed

 B
, M

ed
iu

m
 In

te
gr

ity
 a

nd
 

M
ed

iu
m

 A
va

ila
bi

lit
y 

(P
BM

M
). 

Pl
ea

se
 n

ot
e 

• C
er

tif
ic

at
io

ns
 m

us
t b

e 
pr

ov
id

ed
 fo

r a
ll 

po
rti

on
s 

of
 th

e 
pr

op
os

ed
 S

er
vi

ce
. 

• C
er

tif
ic

at
io

ns
 m

us
t b

e 
ac

co
m

pa
ni

ed
 b

y 
as

se
ss

m
en

t r
ep

or
ts

. 

M
9 

IT
 S

ec
ur

ity
 

As
se

ss
m

en
t 

Pr
og

ra
m

 

Th
e 

Su
pp

lie
r m

us
t d

em
on

st
ra

te
 c

om
pl

ia
nc

e 
w

ith
 th

e 
se

cu
rit

y 
re

qu
ire

m
en

ts
 s

el
ec

te
d 

in
 th

e 
G

C
 S

ec
ur

ity
 C

on
tro

l 
Pr

of
ile

 fo
r C

lo
ud

-B
as

ed
 G

C
 IT

 S
er

vi
ce

s 
av

ai
la

bl
e 

(h
ttp

s:
//w

w
w

.c
an

ad
a.

ca
/e

n/
go

ve
rn

m
en

t/s
ys

te
m

/d
ig

ita
l-

go
ve

rn
m

en
t/m

od
er

n-
em

er
gi

ng
-te

ch
no

lo
gi

es
/c

lo
ud

-
co

m
pu

tin
g/

go
ve

rn
m

en
t-c

an
ad

a-
se

cu
rit

y-
co

nt
ro

l-p
ro

fil
e-

cl
ou

d-
ba

se
d-

it-
se

rv
ic

es
.h

tm
l) 

 fo
r t

he
 s

co
pe

 o
f t

he
 

Se
rv

ic
es

 p
ro

vi
de

d 
by

 th
e 

Su
pp

lie
r i

n 
th

e 
IT

 S
ec

ur
ity

 
As

se
ss

m
en

t P
ro

gr
am

. 

Th
e 

Su
pp

lie
r m

us
t d

em
on

st
ra

te
 c

om
pl

ia
nc

e 
w

ith
 th

e 
se

cu
rit

y 
re

qu
ire

m
en

ts
 s

el
ec

te
d 

in
 th

e 
G

C
 S

ec
ur

ity
 C

on
tro

l P
ro

fil
e 

fo
r C

lo
ud

-B
as

ed
 

G
C

 IT
 S

er
vi

ce
s 

av
ai

la
bl

e 
(h

ttp
s:

//w
w

w
.c

an
ad

a.
ca

/e
n/

go
ve

rn
m

en
t/s

ys
te

m
/d

ig
ita

l-
go

ve
rn

m
en

t/m
od

er
n-

em
er

gi
ng

-te
ch

no
lo

gi
es

/c
lo

ud
-

co
m

pu
tin

g/
go

ve
rn

m
en

t-c
an

ad
a-

se
cu

rit
y-

co
nt

ro
l-p

ro
fil

e-
cl

ou
d-

ba
se

d-
it-

se
rv

ic
es

.h
tm

l) 
fo

r t
he

 s
co

pe
 o

f t
he

 S
er

vi
ce

s 
pr

ov
id

ed
 b

y 
th

e 
Su

pp
lie

r i
n 

th
e 

IT
 S

ec
ur

ity
 A

ss
es

sm
en

t P
ro

gr
am

. 

C
om

pl
ia

nc
e 

m
us

t b
e 

de
m

on
st

ra
te

d 
th

ro
ug

h 
th

e 
m

ap
pi

ng
 o

f s
ec

ur
ity

 
co

nt
ro

ls
 to

 th
e 

ap
pl

ic
ab

le
 in

du
st

ry
 c

er
tif

ic
at

io
ns

 id
en

tif
ie

d 
be

lo
w

, a
nd

 
va

lid
at

ed
 th

ro
ug

h 
in

de
pe

nd
en

t t
hi

rd
 p

ar
ty

 a
ss

es
sm

en
ts

.  

M
ap

pi
ng

 o
f t

he
 S

ec
ur

ity
 C

on
tro

ls
 m

us
t a

 in
cl

ud
ed

; 

G
C

 S
ec

ur
ity

 C
on

tro
l P

ro
fil

e 
fo

r C
lo

ud
-B

as
ed

 G
C

 IT
 S

er
vi

ce
s 

, a
nd

 

In
du

st
ry

 C
er

tif
ic

at
io

n 
in

 T
hi

rd
-P

ar
ty

 A
ss

ur
an

ce
 d

et
ai

le
d 

un
de

r M
8.

 



So
lic

ita
tio

n 
N

o.
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
 B

uy
er

 ID
:  

H
T3

00
-1

93
65

1/
A

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
 0

52
ee

m
 

Pa
ge

 1
3 

of
 5

2 

M
an

da
to

ry
 

ID
Su

b-
C

at
eg

or
y 

R
eq

ui
re

m
en

t
R

eq
ui

re
d 

to
 d

em
on

st
ra

te
 c

om
pl

ia
nc

e 
 

M
10

 
Su

pp
ly

 C
ha

in
 

M
an

ag
em

en
t 

Th
e 

Su
pp

lie
r m

us
t p

ro
vi

de
 a

 th
ird

-p
ar

ty
 s

up
pl

ie
r l

is
t 

co
nt

ai
ni

ng
 in

fo
rm

at
io

n 
on

 a
ny

 th
ird

 p
ar

tie
s 

(e
.g

. 
su

bs
id

ia
rie

s,
 s

ub
co

nt
ra

ct
or

s,
 e

tc
.) 

th
at

 w
ou

ld
 p

ro
vi

de
 

C
an

ad
a 

w
ith

 th
e 

pr
op

os
ed

 C
om

m
er

ci
al

ly
 A

va
ila

bl
e 

So
ftw

ar
e 

as
 a

 S
er

vi
ce

. 

Fo
r t

he
 p

ur
po

se
s 

of
 th

is
 re

qu
ire

m
en

t, 
a 

co
m

pa
ny

 w
ho

 is
 

m
er

el
y 

a 
su

pp
lie

r o
f g

oo
ds

 to
 th

e 
Su

pp
lie

r o
f t

he
 

pr
op

os
ed

 C
om

m
er

ci
al

ly
 A

va
ila

bl
e 

So
ftw

ar
e 

as
 a

 S
er

vi
ce

, 
bu

t w
ho

 d
oe

s 
no

t p
er

fo
rm

 a
ny

 p
or

tio
n 

of
 th

e 
su

pp
ly

 c
ha

in
 

th
at

 c
ou

ld
 p

ro
vi

de
 C

an
ad

a 
w

ith
 th

e 
pr

op
os

ed
 

C
om

m
er

ci
al

ly
 A

va
ila

bl
e 

So
ftw

ar
e 

as
 a

 S
er

vi
ce

, i
s 

no
t 

co
ns

id
er

ed
 to

 b
e 

a 
th

ird
 p

ar
ty

. 

Th
ird

 p
ar

ty
 e

xa
m

pl
es

 w
ou

ld
 in

cl
ud

e,
 fo

r e
xa

m
pl

e,
 

te
ch

ni
ci

an
s 

w
ho

 m
ig

ht
 b

e 
de

pl
oy

ed
 o

r m
ai

nt
ai

n 
th

e 
C

om
m

er
ci

al
ly

 A
va

ila
bl

e 
So

ftw
ar

e 
as

 a
 S

er
vi

ce
s 

of
 th

e 
Su

pp
lie

r h
as

 b
ee

n 
pr

op
os

ed
 b

y 
th

e 
Su

pp
lie

r. 

Pl
ea

se
 n

ot
e:

 S
up

pl
ie

rs
 a

re
 a

dv
is

ed
 th

at
 s

ub
se

qu
en

t 
pr

oc
ur

em
en

t S
tre

am
s 

m
ay

 re
qu

ire
 th

e 
Su

pp
lie

r t
o 

no
tif

y 
C

an
ad

a 
re

gu
la

rly
 w

he
n 

th
er

e 
ar

e 
up

da
te

s 
to

 th
e 

lis
t o

f 
th

ird
-p

ar
ty

 s
up

pl
ie

rs
. 

Th
e 

Su
pp

lie
r m

us
t p

ro
vi

de
 d

oc
um

en
ta

tio
n 

th
at

 li
st

s 
in

fo
rm

at
io

n 
on

 a
ny

 
th

ird
 p

ar
tie

s 
th

at
 c

ou
ld

 b
e 

us
ed

 to
 p

er
fo

rm
 a

ny
 p

ar
t o

f t
he

 s
up

pl
y 

ch
ai

n 
th

at
 w

ou
ld

 p
ro

vi
de

 C
an

ad
a 

w
ith

 th
e 

pr
op

os
ed

 C
om

m
er

ci
al

ly
 A

va
ila

bl
e 

So
ftw

ar
e 

as
 a

 S
er

vi
ce

 w
he

th
er

 th
ey

 w
ou

ld
 b

e 

(i)
 s

ub
co

nt
ra

ct
or

s 
to

 th
e 

Su
pp

lie
r, 

or
 

(ii
) s

ub
co

nt
ra

ct
or

s 
to

 s
ub

co
nt

ra
ct

or
s 

of
 th

e 
Su

pp
lie

r d
ow

n 
th

e 
ch

ai
n,

 O
R

 

(ii
i) 

an
y 

su
bs

id
ia

rie
s.

 

If 
th

e 
Su

pp
lie

r d
oe

s 
no

t u
se

 a
ny

 th
ird

 p
ar

tie
s 

to
 p

er
fo

rm
 a

ny
 p

ar
t o

f t
he

 
su

pp
ly

 c
ha

in
 th

at
 c

ou
ld

 p
ro

vi
de

 C
an

ad
a 

w
ith

 th
e 

pr
op

os
ed

 C
om

m
er

ci
al

ly
 

Av
ai

la
bl

e 
So

ftw
ar

e 
as

 a
 S

er
vi

ce
, t

he
 S

up
pl

ie
r i

s 
re

qu
es

te
d 

to
 in

di
ca

te
 th

is
 

in
 th

ei
r r

es
po

ns
e 

to
 th

is
 re

qu
ire

m
en

t. 

Th
e 

Su
pp

lie
rs

 m
us

t i
nd

ic
at

e 
w

he
re

 in
 re

sp
on

se
 th

e 
re

fe
re

nc
e 

m
at

er
ia

l 
ca

n 
be

 fo
un

d,
 in

cl
ud

in
g 

th
e 

tit
le

 o
f t

he
 d

oc
um

en
t, 

an
d 

th
e 

pa
ge

 a
nd

 
pa

ra
gr

ap
h 

nu
m

be
rs

. 



So
lic

ita
tio

n 
N

o.
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
 B

uy
er

 ID
:  

H
T3

00
-1

93
65

1/
A

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
 0

52
ee

m
 

Pa
ge

 1
4 

of
 5

2 

M
an

da
to

ry
 

ID
Su

b-
C

at
eg

or
y 

R
eq

ui
re

m
en

t
R

eq
ui

re
d 

to
 d

em
on

st
ra

te
 c

om
pl

ia
nc

e 
 

M
11

 
Su

pp
ly

 C
ha

in
 

R
is

k 
M

an
ag

em
en

t 

Th
e 

Su
pp

lie
r o

f t
he

 p
ro

po
se

d 
C

om
m

er
ci

al
ly

 A
va

ila
bl

e 
So

ftw
ar

e 
as

 a
 S

er
vi

ce
s 

m
us

t i
m

pl
em

en
t s

af
eg

ua
rd

s 
to

 
m

iti
ga

te
 s

up
pl

y 
ch

ai
n 

th
re

at
s 

an
d 

vu
ln

er
ab

ilit
ie

s 
to

 IT
 

se
rv

ic
es

 in
 o

rd
er

 to
 m

ai
nt

ai
n 

co
nf

id
en

ce
 in

 th
e 

se
cu

rit
y 

of
 

th
e 

so
ur

ce
s 

of
 in

fo
rm

at
io

n 
sy

st
em

s 
an

d 
th

e 
IT

 
co

m
po

ne
nt

s 
us

ed
 to

 p
ro

vi
de

 S
er

vi
ce

s.
 T

hi
s 

in
cl

ud
es

, b
ut

 
is

 n
ot

 li
m

ite
d 

to
 d

es
ig

ni
ng

 a
nd

 im
pl

em
en

tin
g 

co
nt

ro
ls

 to
 

m
iti

ga
te

 a
nd

 c
on

ta
in

 d
at

a 
se

cu
rit

y 
ris

ks
 th

ro
ug

h 
pr

op
er

 
se

pa
ra

tio
n 

of
 d

ut
ie

s,
 ro

le
-b

as
ed

 a
cc

es
s,

 a
nd

 le
as

t-
pr

iv
ile

ge
 a

cc
es

s 
fo

r a
ll 

pe
rs

on
ne

l w
ith

in
 th

e 
su

pp
ly

 c
ha

in
. 

Th
e 

Su
pp

lie
r m

us
t d

em
on

st
ra

te
 h

ow
 th

e 
Su

pp
lie

r o
f t

he
 p

ro
po

se
d 

C
om

m
er

ci
al

ly
 A

va
ila

bl
e 

So
ftw

ar
e 

as
 a

 S
er

vi
ce

 c
om

pl
ie

s 
w

ith
 th

e 
re

qu
ire

m
en

ts
 in

 th
e 

Su
pp

ly
 C

ha
in

 R
is

k 
M

an
ag

em
en

t R
eq

ui
re

m
en

ts
 a

s 
do

cu
m

en
te

d 
un

de
r t

he
 S

up
pl

ie
r I

nf
or

m
at

io
n 

Te
ch

no
lo

gy
 S

ec
ur

ity
 

As
se

ss
m

en
t p

ro
gr

am
. 

To
 b

e 
co

ns
id

er
ed

 c
om

pl
ia

nt
, t

he
 p

ro
vi

de
d 

do
cu

m
en

ta
tio

n 
m

us
t 

de
m

on
st

ra
te

 th
at

 th
e 

C
om

m
er

ci
al

ly
 A

va
ila

bl
e 

So
ftw

ar
e 

as
 a

 S
er

vi
ce

 
su

pp
ly

 c
ha

in
 ri

sk
 m

an
ag

em
en

t a
pp

ro
ac

h 
al

ig
ns

 w
ith

 o
ne

 o
f t

he
 fo

llo
w

in
g 

be
st

 p
ra

ct
ic

es
. 

1.
 IS

O
/IE

C
 2

70
36

 In
fo

rm
at

io
n 

te
ch

no
lo

gy
 --

 S
ec

ur
ity

 te
ch

ni
qu

es
 --

 
In

fo
rm

at
io

n 
se

cu
rit

y 
fo

r s
up

pl
ie

r r
el

at
io

ns
hi

ps
 (P

ar
ts

 1
 to

 4
); 

or
 

2.
 N

IS
T 

Sp
ec

ia
l P

ub
lic

at
io

n 
80

0-
16

1 
- S

up
pl

y 
C

ha
in

 R
is

k 
M

an
ag

em
en

t 
Pr

ac
tic

es
 fo

r F
ed

er
al

 In
fo

rm
at

io
n 

Sy
st

em
s 

an
d 

O
rg

an
iz

at
io

ns
; o

r 

3.
 IT

SG
-3

3 
se

cu
rit

y 
co

nt
ro

l f
or

 S
A-

12
 a

nd
 S

A-
12

(2
) w

he
re

 th
e 

or
ga

ni
ze

d 
de

fin
ed

 s
ec

ur
ity

 s
af

eg
ua

rd
s 

is
 d

oc
um

en
te

d 
in

 a
 S

up
pl

y 
C

ha
in

 R
is

k 
M

an
ag

em
en

t (
SC

R
M

) p
la

n.
 T

he
 S

C
R

M
 P

la
n 

m
us

t d
es

cr
ib

e 
th

e 
Su

pp
lie

r’s
 

ap
pr

oa
ch

 to
 S

C
R

M
 a

nd
 d

em
on

st
ra

te
 h

ow
 th

e 
Su

pp
lie

rs
 o

f t
he

 p
ro

po
se

d 
C

om
m

er
ci

al
ly

 A
va

ila
bl

e 
So

ftw
ar

e 
as

 a
 S

er
vi

ce
 w

ill 
re

du
ce

 a
nd

 m
iti

ga
te

 
su

pp
ly

 c
ha

in
 ri

sk
s.

 

Th
e 

SC
R

M
 P

la
n 

m
us

t b
e 

in
de

pe
nd

en
tly

 a
ss

es
se

d 
an

d 
va

lid
at

ed
 b

y 
an

 
in

de
pe

nd
en

t t
hi

rd
 p

ar
ty

 c
er

tif
ie

d 
un

de
r A

IC
PA

 o
r C

PA
 C

an
ad

a,
 a

nd
/o

r 
IS

O
 c

er
tif

ic
at

io
n 

re
gi

m
e.

 

Th
e 

Su
pp

lie
rs

 m
us

t i
nd

ic
at

e 
w

he
re

 in
 re

sp
on

se
 th

e 
re

fe
re

nc
e 

m
at

er
ia

l 
ca

n 
be

 fo
un

d,
 in

cl
ud

in
g 

th
e 

tit
le

 o
f t

he
 d

oc
um

en
t, 

an
d 

th
e 

pa
ge

 a
nd

 
pa

ra
gr

ap
h 

nu
m

be
rs

. 



So
lic

ita
tio

n 
N

o.
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
 B

uy
er

 ID
:  

H
T3

00
-1

93
65

1/
A

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
 0

52
ee

m
 

Pa
ge

 1
5 

of
 5

2 

M
an

da
to

ry
 

ID
Su

b-
C

at
eg

or
y 

R
eq

ui
re

m
en

t
R

eq
ui

re
d 

to
 d

em
on

st
ra

te
 c

om
pl

ia
nc

e 
 

M
12

 
Pr

iv
ac

y 
Th

e 
Su

pp
lie

r o
f t

he
 p

ro
po

se
d 

C
om

m
er

ci
al

ly
 A

va
ila

bl
e 

So
ftw

ar
e 

as
 a

 S
er

vi
ce

 m
us

t d
em

on
st

ra
te

 th
at

 it
 is

 
co

m
pl

ia
nt

 w
ith

 th
e 

pr
iv

ac
y 

po
lic

ie
s,

 p
ro

ce
du

re
s,

 a
nd

 
pr

ov
is

io
ns

 th
at

 m
ee

t t
he

 fo
llo

w
in

g 
in

du
st

ry
 c

er
tif

ic
at

io
n:

 

a)
 IS

O
/IE

C
 2

70
18

:2
01

4 
In

fo
rm

at
io

n 
te

ch
no

lo
gy

 --
 

Se
cu

rit
y 

te
ch

ni
qu

es
 --

 C
od

e 
of

 p
ra

ct
ic

e 
fo

r p
ro

te
ct

io
n 

of
 

pe
rs

on
al

ly
 id

en
tif

ia
bl

e 
in

fo
rm

at
io

n 
(P

II)
 in

 p
ub

lic
 c

lo
ud

s 
ac

tin
g 

as
 P

II 
pr

oc
es

so
rs

. 

Pl
ea

se
 n

ot
e:

 S
up

pl
ie

rs
 a

re
 a

dv
is

ed
 th

at
 s

ub
se

qu
en

t 
pr

oc
ur

em
en

t S
tre

am
s 

m
ay

 re
qu

ire
 th

e 
Su

pp
lie

r t
o 

co
nf

irm
 

to
 C

an
ad

a 
on

 a
 re

gu
la

r b
as

is
 th

at
 th

e 
pr

op
os

ed
 

C
om

m
er

ci
al

ly
 A

va
ila

bl
e 

So
ftw

ar
e 

as
 a

 S
er

vi
ce

 m
ee

ts
 th

e 
ab

ov
e 

ce
rti

fic
at

io
n,

 a
nd

 th
at

 th
e 

ce
rti

fic
at

io
n 

is
 v

al
id

 fo
r 

th
e 

fu
ll 

te
rm

 o
f t

he
 p

ro
cu

re
m

en
t v

eh
ic

le
. 

To
 d

em
on

st
ra

te
 c

om
pl

ia
nc

e 
to

 th
e 

ce
rti

fic
at

io
n,

 th
e 

Su
pp

lie
r m

us
t p

ro
vi

de
: 

a)
 A

 c
op

y 
of

 th
e 

 C
om

m
er

ci
al

ly
 A

va
ila

bl
e 

So
ftw

ar
e 

as
 a

 S
er

vi
ce

 a
nd

 
C

lo
ud

 S
er

vi
ce

 P
ro

vi
de

r m
os

t r
ec

en
t a

nd
 IS

O
 2

70
18

 c
er

tif
ic

at
io

n 
do

cu
m

en
ts

, w
hi

ch
 m

us
t h

av
e 

be
en

 is
su

ed
 w

ith
in

 1
2 

m
on

th
s 

pr
io

r t
o 

th
e 

Su
bm

is
si

on
 d

at
e;

 a
nd

 

b)
 A

 c
op

y 
of

 th
e 

IS
O

 2
70

18
 a

ss
es

sm
en

t r
ep

or
t f

or
 th

ei
r c

ur
re

nt
 

C
om

m
er

ci
al

ly
 A

va
ila

bl
e 

So
ftw

ar
e 

as
 a

 S
er

vi
ce

s 
an

d 
C

lo
ud

 S
er

vi
ce

 
Pr

ov
id

er
. 

Th
e 

Su
pp

lie
rs

 m
us

t i
nd

ic
at

e 
w

he
re

 in
 re

sp
on

se
 th

e 
re

fe
re

nc
e 

m
at

er
ia

l 
ca

n 
be

 fo
un

d,
 in

cl
ud

in
g 

th
e 

tit
le

 o
f t

he
 d

oc
um

en
t, 

an
d 

th
e 

pa
ge

 a
nd

 
pa

ra
gr

ap
h 

nu
m

be
rs

. 

M
13

 
Pr

iv
ac

y 
by

 
D

es
ig

n 
Th

e 
Su

pp
lie

r m
us

t d
em

on
st

ra
te

 th
at

 it
: 

(a
) 

Im
pl

em
en

ts
 a

 s
of

tw
ar

e 
de

ve
lo

pm
en

t l
ife

cy
cl

e 
th

at
 

co
nf

or
m

s 
to

 IS
O

 2
70

32
 a

nd
 im

pl
em

en
ts

 p
riv

ac
y 

by
 

de
si

gn
; 

(b
) 

Is
 c

om
pl

ia
nt

 w
ith

 th
e 

Pr
iv

ac
y 

M
an

ag
em

en
t 

Fr
am

ew
or

k 
an

d 
po

lic
y 

re
qu

ire
m

en
ts

 th
at

 a
re

 
sp

ec
ifi

ed
 in

 th
e 

IS
O

 S
ta

nd
ar

d 
29

10
0;

 a
nd

  
(c

) 
(A

dh
er

es
 to

 th
e 

pr
iv

ac
y 

by
 d

es
ig

n 
7 

fo
un

da
tio

na
l 

pr
in

ci
pl

es
 (s

ee
 h

ttp
s:

//w
w

w
.ip

c.
on

.c
a/

w
p-

co
nt

en
t/u

pl
oa

ds
/R

es
ou

rc
es

/7
fo

un
da

tio
na

lp
rin

ci
pl

es
.

pd
f).

 

Th
e 

Su
pp

lie
r m

us
t p

ro
vi

de
 d

oc
um

en
ta

tio
n 

th
at

 d
em

on
st

ra
te

s 
ho

w
 th

e 
Su

pp
lie

r o
f t

he
 p

ro
po

se
d 

Se
rv

ic
es

 c
om

pl
ie

s 
w

ith
 th

e 
re

qu
ire

m
en

ts
. 

Th
e 

Su
pp

lie
rs

 m
us

t i
nd

ic
at

e 
w

he
re

 in
 re

sp
on

se
 th

e 
re

fe
re

nc
e 

m
at

er
ia

l 
ca

n 
be

 fo
un

d,
 in

cl
ud

in
g 

th
e 

tit
le

 o
f t

he
 d

oc
um

en
t, 

an
d 

th
e 

pa
ge

 a
nd

 
pa

ra
gr

ap
h 

nu
m

be
rs

. 



So
lic

ita
tio

n 
N

o.
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
 B

uy
er

 ID
:  

H
T3

00
-1

93
65

1/
A

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
 0

52
ee

m
 

Pa
ge

 1
6 

of
 5

2 

M
an

da
to

ry
 

ID
Su

b-
C

at
eg

or
y 

R
eq

ui
re

m
en

t
R

eq
ui

re
d 

to
 d

em
on

st
ra

te
 c

om
pl

ia
nc

e 
 

M
14

 
Pr

iv
ile

ge
d 

Ac
ce

ss
 

M
an

ag
em

en
t 

Th
e 

Su
pp

lie
r o

f t
he

 p
ro

po
se

d 
C

om
m

er
ci

al
ly

 A
va

ila
bl

e 
So

ftw
ar

e 
as

 a
 S

er
vi

ce
  m

us
t p

ro
vi

de
 s

ys
te

m
 

do
cu

m
en

ta
tio

n 
th

at
 d

em
on

st
ra

te
s 

ho
w

 to
 th

e 
So

ftw
ar

e 
as

 
a 

se
rv

ic
e 

is
 a

bl
e 

to
 m

ee
t t

he
 fo

llo
w

in
g 

se
cu

rit
y 

re
qu

ire
m

en
ts

 P
riv

ile
ge

d 
Ac

ce
ss

 M
an

ag
em

en
t 

R
eq

ui
re

m
en

ts
: 

(a
) M

an
ag

e 
an

d 
m

on
ito

r p
riv

ile
ge

d 
ac

ce
ss

 to
 th

e 
So

lu
tio

n,
 

in
cl

ud
in

g 
th

e 
un

de
rly

in
g 

in
fra

st
ru

ct
ur

e,
 to

 e
ns

ur
e 

th
at

 a
ll 

se
rv

ic
e 

in
te

rfa
ce

s 
w

ith
in

 a
 m

ul
ti-

te
na

nt
 e

nv
iro

nm
en

t a
re

 
pr

ot
ec

te
d 

fro
m

 u
na

ut
ho

riz
ed

 a
cc

es
s,

 in
cl

ud
in

g 
th

os
e 

th
at

 
ar

e 
us

ed
 to

 h
os

t G
C

 s
er

vi
ce

s;
  

(b
) R

es
tri

ct
 a

nd
 m

in
im

iz
e 

ac
ce

ss
 to

 th
e 

Se
rv

ic
es

 a
nd

 
C

an
ad

a’
s 

In
fo

rm
at

io
n 

As
se

ts
 to

 o
nl

y 
au

th
or

iz
ed

 d
ev

ic
es

 
an

d 
En

d 
U

se
rs

 w
ith

 a
n 

ex
pl

ic
it 

ne
ed

 to
 h

av
e 

ac
ce

ss
; 

(c
) E

nf
or

ce
 a

nd
 a

ud
it 

au
th

or
iz

at
io

ns
 fo

r a
cc

es
s 

to
 th

e 
Se

rv
ic

es
 a

nd
 In

fo
rm

at
io

n 
As

se
ts

; 

(d
) C

on
st

ra
in

 a
ll 

ac
ce

ss
 to

 s
er

vi
ce

 in
te

rfa
ce

s 
th

at
 h

os
t 

As
se

ts
 a

nd
 In

fo
rm

at
io

n 
As

se
ts

 to
 u

ni
qu

el
y 

id
en

tif
ie

d,
 

au
th

en
tic

at
ed

 a
nd

 a
ut

ho
riz

ed
 E

nd
 U

se
rs

, d
ev

ic
es

, a
nd

 
pr

oc
es

se
s 

(o
r s

er
vi

ce
s)

;  

(e
) I

m
pl

em
en

t p
as

sw
or

d 
po

lic
ie

s 
to

 p
ro

te
ct

 c
re

de
nt

ia
ls

 
fro

m
 c

om
pr

om
is

e 
by

 e
ith

er
 o

n-
lin

e 
or

 o
ff-

lin
e 

at
ta

ck
s 

an
d 

to
 d

et
ec

t t
he

se
 a

tta
ck

s 
by

 lo
gg

in
g 

an
d 

m
on

ito
rin

g 
ev

en
ts

 
su

ch
 a

s 
(i)

 s
uc

ce
ss

fu
l u

se
 o

f c
re

de
nt

ia
ls

 (i
i) 

un
us

ua
l u

se
 

of
 c

re
de

nt
ia

ls
, a

nd
 (i

ii)
 a

cc
es

s 
to

 a
nd

 e
xf

ilt
ra

tio
n 

fro
m

 th
e 

pa
ss

w
or

d 
da

ta
ba

se
, i

n 
ac

co
rd

an
ce

 w
ith

 C
SE

's
 

IT
SP

.3
0.

03
1 

V2
 (o

r s
ub

se
qu

en
t v

er
si

on
s)

 
(h

ttp
s:

//w
w

w
.c

se
-c

st
.g

c.
ca

/e
n/

no
de

/1
84

2/
ht

m
l/2

67
17

); 

(f)
 Im

pl
em

en
t m

ul
ti-

fa
ct

or
 a

ut
he

nt
ic

at
io

n 
m

ec
ha

ni
sm

s 
to

 
au

th
en

tic
at

e 
(T

ie
r 2

 o
nl

y)
 E

nd
 U

se
rs

 w
ith

 p
riv

ile
ge

d 
ac

ce
ss

, i
n 

ac
co

rd
an

ce
 w

ith
 C

SE
's

 IT
SP

.3
0.

03
1 

V2
 (o

r 
su

bs
eq

ue
nt

 v
er

si
on

s)
 (h

ttp
s:

//w
w

w
.c

se
-

cs
t.g

c.
ca

/e
n/

no
de

/1
84

2/
ht

m
l/2

67
17

); 
 

(g
) I

m
pl

em
en

t r
ol

e-
ba

se
d 

ac
ce

ss
 c

on
tro

l m
ec

ha
ni

sm
s 

to
 

as
si

gn
 p

riv
ile

ge
s 

w
hi

ch
 fo

rm
 th

e 
ba

si
s 

to
 e

nf
or

ce
 a

cc
es

s 
to

 A
ss

et
s 

an
d 

In
fo

rm
at

io
n 

As
se

ts
; 

Th
e 

Su
pp

lie
r m

us
t d

em
on

st
ra

te
 c

om
pl

ia
nc

e 
by

 p
ro

vi
di

ng
 d

oc
um

en
ta

tio
n 

ou
tli

ni
ng

 th
e 

C
om

m
er

ci
al

ly
 A

va
ila

bl
e 

So
ftw

ar
e 

as
 a

 S
er

vi
ce

's 
ab

ilit
y 

to
 

m
ee

t t
he

 s
ec

ur
ity

 re
qu

ire
m

en
ts

 re
la

te
d 

to
 th

e 
Pr

iv
ile

ge
d 

Ac
ce

ss
 

M
an

ag
em

en
t R

eq
ui

re
m

en
ts

: 

To
 b

e 
co

ns
id

er
ed

 c
om

pl
ia

nt
, t

he
 p

ro
vi

de
d 

do
cu

m
en

ta
tio

n 
m

us
t i

nc
lu

de
: 

a)
 S

ys
te

m
 d

oc
um

en
ta

tio
n 

or
 w

hi
te

 p
ap

er
 th

at
 o

ut
lin

es
 th

e 
po

lic
ie

s,
 

pr
oc

es
se

s 
an

d 
pr

oc
ed

ur
es

 u
se

d 
to

 m
an

ag
e 

pr
iv

ile
ge

d 
ac

ce
ss

 
m

an
ag

em
en

t. 

Th
e 

su
bs

ta
nt

ia
tio

n 
re

qu
ire

d 
fo

r t
he

 P
riv

ile
ge

d 
Ac

ce
ss

 M
an

ag
em

en
t ,

 th
e 

do
cu

m
en

ta
tio

n 
ca

nn
ot

 s
im

pl
y 

be
 a

 re
pe

tit
io

n 
of

 th
e 

m
an

da
to

ry
 

re
qu

ire
m

en
t b

ut
 m

us
t e

xp
la

in
 a

nd
 d

em
on

st
ra

te
 h

ow
 th

e 
Su

pp
lie

r o
f t

he
 

pr
op

os
ed

 C
om

m
er

ci
al

ly
 A

va
ila

bl
e 

So
ftw

ar
e 

as
 a

 S
er

vi
ce

 m
ee

ts
 th

e 
re

qu
ire

m
en

t. 
Su

pp
lie

rs
 c

an
 p

ro
vi

de
 s

cr
ee

n 
ca

pt
ur

es
 a

nd
 te

ch
ni

ca
l o

r e
nd

-
us

er
 d

oc
um

en
ta

tio
n 

to
 s

up
pl

em
en

t t
he

ir 
re

sp
on

se
s.

 

W
he

re
 C

an
ad

a 
de

te
rm

in
es

 th
at

 th
e 

su
bs

ta
nt

ia
tio

n 
is

 n
ot

 c
om

pl
et

e,
 th

e 
Su

pp
lie

r w
ill 

be
 d

ec
la

re
d 

no
n-

co
m

pl
ia

nt
. T

he
 s

ub
st

an
tia

tio
n 

m
ay

 re
fe

r t
o 

ad
di

tio
na

l d
oc

um
en

ta
tio

n 
su

bm
itt

ed
 w

ith
 th

e 
re

sp
on

se
, i

t i
s 

re
qu

es
te

d 
th

at
 

Su
pp

lie
rs

 in
di

ca
te

 w
he

re
 in

 S
ub

m
is

si
on

 th
e 

re
fe

re
nc

e 
m

at
er

ia
l c

an
 b

e 
fo

un
d,

 in
cl

ud
in

g 
th

e 
tit

le
 o

f t
he

 d
oc

um
en

t, 
an

d 
th

e 
pa

ge
 a

nd
 p

ar
ag

ra
ph

 
nu

m
be

rs
. 



So
lic

ita
tio

n 
N

o.
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
 B

uy
er

 ID
:  

H
T3

00
-1

93
65

1/
A

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
 0

52
ee

m
 

Pa
ge

 1
7 

of
 5

2 

M
an

da
to

ry
 

ID
Su

b-
C

at
eg

or
y 

R
eq

ui
re

m
en

t
R

eq
ui

re
d 

to
 d

em
on

st
ra

te
 c

om
pl

ia
nc

e 
 

(h
) D

ef
in

e 
an

d 
im

pl
em

en
t s

ep
ar

at
io

n 
of

 d
ut

ie
s 

to
 a

ch
ie

ve
, 

at
 a

 m
in

im
um

, s
ep

ar
at

io
n 

of
 s

er
vi

ce
 m

an
ag

em
en

t a
nd

 
ad

m
in

is
tra

tio
n 

ro
le

s 
fro

m
 in

fo
rm

at
io

n 
sy

st
em

 s
up

po
rt 

ro
le

s,
 d

ev
el

op
m

en
t r

ol
es

 fr
om

 o
pe

ra
tio

na
l r

ol
es

, a
nd

 
ac

ce
ss

 m
an

ag
em

en
t r

ol
es

 fr
om

 o
th

er
 o

pe
ra

tio
na

l r
ol

es
; 

(i)
 A

dh
er

e 
to

 th
e 

pr
in

ci
pl

es
 o

f l
ea

st
 p

riv
ile

ge
 a

nd
 n

ee
d-

to
-

kn
ow

 w
he

n 
gr

an
tin

g 
ac

ce
ss

 to
 th

e 
Se

rv
ic

es
 a

nd
 A

ss
et

s 
an

d 
In

fo
rm

at
io

n 
As

se
ts

; 

(j)
 A

cc
es

s 
co

nt
ro

ls
 o

n 
ob

je
ct

s 
in

 s
to

ra
ge

 a
nd

 g
ra

nu
la

r 
au

th
or

iz
at

io
n 

po
lic

ie
s 

to
 a

llo
w

 o
r l

im
it 

ac
ce

ss
 

(k
) U

se
 s

ec
ur

ity
-h

ar
de

ne
d 

en
dp

oi
nt

s 
(e

.g
. c

om
pu

te
rs

, e
nd

 
us

er
 d

ev
ic

es
, j

um
p 

se
rv

er
s,

 e
tc

.) 
th

at
 a

re
 c

on
fig

ur
ed

 fo
r 

le
as

t f
un

ct
io

na
lit

y 
(e

.g
. d

ed
ic

at
ed

 e
nd

po
in

t t
ha

t d
oe

s 
no

t 
ha

ve
 In

te
rn

et
 b

ro
w

si
ng

 o
r o

pe
n 

e-
m

ai
l a

cc
es

s)
 to

 p
ro

vi
de

 
su

pp
or

t a
nd

 a
dm

in
is

tra
tio

n 
of

 S
er

vi
ce

s 
an

d 
Su

pp
lie

r 
In

fra
st

ru
ct

ur
e;

 

(l)
 Im

pl
em

en
t a

n 
au

to
m

at
ed

 p
ro

ce
ss

 to
 p

er
io

di
ca

lly
 a

ud
it,

 
at

 a
 m

in
im

um
, a

cc
ou

nt
 c

re
at

io
n,

 m
od

ifi
ca

tio
n,

 e
na

bl
in

g,
 

di
sa

bl
in

g,
 a

nd
 re

m
ov

al
 a

ct
io

ns
; a

nd
 

(m
) U

po
n 

th
e 

te
rm

in
at

io
n 

of
 e

m
pl

oy
m

en
t, 

te
rm

in
at

e 
or

 
re

vo
ke

 a
ut

he
nt

ic
at

or
s 

an
d 

ac
ce

ss
 c

re
de

nt
ia

ls
 a

ss
oc

ia
te

d 
w

ith
 a

ny
 S

er
vi

ce
s 

Pe
rs

on
ne

l. 

M
15

 
Fe

de
ra

tio
n 

of
 

Id
en

tit
y 

Fe
de

ra
tio

n 
of

 Id
en

tit
y 

Th
e 

Su
pp

lie
r m

us
t h

av
e 

th
e 

ab
ilit

y 
fo

r C
an

ad
a 

to
 s

up
po

rt 
fe

de
ra

te
d 

id
en

tit
y 

in
te

gr
at

io
n 

in
cl

ud
in

g:
 

(a
) I

m
pl

em
en

t m
ul

ti-
fa

ct
or

 a
ut

he
nt

ic
at

io
n 

m
ec

ha
ni

sm
s 

to
 

au
th

en
tic

at
e 

En
d 

U
se

rs
 w

ith
 p

riv
ile

ge
d 

ac
ce

ss
, i

n 
ac

co
rd

an
ce

 w
ith

 C
SE

's
 IT

SP
.3

0.
03

1 
V2

 (o
r s

ub
se

qu
en

t 
ve

rs
io

ns
) (

ht
tp

s:
//w

w
w

.c
se

-
cs

t.g
c.

ca
/e

n/
no

de
/1

84
2/

ht
m

l/2
67

17
); 

 

 (b
) S

up
po

rt 
fo

r S
ec

ur
ity

 A
ss

er
tio

n 
M

ar
ku

p 
La

ng
ua

ge
 

(S
AM

L)
 2

.0
 a

nd
 O

pe
nI

D
 C

on
ne

ct
 1

.0
 w

he
re

 th
e 

En
d 

U
se

r 
cr

ed
en

tia
ls

 a
nd

 a
ut

he
nt

ic
at

io
n 

to
 c

lo
ud

 s
er

vi
ce

s 
ar

e 
un

de
r 

th
e 

so
le

 c
on

tro
l o

f C
an

ad
a;

 a
nd

  

Th
e 

Su
pp

lie
r m

us
t p

ro
vi

de
 d

oc
um

en
ta

tio
n 

th
at

 d
em

on
st

ra
te

s 
ho

w
 th

e 
Su

pp
lie

r o
f t

he
 p

ro
po

se
d 

Se
rv

ic
es

 c
om

pl
ie

s 
w

ith
 th

e 
re

qu
ire

m
en

ts
 in

 th
e 

Fe
de

ra
tio

n 
of

 Id
en

tit
y.

 

To
 b

e 
co

ns
id

er
ed

 c
om

pl
ia

nt
, t

he
 p

ro
vi

de
d 

do
cu

m
en

ta
tio

n 
m

us
t i

nc
lu

de
: 

a)
 S

ys
te

m
 d

oc
um

en
ta

tio
n 

or
 te

ch
ni

ca
l d

oc
um

en
ta

tio
n 

ou
tli

ni
ng

 a
nd

 
de

ta
ilin

g 
th

e 
se

cu
rit

y 
m

ea
su

re
s 

in
cl

ud
in

g 
po

lic
ie

s,
 p

ro
ce

ss
es

 a
nd

 
pr

oc
ed

ur
es

 th
at

 a
re

 im
pl

em
en

te
d 

fo
r t

he
 p

ro
te

ct
io

n 
of

 F
ed

er
at

io
n 

of
 

Id
en

tit
y.

 

Th
e 

su
bs

ta
nt

ia
tio

n 
re

qu
ire

d 
fo

r i
n 

th
e 

Fe
de

ra
tio

n 
of

 Id
en

tit
y 

ca
nn

ot
 s

im
pl

y 
be

 a
 re

pe
tit

io
n 

of
 th

e 
m

an
da

to
ry

 re
qu

ire
m

en
t b

ut
 m

us
t e

xp
la

in
 a

nd
 

de
m

on
st

ra
te

 h
ow

 th
e 

C
om

m
er

ci
al

ly
 A

va
ila

bl
e 

So
ftw

ar
e 

as
 a

 S
er

vi
ce

 
m

ee
ts

 th
e 

re
qu

ire
m

en
t. 

Su
pp

lie
rs

 c
an

 p
ro

vi
de

 s
cr

ee
n 

ca
pt

ur
es

 a
nd

 
te

ch
ni

ca
l o

r e
nd

-u
se

r d
oc

um
en

ta
tio

n 
to

 s
up

pl
em

en
t t

he
ir 

re
sp

on
se

s.
 T

he
 



So
lic

ita
tio

n 
N

o.
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
 B

uy
er

 ID
:  

H
T3

00
-1

93
65

1/
A

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
 0

52
ee

m
 

Pa
ge

 1
8 

of
 5

2 

M
an

da
to

ry
 

ID
Su

b-
C

at
eg

or
y 

R
eq

ui
re

m
en

t
R

eq
ui

re
d 

to
 d

em
on

st
ra

te
 c

om
pl

ia
nc

e 
 

(c
) A

bi
lit

y 
to

 a
ss

oc
ia

te
 C

an
ad

a 
un

iq
ue

 id
en

tif
ie

rs
 (e

.g
. a

 
C

an
ad

a 
un

iq
ue

 ID
, a

 C
an

ad
a 

em
ai

l a
dd

re
ss

, e
tc

.) 
w

ith
 

th
e 

co
rre

sp
on

di
ng

 c
lo

ud
 s

er
vi

ce
 u

se
r a

cc
ou

nt
(s

). 

Su
pp

lie
rs

 m
us

t i
nd

ic
at

e 
w

he
re

 in
 th

e 
Su

bm
is

si
on

 th
e 

re
fe

re
nc

e 
m

at
er

ia
l 

ca
n 

be
 fo

un
d,

 in
cl

ud
in

g 
th

e 
tit

le
 o

f t
he

 d
oc

um
en

t, 
an

d 
th

e 
pa

ge
 a

nd
 

pa
ra

gr
ap

h 
nu

m
be

rs
. 

W
he

re
 C

an
ad

a 
de

te
rm

in
es

 th
at

 th
e 

su
bs

ta
nt

ia
tio

n 
is

 n
ot

 c
om

pl
et

e,
 th

e 
Su

pp
lie

r w
ill 

be
 d

ec
la

re
d 

no
n-

co
m

pl
ia

nt
. T

he
 s

ub
st

an
tia

tio
n 

m
ay

 re
fe

r t
o 

ad
di

tio
na

l d
oc

um
en

ta
tio

n 
su

bm
itt

ed
 w

ith
 th

e 
Su

bm
is

si
on

, i
t i

s 
re

qu
es

te
d 

th
at

 S
up

pl
ie

rs
 in

di
ca

te
 w

he
re

 in
 th

e 
Su

bm
is

si
on

 th
e 

re
fe

re
nc

e 
m

at
er

ia
l 

ca
n 

be
 fo

un
d,

 in
cl

ud
in

g 
th

e 
tit

le
 o

f t
he

 d
oc

um
en

t, 
an

d 
th

e 
pa

ge
 a

nd
 

pa
ra

gr
ap

h 
nu

m
be

rs
. 

M
16

 
En

dp
oi

nt
 

Pr
ot

ec
tio

n 
En

dp
oi

nt
 P

ro
te

ct
io

n 

Th
e 

Su
pp

lie
r m

us
t i

m
pl

em
en

t, 
m

an
ag

e,
 a

nd
 m

on
ito

r 
se

cu
rit

y-
ha

rd
en

ed
 e

nd
po

in
ts

 to
 p

re
ve

nt
 a

ga
in

st
 a

tta
ck

s 
an

d 
m

is
us

e 
in

 a
cc

or
da

nc
e 

w
ith

 in
du

st
ry

 re
co

gn
iz

ed
 

co
nf

ig
ur

at
io

n 
gu

id
el

in
es

 s
uc

h 
as

 th
os

e 
fo

un
d 

in
 N

IS
T 

80
0-

12
3 

(G
ui

de
 to

 G
en

er
al

 S
er

ve
r S

ec
ur

ity
), 

th
e 

C
en

te
r 

fo
r I

nt
er

ne
t (

C
IS

) B
en

ch
m

ar
ks

 o
r a

n 
eq

ui
va

le
nt

 s
ta

nd
ar

d 
ap

pr
ov

ed
 b

y 
C

an
ad

a 
in

 w
rit

in
g.

 

Th
e 

Su
pp

lie
r m

us
t p

ro
vi

de
 d

oc
um

en
ta

tio
n 

th
at

 d
em

on
st

ra
te

s 
ho

w
 th

e 
Su

pp
lie

r o
f t

he
 p

ro
po

se
d 

Se
rv

ic
es

 c
om

pl
ie

s 
w

ith
 th

e 
re

qu
ire

m
en

ts
 in

 th
e 

En
dp

oi
nt

 P
ro

te
ct

io
n.

 

To
 b

e 
co

ns
id

er
ed

 c
om

pl
ia

nt
, t

he
 p

ro
vi

de
d 

do
cu

m
en

ta
tio

n 
m

us
t i

nc
lu

de
: 

a)
 S

ys
te

m
 d

oc
um

en
ta

tio
n 

or
 te

ch
ni

ca
l d

oc
um

en
ta

tio
n 

ou
tli

ni
ng

 a
nd

 
de

ta
ilin

g 
th

e 
se

cu
rit

y 
m

ea
su

re
s 

in
cl

ud
in

g 
po

lic
ie

s,
 p

ro
ce

ss
es

 a
nd

 
pr

oc
ed

ur
es

 th
at

 a
re

 im
pl

em
en

te
d 

fo
r E

nd
po

in
t P

ro
te

ct
io

n.
 

Th
e 

su
bs

ta
nt

ia
tio

n 
re

qu
ire

d 
fo

r i
n 

th
e 

En
dp

oi
nt

 P
ro

te
ct

io
n 

th
e 

do
cu

m
en

ta
tio

n 
ca

nn
ot

 s
im

pl
y 

be
 a

 re
pe

tit
io

n 
of

 th
e 

m
an

da
to

ry
 

re
qu

ire
m

en
t b

ut
 m

us
t e

xp
la

in
 a

nd
 d

em
on

st
ra

te
 h

ow
 th

e 
C

om
m

er
ci

al
ly

 
Av

ai
la

bl
e 

So
ftw

ar
e 

as
 a

 S
er

vi
ce

 m
ee

ts
 th

e 
re

qu
ire

m
en

t. 
Su

pp
lie

rs
 c

an
 

pr
ov

id
e 

sc
re

en
 c

ap
tu

re
s 

an
d 

te
ch

ni
ca

l o
r e

nd
-u

se
r d

oc
um

en
ta

tio
n 

to
 

su
pp

le
m

en
t t

he
ir 

re
sp

on
se

s.
 T

he
 S

up
pl

ie
rs

 m
us

t i
nd

ic
at

e 
w

he
re

 in
 th

e 
Su

bm
is

si
on

 th
e 

re
fe

re
nc

e 
m

at
er

ia
l c

an
 b

e 
fo

un
d,

 in
cl

ud
in

g 
th

e 
tit

le
 o

f t
he

 
do

cu
m

en
t, 

an
d 

th
e 

pa
ge

 a
nd

 p
ar

ag
ra

ph
 n

um
be

rs
. 

W
he

re
 C

an
ad

a 
de

te
rm

in
es

 th
at

 th
e 

su
bs

ta
nt

ia
tio

n 
is

 n
ot

 c
om

pl
et

e,
 th

e 
Su

pp
lie

r w
ill 

be
 d

ec
la

re
d 

no
n-

co
m

pl
ia

nt
. T

he
 s

ub
st

an
tia

tio
n 

m
ay

 re
fe

r t
o 

ad
di

tio
na

l d
oc

um
en

ta
tio

n 
su

bm
itt

ed
 w

ith
 th

e 
Su

bm
is

si
on

, i
t i

s 
re

qu
es

te
d 

th
at

 S
up

pl
ie

rs
 in

di
ca

te
 w

he
re

 in
 th

e 
Su

bm
is

si
on

 th
e 

re
fe

re
nc

e 
m

at
er

ia
l 

ca
n 

be
 fo

un
d,

 in
cl

ud
in

g 
th

e 
tit

le
 o

f t
he

 d
oc

um
en

t, 
an

d 
th

e 
pa

ge
 a

nd
 

pa
ra

gr
ap

h 
nu

m
be

rs
. 



So
lic

ita
tio

n 
N

o.
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
 B

uy
er

 ID
:  

H
T3

00
-1

93
65

1/
A

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
 0

52
ee

m
 

Pa
ge

 1
9 

of
 5

2 

M
an

da
to

ry
 

ID
Su

b-
C

at
eg

or
y 

R
eq

ui
re

m
en

t
R

eq
ui

re
d 

to
 d

em
on

st
ra

te
 c

om
pl

ia
nc

e 
 

M
17

 
Se

cu
re

 
D

ev
el

op
m

en
t  

Se
cu

re
 D

ev
el

op
m

en
t  

Th
e 

Su
pp

lie
r m

us
t i

m
pl

em
en

t a
 s

of
tw

ar
e 

an
d 

sy
st

em
 

de
ve

lo
pm

en
t l

ife
cy

cl
e 

th
at

 a
pp

lie
s 

in
fo

rm
at

io
n 

sy
st

em
 

se
cu

rit
y 

en
gi

ne
er

in
g 

pr
in

ci
pl

es
 th

ro
ug

ho
ut

 th
e 

in
fo

rm
at

io
n 

sy
st

em
 li

fe
 c

yc
le

 a
nd

 in
 th

e 
de

ve
lo

pm
en

t o
f s

of
tw

ar
e 

an
d 

w
eb

si
te

s 
an

d 
se

rv
ic

es
, a

nd
 c

on
fo

rm
s 

to
 in

du
st

ry
 

st
an

da
rd

s 
an

d 
be

st
 p

ra
ct

ic
es

, s
uc

h 
as

 (i
) N

IS
T,

 (i
i) 

IS
O

, 
(ii

i) 
IT

SG
-3

3,
 (i

v)
 S

AF
EC

od
e,

 o
r (

v)
 O

pe
n 

W
eb

 
Ap

pl
ic

at
io

n 
Se

cu
rit

y 
Pr

oj
ec

t (
O

W
AS

P)
 s

ta
nd

ar
ds

 s
uc

h 
as

 
Ap

pl
ic

at
io

n 
Se

cu
rit

y 
Ve

rif
ic

at
io

n 
St

an
da

rd
 (A

SV
S)

 o
r a

n 
eq

ui
va

le
nt

 s
ta

nd
ar

d 
ap

pr
ov

ed
 b

y 
C

an
ad

a 
in

 w
rit

in
g.

  

Th
e 

Su
pp

lie
r m

us
t p

ro
vi

de
 d

oc
um

en
ta

tio
n 

th
at

 d
em

on
st

ra
te

s 
ho

w
 th

e 
Su

pp
lie

r o
f t

he
 p

ro
po

se
d 

Se
rv

ic
es

 c
om

pl
ie

s 
w

ith
 th

e 
re

qu
ire

m
en

ts
 in

 th
e 

Se
cu

re
 D

ev
el

op
m

en
t. 

To
 b

e 
co

ns
id

er
ed

 c
om

pl
ia

nt
, t

he
 p

ro
vi

de
d 

do
cu

m
en

ta
tio

n 
m

us
t i

nc
lu

de
: 

a)
 S

ys
te

m
 d

oc
um

en
ta

tio
n 

or
 te

ch
ni

ca
l d

oc
um

en
ta

tio
n 

ou
tli

ni
ng

 a
nd

 
de

ta
ilin

g 
th

e 
se

cu
rit

y 
m

ea
su

re
s 

in
cl

ud
in

g 
po

lic
ie

s,
 p

ro
ce

ss
es

 a
nd

 
pr

oc
ed

ur
es

 th
at

 a
re

 im
pl

em
en

te
d 

fo
r t

he
 S

ec
ur

e 
D

ev
el

op
m

en
t. 

Th
e 

su
bs

ta
nt

ia
tio

n 
re

qu
ire

d 
fo

r i
n 

th
e 

Se
cu

re
 D

ev
el

op
m

en
t, 

th
e 

do
cu

m
en

ta
tio

n 
ca

nn
ot

 s
im

pl
y 

be
 a

 re
pe

tit
io

n 
of

 th
e 

m
an

da
to

ry
 

re
qu

ire
m

en
t b

ut
 m

us
t e

xp
la

in
 a

nd
 d

em
on

st
ra

te
 h

ow
 th

e 
C

om
m

er
ci

al
ly

 
Av

ai
la

bl
e 

So
ftw

ar
e 

as
 a

 S
er

vi
ce

 m
ee

ts
 th

e 
re

qu
ire

m
en

t. 
Su

pp
lie

rs
 c

an
 

pr
ov

id
e 

sc
re

en
 c

ap
tu

re
s 

an
d 

te
ch

ni
ca

l o
r e

nd
-u

se
r d

oc
um

en
ta

tio
n 

to
 

su
pp

le
m

en
t t

he
ir 

re
sp

on
se

s.
 T

he
 S

up
pl

ie
rs

 m
us

t i
nd

ic
at

e 
w

he
re

 in
 th

e 
Su

bm
is

si
on

 th
e 

re
fe

re
nc

e 
m

at
er

ia
l c

an
 b

e 
fo

un
d,

 in
cl

ud
in

g 
th

e 
tit

le
 o

f t
he

 
do

cu
m

en
t, 

an
d 

th
e 

pa
ge

 a
nd

 p
ar

ag
ra

ph
 n

um
be

rs
. 

W
he

re
 C

an
ad

a 
de

te
rm

in
es

 th
at

 th
e 

su
bs

ta
nt

ia
tio

n 
is

 n
ot

 c
om

pl
et

e,
 th

e 
Su

pp
lie

r w
ill 

be
 d

ec
la

re
d 

no
n-

co
m

pl
ia

nt
. T

he
 s

ub
st

an
tia

tio
n 

m
ay

 re
fe

r t
o 

ad
di

tio
na

l d
oc

um
en

ta
tio

n 
su

bm
itt

ed
 w

ith
 th

e 
Su

bm
is

si
on

, i
t i

s 
re

qu
es

te
d 

th
at

 S
up

pl
ie

rs
 in

di
ca

te
 w

he
re

 in
 th

e 
Su

bm
is

si
on

 th
e 

re
fe

re
nc

e 
m

at
er

ia
l 

ca
n 

be
 fo

un
d,

 in
cl

ud
in

g 
th

e 
tit

le
 o

f t
he

 d
oc

um
en

t, 
an

d 
th

e 
pa

ge
 a

nd
 

pa
ra

gr
ap

h 
nu

m
be

rs
. 

M
18

 
Su

pp
lie

r 
R

em
ot

e 
M

an
ag

em
en

t  
 

Su
pp

lie
r R

em
ot

e 
M

an
ag

em
en

t  

Th
e 

Su
pp

lie
r m

us
t m

an
ag

e 
an

d 
m

on
ito

r r
em

ot
e 

ad
m

in
is

tra
tio

n 
of

 th
e 

Su
pp

lie
r's

 S
er

vi
ce

 th
at

 a
re

 u
se

d 
to

 
ho

st
 G

C
 s

er
vi

ce
s 

an
d 

ta
ke

 re
as

on
ab

le
 m

ea
su

re
s 

to
: 

(a
) I

m
pl

em
en

t m
ul

ti-
fa

ct
or

 a
ut

he
nt

ic
at

io
n 

m
ec

ha
ni

sm
s 

fo
r 

au
th

en
tic

at
e 

re
m

ot
e 

ac
ce

ss
 u

se
rs

,  
in

 a
cc

or
da

nc
e 

w
ith

 
C

SE
's

 IT
SP

.3
0.

03
1 

V2
 (o

r s
ub

se
qu

en
t v

er
si

on
s)

 
(h

ttp
s:

//w
w

w
.c

se
-c

st
.g

c.
ca

/e
n/

no
de

/1
84

2/
ht

m
l/2

67
17

); 

(b
) E

m
pl

oy
 a

 C
SE

C
 A

pp
ro

ve
d 

C
ry

pt
og

ra
ph

ic
 

Al
go

rit
hm

sc
ry

pt
og

ra
ph

ic
 m

ec
ha

ni
sm

s 
to

 p
ro

te
ct

 th
e 

co
nf

id
en

tia
lit

y 
of

 re
m

ot
e 

ac
ce

ss
 s

es
si

on
s;

 

(c
) R

ou
te

 a
ll 

re
m

ot
e 

ac
ce

ss
 th

ro
ug

h 
co

nt
ro

lle
d,

 
m

on
ito

re
d,

 a
nd

 a
ud

ite
d 

ac
ce

ss
 c

on
tro

l p
oi

nt
s;

 

Th
e 

Su
pp

lie
r m

us
t p

ro
vi

de
 d

oc
um

en
ta

tio
n 

th
at

 d
em

on
st

ra
te

s 
ho

w
 th

e 
Su

pp
lie

r o
f t

he
 p

ro
po

se
d 

Se
rv

ic
es

 c
om

pl
ie

s 
w

ith
 th

e 
re

qu
ire

m
en

ts
 in

 th
e 

Su
pp

lie
r R

em
ot

e 
M

an
ag

em
en

t. 

To
 b

e 
co

ns
id

er
ed

 c
om

pl
ia

nt
, t

he
 p

ro
vi

de
d 

do
cu

m
en

ta
tio

n 
m

us
t i

nc
lu

de
: 

a)
 s

ys
te

m
 d

oc
um

en
ta

tio
n 

or
 te

ch
ni

ca
l d

oc
um

en
ta

tio
n 

ou
tli

ni
ng

 a
nd

 
de

ta
ilin

g 
th

e 
se

cu
rit

y 
m

ea
su

re
s 

in
cl

ud
in

g 
po

lic
ie

s,
 p

ro
ce

ss
es

 a
nd

 
pr

oc
ed

ur
es

 th
at

 a
re

 im
pl

em
en

te
d 

fo
r t

he
 S

up
pl

ie
r R

em
ot

e 
M

an
ag

em
en

t  

Th
e 

su
bs

ta
nt

ia
tio

n 
re

qu
ire

d 
fo

r i
n 

th
e 

Su
pp

lie
r R

em
ot

e 
M

an
ag

em
en

t, 
th

e 
do

cu
m

en
ta

tio
n 

ca
nn

ot
 s

im
pl

y 
be

 a
 re

pe
tit

io
n 

of
 th

e 
m

an
da

to
ry

 
re

qu
ire

m
en

t b
ut

 m
us

t e
xp

la
in

 a
nd

 d
em

on
st

ra
te

 h
ow

 th
e 

C
om

m
er

ci
al

ly
 

Av
ai

la
bl

e 
So

ftw
ar

e 
as

 a
 S

er
vi

ce
 m

ee
ts

 th
e 

re
qu

ire
m

en
t. 

Su
pp

lie
rs

 c
an

 
pr

ov
id

e 
sc

re
en

 c
ap

tu
re

s 
an

d 
te

ch
ni

ca
l o

r e
nd

-u
se

r d
oc

um
en

ta
tio

n 
to

 
su

pp
le

m
en

t t
he

ir 
re

sp
on

se
s.

 T
he

 S
up

pl
ie

rs
 m

us
t i

nd
ic

at
e 

w
he

re
 in

 th
e 



So
lic

ita
tio

n 
N

o.
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
 B

uy
er

 ID
:  

H
T3

00
-1

93
65

1/
A

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
 0

52
ee

m
 

Pa
ge

 2
0 

of
 5

2 

M
an

da
to

ry
 

ID
Su

b-
C

at
eg

or
y 

R
eq

ui
re

m
en

t
R

eq
ui

re
d 

to
 d

em
on

st
ra

te
 c

om
pl

ia
nc

e 
 

(d
) E

xp
ed

iti
ou

sl
y 

di
sc

on
ne

ct
 o

r d
is

ab
le

 u
na

ut
ho

riz
ed

 
re

m
ot

e 
m

an
ag

em
en

t o
r r

em
ot

e 
ac

ce
ss

 c
on

ne
ct

io
ns

;  

(e
) A

ut
ho

riz
e 

re
m

ot
e 

ex
ec

ut
io

n 
of

 p
riv

ile
ge

d 
co

m
m

an
ds

 
an

d 
re

m
ot

e 
ac

ce
ss

 to
 s

ec
ur

ity
-re

le
va

nt
 in

fo
rm

at
io

n.
 

Su
bm

is
si

on
 th

e 
re

fe
re

nc
e 

m
at

er
ia

l c
an

 b
e 

fo
un

d,
 in

cl
ud

in
g 

th
e 

tit
le

 o
f t

he
 

do
cu

m
en

t, 
an

d 
th

e 
pa

ge
 a

nd
 p

ar
ag

ra
ph

 n
um

be
rs

. 

W
he

re
 C

an
ad

a 
de

te
rm

in
es

 th
at

 th
e 

su
bs

ta
nt

ia
tio

n 
is

 n
ot

 c
om

pl
et

e,
 th

e 
Su

pp
lie

r w
ill 

be
 d

ec
la

re
d 

no
n-

co
m

pl
ia

nt
. T

he
 s

ub
st

an
tia

tio
n 

m
ay

 re
fe

r t
o 

ad
di

tio
na

l d
oc

um
en

ta
tio

n 
su

bm
itt

ed
 w

ith
 th

e 
Su

bm
is

si
on

, i
t i

s 
re

qu
es

te
d 

th
at

 S
up

pl
ie

rs
 in

di
ca

te
 w

he
re

 in
 th

e 
Su

bm
is

si
on

 th
e 

re
fe

re
nc

e 
m

at
er

ia
l 

ca
n 

be
 fo

un
d,

 in
cl

ud
in

g 
th

e 
tit

le
 o

f t
he

 d
oc

um
en

t, 
an

d 
th

e 
pa

ge
 a

nd
 

pa
ra

gr
ap

h 
nu

m
be

rs
. 

M
19

 
In

fo
rm

at
io

n 
Sp

ill
ag

e 
In

fo
rm

at
io

n 
Sp

ill
ag

e 

(1
) T

he
 S

up
pl

ie
r m

us
t h

av
e 

a 
do

cu
m

en
te

d 
pr

oc
es

s 
th

at
 

ou
tli

ne
s 

its
 a

pp
ro

ac
h 

fo
r a

n 
In

fo
rm

at
io

n 
Sp

illa
ge

 In
ci

de
nt

. 
Th

e 
pr

oc
es

s 
m

us
t b

e 
al

ig
ne

d 
w

ith
: (

i) 
IT

SG
-3

3 
Se

cu
rit

y 
C

on
tro

l f
or

 IR
-9

 In
fo

rm
at

io
n 

Sp
illa

ge
 R

es
po

ns
e;

 o
r (

ii)
 

an
ot

he
r i

nd
us

try
 s

ta
nd

ar
d,

 a
pp

ro
ve

d 
by

 C
an

ad
a 

in
 

w
rit

in
g.

 N
ot

w
ith

st
an

di
ng

 th
e 

fo
re

go
in

g,
 th

e 
Su

pp
lie

r’s
 

In
fo

rm
at

io
n 

Sp
illa

ge
 p

ro
ce

ss
 m

us
t i

nc
lu

de
, a

t a
 m

in
im

um
: 

(a
) 

A 
pr

oc
es

s 
fo

r i
de

nt
ify

in
g 

th
e 

sp
ec

ifi
c 

da
ta

 
el

em
en

ts
 th

at
 is

 in
vo

lv
ed

 in
 a

 S
ys

te
m

’s
 

co
nt

am
in

at
io

n;
 

(b
) 

A 
pr

oc
es

s 
to

 is
ol

at
e 

an
d 

er
ad

ic
at

e 
a 

co
nt

am
in

at
ed

 S
ys

te
m

; a
nd

 

(c
) 

A 
pr

oc
es

s 
fo

r i
de

nt
ify

in
g 

Sy
st

em
s 

th
at

 m
ay

 h
av

e 
be

en
 s

ub
se

qu
en

tly
 c

on
ta

m
in

at
ed

 a
nd

 a
ny

 o
th

er
 

ac
tio

ns
 p

er
fo

rm
ed

 to
 p

re
ve

nt
 fu

rth
er

 
co

nt
am

in
at

io
n.

 

(d
) 

Th
e 

su
pp

lie
r w

ill 
co

nf
irm

 a
 p

oi
nt

 o
f c

on
ta

ct
, 

pr
op

er
 p

ro
ce

du
re

s 
an

d 
an

 a
gr

ee
d 

up
on

 s
ec

ur
e 

Th
e 

Su
pp

lie
r m

us
t p

ro
vi

de
 d

oc
um

en
ta

tio
n 

th
at

 d
em

on
st

ra
te

s 
ho

w
 th

e 
Su

pp
lie

r o
f t

he
 p

ro
po

se
d 

Se
rv

ic
es

 c
om

pl
ie

s 
w

ith
 th

e 
re

qu
ire

m
en

ts
 in

 
In

fo
rm

at
io

n 
Sp

illa
ge

. 

To
 b

e 
co

ns
id

er
ed

 c
om

pl
ia

nt
, t

he
 p

ro
vi

de
d 

do
cu

m
en

ta
tio

n 
m

us
t i

nc
lu

de
: 

a)
 S

ys
te

m
 d

oc
um

en
ta

tio
n 

or
 te

ch
ni

ca
l d

oc
um

en
ta

tio
n 

ou
tli

ni
ng

 a
nd

 
de

ta
ilin

g 
th

e 
se

cu
rit

y 
m

ea
su

re
s 

in
cl

ud
in

g 
po

lic
ie

s,
 p
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 p
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 re
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 m
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 c
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r d
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 m
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l c
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f C
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t d
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 d
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 p

ro
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t b
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l f
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at
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 b
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 p
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 m
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at
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at
ed

 A
ss

et
 o

r S
ys

te
m

; a
nd

 

(c
) 

A 
pr

oc
es

s 
fo

r i
de

nt
ify
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at
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at
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 c
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 p
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 b
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ra
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ro
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 c
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 c
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ph

ic
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e 
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 C
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ire

m
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t 
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m
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d 
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ra
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m
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al
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de
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 d
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 S
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at
e 

w
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e 
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e 
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e 

m
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l c
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e 

fo
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g 
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e 

tit
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f t
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 d
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t, 

an
d 
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 p
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ra
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he

re
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an
ad

a 
de

te
rm

in
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 t
ha

t 
th

e 
su
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nt
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n 
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 n

ot
 c
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 d
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nt
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m
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l d
oc
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Su
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st
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th
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up
pl
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rs
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ca
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 th
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Su
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 th
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l c
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t b

e 
us

ed
 to

 s
to

re
 o

r m
an

ag
e 

cl
in

ic
al

 o
r o

th
er

 m
ed

ic
al

 d
at

a 
th

at
 c

an
 b

e 
id

en
tif

ie
d 

w
ith

 a
 s

pe
ci

fic
 in

di
vi

du
al

.  
O

nl
y 

re
po

rti
ng

 
an

d 
st

at
is

tic
al

 d
at

a 
re

qu
ire

d 
fo

r t
he

 m
an

ag
em

en
t a

nd
 a

dm
in

is
tra

tio
n 

of
 th

e 
pr

og
ra

m
 w

ill 
be

 re
ta

in
ed

 in
 th

e 
EA

PI
M

S 
en

vi
ro

nm
en

t. 
 A

ll 
cl

in
ic

al
 

or
 o

th
er

 m
ed

ic
al

 d
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 p
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 C
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 re
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, p
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 o
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ra
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 p
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f c
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 c
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 c
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 p
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 d
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 d
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 d
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 c
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t c
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 c
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 c
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 s
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 f
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 c
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t l
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 p
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re
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l s
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 p
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, C
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 c
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 s
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t p
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 p
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 D
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 p
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 d
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 c
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 d
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 c
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 c
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t d
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 c
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 d
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ra
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 d
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.p

df
). 

8.
 

D
at

a 
O

w
ne

rs
hi

p 
an

d 
Pr

iv
ac

y 
R
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C
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at
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 p
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 C
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 c
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 m
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 d
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r c
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 re
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 D
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Pr
iv

ac
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) 
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e 
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pp

lie
r m
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da
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 e
ffe

ct
iv
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C
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ct
, p

ro
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an
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w
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at
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O
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r t
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C
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e 
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 re
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r m
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t p
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 p
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 b
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 D
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 c
re

at
in

g 
a 

pr
iv

ac
y 

im
pa

ct
 a

ss
es

sm
en

t i
n 

ac
co

rd
an

ce
 w

ith
 th

e 
Tr

ea
su

ry
 B

oa
rd

 D
ire

ct
iv

e 
on

 
Pr

iv
ac

y 
Im

pa
ct

 A
ss

es
sm

en
t, 

by
 a

ss
is

tin
g 

th
e 

C
an

ad
a 

w
ith

 th
e 

su
pp

or
tin

g 
do

cu
m

en
ta

tio
n 

in
cl

ud
in

g 
a 

fo
un

da
tio

na
l P

IA
 fo

r C
an

ad
a 

pr
ov

id
ed

 b
y 

th
e 

Su
pp

lie
r. 

Th
e 

Su
pp

lie
r a

gr
ee

s 
to

 p
ro

vi
de

 th
is

 s
up

po
rt 

w
ith

in
 fi

ve
 to

 te
n 

w
or

ki
ng

 d
ay

s 
of

 a
 re

qu
es

t o
r w

ith
in

 a
 m

ut
ua

lly
 

ag
re

ed
 u

po
n 

tim
ef

ra
m

e 
de

pe
nd

in
g 

on
 th

e 
co

m
pl

ex
ity

 o
f t

he
 re

qu
es

t b
y 

th
e 

C
an

ad
a.

 

11
. 

Pr
iv

ac
y 

B
re

ac
h 

(a
) 

Th
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 c
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f c
om

pr
om

is
e,

 o
r a

 b
re

ac
h,

 is
 o

r m
ay

 b
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 d
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l c
om

m
itm

en
ts

. 

(b
) 

If 
th

e 
Su

pp
lie

r b
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t p
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 p
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ud

in
g 

w
ha

t d
at

a 
ha

s 
be

en
 d

is
cl

os
ed

, t
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w
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m
, a

nd
 

at
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ha
t t

im
e.
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O
w

ne
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p 
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er
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l I

nf
or

m
at

io
n 
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d 

R
ec

or
ds

 

(a
) 
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 p

er
fo

rm
 th

e 
W

or
k,

 th
e 

fo
re

ig
n 

re
ci

pi
en

t C
on

tr
ac

to
r/S

ub
co

nt
ra

ct
or

 w
ill 

be
 p

ro
vi

de
d 

w
ith

 a
nd

/o
r w

ill 
be

 c
ol

le
ct

in
g 

Pe
rs

on
al

 In
fo

rm
at

io
n 

fro
m

 th
ird

 p
ar

tie
s.

 T
he

 fo
re

ig
n 

re
ci

pi
en

t C
on

tr
ac

to
r/S

ub
co

nt
ra

ct
or

 a
ck

no
w

le
dg

es
 th

at
 it

 h
as

 n
o 

rig
ht

s 
in

 th
e 

Pe
rs

on
al

 In
fo

rm
at

io
n 

or
 

th
e 

R
ec

or
ds

 a
nd

 t
ha

t 
C

an
ad

a 
ow

ns
 t

he
 R

ec
or

ds
. 

O
n 

re
qu

es
t, 

th
e 

fo
re

ig
n 

re
ci

pi
en

t 
C

on
tr

ac
to

r/S
ub

co
nt

ra
ct

or
 m

us
t 

m
ak

e 
al

l t
he

 
Pe

rs
on

al
 In

fo
rm

at
io

n 
an

d 
R
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ds
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e 
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 C

an
ad

a 
im

m
ed

ia
te

ly
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 fo

rm
at
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ep
ta

bl
e 

to
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an
ad
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n 
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) 

Th
e 

fo
re

ig
n 

re
ci

pi
en

t C
on

tr
ac

to
r/S

ub
co

nt
ra

ct
or

 a
gr

ee
s 
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at
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 c
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le
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, r
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ve
, m

an
ag
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, r

et
ai

n 
an

d 
di
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e 
of

 th
e 
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rs

on
al

 In
fo

rm
at

io
n 
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d 

th
e 

R
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or
ds
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y 
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 p
er

fo
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e 

W
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k 
in
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or
da
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e 

w
ith
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e 
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nt

ra
ct

/s
ub

co
nt

ra
ct
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ol

le
ct

io
n 

of
 P

er
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na
l I

nf
or

m
at

io
n 

(a
) 

If 
th

e 
fo

re
ig

n 
re

ci
pi

en
t C

on
tr

ac
to

r/S
ub

co
nt

ra
ct

or
 m

us
t c

ol
le

ct
 P

er
so

na
l I

nf
or

m
at

io
n 
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m
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 th

ird
 p

ar
ty
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er
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 th

e 
W

or
k,
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e 
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ig
n 
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ci

pi
en

t C
on

tr
ac
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r/S
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co

nt
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ct
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 m
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t o
nl

y 
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ct

 P
er

so
na

l I
nf

or
m

at
io

n 
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 re
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d 
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er
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rm
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e 
W

or
k.
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he
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re
ig

n 
re

ci
pi

en
t C

on
tr

ac
to

r/S
ub

co
nt

ra
ct
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 m

us
t c

ol
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e 
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rs
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al
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at
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n 
fro

m
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e 
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vi

du
al
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ho
m
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 re
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te

s 
an

d 
th

e 
fo

re
ig

n 
re

ci
pi

en
t C

on
tr

ac
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r/S
ub

co
nt

ra
ct

or
 m

us
t i

nf
or

m
 th

at
 in

di
vi

du
al

 (a
t o

r b
ef

or
e 

th
e 

tim
e 

w
he

n 
it 

co
lle

ct
s 

th
e 

Pe
rs

on
al

 
In

fo
rm

at
io

n)
 o

f t
he

 fo
llo

w
in

g:
 

(i)
 

th
at

 th
e 

Pe
rs

on
al

 In
fo

rm
at

io
n 
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ng

 c
ol

le
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ed
 o

n 
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lf 
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, a

nd
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ill 
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ro
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d 
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, C
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ad
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(ii
) 
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e 

w
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s 
th

e 
Pe

rs
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al
 In

fo
rm

at
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n 
w

ill 
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 u
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d;
 

(ii
i) 

th
at

 th
e 

di
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lo
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re
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f t
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 P
er

so
na

l I
nf

or
m

at
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n 
is
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ol

un
ta

ry
 o

r, 
if 

th
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e 
is

 a
 le

ga
l r

eq
ui

re
m

en
t t

o 
di
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se
 th

e 
Pe

rs
on

al
 In

fo
rm

at
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n,
 th

e 
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si
s 

of
 th

at
 le

ga
l r

eq
ui

re
m

en
t; 

(iv
) 

th
e 

co
ns

eq
ue

nc
es

, i
f a

ny
, o

f r
ef

us
in

g 
to

 p
ro

vi
de

 th
e 

in
fo

rm
at

io
n;

 

(v
) 

th
at

 th
e 

in
di

vi
du
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 a

 ri
gh

t t
o 
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ce

ss
 a

nd
 c

or
re

ct
 h

is
 o

r h
er

 o
w

n 
Pe

rs
on

al
 In

fo
rm

at
io

n;
 a

nd
 

(v
i) 

th
at

 th
e 

Pe
rs

on
al

 In
fo

rm
at

io
n 

w
ill 

fo
rm

 p
ar

t o
f a

 s
pe

ci
fic

 p
er

so
na

l i
nf

or
m

at
io

n 
ba

nk
 (w

ith
in

 th
e 

m
ea

ni
ng

 o
f t

he
 

P
riv

ac
y 

A
ct

), 
an

d 
al

so
 p

ro
vi

de
 th

e 
in

di
vi

du
al

 w
ith

 in
fo

rm
at

io
n 

ab
ou

t w
hi

ch
 g

ov
er

nm
en

t i
ns

tit
ut

io
n 

co
nt

ro
ls

 th
at

 
pe

rs
on

al
 in

fo
rm

at
io

n 
ba

nk
, i

f t
he

 C
on

tra
ct

in
g 

Au
th

or
ity

 h
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 p
ro

vi
de

d 
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 in

fo
rm

at
io

n 
to

 th
e 

fo
re

ig
n 

re
ci

pi
en

t 
C

on
tr

ac
to

r/S
ub

co
nt

ra
ct

or
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(b
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Th
e 

fo
re

ig
n 

re
ci

pi
en

t C
on

tr
ac

to
r/S

ub
co

nt
ra

ct
or

 a
nd

 th
ei

r r
es

pe
ct

iv
e 

em
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oy
ee

s 
m

us
t i

de
nt

ify
 th

em
se

lv
es

 to
 th

e 
in
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vi

du
al

s 
fro

m
 



So
lic

ita
tio

n 
N

o.
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
 B

uy
er

 ID
:  

H
T3

00
-1

93
65

1/
A

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
 0

52
ee

m
 

Pa
ge

 2
9 

of
 5

2 

w
ho

m
 th

ey
 a

re
 c

ol
le

ct
in

g 
Pe

rs
on

al
 In

fo
rm

at
io

n 
an

d 
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us
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w
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 a
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ay
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 v
er
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re
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ho
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ed

 to
 

co
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ct
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e 
Pe

rs
on

al
 In

fo
rm

at
io

n 
un

de
r a

 C
on

tra
ct

 w
ith

 C
an

ad
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(c
) 

If 
re

qu
es

te
d 

by
 th

e 
C

on
tra

ct
in

g 
Au

th
or

ity
, t

he
 fo

re
ig

n 
re

ci
pi

en
t C

on
tr

ac
to

r/S
ub

co
nt

ra
ct

or
 m

us
t d

ev
el

op
 a

 re
qu

es
t f

or
 c

on
se

nt
 

fo
rm

 to
 b

e 
us

ed
 w

he
n 

co
lle

ct
in

g 
Pe

rs
on

al
 In

fo
rm

at
io

n,
 o

r a
 s

cr
ip

t f
or

 c
ol

le
ct

in
g 

th
e 

Pe
rs

on
al

 In
fo

rm
at

io
n 

by
 te

le
ph

on
e.

 T
he

 fo
re

ig
n 

re
ci

pi
en

t C
on

tr
ac

to
r/S

ub
co

nt
ra

ct
or

 m
us

t n
ot

 b
eg

in
 u

si
ng

 th
e 

fo
rm

 o
r s

cr
ip

t u
nl

es
s 

th
e 

C
on

tra
ct

in
g 

Au
th

or
ity

 fi
rs

t a
pp

ro
ve

s 
it 

in
 

w
rit

in
g.

 T
he

 C
on

tra
ct

or
 m

us
t a

ls
o 

ob
ta

in
 th

e 
C

on
tra

ct
in

g 
Au

th
or

ity
’s

 a
pp

ro
va

l b
ef

or
e 

m
ak

in
g 

an
y 

ch
an

ge
s 

to
 a

 fo
rm

 o
r s

cr
ip

t. 
 

(d
) 

At
 th

e 
tim

e 
it 

re
qu

es
ts

 P
er

so
na

l I
nf

or
m

at
io

n 
fro

m
 a

ny
 in

di
vi

du
al

, i
f t

he
 fo

re
ig

n 
re

ci
pi

en
t C

on
tr

ac
to

r/S
ub

co
nt

ra
ct

or
 d

ou
bt

s 
th

at
 th

e 
in

di
vi

du
al

 h
as

 th
e 

ca
pa

ci
ty

 to
 p

ro
vi

de
 c

on
se

nt
 to

 th
e 

di
sc

lo
su

re
 a

nd
 u

se
 o

f h
is

 o
r h

er
 P

er
so

na
l I

nf
or

m
at

io
n,

 th
e 

fo
re

ig
n 

re
ci

pi
en

t 
C

on
tr

ac
to

r/S
ub

co
nt

ra
ct

or
 m

us
t a

sk
 th

e 
C

on
tra

ct
in

g 
Se

cu
rit

y 
Au

th
or

ity
 fo

r i
ns

tru
ct

io
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. 

M
ai

nt
ai

ni
ng

 th
e 

Ac
cu

ra
cy

, P
riv

ac
y,

 a
nd

 In
te

gr
ity

 o
f P

er
so

na
l I

nf
or

m
at

io
n 

Th
e 

fo
re

ig
n 

re
ci

pi
en

t C
on

tr
ac

to
r/S

ub
co

nt
ra

ct
or

 m
us

t e
ns

ur
e 

th
at

 th
e 

Pe
rs

on
al

 In
fo

rm
at

io
n 

is
 a

s 
ac

cu
ra

te
, c

om
pl

et
e,

 a
nd

 u
p 

to
 

da
te

 a
s 

po
ss

ib
le

. T
he

 fo
re

ig
n 

re
ci

pi
en

t C
on

tr
ac

to
r/S

ub
co

nt
ra

ct
or

 m
us

t p
ro

te
ct

 th
e 

pr
iv

ac
y 

of
 th

e 
Pe

rs
on

al
 In

fo
rm

at
io

n.
 T

o 
do

 s
o,

 
at

 a
 m

in
im

um
, t

he
 fo

re
ig

n 
re

ci
pi

en
t C

on
tr

ac
to

r/S
ub

co
nt

ra
ct

or
 m

us
t: 

(a
) 

no
t u

se
 a

ny
 p

er
so

na
l i

de
nt

ifi
er

s 
(e

.g
. s

oc
ia

l i
ns

ur
an

ce
 n

um
be

r) 
to

 li
nk

 m
ul

tip
le

 d
at

ab
as

es
 c

on
ta

in
in

g 
Pe

rs
on

al
 In

fo
rm

at
io

n;
 

(b
) 

se
gr

eg
at

e 
al

l R
ec

or
ds

 fr
om

 th
e 

fo
re

ig
n 

re
ci

pi
en

t C
on

tr
ac

to
r’s

/S
ub

co
nt

ra
ct

or
’s

 o
w

n 
in

fo
rm

at
io

n 
an

d 
re

co
rd

s;
 

(c
) 

re
st

ric
t a

cc
es

s 
to

 th
e 

Pe
rs

on
al

 In
fo

rm
at

io
n 

an
d 

th
e 

R
ec

or
ds

 to
 p

eo
pl

e 
w

ho
 re

qu
ire

 a
cc

es
s 

to
 p

er
fo

rm
 th

e 
W

or
k 

(fo
r 

ex
am

pl
e,

 b
y 

us
in

g 
pa

ss
w

or
ds

 o
r b

io
m

et
ric

 a
cc

es
s 

co
nt

ro
ls

); 

(d
) 

pr
ov

id
e 

tra
in

in
g 

to
 a

ny
on

e 
to

 w
ho

m
 th

e 
fo

re
ig

n 
re

ci
pi

en
t C

on
tr

ac
to

r/S
ub

co
nt

ra
ct

or
 w

ill 
pr

ov
id

e 
ac

ce
ss

 to
 th

e 
Pe

rs
on

al
 

In
fo

rm
at

io
n 

re
ga

rd
in

g 
th

e 
ob

lig
at

io
n 

to
 k

ee
p 

it 
co

nf
id

en
tia

l a
nd

 u
se

 it
 o

nl
y 

to
 p

er
fo

rm
 th

e 
W

or
k.

 T
he

 fo
re

ig
n 

re
ci

pi
en

t 
C

on
tr

ac
to

r/S
ub

co
nt

ra
ct

or
 m

us
t p

ro
vi

de
 th

is
 tr

ai
ni

ng
 b

ef
or

e 
gi

vi
ng

 a
n 

in
di

vi
du

al
 a

cc
es

s 
to

 a
ny

 P
er

so
na

l I
nf

or
m

at
io

n 
an

d 
th

e 
fo

re
ig

n 
re

ci
pi

en
t C

on
tr

ac
to

r /
 S

ub
co

nt
ra

ct
or

 m
us

t k
ee

p 
a 

re
co

rd
 o

f t
he

 tr
ai

ni
ng

 a
nd

 m
ak

e 
it 

av
ai

la
bl

e 
to

 th
e 

C
on

tra
ct

in
g 

Au
th

or
ity

 if
 re

qu
es

te
d;

 

(e
) 

if 
re

qu
es

te
d 

by
 th

e 
C

on
tra

ct
in

g 
Au

th
or

ity
, b

ef
or

e 
pr

ov
id

in
g 

an
yo

ne
 w

ith
 a

cc
es

s 
to

 th
e 

Pe
rs

on
al

 In
fo

rm
at

io
n,

 re
qu

ire
 

an
yo

ne
 to

 w
ho

m
 th

e 
fo

re
ig

n 
re

ci
pi

en
t C

on
tr

ac
to

r/S
ub

co
nt

ra
ct

or
 p

ro
vi

de
s 

ac
ce

ss
 to

 th
e 

Pe
rs

on
al

 In
fo

rm
at

io
n 

to
 

ac
kn

ow
le

dg
e 

in
 w

rit
in

g 
(in

 a
 fo

rm
 a

pp
ro

ve
d 

by
 th

e 
C

on
tra

ct
in

g 
Au

th
or

ity
) t

he
ir 

re
sp

on
si

bi
lit

ie
s 

to
 m

ai
nt

ai
n 

th
e 

pr
iv

ac
y 

of
 

th
e 

Pe
rs

on
al

 In
fo

rm
at

io
n;

 

(f)
 

ke
ep

 a
 re

co
rd

 o
f a

ll 
re

qu
es

ts
 m

ad
e 

by
 a

n 
in

di
vi

du
al

 to
 re

vi
ew

 h
is

 o
r h

er
 P

er
so

na
l I

nf
or

m
at

io
n,

 a
nd

 a
ny

 re
qu

es
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 c
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er
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 o

r o
m
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 th
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at
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n 
(w
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e 
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ts
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 m
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e 
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ly
 b

y 
an
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al
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r b
y 

C
an

ad
a 
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 b
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al

f o
f a

n 
in

di
vi

du
al

); 

(g
) 

in
cl

ud
e 

a 
no

ta
tio

n 
on

 a
ny

 R
ec

or
d(

s)
 th
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 a

n 
in

di
vi

du
al

 h
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 re
qu

es
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d 
be

 c
or
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ct

ed
 if

 th
e 

fo
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ig
n 

re
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pi
en
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 re
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. W
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ve
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s 
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rs
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 fo
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pi

en
t C
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tr
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ra
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or
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m
m
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 a
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e 
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C
on
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ct
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th
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 o
f t
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 d

et
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te
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n 

an
d 
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re
as
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s 
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tr
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to

r’s
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 d
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t t
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m

ak
e 

it.
 If

 d
ire
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 p

ro
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at
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l p
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, p
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 p
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re
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 p
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ra
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 d
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er
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 c
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et
w
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e 
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ro
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 c
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te
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lie
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us
t p
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f p
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ro
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 p
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rv
ic
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 d
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Su
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lie
r m
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t p

ro
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de
 a
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st

 o
f S

ub
-p

ro
ce

ss
or

s 
th

at
 c
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ld

 b
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ed

 to
 p

er
fo

rm
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ny
 p

ar
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in

 p
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t m
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at
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at
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 p
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t p
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 o
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r m
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t p
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 C
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 m
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at
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-

pr
oc

es
so
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 C
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 D
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l D
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Su
pp

lie
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t C
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ub
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1.
 

  
   

O
n-

go
in

g 
Su

pp
ly

 C
ha

in
 In

te
gr

ity
 P

ro
ce

ss
  

(a
) 

Th
e 

C
on

tra
ct

or
 a

ck
no

w
le

dg
es

 th
at

 s
ec

ur
ity

 is
 a

 c
rit

ic
al

 c
on

si
de

ra
tio

n 
fo

r C
an

ad
a 

w
ith

 re
sp

ec
t t

o 
th

is
 C

on
tra

ct
 a

nd
 th

at
 o

n-
go

in
g 

as
se

ss
m

en
t o

f C
lo

ud
 S

er
vi

ce
s 

w
ill 

be
 re

qu
ire

d 
w

ith
 re

sp
ec

t t
o 

th
is

 C
on

tra
ct

.  
 

(b
) 

Th
e 

pa
rti

es
 a

ck
no

w
le

dg
e 

th
at

 C
an

ad
a 

re
se

rv
es

 th
e 

rig
ht

 to
 re

vi
ew

 th
e 

na
tiv

e 
C

lo
ud

 S
er

vi
ce

s 
an

d 
th

ird
 p

ar
ty

 m
ar

ke
tp

la
ce

 s
er

vi
ce

s 
of

 a
ny

 C
on

tra
ct

or
 in

 w
ho

le
 o

r i
n 

pa
rt 

at
 a

ny
 ti

m
e 

fo
r s

up
pl

y 
ch

ai
n 

in
te

gr
ity

 c
on

ce
rn

s.
 T

hi
s 

ac
kn

ow
le

dg
em

en
t d

oe
s 

no
t o

bl
ig

at
e 

th
e 

C
on

tra
ct

or
 to

 s
up

po
rt 

th
e 
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I r

ev
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w
.  

(c
) 

Th
ro

ug
ho

ut
 th

e 
C

on
tra

ct
 P

er
io

d 
an

d 
an

y 
op

tio
na

l p
er

io
ds

, t
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 C
on

tra
ct

or
 m
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t p

ro
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de
 to

 C
an

ad
a 

in
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n 
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tin
g 
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ny
 d
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a 
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ch
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f t
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 C
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w
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k 
of

 w
hi

ch
 it
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no

w
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 re
su

lts
 in

 e
ith

er
 (a

) a
ny

 u
nl

aw
fu

l a
cc

es
s 

to
 C

an
ad

a’
s 
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nt

en
t s

to
re

d 
on
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’s
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t o
r 

fa
ci
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an
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un
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ed
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to

 s
uc

h 
eq
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pm

en
t o

r 
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ci
lit

ie
s,

 w
he

re
 in
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ith

er
 c
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e 
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lts
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, d
is
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e 
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s 
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t i
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re
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 c
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e 
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e 

C
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s 
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is
e 
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lit
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lit
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 c
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si

st
en
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r a
ud

it 
m
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 o
f 
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e 
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st

em
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r t
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 d
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an
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at
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f C
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2.
 

   
   

Su
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rs
 

(a
) 

Th
e 

C
on

tra
ct

or
 m

us
t p

ro
vi

de
 a

 li
st

 o
f S

ub
-p

ro
ce

ss
or

s 
th

at
 c

ou
ld

 b
e 

us
ed

 to
 p

er
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rm
 a

ny
 p

ar
t o

f t
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 C
lo

ud
 S

er
vi

ce
s 
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 p
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di
ng

 
C

an
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a 
w

ith
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 C
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ud

 S
er

vi
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s.
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t 

m
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w

in
g 
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n 
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am
e 
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 S
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(ii
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e 
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en
tif
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n 
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 th

e 
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op
e 
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tiv

iti
es

 th
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 w
ou

ld
 b

e 
pe

rfo
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ed
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y 
th

e 
Su

b-
pr

oc
es

so
r; 

an
d 

(ii
i) 

th
e 

co
un

try
 (o

r c
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nt
rie

s)
 w

he
re

 th
e 

Su
b-

pr
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es
so

r w
ou

ld
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er
fo

rm
 th

e 
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tiv
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es
 re

qu
ire

d 
to
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up
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rt 
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e 

C
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ud
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er
vi

ce
s.

 

(b
) 

Th
e 

C
on

tra
ct

or
 m

us
t 

pr
ov

id
e 

a 
lis

t 
of

 S
ub

-p
ro

ce
ss

or
s 

pr
io

r 
to

 C
on

tra
ct

 a
w

ar
d,

 i
n 

ac
co

rd
an

ce
 w

ith
 t

he
 a

tta
ch

ed
 f

or
m

s.
 T

he
 

C
on

tra
ct

or
 m

us
t p

ro
vi

de
 C

an
ad

a 
no

tic
e 

(b
y 

up
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tin
g 

th
e 

w
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si
te

 a
nd

 p
ro

vi
di

ng
 C
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to

m
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 w
ith
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 m

ec
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sm

 to
 o
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n 
no

tic
e 

of
 

th
at

 u
pd

at
e)

 o
f a

ny
 n

ew
 S

ub
-p

ro
ce

ss
or

 a
t l
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st

 1
4-

da
ys

 in
 a

dv
an

ce
 o

f p
ro

vi
di

ng
 th

at
 S

ub
-p

ro
ce

ss
or

s 
w

ith
 a

cc
es

s 
to

 C
us

to
m

er
 

D
at

a 
or

 P
er

so
na

l D
at

a.
   

3.
 

   
 C

ha
ng

e 
of

 C
on

tr
ol

 

(a
) 

If 
C

an
ad

a 
de

te
rm

in
es

 in
 it

s 
so

le
 d

is
cr

et
io

n 
th

at
 a

 c
ha

ng
e 

of
 c

on
tro

l a
ffe

ct
in

g 
th

e 
C

on
tra

ct
or

 (e
ith

er
 in

 th
e 

C
on

tra
ct

or
 it

se
lf 

or
 a

ny
 o

f 
its

 p
ar

en
ts

, u
p 

to
 th

e 
ul

tim
at

e 
ow

ne
r) 

m
ay

 b
e 

in
ju

rio
us

 to
 n

at
io

na
l s

ec
ur

ity
, C

an
ad

a 
m

ay
 te

rm
in

at
e 

th
e 

C
on

tra
ct

 o
n 

a 
“n

o-
fa

ul
t” 

ba
si

s 
by

 p
ro

vi
di

ng
 n

ot
ic

e 
to

 th
e 

C
on

tra
ct

or
 w

ith
in

 9
0 

ca
le

nd
ar

 d
ay

s 
of

 re
ce

iv
in

g 
th

e 
no

tic
e 

fro
m

 th
e 

C
on

tra
ct

or
 re

ga
rd

in
g 

th
e 

ch
an

ge
 o

f 
co

nt
ro

l. 
C

an
ad

a 
w

ill 
no

t b
e 

re
qu

ire
d 

to
 p

ro
vi

de
 it

s 
re

as
on

s 
fo

r t
er

m
in

at
in

g 
th

e 
C

on
tra

ct
 in

 re
la

tio
n 

to
 th

e 
ch

an
ge

 o
f c

on
tro

l, 
if 

C
an

ad
a 

de
te

rm
in

es
 in

 it
s 

di
sc

re
tio

n 
th

at
 th

e 
di

sc
lo

su
re

 o
f t

ho
se

 re
as

on
s 

co
ul

d 
its

el
f b

e 
in
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rio

us
 to

 n
at

io
na

l s
ec

ur
ity
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(b
) 

If 
C

an
ad

a 
de

te
rm
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es

 in
 it

s 
so

le
 d

is
cr

et
io

n 
th

at
 a

 c
ha

ng
e 

of
 c
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tro

l a
ffe

ct
in

g 
a 

su
bc

on
tra

ct
or

 (e
ith

er
 in

 th
e 

su
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on
tra

ct
or
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se

lf 
or

 
an

y 
of
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s 
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re

nt
s,

 u
p 

to
 th

e 
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at

e 
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ne
r) 

m
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 b
e 
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l s
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a 
w
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tif
y 

th
e 

C
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g 
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s 
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rm
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at

io
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 C
an

ad
a 

w
ill 

no
t b

e 
re

qu
ire

d 
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ro

vi
de

 th
e 

re
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on
s 

fo
r i

ts
 d

et
er

m
in

at
io

n,
 if

 C
an

ad
a 

de
te

rm
in

es
 in

 it
s 

di
sc

re
tio

n 
th

at
 

th
e 
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su

re
 o

f 
th

os
e 

re
as

on
s 
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ul

d 
its
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f 
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 in
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rio
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 n
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l s
ec

ur
ity
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Th
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C
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tra
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or

 m
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w

ith
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0 
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nd
ar

 d
ay

s 
of
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ce
iv

in
g 

C
an

ad
a’

s 
de

te
rm
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rra

ng
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 d
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er
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e 
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 C
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ng
 d
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ed
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y 
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or

 (o
r t

he
 C

on
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t d
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tio
n 

of
 th

e 
C

lo
ud

 S
er

vi
ce

s 
its

el
f).

 If
 

th
e 

C
on

tra
ct

or
 f

ai
ls

 to
 d

o 
so

 w
ith

in
 th

is
 ti

m
e 

pe
rio

d,
 C

an
ad

a 
w

ill 
be

 e
nt

itl
ed

 t
o 

te
rm

in
at

e 
th

e 
C

on
tra

ct
 o

n 
a 

“n
o-

fa
ul

t” 
ba

si
s 

by
 

pr
ov

id
in

g 
no

tic
e 

to
 th

e 
C

on
tra

ct
or

 w
ith

in
 1

20
 c

al
en

da
r d

ay
s 

of
 re

ce
iv

in
g 

th
e 

or
ig

in
al

 n
ot

ic
e 

fro
m

 th
e 

C
on

tra
ct

or
 re

ga
rd

in
g 

th
e 

ch
an

ge
 

of
 c

on
tro

l. 

(c
) 

In
 th

is
 A

rti
cl

e,
 te

rm
in

at
io

n 
on

 a
 “n

o-
fa

ul
t” 

ba
si

s 
m

ea
ns

 th
at

 n
ei

th
er

 p
ar

ty
 w

ill 
be

 li
ab

le
 to

 th
e 

ot
he

r i
n 

co
nn

ec
tio

n 
w

ith
 th

e 
ch

an
ge

 o
f 

co
nt

ro
l a

nd
 th

e 
re

su
lti

ng
 te

rm
in

at
io

n,
 a

nd
 C

an
ad

a 
w

ill 
on

ly
 b

e 
re

sp
on

si
bl

e 
fo

r p
ay

in
g 

fo
r t

ho
se

 s
er

vi
ce

s 
re

ce
iv

ed
 u

p 
to

 th
e 

ef
fe

ct
iv

e 
da

te
 o

f t
he

 te
rm

in
at

io
n.

 

(d
) 

D
es

pi
te

 th
e 

fo
re

go
in

g,
 C

an
ad

a’
s 

rig
ht

 to
 te

rm
in

at
e 

on
 a

 “n
o-

fa
ul

t” 
ba

si
s 

w
ill 

no
t a

pp
ly

 to
 c

irc
um

st
an

ce
s 

in
 w

hi
ch

 th
er

e 
is

 a
n 

in
te

rn
al

 
re

or
ga

ni
za

tio
n 

th
at

 d
oe

s 
no

t a
ffe

ct
 th

e 
ow

ne
rs

hi
p 

of
 th

e 
ul

tim
at

e 
pa

re
nt

 c
or

po
ra

tio
n 

or
 p

ar
en

t p
ar

tn
er

sh
ip

 o
f t

he
 C

on
tra

ct
or

 o
r 

su
bc

on
tra

ct
or

, a
s 

th
e 

ca
se

 m
ay

 b
e;

 th
at

 is
, C

an
ad

a 
do

es
 n

ot
 h

av
e 

a 
rig

ht
 to

 te
rm

in
at

e 
th

e 
C

on
tra

ct
 p

ur
su

an
t t

o 
th

is
 A

rti
cl

e 
w

he
re

 
th

e 
C

on
tra

ct
or

 o
r s

ub
co

nt
ra

ct
or

 c
on

tin
ue

s,
 a

t a
ll 

tim
es

, t
o 

be
 c

on
tro

lle
d,

 d
ire

ct
ly

 o
r i

nd
ire

ct
ly

, b
y 

th
e 

sa
m

e 
ul

tim
at

e 
ow

ne
r. 



Solicitation No.                                                                                                                   Buyer ID:  
HT300-193651/A                                                                                                                052eem 

Page 1 of 3

FORM 1 

MASTER ITQ SUBMISSION FORM 

Respondent Profile 

Respondent’s Registered Legal Business 
Name (“Respondent”): 

Street Address: 

City/Province: 

Postal Code: 

Phone Number: 

Parent Organization (if any): 

Names of Board of Directors or Owner(s): 

Procurement Business Number (PBN): 

ITQ Primary Contact Person 

Name: 

Title: 

Email Address: 

Telephone Number: 
Respondent is an Aboriginal Business as 
defined in Annex A (Yes / No) 

Respondent Representative  

Name and Title of Respondent 
Representative(s) 

Address 

Telephone Number(s) 

E-Mail Address 

Preferred Language (English or French) 
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Respondent Team member 

Name and Title of Respondent Team 
Members 
Company (Registered or Corporate Name) 
Address 

Telephone Number(s) 
E-Mail Address 
Preferred Language (English or French) 

Respondent Team member 

Name and Title of Respondent Team 
Members 
Company (Registered or Corporate Name) 
Address 

Telephone Number(s) 
E-Mail Address 
Preferred Language (English or French) 

Respondent Team member 

Name and Title of Respondent Team 
Members 
Company (Registered or Corporate Name) 
Address 

Telephone Number(s) 
E-Mail Address 
Preferred Language (English or French) 

Respondent Team member 

Name and Title of Respondent Team 
Members 
Company (Registered or Corporate Name) 
Address 

Telephone Number(s) 
E-Mail Address 
Preferred Language (English or French) 

Respondent Team member 

Name and Title of Respondent Team 
Members 
Company (Registered or Corporate Name) 
Address 

Telephone Number(s) 
E-Mail Address 
Preferred Language (English or French) 

Copy the above table if you are proposing more than five (5) team members. 
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The above named Respondent Representative hereby declares on its own behalf and, for clarity, on behalf 
of all Respondent Team Members that: 

a. it has the power and authority to bind the Respondent for the purpose of the ITQ; 

b. the Respondent is a: 
 a sole proprietor; 
  a limited liability or general partnership; 
  a corporation; or  
  an unincorporated consortium carrying on business under the above mentioned 

Respondent name 

c. if invited to participate in the RFP, the Respondent would prefer to receive correspondence and 
associated procurement documentation in the following language during the RFP process. Please  
select  just one (1) language as the Respondent's preferred language: 

  English 
  French 

d. this Master ITQ Submission Form has not been modified in any manner, except to include the 
Respondent's required information and the Amendment information required by this Form; and 

e. the Respondent and its affiliates are in compliance with the Integrity Provisions  set in Section 5.1 
– Integrity Provisions, of the ITQ.  In witness whereof, the Respondent Representative has signed 
this - Master ITQ Submission Form as of the date indicated below. 

Respondent Representative: 

Name: ____________________________________ 

Title: ______________________________________ 

Date: ______________________________________ 

______________________________________ 
Signature 

I/We have authority to bind the Respondent Representative and to bind the Respondent and each 
Respondent Team Member.
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FORM 2 

SOFTWARE PUBLISHER CERTIFICATION FORM 

(to be used where the Respondent itself is the Software Publisher) 

The Respondent certifies that is the software publisher of all the following software products and 
components and that it has all the rights necessary to license them (and any non-proprietary sub-
components incorporated into the software) on a royalty-free basis to Canada: 

________________________________________ 

________________________________________ 

________________________________________ 

________________________________________ 

________________________________________ 
[respondent should add or remove lines as needed] 

ITQ Number:   

Name of the Respondent:    

Signature of authorized signatory of the Respondent:      

Print Name of authorized signatory of the Respondent:        

Title of the authorized signatory of the Respondent:       

Telephone Number:  
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Form 3 

Software Publisher Authorization Form 

(to be used where the Respondent is not the Software Publisher) 

This confirms that the software publisher identified below has authorized the Respondent named below 
to license its proprietary software products under the contract resulting from the bid solicitation identified 
below. The software publisher acknowledges that no shrink-wrap or click-wrap or other terms and 
conditions will apply, and that the contract resulting from the bid solicitation (as amended from time to 
time by its parties) will represent the entire agreement, including with respect to the license of the 
software products of the software publisher listed below. The software publisher further acknowledges 
that, if the method of delivery (such as download) requires a user to "click through" or otherwise 
acknowledge the application of terms and conditions not included in the bid solicitation, those terms and 
conditions do not apply to Canada's use of the software products of the software publisher listed below, 
despite the user clicking "I accept" or signalling in any other way agreement with the additional terms 
and conditions. 

This authorization applies to the following software products: 

[Respondent should add or remove lines as needed] 

Name of Software Publisher (SP) 

Signature of authorized signatory of SP 

Print Name of authorized signatory of SP 

Print Title of authorized signatory of SP 

Address for authorized signatory of SP 

Telephone no. for authorized signatory of SP 

Fax no. for authorized signatory of SP 

Date signed 

Solicitation Number 

Name of Respondent 


