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November 20, 2020 — Request for Information # M7594-212120/A
National Digital Evidence Management System (DEMS)
and Body Worn Cameras (BWC)
AMENDMENT #003

This amendment is issued to:

e Provide an overview of the online industry engagement information session, the questions and
answers and the power point presentation.

1. Summary of the Industry Engagement Information Session
a) Online Information Session Overview

An online information session related to Request for Information (RFI) #M7594-212120/A — National
Digital Evidence Management System (DEMS) and Body Worn Cameras (BWC) was held Monday,
November 16, 2020 - 9:00am to 11:06am using MS Teams.

The session was delivered jointly by Public Services and Procurement Canada (PSPC) and the Royal
Canadian Mounted Police (RCMP), and was attended by the Fairness Monitor. The meeting agenda for
this session is described below:

Time Event Presented by
9:00am- Public Services and Pascale Archambault Senior
Welcome and Roundtable | Procurement Canada .
9:15am Director, PSPC
(PSPC)

Overview of PSPC and Kate Mulligan
9:15am- Fairness Monitor PSPC and REP Manager, PSPC
9:40am Proposed Engagement and Solutions

Procurement Approach Steve Johnston

PP Fairness Monitor

RFP Solutions

RCMP Operational . Dennis Dal'ey'
Royal Canadian Assistant Commissioner

9:40am- Landscape and ) .

‘ id i ) 4 Mounted Police Contract & Indigenous

9:55am Considerations for Body (RCMP) Policing, RCMP

Worn Cameras
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National Digital Evidence _Mark Penney
Director General
9:55am- Management System .
101 hnical . RCMP Digital Strategy, Governance
0:10am Technical Requirements and Program Support, RCMP
Overview
10:10am-
Break
10:25am
10:25am-
Questions and Answers PSPC and RCMP
11:06am

The power point presentation for this information session is provided at the end of this document.
The following thirteen Vendors attended this meeting.

PureLogic IT Solutions Inc.
Axon Public Safety Canada Inc
PricewaterhouseCoopers LLP
Fujitsu Consulting (Canada) Inc.
Kustom Signals Inc.

Dell Technologies Canada
Amazon Web Services, Inc.
iCONECT

Motorola Solutions Canada Inc.
CGl Information Systems and Management Consultants
Cyberkar Systems

Flex Group (Flex Latitude)

IBM Canada Ltd.

W NOUAWNR

el ol
wN = o

b) Questions and Answers

Vendors submitted their questions via the Website Slido.com. The answers were provided during the
Questions and Answers portion of the session. Twenty three (23) questions were received and related to
various topics such as security, financial, technical, project schedule, procurement activities and
strategy.

The questions and their answers are listed below:

Question 1:
What is the overall budget for this project?

Answer 1:

At this time, we are still in project definition phase and costing development remains ongoing. We
would not normally disclose our costing as a part of the procurement process.
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Question 2:

Will the government consider extensions to the schedule?

Answer 2:

With respect to the Request for Information (RFI) schedule, we will consider any extension request.
However, we must also take into consideration the RCMP’s project schedule and operational
requirements. We recommend that any requests for extension be sent to the Contracting Authority’s
general email inbox in writing.

Question 3:

Are the one-on-one session commercially confidential sessions to share feedback?

Answer 3:

Yes. The one-on-one sessions are opportunities for suppliers to demonstrate their existing solution in
relation to the scenarios outlined in the RFI. In addition, if there is any confidential information in your
RFI response, we request that it be identified in your RFl response.

Question 4:

Is there a plan for vendors that are out of country (US based) during the period of travel restrictions?
Will a virtual demonstration be acceptable/feasible?

Answer 4:

Yes. We are currently planning to hold virtual one-on-one sessions, similar to today’s information
session. The objective for the one-on-one sessions is to obtain as much information as possible with
regards to vendors’ current solutions.

Question 5:

Could we postpone the RFI Response by two weeks? We need to reflect on today's Information session.

Answer 5:

We will consider all requests for extension. We will review the procurement schedule and publish a
response on BuyandSell.gc.ca. Any requests for extension should be sent to the Contracting Authority’s
general email inbox in writing.

* Please note that a one-week extension was granted to Friday, November 27, 2020 at 2:00PM EST as
part of Amendment #002.

Question 6:
Will RCMP entertain Proof of Concepts (PoC) from participants prior to the RFP release?

Answer 6:

With regard to Proof of Concepts, we typically see these being done during the Request for Proposal
(RFP) stage. However, if you feel that it would be more beneficial for these to occur during an earlier
stage of the procurement process, we recommend that you provide us with appropriate feedback in
your RFl response.
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Question 7:

Which BWC are currently in use and how many are there?

Answer 7:

There are approximately seventy-six (76) Body Worn Cameras in use at this time and they are a mix of
WatchGuard and Axon brand. These cameras are deployed to large-scale protests and for public order
measures. In the recent past BWC have been deployed to Nova Scotia and Newfoundland as well as to
locations in British Columbia and Alberta. We are not sure at this time how many BWC are in the various
provinces but can provide this information to industry later. The RCMP has been investigating BWC since
2015 and entered into an agreement with Defence Research and Development Canada (DRDC) in 2015
for their assistance in investigating technologies to be deployed to the field. The cameras that will be
deployed to Nunavut for the BWC pilot project are WatchGuard cameras and the technology is
approximately 5 years old. The RCMP is not deploying them to test the technology, but rather to inform
its policies and procedures, with a focus on its interactions with the Indigenous community. The pilot
project is expected to last six (6) months.

*In reference to the response above, The RCMP can confirm that the seventy-six (76) BWC’s currently in
use have been deployed across the provinces and territories as follows:

e Nova Scotia —22

e  British Columbia —16

e Alberta— 10 (*these 10 will be deployed to Newfoundland in January)
e Nunavut-20

e Ontario - 8 (These are at National Headquarters and are not in use)

Question 8:
What type and make a BWC is piloted by the RCMP in the Northwest Territories (NWT) at the end of this
month?

Answer 8:
The RCMP is deploying WatchGuard cameras for the pilot in Nunavut; not NWT.

Question 9:
Which Major Case Management (MCM) system is being deployed nationally?

Answer 9:
The MCM system that is being deployed nationally is the Xanalys Powercase system.

Question 10:
What is the RCMP policy for storing data in the cloud?

Answer 10:

The RCMP has assessed that it will be collecting Protected B level data using a Medium
integrity/Medium availability profile. This framework is publicly available at the following link:
https://www.canada.ca/en/government/system/digital-government/digital-government-
innovations/cloud-services/government-canada-security-control-profile-cloud-based-it-services.html
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Question 11:

Which public cloud providers are currently used with the RCMP?

Answer 11:

The RCMP is using the Government of Canada (GC) Cloud Brokerage service for its cloud services and
recognizes that there are currently seven (7) vendors who have been approved by the Canadian Centre
for Cyber Security (CCCS). The RCMP is following a multi-cloud approach and will be looking for a hyper-
scale certified vendor for the BWC/DEMS Solution. The RCMP would welcome industry feedback in
regard to this approach. The link to the GC Cloud Brokering service can be found here: https://cloud-
broker.canada.ca/s/?language=en CA

Question 12:
What are the business continuity management requirements? Can this be expressed as maximum
allowable downtime, service levels, Recovery Time Objective / Recovery Point Objective (RTO/RPO)?

Answer 12:

Discussions on this topic remain ongoing but will be driven by business and operational requirements.
The RCMP would welcome industry feedback concerning its existing capabilities and what it has
experienced with its other customers. The RCMP recognizes that service levels could influence the
design of the solution.

Question 13:

Are the security requirements from slide 31 mandatory in order to be considered?

Answer 13:

From a cloud security perspective, ITSC 33 will be a requirement for assessing an eventual solution and
obtaining the authority to operate. Personnel clearances at any given level will be dependent on the
nature of the solution and the access that said personnel have to the solution and the data involved. The
RCMP would welcome industry feedback on this topic, namely on the SOC2 and 1SO27000 series
requirements.

Question 14:

Are there anticipated requirements for in-country or provincial/territory support staff, technical or
otherwise?

Answer 14:

There is an expectation that the provinces and territories will have a need for technical support and that
RCMP employees will be involved, notably concerning information required for court disclosure or that
needs to be redacted. The RCMP would welcome industry feedback on this topic and is interested in
what industry has seen with its other customers.

Question 15:
Capabilities expressed in the demo scenarios may be difficult to demonstrate in a virtual environment
and more conducive to a Proof of Concept. Comments?
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Answer 15:

We welcome any suggestions with respect to any procurement activities and recommend that they be
included in your RFI response. Any suggestions will be taken into consideration. At this time,
Government of Canada employees are still teleworking and it would be an exception to have face to
face meetings.

Question 16:
What is the retention period for BWC video data?

Answer 16:

The retention period is dictated by the nature of the evidence collected. When a crime is reported, it is
classified via a code that corresponds to specific retention and purging requirements. Retention periods
vary based on the crime period and may be as little as two (2) years for transitory information, up to
ninety-nine (99) years for major crimes such as a homicide.

Question 17:

BC Prime has a major influence on contract policing, how does RCMP envisage their recent decision and
route for BWC and DEMS working with the national system?

Answer 17:

The needs of the RCMP’s various contracting partners will be considered for this project and will help
inform the national rollout strategy of the BWC and DEMS. Recognizing that British Columbia is a large
contracting partner, the needs of other jurisdictions will need to be taken into consideration too.

Question 18:

Is there a version of today's presentation that has working links? The PDF presentation has links that we
cannot copy?

Answer 18:
Yes, we will provide a copy of today’s presentation with working links.

* The presentation with working links is provided as part of this Amendment 003 at paragraph c) below.

Question 19:

How does RCMP plan to address chain of custody concerns when using cloud services for DEMS, where
cloud providers may have access to the data?

Answer 19:

Chain of custody is essential for any investigation and the RCMP is keen to learn more about the
capabilities and experience that industry can offer, including if it is familiar with how other jurisdictions
and law enforcement agencies address challenges in this area. Much will depend on the solution and the
level of information that people will have access to; this will dictate the need for security clearances.

Question 20:

Are there anticipated changes to any of the other systems (Records Management System (RMS) etc.) in
the next 6 years that would be for consideration in the review?
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Answer 20:

The RCMP recognizes that it has a complicated ecosystem in this respect, and there is certainly the
potential for change and the introduction of new capabilities to other RCMP systems over the next six
(6) years; some aspects of which may be coming to the end of their life in the next couple of years. The
RCMP is seeking industry’s feedback on integration and aims to find an industry partner as a part of this
initiative. It is envisioned this partner is one who can help facilitate unknown integration points and
interoperability, using things like open standards and API’s while staying away from a fully customized
solution.

Question 21:

Will you be providing written responses to these Slido questions?

Answer 21:
Yes. All the questions and answers will be published in an upcoming amendment to the RFI.

Question 22:

When do you anticipate a decision on the extension?

Answer 22:
We anticipate a decision to be published the next RFl amendment. Also it depends on how many
extension requests we receive.

Question 23:

80% of captures will not be actual evidence-some will be intelligence, and around 5-10% will be actual
evidence - is it envisaged, all capture will be on DEMS

Answer 23:

The RCMP’s goal is to use BWC to capture as much evidence as possible for an incident, recognizing the
intense scrutiny that police officers are under and the need to maintain public trust and confidence.
Public trust and confidence may be affected by what is not on the camera.

c) Power Point Presentation

The Power Point Presentation is found on the following page.

ALL OTHER TERMS AND CONDITIONS REMAIN UNCHANGED.
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