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REQUEST FOR PROPOSAL Solicitation Closes — L’invitation prend fin
DEMANDE DE PROPOSITION

at/a :2 :00 pm/ 14 :00 AST/THNA

Proposal to: Correctional Service Canada on/le: January4,2021

We hereby offer to sell to Her Majesty the Queen in right F.O0.B. —F.AB.

of Canada, in accordance with the terms and conditions Plant — Usine: Destination: Other-Autre:
set out herein, referred to herein or attached hereto, the
goods, services, and construction listed herein and on any

attached sheets at the price(s) set out thereof Address Enquiriesto — Soumettre toutes questions a:

Proposition a: Service Correctionnel du Canada Sylvie Gallant, A/District Officer, Contracting and Mate riel

) . o Management Services
Nous offrons par la présente de vendre & Sa Majesté la

Reine du chef du Canada, aux conditions énoncées ou
incluses par référence dans la présente et aux appendices
ci-jointes, les biens, services et construction énumérés ici
sur toute feuille ci-annexée, au(x) prix indiqués). (506) 851-3923
Comments — Commentaires : Destination of Goods, Services and Construction:
Destination des biens, services et construction:

Telephone No. — N° de téléphone:

“THIS DOCUMENT CONTAINS A SECURITY
REQUIREMENT” Saint John, NB area

. Instructions: See Herein
« LEPRESENT DOCUMENT COMPORTE UNE EXIGENCE| |nstructions : Voir aux présentes

RELATIVE A LA SECURITE »

. Delivery Required — Livraison Delivery Offered — Livraison
Vendor/Firm Name and Address — exigée : See herein proposée : \Voir aux présentes

Raison sociale etadresse du fournisseur/de
I’entrepreneur :

Name and title of person authorizd to sign on behalf of Vendor/Firm
Nom et titre du signataire autorisé du fournisseur/de ’entrepreneur

Name / Nom Title/Titre

Telephone # —N°de Téléphone:

Fax #— No de télécopieur : Signature Date

Email / Courriel : (Sign and return cover page with bid proposal /

Signer et retourner la page de couverture avec la proposition)

GST # or SIN or Business # — N°de TPS
ou NAS ou N° d’entreprise :
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PART 1 - GENERAL INFORMATION
1. Security Requirement
1.1 Before award of a contract, the following conditions must be met:

(@) the Bidder must hold a valid organization security clearance as indicated in Part 6 -
Resulting Contract Clauses;

(b) the Bidder's proposed individuals requiring access to classified or protected information,
assets or sensitive work sites must meet the security requirement as indicated in Part 6
- Resulting Contract Clauses;

(c) the Bidder must provide the name of all individuals who will require access to classified
or protected information, assets or sensitive work sites.

(d) the Bidder's proposed location of work performance and document safeguarding must
meet the security requirements as indicated in Part 6 — Resulting Contract Clauses;

(e) the Bidder must provide the addresses of the proposed sites or premises of work
performance and document safeguarding as indicated in Part 3 — Section IV Additional
Information.

1.2 Bidders are reminded to obtain the required security clearance promptly. Any delay in the
award of a contract to allow the successful bidder to obtain the required clearance will be at
the entire discretion of the Contracting Authority.

1.3 For additional information on security requirements, Bidders should refer to the Contract
Security Program (CSP) of Public Works and Government Senices Canada website.

2. Statement of Work
The Work to be performed is detailed under Article 2 of the resulting contract clauses.
3. Revision of Departmental Name

As this bid solicitation is issued by Correctional Senice Canada (CSC), any reference to Public
Works and Government Senices Canada (PWGSC) or its Minister contained in full text or by
reference in any term, condition or clause of this document, or any resulting contract, must be
interpreted as a reference to CSC or its Minister.

4. Debriefings

Bidders may request a debriefing on the results of the bid solicitation process. Bidders should
make the request to the Contracting Authority within 15 working days of receipt of the results of
the bid solicitation process. The debriefing may be in writing, by telephone or in person.

5. Procurement Ombudsman

The Office of the Procurement Ombudsman (OPO) was established by the Government of
Canada to provide animpartial, independent venue for Canadian bidders to raise complaints
regarding the award of certain federal contracts under $26,400 for goods and $105, 700 for
senices. If you have concerns regarding the award of a federal contract below these dollar
amounts, you may contact OPO by e-mail at boa.opo@boa-opo.gc.ca, by telephone at 1-866-
734-5169, or by web at www.opo-boa.gc.ca. For more information on OPQO’s services or to
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determine if your concerns are within the Ombudsman’s mandate, please see the Procurement
Ombudsman Requlations or vsit the OPO website.
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PART 2 - BIDDER INSTRUCTIONS
1. Standard Instructions, Clauses and Conditions
All instructions, clauses and conditions identified in the bid solicitation by number, date and title

are set out in the Standard Acquisition Clauses and Conditions Manual issued by Public Works
and Government Senices Canada.

Bidders who submit a bid agree to be bound by the instructions, clauses and conditions of the bid
solicitation and accept the clauses and conditions of the resulting contract.

The 2003 (2020-05-28) Standard Instructions - Goods or Senices - Competitive Requirements,
are incorporated by reference into and form part of the bid solicitation.

Subsection 5.4 of 2003, Standard Instructions - Goods or Services - Competitive
Requirements, isamended as follows:

Delete: sixty (60) days
Insert: one hundred and twenty (120) days

2. Submission of Bids

Bids must be submitted only to Correctional Senice of Canada (CSC) by the date, time and place
indicated on page 1 of the bid solicitation.

3. Former Public Servants

Contracts awarded to former public servants (FPS) in receipt of a pension or of a lump sum
payment must bear the closest public scrutiny, and reflect fairness in the spending of public
funds. In order to comply with Treasury Board policies and directives on contracts awarded

to FPSs, bidders must provide the information required below before contract award. If the
answer to the questions and, as applicable the information required have not been received by
the time the evaluation of bids is completed, Canada will inform the Bidder of a time frame within
which to provide the information. Failure to comply with Canada’s request and meet the
requirement within the prescribed time frame will render the bid non-responsive.

Definitions

For the purposes of this clause, "former public servant" is any former member of a department as
defined in the Financial Administration Act, R.S., 1985, c. F-11, a former member of the Canadian
Armed Forces or a former member of the Royal Canadian Mounted Police. A former public
servant may be:

an individual;

an individual who has incorporated;

a partnership made of former public servants; or

a sole proprietorship or entity where the affected individual has a controlling or major
interest in the entity.

aooe

"lump sum payment period” means the period measured in weeks of salary, for which payment
has been made to facilitate the transition to retirement or to other employment as a result of the
implementation of various programs to reduce the size of the Public Senice. The lump sum
payment period does not include the period of severance pay, which is measured in a like
manner.
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"pension” means a pension or annual allowance paid under the Public Service Superannuation

Act (PSSA), R.S., 1985, c. P-36, and any increases paid pursuant to the Supplementary
Retirement Benefits Act,R.S., 1985, c. S-24 as it affects the PSSA. It does notinclude pensions

payable pursuantto the Canadian Forces Superannuation Act,R.S., 1985, c. C-17, the Defence
Services Pension Continuation Act, 1970, c. D-3, the Royal Canadian Mounted Police Pension
Continuation Act, 1970, c. R-10, and the Royal Canadian Mounted Police Superannuation Act,R.S.,
1985, c. R-11,the Members of Parliament Retiring Allowances Act, R.S. 1985, c. M-5, and that portion
of pension payable to the Canada Pension Plan Act,R.S., 1985, c. C-8.

Former Public Servant in Receipt of a Pension

As per the above definitions, is the Bidder a FPS in receipt of a pension? Yes () No ()
If so, the Bidder must provide the following information, for all FPSs in receipt of a pension, as
applicable:

a. name of former public servant;
b. date of termination of employment or retirement from the Public Senice.

By providing this information, Bidders agree that the successful Bidder’s status, with respect to
being a former public servant in receipt of a pension, will be reported on departmental websites
as part of the published proactive disclosure reports in accordance with Contracting Policy Notice:
2019-01 and the Guidelines on the Proactive Disclosure of Contracts.

Work Force Adjustment Directive

Is the Bidder a FPS who received a lump sum payment pursuant to the terms of the Work Force
Adjustment Directive? Yes () No ()

If so, the Bidder must provide the following information:

name of former public servant;

conditions of the lump sum paymentincentive;

date of termination of employment;

amount of lump sum payment;

rate of pay on which lump sum payment is based;

period of lump sum payment including start date, end date and number of weeks;
number and amount (professional fees) of other contracts subject to the restrictions of a
work force adjustment program.

@roooT

4. Enquiries-Bid Solicitation

All enquiries must be submitted in writing to the Contracting Authority no later than five (5)
business days before the bid closing date. Enquiries received after that time may not be
answered.

Bidders should reference as accurately as possible the numbered item of the bid solicitation to
which the enquiry relates. Care should be taken by bidders to explain each question in sufficient
detail in order to enable Canada to provide an accurate answer. Technical enquiries that are of a
proprietary nature must be clearly marked "proprietary” at each relevant item. Items identified as
"proprietary" will be treated as such except where Canada determines that the enquiry is not of a
proprietary nature. Canada may edit the question(s) or may request that the Bidder do so, so that
the proprietary nature of the question(s) is eliminated, and the enquiry can be answered to all

Bidders. Enquiries not submitted in a form that can be distributed to all Bidders may not be
answered by Canada.
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5. Applicable Laws

Any resulting contract must be interpreted and governed, and the relations between the parties
determined, by the laws in force in New Brunswick.

Bidders may, at their discretion, substitute the applicable laws of a Canadian province or territory
of their choice without affecting the validity of their bid, by deleting the name of the Canadian
province or territory specified and inserting the name of the Canadian province or territory of their
choice. If no change is made, it acknowledges that the applicable laws s pecified are acceptable
to the bidders.
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PART 3 - BID PREPARATION INSTRUCTIONS
1. Bid Preparation Instructions

CSC requests that bidders provide their bid in separately bound sections as follows:

Section [ Technical Bid: one (1) electronic copy
Section llI: Certifications: one (1) electronic copy
Section IV: Additional Information: one (1) electronic copy

CSC requests that bidders follow the format instructions described below in the preparation of
their bid:

i. use8.5x 1linch (216 x 279 mm) paper;
ii. use anumbering system that corresponds to the bid solicitation.

In April 2006, Canada issued a policy directing federal departments and agencies totake the
necessary steps to incorporate environmental considerations into the procurement process, the
Policy on Green Procurement. To assist Canada in reaching its objectives, bidders should:

i. use8.5x11inch (216 x 279 mm) paper containing fibre certified as originating from a
sustainably-managed forest and containing minimum 30% recycled content; and

ii. use an environmentally-preferable format including black and white printing instead of colour
printing, printing double sided/duplex, using staples or clips instead of cerlox, duo tangs or
binders.

2. Section I:  Technical Bid

In their technical bid, Bidders should explain and demonstrate how they propose to meet the
requirements and how they will carry out the work.

3. Section Il Financial Bid

Bidders do not have to submit a financial bid in response to this solicitation.
See Annex B — Proposed Basis of Payment for the Pricing Schedule format.
3.1 Exchange Rate Fluctuation

SACC Manual clause C3011T (2013-11-06) Exchange Rate Fluctuation

4. Section Il Certifications

Bidders must submit the certifications and additional information required under Part 5.
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5. Section IV: Additional Information
5.1 Bidder’s Proposed Site(s) or Premises Requiring Safeguarding Measures

(@) Asindicated in Part 1 under Security Requirements, the Bidder must provide the full
addresses of the Bidder’s and proposed individuals’ sites or premises for which safeguarding
measures are required for Work Performance:

Street Number / Street Name, Unit / Suite / Apartment Number
City, Province, Territory / State

Postal Code / Zip Code

Country

(b) The Company Security Officer (CSO) must ensure through the Contract Security Program

(CSP) that the Contractor and individuals hold a valid security clearance at the required
level, as indicated in Part 1, clause 1.1 Security Requirements.
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PART 4 - EVALUATION PROCEDURES AND BASIS OF SELECTION
1. EvaluationProcedures

(a) Bids will be assessed in accordance with the entire requirement of the bid solicitation
including the technical evaluation criteria.

(b) An evaluation team composed of representatives of CSC will evaluate the bids.

1.1 Technical Evaluation
1.1.1 Mandatory Technical Criteria
Proposals will be evaluated to determine if they meet all mandatory requirements outlined in
Annex D —Evaluation Criteria. Proposals not meeting all mandatory criteria will be
declared non-responsive and will be given no further consideration.

1.1.2 Point Rated Technical Criteria

Proposals will be evaluated to determine their score with regards to the point rated criteria
outlined in Annex D —Evaluation Criteria.

1.1.3 Tie-breaking method for identical bids:

If two technically compliant bids obtain the same total number of points, CSC will award the
contract to the bid with having the most experience in providing case management senices
in a correctional environment.

If two technically compliant bids with the same number of points also have the same
experience in provding case management senices in a correctional environment, the
contract will be awarded as follows:

a. Bid submitted by email: technically compliant bid that was received first according to the
date and time the bidder transmitted the email to the CSC Contracting Authority as
indicated in the email.

2. Basis of Selection
1. To be declared responsive, a bid must:
a. comply with all the requirements of the bid solicitation; and
b. meet all mandatory technical evaluation criteria; and
c. obtain the required minimum of 63 points overall for the technical evaluation criteria
which are subject to point rating. The rating is performed on a scale of 105 points.

2. Bids not meeting (a) or (b) or (c) will be declared non-responsive. The responsive bid with
the highest number of points will be recommended for award of a contract

3. Insurance Requirements
The Bidder must provide a letter from an insurance broker or an insurance company licensedto
operate in Canada stating that the Bidder, if awarded a contract as a result of the bid solicitation,

can be insured in accordance with the Insurance Requirements specified in article 12 of PART 6
—RESULTING CONTRACT CLAUSES.
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If the information is not provided in the bid, the Contracting Authority will so inform the Bidder and
provide the Bidder with a time frame within which to meet the requirement. Failure to comply with
the request of the Contracting Authority and meet the requirement within that time period will
render the bid non-responsive.
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PART 5 - CERTIFICATIONS AND ADDITIONAL INFORMATION

Bidders must provide the required certifications and additional information to be awarded a
contract.

The certifications provided by Bidders to Canada are subject to werification by Canada at all
times. Unless specified otherwise, Canada will declare a bid non-responsive or will declare a
contractor in default if any certification made by the Bidder is found to be untrue whether made
knowingly or unknowingly, during the bid evaluation period or during the contract period.

The Contracting Authority will have the right to ask for additional information to verify the Bidders'
certifications. Failure to comply and to cooperate with any request or requirement imposed by the
Contracting Authority may render the bid non-responsive or constitute a default under the
Contract.

1. Certifications Precedent to Contract Award and Additional Information

The certifications and additional information listed below should be submitted with the bid, but
may be submitted afterwards. If any of these required certifications or additional information is not
completed and submitted as requested, the Contracting Authority will inform the Bidder of a time
frame within which to provide the information. Failure to provide the certifications or the
additional information listed below within the time frame provided will render the bid non-
responsive.

1.1 Integrity Provisions —Declaration of Convicted Offenses

A) Subject to subsection B, by submitting a bid in response to this bid solicitation, the Bidder
certifies that:

i it has read and understands the Ineligibility and Suspension Policy;

ii. it understands that certain domestic and foreign criminal charges and convictions, and
other circumstances, as described in the Palicy, will or may result in a determination of
ineligibility or suspension under the Policy;

iii. itis aware that Canada may request additional information, certifications, and validations
from the Bidder or a third party for purposes of making a determination of ineligibility or
suspension;

iv. it has provided with its bid a complete list of all foreign criminal charges and convictions
pertaining to itself, its affiliates and its proposed first tier subcontractors that, to the best
of its knowledge and belief, may be similar to one of the listed offenses in the Policy;

V. none of the domestic criminal offenses, and other circumstances, described in the Policy
that will or may result in a determination of ineligibility or suspension, apply to it, its
affiliates and proposed first tier subcontractors; and

\i. it is not aware of a determination of ineligibility or suspension issued by PWGSC that
applies to it.

B) Where a Bidder is unable to provide any of the certifications required by subsection A, it
must submit with its bid the completed Integrity Declaration Form. Bidders must submit this
form to Correctional Senice of Canada with their bid.
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1.2 Integrity Provisions — Required documentation

List of names: all Bidders, regardless of their status under the Ineligibility and Suspension
Policy, must submit the following information:

i. Bidders that are corporate entities, including those bidding as joint ventures, must provide a
complete list of the names of all current directors or, for a privately owned corporation, the
names of the owners of the corporation;

ii. Bidders bidding as sole proprietors, including sole proprietors bidding as joint ventures, must
provide a complete list of the names of all owners; or

iii. Bidders that are a partnership do not need to provide a list of names.

List of Names:

OR

O The Bidderis a partnership

During the evaluation of bids, the Bidder must, within 10 working days, inform the Contracting
Authority in writing of any changes affecting the list of names submitted with the bid.

1.3 Federal Contractors Program for Employment Equity - Bid Certification

By submitting a bid, the Bidder certifies that the Bidder, and any of the Bidder's members if the
Bidder is a Joint Venture, is not named on the Federal Contractors Program (FCP) for
employment equity "FCP Limited Eligibility to Bid" list available at the bottom of the page of the
Employment and Social Development Canada (ESDC) — Labour's website.

Canada will have the right to declare a bid non-responsive if the Bidder, or any member of the
Bidder if the Bidder is a Joint Venture, appears on the "FCP Limited Eligibility to Bid" list at the
time of contract award.

1.4 Statusand Availability of Resources

SACC Manual clause A3005T (2010-08-16) Status and Availability of Resources

1.5 Language Requirements - English

By submitting a bid, the Bidder certifies that, should it be awarded a contract as result of the bid
solicitation, every individual proposed in its bid will be fluent in English. The individual(s)
proposed must be able to communicate orally and in writing in English without any assistance
and with minimal errors.

1.6 Education and Experience

SACC Manual clause A3010T (2010-08-16) Education and Experience
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1.7 Certification:

By submitting a bid, the Bidder certifies that the information submitted by the Bidder in response
to the above requirements is accurate and complete.
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PART 6

Canada

- RESULTING CONTRACT CLAUSES

The following clauses and conditions apply to and form part of any contract resulting from the bid

solicitat
1.

1.1 The

ion.
Security Requirement

following security requirements (SRCL and related clauses provided by PWGSC CSP)

apply to and form part of the Contract.

SECUR

ITY REQUIREMENT FOR CANADIAN SUPPLIER:

PWGSC FILE No. 21280-21-3509384

1.

1.2 Co
for

1.2.

1.2.

The Contractor/Offeror must, at all times during the performance of the Contract/Standing
Offer, hold a valid Designated Organization Screening (DOS) with approved Document
Safeguarding at the level of PROTECTED B, issued by the Contract Security Program
(CSP), Public Works and Government Senices Canada (PWGSC).

The Contractor/Offeror personnel requiring access to PROTECTED information, assets
or site(s) must EACH hold a valid RELIABILITY STATUS, granted or approved by the
CSP, PWGSC.

The Contractor MUST NOT utilize its Information Technology systems to electronically
process, produce or store PROTECTED information until the CSP, PWGSC has issued
written approval. After approval has been granted or approved, these tasks may be
performed at the level of PROTECTED B, including an IT Link at the level of
PROTECTED B.

Subcontracts which contain security requirements are NOT to be awarded without the
prior written permission of the CSP, PWGSC.

The Contractor/Offeror must comply with the provisions of the:

@ Security Requirements Check List and security guide (if applicable), attached at
Annex C;
(b) Contract Security Manual (Latest Edition)

ntractor's Sites or Premises Requiring Safeguarding Measures/ IT Authorization
Storage or Processing

1  Where safeguarding measures are required in the performance of the Work, the
Contractor must diligently maintain up-to-date, the information related to the
Contractor's and proposed individuals’ sites or premises, for the following
addresses:

Street Number / Street Name, Unit / Suite / Apartment Number
City, Province, Territory /State

Postal Code / Zip Code

Country

2 The Company Security Officer (CSO) must ensure through the Contract Security

Program (CSP) that the contractor and individuals hold a valid security clearance
at the required level of document safeguarding capability.
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2. Statement of Work

The Contractor mustperform the Work in accordance with the Statementof Work at Annex A.

3. Standard Clauses and Conditions

All clauses and conditions identified in the Contract by number, date and title are set out in the

Standard Acquisition Clauses and Conditions Manual issued by Public Works and Government
Senices Canada.

As this Contractis issued by Correctional Senice Canada (CSC), any reference to Public Works
and Government Senices Canada (PWGSC) or its Minister contained in full text or by reference
in any term, condition or clause of this document must be interpreted as a reference to CSC or its
Minister.

3.1 General Conditions

2010B (2020-05-28), General Conditions - Professional Senices (Medium Complexity), apply to
and form part of the Contract.

3.2 Replacement of Specific Individuals

1. If specific individuals are identified in the Contract to perform the Work, the Contractor must
provide the senices of those individuals unless the Contractor is unable to do so for reasons
beyond its control.

2. If the Contractor is unable to provide the senices of any specific individual identified in the
Contract, it must provide a replacement with similar qualifications and experience. The
replacement must meet the criteria used in the selection of the Contractor and be acceptable
to Canada. The Contractor must, as soon as possible, give notice to the Contracting Authority
of the reason for replacing the individual and provide:

a. The name, qualifications and experience of the proposed replacement; and
b. Proof that the proposed replacement has the required security clearance granted by
Canada, if applicable.

3. The Contractor must not, in any event, allow performance of the Work by unauthorized
replacement persons. The Contracting Authority may order that a replacement stop
performing the Work. In such a case, the Contractor mustimmediately comply with the order
and secure a further replacement in accordance with subsection 2. The fact that the
Contracting Authority does not order that a replacement stop performing the work does not
release the Contractor from its responsibility to meet the requirements of the Contract.

4. Term of Contract

4.1 Period of the Contract

The Work is to be performed during the period of February 1, 2021 to January 31, 2022.

4.2 Option to Extend the Contract

The Contractor grants to Canada the irrevocable option to extend the term of the Contractby upto two
(2) additional one (1) year period(s) underthe same conditions. The Contractor agrees that, during the

extended period of the Contract, it will be paid in accordance with the applicable provisions as setout
in the Basis of Payment.
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Canadamayexercise this option atany time by sending a written notice to the Contractor at
leastfifteen (15) calendar days before the expiry date of the Contract. The option mayonly be
exercised by the Contracting Authority, and will be evidenced for administrative purpose s only, through
a contractamendment.

5. Authorities
5.1 Contracting Authority
The Contracting Authority for the Contractis:

Name: Syhie Gallant

Title: A/District Officer, Contracting and Materiel Management Senices
Correctional Senice Canada

Branch/Directorate: Atlantic District Office

Telephone: (506) 851-3923

E-mail address: Syhie.Gallant@csc-scc.ge.ca

The Contracting Authority is responsible for the management of the Contract and any changes to
the Contract must be authorized in writing by the Contracting Authority. The Contractor must not
perform work in excess of or outside the scope of the Contract based on verbal or written
requests or instructions from anybody other than the Contracting Authority.

5.2 Project Authority
The Project Authority for the Contractis:

Name:

Title:

Correctional Senice Canada
Branch/Directorate:
Telephone:

Facsimile:

E-mail address:

The Project Authority is the representative of the department or agency for whom the Work is
being carried out under the Contract and is responsible for all matters concerning the technical
content of the Work under the Contract. Technical matters may be discussed with the Project
Authority, however the Project Authority has no authority to authorize changes to the scope of the
Work. Changes to the scope of the Work can only be made through a contract amendment
issued by the Contracting Authority.

5.3 Contractor's Representative
The Authorized Contractor's Representative is:

Name:

Title:

Company:
Address:
Telephone:
Facsimile:
E-mail address:

Page 18 0of51



I*I Correctional Service  Service correctionnel
Canada Canada

6. Payment
6.1 Basis of Payment

The Contractor will be paid for its costs reasonablyand properlyincurred in the performance ofthe
Work in accordance with the Basis of paymentin annex B, to a limitation of expenditure
of $ .Customs duties are excluded and Applicable Taxes are extra.

6.2 Limitation of Expenditure

1. Canada's total liabilityto the Contractor underthe Contract mustnotexceed $
Customsduties are excluded and Applicable Taxes are extra.

2. Noincreaseinthe total liabilityof Canada orinthe price of the Work resulting from any
design changes, modifications or interpretations ofthe Work, will be authorized or paid to the
Contractor unlessthese design changes, modifications or interpretations have been
approved, in writing, by the Contracting Authority before their incorporation into the Work. The
Contractor mustnotperform anywork or provide any service that would resultin Canada's
total liabilitybeing exceeded before obtaining the written approval ofthe Contracting
Authority. The Contractor mustnotify the Contracting Authority in writing as to the adequacy
of this sum:

a. whenitis 75% committed, or

b. four months before the contractexpiry date, or

c. assoonas the Contractor considersthatthe contract funds provided are inadequate
for the completion ofthe Work,

whichever comes first.

3. If the notification is forinadequate contractfunds, the Contractor mustprovide to the
Contracting Authority a written estimate for the additional funds required. Provision of such
information bythe Contractor does notincrease Canada's liability.

6.3 Terms of Payment
SACC Manual clause H1008C (2008-05-12), Monthly Payment
6.4 SACC Manual Clauses

SACC Manual clause A9117C (2007-11-30), T1204 - Direct Request by Customer Department
SACC Manual clause C0710C (2007-11-30), Time and Contract Price Verification
SACC Manual clause C0705C (2010-01-11), Discretionary Audit

6.5 Travel and Living Expenses

The Contractor will be reimbursedits authorized travel and living expenses reasonablyand properly
incurred in the performance ofthe Work, at cost, withoutany allowance for profitand/or
administrative overhead, in accordance with the meal, and private vehicle allowances specified in
Appendices B, C and D of the National Joint Council Travel Directive, and with the other provisions of
the directive referrina to "travellers”, rather than those referrina to "employees". Canada will not pay
the Contractor any incidental expense allowance for authorized travel.

All travel must have the prior authorization of the Project Authority.

All payments are subject to government audit.
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6.6 Electronic Payment of Invoices — Contract

The Contractor accepts to be paid using the following Electronic Payment Instrument(s):
(@) MasterCard Acquisition Card,;

(b) Direct Deposit (Domestic and International).

7. Invoicing Instructions

1. The Contractor must submit invoices in accordance with the section entitled "Invoice
Submission” of the general conditions. Invoices cannot be submitted until all work identified
in the invoice is completed.

Each inwice must be supported by:

a. acopy oftime sheets to support the time claimed;

b. acopy ofthe release document and any other documents as specified in the Contract;

c. acopy of the inwices, receipts, vouchers for all direct expenses, and all travel and
living expenses;

d. acopy of the monthly progress report.

2. Inwoices must be distributed as follows:

a. The original and one (1) copy must be forwarded to the address shown on page 1 of
the Contract for certification and payment.

8. Certifications and Additional Information
8.1 Compliance

Unless specified otherwise, the continuous compliance with the certifications provided by the
Contractor in its bid or precedent to contract award, and the ongoing cooperation in providing
additional information are conditions of the Contract and failure to comply will constitute the
Contractor in default. Certifications are subject to verification by Canada during the entire period
of the Contract.

9. Applicable Laws

The Contract must be interpreted and governed, and the relations between the parties
determined, by the laws in force in New-Brunswick.

10. Priority of Documents

If there is a discrepancy between the wording of any documents that appear on the list, the
wording of the document that first appears on the list has priority over the wording of any
document that subsequently appears on the list.

(@) the Articles of Agreement;

(b) the General Conditions 2010B (2020-05-28), General Conditions - Professional Senices
(Medium Complexity),

(c) Annex A, Statement of Work;

(d) Annex B, Basis of Payment;

(e) Annex C, Security Requirements Check List;

() the Contractor's bid dated (to be inserted at contract award)
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11.Termination on Thirty Days Notice

11.1 Canada resenes the right to terminate the Contract at any time in whole or in part by giving
thirty (30) calendar days written notice to the Contractor.

11.2 In the event of such termination, Canada will only pay for costs incurred for senices
rendered and accepted by Canada up to the date of the termination. Despite any other
provision of the Contract, there will be no other costs that will be paid to the Contractor as a
result of the termination.

12. Insurance — Specific Requirements

The Contractor must comply with the insurance requirements specified below. The Contractor
must maintain the required insurance coverage for the duration of the Contract. Compliance with
the insurance requirements does not release the Contractor from or reduce its liability under the
Contract.

The Contractor is responsible for deciding if additional insurance coverage is necessary to fulfill
its obligation under the Contract and to ensure compliance with any applicable law. Any additional
insurance cowerage is at the Contractor's expense, and for its own benefit and protection.

The Contractor must forward to the Contracting Authority withinten (10) days after the date of
award of the Contract, a Certificate of Insurance evidencing the insurance coverage and
confirming that the insurance policy complying with the requirements is in force. Coverage must
be placed with an Insurer licensed to carry out business in Canada. The Contractor must, if
requested by the Contracting Authority, forward to Canada a certified true copy of all applicable
insurance policies.

12.1 Commercial General Liability Insurance

The Contractor must obtain Commercial General Liability Insurance, and maintain itin force
throughout the duration of the Contract, in an amount usual for a contract of this nature, but for
not less than $2,000,000 per accident or occurrence and in the annual aggregate.

The Commercial General Liability policy must include the following:

a) Additional Insured: Canada is added as an additional insured, but only with respect to
liability arising out of the Contractor's performance of the Contract. The interest of
Canada should read as follows: Canada, as represented by Public Works and
Gowvernment Senices Canada.

b) Bodily Injury and Property Damage to third parties arising out of the operations of the
Contractor.

¢) Products and Completed Operations: Coverage for bodily injury or property damage
arising out of goods or products manufactured, sold, handled, or distributed by the
Contractor and/or arising out of operations that have been completed by the Contractor.

d) Personal Injury: While not limited to, the coverage must include Violation of Privacy, Libel
and Slander, False Arrest, Detention or Imprisonment and Defamation of Character.

e) Cross Liability/Separation of Insureds: Without increasing the limit of liability, the policy
must protect all insured parties to the full extent of coverage provided. Further, the policy
must apply to each Insured in the same manner and to the same extent as if a separate
policy had been issued to each.

Page 21 of51



(g |

Correctional Service  Service correctionnel

Canada

)

9)
h)

Canada
Blanket Contractual Liability: The policy must, on a blanket basis or by specfific reference
to the Contract, extend to assumed liahilities with respect to contractual provisions.

Employees and, if applicable, Volunteers must be included as Additional Insured.

Employers' Liability (or confirmation that all employees are covered by Worker's
compensation (WSIB) or similar program)

Broad Form Property Damage including Completed Operations: Expands the Property
Damage cowerage to include certain losses that would otherwise be excluded by the
standard care, custody or control exclusion found in a standard policy.

Notice of Cancellation: The Contractor will provide the Contracting Authority thirty (30)
days prior written notice of policy cancellation or any changes to the insurance policy.

If the policy is written on a claims-made basis, coverage must be in place for a period of
at least 12 months after the completion or termination of the Contract.

Litigation Rights: Pursuant to subsection 5(d) of the Department of Justice Act, S.C.
1993, c. J-2, s.1, ifa suit is instituted for or against Canada which the Insurer would, but
for this clause, have the right to pursue or defend on behalf of Canada as an Additional
Named Insured under the insurance policy, the Insurer must promptly contact the
Attorney General of Canada to agree on the legal strategies by sending a letter, by
registered mail or by courier, with an acknowledgement of receipt.

For the province of Quebec, send to:

Director Business Law Directorate,
Quebec Regional Office (Ottawa),
Department of Justice,

284 Wellington Street, Room SAT-6042,
Ottawa, Ontario, K1A 0H8

For other provinces and territories, send to:

Senior General Counsel,

Civil Litigation Section,
Department of Justice

234 Wellington Street, East Tower
Ottawa, Ontario K1A OH8

A copy of the letter mustbe sentto the Contracting Authority. Canadareserves the rightto co-defend
any action broughtagainstCanada. All expenses incurred by Canadato co-defend such actions willbe
at Canada's expense. If Canada decidesto co-defend anyaction broughtagainstit,and Canada does

not agre
resultin

eto a proposed settlementagreed to by the Contractor's insurer and the plaintiff(s) thatwould
the settlementor dismissal ofthe action against Canada, then Canada will be responsible to

the Contractor's insurer for any difference between the proposed settlementamountand the amount
finally awarded or paid to the plaintiffs (inclusive of costs and interest) on behalfof Canada.

13. Ownership Control

Where the Contractor will have access to any and all personal and confidential information
belonging to Canada, CSC staff orinmates for the performance of the work, the following will

apply:
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(&) The Contractor warrants that it is not under ownership control of any non-resident entity (i.e.
Individual, partnership, joint venture, corporation, limited liability company, parent company,
affiliate or other).

(b) The Contractor shall advise the Minister of any change in ownership control for the duration
of the contract.

(c) The Contractor acknowledges that the Minister has relied on this warranty in entering into
this Contract and that, in the event of breach of such warranty, or in the event that the
Contractor’'s ownership control becomes under a non-resident entity, the Minister shall have
the right to treat this Contract as being in default and terminate the contract accordingly.

(d) Forthe purposes of this clause, a non-resident entity is any individual, partnership, joint
venture, corporation, limited liability company, parent company, affiliate or other residing
outside of Canada.

14. Closure of Government Facilities

14.1 Contractor personnel are employees of the Contractor and are paid by the Contractor on the
basis of senices rendered. Where the Contractor or the Contractor's employees are
providing senices on government premises pursuant to this Contract and the said premises
become non accessible due to evacuation or closure of government facilities, and
consequently no Work is being performed as a result of the closure, Canada will not be liable
for payment to the Contractor for the period of closure.

14.2 Contractors working at CSC sites should be aware that they may be faced with delay or
refusal of entry to certain areas at certain times even if prior arrangements for access may
have been made. Contractors are advised to call in advance of travel to ensure that planned
access is still available.

15. Tuberculosis Testing

15.11t is a condition of this contract that the Contractor or any employees of the Contractor who
require entry into a Correctional Senice of Canada Institution to fulfill the conditions of the
contract may, at the sole discretion of the Warden, be required to provide proof of and
results of a recent tuberculin test for the purpose of determining their TB infection status.

15.2 Failure to provide proof of and results of a tuberculin test may result in the termination of the
contract.

15.3 All costs related to such testing will be at the sole expense of the Contractor.

16. Compliance with CSC Policies

16.1 The Contractor agrees that its officers, servants, agents and subcontractors will comply with
all regulations and policies in force at the site where the work covered by this contractis to

be performed.

16.2 Unless otherwise provided in the contract, the Contractor shall obtain all permits and hold all
certificates and licenses required for the performance of the Work.

16.3 Details on existing CSC policies can be found on the CSC website or any other CSC web
page designated for such purpose.
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17. Health and Labour Conditions

17.11In this section, "Public Entity" means the municipal, provincial or federal government body
authorized to enforce any laws concerning health and labour applicable to the performance
of the Work or any part thereof.

17.2 The Contractor shall comply with all laws concerning health and labour conditions applicable
to the performance of the Work or part thereof and shall also require compliance of same by
all its subcontractors when applicable.

17.3The Contractor upon any request for information or inspection dealing with the Work by an
authorized representative of a Public Entity shall forthwith notify the Project Authority or Her
Majesty.

17.4 Evidence of compliance with laws applicable to the performance of the Work or part thereof
by either the Contractor or its subcontractor shall be furnished by the Contractor to the
Project Authority or Her Majesty at such time as the Project Authority or Her Majesty may
reasonably request."

18. Identification Protocol Responsibilities

The Contractor must ensure that the Contractor and each of its agents, representatives or
subcontractors (referred to as Contractor Representatives for the purposes of this clause) comply
with the following self-identification requirements:

18.1 During the performance of any Work at a Government of Canada site, the Contractor and
each Contractor Representative must be clearly identified as such at all times;

18.2 During attendance at any meeting, the Contractor or Contractor Representatives must
identify themselves as such to all meeting participants;

18.3If the Contractor or a Contractor Representative requires the use of the Government of
Canada's e-mail system in the performance of the Work, then the individual must clearly
identify themself as the Contractor or an agent or subcontractor of the Contractor in all
electronic mail in the signature block as well as under the e-mail account Properties. This
identification protocol must also be used in all other correspondence, communication, and
documentation; and

18.4If Canada determines that the Contractor is not complying with any of the obligations stated
in this article, Canada will advise the Contractor and request that the Contractor implement,
without delay, appropriate corrective measures to eliminate recurrence of the problem.

19. Dispute Resolution Services

The Parties agree to make every reasonable effort, in good faith, to settle amicably all disputes or
claims relating to the Contract, through negotiations between the Parties’ representatives
authorized to settle. If the Parties do not reach a settlement within 25 working days after the
dispute was initially raised to the other party in writing, either Party may contact the Office of the
Procurement Ombudsman (OPO) to request dispute resolution/mediation senices. OPO may be
contacted by e-mail at boa.opo@boa-0po.gc.ca, by telephone at 1-866-734-5169, or by web at
WWW.0po-boa.gc.ca. For more information on OPO's senices, please see the Procurement
Ombudsman Requlations or visit the OPO website.
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20. Contract Administration

The Office of the Procurement Ombudsman (OPO) was established by the Government of
Canada to provide animpartial, independent venue for Canadian bidders to raise complaints
regarding the administration of certain federal contracts, regardless of dollar value. If you have
concerns regarding the administration of a federal contract, you may contact OPO by e-mail at
boa.opo@boa-opo.gc.ca, by telephone at 1-866-734-5169, or by web at www.opo-boa.gc.ca. For
more information on OPO’s seniices, please see the Procurement Ombudsman Regulations or
visit the OPO website.

21. Privacy

21.1 The Contractor acknowledges that Canada is bound by the Privacy Act, R.S.C. 1985, c. P-
21, with respect to the protection of personal information as defined in that Act. The
Contractor shall keep private and confidential any such personal information collected,
created or handled by the Contractor under the Contract, and shall not use, copy, disclose,
dispose of or destroy such personal information except in accordance with this clause and
the delivery provisions of the Contract.

21.2 All such personal informationis the property of Canada, and the Contractor shall have no
right in or to that information. The Contractor shall deliver to Canada all such personal
information in whatever form, including all copies, drafts, working papers, notes,
memoranda, reports, data in machine-readable format or otherwise, and documentation
which have been made or obtained in relation to this Contract, upon the completion or
termination of the Contract, or at such earlier time as the Minister may request. Upon
delivery of the personal information to Canada, the Contractor shall have no right to retain
that information in any form and shall ensure that no record of the personal information
remains in the Contractor's possession.

22. Proactive Disclosure of Contracts with Former Public Servants

By providing information on its status, with respect to being a former public servant in receipt of a
Public Service Superannuation Act (PSSA) pension, the Contractor has agreed that this
information will be reported on departmental websites as part of the published proactive
disclosure reports, in accordance with Contracting Policy Notice: 2019-01 of the Treasury Board
Secretariat of Canada.

23. Information Guide for Contractors

Prior to the commencement of any work, the Contractor certifies that its employees, or
employees of its subcontractors, working under contract for CSC will complete the
applicable Module(s) and retain the signed checklist(s) from the CSC “Information Guide for
Contractors” website: www.bit.do/CSC-EN.

Page 25 0f51


mailto:boa.opo@boa-opo.gc.ca
http://www.opo-boa.gc.ca/
https://laws-lois.justice.gc.ca/eng/regulations/SOR-2008-143/page-1.html
http://opo-boa.gc.ca/
http://laws-lois.justice.gc.ca/eng/acts/P-36/FullText.html
https://www.canada.ca/en/treasury-board-secretariat/services/policy-notice/changes-contracting-limits-approval-new-requirements.html

ANNEX A —= STATEMENT OF WORK

MINIMUM CONTRACT REQUIREMENTS — COMMUNITY ASSESSMENT & PAROLE
SUPERVISION (CAPS)

BACKGROUND/ OBJECTIVE

1. In accordance withthe Corrections and Conditional Release Act (CCRA), the purpose
of conditional release is to contribute to the maintenance of a just, peaceful and safe society.
One of the ways that this legislative mandate is fulfilled is to assist offenders to reintegrate into
the community as law-abiding citizens through the provision of programs, plans and supenvsion
in institutions and in the community. The protection of society is the paramount consideration
in the release process.

2. To assist CSC in meeting its mandate, there are times when CSC will contract with independent
agencies/individuals to provide case management senices i.e. supenision, risk assessmert,
urinalysis collection, report writing, etc., for offenders on conditional release and offenders
subject to a Long-Term Supenision Order (LTSO).

SCOPE

3. The Contractor must provide the following senices:

SERVICES

SUPERVISION OF OFFENDERS
UNESCORTED TEMPORARY ABSENCE AND
WORK RELEASE SUPERVISION
PRELIMINARY ASSESSMENTS (PA)
CoMMUNITY ASSESSMENTS (CA) (INCLUDING
PosT-SENTENCE COMMUNITY
ASSESSMENTS [PSCA])

COMMUNITY STRATEGIES (CS)

TANDEM ACCOMPANIMENT/ SUPERVISION
OTHER (PROVIDE DETAILS)

X|X|  X|X

XX

LOCATION OF WORK

4. The Contractor must provide senvices at the following location: the Contractor's place of
business.

LANGUAGE OF WORK

5. The Contractor must provide all senices in the official language of the offender's choice (English
or French).

DEFINITIONS:

Minimum frequency of face-to-face contacts per month that the
Level of Intervention Parole Officer/Contractor must have with the offender. The lewel of
intervention may also be referred to as frequency of contact.

_ Refers to a CSC Parole Officer or a person entrusted by the CSC with
Parole Supenvisor the guidance and supenision of an offender. (CCRA sect. 99 (1))

Information which is substantiated or confirmed by one or more
Reliable Information independent sources; the information is logical and consistent with
other corroborated information on the same subject.
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RESPONSIBILITIES OF THEDEPARTMENT

6.

The Project Authority will consult with the Contractor regarding safe supenision practices and
assist with any problem sohing that may be necessary.

Upon awarding the contract, the Project Authority will provide the Contractor with the following
information at the time the contract is awarded:

a. Instructions for formaitting, completing/submitting the required reports including
timeframes; and

b. The contact information for the National Monitoring Centre, Parole Office, and others as
necessary.

The Project Authority will ensure that the Contractor has access to all applicable legislation,
policies and procedures pertaining to the supervision and management of conditionally released
offenders. The Project Authority will provide the Contractor with information relating to changes
in policy, procedures or practices applicable to the Statement of Work.

The Project Authority will provide essential case management information for each offender
supenised by the Contractor. The Project Authority will make this information available
electronically through the Offender Management System (OMS) unless it is only available in
hard copy or the Contractor is not connected to OMS or via other CSC-approved secure
electronic means of communication. The information and documents to forward are the
following:

Release Certificate;

Community Assessments (CAs) (if relevant);

Correctional Plan — Initial (including the Criminal Profile);

Correctional Plan — Update (including the Community Strategy);

FPS Sheet;

Parole Board Canada (PBC) Decision Sheet;

Pre-release Assessment for Decision report and any addendum reports;
Psychological Reports (if relevant);

Standard Profile;

A recent photograph; and

Any other information relevant to the management of the offender’s case.

AT T S@ho 0T

10.The Project Authority will provide a returnable temporary docket to the Contractor containing

pertinent information relating to requests for written reports (i.e. community strategy, temporary
absence, community assessments, etc.), unless the Contractor was granted access to other
secured means of electronic communication such as the Offender Management System (OMS).

11.The Project Authority will provide the Contractor a secure electronic correspondence solution to

enable communication on offender information which meets the Treasury Board Secretariat’s
Policy on Government Security (PGS). Where electronic correspondence is not an option,
correspondence will be done by mail according to required security standards.

12.Prior to any Contractor beginning work under the contract, the Project Authority will offer

information specific to the senices to be provided. Following the information session, the
Project Authority will ensure the Contractor signs a form confirming that the information was
provided. The information provided may include, but is not limited to the following:

Policy on Confidentiality;

Information on obligations related to the Access to Information Act and the Privacy Act;
Policy on Emergency Measures;

Policy on Staff Safety;

Relationship to the Correctional Senice of Canada;

Paooe

Page 27 of51



f.  Contractual Obligations;
g. Information Management & Security; and
h. Information Guide for Contractors.

13.The Project Authority will monitor and audit the Contractor's compliance with the national
policies and standards applicable to this Statement of Work. The Contractor must facilitate and
cooperate with such monitoring and audit.

MANDATORY REPORTING

14.The Contractor must ensure that if, upon release, the offender fails to contact the Contractor at
the scheduled time of arrival and no valid circumstances can be determined, immediate action
is taken to advise the Technical Authority of the offender’s failure to arrive. If the Technical
Authority is not available during normal working hours, the Contractor must contact a Parole
Officer Supenisor (POS). The Contractor must contact the National Monitoring Centre (NMC)
after-hours.

15.During the period of this contract, should the offender’s behaviour deteriorate, should he/she be
inviolation of any release conditions, or if there are any indications that the offender’s risk has
increased, the Contractor must inform the Technical Authority without delay. The person
delegated under section 135 of the CCRA, in conjunction with the Technical Authority, must
take appropriate measures to ensure public safety and document such measures accordingly.
The Contractor must contact the National Monitoring Centre (NMC) after-hours.

16.The Contractor must immediately advise the Technical Authority or the NMC after-hours when
any information has been received that would be relevant to CSCto make decisions inthe event
that interventions are required, and when reliable information exists that the offender has:

a. been charged with oris planning to commit a new offence;

b. \violated oris about to violate a term or condition of release;

c. not reported and whereabouts are unknown; or,

d. beeninwlved in any other situation which would lead to the conclusion that continued
release would constitute an undue risk to society,

TASKS TO BE PERFORMED BY THE CONTRACTOR

17.The Contractor must follow all legislation and policies pertaining to the management and
supenvision of offenders under federal jurisdiction, in the completion of tasks related to the
Statement of Work.

18.The Contractor must contact the Project Authority or his/her designate for any
clarification/inquiries relating to this contract, and/or CSC legislation and policies.

19.Where the Contractor has been provided with direct access to OMS in read/write mode, the
Contractor will be responsible for entries in relation to the senices identified above in
accordance with applicable legislation and policies. Where the Contractor has not been
provided with direct access to OMS, the Contractor must forward entries in relation to senvices
identified above to CSC, as directed by the Project Authority and agreed upon by the Contractor,
in accordance with all security requirements.

CONDITIONAL RELEASE - COMMUNITY SUPERVISION

20.The Technical Authority will assign the supenision of offenders on conditional release and those
subject to Long-Term Supenvision Orders (LTSO) following the appropriate referral, review, and
acceptance procedures established by CSC and in accordance with applicable legislation and
policy, including requirements in terms of staff safety assessment.

21.The Contractor must ensure that offenders, their community supports and local police agencies
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are provided with CSC’s contact numbers to be used in times of crisis or, when the Contractor
is unavailable.

22.At the initial internview with the offender, the Contractor must review items listed in the Initial
Intenview Checklist (CSC Form # 1331). A signed copy of the Initial Inteniew Checklist must
be forwarded to the Technical Authority to be placed on the offender's Case Management file.

23.The Contractor must, on a regular basis, in accordance with supenision policies and in
consultation with the Technical Authority, verify the offender's place of residence, confirm that
the information contained in the Standard Profile is updated, and identify programs considered
critical to the offender's reintegration. The Standard Profile must be updated as changes occur
in the offender’s situation.

24.Case Management reports must be submitted to the Technical Authority according to the format
and frequency determined in consultation with the Project Authority and according to CSC
policies.

25.The Contractor must maintain clear, legible and detailed Casework Records which shall include
reference to all contacts made with the offender, location of contact (e.g. home, work); time and
date of contact; type of contact (e.g. face to face, phone). The Contractor must clearly indicate
in Casework Records if the contact is collateral and the name(s) of the community support (s)
and their relationship to the offender.

26.All Casework Records prepared by the Contractor must be delivered to CSC within a
maximum of five (5) days following the contact or activity in accordance with policy
requirements. If the Contractor has access to OMS, the Contractor must enter Casework
Records in OMS in accordance with policy as soon as possible, but no later than seven (7)
days.

27.At the request of the Technical Authority , the Contractor must prepare and submit a formal
written report (which may include the Correctional Plan [CP] - Update, Assessment for Decision,
etc.) to the Technical Authority in the following circumstances:

an increase in the offender’s risk;

a breach of a special condition;

suspension;

transfer of the case;

proposal for change to the conditions of release;

any situation requiring notification to the Parole Board of Canada;
exceptional incidents; and,

termination of supenvsion (including suspension and warrant expiry).

S@~paoop

28.The Contractor will share the contents of the report(s) with the offender.

29.Case Conferences between the Contractor and the Technical Authority shall take place at a
frequency determined in consultation with the Technical Authority and according to CSC
policies. The Case Conferences must address the behaviour of the offender and the strategies
which might be required in the management of the case, and the results must be noted in a
Casework Record by the Contractor, in accordance with paragraph 27.

30.The Contractor must be cognizant of and consider all relevant information provided to CSC by
victims in the management of an offender’s case.
TEMPORARY ABSENCES (The supenision of offenders on Unescorted Temporary Absence (UTA),

and/or the supenvision of offenders on Work Release (WR)).

31.At the request of the Project Authority, the Contractor must meetin person or by telephone with
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offenders released to the area on an UTA or WR, in accordance with reporting requirements
identified in the temporary absence permit.

32.The Contractor must conduct a follow-up inteniew with the UTA/WR sponsor immediately
following completion of the UTA or WR. This inteniew can be completed by telephone.

33.The Contractor must complete and forward the Post Temporary Absence/Work Release
Evaluation Report (CSC/SCC 1082) to the Technical Authority following the completion of the
absence. The evaluation will relate to the specific objectives outlined in the original decision
granting the UTA or WR.

TANDEM SUPERVISION (The accompaniment of the assigned Contractor by a second individual).

34.The Contractor must, in consultation and as approved by the Technical Authority, obtain the
assistance of a CSC-authorized person (e.g. Program Officer, Psychologist, Parole Officers,
Police Officer or other)to accompany him/heron home visits in accordance with CSC’s Tandem
Supenision policy.

35.The Contractor may, at the request of the Project Authority, accompany a CSC Parole Officer
on a tandem supenision home visit.

REPORT WRITING

36.In addition to the reporting requirements outlined in the sections entitled ‘ CONDITIONAL RELEASE
— COMMUNITY SUPERVISION’ and ‘“TEMPORARY ABSENCES’, the Contractor must complete the
following reports at the request of the Project Authority in accordance with applicable legislation
and policy:

a. Preliminary Assessment report (PA);

b. Community Assessment report (CA);

c. Post-Sentence Community Assessment report (PSCA); and
d. Community Strategy report (CS).

37.The Contractor must submit the completed reports to the Technical Authority in an electronic
format and/or hard copy as identified by the Project Authority and agreed upon by the
Contractor, within the timeframes outlined in applicable policies.

SHARING AND SHIPPING OF OFFENDER INFORMATION

38.The Contractor must not share copies of documentation provided by CSC with the offender
unless authorized to do so by the Project Authority, in accordance to CSC policies and
guidelines.

39.The Contractor must return all offender information provided by CSC within 30 days of the
transfer or termination of supenision (including suspension and warrant expiry) or, following the
termination of the contract by CSC, whichever is sooner unless the Project Authority gives
written consent instructing otherwise to the Contractor.

40.The Contractor must pack and ship all offender information in accordance with the CSC
Offender Records User's Guide. This mustinclude providing an itemized list of documentation
and files being returned to CSC on a Transmittal Note & Receipt Form (CSC-0827).

HANDLING OF OFFENDER INFORMATION ELECTRONICALLY

41. All electronic exchanges of information and correspondence must be managed in accordance

with the Treasury Board Secretariat's Policy on Government Security (PGS) and the IT Security
Requirements Technical Documents.
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MONTHLY ACTIVITY REPORTS:

42.The Contractor must provide monthly activity reports to the Technical Authority, including:

a. Supenvsion cases identifying the offender's name and FPS number, supenision lewel
and the date supenision commenced,;

b. Supenised UTAs or Work Releases identifying the offender's name and FPS number
and the period (weekday or weekend) during which supenvision was provided; and,

c. Number of completed reports identified by type of reports (CA, PSCA, PA, etc.),
offender name and FPS number.

AUTHORITIES

43. Contracting Authority (To be provided in each contract)
The Contracting Authority for the Contractis:

Name:

Title
Organization:

Address:

Telephone:
Facsimile:
E-mail address:

44 The Contracting Authority is responsible for the management of the Contract and any changes
to the Contract must be authorized in writing by the Contracting Authority. The Contractor must
not perform work in excess of or outside the scope of the Contract based on verbal or written
requests or instructions from anybody other than the Contracting Authority.

45.Technical Authority (To be provided in each Contract)

The Technical Authority for the Contract is:
Name:

Title:
Organization:
Address:
Telephone:
Facsimile:
E-mail address:

46.The Technical Authority is the representative of the department for whom the work is being
carried out under the Contract and is the Contractor’s primary contact with regards to the Work
under the Contract. Matters relating to the Work under the Contract may be discussed with the
Technical Authority; howewer, the Technical Authority has no authority to authorize changes to
the scope of the Work. Changes to the scope of the Work can only be made through a contract
amendment issued by the Contracting Authority.

47.Project Authority
The Project Authority for the Contract is:

Name:
Title:
Organization:
Address:
Telephone:
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Facsimile:
E-mail address:

48.The Project Authority or his/her designated representative will be responsible for monitoring the
progress of the work and will be responsible for the technical requirements; the acceptance and
approval of the deliverables. Any proposed changes to the scope of work may be discussed
with the Project Authority, but any resulting changes can only be authorized by an amendment
issued by the Contracting Authority.
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ANNEX B - Basis of Payment

1.0 Initial Contract Period: February 1%, 2021 to January 31%, 2022

Total estimated cost for fees

The Contractor will be paid in accordance with the following Basis of
Payment for Work performed pursuant tothis Contract.

For the provision of senices as described in Annex A - Statement of Work,
the Contractor will be paid for fees in the performance of this Contract,
HST or GST extra, based on the following:

$213.20 for each Community Assessment (CA)

$213.20 for each Post Sentence Community Assessment (PSCA)
$213.20 for each Community Strategy (CS)

$213.20 for each Correctional Plan Progress Report (CPPR)
$36.00 for each Tandem Supenision Accompaniment

$197.20 Conditional Release Supenision — Blended Rate, for each
Parole Supervision (PS) (including Statutory Releases, Full Parole, Day
Parole and 60-Day UTA'’s, as well as the paperwork that these cases
generate) case for a month, or portion of a month of parole supenision,
including the month during which supenision terminates. Payment wil
not be made for any month during which a paroled offender was under
supenvision of the Contractor for less than three (3) days;

$107.90 for each Unescorted Temporary Absence And Work Release
Supenvsion (Weekday) (i.e. between 0800 HRS Monday and/or prior
to 1700 HRS on Fridays);

$163.80 for each Unescorted Temporary Absence and Work Release
Supenvision (Weekend), or during a statutory holiday. For the purpose
of this Agreement, a "weekend" is defined as the period applied to
cases that arrive in the jurisdiction after 17H00 on Friday and retum to
the institution prior to 09HOO the following Monday, and a "statutory
holiday" means a holiday as defined in the Interpretation Act, R.S.C.
1970, chap. 1-23, s.28.

Travel as per article 6.5 Travel and Living Expenses $5,000.00

Total estimated cost:

2.0 Optionsto Extend the Contract Period:

$50,000.00

$55,000.00

Subject to the exercise of the option to extend the Contract period in accordance with Article 4.2
Options to Extend Contract of the original contract, the Contractor will be paid the indicated
rate(s) below, Applicable Taxes extra, to complete all Work and senices required to be
performed in relation to the Contract extension.

The Contractor must advise the Project Authority when 75% of the Contract’s financial limitation
is reached. This financial information can also be requested by the project Authority on an as-
requested basis.
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1% Option Period: February 1%, 2022 to January 31%, 2023

Total estimated cost for CAPS fees $50,000.00

The Contractor will be paid in accordance with the following Basis of
Payment for Work performed pursuant to this Contract.

For the provision of senices as described in Annex A - Statement of Work,
the Contractor will be paid for fees in the performance of this Contract,
HST or GST extra, based on the following:

= $213.20 for each Community Assessment (CA)

= $213.20 for each Post Sentence Community Assessment (PSCA)
= $213.20 for each Community Strategy (CS)

= $213.20 for each Correctional Plan Progress Report (CPPR)

= $36.00 for each Tandem Supervision Accompaniment

= $197.20 Conditional Release Supenision — Blended Rate, for each
Parole Supenvision (PS) (including Statutory Releases, Full Parole, Day
Parole and 60-Day UTA'’s, as well as the paperwork that these cases
generate) case for a month, or portion of a month of parole supeniision,
including the month during which supenision terminates. Payment wil
not be made for any month during which a paroled offender was under
supenvision of the Contractor for less than three (3) days;

= $107.90 for each Unescorted Temporary Absence And Work Release
Supenvision (Weekday) (i.e. between 0800 HRS Monday and/or prior
to 1700 HRS on Fridays);

= $163.80 for each Unescorted Temporary Absence and Work Release
Supenision (Weekend), or during a statutory holiday. For the purpose
of this Agreement, a "weekend" is defined as the period applied to
cases that arrive in the jurisdiction after 17H00 on Friday and retum to
the institution prior to 09HOO the following Monday, and a "statutory
holiday" means a holiday as defined in the Interpretation Act, R.S.C.
1970, chap. 1-23, s.28.

Travel as per article 6.5 Travel and Living Expenses $5,000.00

Total estimated cost for CAPS: $55,000.00

2" Option Period: February 1%, 2023 to January 31, 2024

Total estimated cost for CAPS fees $50,000.00

The Contractor will be paid in accordance with the following Basis of
Payment for Work performed pursuant tothis Contract.

For the provision of senices as described in Annex A - Statement of Work,
the Contractor will be paid for fees in the performance of this Contract,
HST or GST extra, based on the following:

= $213.20 for each Community Assessment (CA)
= $213.20 for each Post Sentence Community Assessment (PSCA)
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$213.20 for each Community Strategy (CS)
$213.20 for each Correctional Plan Progress Report (CPPR)
$36.00 for each Tandem Supenision Accompaniment

$197.20 Conditional Release Supenvision — Blended Rate, for each
Parole Supenvision (PS) (including Statutory Releases, Full Parole, Day
Parole and 60-Day UTA'’s, as well as the paperwork that these cases
generate) case for a month, or portion of a month of parole supenvision,
including the month during which supenision terminates. Payment wil
not be made for any month during which a paroled offender was under
supenvision of the Contractor for less than three (3) days;

$107.90 for each Unescorted Temporary Absence And Work Release
Supenision (Weekday) (i.e. between 0800 HRS Monday and/or prior
to 1700 HRS on Fridays);

$163.80 for each Unescorted Temporary Absence and Work Release
Supenision (Weekend), or during a statutory holiday. For the purpose
of this Agreement, a "weekend" is defined as the period applied to
cases that arrive in the jurisdiction after 17H00 on Friday and retum to
the institution prior to 09HOO the following Monday, and a "statutory
holiday" means a holiday as defined in the Interpretation Act, R.S.C.
1970, chap. 1-23, s.28.

Travel as per article 6.5 Travel and Living Expenses $5,000.00

Total estimated cost for CAPS:

3.0

Applicable Taxes

$55,000.00

(@) All prices and amounts of money in the contract are exclusive of Applicable Taxes, unless
otherwise indicated. The Applicable Taxes are extra to the price herein and will be paid by

(b)

Canada.

The estimated Applicable Taxes are included in the total estimated cost shown on page 1 of
this Contract. The estimated Applicable Taxes will be incorporated into all invoices and
progress claims and shown as a separate item on invoices and progress claims. Allitems
that are zero-rated, exempt, or to which taxes do not apply, are to be identified as such on all
inwices. The Contractor agrees to remit to Canada Revenue Agency (CRA) any amounts of

Applicable Taxes paid or due.

(c) All deliverables are F.O.B. Destination, and Canadian Customs Duty included, where

applicable.
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Annex D Evaluation Criteria

1.0 Technical Evaluation:

11

1.2

1.3

1.4

15

The following elements of the proposal will be evaluated and scored in accordance with the
following evaluation criteria.

e Mandatory Technical Criteria

¢ Rated Technical Criteria

Itisimperative that the proposal address each of these criteria to demonstrate that the
requirements are met.

LISTING EXPERIENCE WITHOUT PROVIDING ANY SUBSTANTIATING DATA TO SUPPORT
WHERE, WHEN AND HOW SUCH EXPERIENCE WAS OBTAINED WILLRESULT IN THE STATED
EXPERIENCE NOT BEING CONSIDERED FOR EVALUATION PURPOSES.

All experience must be strictly work-related. Time spent during education and/or training will not be
considered, unless otherwise indicated.

Experience must be demonstrated through a history of past projects, either completed or on-going.

Response Format

I.  In order to facilitate evaluation of proposals, it is recommended that bidders’ proposals address the
mandatory criteria in the order in which they appear in the Evaluation Criteria and using the
numbering outlined.

Il.  Forany requirements that specify a particular time period (e.g., 2 years) of work experience, CSC
will disregard any information about experience if the technical bid does not include the required
month and year for the start date and end date of the experience claimed.

lll.  CSC will also only evaluate the duration that the resource actually worked on a project or projects
(from his or her start date to end date), instead of the overall start and end date of a project or a
combination of projects in which a resource has participated.

IV. Personnel résumés used within the context of the proposal should provide details regarding the
gualifications, relevant experience, and expertise of the proposed facilitator(s), including a
summary/description of their past projects.

V. A copy of the educational degree(s) for the proposed personnel should be included with the
proposal.

Page 40 0f51



(g |

Correctional Service  Service correctionnel
Canada Canada

MANDATORY TECHNICAL CRITERIA

It is understood by the parties submitting offers that to be considered valid, an offer MUST meet all of the
following mandatory requirements. Proposals must be supported by proper and adequate detail,
particularly where supporting evidence is required by a mandatory item. Those not meeting all of these
mandatory requirements will be given no further consideration.

ATTENTION BIDDERS: WRITE BESIDE THE CRITERIA BELOW THE RELEVANT PAGE
NUMBER(S) FROM YOUR PROPOSAL WHICH ADDRESSES THE ISSUE.

# Mandatory Technical Criteria Bidder Met/ | Comments
Response Not
Description Met
(include
location in
bid)
M1

The bidder must be able to provide
senvices in the offender’s official
language of choice; must be able to
provide senices in French and English.

M2
The bidder’'s proposed personnel must
have the ability and flexibility to travel in
the Saint John area to perform the work
required.

M3

Résumés of the proposed personnel
must be included in the bid.

M4 A copy of the educational degree(s) for
the proposed personnel must be included
in the bid.

POINT RATED TECHNICAL CRITERIA

In addition to meeting all of the mandatory requirements, the technical proposal will be evaluated on the
basis of the following. The proposal must obtain 60% of the maximum owverall score of 105 points in order
to be deemed responsive.

Please see following page for the point rated criteria.

ATTENTION BIDDERS: WRITE BESIDE THE CRITERIA BELOW THE RELEVANT PAGE
NUMBER(S) FROM YOUR PROPOSAL WHICH ADDRESSES THE ISSUE.
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Point Rated Criteria

Cross
Reference
to Technical
Offer

(page #)

For Bvaluation Purposes

Met/
Not
Met

Score

Comments

R1

Demonstrate the different types of
disadvantaged persons the proposed
worker has supported in the past.
(Maximum of 25 points)

- Male Offenders

- Female Offenders

- Homeless Persons

- Persons with mental deficiencies
- Disadvantaged minorities

Bidders must provide a copy of their resume
to demonstrate how they meet the required
experience

5 pointswill be given for each of the
following typesthey have supported

R2

Demonstrate that the proposed worker has
experience assessing those in the criminal
justice system and identifying their needs.

Bidders must provide a copy of their resume
to demonstrate how they meet the required
experience

2 pointsfor every 6 months experience
(Maximum 20 points)

R3

Demonstrate that the proposed worker has
experience working with offenders on
conditional release.

Bidders must provide a copy of their resume
to demonstrate how they meet the required
experience

2 pointsfor every 6 months of
experience
(Maximum 20 points)

R4

Demonstrate that the proposed worker has
experience assessing risk in regards to an
individual’s behaviour.

Bidders must provide a copy of their resume
to demonstrate how they meet the required
experience

2 pointsfor every 6 months experience
(Maximum 20 points)
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Criteria for the organization:

R5

Demonstrate that the organization has been
assisting disadvantaged persons in the
community.

Bidders must provide a copy of their resume
to demonstrate how they meet the required
experience

2 pointsfor every full year of service
(Maximum 20 points)
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Annex E-IT Security Requirements Technical Document

IT Security Requirements Technical Document/
Documenttechnique — Exigences en matiére de sécurité desTI

Contract #/ N° de contrat : 21280-21-35093584
Date : 17 November 2020

(La version francaise suit)

E Inwalid signature

¥ Stephen Peddle

Stephen Peddle
ATL Region IT Security
Signed by: Peddle, Stephen

IT Security Requirements

The IT Securty Requirements are derived from the Operational Security Standard: Management of
Information Technology Security (MITS).

The requirements below apply to the abovwe-noted contract and all contractors and extemal partners thersin
who access information of PROTECTED level sensitvity and use PROTECTED IT Equipment (refer to
Appendix A: Definitions).

1.

Any suspected loss ortheft of PROTECTED IT Equipment containing PROTECTED information must
be reported by the Contractor to the Project Authorty immediately.

All PROTECTED IT Equipment must be located in a space that meets the requirements of an
Operations Zone as defined in the Operational Secunty Standard on Physical Security and G1-026

Guide to the Application of Physical Security Zones.

All PROTECTED information in the Contractor's custody stored, processed and/or shared electronicaly
must be encrypted using a product that meets Govemment of Canada (GC) encryption standards as
defined in Cryptographic Algorithms for UNCLASSIFIED, PROTECTED A, and PROTECTED B
Infommation and protected by a strong password (minimum 8 characters, uppercase letters, lowercase
letters and numbers).

All PROTECTED information in the Contractor's custody must be stored in Canada only. Storage of all
Govemment of Canada (GC) information outside Canada is prohibited. Only Canadian-based cloud

storage sendces that are specifically-authorisad by CSC may be used to store PROTECTED
information; all other cloud sendces are prohibited.

Cument antivirus software must be installed and enabled with the most cument virus definitions | updates
and maintained on all PROTECTED IT Equipment onwhich it is possible toinstall antivinus software.

The Operating System (OS) and applications used on PROTECTED IT Equipment must be vendor-
supported, i.e. cument security patches must be available and the product must not have reached end of
life, and the latest securnity paiches must be installed.

Each authorized user who accesses PROTECTED IT Eguipment must use their own unigue account
with userdevel privileges and protect it using a strong password. Computer accounts must not be
shared. Computer accounts with Administrator-ewel privileges must be used for system administration
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tasks only and must not be used for general user tasks, e.g. surfing the Intemet, checking email,
accessing OMS.

8. Securty event logging must be enabled and logs kept for a minimumaof 1 month on all PROTECTED T
Equipment on which event logging is possible.

9. A password protected screen saver set to 15 minutes or less must be enabled on all PROTECTED IT
Equipment connected to or including a digital display or monitor.

10. All PROTECTED IT Equipment that is connected to the Intemet must reside behind a network router
that is securely-configured using indusfry best practices, e.g. NAT-enabled firewall, password-protecied
and documented configuration, secunty logoing enabled, maintained and reviewed, and filtered access.

11. When PROTECTED IT Equipment is no longer required to store or process PROTECTED information,
the information stored on the equipment must be securely desfroyed in accordance with IT Media
Sanitization. Any PROTECTED information stored on approved Canadian-hased cloud storage
sendces must also be deleted when no longer needed.

12. All PROTECTED IT Equipment must have its intemal data storage devices, e.g. hard drives, removed
and securad with the Contractor prior to the eguipment being removed from the Contractor's premises
for sendce.

13. Kfit has been determined that PROTECTED IT Equipment is no longer sendceable, any intemal data
storage devices, e.g. hard drives, contained in the equipment must be sumendered to the Project
Authority for destruction. Ifthe intemal storage cannot be remowved from its host equipment, the host

equipment itself must be surmendered to the Project Authority for destruction.

14. When PROTECTED information is displayed on the screens of PROTECTED IT Eguipment or viewed in
printed format, it must not be viewable by unauthorized persons.

15. Unless otherwise prohibited, any remote access to PROTECTED IT Equipment using Contractor-
provided andfor CSC-provided standand remote access software must be secured using industry best
practices, e.g. encrypted connection, two-factor authentication, controlled/restricted access, secunty
logging, split tunneling disabled. All parties using the remote access must also meet all reguirements
listed in this document.

Additional Security for Connectivity (and other External Partners)

In addition, for contracts where a connectihity requirement has been identified inthe SRCL, i.e. “yes™to
question 11g, the following T Security requirements must be met:

16. All PROTECTED IT equipment used to access Offender Management System (OMS), its ancillary
applications or CSC's email system must mest the following requirements:

The BIOS is protected with a sirong password.

The BIOS is configurad to allow booting only from the systemdrive, e.g. C: drive.
All wireless capability is disabled.

The system is locked or shut down when naot in use.

ancop
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17. All PROTECTED IT equipment used to access OMS, its ancillary applications or C5C's email system
must never have the following installed andfor used on the equipment unless specifically-authonsed by
CSC:

Tools that could circumvent security controls.

Peerto-peer (P2P) software used to comnmunicate with other systems ower the Intemet
Client-sener software such as webh seners, proxy seners of file seners.

Web-hased email senvices.

Remote-control software.

Cloud sendces, including storage (see Requirement 4).

moooop

Departmental Security—Physical and Personnel

In addition to the aforementioned items, compliance with the following items below is assumed throwgh
Designated Organization Screening (DOS) and Document Safeguarding Capability (DS C) venfications
conducted by Canadian Industrial Security Directorate (CISD):

= Each Contractor, Contractor's agents, subcontractors, volunteers or any other parties requiring access
to PROTECTED information must hold avalid RELIABILITY STATUS security clearance, granted by the
CISD of Public Waorks and Govemment Sendces Canada (PWGSC) and have a legitimate need-to-know
for the information provided.

+ When not in use, all Portable Data Storage Denvices containing PROTECTED information must be
secured in a secunty container that meets GC security standards within an Operations Zone.

+ Al documentation produced or completed by the Contractor which contains PROTECTED information
must hawe its sensitivity labeled in the upper right hand comer on the face of each page of the
document. Also, all Portable Data Storage Devices must be labelled with the highest sensitivity level of
the information contained therein, eg. PROTECTED B.
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Appendix A: Definitions

PROTECTED IT Equipment - All Inforrmation Technology (IT) equipment and devices (such as, but not
limited to, seners, desktop computers, Portable Data Storage Devices ) that are used to access, store andfor
process information of PROTECTED level sensitivity.

Portable Data Storage Device (PDSD) - Devices that are portable and contain storage or memory into which
users can store information are considered portable data storage devices. Examples of portable data storage
denvices include:

USE devices (e.9. memory sticks, extemal hard drives);
eSATA (Extemal Seral Advanced Technology Attachment) devices;
Tablets, laptops, smart devices (e.g. BlackBamy), and cameras; and

Portable media — tapes, optical discs (2.9. CDs and DVDs).

Appendix B: References

Operational Security Standard: Management of Information Technology Security (MITS)
http:ffwww ths-sct ge.cafpol/doc-eng aspx Pid=12328

Operational Security Standard on Physical Security
http:/ffwww. ths-sct.ge. cafpol/doc-eng.aspx Pid=12329

514026 - Guide to the Application of Physical Secunty Zones
http:ffeew. remp-gre.ge.calphysec-secmatipubs/g 1-026-2ng tm

Cryptographic Algorithms for UNCLASSIFIED, PROTECTED A, and FROTECTED B Information
https:/fwww cse-cst gocalen/publicationiis p-40-111

IT Media Sanitization
https-/fwww cse-cst go.calen/publicationits p-40-006.2

514001 - Security Equipment Guide
hitp:ffeew. remp-gre.ge.calphysec-secmatires-limipubsSeqhiml/home_e htm
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(La version anglaise précade)

Exigences en matiére de sécurité des technologies de I'information (Tl)

Les présentes exigences en matiére de sécunté des Tl découlent de la Nome opérationnelle de sécurité -
Gestion de la sécurité des technologies de Iinformation (GSTI).

Les exigences énoncées dans les paragraphes qui suivent s’appliquent au contrat précisé ci-dessus ainsi
qu'a tous les entrepreneurs et partenaires extemes cmcerpés qui consultent des renseignements
PROTEGES ou utilisent de Méquipement de Tl PROTEGE (consulter Annaxe A - Définitions).

1. L'entrepreneur doit signalerim médiatement au chargé de projet toute perte ou tout vol soupg onné
d'équipement de Tl PROTEGE contenant des renseignements PROTEGES.

2. Tout I'équipement de T PROTEGE doit se trouver dans un espace qui respecie les exigences d'une
zone de travail, telle qu'elle est définie dans la Mome opérationnelle surla sécurnité matérislle du
Conseil du Trésor et le G1-026 Guide pour I'établissement des zones de sécurité matériele.

3. Tous les renseignements PROTEGES dont I'entrepreneura la garde et qui sont stockés, fraités ou
transmis par voie électronigque doivent &tre chiffrés & aide d’un produit conforme aux nomes de
chiffrement du gouvemement du Canada definies dans I'alerte de sécurité des Algorithmes
cryptographiques pour Ilinformation MoK CLASSIFIE PROTEGE A et PROTEGE B. lls doivent

également &tre protégés par un mot de passe I'CllJLIEtE d'au moins huit caractéres (majuscules,
minuscules et chiffres).

4. Tous les renseignements PROTEGES dont I'entrepreneur a la garde doivent &tre stockés au Canada
unigquement. Le stockage de Finformation du gouvemement du Canada (GC) & 'extérieur du Canada
est interdit. Seuls les senices de stockage nuagiques canadigns, précisément autorisés parle SCC,
peu;.err&t {?&r_ate utilisés pour stocker les renseignements PROTEGES; tous les autres sendces nuagiques
sont interdits .

5. Surtout léquipement de TI PROTEGE oll cette installafion est possible, un logiciel antivinus récent doit
&tre installé et mis 4 jour avec les définitions de virus les plus récentes.

6. Surtout 'quipement de TIPROTEGE, |2 systéme d'explitation et les applications doivent &tre pris en
charge par le foumisseur (c.-3-d. que des comectifs de sécurité récents doivent &tre accessibles et que
le produit ne doit pas avoir atteint sa fin devie utile). De plus, les comectifs de sécunté les plus récents
doivent étre installés.

¥. Chaqgue utilisateur autorisé qui accéde a de I'équipement de Tl PROTEGE doit utiiser son propre
compte unigue doté de priviléges d'utilisateur et le protéger par un mot de passe robuste. Il est interdit
de partager les comptes informatiques. Les comptes informatiques dotés de priviléges d'administrateur
doivent sendr exclusivment 3 des tiches dadministration des systémes et ne doivent pas étre utilisés
pour des taches de nature générale, comme pour naviguer sur Intemet, verifier ses courmiels ou accéder
au sG0.

8. Surtout léquipement de TI PROTEGE, 'enregistrement d'évenements de sécurité doit &tre activé et
ces enregistrements doivent &tre consenwds au moins un mois, lorsque 'enregistrement d'évenement
est possible.

9. Surtout I'equipement de Tl PROTEGE connecté ou incluant un aff chage digital ou un écran, un
économiseur d'écran protégé par un mot de passe et réglé & 15 minutes ou moins doit &tre actie.
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10. Tout 'éguipement de TI PROTEGE qui est branché sur Intemet doit &tre connectd 3 un routeur
configuré de fagon sécuritaire conformément aux pratiques exemplaires de Ilindustrie (p. ex. pare-feu
compatible avec |a traduction d'adresse de réseau (NAT), protection par un mot de passe, configuration
documentée, joumal de sécurité active, tenu  jour et passé en revue et filirage des accés).

11. Lorsque I'eéquipement de Tl PROTEGE n'est plus requis pour traiter ou stocker des renssignements
PROTEGES, les renseignements qu'il contient doivent &tre ellmlnes de fagon sécuritare conformément

au Nettoyage des supports de T1. Tout renseignement PROTEGE stocké dans un sendce nuagique
canadien doit aussi &tre supprimé, lorsqu'l n'est plus requis.

12. Surtout I'équipement de TI P RDTEGE, les disques durs (et tout autre support de stockage de données
inteme) doivent &tre retirés et mis en lieu sdr avec I'entrepreneur avant le retrait de Féquipement des
locaux de I'entrepreneur aux fins d'entretien.

13. il a &té déterminé qu'un éguipement de TI PROTEGE n'est plus utlisable, tout support de stockage
de données inteme, comme le disque dur, doit &tre remis au chargé de projet en vee de sa destruction.
5i le support de stockage inteme ne peut &tre retiré de son équipement hite, M'éguipement hite
lui-méme doit &tre remis au chargé de projet en we de sa destruction.

14. Si les renseignements PROTEGES sont affichés sur les écrans d'un équipement de TI PROTEGE ou
consultés en format imprimé, ils ne doivent pas étre visibles par des personnes non autorsées.

15. A moins que cela ne soit interdit, tout accés a distance a 'équipement de TI PROTEGE au moyen d'un
logiciel d'accés 3 distance standard foumi par l'entrepreneur etiou le SCC doit étre sécurisé .
conformément aux pratiques exemplaires de I'indusfrie (p. ex. connexion chifiree, authentification a
deux facteurs, accés restreint ou contrdlé, joumal de sécurnité, partage de tunnel désactive). Toutes les
parties recourant a I'accés 4 distance doivent egalement répondre 3 toutes les exigences précisées
dans le présent document.

Mesures de sécurité additionnelles aux fins de connectivité (etautres
partenaires externes)

De plus, en ce qui a trait aux contrats pour lesquels des exigences en matiére de connectivité ont &té
énoncées dans la Liste de vérification des exigences relatives & la sécurnité (c.-3-d. que 'on a répondu « oui »

ala question 11&), les exigences en matiére de sécurité des Tl suivantes doivent &tre respectées.

16. Tout équipement de TI PROTEGE utilisé pour accéder au Systéme de gesfion des délinquantie)s
(SGD0), a ses applications auxiliaires ou au syséme de courmiel du Sendce correctionnel du Canada
(SCC) doit répondre aux exigences suivantes :

a. LeBIOS est protégé par un mot de passe robuste.

b. Laconfiguration du BIOS est faite de facon 4 ne permettre le démarmrage qu'a partir d'un lecteur
systéme, commele C.

c. Toutes les fonctionnalités sans fil sont désactivées. .

d. Lesysteme estwemouille ou amete lorsqu'll n'est pas utilise.
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17. Tout équipement de Tl PROTEGE utilisé pour accéder au Systéme de gestion des délinquant(e)s
(SG0), 4 ses applications auxiliaires ou au systéme de courmiel du Sendce comectionnal du Canada
(SCC) ne doit jamais comporter ou utiliser I'éguipement suivant & moins que le SCC ne I'ait précisément
autorisé

qg. Outils qui pouraient contoumer les contrdles de sécurits;

h. Logiciels poste-a-poste (P2P) senant & communiguer avec d'autres systémes par Intemet;

i. Logiciels client-sereur comme les serveurs Weh, des seneurs mandataires ou des senveurs de
fichiers;

i Senices de messagere électronique Welb;

k. Logiciels de commande 3 distance;

|.  Senices nuagiques, y compris support de stockage (woir Exigence 4).

Sécurité ministérielle — Sécurité physique et personnelle

En plus des éléments susmentionnés, la Direction de la sécuritd industielle canadienne (DSIC) procédera 3
des werfications d’organisation désignés (VOD) et & des wrifications de la cote de protection des documents
(CPD) afin d'assurer le respect des exigences suivantes

+ Chaque entrepreneur, agent de I'entrepreneur, sous-traitant, bénéwole ou toute autre partie qui
demande 'accés 3 des renseignements PROTEGES doit détenir une COTE DE FIABILITE valide,
octroyés par la DSIC de Travaux publics et Sendces gouvemementaux Canada (TPSGC), et présenter
un maotif légitime de consulter les renseignements en question (besoin de savoir).

« Lorsqu'ils ne sont pas ujiis[és, tous les supports de stockage de données portatifs contenant des
renseignements PROTEGES doivent &tre mis en lisu sir dans un coffre de sécurité répondant aux
normes de securte du gouvemement du Canada, dans une zone de travail.

« Tous les documents produits ou remplis par I'entreprensur gui confiennent des rensengnaﬂents
PROTEGES doivent porter la mention afichant la cote de sécurité dans le coin supéreur droit de
chague page. De plus, tous les supports de stockage de données portatifs doivent porter une étiquette
de la cote de sécurité |a plus élevée des renseignements qu'ils contienrent, par exemple PROTEGEB.
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Annexe A — Définitions

Equipement de TIPROTEGE — Ensemble du matériel et des appareils de Tl (notamment, sans toutefois s'y
limiter, les serveurs, les ordinateurs, les supports de stockage de données portatifs) utlisés pour accéder,
entreposer et/ou traiter des renseignements PROTEGES.

Support de stockage portatif — Les supports qui sont portatifs et qui ont une capacité de stockage ou une
meémaire ol les utilisateurs peuvent sauvegarder de Iinformation sont considérgs comme des suppaorts de
stockage de données portatifs. Exemples de supports de stockage de donnéss portatifs

+ Dispositifs USE (p. ex. clés USB, disques durs extemes);

« Unités eSATA (External Seral Advanced Technolbgy Attachment);

* Tableties, ordinateurs portatifs, appareils intelligents (p. ex. BlackBemy) et appareils photo;

L ]

Supports amovibles — bandes, disques optiques (p. ex. CD et DVD).

Annexe B — Renvois

= MNome opérationnelle de sécurité - Gestion de la sécuritd des technologies de information (GSTI)
http:ffeew ths-sci ge. cafpol/doc-fra.aspxfid=12328

+ MNome opérationnelle sur la sécurité matérielle
http:ffeew ths-sci ge. cafpol/doc-fra.aspx fid=12329

«  51-026 — Guide pour 'établissement des zones de sécurité matérielie
http:/fwww_remp-gre.ge.ca’physec-secmatpulsig 1-026-fra.htm

» Algorithmes cryptographigues pour Finformation NON CLASSIFIE, PROTEGE A et PROTEGE B

https:/fwww cse-cst go.cafpublication/noweau-conseils-matiere-securie-technologies-linformation-
algorithmes-cryptographigues

« Nettoyage des supports de Tl
https:/fwww cse-cst.oc. cafpublication/nettoyage-supports-ti

«  51-001 - Guide d'équipement de sécurité
http:ffeeew. remp-gre.ge.ca’physec-secmatimes-limipubs Seqhimlhome_f him
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