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at
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 m
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 d
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at
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t b
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 C
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 C
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 p
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f C
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 b
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 m
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 o
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 c
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 d
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 c
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 d
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 c
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 C
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 d
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 d

em
on

st
ra

te
s 

ho
w

 th
e 

C
on

tra
ct

or
’s

 a
pp

ro
ac

h 
w

ill 
re

du
ce

 a
nd

 m
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e 

su
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 c
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t c
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 p

ra
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 S
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r r
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ra
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 b
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 c

on
fo

rm
an

ce
 re

vi
ew

—
pa

id
 fo

r b
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 b
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ct

or
’s

 S
ol

ut
io

n 
m

us
t f

ac
ilit

at
e 

se
cu

re
 tr

an
sm

is
si

on
 o

f i
nf

or
m

at
io

n 
us

in
g 

ED
I b

et
w

ee
n 

Pa
rtn

er
s 

an
d 

th
e 

N
C

3;
 

c)
 

Th
e 

C
on

tra
ct

or
’s

 S
ol

ut
io

n 
m

us
t s

af
eg

ua
rd

 th
e 

in
te

gr
ity

 a
nd

 a
ut

he
nt

ic
ity

 o
f a

ll 
N

C
S 

da
ta

 a
t r

es
t a

nd
 in

 tr
an

si
t, 

fro
m

 
co

rru
pt

io
n 

an
d 

in
ad

ve
rte

nt
 o

r m
al

ic
io

us
 c

ha
ng

es
 b

y 
em

pl
oy

in
g 

ha
sh

in
g,

 d
ig

ita
l c

er
tif

ic
at

es
, o

r s
im

ila
r t

ec
hn

ol
og

y,
 in

 
ac

co
rd

an
ce

 w
ith

 5
.4

.1
0 

C
ry

pt
og

ra
ph

ic
 P

ro
te

ct
io

n;
 a

nd
 

d)
 

Th
e 

C
on

tra
ct

or
 m

us
t e

ns
ur

e 
th

at
 s

ec
ur

ity
 a

nd
 p

riv
ac

y 
of

 in
fo

rm
at

io
n 

is
 m

ai
nt

ai
ne

d 
th

ro
ug

ho
ut

 a
ny

 d
at

a 
co

nv
er

si
on

 o
r 

lo
ad

in
g 

ex
er

ci
se
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at
a 

St
or

ag
e 

an
d 

R
et

en
tio

n 

a)
 

Th
e 

C
on

tra
ct

or
 m

us
t s

to
re

 a
ll 

N
C

S 
ba

ck
-u

p 
da

ta
 in

 a
cc

or
da

nc
e 

w
ith

 N
C

3 
In

fo
rm

at
io

n 
re

te
nt

io
n 

re
qu

ire
m

en
ts

 a
nd

 th
e 

fo
llo

w
in

g:
 

i) 
Al

l h
an

dl
in

g 
of

 a
ny

 re
m

ov
ab

le
 m

ed
ia

 th
at

 m
ay

 b
e 

us
ed

 w
ith

 th
e 

sy
st

em
 m

us
t m

ee
t w

ith
 th

e 
re

qu
ire

m
en

ts
 fo

r 
pr

op
er

 la
be

llin
g,

 d
es

tru
ct

io
n 

an
d 

ha
nd

lin
g,

 a
nd

 s
to

ra
ge

 o
f t

he
se

 ty
pe

s 
of

 a
ss

et
s 

in
 a

cc
or

da
nc

e 
w

ith
 S

ec
ur

e 
us

e 
of

 
po

rta
bl

e 
da

ta
 s

to
ra

ge
 d

ev
ic

es
 w

ith
in

 th
e 

G
ov

er
nm

en
t o

f C
an

ad
a 

Se
cu

re
 u

se
 o

f p
or

ta
bl

e 
da

ta
 s

to
ra

ge
 d

ev
ic

es
 w

ith
in

 
th

e 
G

ov
er

nm
en

t o
f C

an
ad

a 
(IT

PI
N

 2
01

4-
01

) ;
 

ii)
 

Al
l b

ac
k-

up
 d

at
a 

m
us

t b
e 

st
or

ed
 in

 a
 s

ec
ur

e,
 fi

re
 a

nd
 fl

oo
d 

pr
ot

ec
te

d 
ar

ea
; 

iii)
 

D
at

a 
st

or
ag

e 
pr

ot
ec

tio
n 

m
us

t m
ee

t A
dv

an
ce

d 
En

cr
yp

tio
n 

St
an

da
rd

s 
(A

ES
), 

w
ith

 k
ey

 le
ng

th
s 

of
 1

28
 b

its
, t

o 
pr

ot
ec

t t
he

 c
on

fid
en

tia
lit

y 
an

d 
in

te
gr

ity
 o

f b
ac

ku
p 

in
fo

rm
at

io
n 

at
 th

e 
st

or
ag

e 
lo

ca
tio

n;
 

iv
) 

Th
e 

C
on

tra
ct

or
 m

us
t a

ss
es

s 
th

e 
vi

ab
ilit

y 
of

 w
he

th
er

 s
to

ra
ge

 m
ed

ia
 c

an
 b

e 
se

cu
re

ly
 re

us
ed

 b
as

ed
 o

n 
th

e 
C

SE
 

G
ui

de
lin

es
 o

n 
IT

 M
ed

ia
 S

an
ita

tio
n 

(IT
SP

.4
0.

00
6)

 ; 
an

d 

v)
 

Th
e 

C
on

tra
ct

or
 m

us
t p

ay
 fo

r a
ny

 c
os

ts
 a

ss
oc

ia
te

d 
w

ith
 th

e 
de

st
ru

ct
io

n 
of

 d
at

a 
in

iti
at

ed
 b

y 
th

e 
C

on
tra

ct
or

 a
nd

 
ap

pr
ov

ed
 b

y 
th

e 
Pr

oj
ec

t A
ut

ho
rit

y.
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a)
 

Th
e 

C
on

tra
ct

or
 m

us
t p

ro
vi

de
 th

e 
to

ol
s 

an
d 

se
rv

ic
es

 th
at

 a
llo

w
 C

an
ad

a 
to

: 

i) 
Ex

tra
ct

 a
ll 

on
lin

e,
 n

ea
r l

in
e,

 a
nd

 o
ffl

in
e 

C
an

ad
a’

s 
da

ta
, i

nc
lu

di
ng

, a
t a

 m
in

im
um

, d
at

ab
as

es
, o

bj
ec

t a
nd

 fi
le

 
st

or
ag

e,
 s

ys
te

m
 c

on
fig

ur
at

io
ns

, c
lo

ud
 a

ct
iv

ity
 lo

gs
, s

ou
rc

e 
co

de
 h

os
te

d 
in

 a
 C

an
ad

a 
co

de
 re

po
si

to
ry

, a
nd

 n
et

w
or

k 
co

nf
ig

ur
at

io
ns

 s
uc

h 
th

at
 a

ny
 C

an
ad

a 
En

d 
U

se
r c

an
 u

se
 th

es
e 

in
st

ru
ct

io
ns

 to
 m

ig
ra

te
 fr

om
 o

ne
 e

nv
iro

nm
en

t t
o 

an
ot

he
r 

en
vi

ro
nm

en
t; 

an
d 

ii)
 

Se
cu

re
ly

 tr
an

sf
er

 a
ll 

C
an

ad
a’

s 
da

ta
, i

nc
lu

di
ng

 c
on

te
nt

 d
at

a 
an

d 
as

so
ci

at
ed

 m
et

ad
at

a,
 in

 a
 m

ac
hi

ne
-re

ad
ab

le
 

an
d 

us
ab

le
 fo

rm
at

, i
nc

lu
di

ng
 C

SV
 fo

rm
at

, a
nd

 in
 a

cc
or

da
nc

e 
w

ith
 th

e 
Li

br
ar

y 
an

d 
Ar

ch
iv

es
 C

an
ad

a 
G

ui
de

lin
es

 o
n 

Fi
le

 
Fo

rm
at

s 
fo

r T
ra

ns
fe

rri
ng

 In
fo

rm
at

io
n 

R
es

ou
rc

es
 o

f E
nd

ur
in

g 
Va

lu
e 

. 
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a 

D
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tru
ct

io
n 

a)
 

At
 th

e 
en

d 
of

 th
e 

co
nt

ra
ct

 p
er

io
d 

(i.
e.

 a
t c

on
tra

ct
 e

xp
ira

tio
n 

or
 te

rm
in

at
io

n)
 o

r u
po

n 
re

qu
es

t b
y 

th
e 

Pr
oj

ec
t A

ut
ho

rit
y,

 th
e 

C
on

tra
ct

or
 m

us
t f

ol
lo

w
 th

e 
C

SE
 G

ui
de

lin
es

 o
n 

IT
 M

ed
ia

 S
an

ita
tio

n 
(IT

SP
.4

0.
00

6)
  t

ha
t c

on
ta

in
ed

 N
C

S 
da

ta
; 

b)
 

Th
e 

C
on

tra
ct

or
 m

us
t p

ro
vi

de
 re

po
rte

d 
ev

id
en

ce
, s

uc
h 

as
 a

 c
er

tif
ic

at
e,

 to
 a

tte
st

 to
 th

e 
de

st
ru

ct
io

n 
of

 a
ll 

us
er

 d
at

a 
re

la
te

d 
to

 th
e 

N
C

S;
 a

nd
 

c)
 

Al
l c

os
ts

 a
ss

oc
ia

te
d 

w
ith

 th
e 

de
st

ru
ct

io
n 

of
 m

ed
ia

 th
at

 c
on

ta
in

ed
 o

r h
os

te
d 

N
C

S 
Pr

ot
ec

te
d 

B 
In

fo
rm

at
io

n 
is

 to
 b

e 
bo

rn
e 

by
 th

e 
C

on
tra

ct
or

. 
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a 
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an
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tio

n 

a)
 

In
 th

e 
ev

en
t t

ha
t d

at
a 

on
 p

ap
er

 m
us

t b
e 

ph
ys

ic
al

ly
 tr

an
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or
te

d,
 th

e 
C

on
tra

ct
or

 m
us

t a
dh

er
e 

to
 R

C
M

P 
G

1-
00

9 
Tr

an
sp

or
t a

nd
 T

ra
ns

m
itt

al
 o

f P
ro

te
ct

ed
 a

nd
 C

la
ss

ifi
ed

 In
fo

rm
at

io
n 

 a
nd

 th
e 

C
on

tra
ct

 S
ec

ur
ity

 M
an

ua
l  

– 
C

ha
pt

er
 6

: H
an

dl
in

g 
an

d 
sa

fe
gu

ar
di

ng
 o

f c
la

ss
ifi

ed
 a

nd
 p

ro
te

ct
ed

 in
fo

rm
at

io
n 

an
d 

as
se

ts
; 

b)
 

Th
e 

C
on

tra
ct

or
 m

us
t m

ar
k 

al
l h

ar
d 

co
py

 d
oc

um
en

ts
 a

nd
 o

th
er

 m
ed

ia
 w

ith
 th

e 
hi

gh
es

t a
pp

ro
pr

ia
te

 s
ec

ur
ity

 
cl

as
si

fic
at

io
n 
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 p

ro
vi

de
d 
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t A
ut
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 a

nd
 

c)
 

Th
e 

C
on

tra
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or
 m

us
t o

bt
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n 
Pr

oj
ec

t A
ut

ho
rit

y 
ap
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ov

al
 p

rio
r t

o 
m

ov
in

g 
da

ta
 in

 o
r o

ut
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f P
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ed
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 p
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om
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n.
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a)
 

Th
e 

C
on

tra
ct

or
 m

us
t e

ns
ur

e 
th

at
 a

ll 
in

di
vi

du
al

s 
ha

nd
lin

g,
 v

ie
w

in
g,

 m
an

ag
in

g,
 o

r w
ho

 m
ay

 c
om

e 
in

 c
on

ta
ct

 w
ith

, N
C

S 
da

ta
 o

r w
ho

 h
av

e 
ac

ce
ss

 to
 th

e 
N

C
S 

de
si

gn
at

ed
 fa

ci
lit

ie
s,

 h
av

e 
a 

va
lid

 s
ec

ur
ity

 c
le

ar
an

ce
 a

t t
he

 le
ve

l o
f R

el
ia

bi
lit

y 
or

 h
ig

he
r 

ba
se

d 
on

 th
e 

le
ve

ls
 o

f s
ec

ur
ity

 re
qu

ire
m

en
ts

 a
s 

pe
r G

ov
er

nm
en

t o
f C

an
ad

a 
Le

ve
ls

 o
f s

ec
ur

ity
 . 

Th
e 

C
on

tra
ct

or
 m

us
t e

ns
ur

e 
th

at
 a

ny
 n

ew
 p

er
so

nn
el

 in
cl

ud
in

g 
su

bc
on

tra
ct

or
s 

ha
ve

 a
pp

ro
pr

ia
te

 c
le

ar
an

ce
s 

an
d 

th
at

 c
le

ar
an

ce
s 

ar
e 

m
ai

nt
ai

ne
d 

th
ro

ug
ho

ut
 

th
e 

pe
rio

d 
of

 th
e 

C
on

tra
ct

; a
nd

 

b)
 

Th
e 

C
on

tra
ct

or
 m

us
t e

ns
ur

e 
pe

rs
on

ne
l s

cr
ee

ni
ng

 m
ea

su
re

s 
ar

e 
ap

pl
ie

d 
in

 a
cc

or
da

nc
e 

w
ith

 th
e 

de
fin

iti
on

 a
nd

 p
ra

ct
ic

es
 

in
 th

e 
G

ov
er

nm
en

t o
f C

an
ad

a’
s 

St
an

da
rd

 o
n 

Se
cu

rit
y 

Sc
re

en
in

g 
 to

 e
ns

ur
e 

th
e 

ad
eq

ua
te

 p
ro

te
ct

io
n 

of
 P

ro
te

ct
ed

 B
 

In
fo

rm
at

io
n.

 

5.
5.

2 
Ac

ce
ss

 C
on

tro
ls

 

a)
 

Th
e 

C
on

tra
ct

or
 m

us
t p

ro
vi

de
 ro

le
-b

as
ed

 a
cc

es
s 

co
nt

ro
l a

s 
fo

llo
w

s:
 

i) 
Th

e 
C

on
tra

ct
or

 m
us

t i
m

pl
em

en
t A

cc
es

s 
C

on
tro

ls
 b

as
ed

 o
n 

ro
le

s 
de

fin
ed

 in
 th

e 
N

C
S,

 w
he

re
 e

ac
h 

ro
le

 is
 

as
si

gn
ed

 c
ap

ab
ilit

ie
s 

an
d 

ac
ce

ss
 a

cc
or

di
ng

 to
 th

e 
le

as
t p

riv
ile

ge
 re

qu
ire

d 
fo

r t
ha

t r
ol

e,
 a

nd
 a

 n
ee

d-
to

-k
no

w
; 

ii)
 

Th
e 

C
on

tra
ct

or
 m

us
t i

m
pl

em
en

t a
 p

ro
ce

ss
 to

 m
an

ag
e 

a 
un

iq
ue

 u
se

r a
cc

ou
nt

 fo
r e

ac
h 

of
 th

e 
Pr

oj
ec

t A
ut

ho
rit

y 
id

en
tif

ie
d 

us
er

s 
of

 th
e 

N
C

S 
so

lu
tio

n 
Pr

ot
ec

te
d 

B 
da

ta
, i

nc
lu

di
ng

 a
t a

 m
in

im
um

, t
he

 P
ol

ic
e 

an
d 

Pa
rtn

er
 P

or
ta

l (
P3

) a
nd

 
N

C
S 

In
te

rfa
ce

s;
 a

nd
 

iii)
 

Th
e 

C
on

tra
ct

or
 m

us
t a

pp
ly

 id
en

tif
ie

d 
ch

an
ge

s 
to

 u
se

r a
cc

es
s 

pr
of

ile
s 

w
ith

in
 th

re
e 

D
ay

s 
of

 re
ce

ip
t o

f i
nf

or
m

at
io

n 
fro

m
 th

e 
Pr

oj
ec

t A
ut

ho
rit

y;
 

b)
 

Th
e 

C
on

tra
ct

or
 m

us
t i

m
pl

em
en

t m
ul

ti-
fa

ct
or

 a
ut

he
nt

ic
at

io
n 

m
ec

ha
ni

sm
s 

fo
r u

se
rs

 a
nd

 p
riv

ile
ge

d 
ac

co
un

ts
; 

c)
 

Th
e 

C
on

tra
ct

or
 m

us
t e

ns
ur

e 
pa

ss
w

or
ds

 c
om

pl
y 

w
ith

 C
SE

’s
 U

se
r A

ut
he

nt
ic

at
io

n 
G

ui
da

nc
e 

fo
r I

nf
or

m
at

io
n 

Te
ch

no
lo

gy
 

Sy
st

em
s 

(IT
SP

.3
0.

03
1)

 ; 

d)
 

Th
e 

N
C

S 
so

lu
tio

n 
sh

ou
ld

 n
ot

ify
 u

se
rs

, u
po

n 
su

cc
es

sf
ul

 lo
go

n,
 o

f t
he

 d
at

e 
an

d 
tim

e 
of

 th
e 

la
st

 s
uc

ce
ss

fu
l l

og
on

; 

e)
 

An
y 

ch
an

ge
 to

 a
 u

se
r a

cc
ou

nt
 m

us
t b

e 
ac

co
m

pa
ni

ed
 b

y 
an

 a
ud

it 
re

co
rd

 in
di

ca
tin

g 
w

ha
t w

as
 c

ha
ng

ed
, w

hi
ch

 u
se

r 
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co
un

t m
ad

e 
th

e 
ch

an
ge

, o
n 

w
ha

t d
at

e 
an

d 
tim

e 
an

d 
by

 w
ho

m
; 

f) 
Th

e 
C

on
tra

ct
or

 m
us

t e
ns

ur
e 

C
on

tra
ct

or
 u

se
r a

cc
es

s 
an

d 
co

nt
ro

ls
 a

re
 k

ep
t c

ur
re

nt
 w

ith
 a

ll 
ch

an
ge

s 
or

 u
pd

at
es

 to
 

C
on

tra
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or
 s

ta
ff 
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d 

al
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 p
ro

vi
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 n
ot
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n 
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h 
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s 
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Pr
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t A
ut
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rit
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5.
3 

Ac
co

un
t P

ro
te

ct
io

n 

a)
 

Th
e 

C
on

tra
ct

or
 m

us
t m

ai
nt

ai
n 

co
nt

ro
ls

 to
 is

su
e 

an
d 

up
da

te
 e

xi
st

in
g 

ac
co

un
t p

as
sw

or
ds

 in
 a

cc
or

da
nc

e 
w

ith
 e

ith
er

: 

i) 
C

SE
’s

 U
se

r A
ut

he
nt

ic
at

io
n 

G
ui

da
nc

e 
fo

r I
nf

or
m

at
io

n 
Te

ch
no

lo
gy

 S
ys

te
m

s 
(IT

SP
.3

0.
03

1 
) ;

 o
r 

ii)
 

O
th

er
 in

du
st

ry
 b

es
t p

ra
ct

ic
es

 s
uc

h 
as

 IS
O

 2
70

01
 o

r N
IS

T.
 

5.
5.

4 
Se

cu
rit

y 
Aw

ar
en

es
s 

an
d 

Tr
ai

ni
ng

 

a)
 

Th
e 

C
on

tra
ct

or
 m

us
t p

ro
vi

de
 a

 s
ec

ur
ity

 a
w

ar
en

es
s 

tra
in

in
g 

or
 b

rie
fin

g 
se

ss
io

n 
to

 e
ns

ur
e 

th
at

 a
ll 

pe
rs

on
ne

l i
nc

lu
di

ng
 

su
bc

on
tra

ct
or

s 
ha

nd
lin

g 
N

C
S 

Pr
ot

ec
te

d 
B 

In
fo

rm
at

io
n 

un
de

rs
ta

nd
 th

ei
r r

ol
e 

an
d 

re
sp

on
si

bi
lit

ie
s 

in
 m

an
ag

in
g 

in
fo

rm
at

io
n 

se
cu

rit
y,

 p
rio

r t
o 

co
m

m
en

ci
ng

 w
or

k 
on

 th
e 

N
C

S.
 

5.
6 

Se
cu

rit
y 

Te
st

in
g 

a)
 

Th
e 

C
on

tra
ct

or
 m

us
t p

ro
vi

de
 C

an
ad

a 
w

ith
 a

 S
ec

ur
ity

 T
es

tin
g 

Pl
an

 th
at

 d
oc

um
en

ts
 th

e 
te

st
 c

as
es

 to
 v

er
ify

 e
ac

h 
N

C
S 

Pr
od

uc
tio

n 
En

vi
ro

nm
en

t (
N

C
S 

PE
) s

ec
ur

ity
 a

ss
ur

an
ce

 re
qu

ire
m

en
t, 

m
ar

ke
d 

fo
r S

ec
ur

ity
 T

es
tin

g 
in

 th
e 

Ap
pe

nd
ix

 E
 - 

Se
cu

rit
y 

R
eq

ui
re

m
en

ts
 T

ra
ce

ab
ilit

y 
M

at
rix

). 

b)
 

Th
e 

C
on

tra
ct

or
 m

us
t p

er
fo

rm
 th

e 
Se

cu
rit

y 
Te

st
in

g 
Pl

an
 fo

r e
ac

h 
se

cu
rit

y 
sa

fe
gu

ar
d 

an
d 

pr
ov

id
e 

C
an

ad
a 

w
ith

 a
 

Se
cu

rit
y 

Te
st

in
g 

R
ep

or
t t

ha
t s

at
is

fie
s 

on
e 

or
 m

or
e 

of
 th

e 
se

cu
rit

y 
re

qu
ire

m
en

ts
 m

ar
ke

d 
fo

r s
ec

ur
ity

 te
st

in
g 

in
 A

pp
en

di
x 

E 
- 

Se
cu

rit
y 

R
eq

ui
re

m
en

ts
 T

ra
ce

ab
ilit

y 
M

at
rix

) :
 

i) 
Th

e 
Se

cu
rit

y 
Te

st
in

g 
pr

oc
ed

ur
e 

m
us

t c
on

fir
m

 th
at

 th
e 

se
cu

rit
y 

sa
fe

gu
ar

d 
is

 im
pl

em
en

te
d 

co
rre

ct
ly

 a
nd

 s
at

is
fie

s 
ap

pl
ic

ab
le

 s
ta

nd
ar

ds
 a

s 
sp

ec
ifi

ed
 in

 th
e 

se
rv

ic
e 

de
si

gn
 s

pe
ci

fic
at

io
ns

; 

ii)
 

Th
e 

ex
pe

ct
ed

 a
nd

 a
ct

ua
l r

es
ul

ts
 fo

r e
ac

h 
Se

cu
rit

y 
Te

st
in

g 
pr

oc
ed

ur
e;

 

iii)
 

Fo
r e

ac
h 

de
vi

at
io

n 
fro

m
 th

e 
ex

pe
ct

ed
 re

su
lt 

th
at

 c
ou

ld
 b

e 
co

rre
ct

ed
 a

t t
he

 ti
m

e 
of

 v
er

ifi
ca

tio
n,

 a
 d

es
cr

ip
tio

n 
of

 
th

e 
co

rre
ct

iv
e 

m
ea

su
re

(s
) t

ha
t w

er
e 

im
pl

em
en

te
d 

in
 th

e 
N

C
S 

PE
; a

nd
 

iv
) 

Fo
r e

ac
h 

de
vi

at
io

n 
fro

m
 th

e 
ex

pe
ct

ed
 re

su
lt 

th
at

 c
ou

ld
 n

ot
 b

e 
co

rre
ct

ed
 a

t t
he

 ti
m

e 
of

 v
er

ifi
ca

tio
n 

(e
.g

., 
du

e 
to

 
m

or
e 

si
gn

ifi
ca

nt
 c

ha
ng

es
), 

a 
C

ha
ng

e 
R

eq
ue

st
 re

fe
re

nc
e.

 

c)
 

Th
e 

C
on

tra
ct

or
 m

us
t u

pd
at

e 
th

e 
SR

TM
 to

 in
cl

ud
e 

th
e 

tra
ci

ng
 b

et
w

ee
n 

th
e 

se
cu

rit
y 

re
qu

ire
m

en
ts

 m
ar

ke
d 

fo
r S

ec
ur

ity
 

Te
st

in
g 

an
d 

th
e 

Se
cu

rit
y 

Te
st

in
g 

pr
oc

ed
ur

es
. 
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d)
 

Th
e 

C
on

tra
ct

or
 m

us
t a

llo
w

 C
an

ad
a 

to
 w

itn
es

s 
th

e 
Se

cu
rit

y 
Te

st
in

g 
th

at
 in

cl
ud

es
 th

e 
ab

ilit
y 

to
 o

bs
er

ve
 C

on
tra

ct
or

 
re

pr
es

en
ta

tiv
es

 w
hi

le
 th

ey
 e

xe
cu

te
 th

e 
Se

cu
rit

y 
Te

st
in

g 
pr

oc
ed

ur
es

 o
r t

he
 a

bi
lit

y 
to

 o
bs

er
ve

 th
e 

te
st

 lo
g 

re
su

lts
 w

he
re

 th
e 

se
cu

rit
y 

te
st

in
g 

is
 a

ut
om

at
ed

. 

5.
7 

Se
cu

rit
y 

C
on

tro
ls

 A
ss

es
sm

en
t M

et
ho

ds
 

a)
 

Th
e 

C
on

tra
ct

or
 m

us
t u

se
 th

e 
fo

llo
w

in
g 

Se
cu

rit
y 

C
on

tro
ls

 A
ss

es
sm

en
t M

et
ho

ds
 in

 th
e 

Se
cu

rit
y 

Te
st

 a
nd

 E
va

lu
at

io
n 

R
ep

or
t: 

i) 
AS

SE
SS

M
EN

T 
M

ET
H

O
D

: E
xa

m
in

e:
 

(1
) 

AS
SE

SS
M

EN
T 

O
BJ

EC
TS

: 

a)
 

Sp
ec

ifi
ca

tio
ns

 (e
.g

., 
po

lic
ie

s,
 p

la
ns

, p
ro

ce
du

re
s,

 s
ys

te
m

 re
qu

ire
m

en
ts

, d
es

ig
ns

); 

b)
 

M
ec

ha
ni

sm
s 

(e
.g

., 
fu

nc
tio

na
lit

y 
im

pl
em

en
te

d 
in

 h
ar

dw
ar

e,
 s

of
tw

ar
e,

 fi
rm

w
ar

e)
; a

nd
 

c)
 

Ac
tiv

iti
es

 (e
.g

., 
sy

st
em

 o
pe

ra
tio

ns
, a

dm
in

is
tra

tio
n,

 m
an

ag
em

en
t; 

ex
er

ci
se

s)
. 

(2
) 

D
EF

IN
IT

IO
N

: T
he

 p
ro

ce
ss

 o
f c

he
ck

in
g,

 in
sp

ec
tin

g,
 re

vi
ew

in
g,

 o
bs

er
vi

ng
, s

tu
dy

in
g,

 o
r a

na
ly

zi
ng

 o
ne

 o
r m

or
e 

as
se

ss
m

en
t o

bj
ec

ts
 to

 fa
ci

lit
at

e 
un

de
rs

ta
nd

in
g,

 a
ch

ie
ve

 c
la

rif
ic

at
io

n,
 o

r o
bt

ai
n 

ev
id

en
ce

, t
he

 re
su

lts
 o

f w
hi

ch
 a

re
 u

se
d 

to
 

su
pp

or
t t

he
 d

et
er

m
in

at
io

n 
of

 s
ec

ur
ity

 c
on

tro
l e

xi
st

en
ce

, f
un

ct
io

na
lit

y,
 c

or
re

ct
ne

ss
, c

om
pl

et
en

es
s,

 a
nd

 p
ot

en
tia

l f
or

 
im

pr
ov

em
en

t o
ve

r t
im

e;
 a

nd
 

ii)
 

AS
SE

SS
M

EN
T 

M
ET

H
O

D
: T

es
t: 

(1
) 

AS
SE

SS
M

EN
T 

O
BJ

EC
TS

: 

a)
 

M
ec

ha
ni

sm
s 

(e
.g

., 
ha

rd
w

ar
e,

 s
of

tw
ar

e,
 fi

rm
w

ar
e)

; a
nd

 

b)
 

Ac
tiv

iti
es

 (e
.g

., 
sy

st
em

 o
pe

ra
tio

ns
, a

dm
in

is
tra

tio
n,

 m
an

ag
em

en
t; 

ex
er

ci
se

s)
. 

(2
) 

D
EF

IN
IT

IO
N

: T
he

 p
ro

ce
ss

 o
f e

xe
rc

is
in

g 
on

e 
or

 m
or

e 
as

se
ss

m
en

t o
bj

ec
ts

 u
nd

er
 s

pe
ci

fie
d 

co
nd

iti
on

s 
to

 c
om

pa
re

 
ac

tu
al

 w
ith

 e
xp

ec
te

d 
be

ha
vi

or
, t

he
 re

su
lts

 o
f w

hi
ch

 a
re

 u
se

d 
to

 s
up

po
rt 

th
e 

de
te

rm
in

at
io

n 
of

 s
ec

ur
ity

 c
on

tro
l e

xi
st

en
ce

, 
fu

nc
tio

na
lit

y,
 c

or
re

ct
ne

ss
, c

om
pl

et
en

es
s,

 a
nd

 p
ot

en
tia

l f
or

 im
pr

ov
em

en
t o

ve
r t

im
e.

 

5.
8 

Vu
ln

er
ab

ilit
y 

As
se

ss
m

en
t 
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a)
 

Th
e 

C
on

tra
ct

or
 m

us
t a

llo
w

 In
te

rn
al

 V
ul

ne
ra

bi
lit

y 
As

se
ss

m
en

t t
es

tin
g 

to
 b

e 
co

nd
uc

te
d 

on
 a

n 
as

 a
nd

 w
he

n 
re

qu
ire

d 
ba

si
s 

by
 C

an
ad

a,
 th

e 
C

on
tra

ct
or

, o
r a

 th
ird

 p
ar

ty
 s

el
ec

te
d 

by
 C

an
ad

a 
or

 th
e 

C
on

tra
ct

or
. T

hi
s 

te
st

in
g 

m
us

t b
e 

co
nd

uc
te

d 
at

 a
 

m
in

im
um

 o
n 

a 
ye

ar
ly

 b
as

is
 a

nd
 a

lig
ne

d 
to

 th
e 

Vu
ln

er
ab

ilit
y 

M
an

ag
em

en
t c

on
tro

ls
 in

 th
e 

D
SC

P.
 T

he
 C

on
tra

ct
or

 m
us

t 
de

te
rm

in
e 

th
e 

as
si

gn
m

en
t o

f r
es

po
ns

ib
ilit

y 
fo

r s
up

po
rti

ng
 V

ul
ne

ra
bi

lit
y 

As
se

ss
m

en
t t

es
tin

g.
 

b)
 

If 
th

e 
C

on
tra

ct
or

 s
el

ec
ts

 to
 a

llo
w

 C
an

ad
a 

to
 p

er
fo

rm
 th

e 
In

te
rn

al
 V

ul
ne

ra
bi

lit
y 

As
se

ss
m

en
t t

es
tin

g,
 th

e 
C

on
tra

ct
or

 m
us

t 
pr

ov
id

e:
 i) 

Lo
gi

ca
l a

cc
es

s 
to

 th
e 

R
C

M
P 

Pr
ot

ec
te

d 
B 

C
lo

ud
 T

en
an

t s
ub

sc
rip

tio
n 

w
he

re
 th

e 
N

C
S 

Te
st

 E
nv

iro
nm

en
t (

N
C

S 
TE

) i
nf

ra
st

ru
ct

ur
e 

is
 lo

ca
te

d 
an

d 
op

er
at

ed
; 

ii)
 

N
et

w
or

k 
ac

ce
ss

 o
r a

cc
es

se
s 

to
 th

e 
N

C
S 

TE
 to

 a
llo

w
 fo

r t
he

 s
ca

nn
in

g 
of

 n
et

w
or

k 
an

d 
ho

st
 d

ev
ic

es
; a

nd
 

iii)
 

As
si

st
an

ce
 fo

r t
he

 d
ur

at
io

n 
of

 a
ny

 p
or

tio
n 

of
 th

e 
In

te
rn

al
 V

ul
ne

ra
bi

lit
y 

As
se

ss
m

en
t o

f a
t l

ea
st

 o
ne

 (1
) t

ec
hn

ic
al

 
re

so
ur

ce
 w

ho
 is

 fa
m

ilia
r w

ith
 th

e 
te

ch
ni

ca
l a

sp
ec

ts
 o

f t
he

 N
C

S 
TE

 (i
.e

., 
th

e 
so

ftw
ar

e 
an

d 
ne

tw
or

k 
pr

od
uc

ts
 a

nd
 th

ei
r 

co
nf

ig
ur

at
io

n)
. 

c)
 

If 
th

e 
C

on
tra

ct
or

 (o
r t

hi
rd

 p
ar

ty
 o

n 
be

ha
lf 

of
 th

e 
C

on
tra

ct
or

) c
ho

os
es

 to
 c

on
du

ct
 it

s 
ow

n 
In

te
rn

al
 V

ul
ne

ra
bi

lit
y 

As
se

ss
m

en
t t

es
tin

g,
 th

e 
C

on
tra

ct
or

 m
us

t: 

i) 
Su

bm
it 

a 
Vu

ln
er

ab
ilit

y 
As

se
ss

m
en

t P
la

n 
to

 C
an

ad
a 

fo
r i

ts
 p

rio
r a

pp
ro

va
l; 

ii)
 

In
cl

ud
e 

w
ith

in
 th

e 
sc

op
e 

of
 th

e 
pl

an
, t

he
 s

ca
nn

in
g 

of
 a

ll 
ne

tw
or

k 
an

d 
ho

st
 d

ev
ic

es
 d

ep
lo

ye
d 

in
 th

e 
N

C
S 

TE
; 

iii)
 

C
on

du
ct

 th
e 

vu
ln

er
ab

ilit
y 

as
se

ss
m

en
t t

es
tin

g 
in

 th
e 

N
C

S 
TE

; a
nd

 

iv
) 

Pr
ov

id
e 

th
e 

re
su

lts
 to

 C
an

ad
a 

fo
r r

ev
ie

w
 a

nd
 a

na
ly

si
s.

 C
an

ad
a 

m
ay

 re
qu

ire
 im

pl
em

en
ta

tio
n 

of
 C

on
tra

ct
or

 
in

iti
at

ed
 c

ha
ng

es
 b

as
ed

 o
n 

re
vi

ew
 a

nd
 a

na
ly

si
s.

 

d)
 

C
an

ad
a 

m
ay

 c
on

du
ct

 E
xt

er
na

l V
ul

ne
ra

bi
lit

y 
As

se
ss

m
en

t t
es

tin
g 

ag
ai

ns
t t

he
 N

C
S 

TE
 a

nd
 p

ro
vi

de
 a

 V
ul

ne
ra

bi
lit

y 
As

se
ss

m
en

t R
ep

or
t t

o 
th

e 
C

on
tra

ct
or

 th
at

 w
ill 

id
en

tif
y 

th
e 

vu
ln

er
ab

ilit
ie

s 
th

at
 w

er
e 

de
te

ct
ed

 b
y 

C
an

ad
a.

 

e)
 

Th
e 

C
on

tra
ct

or
 m

us
t p

ro
vi

de
 C

an
ad

a 
w

ith
 a

 V
ul

ne
ra

bi
lit

y 
M

iti
ga

tio
n 

R
ep

or
t t

ha
t i

nc
lu

de
s:

 

i) 
A 

lis
t o

f v
ul

ne
ra

bi
lit

ie
s 

fo
r w

hi
ch

 C
an

ad
a 

is
 re

co
m

m
en

di
ng

 th
e 

im
pl

em
en

ta
tio

n 
of

 c
or

re
ct

iv
e 

m
ea

su
re

s;
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Civic address - Adresse municipale

Business name (if different from legal name)
Nom de l'organisation (si différent de la raison sociale)

Legal name
Raison sociale

Preferred language of correspondence (check one)
Langue de correspondance (cocher une seule case)

Telephone No. of contact person
N° de téléphone de la personne-ressource

Surname and given name of contact person (Canadian Official)
Nom et prénom de la personne-ressource au Canada

Organization telephone No.- N° de téléphone de l'organisation

Mailing address - Adresse postale

Legal name
Raison sociale

Major Crown project (provide name)
Grand projet de la Couronne (indiquer le nom)

Organization Fax No. - N° de télécopieur de l'organisation

Type of application (check one)
Type de demande (cocher une seule case)

PWGSC-TPSGC 186 (2016-05)

Request for Private Sector Organization Screening (PSOS)
Demande d'enquête de sécurité sur une Organisation du Secteur Privé (ESOSP)

A

New
Nouvelle

Upgrade
Cote de sécurité plus élevée

Business name (if different from legal name)
Nom de l'organisation (si différent de la raison sociale)

Civic address - Adresse municipale

1 2

3 4

5 6

Title of contact person
Titre de la personne-ressource

7 8

E-mail address of contact person
Adresse électronique de la personne-ressource

9 10

11 English
Anglais

French
Français

1 2

3

Contract or RFP (provide number)
Contrat ou DDP (indiquer le numéro)

Sub-contract (provide number)
Contrat accordé en sous-traitance
(indiquer le numéro)

Program or project (provide name)
Programme ou projet (indiquer le nom)

Other (provide details)
Autres (donner des détails)

Reliability status*
Cote de fiabilité*

* This level is required for access to Protected A, Protected B and Protected C information or assets.
* Ce niveau est nécessaire pour l'accès à des renseignements ou à des biens Protégé A, B ou C.

Secret

Top Secret
Très ecret

Information on proposed organization
Renseignements sur l'organisation candidateB

Information on registered or head office in Canada (if different from section B)
Renseignements sur le siège social ou le bureau principal au Canada (si différents de ceux fournis à la section B)C

Reason(s) for PSOS request (check those that apply and provide details in space provided)
Raison(s) de la demande d'ESOSP (cocher la ou les cases appropriées et fournir des détails dans l'espace prévu à cette fin)

D

Information on security requirements
Renseignements sur les exigences relatives à la sécuritéE

1- Indicate level(s) of personnel security screening required (check those that apply)
Indiquer le ou les niveaux requis de l'enquête de sécurité sur le personnel (cocher la ou les cases appropriées)



Telephone No. - N° de téléphone

Mailing address - Adresse postale

Department/Agency/Organization
Ministère, agence ou organisation

Branch/Directorate
Division/Direction

Surname, Given name
Nom et prénom

Facsimile No. - N° de télécopieur

Department/Agency/Organization
Ministère, agence ou organisation

Title/Rank
Titre et niveau hiérarchique

4- Additional information - Renseignements additionnels

Protected A
Protégé A

3- Will the proposed organization be required to store Protected/Classified COMSEC information/assets?
L'organisation candidate devra-t-elle entreposer des renseignements ou des biens relatifs à la sécurité des communications (COMSEC)
Protégé ou Classifié?

Information on security requirements (continued)
Renseignements sur les exigences relatives à la sécurité (suite)

Civic address - Adresse municipale

E

Yes
Oui

No
Non

If yes, indicate security level(s) of information/assets to be stored (check those that apply).*
Also, provide address(es) where information/assets will be stored in section B and C below.
Si oui, indiquer le niveau de sécurité des biens ou des renseignements qui seront entreposés (cocher la ou les cases
appropriées).*
Indiquer également, aux sections B et C ci-dessous, la ou les adresses où les renseignements/les biens seront entreposés.

Protected A
Protegé A

a)

Civic address - Adresse municipale

If yes, indicate security level(s) of Protected/Classified COMSEC information/assets to be stored (check those that apply).
Si oui, indiquer le ou les niveaux de sécurité des renseignements ou des biens COMSEC Protégé ou Classifié qui seront
entreposés (cocher la ou les cases appropriées).

Yes
Oui

No
Non

Protected B
Protégé B

Protected C
Protégé C

Confidential
Confidentiel Secret Top Secret

Très ecret

* Please attach a completed Security Requirements Check List - Veuillez joindre la Liste de vérification des exigences relatives à la sécurité dûment remplie.

Protected B
Protégé B

Protected C
Protégé C

NATO Confidential
Confidentiel OTAN

Secret Top Secret
Très ecret

NATO Secret
Secret OTAN

Confidential
Confidentiel

C op ecret
C rès secret

PWGSC-TPSGC 186 (2016-05)

a)

2- Will the proposed organization be required to store protected/classified information/assets?
L'organisation candidate devra-t-elle entreposer des renseignements ou des biens de niveau protégé ou classifié?

b) c)

Information on procurement Officer/project manager requesting PSOS (if different from section G)
Renseignements sur l'agent des achats ou le gestionnaire de projets qui demande l'ESOSP (si différents de ceux fournis
à la section G)

F

1 Surname, Given name
Nom et prénom

2

Branch/Directorate
Division/Direction

3 4

Mailing address - Adresse postale5 E-mail address - Adresse électronique6

Telephone No. - N° de téléphone7

8

Signature of procurement officer or project manager
Signature de l'agent des achats ou du gestionnaire de projet

9 Date (Y-A-MM-D-J)

1 Title/Rank
Titre et niveau hiérarchique

2

3 4

E-mail address - Adresse électronique5 6

7

Facsimile No. - N° de télécopieur8

Date (Y-A-MM-D-J)Signature of approved source
Signature de la source autorisée

9

Information on approved source requesting PSOS
Renseignements sur la source autorisée parrainant l'ESOSPG


