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Invitation to Qualify # M7594-212120/F 

 
National Digital Evidence Management System (DEMS) 

and Body Worn Cameras (BWC) 
 

AMENDMENT #003  
 

 
This amendment is issued to modify Annex A - Overview and High Level Description of Requirement. 
  
 

MODIFICATION 002: 
 
Section 8.3.10 - Identity and Access Management of Annex A -Overview and High Level Description 
of Requirement is hereby deleted in its entirety and is replaced with the following Section: 
 
Section 8.3.10 -- Identity and Access Management 
 
The Contractor must ensure adequate protection of the account management process used to deliver 
and support the Services for Canada.  Security measures must include, but are not limited to: 

 
1) Providing Master Account privileges solely to Canada personnel in such a way that the Contractor 

relinquishes all control of the service to Canada OR 
2) Where Contractor personnel are required or desired to have access to the Master account, the 

Contractor must:  
a) Provide RCMP Security Operations personnel with notification of the creation or use of any 

privileged account, including the Master account 
b) Limit access to only RCMP cleared and authorized users who are permitted by Canada to 

execute transactions and functions such as Master account creation and issuance; 
c) Ensure the separation of duties of individuals; 
d) Employ the principle of least privilege, including for specific security functions and privileged 

accounts; 
e) Ensure that authorized users are provided with security awareness and training as part of 

employment onboarding and when their roles change; 
f) Create, protect and retain audit records related to the activities that support account 

management of Services provided to Canada; 
g) Provide Canada with reports on audited events for actions related to the issuance and 

management of Master accounts; and  
h) Ensure that Organizational Data is protected during and after personnel actions such as 

terminations and transfers. 
 

 
 
 

ALL OTHER TERMS AND CONDITIONS REMAIN THE SAME 


