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PART 1 - GENERAL INFORMATION

11

INTRODUCTION

This bid solicitation # 9K001-S22-0126 is divided into seven parts plus annexes and, attachments as follows:

Part 1

Part 2

Part 3

Part 4

Part 5

Part 6
Part 7

General Information: provides a general description of the requirement;

Part 2 Bidder Instructions: provides the instructions, clauses and conditions applicable to the
bid solicitation and states that the Bidder agrees to be bound by the clauses and conditions
contained in all parts of the bid solicitation;

Part 3 Bid Preparation Instructions: provides bidders with instructions on how to prepare their
bid;

Part 4 Evaluation Procedures and Basis of Selection: indicates how the evaluation will be
conducted, the evaluation criteria that must be addressed in the bid, if applicable, and the basis
of selection;

Certifications: includes the certifications to be provided;
Security Requirements: includes specific requirements that must be addressed by bidders;

Resulting Contract Clauses: includes the clauses and conditions that will apply to any resulting
contract.

The annexes include the Statement of Work, the Basis of Payment, the Security Requirement Check List
(SRCL), Bid Evaluation Criteria, the Bid Submission Form and the Certifications.

1.2

SUMMARY

This bid solicitation is being issued to satisfy the requirement of Canada Economic Development
for Quebec Regions, (the “client”) for Task-Based Informatics Professional Services (TBIPS) under
the TBIPS Supply Arrangement (SA) method of supply.

It is intended to result in the award of one (1) contract for the first year, three (3) months, plus two
(2) one-year irrevocable options of one year each, allowing Canada to extend the term of the
contract.

There is a security requirement associated with this requirement. For additional information, see
Part 6 — Security Requirements, and Part 7 — Resulting Contract Clauses. Bidders should consult
the "Security Requirements on PWGSC Bid Solicitations — Instructions for Bidders" document
on the Departmental Standard Procurement Documents (http://ssi-iss.tpsgc-pwgsc.gc.ca) Website.

The period of the Contract is from January 15%, 2022 until March 315, 2022 inclusively.

The TBIPS Supply Arrangement EN578-170432 is incorporated by reference and forms part of this
bid solicitation, as though expressly set out in it, subject to any express terms and conditions
contained in this bid solicitation. The capitalized terms not defined in this bid solicitation have the
meaning given to them in the TBIPS SA.

Only selected TBIPS SA Holders currently holding a TBIPS SA for Tier 1 in the Quebec region
under the EN578-170432 series of SAs are invited to compete. SA Holders may not submit a bid in
response to this bid solicitation unless they have been invited to do so. However, should an
uninvited SA Holder wish to be invited, it may contact the Contracting Authority to request an
invitation at any time prior to five (5) days before the published bid closing date, and an invitation
will be made to that SA Holder unless it would not be consistent with the efficient operation of the
procurement system. In no circumstance will such an invitation require Canada to extend a bid
closing date. The following SA Holders have been initially invited to bid on this requirement. Where
additional invitations are made during the bid solicitation process, it may be that they are not
reflected in a solicitation amendment.

Adirondack Information Management Inc, Corporation, Artemp personnel Services Inc.
ADRM Technology Consulting Group Corp

ADRM Technology Consulting Group Corp. and Randstad Interim

Canada
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o Dalian Entreprises and Coradix Technology Consulting, in joint Venture

e Donna Conainc.

¢ Donna Conna inc, IBM Canada limited in joint Venture

e Ipssinc.

e Makwa Resourcing Inc, TPG Technology Consulting Itd.

¢ Nattig inc., ADGA Group Consultants inc., in joint Venture

e Olav Consulting Corp., Moshwa aboriginal Information Technology Corporation , in joint Venture

f.  SA Holders that are invited to compete as a joint venture must submit a bid as that joint venture SA

Holder, forming no other joint venture to bid. Any joint venture must be already qualified under the
SA # EN578-170432 as that joint venture at the time of bid closing in order to submit a bid.

g. The Resource Category described below are required on an as and when requested basis in
accordance Annex “A” of the TBIPS RFSA:

TBIPS ID Resource category Level of Expertise Estimated number of
TBIPS Resources required
6C.1 Stategic information technology Level 3 - Senior 1
security planning and protection
consultant

1.3 DEBRIEFING
After contract award, bidders may request a debriefing on the results of the bid solicitation process. Bidders
should make the request to the Contracting Authority within 15 working days of receipt of the results of the
bid solicitation process. The debriefing may be provided in writing, by telephone or in person.
PART 2 — BIDDER INSTRUCTIONS
2.1 STANDARD INSTRUCTIONS, CLAUSES AND CONDITIONS

a. Allinstructions, clauses and conditions identified in the bid solicitation by number, date and title are

set out in the Standard Acquisition Clauses and Conditions Manual issued by Public Works and
Government Services Canada (PWGSC).

b. Bidders who submit a bid agree to be bound by the instructions, clauses and conditions of the bid
solicitation and accept the clauses and conditions of the resulting contract.

c. The 2003 (2020-05-28) Standard Instructions — Goods or Services — Competitive Requirements are
incorporated by reference into and form part of the bid solicitation, If there is a conflict between the
provisions of 2003 and this document, this document prevails.

2.2 SUBMISSION OF BIDS

Bids must be submitted only to Canada Economic Development (CED) for Quebec Regions by the date
and time indicated on page 1 of the bid solicitation.

Bidders must send their bid to the Contracting Authority by email to approvisionnements@dec-ced.gc.ca

2.3 FORMER PUBLIC SERVANT [Complete this section]
a. Information Required

Contracts awarded to former public servants (FPS) in receipt of a pension or of a lump sum payment
must bear the closest public scrutiny, and reflect fairness in the spending of public funds. In order
to comply with Treasury Board policies and directives on contracts with FPS, bidders must provide
the information required below before contract award. If the answer to the questions and, as
applicable the information required have not been received by the time the evaluation of bids is
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completed, Canada will inform the Bidder of a time frame within which to provide the information.
Failure to comply with Canada’s request and meet the requirement within the prescribed time frame
will render the bid non-responsive.

b. Definition

For the purposes of this clause, "former public servant”_is any former member of a department as
defined in the Financial Administration Act, R.S., 1985, c. F-11, a former member of the Canadian
Armed Forces or a former member of the Royal Canadian Mounted Police. A former public servant
may be:

i. an individual,
ii. an individual who has incorporated;
iii. a partnership made of former public servants; or
iv. a sole proprietorship or entity where the affected individual has a controlling or major
interest in the entity.

« lump sum payment period » means the period measured in weeks of salary, for which payment
has been made to facilitate the transition to retirement or to other employment as a result of the
implementation of various programs to reduce the size of the Public Service. The lump sum payment
period does not include the period of severance pay, which is measured in a like manner.

The «pension» means a pension or annual allowance paid under the Public Service
Superannuation Act (PSSA), R.S., 1985, c. P-36, and any increases paid pursuant to the
Supplementary Retirement Benefits Act, R.S., 1985, c. S-24 as it affects the PSSA. It does not
include pensions payable pursuant to the Canadian Forces Superannuation Act, R.S., 1985, c. C-
17, the Defence Services Pension Continuation Act, 1970, c. D-3, the Royal Canadian Mounted
Police Pension Continuation Act , 1970, c. R-10, and the Royal Canadian Mounted Police
Superannuation Act, R.S., 1985, c. R-11, the Members of Parliament Retiring Allowances Act, R.S.
1985, c. M-5, and that portion of pension payable to the Canada Pension Plan Act, R.S., 1985, c.
C-8.

c. Former Public Servant in Receipt of a Pension
As per the above definitions, is the Offeror a FPS in receipt of a pension ? Yes (0 No [J

If so, the Offeror must provide the following information, for all FPS in receipt of a pension, as
applicable:

i. name of former public servant ;
ii. date of termination of employment or retirement from the Public Service.

By providing this information, Offerors agree that the successful Offeror's status, with respect to
being a former public servant in receipt of a pension, will be reported on departmental websites as
part of the published proactive disclosure reports in accordance with Contracting Policy Notice:
2012-2 and the Guidelines on the Proactive Disclosure of Contracts.

d. Work Force Adjustment Directive

Is the Offeror a FPS who received a lump sum payment pursuant to the terms of the Work Force
Adjustment Directive ? Yes [ No [

If so, the Offeror must provide the following information :
i. name of former public servant ;
ii. conditions of the lump sum payment incentive ;
iii. date of termination of employment ;
iv. amount of lump sum payment ;
V. rate of pay on which lump sum payment is based ;
Vi. period of lump sum payment including start date, end date and number of weeks ;
Vii. number and amount (professional fees) of other contracts subject to the restrictions of a
work force adjustment program.

For all contracts awarded during the lump sum payment period, the total amount of fees that may
be paid to a FPS who received a lump sum payment is $5,000 including Applicable Taxes.
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2.4 ENQUIRIES — BID SOLICITATION

a. All enquiries must be submitted in writing to the Contracting Authority no later than five (5) calendar
days before the bid closing date. Enquiries received after that time may not be answered.

b. Bidders should reference as accurately as possible the numbered item of the bid solicitation to
which the enquiry relates. Care should be taken by bidders to explain each question in sufficient
detail in order to enable Canada to provide an accurate answer. Technical enquiries that are of a
proprietary nature must be clearly marked "proprietary" at each relevant item. Items identified as
"proprietary" will be treated as such except where Canada determines that the enquiry is not of a
proprietary nature. Canada may edit the question(s) or may request that the Bidder do so, so that
the proprietary nature of the question(s) is eliminated, and the enquiry can be answered to all
bidders. Enquiries not submitted in a form that can be distributed to all bidders may not be answered
by Canada.

2.5 APPLICABLE LAWS

Any resulting contract must be interpreted and governed, and the relations between the parties determined,
by the laws in force in Quebec.

Note to Bidders: A bidder may, at its discretion, substitute the applicable laws of a Canadian province
or territory of their choice without affecting the validity of its bid, by deleting the name of the Canadian
province or territory specified and inserting the name of the Canadian province or territory of its choice.
If no change is made, it acknowledges that the applicable laws specified are acceptable to the Bidder.
Bidders are requested to indicate the Canadian province or territory they wish to apply to any resulting
contract in their bid submission.

2.6 IMPROVEMENT OF REQUIREMENT DURING SOLICITATION PERIOD

Should bidders consider that the specifications or Statement of Work contained in the bid solicitation could
be improved technically or technologically, bidders are invited to make suggestions, in writing, to the
Contracting Authority named in the bid solicitation. Bidders must clearly outline the suggested improvement
as well as the reasons for the suggestion. Suggestions that do not restrict the level of competition nor favour
a particular bidder will be given consideration provided they are submitted to the Contracting Authority in
accordance with the article entitled "Enquiries — Bid Solicitation". Canada will have the right to accept or
reject any or all suggestions.

2.7 BID CHALLENGE AND RECOURSE MECHANISMS

(a) Several mechanisms are available to potential suppliers to challenge aspects of the procurement
process up to and including contract award.

(b) Canada encourages suppliers to first bring their concerns to the attention of the Contracting
Authority. Canada’s Buy and Sell website, under the heading “Bid Challenge and Recourse Mechanisms”
contains information on potential complaint bodies such as:

e Office of the Procurement Ombudsman (OPO)
¢ Canadian International Trade Tribunal (CITT)

(©) Suppliers should note that there are strict deadlines for filing complaints, and the time periods

vary depending on the complaint body in question. Suppliers should therefore act quickly when they want
to challenge any aspect of the procurement process.

PART 3 — BID PREPARATION INSTRUCTIONS
3.1 BID PREPERATION INSTRUCTIONS
a. The bid must be gathered per section and separated as follows:
Section I: Technical Bid (1 electronic copy by email)

Section II: Financial Bid (1 electronic copy by email)
Section IlI: Certifications (1 electronic copy by email)
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Section 1V: Additional Information

Prices must appear in the financial bid only. No prices must be indicated in any other section
of the bid.

b. Format

for Bid: Canada requests that bidders follow the format instructions described below in the

preparation of their bid.

use a humbering system that corresponds to the bid solicitation;
include a title page at the front of each volume of the bid that includes the title, date, bid
solicitation number, bidder's name and address and contact information of its
representative; and
Include a table of contents.
Soft copies will be accepted in any of the following electronic formats:

e Portable Document Format .pdf

e Microsoft Word 97/2000 (.doc)

c. Submission of Only One Bid:

A Bidder, including related entities, will be permitted to submit only one bid in response to
this bid solicitation. If a Bidder or any related entities participate in more than one bid
(participating means being part of the Bidder, not being a subcontractor), Canada will
provide those Bidders with two (2) working days to identify the single bid to be considered
by Canada. Failure to meet this deadline will result in all the affected bids being disqualified.

For the purposes of this Article, regardless of the jurisdiction where any of the entities
concerned is incorporated or otherwise formed as a matter of law (whether that entity is a
natural person, corporation, partnership, etc.), an entity will be considered to be "related"
to a Bidder if:

A. they are the same legal entity (i.e., the same natural person, corporation,
partnership, limited liability partnership, etc.);

B. they are "related persons" or "affiliated persons" according to the Canada Income
Tax Act;

C. the entities have now or in the two years before bid closing had a fiduciary
relationship with one another (either as a result of an agency arrangement or any
other form of fiduciary relationship); or

D. the entities otherwise do not deal with one another at arm's length, or each of them
does not deal at arm's length with the same third party.

Individual members of a joint venture cannot participate in another bid, either by submitting
a bid alone or by participating in another joint venture.

d. Joint Venture Experience:

Where the Bidder is a joint venture with existing experience as that joint venture, it may
submit the experience that it has obtained as that joint venture.

Example: A bidder is a joint venture consisting of members L and O. A bid solicitation
requires that the bidder demonstrate experience providing maintenance and help desk
services for a period of 24 months to a customer with at least 10,000 users. As a joint
venture (consisting of members L and O), the bidder has previously done the work. This
bidder can use this experience to meet the requirement. If member L obtained this
experience while in a joint venture with a third-party N, however, that experience cannot be
used because the third-party N is not part of the joint venture that is bidding.

A joint venture bidder may rely on the experience of one of its members to meet any given
technical criterion of this bid solicitation.

Example: A bidder is a joint venture consisting of members X, Y and Z. If a solicitation
requires: (a) that the bidder have 3 years of experience providing maintenance service, and
(b) that the bidder have 2 years of experience integrating hardware with complex networks,
then each of these two requirements can be met by a different member of the joint venture.
However, for a single criterion, such as the requirement for 3 years of experience providing
maintenance services, the bidder cannot indicate that each of members X, Y and Z has one
year of experience, totaling 3 years. Such a response would be declared non-responsive.

i+l
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3.2

iii. Joint venture members cannot pool their abilities with other joint venture members to satisfy
a single technical criterion of this bid solicitation. However, a joint venture member can pool
its individual experience with the experience of the joint venture itself. Wherever
substantiation of a criterion is required, the Bidder is requested to indicate which joint
venture member satisfies the requirement. If the Bidder has not identified which joint
venture member satisfies the requirement, the Contracting Authority will provide an
opportunity to the Bidder to submit this information during the evaluation period. If the
Bidder does not submit this information within the period set by the Contracting Authority,
its bid will be declared non-responsive.

Example: A bidder is a joint venture consisting of members A and B. If a bid solicitation
requires that the bidder demonstrate experience providing resources for a minimum number
of 100 billable days, the bidder may demonstrate that experience by submitting either:

e Contracts all signed by A,

e Contracts all signed by B; or

e Contracts all signed by A and B in joint venture, or

e Contracts signed by A and contracts signed by A and B in joint venture, or
e Contracts signed by B and contracts signed by A and B in joint venture.

That show in total 100 billable days.
iv.  Any Bidder with questions regarding the way in which a joint venture bid will be evaluated
should raise such questions through the Enquiries process as early as possible during the

bid solicitation period.

SECTION | : TECHNICAL BID

The technical bid consists of the following:

Bid Submission Form: Bidders are requested to include the Bid Submission Form in
Attachment 3.1 — Part 3 with their bids. It provides a common form in which bidders can provide
information required for evaluation and contract award, such as a contact name, the Bidder’s
Procurement Business Number, the Bidder’s status under the Federal Contractors Program for
Employment Equity, etc. Using the form to provide this information is not mandatory, but it is
recommended. If Canada determines that the information required by the Bid Submission Form is
incomplete or requires correction, Canada will provide the Bidder with an opportunity to do so.

Security Clearance: Bidders are requested to submit the following security information for each of
the proposed resources with their bids on or before the bid closing date:

SECURITY INFORMATION :
Name of individual as it appears on security clearance application form:
Level of security clearance obtained:
Validity period of security clearance obtained:
Security Screening Certificate and Briefing Form file number:

If the Bidder has not included the security information in its bid, the Contracting Authority will provide
the Bidder with an opportunity to submit the security information during the evaluation period. If the
Bidder has not submitted the security information within the period set by the Contracting Authority,
its bid will be declared non-responsive.

Substantiation of Technical Compliance:

The technical bid must substantiate the compliance with the specific articles of Attachment 4.1 —
Part 4 — Bid Evaluation Criteria, which is the requested format for providing the substantiation. The
substantiation must not simply be a repetition of the requirement(s), but must explain and
demonstrate how the Bidder will meet the requirements and carry out the required Work. Simply
stating that the Bidder or its proposed solution or product complies is not sufficient. Where Canada
determines that the substantiation is not complete, the Bidder will be considered non-responsive
and disqualified. The substantiation may refer to additional documentation submitted with the bid -
this information can be referenced in the “Reference” column of Attachment 4.1 — Part 4 — Bid
Evaluation Criteria, where Bidders are requested to indicate where in the bid the reference material

Canada
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3.3

3.4

can be found, including the title of the document, and the page and paragraph numbers; where the
reference is not sufficiently precise, Canada may request that the Bidder direct Canada to the
appropriate location in the documentation.

For Proposed Resources: The technical bid must include résumés for the resources as identified
in Attachment 4.1 — Part 4 — Bid Evaluation Criteria. The Technical bid must demonstrate that
each proposed individual meets the qualification requirements described (including any educational
requirements, work experience requirements, and professional designation or membership
requirements). With respect to the proposed resources:

A. Proposed resources may be employees of the Bidder or employees of a subcontractor, or
these individuals may be independent contractors to whom the Bidder would subcontract a
portion of the Work.

B. For any requirements that specify a particular time period (e.g., 2 years) of work experience,
Canada will disregard any information about experience if the technical bid does not include
the relevant dates (month and year) for the experience claimed (i.e., the start date and end
date). Canada will evaluate only the duration that the resource actually worked on a project
or projects (from his or her start date to end date), instead of the overall start and end date
of a project or a combination of projects in which a resource has participated.

C. Forwork experience to be considered by Canada, the technical bid must not simply indicate
the title of the individual’s position, but must demonstrate that the resource has the required
work experience by explaining the responsibilities and work performed by the individual
while in that position. In situations in which a proposed resource worked at the same time
on more than one project, the duration of any overlapping time period will be counted only
once toward any requirements that relate to the individual’s length of experience.

SECTION I : FINANCIAL BID

Pricing: Bidders must submit their financial bid in accordance with the Basis of Payment provided
in Annex “B” of this bid solicitation. The total amount of Applicable Taxes must be shown separately,
if applicable. Unless otherwise indicated, Bidders must include a single, firm, all-inclusive hourly
rate in Canadian dollars in each cell requiring an entry in the pricing tables.

All Costs to be Included: The financial bid must include all costs for the requirement described in
the bid solicitation for the entire Contract Period, including any option periods.

SECTION Il : CERTIFICATIONS

Bidders are to submit the certifications required under Part 5 that have not been included in the Technical

Bid.

Canada
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ATTACHMENT 3.1 - PART 3
TBIPS BID SUBMISSION FORM

Bidder’s full legal name

Authorized Representative of Bidder for evaluation Name
purposes (e.g., clarifications)

Title

Address

Telephone #

Fax #

Email

Bidder’s Procurement Business Number (PBN)
[see the Standard Instructions 2003]

Jurisdiction of Contract: Province in Canada the
bidder wishes to be the legal jurisdiction applicable to
any resulting contract (if other than as specified in
solicitation)

As per TBIPS Holder Supply Arrangement.

Is the Bidder a FPS in receipt of a pension as defined in the
bid solicitation?

. Y N
Former Public Servants e — °—

If yes, provide the information required by the Article in Part 2

See the Article in Part 2 of the bid solicitation entitled entitled “Former Public Servant Certification”
Former Public Servant Certification for a definition of Is the Bidder a FPS who received a lump sum payment under
“Former Public Servant”. the terms of a work force reduction program?

Yes No

If yes, provide the information required by the Article in Part 2
entitled “Former Public Servant Certification”

Security Clearance Level of Bidder
[include both the level and the date it was granted)

i. Name of Individual as it appears on security clearance | j.
application:
ii. Level of security clearance obtained and expiry date:

iii. Security Screening Certificate and Briefing Form file
number

On behalf of the Bidder, by signing below, | confirm that | have read the entire bid solicitation including the
documents incorporated by reference into the bid solicitation and | certify that:

1. The Bidder considers itself and its proposed resources able to meet all the mandatory requirements described in
the bid solicitation;

2. This bid is valid for the period requested in the bid solicitation;
3. All the information provided in the bid is complete, true and accurate; and

4. If the Bidder is awarded a contract, it will accept all the terms and conditions set out in the resulting contract
clauses included in the bid solicitation.

Signature of Authorized Representative of
Bidder
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PART 4 - EVALUATION PROCEDURES AND BASIS OF SELECTION

4.1

4.2

4.3

EVALUATION PROCEDURES

Bids will be evaluated in accordance with the entire requirement of the bid solicitation including the
technical and financial evaluation criteria. There are several steps in the evaluation process, which
are described below. Even though the evaluation and selection will be conducted in steps, the fact
that Canada has proceeded to a later step does not mean that Canada has conclusively determined
that the Bidder has successfully passed all the previous steps. Canada may conduct steps of the
evaluation in parallel.

An evaluation team composed of CED representatives will evaluate the bids on behalf of Canada.
Canada may hire any independent consultant, or use any Government resources, to evaluate any
bid. Not all members of the evaluation team will necessarily participate in all aspects of the
evaluation.

In addition to any other time periods established in the bid solicitation :

i. Requests for Clarifications : If Canada seeks clarification or verification from the Bidder
about its bid, the Bidder will have 2 working days (or a longer period if specified in writing
by the Contracting Authority) to provide the necessary information to Canada. Failure to
meet this deadline will result in the bid being declared non-responsive.

ii. If additional time is required by the Bidder, time may be granted at the sole discretion of the
Contracting Authority

TECHNICAL EVALUATION

Mandatory Technical Criteria:

Each bid will be reviewed to determine whether it meets the mandatory requirements of the bid
solicitation. Any element of the bid solicitation that is identified specifically with the words “must” or
“mandatory” is a mandatory requirement. Bids that do not comply with each and every mandatory
requirement will be considered non-responsive and be disqualified. The Mandatory evaluation
criteria are described in Attachment 4.1 — Part 4 — Bid Evaluation Criteria.

Point-Rated Technical Criteria:

Each bid will be rated by assigning a score to the rated requirements, which are identified in the bid
solicitation by the word "rated" or by reference to a score. Bidders who fail to submit complete bids
with all the information requested by this bid solicitation will be rated accordingly. The rated
requirements are described in Attachment 4.1 — Part 4 — Bid Evaluation Criteria.

FINANCIAL EVALUATION

The price of the bid will be evaluated in Canadian dollars, Applicable Taxes excluded, FOB destination,
Canadian customs duties and excise taxes included.

The Bidder must be able to provide a proposal based on a firm all-inclusive hourly rate in accordance with
the detailed pricing schedule in Annex B. To meet this requirement, the Bidder must complete the Annex B
— Basis of Payment and include it in his financial bid.

4.4

BASIS OF SELECTION — HIGHEST COMBINED RATING OF TECHNICAL MERIT AND PRICE

To be declared responsive, a bid must:
a. Comply with all the requirements of the bid solicitation; and
b. Meet all mandatory criteria; and
c. Obtain the required minimum of 140 points overall for the technical evaluation criteria. The
rating is performed on a scale of 240 points.

Bids not meeting (a) or (b) or (c) will be declared non-responsive

The selection will be based on the highest responsive combined rating of technical merit and price.
The ratio will be 60% for the technical merit and 40% for the price.

To establish the technical merit score, the overall technical score for each responsive bid will be
determined as follows: total number of points obtained / maximum number of points available
multiplied by the ratio of 60%.

Canada
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5. To establish the pricing score, each responsive bid will be prorated against the lowest evaluated
price and the ratio of 40%.

6. For each responsive bid, the technical merit score and the pricing score will be added to determine
its combined rating.

7. Neither the responsive bid obtaining the highest technical score nor the one with the lowest
evaluated price will necessarily be accepted. The responsive bid with the highest combined rating
of technical merit and price will be recommended for award of a contract.

The table below illustrates an example where all three bids are responsive and the selection of the contractor
is determined by a 60/40 ratio of technical merit and price, respectively. The total available points equals
135 and the lowest evaluated price is $45,000 (45).

Basis of Selection — Highest Combined Rating Technical Merit (60%) and Price (40%)

Bidder 1 Bidder 2 Bidder 3
Overall Technical Score 115/135 89/135 92/135
Bid Evaluated Price $55,000 $50,000 $45,000
. . 115/135 x 60 = 89/135 x 60 = 92/135 x 60 =
Technical Merid Score 5111 30.56 40.89
Calculations
. 45/55 x 40 = 45/50 x 40 = 45/45 x 40 =
PIEE S0 32.73 36.00 40.00
Combined Rating 83,84 75,56 80,89
Overall Rating 1st 3 2nd
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ATTACHMENT 4.1 - PART 4
EVALUATION CRITERIA
Mandatory Technical Criteria

The bid must meet the mandatory technical criteria specified below. The Bidder must provide and describe

the necessary documentation to support compliance with this requirement.

Bids which fail to meet the mandatory technical criteria will be declared non-responsive. Each mandatory

technical criteria should be addressed separately.

CRITERIA REFERENCE

MANDATORY TECHNICAL CRITERIA SATISFY (page confirming that
(YES OR NO) criteria was met)

Recent and significant experience in in IT
Security management consulting and/or IT
Security planning.

M1.
*Recent and significant means at least 3
years' experience within the past 5 years
Recent experience in IT Security
consulting services, specifically in the
M2. domain of Identity and Access

Management (IAM)

* Recent means within the past 3 years

Recent experience implementing an IT
security architecture vision in a GC work
M3. | environment.

* Recent means within the past 3 years

Recent experience in implementing IT

M4 Security Risk Management Methodology.

* Recent means within the past 3 years

1+l
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Point Rated Technical Criteria

Bids which meet all the mandatory technical criteria will be evaluated and scored as specified in the tables
inserted below.

The Bidder must provide and describe the necessary documentation to support compliance with this
requirement. Bids which fail to obtain the required minimum number of points specified will be declared non-
responsive. Each point rated technical criterion should be addressed separately. The marking scheme for
each criterion is shown in the table below.

REFERENCE
MAXIMUM MINIMUM PoINTS (page

CRITERIA RATED BY POINTS OF POINTS OF POINTS AWARDED confirming

AWARDED  REQUIRED that criteria
I ___was met)

Securing workloads in cloud space
R1.

Total : 50 30
R2. | Develop strategic approaches and provide
input to strategic plans in support of IT
security strategies, sourcing strategies, and

IT policies
Total : 20 10
R3. | Define security requirements for new
initiatives in a GC environment.
Total : 50 30

R4. | Defining security requirements in support of
procurement documents (e.g. RFP,
contracts, SOWs, etc).

Total : 20 10
R5. | Develop an efficient and effective Security
Assesmment & Authorization (SA&A)
process

Total : 50 30
R6. | Implementation of tools for monitoring to
supervise the infrastructure network.

Total : 50 30
Maximum of points rated for the technical criteria: | 240
Minimum of points rated for the technical criteria: | 140
Your result : |
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PART 5 - CERTIFICATIONS

Bidders must provide the required certifications to be awarded a contract. Canada will declare a bid non-
responsive if the required certifications are not completed and submitted in accordance with the articles
below.

The certifications provided by Bidders to Canada are subject to verification by Canada at all times. Canada
will declare a bid non-responsive or will declare a contractor in default if any certification made by the Bidder
is found to be untrue, whether made knowingly or unknowingly, during the bid evaluation period or during
the contract period.

The Contracting Authority will have the right to ask for additional information to verify Bidders’ certifications.
Failure to comply and to cooperate with any request or requirement imposed by the Contracting Authority
for additional information will also render the bid non-responsive or constitute a default under the contract.
51 CERTIFICATIONS REQUIRED WITH BID

Bidders must submit the following duly completed certification(s) as part of their bid.

5.1.1 Integrity Provisions - Declaration of Convicted Offences (does not apply)

In accordance with the Integrity Provisions of the Standard Instructions, all bidders must provide with their
bid, if applicable, the Integrity declaration form available on the Forms for the Integrity Regime website

(http://www.tpsgc-pwgsc.gc.ca/ci-if/declaration-eng.html), to be given further consideration in the
procurement process.

5.1.2 Set-aside for aboriginal business

1. This procurement is set aside under the federal government Procurement Strategy for Aboriginal
Business, For more information on Aboriginal business requirements of the Set-aside Program for
Aboriginal Business, see Annex 9.4, Supply Manual.

2. The Bidder:

i. certifies that it meets, and will continue to meet throughout the duration of any resulting
contract, the requirements described in the above-mentioned annex;

ii. agrees that any subcontractor it engages under any resulting contract must satisfy the
requirements described in the above-mentioned annex; and

iii. agrees to provide to Canada, immediately upon request, evidence supporting any
subcontractor's compliance with the requirements described in the above-mentioned
annex.

3. The Bidder must check the applicable box below:

i. () The Bidder is an Aboriginal business that is a sole proprietorship, band, limited
company, co-operative, partnership or not-for-profit organization.
OR

ii. () The Bidder is either a joint venture consisting of two or more Aboriginal businesses or a
joint venture between an Aboriginal business and a non-Aboriginal business.

4. The Bidder must check the applicable box below:

i. () The Aboriginal business has fewer than six full-time employees.
OR

ii. () The Aboriginal business has six or more full-time employees.

5. The Bidder must, upon request by Canada, provide all information and evidence supporting this
certification. The Bidder must ensure that this evidence will be available for audit during normal
business hours by a representative of Canada, who may make copies and take extracts from the
evidence. The Bidder must provide all reasonably required facilities for any audits.

6. By submitting a bid, the Bidder certifies that the information submitted by the Bidder in response
to the above requirements is accurate and complete.
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This procurement is set aside from the international trade agreements under the provision each has for
measures with respect to Aboriginal peoples or for set-asides for small and minority businesses.

5.2 CERTIFICATIONS PRECEDENT TO CONTRACT AWARD

The certifications listed below should be completed and submitted with the bid but may be submitted
afterwards. If any of these required certifications is not completed and submitted as requested, the
Contracting Authority will so inform the Bidder and provide the Bidder with a time frame within which to meet
the requirement. Failure to comply with the request of the Contracting. Please sign attachment 5.1 — Part
5 — Certifications.

a. Professional Services Resources
i. By submitting a bid, the Bidder certifies that, if it is awarded a contract as a result of the bid
solicitation, every individual proposed in its bid will be available to perform the Work as
required by Canada’s representatives and at the time specified in the bid solicitation or
agreed to with Canada’s representatives.

ii. By submitting a bid, the Bidder certifies that all the information provided in the résumés and
supporting material submitted with its bid, particularly the information pertaining to
education, achievements, experience and work history, has been verified by the Bidder to
be true and accurate. Furthermore, the Bidder warrants that every individual proposed by
the Bidder for the requirement is capable of performing the Work described in the resulting
contract.

iii. If the Bidder has proposed any individual who is not an employee of the Bidder, by
submitting a bid, the Bidder certifies that it has the permission from that individual to
propose his/her services in relation to the Work to be performed and to submit his/her
résumé to Canada. The Bidder must, upon request from the Contracting Authority, provide
a written confirmation, signed by the individual, of the permission given to the Bidder and
of his/her availability. Failure to comply with the request may result in the bid being declared
non-responsive.

b. Submission of Only One Bid
By submitting a bid, the Bidder is certifying that it does not consider itself to be related to any other
bidder.

c. Aboriginal Business Certification
1. The Contractor warrants that its certification of compliance is accurate and complete and in
accordance with the "Requirements for the Set-aside Program for Aboriginal Business" detailed
in Annex 9.4 of the Supply Manual.

2. The Contractor must keep proper records and documentation relating to the accuracy of the
certification provided to Canada. The Contractor must obtain the written consent of the
Contracting Authority before disposing of any such records or documentation before the
expiration of six years after final payment under the Contract, or until settlement of all
outstanding claims and disputes, under the Contract, whichever is later. All such records and
documentation must at all times during the retention period be open to audit by the
representatives of Canada, who may make copies and take extracts. The Contractor must
provide all reasonably required facilities for any audits.

3. Nothing in this clause must be interpreted as limiting the rights and remedies which Canada
may otherwise have pursuant to the Contract.
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ATTACHMENT 5.1 - PART 5
CERTIFICATIONS

The following certifications must be signed and attached to the Contractor's bid at the time of submission
to Canada.

1. CERTIFICATION OF STUDY AND EXPERIENCE

The Bidder certifies that it has verified all the information provided in the résumés and supporting documents
submitted with its bid, specifically the information relating to the achievements, experience and employment
history, and that these include are accurate. In addition, the Bidder warrants that each person he or she is
responsible for is responsible for performing the work specified in the resulting contract.

Print Name and Signature of Authorized Person Date
2. CERTIFICATION OF STAFF AVAILABILITY
The Bidder certifies that, if he obtains the resulting contract from the bid solicitation, each individual

proposed in his bid will be available to perform the Work, as requested by the representatives of Canada,
at the time specified in the bid solicitation or agreed with the latter.

Print Name and Signature of Authorized Person Date
3. CERTIFICATION OF STAFF REGULATIONS

If the Bidder has proposed a person who is not an employee of the Bidder, the Bidder certifies, by submitting
a bid, that it has the permission of the individual to provide its services for the performance of the Work and
to submit his résumé in Canada. The Bidder must, upon request from the Contracting Authority, provide a
written confirmation, signed by the individual, of the permission given to the Bidder and of its availability.
Failure to respond to the request could result in the bid being declared non-responsive.

Print Name and Signature of Authorized Person Date
4. OWNER / EMPLOYEE CERTIFICATION — SET-ASIDE FOR ABORIGINAL BUSINESS

If requested by the Contracting Authority, the Bidder must provide the following certification for each
owner and employee who is Aboriginal:

1. lam (insert "an owner" and/or "a full-time
employee") of (insert name of business), and an Aboriginal person, as
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defined in Annex 9.4 of the Supply Manual entitled "Requirements for the Set-aside Program for
Aboriginal Business".

2. | certify that the above statement is true and consent to its verification upon request by Canada.

Printed name of owner and/or employee

Signature of owner and/or employee

Date

PART 6 — SECURITY REQUIREMENTS
6.1 SECURITY REQUIREMENTS
a. Before a contract is awarded, the following conditions must be met:

i. the Bidder must hold a valid organization security clearance as indicated in Part 7 —
Resulting Contract Clauses;
ii. the Bidder’'s proposed individuals requiring access to classified or protected information,
assets or sensitive work site(s) must each meet the security requirement as indicated in
Part 7 — Resulting Contract Clauses;
iii. the Bidder must provide the name of all individuals who will require access to classified or
protected information, assets or sensitive work sites.

b. For additional information on security requirements, bidders should refer to the Industrial Security
Program (ISP) of http://www.tpsgc-pwgsc.gc.ca/esc-src/index-eng.html website.

c. In the case of a joint venture bidder, each member of the joint venture must meet the security
requirements.

PART 7 — RESULTING CONTRACT CLAUSES

The following clauses apply to and form part of any contract resulting from the bid solicitation.

7.1 STATEMENT OF WORK

The Contractor must perform the Work in accordance with the Statement of Work at Annex A.

7.2 STANDARD CLAUSES AND CONDITIONS

All clauses and conditions identified in the Contract by number, date and title are set out in the Standard

Acquisition Clauses and Conditions Manual issued by Public Works and Government Services Canada
(https://buyandsell.gc.ca/policy-and-quidelines/standard-acquisition-clauses-and-conditions-manual).

a. General Conditions :
2035 (2020-05-28), General Conditions — Higher Complexity — Services, apply to and form part of
the Contract.

7.3 SECURITY REQUIREMENTS

7.3.1 The following security requirements (SRCL and related clauses provided by the Contract Security
Program) apply and form part of the Contract.

SECURITY REQUIREMENTS FOR CANADIAN SUPPLIER:
PWGSC FILE # 9K001-S22-0126

1. The contractor/offeror must, at all times during the performance of the contract/standing offer, hold
a valid designated organization screening (DOS) with approved document safeguarding at the level
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7.4

of protected B, issued by the Contract Security Program (CSP), Public Works and Government
Services Canada (PWGSC)

The contractor/offeror personnel requiring access to protected information, assets or work site(s)
must each hold a valid reliability status, granted or approved by the CSP, PWGSC

The contractor must not utilize its Information Technology systems to electronically process,
produce or store protected information until the CSP, PWGSC has issued written approval. After
approval has been granted or approved, these tasks may be performed up to the level of
protected B

Subcontracts which contain security requirements are not to be awarded without the prior written
permission of the CSP, PWGSC

The contractor/offeror must comply with the provisions of the:
1. Security Requirements Check List and security guide (if applicable), attached at Annex C
2. Contract Security Manual (latest edition)

CONTRACT PERIOD

The period of the Contract is from January 15™, 2022 to March 31st, 2022 inclusive.

7.4.1

7.5

OPTION TO EXTEND THE CONTRACT

i.  The Contractor grants to Canada the irrevocable option to extend the term of the Contract
by up to two (2) additional one-year period(s) each, under the same terms and conditions.
The Contractor agrees that, during the extended period of the Contract, it will be paid in
accordance with the applicable provisions set out in the Basis of Payment.

ii. Canada may exercise this option at any time by sending a written notice to the Contractor
before the expiry date of the Contract. The option may only be exercised by the Contracting
Authority, and will be evidenced, for administrative purposes only, through a formal contract
amendment.

AUTHORITIES
Contracting Authority
The Contracting Authority for the Contract is:

Danie Boulianne

Procurement and Contract Agent

Canada Economic Development for Quebec Regions
800, boul. René-Lévesque Ouest — Bureau 500
Montréal (Québec) H3B 1X9

581-397-4568

danie.boulianne@dec-ced.gc.ca

or

approvisionnements@dec-ced.gc.ca

The Contracting Authority is responsible for the management of the Contract and any changes to
the Contract must be authorized in writing by the Contracting Authority. The Contractor must not
perform work in excess of or outside the scope of the Contract based on verbal or written requests
or instructions from anybody other than the Contracting Authority.

Technical Authority [Will be provided at time of Contract award]
The Technical Authority for the Contract is:

Name :

Title :
Organization
Address :
Telephone :
Facsimile :
E-mail address :

Canada
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The Project Authority is the representative of the department or agency for whom the Work is being
carried out under the Contract and is responsible for all matters concerning the technical content of
the Work under the Contract. Technical matters may be discussed with the Project Authority;
however the Project Authority has no authority to authorize changes to the scope of the Work.
Changes to the scope of the Work can only be made through a contract amendment issued by the
Contracting Authority.

c. Contractor’s Representative [Complete this section]

Name :
Title :

Organization:
Address :

Telepho

ne:

Facsimile :
E-mail address :
7.6 PROACTIVE DISCLOSURE OF CONTRACTS WITH FORMER PUBLIC SERVANTS

By providing information on its status, with respect to being a former public servant in receipt of a Public
Service Superannuation Act (PSSA) pension, the Contractor has agreed that this information will be

reported on departmental websites as part of the published proactive disclosure reports, in accordance with
Contracting Policy Notice: 2012-2 of the Treasury Board Secretariat of Canada.

7.7 PAYMENT

7.7.1 Basis of Payment

Professional Services: For the provision of professional services the Contractor will be
paid for actual time worked, in accordance with the firm all-inclusive per diem rates set out
in Annex B, Basis of Payment, Applicable taxes extra. Partial days will be prorated based
on actual hours worked based on a 7.5-hour workday.

Estimated Cost: 200$/hours (Class D Estimation)

Pre-Authorized Travel and Living Expenses: Canada will not pay any travel or living
expenses associated with performing the Work.

Competitive Award: The Contractor acknowledges that the Contract has been awarded
as a result of a competitive process. No additional charges will be allowed to compensate
for errors, oversights, misconceptions or underestimates made by the Contractor when
bidding for the Contract.

Professional Services Rates: In Canada’s experience, bidders from time to time propose
rates at the time of bidding for one or more Resource Categories that they later refuse to
honour, on the basis that these rates do not allow them to recover their own costs and/or
make a profit. This denies Canada of the benefit of the awarded contract. If the Contractor
does not respond or refuses to provide an individual with the qualifications described in the
Contract (or proposes instead to provide someone from an alternate category at a different
rate), whether or not Canada terminates the Contract as a whole, Canada may impose
sanctions or take other measures in accordance with the PWGSC Vendor Performance
Policy (or equivalent) then in effect, which may include an assessment that results in
conditions applied against the Contractor to be fulfilled before doing further business with
Canada, or full debarment of the Contractor from bidding on future requirements.

Purpose of Estimates: All estimated costs contained in the Contract are included solely
for the administrative purposes of Canada and do not represent a commitment on the part
of Canada to purchase services in these amounts. Any commitment to purchase specific
amounts or values of services are described elsewhere in the Contract.

7.7.2 Limitation of Expenditure:

Canada's total liability to the Contractor under the Contract must not exceed the amount
set out on page one of the Contract, less any Applicable taxes. With respect to the amount
set out on page one of the Contract, Goods and Services Tax, or Provincial Sales Tax or
Harmonized Sales Tax is included, if applicable.

i+l
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7.7.3

7.7.4

7.8

7.9

79.1

ii. No increase in the total liability of Canada or in the price of the Work resulting from any
design changes, modifications or interpretations of the Work, will be authorized or paid to
the Contractor unless these design changes, modifications or interpretations have been
approved, in writing, by the Contracting Authority before their incorporation into the Work.
The Contractor must not perform any work or provide any service that would result in
Canada's total liability being exceed before obtaining the written approval of the Contracting
Authority. The Contractor must notify the Contracting Authority in writing as to the adequacy
of this sum when:

A. ltis 75 percent committed, or

B. 4 months before the Contract expiry date, or

C. as soon as the Contractor considers that the contract funds provided are
inadequate for the completion of the Work;

whichever comes first.

iii. If the notification is for inadequate contract funds, the Contractor must provide to the
Contracting Authority a written estimate for the additional funds required. Providing this
information does not increase Canada’s liability.

Method of Payment — Multiple Payments:

Canada will pay the Contractor upon completion and delivery of units in accordance with the
payment provisions of the Contract if:

an accurate and complete invoice and any other documents required by the Contract have been
submitted in accordance with the invoicing instructions provided in the Contract;

all such documents have been verified by Canada;

the Work delivered has been accepted by Canada.

Electronic Payment of Invoices — Contract

The Contractor accepts to be paid using any of the following Electronic Payment Instrument(s)
i. Direct Deposit (Domestic and International)

Time Verification:

Time charged and the accuracy of the Contractor’s time recording system are subject to verification
by Canada, before or after payment is made to the Contractor. If verification is done after payment,
the Contract must repay any overpayment, at Canada’s request.

INVOICING INSTRUCTIONS
1. The Contractor must submit invoices in accordance with the section entitled "Invoice
Submission” of the general conditions. Invoices cannot be submitted until all work

identified in the invoice is completed.

Each invoice must be supported by:
a) A copy of time sheets to support the time claimed

2. Invoices must be distributed as follows:
a) The original and one (1) copy must be forwarded to the address shown on page 1
of the Contract for certification and payment.

b) One (1) copy must be forwarded to the Contracting Authority identified under the
section entitled "Authorities” of the Contract.

CERTIFICATIONS AND ADDITIONAL INFORMATION

COMPLIANCE

Compliance with the certifications provided by the Contractor in its bid or any TA quotation is a condition of
the Contract and subject to verification by Canada during the entire Contract Period. If the Contractor does
not comply with any certification or it is determined that any certification made by the Contractor is untrue,
whether made knowingly or unknowingly, Canada has the right, under the default provision of the Contract,
to terminate the Contract for default.

Canada
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7.10 APPLICABLE LAWS

The Contract must be interpreted and governed, and the relations between the parties determined, by the
laws in force in the province of Quebec.

7.11 PRIORITY OF DOCUMENTS

If there is a discrepancy between the wording of any documents that appear on the following list, the wording
of the document that first appears on the list has priority over the wording of any document that appears
later on the list:

these Articles of Agreement,

General Conditions 2035 (2020-05-28);

Annex A, Statement of Work;

Annex B, Basis of Payment;

Annex C, Security Requirement Check List (SRCL);

Supply Arrangement Number EN578-170432/xxx/El (the "Supply Arrangement");

The Contractor’s bid dated: (will be completed upon the award of the contract).

@ rooooTp

7.12  FOREIGN NATIONALS (CANADIAN CONTRACTOR)

SACC Manual clause A2000C (2006-06-16) Foreign Nationals (Canadian Contractor)

Note to Bidders: Either this clause or the one that follows, whichever applies (based on whether the
successful bidder is a Canadian Contractor or Foreign Contractor), will be included in any resulting
contract.

7.13  FOREIGN NATIONALS (FOREIGN CONTRACTOR)
SACC Manual clause A2001C (2006-06-16) Foreign Nationals (Foreign Contractor)
7.14  JOINT VENTURE

a. The Contractor confirms that the name of the joint venture is and that it is comprised
of the following members:

b. With respect to the relationship among the members of the joint venture Contractor, each member
agrees, represents and warrants (as applicable) that:

i. has been appointed as the "representative member" of the joint venture
Contractor and has fully authority to act as agent for each member regarding all matters
relating to the Contract;

ii. by giving notice to the representative member, Canada will be considered to have given
notice to all the members of the joint venture Contractor; and;

iii. all payments made by Canada to the representative member will act as a release by all the
members.

c. All the members agree that Canada may terminate the Contract in its discretion if there is a dispute
among the members that, in Canada'’s opinion, affects the performance of the Work in any way.

d. Allthe members are jointly and severally or solitarily liable for the performance of the entire Contract.
e. The Contractor acknowledges that any change in the membership of the joint venture (i.e., a change

in the number of members or the substitution of another legal entity for an existing member)
constitutes an assignment and is subject to the assignment provisions of the General Conditions.

f. The Contractor acknowledges that all security and controlled goods requirements in the Contract,
if any, apply to each member of the joint venture Contractor.

Note to Bidders: This Article will be deleted if the bidder awarded the contract is not a joint venture. If
the contractor is a joint venture, this clause will be completed with information provided in its bid.

7.15 PROFESSIONAL SERVICES — GENERAL

a. The Contractor must provide professional services on request as specified in this contract. All
resources provided by the Contractor must meet the qualifications described in the Contract
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(including those relating to previous experience, professional designation, education, and language
proficiency and security clearance) and must be competent to provide the required services by any
delivery dates described in the Contract.

b. If the Contractor fails to deliver any deliverable (excluding delivery of a specific individual) or
complete any task described in the Contract on time, in addition to any other rights or remedies
available to Canada under the Contract or the law, Canada may notify the Contractor of the
deficiency, in which case the Contractor must submit a written plan to the Technical Authority within
ten (10) working days detailing the actions that the Contractor will undertake to remedy the
deficiency. The Contractor must prepare and implement the plan at its own expense.

c. In General Conditions 2035, the Section titled "Replacement of Specific Individuals" is deleted and
the following applies instead:

Replacement of Specific Individuals

1. If the Contractor is unable to provide the services of any specific individual identified in the
Contract to perform the services, the Contractor must within five (5) working days of the
individual's departure or failure to commence Work (or, if Canada has requested the
replacement, within ten (10) working days of Canada's notice of the requirement for a
replacement) provide to the Contracting Authority:

A. the name, qualifications and experience of a proposed replacement immediately
available for Work; and;
B. security information on the proposed replacement as specified by Canada, if
applicable.
The replacement must have qualifications and experience that meet or exceed those
obtained for the original resource.

2. Subject to an Excusable Delay, where Canada becomes aware that a specific individual
identified under the Contract to provide services has not been provided or is not performing,
the Contracting Authority may elect to:

A. exercise Canada's rights or remedies under the Contract or at law, including
terminating the Contract for default under Section titled "Default of the Contractor”,
or;

B. assess the information provided under (c) (i) above or, if it has not yet been
provided, require the Contractor propose a replacement to be rated by the
Technical Authority. The replacement must have qualifications and experience that
meet or exceed those obtained for the original resource and be acceptable to
Canada. Upon assessment of the replacement, Canada may accept the
replacement, exercise the rights in (ii) (A) above, or require another replacement in
accordance with this subarticle (c)

3. Where an Excusable Delay applies, Canada may require (c) (ii) (B) above instead of
terminating under the "Excusable Delay» Section. An Excusable Delay does not include
resource unavailability due to allocation of the resource to another Contract or project
(including those for the Crown) being performed by the Contractor or any of its affiliates.
The Contractor must not, in any event, allow performance of the Work by unauthorized
replacement persons. The Contracting Authority may order that a resource stop performing
the Work. In such a case, the Contractor must immediately comply with the order. The fact
that the Contracting Authority does not order that a resource stop performing the Work does
not relieve the Contractor from its responsibility to meet the requirements of the Contract.

4. The obligations in this article apply despite any changes that Canada may have made to
the Client's operating environment.

7.16 REPRESENTATIONS AND WARRANTIES

The Contractor made statements regarding its own and its proposed resources experience and expertise in
its bid that resulted in the award of the Contract. The Contractor represents and warrants that all those
statements are true and acknowledges that Canada relied on those statements in awarding the Contract.
The Contractor also represents and warrants that it has, and all its resources and subcontractors that
perform the Work have, and at all times during the Contract Period they will have, the skills, qualifications,
expertise and experience necessary to perform and manage the Work in accordance with the Contract, and
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that the Contractor (and any resources or subcontractors it uses) has previously performed similar services
for other customers.

7.17 DISPUTE RESOLUTION

(@) The parties agree to maintain open and honest communication about the Work throughout and
after the performance of the contract.

(b) The parties agree to consult and co-operate with each other in the furtherance of the contract and
promptly notify the other party or parties and attempt to resolve problems or differences that may
arise.

(c) If the parties cannot resolve a dispute through consultation and cooperation, the parties agree to
consult a neutral third party offering alternative dispute resolution services to attempt to address
the dispute.

(d) Options of alternative dispute resolution services can be found on Canada’s Buy and Sell website
under the heading “Dispute Resolution”.
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ANNEX « A »
STATEMENT OF WORK

INFORMATION MANAGEMENT CONSULTANT

1. About the Agency

The mandate of Canada Economic Development for Quebec Regions (CED) is to promote the economic
development of Quebec’s regions, giving special attention to those where economic growth is slow and
employment opportunities inadequate, with the long-term goal of increasing prosperity and employment.

To promote regional development in Quebec, CED creates, guides and supports development projects
using a variety of intervention tools, such as financial assistance, the dissemination of economic information
and economic facilitation activities. The Agency works with a clientele made up primarily of SMEs and
non-profit organizations that provide services for businesses.

In fulfilling its mandate, CED seeks to achieve a strategic outcome, namely that the economy of the regions
of Quebec is competitive and diversified. Further information about CED’s mandate and activities can be
found at the following address: http://www.dec-ced.gc.ca/.

2. Background

The Information and Technological Solutions Branch and the Chief Information Officer are seeking a
Strategic Information Technology Security Planning and Protection Consultant for our IT Environment. The
need associated with this mandate is essentially for a bank of hours to support our internal contractor in
specific and highly specialized tasks. The mandated contractor will be required to perform various tasks
on the existing IM/IT Infrastructure such as:

In addition to reviewing, analysing, applying and securing the IM/IT Infrastructure, the contractor will also
be responsible for ensuring the consistency, quality, security and ongoing availability of information.

3. Description of the IT environment of the project

The IM/IT environment is governed by Active Directory On-premises and is interconnected with the Azure
environment. The actual environment is also monitored by various tools.

4, Objectives
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The contractor will report to the Information and Technology Solutions Branch and will perform development
and support functions. The goal of this project is to strengthen the security aspect of the IM/IT infrastructure
in both the on-premise and cloud space. The resource will also be responsible for overseeing the
implementation and reinforcement of the IT/IM Infrastructure security posture with ITSG-33 standards by
the Canadian Cyber Security Centre and TBS Policies, directives, standards and guidelines. Additionally,
the consultant will be responsible for ensuring that critical applications are designed and optimized in a
secure and compliant manner.

5. Duties

The contractor will have these responsibilities but are not limited to:

1. IT Security

e Review, analyze, and/or apply the Information Technology (IT) Security Policies, Procedures
and Guidelines of International government, Federal, Provincial or Territorial government.

e Review, analyze, and apply the best practices, national or international computer law and

ethics, IT Security architecture, and IT Security Risk Management Methodology

Conduct business function analysis and business impact assessments

Brief senior managers

Provide strategic assessments on technology trends and emerging technologies

Provide IT Security strategic planning and advice.

Conduct feasibility studies, technology assessments and cost-benefit analyses, and propose

system implementation plans for IT Security

e Collect, collate and prioritize client IT Security and Information Infrastructure Protection
requirements

e Evaluate and assist in the selection of enterprise-wide technology tools

o Develop strategic IT Security architecture vision, strategies and designs using the Business
Transformation Enablement Program (BTEP) methodology and the Government Strategic
Reference Model (GSRM)

2. Knowledge transfer

e To ensure the transfer of knowledge, the contractor must, upon request, give presentations to
a range of audiences on the various components/modules/functionalities.

e Ensure the transfer of knowledge relating to new items, functionalities or behaviours that are
specific to requirements

3. Mentoring

e Lead the definition and development of IT Security architecture and management systems

e Act as the coach and mentor to team members and technical staff on their assigned project
tasks

e Conduct product work reviews with team members

6. Requirements concerning performance of work

The mandate must be carried out on a schedule of 5 days a week (37.5 hours a week) during CED
business hours, i.e., between 8 a.m. and 5 p.m. A workday is 7.5 hours. The estimated duration of the
work must be determined according to the availability of the contractor.

CEDQ will have the ability to extend the contract up to 2 additional years under the same terms and
conditions.

The work will be done remotely.

7. Experience required

The Strategic Information Technology Security Planning and Protection Consultant is responsible for
leading the implementation or improvement of the IT Security framework and providing
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technical leadership in support of CEDQ’s initiatives in cloud computing and automation, with a focus on
the design of systems and services that run on cloud and on-premises platforms.

The position requires strong team skills and must be able to collaborate effectively with a group of high
performing individuals.

The ideal candidate will need to have these experiences or qualifications:

e Mandatory experience in IT Security management consulting and/or IT Security planning.

e Mandatory experience in IT Security consulting services, specifically in the domain of Identity and
Access Management (IAM).

Mandatory experience in implementing IT Security Risk Management Methodology.

Mandatory experience in a GC work environment.

Mandatory experience with Microsoft Azure and its sub-components

Mandatory experience with workload migrations to the Cloud.

Knowledge of all components of a technical architecture

Strong understanding of network architecture and application development methodologies

Strong understanding of Software Development Lifecycle methodologies

8. Asset Qualifications

Asset Qualifications are qualifications that are not essential to perform the work, but that, now or in the
future, may benefit the organization and be an enhancement in terms of the work to be performed.

The resource could have these asset qualifications but are not limited to:

Experience with other Cloud platform such AWS.
Good understanding of databases

Good understanding of storage

Good understanding of IT Security

Good understanding of PowerShell

Bilingualism (French & English)
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ANNEX « B »
BASIS OF PAYMENT
Basis of Payment — Firm Hourly Rates
The Contractor will be paid firm hourly rates as follows, for work performed in accordance with the Contract.

Applicable Taxes are extra.

A- CONTRACT PERIOD - From January 15™, 2022 and ends on March 31%t, 2022

TBIPS ID Resource Category Firm Hourly Rate

Strategic information technology
security planning and protection
consultant

Level 3 — Senior

6C.1

Definition of a Day/Proration

A day is defined as 7.5 hours exclusive of meal breaks. Payment will be for days actually worked with no
provision for annual leave, statutory holidays and sick leave. Time worked which is more or less than a day
will be prorated to reflect actual time worked.

i. No overtime charges will be authorized under the Contract. All time worked will be compensated
according to paragraph above.

B OPTION TO EXTEND THE CONTRACT
This section applies only if the option to extend the contract is exercised by Canada. During the extended

contract period specified below, the Contractor will be paid as specified below to perform all work related to
the extended period of the Contract.

15T YEAR OF OPTION - April 1%, 2022 to March 31%t, 2023

TBIPS ID Resource Category Firm Hourly Rate

Strategic information technology
security planning and protection
consultant

Level 3 — Senior

6C.1

2NP YEAR OF OPTION — April 1%t, 2023 to March 31%t, 2024

TBIPS ID Resource Category Firm Hourly Rate
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Strategic information technology
security planning and protection
6C.1 consultant $

Level 3 — Senior

ANNEX « C »

SECURITY REQUIREMENT CHECK LIST (SRCL)
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COMMON-PS-SRCL#9

Government Gouvernement Contract Number / Numéro du contrat
I*I of Canada du Canada 9K001-S22-0126

Secunty Classéication / Classificabion de sacurté
UNCLASSIFIED

SECURITY REQUIREMENTS CHECK LIST (SRCL)
LISTE DE VERIFICATION DES EXIGENCES RELATIVES A LA SECURITE (LVERS

PART A - CONTRACT INFORMATION / PARTIE A - INFORMATION CONTRACTUELLE
i Onginating Government Department or Organization / 2 Branch or Directorate / Direction générale ou Dwechon
Ministare ou organisme gouvemeameantal d'ongine i . i DGIST
3. a) Subcontract Number / Numéro du contrat de sous-iratance F b) Name and Address of Subcontractor / Nom et adresse du sous-lraftant
[ Bel Description of Work / Bréve descrniption du travail
unvd a la sécunté de I de GUT) sur place et dans e nuage. L de super Ia mise en ceuvre el
des I de sécunté de I} de GUTI, mmITSGnMespahcwemWhMmqulm
mm m«mmmmmduwam En outre, lentreprenews devta s assurer gue des ot
de 1aon sé BUX NOCMes
13 a) Will the suppher require access to Controlied Goods? I No Yes
Le foumnisseur aura-t-4 accés a des marchandises controlées? Ouw
5. b) Will the suppher require access to unclassified military technecal data subjact to the prowisions of the Technical Data Controf Ho Yes
Regulations? Non Oul

Le fourmnisseur aura-t-i accés a4 des donndes techmnigues milares non dassifiées qui sont assujetlies aux dispositions du Raglement
sur le contrile des données technigues?
b Indicate the type of access required / Indquer e type d'accés requis

k a) Will the suppher and its employ quire accass to PROTECTED and/or CLASSIFIED informaton or assets? | l No
Le fournisseur ainsi que les employés auront-ils accés a des renseignemants ou a des biens PROTEGES et/ou CLASSIFIES?
(Spacity the level of access using the chart m Question 7. ¢)

{Préciser le niveau d'accés en ulilisant ke tabieau gu se trouve & la question 7. ¢)

b) Will the suppher and its employees (e g. cieaners, mamtenance parsonnel) require access 1o restncied access areas? No access to Yas
PROTECTED and/or CLASSIFIED information or assets 1S permitied

Le foumisseur el ses employés (p. ex. neltoyeurs, personnel d'entretien) auront-ils acces 4 des zones d'acces restreintes? L'accés

4 des renseignements ou a des biens PROTEGES etiou CLASSIFIES n'est pas sutonsé
) 1s this a commercial couner of delivery requirement with no overnight storage?

S'agit-il d'un contrat de messagene ou de livraison commerciale sans entreposage de nuit?

7_a) Indicate the type of mformaton that the suppber wil be requred to access / Indiquer ke type d'nformation auguel le fournissaur devia avor accas
Canada [f| NATO / OTAN | | Foreign / Etranger |

7_b) Rel restrictions / Restnctions relatives & la diffusion

Ho ralease restnctons Al NATO countnies Ho release restnctions

Aucune restnction relative . Tous les pays de 'OTAN I:] Aucune restrichon relative D

4 la diffusion 4 la dffusion

Mot releasable D

A ne pas diffuser

Restnctad o / Limaé & D Restriclad to: / Limité & D Restricted o / Liminé a D

Specily country(ses) / Préciser le(s) pays Specty country(ies) / Préciser le(s) pays Specify country(ies) / Précises le(s) pays
7_c) Level of information / Niveau dnformation

PROTECTED A HATO UNCLASSIFIED D PROTECTED A D

PROTEGE A NATO NON CLASSIFIE PROTEGE A

PROTECTED B NATO RESTRICTED PROTECTED B D

PROTEGE B NATO DIFFUSION RESTREINTE PROTEGE B

PROTECTEDC D NATO CONFIDENTIAL D PROTECTED C D

PROTEGE C NATO CONFIDENTIEL PROTEGE C

CONFIDENTIAL L__] NATO SECRET D CONFIDENTIAL D

CONFIDENTIEL NATO SECRET CONFIDENTIEL

SECRET D COSMIC TOP SECRET D SECRET D

SECRET COSMIC TRES SECRET SECRET

TOP SECRET D TOP SECRET D

TRES SECRET TRES SECRET

TOP SECRET (SIGINT) l I TOP SECRET (SIGINT) D

TRES SECRET (SIGINT) TRES SECRET (SIGINT)

TBS/SCT 350-103(2004/12) Security Classification / Classification de sécurité

oo Canadi
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COMMON-PS-SRCL#9
Government  Gouvernement Confract Humber / Humeéro du conlral
I*I of Canada du Canada GRO01-52 2401 26
Security Classficalion / Classillcabon de sécurilé
UNCLASSIFIED

T A [eonbifies J
Will ha supplier requing access o PROTECTED and'on CLASSIFIED COMSEC information o agaals?
L& fournisseur aura-i-il accés a dos renseignements ou & des biens COMSEC désignas PROTEGES etiou CLASSIFIES?
If ¥es, mdicata the level of sansitrity.
Dans |'affirmative, indiguar |8 nivesu de sensiilibs
Wil tha supplier require access o extramaly senstive INFOSEC mformabion or assats?
L& foumesseur aura-i-il Bcoés 4 das renseignements ou @ des biens INFOSEC da nature extrémameant délicate?

Short Tithais) of matarial § Tiareds) abrdg{s) du maténsal
Drocument Mumber { Muméns du document

PART B - PER E PPLIER]) | PARTIE B -
[10. a) Parsonnal secunty screaning level requirad | Hiveau de confrile de la sacurflé du personned requis
RELIABILITY STATUS CONFIDENTIAL SECRET TOP SECRET
COTE DE FIABILITE CONFIDENTIEL SECRET TRES SECRET
TOP SECRET- SIGINT HATO CONFIDENTIAL HATO SECRET |:| COSMIC TOP SECRET
TRES SECRET - SIGINT HATO CONFIDENTIEL HATO SECRET COSMIC TRES SECRET

SITE ACCESS
I:I ACCES AUX EMPLACEMENTS

Spacial comments
Commentaines spéciau

HOTE: if multiple lavels of screaning are dented, a Secunty Classification Guida must be provded
REMARCHIE : 5i plusigurs niveaux da conirdla de sécurnté sond requis, un guide de classification de |a sécurité doil étra foumi

0 b) May unscraaned parsonnal ba used for porions of the work? Ho Yas
D parsonned sans avlonsation sécuntara paul-il sa vor confier das parties du travail? Hon Chui
If ¥Yas, will unscreenad parsonnal be ascorbad? Mo Yos
Dans l'afirmativa, ke parsonnel en queston sara-1-il escorbé? Hon i

SAF \RDS (SUPPLIER) | PA 1
INFORMATION | ASSETS | RENSEIGNEMENTS / BIENS

11. a) Will the supplier be required 1o receive and store PROTECTED andfor CLASSIFIED information of 85sels on ils site or

premses?
La fournissaur sara-i-il tanu oe recevor of d'enfraposer sur place des rensegnements ou das biens PROTEGES atiou
CLASSIFIES?

11. bv) Will the supplear be reguired o saleguard COMSEC informalion of assels? Mo Yas
La fournissaur sara-i-il tanu de protéger des rensegnaments ou des biens COMSECT Mon Oui

PRODUCTION

11. ) Wil the production (manuacture, and/or repasr andior modification ) of PROTECTED andior CLASSIFIED madenial or equipment Mo Yas

ocur at the supplier's sita or premmesas? MHaon Oui

Les installabions du founsseur senaront-elles 4 la produchon (fabncation et'ou rdparmson etiou modification) de maténel PROTEGE
atiau CLASSIFIE?

INFORMATION TECHNOLOGY (IT) MEDIA | SUPPORT RELATIF A LA TECHNOLOGIE DE L'INFORMATION (TT]

1. d) Will Bha supplar ba requined o usa its IT sysiems o electronically process, produce o siore PROTECTED andior CLASSIFIED
inlorrmalion of data?

Le Tourmessaur sera-Hl lenu dulikser ses propres sysiémes infomaliques pour ailer, produine ou slockes dlecironiquement des
renseignements ou des donndes PROTEGES etiou CLASSIFIEST

11. @) Will fham be an eectronic link batwesn the supplier’s [T systams and the govemment dapariment or agency? Yes
Dsposera-t-on un lien decironique ente le Systéme nlomaligue du foumisseur o celul du minsiene ou de Fagence Oui
gowvemamentae?

TBSSCT 350-103(2004112) Sacunty Classification [ Classificaton de sécurita

UHNCLASSIFIED (-‘_/anadﬁ
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COMMON-PS-SRCL#9

w t
l* Govemnment  Gouvemnement Contract Humber / Numeéro du contrat

of Canada du Canada 9k001-522-0126
Securnty Classification / Classfication de sacurté
UNCLASSIFIED

PART C - (continued) | PARTIE C - (suite,

For users completing the form manually use the summary chart below to indicate the category(ies) and level(s) of sateguardng requred at the supplier's
sile(s) or premeses

Las utiksateurs qui remplissent ke formutaire manuellement domvent utiliser ke tableau recaptulatd c-dessous pour iIndiquer, pour chaque catégone, les
niveaux de sauvegarde requis aux installations du foumisseur

For users completing the form online (via the Internet), the summary chaet (s automatically populated by your responses 10 previous guestions
Dans le cas des utilisateurs qui rempkssent le formulaire en ligne (par Internet), les réponses aux questions précédentas sont automatiquament sases
dans le tableau récapulatd

SUMMARY CHART /| TABLEAU RECAPITULATIF

Category PROTECTED CLASSIFED NATO COMSEC
PROTEGE CLASSIFIE
Toe NATO NATO NATO [= ProTECTED Toe
A |8 |C |Cowroewma | Secrer | Seceer | Restmcten | Cowmoenmas | Secrer Toe ProTece Conmoenmal. | Secmet | Secmer
SECRET
Conroenme Tres NATO NATO cosmc A |B |C |Comroenmes Thes
SECRET | DIFFUSION | ConmDENTIEL TRES SECRET
RESTRENTE SECRET
v
v

Yes
Ow

12 a) 1s the descripbon of the work contained within this SRCL PROTECTED and/or CLASSIFIED?
La description du travail wsé par [a présente LVERS est-elle de nature PROTEGEE eVou CLASSIFIEE?

if Yes, classify this form by annotating the top and bottom In the area entitled “Security Classification”,
Dans I'affirmative, classifier le présent formulaire en indiquant le niveau de securité dans la case intitulee
« Classification de sécurité » au haut et au bas du formulaire.

12. b) Wil the gecumentation attached to this SRCL be PROTECTED and/or CLASSIFIED?
La documentation associée & |a présente LVERS sera-1-elle PROTEGEE etiou CLASSIFIEE?

u>-
Oui

If Yes, classify this form by annotating the top and bottom in the area entitied “Security Classification” and indicate with
attachments (e.g. SECRET with Attachments).

Dans I'affirmative, classifier le présent formulaire en indiquant le niveau de sécurité dans la case intitulée

« Classification de sécurité » au haut et au bas du formulaire et indiquer qu'il y a des piéces jointes (p. ex. SECRET avec
des piéces jointes).

TBS/SCT 350-1032004/12) Secunty Classification / Classficabon de secunte CaJI dﬁ
UNCLASSIFIED a'
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Développement
économique Canada
pour les régions du Québec

i

REQUEST FOR PROPOSAL

Canada Economic
Development
for Quebec Regions

Solicitation No. — N° de l'invitation:

9K001-S22-0126

COMMON-PS-SRCL#9

Contract Number / Huméro du contrat

Government  Gouvernement

L |

of Canada du Canada

PART D

AUTHORIZATION / PARTIE D

9kD01-S22-0126

Secunty Classéication / Classificabon de sacunté
UNCLASSIFIED

o

AUTORISA

13, Organzation Project Authorty / Chargé de projet de 'organisme

dama (print) - Nom (en lettres moulées) Title - Tdre Signature
e
Cedrick Lefebvre DG, CIO Group, InfoS T e
o BO# Eany vwron 110 1

Telophone No. - N° de 1ésphone Facsimile No_- N° de técopieur | E-mad address - Adresse courned Date
1514-462-1446 cadrick lefebvraifddec-ced gc ca 06-10-21

4. Organzabion Security Authority / Responsable de la sécurité de l'organisme

dame (print) - Nom (en lettres moulées) Titla - Titre Sgnature
|savannan Archambault ASU#41 1 AS02 el e
Telophone No - N° de ielephone Facsimile No_- N de telacopieur | E-mad address - Adressa courned Date

1438-342-4254 WA savannah archambaultiidec-ced gc ca 20211007

15. Are there addational iInstructions (e g. Secunty Guide, Secunty Classification Gusde) attached? Ho Yes

Des mnstructions suppiémentaires (p. ex Guide de sécunté, Guide de classification de la sécuntd) sont-alles jontes? MNon Oui

16, Procurement Officer / Agent d'approvisionnement

dame (print) - Nom (en letires moulées) Title - Tare Segnature

F TS T R —

Darve Bouhanne Agente approvisionnement et contrats Bog":n‘;ge' s
Telephone Mo, - N de 1&kphone Facsimile No_ - N de téécopieur E-mail address - Adresse cournel Dale

581-307-4568 danie boullannei@dec-ced go ca 2021-10-19

17 Contracting Security Authonty / Autonté contractanie en mahére de sécunte

dame (print) - Nom (en lettres moulées) Title - Tare Signalure

Dightally signed by Saurrr,
Jacques Saumur Quality Assurance Officer Saumur, Jacques 0 lacqueso =
Date: 2019.10.30 08:16:54 0400
Telaphone Mo - N de ieéphone Facsimile No - N" de téécopieur E-mail address - Adresse cournel Date
Jaoques. saumur@ipsge-pwgsc go.ca

TBS/SCT 350-103(2004/12)

Security Classification / Classification de sécurilé
UNCLASSIFIED

Canadi
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