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Annex D – Definitions  
 

Term Definition 

Cyber Security The protection of digital information, as well as 

the integrity of the infrastructure housing and 

transmitting digital information. More specifically, 

cyber security includes the body of technologies, 

processes, practices and response and mitigation 

measures designed to protect networks, 

computers, programs and data from attack, 

damage or unauthorized access so as to ensure 

confidentiality, integrity and availability. 

Cyber Threat A threat actor, using the internet, who takes 

advantage of a known vulnerability in a product 

for the purposes of exploiting a network and the 

information the network carries. 

Deficiency An error or omission resulting in a requirement not 

being satisfied.  

Enterprise IT Security It is cyber security applied to the Information 

Technologies (IT) under an enterprise control.  The 

enterprise is a large organisation managing 

hundreds of IT devices. 

Preliminary Evaluation Notice (PEN) A notice sent to Respondents from Canada 

informing them of the status of Phase 1 of the ITQ. 

Also used by Canada to identify those 

requirements which Canada has determined the 

Preliminary Response does not meet the 

requirement(s).   

 


