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Security Requirements 
NCC Corporate Security reserves the right to not award the Contract until such time as the contractor’s personnel 
core employees, as well as any recurring subcontractors, have obtained the required level of security screening as 
identified by NCC Corporate Security. In this case the level of security required will be Reliability. 
 
NCC Corporate Security reserves the right to refuse access to personnel who fail to obtain the required level of 
security screening. NCC Corporate Security has the responsibility into whom, and at what security clearance level, 
has authorized access to ops areas. NCC Corporate Security shall instruct the Contractor to remove from the Site of 
the Work any person employed by the Contractor for purposes of the Contract who, in the opinion of the 
Contracting Authority, is incompetent or is guilty of improper conduct, and the Contractor shall not permit a person 
who has been removed to return to the Site of the Work. 
 
Security screening of individual  
NCC Corporate Security is ensuring that the proponent meets the appropriate security requirements and that all 
functions pertaining to NCC ops are addressed by conducting security screening. If proponent is accredited through 
Public Services and Procurement Canada (PSPC)/Canadian Industrial Security Directorate (CISD), or any other 
Federal entity or Crown Corporation, NCC Corporate Security may validate the security clearance of the proponent 
Team. NCC Corporate Security is an approved Federal Government source that may sponsor companies into the 
Industrial Security Program (ISP). 
 
Fingerprinting 
The screening process includes fingerprinting for identification purposes. NCC Corporate Security can process 
fingerprints as forms are provided. Since July 1st 2015, the RCMP (Royal Canadian Mounted Police) replaced the 
name-based criminal record checks for the mandatory electronic fingerprinting for criminal record checks for federal 
government employment security screening. 
The RCMP does not retain civil fingerprint submissions. Once the submission is completed it is deleted from the 
RCMP system. At no time are civil fingerprints populated in a database where they could be subject to further 
search. 
 
Company Security Officer 
The contractor shall appoint a Company Security Officer (CSO)  
Selection criteria for the CSO are the following:  
They must be employees of the contractor’s firm; 
 
Responsibilities of the Company Security Officer (CSO) 
The CSO responsibilities are the following:  
Act as liaison between the NCC’s Corporate Security and the contractor to ensure coordination;  
In collaboration with the NCC Corporate Security, identify the contractor’s personnel who will require access to 
NCC information/assets/sites as well as any recurring subcontractors (and their employees) who will require 
similar access and may not be supervised by the contractor at all times during such access. Ensure that accurate and 
complete Personnel Security Screening documentation is submitted to the NCC’s Corporate Security for the 
employees/subcontractors who have been identified;  
Ensure that only persons who have been security screened to the appropriate level and who are on a “need-to-know 
basis” will have access to information and assets;  
- The Contractor shall ensure that only authorized and security screened employees are given access to documents or 
records for which they have obtained the appropriate level of security clearance and that these employees treat these  



November 4, 2019  Page 2 of 2 

  documents, records, and the information contained therein, on a need-to-know basis and in accordance with  their 
security classification or designation. 
Ensure proper safeguard of all information and assets, including any information/assets entrusted to subcontractors;  
- Utmost care must be exercised by the Contractor to ensure the safeguarding of any material prepared or received in 
handling for the duration of this project. 
- When the Contract, the Work, or any information referred pertaining to project, the Contractor shall, at all times, 
treat and safeguard the information  as per their security classification or designation, in accordance with the 
Government  Security Policy.  
If a Security incident or suspected breach of security occurs, prepare and submit to NCC Corporate Security an 
occurrence report as soon as possible. 
 
Access to site 
All visits to site shall be coordinated with, and approved through NCC Corporate Security.   
 
Security of Information  
NCC Corporate Security reserves the right to request that the Contractor submit to an inspection of the premises on 
Document Safeguarding Capability (DSC) and/or IT Security, depending on the nature of the information it will be 
entrusted with. In the event that contractor does not meet the requirements to obtain the requested clearance, the 
contractor or subcontractor shall take the corrective measures recommended by NCC Corporate Security or the 
Public Services and Procurement Canada (PSPC)/Canadian Industrial Security Directorate (CISD) in order to meet 
these requirements. 
 
The Contractor shall take all necessary steps to ensure that documents and records, or any information, are not 
copied, provided to, discussed, or disclosed in any manner whatsoever, to any person or entity, other than NCC 
personnel possessing the appropriate security level and authorization. 
 
Confidentiality and Safeguarding  
Any employee contracted by or employed by the contractor are forbidden to discuss issues pertaining to the project, 
including, but not limited to, to project’s layout, design, content and security provisions, except as they relate to the 
direct provisions of services and Work under this Contract. 
 
The contractor shall not publish or display any documents, photographs, site plans, maps or information related to 
the project (or collected during the project), in any medium (including the internet) unless authorized by the NCC. 
The contractor shall not disclose such material or information to third parties unless authorized by the NCC. 
 
The contractor shall return to the NCC all copies of all site photographs and construction documents, site plans and 
maps related to the project, including those distributed to anyone associated to this contract. 
 
 
 
 


