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ITQ AMENDMENT 002
ITQ Amendment No. 002 is being issued to address the following:

A) Amend Bid Receiving Unit (BRU) Office Delivery Address Detail
B) Amend PART 7, Section 7.3 Security Requirements
C) Amend ANNEX C — Security Requirements Check List

kkhkkkhkkkkk

A) At Bid Receiving Unit Office (BRU) Address Detail — ITQ front page

The BRU delivery address detail has been changed. The new address is identified on the front page of this
Invitation to Qualify (ITQ) amendment. Please use this new address in your response to the ITQ.

Kkkkkkkkkkkk

B) At PART 7, Section 7.3 Security Requirements

Delete in its entirety;

Insert:

7.3 Security Requirements

7.3.1 The following security requirements apply and form part of the Contract.

SECURITY REQUIREMENT FOR CANADIAN SUPPLIER:
PWGSC FILE No. W8474-18IT01 Revision 1

1. The Qualified Supplier/FE Contractor must, at all times during the performance of the Contract,
hold a valid Facility Security Clearance at the level of SECRET, and obtain approved Document
Safeguarding Capability at the level of SECRET, issued by the Contract Security Program (CSP),
Public Works and Government Services Canada (PWGSC).

2. This contract includes access to Controlled Goods. Prior to access, the Qualified Supplier/FE
Contractor must be registered in the Controlled Goods Program of Public Works and Government
Services Canada (PWGSC).

3. The Qualified Supplier/FE Contractor personnel requiring access to CLASSIFIED/PROTECTED
information, assets or sensitive site(s) must EACH hold a valid personnel security screening at the
level of SECRET or RELIABILITY STATUS, as required, granted or approved by the CSP,
PWGSC.

4, The Qualified Supplier/FE Contractor personnel requiring access to RESTRICTED CANADIAN or
FOREIGN CLASSIFIED/PROTECTED information, assets or sensitive site(s) must be
permanent residents of Canada or citizens of Canada, The United States Of America,
New Zealand, United Kingdom and Australia and EACH hold a valid personnel security
screening at the level of SECRET or RELIABILITY STATUS, as required, granted or approved
by the CSP, PWGSC.

5. The Qualified Supplier/FE Contractor C personnel requiring access to NATO UNCLASSIFIED
information or assets do not require to hold a personnel security clearance; however, the Qualified
Supplier/FE Contractor must ensure that the NATO Unclassified information is not releasable to
third parties and that the "need to know" principle is applied to personnel accessing this
information.

pg. 1
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information or assets must be citizens of a NATO member country or permanent residents of
Canada and EACH hold a valid RELIABILITY STATUS or its equivalent, granted or approved by
the appropriate delegated NATO Security Authority.

The Qualified Supplier/FE Contractor MUST NOT utilize its facilities to process, produce, or store
CLASSIFIED/PROTECTED information or assets until the CSP, PWGSC has issued written
approval.

The Qualified Supplier/FE Contractor MUST NOT utilize its Information Technology systems to
electronically process, produce, or store any sensitive CLASSIFIED/PROTECTED information until
the CSP, PWGSC has issued written approval. After approval has been granted, these tasks may
be performed at the level of SECRET.

Subcontracts which contain security requirements are NOT to be awarded without the prior written
permission of the CSP, PWGSC.

The Qualified Supplier/FE Contractor must submit the completed FOCI package including the
associated documentation as prescribed in the FOCI Guidelines by the due date identified in the
email sent by the FOCI Office.

The Qualified Supplier/FE Contractor MUST NOT access COMSEC information and assets until
all contractual requirements have been met, including possession of the FOCI determination letter
and a Communications Security Establishment determination letter specific to this contract.

The Qualified Supplier/FE Contractor MUST NOT access NATO or Foreign Classified information
or assets until they are in possession of a FOCI determination letter specific to this contract.

The Qualified Supplier/FE Contractor must implement the risk mitigation measures identified and
approved by the FOCI Office prior to accessing any NATO, foreign, or COMSEC Classified
information and assets.

The Qualified Supplier/FE Contractor must maintain the risk mitigation measures throughout the
duration of the contract, including any contract extension(s), if applicable.

The Qualified Supplier/FE Contractor may not be able to maintain their organization and personnel
clearances if the FOCI evaluation determines that no risk mitigation measures are possible. Under
such circumstances, the security requirements of the contract will not be met.

The Qualified Supplier/FE Contractor organization security clearance may be suspended if the
winning bidder/contractor does not implement risk mitigation measures required by the CSP.

The Qualified Supplier/FE Contractor must inform the FOCI Office immediately of any changes to
the organization’s corporate or ownership structure as well as any changes in foreign income or
foreign debt from what was reported in the initial FOCI assessment. The winning bidder/contractor
may be subject to a FOCI re assessment.

The Qualified Supplier/FE Contractor must comply with the provisions of the:
€) Security Requirements Check List and security guide (if applicable), attached at Annex

(b) Contract Security Manual (Latest Edition).
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NOTE: There are multiple levels of release restrictions associated with this file. In this instance, a
Security Guide should be added to the SRCL clarifying these restrictions. The Security Guide is normally
generated by the organization's project authority and/or security authority.

NOTE: There are multiple levels of personnel security screenings associated with this file. In this
instance, a Security Classification Guide must be added to the SRCL clarifying these screenings. The
Security Classification Guide is normally generated by the organization's project authority and/or security
authority.

SECURITY REQUIREMENT FOR FOREIGN SUPPLIER:
PWGSC FILE No. W8474-18IT01

PROTECTED A, B, SECRET, NATO UNCLASSIFIED, NATO RESTRICTED, FOREIGN PROTECTED AND SECRET,
IT, DSC AT SECRET AND CONTROLLED GOODS

1. All CANADA PROTECTED / CLASSIFIED information/assets, furnished to the Foreign recipient
Qualified Supplier/FE Contractor shall be safeguarded as follows:

2. All CANADA PROTECTED / CLASSIFIED information/assets provided or generated under this
Contract will continue to be safeguarded in the event of withdrawal by the recipient party or upon
termination of the Contract, in accordance with the National legislation, regulations and policies of
their country.

3. The Foreign recipient Qualified Supplier/FE Contractor shall provide the CANADA PROTECTED /
CLASSIFIED information/assets a degree of safeguarding no less stringent than that provided by
the Government of Canada in accordance with the National legislation, regulations and policies of,
National Security legislation and regulations and as prescribed by the National Security Authority
(NSA) or Designated Security Authority (DSA) of their country.

4. All CANADA PROTECTED / CLASSIFIED information/assets provided to the Foreign recipient
Qualified Supplier/FE Contractor pursuant to this Contract by the Government of Canada, shall be
marked by the Foreign recipient Qualified Supplier/FE Contractor with the equivalent security
classification utilized by their country and in accordance with the National legislation, regulations
and policies of their country.

5. The Foreign recipient Qualified Supplier/FE Contractor shall, at all times during the performance
of this Contract, ensure the transfer of CANADA PROTECTED / CLASSIFIED information/assets
be facilitated in accordance with the National legislation, regulations and policies of their country,
and in compliance with the provisions of the Bilateral Industrial Security Instrument between their
country and Canada.

6. Upon completion of the work, the Foreign recipient Qualified Supplier/FE Contractor shall return to
the Government of Canada, via government-to-government channels, all CANADA PROTECTED /
CLASSIFIED information/assets furnished or produced pursuant to this Contract, including all
CANADA PROTECTED / CLASSIFIED information/assets released to and/or produced by its
subcontractors, unless otherwise authorised in writing by the Canadian DSA.

i. Canadian persons that examine, posses, or transfer controlled goods (*refer to
Note) that are domestically controlled by Public Services and Procurement
Canada (PSPC) for Contracts and Subcontracts are required to register with
PSPC'’s Controlled Goods Program (CGP) before accessing controlled goods,
unless excluded from CGP registration as defined by the Controlled Goods
Regulations.
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Throughout the duration of this Contract and Subcontract, the Foreign recipient
Qualified Supplier/FE Contractor and Subcontractor must adhere to its respective
national policies pertaining to the examination, possession, or transfer of
controlled goods and must immediately report to its responsible National Security
Authority (NSA) all cases in which it is known or there is reason to suspect that
controlled goods, furnished or generated pursuant to this Contract and
Subcontract have been lost or disclosed to unauthorized persons (entities not
registered with the CGP or entities not excluded from CGP registration), including
but not limited to a third party government, person, firm, or representative thereof.
Controlled goods which are lost or compromised while handled outside of
Canada, should be immediately reported, as per the requirements of the Treasury
Board of Canada Secretariat's Controlled Goods Directive and Directive on
Material Management and to the Canadian Government Authority owner of the
controlled goods, for example the Canadian Department that issued the controlled
goods to the Foreign recipient Qualified Supplier/FE Contractor and
Subcontractor, as part of this Contract and Subcontract. Additionally, controlled
goods that are lost or disclosed to unauthorized persons which are subject to the
United States of America’s (U.S.) the export controls of International Traffic in
Arms Regulations of the United States of America International Traffic in Arms
Regulations, will require the NSA or the Canadian Government Authority owner to
report the situation to the U.S. exporter or the U.S. Department of State’s
Directorate of Defense Trade Controls (DDTC).

*Note: Controlled goods are goods, including components and their associated
technologies (e.g., blueprints, technical specifications, etc.), that primarily have a
military or national security significance, including “defense articles” that are
controlled by the United States’ International Traffic in Arms Regulations. The list
of controlled goods Controlled Goods List contained in the Schedule to the
Defence Production Act (section 35) details the specific controlled goods that are
domestically controlled by PSPC.

The Foreign recipient Qualified Supplier/FE Contractor must identify an authorized Contract
Security Officer (CSO) to be responsible for the overseeing of the security requirements, as
defined in this contract. This individual will be appointed by the proponent Foreign recipient
Qualified Supplier/FE Contractor 's Chief Executive Officer or Designated Key Senior Official,
defined as an Owner, Officer, Director, Executive, and/or partner who occupies a position which
would enable them to adversely affect the organization’s policies or practices in the performance
of the contract.

Such CANADA PROTECTED / CLASSIFIED information/assets must be released only to foreign
recipient Qualified Supplier/FE Contractor personnel who have a need to know for the
performance of the Contract, must be a citizen of Canada, United States of America, United
Kingdom, New Zealand and Australia (see supplemental guide for details), and must each hold a
valid personnel security screening at the level of SECRET, as required, granted or approved by
their respective country National Security Authority (NSA) or Designated Security Authority (DSA),
in accordance with the National legislation, regulations and policies of their country.

The Foreign recipient Qualified Supplier/FE Contractor shall not access NATO RESTRICTED
information/assets without prior consultation with their respective NSA/DSA for appropriate
safeguarding measures in accordance with the National legislation, regulations and policies of
their country.

The Foreign recipient Qualified Supplier/FE Contractor personnel requiring access to NATO
UNCLASSIFIED information/assets are not required to hold a personnel security clearance issued
by their National Security Authority/Designated Security Authority. The Foreign recipient Qualified
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Supplier/FE Contractor shall, nevertheless, ensure that the NATO UNCLASSIFIED
information/assets are not releasable to third parties and that the "need to know" principle is
applied to personnel accessing this information/asset. For the purpose of this clause, the “need to
know” principle means that the National Security Authority/Designated Security Authority has
positively determined that a prospective recipient of NATO UNCLASSIFIED information/assets,
has a requirement for access to, knowledge of, or possession of the NATO UNCLASSIFIED
information/assets, in order to perform the services and tasks required pursuant to the Contract.
Contracts, which contain NATO UNCLASSIFIED requirements are NOT to be awarded without the
prior written approval of the Canadian DSA.

Until the Foreign recipient's responsible NSA/DSA for industrial security of their country has
provided Canadian DSA with the required assurance that Foreign recipient Qualified Supplier/FE
Contractor personnel are from NATO member countries and have a Need to Know, the Foreign
recipient Qualified Supplier/FE Contractor personnel SHALL NOT HAVE ACCESS to NATO
UNCLASSIFIED / RESTRICTED information/assets, and SHALL NOT ENTER “Government of
Canada” or “Qualified Supplier/FE Contractor ” sites where such information/assets are kept,
without an escort. An escort is defined as “a Government of Canada” or “Qualified Supplier/FE
Contractor ” employee who holds the appropriate Personnel Security Clearance at the required
level.

Until the Foreign recipient's responsible National Security Authority (NSA) or Designated Security
Authority (DSA) for industrial security of their country has provided Canadian DSA with the
required written Personnel Security Screening assurances, the Foreign recipient Qualified
Supplier/FE Contractor personnel SHALL NOT HAVE ACCESS to CANADA PROTECTED A and
B, SECRET, NATO UNCLASSIFIED AND RESTRICTED AND FOREIGN PROTECTED A and B,
SECRET information/assets, and SHALL NOT ENTER “Government of Canada” or “Qualified
Supplier/FE Contractor ” sites where such information or assets are kept, without an escort. An
escort is defined as “a Government of Canada” or “Qualified Supplier/FE Contractor ” employee
who holds the appropriate Personnel Security Clearance at the required level.

Until the Foreign recipient's responsible National Security Authority (NSA) or Designated Security
Authority (DSA) for industrial security of their country has provided the Canadian DSA with the
required written Personnel Security Screening assurances, the Foreign recipient Qualified
Supplier/FE Contractor personnel SHALL NOT ENTER “Government of Canada” or “Qualified
Supplier/FE Contractor ” sites without an escort. An escort is defined as “a Government of
Canada” or “Qualified Supplier/FE Contractor " employee who holds the appropriate Personnel
Security Clearance at the required level.

Subcontracts which contain security requirements are NOT to be awarded without the prior written
permission of their respective National Security Authority (NSA) or Designated Security Authority
(DSA), in accordance with the National legislation, regulations and policies of their country / the
Canadian DSA.

The Foreign recipient Qualified Supplier/FE Contractor MUST NOT utilize its Information
Technology systems to electronically process, produce, or store on a computer system any
CANADA PROTECTED / CLASSIFIED information/assets until the National Security Authority
(NSA) or Designated Security Authority (DSA) of their country has granted approval to do so. After
approval has been granted in writing to the Foreign recipient Qualified Supplier/FE Contractor ,
these tasks may be performed up to the level of SECRET.

The Foreign recipient Qualified Supplier/FE Contractor shall not use the CANADA PROTECTED /
CLASSIFIED information/assets for any purpose other than for the performance of the Contract
without the prior written approval of the Government of Canada. This approval must be obtained
from the Canadian DSA.
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17. The Foreign recipient Qualified Supplier/FE Contractor visiting Canadian Government or industrial
facilities, under this contract, will submit for approval a Request for Visit form to Canada'’s
Designated Security Authority (DSA) through their respective National Security Authority (NSA) or
Designated Security Authority (DSA).

18. The Foreign recipient Qualified Supplier/FE Contractor shall immediately report to the Canadian
DSA all cases in which it is known or there is reason to suspect that CANADA PROTECTED /
CLASSIFIED information/assets pursuant to this Contract has been compromised.

19. The Foreign recipient Qualified Supplier/FE Contractor shall immediately report to its respective
National Security Authority (NSA) or Designated Security Authority (DSA) all cases in which it is
known or there is reason to suspect that CANADA PROTECTED / CLASSIFIED
information/assets accessed by the Foreign recipient Qualified Supplier/FE Contractor , pursuant
this Contract, have been lost or disclosed to unauthorized persons.

20. The Foreign recipient Qualified Supplier/FE Contractor shall not disclose CANADA PROTECTED
/ CLASSIFIED information/assets to a third party government, person, firm or representative
thereof, without the prior written consent of the Government of Canada. Such consent shall be
sought through the recipient's National Security Authority/ Designated Security Authority
(NSA/DSA) / Canadian DSA.

The Foreign recipient Qualified Supplier/FE Contractor must comply with the provisions of the Security
Requirements Check List attached at Annex C.

C) At ANNEX C - Security Requirements Check List

Delete in its entirety;

Insert:

pg. 6
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du Canada
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of Canada

SECURITY REQUIREMENTS CHECHK LIST (SRCL)
LISTE DE VERIFICATION DES EXIGENCES RELATIVES A LA SECURITE (LVERS)

PART A - CONTRACT INFORMATION ! PARTIE A - INFORMATION CONTRACTUELLE

Rirmicts o Dirsrdrrats | Mivecfinm ol raks o Mieecinmn
ADM {IM) { DGIMPD | DPDCC

]J. bl Mame and Address of Suboontracior | Nom et adresse du sous-traitant

1. mpuwsmmmmmmrm«nwmn"n
Minislie ou orpanisms gouvemamanial d

[. a) Subcontract Number | Numéro du contrat de sous-iraitanoe

4. Brief Descriotion of Work | Bréwe descriotion du iravail
Paost ITQ Engagement with Cualified Supgpliers in support of the Modamization and consolidation of DMD's CSMI and classified
nebworks to cloud services, Work will consist of proof of concept, studies, architecture and design documents.

&} 'Will the supplier requine access o Conbrolled Goods? Mo vp Yos

Le fournisseur aura-i-il acoks & des manchandises conbriilées? Mon Oui

- b)) Wil the supplier require Access o UnCiassied milary echnical data subject 1o the provisions of the Technical Data Conirol v Ra Yes
R 7 Mon O
Le fournisseur aura-i-l Boobs & des donndes lechiniques miltaines non cassifbes qul sont assujediies sux dispositions du Riglamant
sur e conindle des. donndas iquess 7

B. Indicale the type of scoess required | Indiquer le type d'sccls nequis

6 &) Wil the supplier and ils employess require acoess o PROTECTED andior CLASSIFIED information or asasis? Mo P“"‘
L fowrmisseur airsd que 85 employss auoni-is acchs & des renssignamants ou & des biens PROTEGES etou CLASSIFIES? Mon Oui

[Speacity the level of actess using the chan in Question 7. c)

Préciser ke niveau d'accés en ulilisand le tableau s browve & la T.ch

5. b) 'Will the supplier and |5 employess (8., cleanars, mainbsnance personngl) requre Bcoass io resincied S00ess areas? Mo BCoess o f N Yos
HMTEHW&ELMHEDWHMMHMM —__ Mon Ol

Le fournisseur of ses employes (p. ex. netiopewrs, personnel d'entretien) auront-ils acoks & des zones d'acols resireinies? L'accés

ammmmummmuﬁmsmmlﬁnmwm

6. c) Is this a commercial courier o delivery requirement with na ovemight siorage T v Ho Yes

&'agit-il d'un confrat de messagens ou de lvmaison commerciale sans enirepasage de nut? Hon O

7. a) indicarie the type of informadion thad the supplier will be requined o aocess [ indguer le type dinformation augue le fournisseur devra avor aoois

Canada g NATO | OTAN  of Forsign | Etranger g
7. b} Releass resirictions | Resirictions relatives & la difusion
Mo release resinchons Al HATO countnes Mo release nesincions
ALCung resiriction relative Il"' Tous ks pays de N'OTAN I"'" Aucung resiriction relative
& k& difusion & ka difusion
Kol releasatle
A ne pas diffuser
Resticledto: [ Limité .~ 9 Reesiricted fo- / Limité & : Restricted to: { Limits & - v

Specify country(ies): | Préciser leis) pays -
Canada, Uniled Stales, United Kingdom,
Austraka, New Zealand (FVEY)

7. ) Lenval of informaibion | Niveau dinfarmation

Specify couniry(ies): | Préciser leis) pays
Canada, United States, United Kingdom,
Australia, New Zealand (FVEY)

Specify countryfies). | Préciser le(s) pays -

PROTECTED A v MATO UNCLASSIFIED _v' PROTECTED A l"r
PROTEGE A MATE NON CLASSIFIE PROTEGE A

PROTECTED B v MATO RESTRICTED v PROTECTED B v
PROTEGE B MATO DIFFUSION RESTREINTE PROTEGE B

PROTECTED C — NATO CONFIDENTIAL PROTECTED C |
PROTEGE C MATO CONFIDENTIEL PROTEGE C

COMFIDENTIAL MATO SECRET COMFIDENTIAL |
COMFIDENTIEL MATO SECRET CONFIDENTIEL

SECRET |I""' COSMIC TOP SECRET SECRET |I""'
SECRET COSMIC TRES SECRET SECRET

TOP SECRET TOP SECRET

TRES SECRET TRES SECRET

TOP SECRET (SIGINT) TOF GECRET (SIGINT)
TRES SECRET (SIGINT) TRES SECRET [SIGINT) |

TBS/SCT 350-103(200412)
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If Yes, will unscresnsd personnel be esconed? On DND premises, unscreensd pers. may only v Poe Tes

Dans Faffirnatee, e parsonnel on question seve--l escomné?  access publicireceplion zones i

PART C - SAFEGUARDS (SUPPLIER] | PARTIE C - MESURES DE PROTECTION (FOURNISSEUR)
INFORMATION [ ASSETS [ REWSEIGNEMENTS / BIENS

11. &) Willl the supplier be required o receive and store PROTECTED andier CLASSIFIED information or ssssls on its sie or Ko |vp'r'ﬂ
premises? Mon Dui
Le foumisseur sera-t- tenu de recevoir et d'entreposer sur place des renseignements ou des biens. PROTEGES stiou
CLASSIFIES?

11. b) Will the supplier be required 1o safeguard COMSEC information or assets? ] Yes
L& foumisseur sara-t-i lanu de proléger des rensaignamants ou des biens COMSEC? " g Ol

PRODUCTION

11. ) Wil the production {manuiachure, andior repair andior modification] of PROTECTED andior CLASSIFIED malenal or aguipment 5] Yes
oocur @l the suppliers sibe or premises? f [Ty Ol
Les installations du fournisseur seninont-glies & la production (fabrication etiou rparmtion ebou modiicaion) de maténiel PROTEGE
ebiou CLASSIFIET

INFORMATION TECHNOLOGY (IT) MEDIA | SUPPORT RELATIF A LA TECHNOLOGIE DE L'INFORMATION (T1)

1. dj Wil the: supplier be requined 1o use is [T sysiems o elecironically process, produoe or siore PROTECTED andlor CLASSIFIED P\i “
information o dala? H-m
Le foumsseur serat-l benu o ulllser ses syshitmes informatiques pour iraiter, produine ou siocker Secrorquement des
rensaignaments cu des donnies PROTEGES sliou CLASSIFIES?

11 ) Will ihere be BN electronac link between Me suppler's T SySIBMs and he govermenent depanment of Bgency’? o Ve
Disposara-i-aon o un len Secmrigue entne e sysitme informatique du foumisseur el oslui du mineshéne ou de §agenos Non i
oL TRl

TRSASCT 380-108(2004/12) Sacurity Classificaton / Classdcation de seountd
UNCLASSIFIED Canadi
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Contrach Murmber | Mumdno du coniral

ovarmment  CSounermemmeant
l* of Canada du Canada W8474-18IT01 -~ post ITQ Engagement Amendment 001
T gt Clasaificatenn | s sifealion o i
UNCLASSIFIED

FPART C - {confinued) | PARTIE C - [ssfa)
For users comglaling the torm manuallly use (he summary char balow (o indicate the cabegonyies) and leveljs) of saleguarding required al the supplier’s
sils|s) or premses.
Las utilsaisurs qui emplissent b formilsne manuellamaent dorvend uiliser e tableau récapiulatl ci-dessous pour indiquar, pour chague cabbgonie, ks
niveaur de sauvegarde nequis aux installabons du foumsseur.

For usars compleSing the form online |via the inbamet). the summary char is aulomaiically populated by your responses to previous questions.
Dans be cas des ullisabeurs gui remplissent le formulaine en ligne (par inkemet], les réponses aux questions précédentes sont aulomatiquement saisies

dans be lableau rbcapiluiatl.
SUMMARY CHART | TABLEAU RECAPITULATIF
gy PROTECTED CLABSFED MATD COMSEC
Cafigoria PROTEGE CLASSIFIE
Tor MATO AT [ WATO COfl FRccTin Toe
A |8 [ |Cosromras | Scart | Socmrt | ResTAcTED | CoseoesTes | SeceET Tar PGt Conrogami. | SecArT | Secerr
BeraEt
CoRrDIsTEL Taps MATT RATD cogus A& |B [T | Comroonm Tmem
Swcmnt DHFFUSEON O N T Tricn SscEnr
RE §TRERTE BT ]
! RS
W v v — —_— — i — v e f— — —r —r —
- PR - — i — — — P — — —
T v v 1 v _ 1 ¥ i n .
Limi 1 |

12. &) Is the descriplion of the work cortained wilhin this SRCL PROTECTED and'or CLASSIFIED? f Mo el
La description du travail visé par la présenie LVERS est-sle de nature PROTEGEE etiou CLASSIFIEET Mon Oul

if Yes, classify this form by annotating the top and bottom in the anea entitied “Security Classification”.
Dans Uaffirmative, classifier la prisent formulaire an indiquant e niveau de Secwrith dans & case intitulbe
u Classification de sécurité » au haut et au bas du formulaine.

12. b) 'Will the documeantalion atisched (o this SRCL be PROTECTED andiar CLASSIFIED? f Mo Yes
La documentation associée i la présente LVERS sera-i-ale PROTEGEE etiou CLASSIFIEE? Mon Ol

If Yes, classity this form by annotating the top and botbom in the area entitted “Security Classification” and indicate with
attachmants (8.g. SECRET with Attachmanis).

Dans Maffirmative, dassifier ke présent formulaire en indiguant le niveaw de secwribé dans |a case intiulées

« Classification de skcurith » au haut ot au bas du formulaire ef indiquer qu'il y A des pikces joinles (p. ax, SECRET avec

des pibces jointes).

TESSCT 350-108(2004112) Bnraxite Classificaton | [aassihation o semunbh =i
UNCLASSIFIED Cﬂﬂﬂdﬂ.
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Security Requirement Checklist (SRCL) Supplemental Security Guide

Part A - Multiple Release Restrictions: Security Guide
To be completed in addition to SRCL question 7.b) when release restrictions are therein identified. Indicate to which
levels of information release restrictions apply. Make note in the chart if a level of information bears multiple
restrictions (e.g. a portion of the SECRET information bears the caveat Canadian Eyes Only while the remainder of the
SECRET information has no release restrictions.)
Canadian Information
Citizenship PROTECTED CLASSIFIED
Restriction
A B c CONFIDENTIAL SECRET TOP SECRET TOP SECRET
(SIGINT)
No Release X X
Restrictions
Not Releasable
Restricted to: X (information
FVEY EVEY
restricted)
Permanent
Residents
Included*
NATO Information
it i NATO NATO NATO NATO
CItIZE_I”IS_hIp UNCLASSIFIED RESTRICTED CONFIDENTIAL SECRET Geshligol? SEeEy
Restriction
All NATO Countries X X
Restricted to:
Permanent
Residents
Included*
Foreign Information
Citizenship PROTECTED CLASSIFIED
Restriction
A B C | CONFIDENTIAL SECRET TOP SECRET TOP SECRET
(SIGINT)
No Release
Restrictions
Restricted to : X X X (information
FVEY EVEY
restricted)
Permanent
Residents
Included*
COMSEC Information
Citizenship PROTECTED CLASSIFIED
Restriction
A B c CONFIDENTIAL SECRET TOP SECRET TOP SECRET
(SIGINT)
Not Releasable
Restricted to:

*When release restrictions are indicated, specify if permanent residents are allowed to be included.
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Guide

Part B - Multiple Levels of Personnel Screening: Security Classification

To be completed in addition to SRCL question 10.a) when multiple levels of personnel screening are therein identified.
Indicate which personnel screening levels are required for which portions of the work/access involved in the contract.

Level of Personnel
Clearance
(e.g. Reliability, Secret)

Position /
Description/Task

Access to sites and/or
information.
Levels of Information to be
accessed.

Citizenship
Restriction (if any)

Reliability Access to Protected
information and/or access
to Operational zones

Secret Access to Protected and

Secret information/assets

and/or access to Secure
zones

FVEY

Part C — Safeguards / Information Technology (IT) Media—11d = yes

Yes — DND intends to share information on approved IT media for various security levels as specified in this
SRCL, to assist qualified suppliers to perform tasks in support of the project. Qualified suppliers may be
required to store and supplement this information on approved IT systems and media for the duration of the

task. All media used for this requirement must be satisfactory sanitized and/or returned to DND upon task

OTHER SECURITY INSTRUCTIONS
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ALL OTHER TERMS AND CONDITIONS REMAIN UNCHANGED
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