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APPENDIX D — FORM OF AGREEMENT

CMHC¥ SCHL

CMHC SERVICES PURCHASE AGREEMENT

CMHC FILE No. [NUMBER]
THIS AGREEMENT (“Agreement”) is executed

BETWEEN:
CANADA MORTGAGE AND HOUSING CORPORATION
[ADDRESS]
(Hereinafter called "CMHC")

-and -

FULL LEGAL NAME OF CONTRACTOR
[ADDRESS]
(Hereinafter called the "Contractor")

(Each individually a “Party” and collectively the “Parties”)
Recitals

WHEREAS, the Contractor is in the business of marketing and offering Services Insert short
description of Services OR insert “defined below” (the “Services”);

WHEREAS, CMHC wishes to procure the Services from the Contractor [pursuant to the
Contractor’s selection following procurement process No. X], and the Contractor is willing to
perform such Services under the terms and conditions of this Agreement;

NOW, THEREFORE, in consideration of the mutual covenants, terms and conditions set out

herein, and for other good and valuable consideration, the receipt and sufficiency of which
are hereby acknowledged, the Parties agree as follows:
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Article I. Definitions
Section 1.01 Definitions

Applicable Law means all applicable provisions of constitutions, laws, statutes, ordinances,
rules, treaties, regulations, permits, licenses, approvals, interpretations and orders of courts
or governmental authorities in Canada and all orders and decrees of all courts and arbitrators.

Change in Control means where such control is acquired, directly or indirectly, in a single
transaction or series of related transactions, or all or substantially all of the assets of the
Contractor are acquired by any entity, or the Contractor is merged with or into another entity
to form a new entity.

Claim(s) means all demands, actions, suits or other proceedings of any nature and kind.

CMHC Information means any and all information or data of a confidential nature in any
format that is made available, directly or indirectly, to the Contractor, or which the Contractor
or Contractor Personnel acquire in the course of its performance of the Service. CMHC
Information also includes, but is not limited to all personal information that is in the care or
control of CMHC, or is managed, accessed, collected, used, disclosed, retained, received,
created or disposed of in relation to the provision of the Services, whether or not it is marked
as confidential.

CMHC Property means as defined in Section 8.05.

Conflict of Interest means any matter, circumstance, interest, or activity affecting the
Contractor or Contractor Personnel, which may impair or appear to impair, the ability of the
Contractor or Contractor Personnel to perform the work diligently and independently.

Contractor Personnel means the Contractor’s and its subcontractor’s principals, directors,
suppliers, employees, agents and/or subcontractors, or any person engaged by the
Contractor to perform the Services.

Deliverables means deliverables as defined under SCHEDULE A

Derivative Works means any work developed by CMHC or on CMHC'’s behalf based on the
Works.

Intellectual Property (or “IP”) means copyright works, trade-marks, industrial designs, design
rights, inventions (whether patentable or not), unpublished patent applications, inventive
ideas, discoveries, innovations, developments, or improvements thereto, or any other work
relating to any of the foregoing, whether registered or non-registered, whether or not
reduced to written form or practice.

Losses means any and all losses, damages, liabilities, deficiencies, Claims, demands, actions,
judgments, settlements, interest, awards, penalties, fines, costs, or expenses of whatever
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kind, including reasonable attorneys’ fees, fees and the cost of enforcing any right to
indemnification hereunder, and the cost of pursuing any insurance providers.

Permitted Subcontractor means any subcontractor or affiliate of the Contractor which has
been approved by CMHC at its sole discretion in writing to provide any service to CMHC on
the Contractor’s behalf under this agreement.

Personal Information means information about an identifiable individual or other
information that is subject to Canadian privacy Laws.

Pre-existing IP means, for each Party, intellectual property that is owned, or licensed or
sublicensed by such Party, prior to or independent of this Agreement.

Third-Party Claim means any Claim made or brought by any person who is not a party to this
Agreement.

Term means the Initial Term and any Extension Term collectively.

Works means all Intellectual Property and all documents, work product and other materials
that are delivered to CMHC under this Agreement or prepared by or on behalf of the
Contractor in the course of performing the Services.

Article Il. Services

Section 2.01 Description of Services
The Contractor covenants and agrees to provide [Description of Nature of the Agreement, i.e.
Research, Actuarial, Construction etc.] Services described in SCHEDULE A "the Services".

Article Ill. Representations and Warranties
Section 3.01 Contractor’s Representations and Warrantees
The Contractor represents and warrants that at all times during the term of the Agreement:

(a) It is validly incorporated (or formed), it continues to be in valid existence and, if
applicable, good standing in the jurisdiction of its incorporation or formation in;

(b) It maintains all necessary registrations, licenses and consents and complies with all
relevant laws applicable to the provision of the Services;

(c) It complies with the rules, regulations, and policies of CMHC, including security
procedures, or such other policies as CMHC may provide, as amended from time to
time;

(d) Subject to CMHC’s direction, it will comply with CMHC’s vaccination
requirements, as may be amended from time to time;
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(e) It shall provide the Services in a timely, workmanlike and professional manner, to
the satisfaction of the CMHC, and in accordance with industry standards applicable
to the Contractor's field.

The warranties set forth in this Section are cumulative and in addition to any other warranty
provided by law or equity.

Article IV. Term and Termination

Section4.01 Term

The term of the Agreement shall be for a period of three (3) years commencing on Click or
tap to enter a date. (the “Effective Date”) and ending on Click or tap to enter a date. (the
“Initial Term”).

Section 4.02 Renewal

This Agreement may be extended in writing, Choose an item., for an additional two (2) one-
year renewal periods (the “Extension Term”), not to exceed a cumulative total of five (5) years
including the Initial Term. The Initial Term and any Extension Term herewith, shall be
collectively referred to as the “Term”.

Section 4.03 Termination

(a) No fault termination
Notwithstanding Section 4.01 and Section 4.02 above, CMHC may terminate the Agreement
for any reason, without penalty, charge, or liability, by giving five (5) calendar days’ written
notice at any time during the Term.

(b) Termination for Cause with Notice
CMHC may immediately terminate this Agreement without penalty charge or liability by
giving twenty (20) calendar days’ written notice to the Contractor, for any of the following
reasons:

i.  The Contractor commits a material breach of its duties under this Agreement,
numerous breaches of its duties under this Agreement that collectively constitute
a material breach, unless the Contractor cures such breach to the satisfaction of
CMHC in CMHC'’s sole and absolute discretion, and indemnifies CMHC for any
resulting damage or loss within twenty (20) calendar days’ of receipt of written
notice of breach;

ii. ThereisaChangein Control, unless the Contractor demonstrates to the satisfaction
of CMHC, that such event will not adversely affect its ability to perform the Services
under this Agreement; or

iii.  The Contractor becomes bankrupt or insolvent, or a receiving order is made against
the Contractor, or any assignment is made for the benefit of the creditors, or if an
order is made or a resolution passed for the winding up of the Contractor.
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(c) Termination for Cause without Notice
CMHC may immediately terminate this Agreement without penalty or charge without notice
to the Contractor, for any of the following reasons:
i.  CMHC has reason to believe that the Contractor has committed gross misconduct,
fraud or other unlawful acts, a breach of its Representations and Warrantees under
Article I, or terms related to Conflict of Interest under Article VI, Confidentiality
and Privacy under Article VII, Information Assets and Intellectual Property under
Article VIII, under this Agreement.
ii. CMHCdoes not have sufficient appropriations from Parliament to fulfill its payment
obligations.

Section 4.04 CMHC’s Obligations upon Termination

In the event that a notice of termination is given, and subject to the deduction of any Claim
which CMHC may have against the Contractor arising out of the Agreement or its termination,
CMHC will make payment for the value of all Services performed to the date of the notice, as
determined in accordance with the rate(s) specified in the Agreement. CMHC shall make
payment within thirty (30) calendar days as of the later of (i) the date of the notice; or (ii)
receipt of an invoice submitted by the Contractor. Upon such payment, it shall have no further
obligation or liability of any kind to the Contractor. Notwithstanding the above, in the case of
lack of appropriations described in Section 4.03(c)ii, CMHC shall have no liability for breach
of its payment obligations.

Section 4.05 Contractor’s Obligations upon Termination

Upon termination of this Agreement or upon delivery of notice of intent to terminate this
Agreement, the Contractor shall promptly, and at latest five (5) business days following
termination of this Agreement, review all work in progress and report the status of all work
in progress to CMHC. The Contractor shall upon CMHC's written request, complete or arrange
for the completion of any and all work in process at the time of termination.

Section 4.06 Termination Assistance

Commencing six (6) months prior to expiration of the Term or on such earlier date as CMHC
may request, the Contractor shall provide CMHC with reasonable termination assistance to
allow the Services to continue without interruption or adverse effect and to facilitate the
orderly transfer of the Services to CMHC or its designee. Assistance to transition from the
Services beyond the reasonable scope shall be charged in accordance the with fee stated at
Schedule B of this Agreement Any amount payable under this section will not cause CMHC to
exceed the Total Financial Liability amount set out in Section 5.01 unless otherwise agreed by
CMHC in writing.

Article V. Price and Payment

Section 5.01 Pricing

In consideration of the performance of the Services, CMHC agrees to pay the Contractor an
amount based on the Contractor's rates attached as SCHEDULE B of this Agreement. CMHC's
total financial liability under the terms and conditions of this Agreement shall not exceed
[Amount in words (numerals)] dollars CAD] inclusive of taxes, assessment, duties, levies and
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expenses for Services provided during the Initial Term of the Agreement (the “Total Financial
Liability”). No other taxes, assessments, duties or other levies shall be payable to the
Contractor unless specifically agreed in writing by the Contractor and CMHC.

Section 5.02 Invoicing

(a) The Contractor shall submit detailed invoices to CMHC for every phase and/or
milestone completed during the Term, describing the Services provided during the
period covered by the invoice and in accordance with the Purchase Order (PO).

(b) Notwithstanding article Section 5.01 above, GST/HST or Provincial sales taxes, as
applicable, shall be collected by the Contractor on all consideration payable under this
agreement including fees, disbursements and any other charges and shown as a
separate item on each invoice, showing the Contractor’s GST/HST/QST or other
provincial tax numbers, as applicable. The Contractor shall duly remit to the Canada
Revenue Agency or the appropriate provincial taxing authorities all taxes payable on
the Services.

(c) CMHC will issue a Purchase Order (PO) for every purchase under this Agreement. All
invoices must make reference to the PO number and this Agreement and shall be sent
electronically to accountspayable@cmhc-schl.gc.ca.

(d) The Contractor cannot invoice prior to performance of the Service or as outlined in
SCHEDULE AB of this Agreement.

Section 5.03 Verification of performance

Before advancing any amount to the Contractor, CMHC reserves the right to determine, in its
sole and absolute discretion, whether the Services were performed in accordance with the
terms and conditions of the Agreement. In the event that the Services do not meet the
standards set out in the Agreement, CMHC may take such action as reasonably necessary to
require the Contractor to correct its default, including, without limitation, the following:

(a) directing the Contractor to redo the work that was not completed in accordance with
the Agreement;

(b) withholding payment;

(c) setting off any expenses incurred by CMHC in remedying the default of Contractor
against payment for payment due to the Contractor; and/ or

(d) terminating the Agreement for default.

Section 5.04 Method of Payment

All payments due under the Agreement will be made by means of Electronic Funds Transfer
(“EFT”). The Contractor shall provide CMHC with all information set out in Section 5.07 to
allow EFT to be effected and keeping the information up to date. In the event that either party
is unable to make or accept payments by EFT, the Contractor agrees to accept payment by
cheque or another mutually agreeable method of payment.

Section 5.05 Timing of Payment
The Contractor shall allow CMHC thirty (30) calendar days from delivery of invoice for

payment without interest charges, except for any amounts disputed by CMHC in good faith.

Page 6 of 28


mailto:accountspayable@cmhc-schl.gc.ca

APPENDIX D — FORM OF AGREEMENT
RFP # 002325 SNOW REMOVAL AND SALTING SERVICES FOR GRANVILLE ISLAND
SUBMISSION DEADLINE: 10 OCTOBER 2023 AT 12:00 P.M. (NOON) PACIFIC TIME

Section 5.06 Disbursements and Travel Costs

The Contractor is not entitled to seek reimbursement from CMHC for any extra or separate
travel expenses whatsoever under this Agreement that have not been pre-approved and
authorized, and that are in excess of the Total Financial Liability amount set out in Section
5.01 unless otherwise agreed by CMHC in writing. Travel costs are to be estimated based on
eligible travel costs which will be incurred directly by the Contractor to perform the Work,
that are reasonable and comparable to costs allowed under CMHC Travel Policy, attached
hereto as Vendor Information Form to be attached under SCHEDULE B

SCHEDULE C.

In support of the travel costs included in the contract value, the Contractor shall complete
the Estimate Form attached hereto as SCHEDULE D and provide it to the designated CMHC
Authority for pre-approval. CMHC may, at its sole discretion, not reimburse the Contractor
for the travel costs where the Contractor has not completed the Estimate Form and obtained
a pre-approval. The Contractor must also provide appropriate receipts that are satisfactory
to CMHC in support of travel costs.

Section 5.07 Direct Deposit and Income Tax Reporting Requirement

Under the Income Tax Act, CMHC must report payments made to Contractors to the
Government of Canada by issuing T1204 supplementary slip. The Contractor shall provide
CMHC the necessary information to complete any forms to comply with its obligation under
the Income Tax Act or any law, including the Contractor’s business number, in order to allow
CMHC to make payment by EFT and to complete the T1204 supplementary slip. In the event
that the Contractor is an individual and does not have a Business Number issued by the CRA,
the Contractor must provide their Social Insurance Number.

The Contractor shall complete a Vendor Information Form under SCHEDULE B prior to
commencement of the Term. Throughout the Term, the Contractor shall ensure that the
information provided remains accurate and up to date. The Contractor assumes full
responsibility for any errors in payments or tax reporting that arise because the information
supplied is inaccurate or out of date. In addition, the Contractor is requested to provide
contact information to allow for payment by EFT including a void cheque.

Section 5.08 Withholding Taxes

(a) Any payments made to the Contractor by CMHC pursuant to Section 5.01 in respect
of Services rendered in Canada will be subject to a 15% withholding tax as required
pursuant to Regulation 105 of the Income Tax Act. If any such withholding taxes are
required to be withheld from any amounts payable to the Contractor, CMHC shall
make such withholdings and duly and promptly remit the amount withheld to the
Canada Revenue Agency. The Contractor must identify the value of Services provided
in Canada within its invoice. Otherwise, CMHC will withhold taxes on the full
consideration amount.
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(b) CMHC shall have no liability or responsibility for withholding or remitting any taxes or
payments, including but not limited to employment insurance remittances, Canada
Pension Plan contributions or employer health tax, or worker’'s compensation
insurance premiums for Contractor and Contractor Personnel. The Contractor is
responsible for these withholding, remitting and registration obligations, and shall
indemnify CMHC from and against any order, penalty, interest, taxes or contributions
that may be assessed against CMHC due to the failure or delay of the Contactor to
make any such withholdings, remittances or registration, or to file any information
required by any law.

Section 5.09 Payment Dispute

In the event of a payment dispute, CMHC shall deliver a written statement to the Contractor
listing all disputed items and providing an explanation of each disputed item. Amounts not so
disputed are deemed accepted and must be paid, notwithstanding disputes on other items,
within the period set forth in this Section. The parties shall seek to resolve all such disputes
expeditiously and in good faith. The Contractor shall continue performing its obligations
under this Agreement notwithstanding any such dispute.

Article VI. Conflict of Interest

Section 6.01 Avoid and Eliminate Conflict of Interest

The Contractor and Contractor Personnel shall avoid any real, potential or apparent Conflict
of Interest during the Term and shall declare any Conflict of Interest to CMHC immediately
upon becoming aware of the Conflict of Interest. The Contractor shall, take steps to eliminate
any real, potential or apparent Conflict of Interest, to the satisfaction of CMHC. In the event
that a Conflict of Interest cannot be resolved to the satisfaction of CMHC, CMHC shall have
the right to immediately terminate the Agreement.

Section 6.02 Compliance with Conflict of Interest Act
Any public office holder or former public office holder must be in compliance with the
provisions of the Conflict of Interest Act S.C. 2006, c. 9, s. 2.

Article VII. Confidentiality

Section 7.01  Confidentiality and Non-Disclosure of CMHC Information
(a) The Contractor understands the sensitive nature of the CMHC Information and agrees
to treat all CMHC Information as proprietary, confidential and sensitive during the
Term and following termination of the Agreement, unless otherwise specifically
agreed to in writing by CMHC.

(b) The Contractor further agrees to restrict access to CMHC Information to those
persons who have a need to know this information in order to perform the Services
and who are bound by an obligation of confidentiality that is at least as strict as that
contained in this Agreement provided such persons meet the appropriate security
screening as per Government of Canada security screening classification prior to
CMHC granting any such access. Where the Services are sensitive in nature, at the
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(c)

request of CMHC, the Contractor shall provide an Oath of Secrecy for each of its
Contractor Personnel.

In the event that the Contractor experiences a breach of confidentiality with respect
to the CMHC Information, the Contractor will immediately notify CMHC and co-
operate with CMHC to the extent required to remedy the breach.

(d) The Contractor acknowledges and understands that CMHC considers all CMHC

Information to be under its custody and control at all times, and that all information
in the care and control of CMHC is subject to federal laws on privacy and access to
information.

(e) The Contractor shall, at all times, ensure to transmit information between the

(f)

(8)

Contractor and CMHC through secure means of transmission.

In addition, when CMHC Information is stored, the Contractor will, at all times, use
reasonable administrative, physical and technological security measures to ensure
that the information remains confidential where applicable, and that the information
is not lost or otherwise accessed without authority, as further described in SCHEDULE
“X” (“Privacy and Security Requirements”) attached hereto. The Contractor will also
implement information management and governance tools and controls, as further
described in SCHEDULE “X”. The requirements of SCHEDULE “X” will be binding on
any third party to whom the Contractor outsources any of its IT or information
management functions or who is managing such functions on behalf of the
Contractor. In addition to the requirements set forth in SCHEDULE “X”, the Contractor
shall, to the extent the information contains Personal Information, comply with
applicable Canadian privacy laws.

The Contractor shall conduct regular security assessments to ensure
safeguards are working effectively.

(h) The Contractor shall execute any further actions to enhance the security

(i)

(i)

controls as may be reasonably required by CMHC.

The Contractor shall ensure all CMHC Information is encrypted while in
transit and at rest at a minimum 128 bit encryption throughout the
Term.

Any CMHC Information provided to the Contractor in the performance
of the Services shall be returned, uncopied to CMHC or destroyed by
the Contractor immediately following the termination of this
Agreement or upon the request of CMHC. For documents not returned
to CMHC, the Contractor shall proceed to the destruction of such
documents in accordance with CMHC’s reasonable instructions and
provide specific proof under oath of their destruction. Notwithstanding
the foregoing, the Contractor shall be permitted to maintain copies of
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such documentation as it reasonably requires in accordance with
records retention or other regulatory requirements, provided that such

retained documentation shall at all times remain subject to the other

provisions of this Agreement.

(k) Without limiting the generality of the foregoing, the Contractor shall

not and shall ensure that any Contractor Personnel or any other entity

engaged to perform any portion of the Services does not release, share
or otherwise divulge CMHC Information to any other entity including
subsidiaries, branch officers, partners of the Contractor,

subcontractors without the prior written consent of CMHC.

(I) The Contractor may disclose CMHC Information where required to do
so pursuant to a lawful requirement or for the purposes of complying
with a subpoena, warrant or other legal compulsion lawfully made by a
court or other competent authority. When the Contractor discovers
that it may potentially be required to disclose CMHC Information for the
reasons described in the immediately foregoing sentence, the Contract
shall: (a) notify CMHC promptly so that CMHC has the opportunity to
seek a protective order or other appropriate remedy; (b) provide
information and other assistance in order for CMHC to take appropriate
legal action against disclosure; and (c) ensure that disclosure is strictly

limited to the information lawfully requested.

or

(m)NOTE: If the security clearance requirement is known at time of
contract drafting/start date include the following sentence and

identify either Reliability or Secret: [CMHC requires the Contractor

Personnel and its facilities to be security cleared with Government of
Canada [Reliability or Secret] status at the start date of this Agreement.]

Contractor Personnel may be required to undergo a criminal records
check or hold a valid personnel security screening at the level required
in writing by CMHC prior to commencement of any Services and must
provide the results of the check to CMHC’s corporate security
department. CMHC reserves the right to disallow any person to carry
out work under the Agreement on the basis of the results of the criminal
records check/security clearance. Each of the Contractor’s proposed
staff, who do not hold a valid clearance, will be required to complete a

“Security Clearance Form” (67934) upon request from CMHC.

(n) This Agreement does not provide automatic security clearance and or
access to CMHC’s property to the Contractor or Contractor Personnel.
Security clearance and /or access to the property will be granted, at
CMHC'’s request and in accordance with CMHC’s security requirements
for the purpose of fulfilling its obligations as per the terms of this
Agreement. CMHC reserves the right to refuse or revoke security

clearance and / or access to property at any time.
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Section 7.02 Data Residency

(a) CMHC Information to remain in Canada

The Contractor agrees that the CMHC Information shall always remain and be
accessed from/within Canada and by individuals who have obtained the appropriate
security screening as per Government of Canada security screening classification and
expressly agrees to logically segregate CMHC Information in electronic format and
physically segregate physical documents. Without limiting the generality of the
foregoing, the Contractor shall not relocate the equipment, databases or documents
containing any data (including any redundant or back-up environments) anywhere
outside of Canada without CMHC prior written consent.

Section 7.03  Privacy

(a)

The Parties acknowledge that this agreement does not entail the disclosure or access
to Personal Information. To the extent that there is any inadvertent disclosure or
access to Personal information, the Parties agree to take immediate action to: (i.)
mitigate the damages that may arise from the disclosure or access, including the
immediate deletion of the Personal Information; (ii.) notify the disclosing Party of
the disclosure or access by telephone and in writing; (iii.) take any further action as
the disclosing party may require to investigate, and remedy the matter; and (iv.) to
the extent permitted by law, maintain strict confidentiality of the inadvertent
disclosure or access.

Section 7.04 Requests under the Access to Information Act

(a)

(b)

(c)

The Parties will comply with the provisions of the Access to Information Act,
including in connection with a request under the Access to Information Act by a third
party for access to information (“Access to Information Act Request”).

If an Access to Information Act Request is made to the Contractor (rather than to
CMHC) for access to any CMHC Information, the Contractor shall: (a) not
communicate with or respond to the person making the Access to Information Act
Request, except as directed by CMHC in writing; (b) promptly, but in any event,
within seven days (or such other period of time as may be agreed by the Parties) of
the receipt of such Access to Information Act Request, forward that Access to
Information Act Request to CMHC; and (c) without detracting from CMHC's
responsibilities and The Contractor’ rights under the Access to Information Act,
reasonably cooperate with CMHC as necessary to enable CMHC to respond to each
Access to Information Act Request or otherwise comply with the Access to
Information Act.

CMHC will make commercially reasonable efforts to notify the Contractor of a

request under any Access to Information Act Request that involves confidential
commercially sensitive information of the Contractor.
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Article VIIl.  Information Assets and Intellectual Property

Section 8.01 Ownership
All Works produced under this Agreement shall be the exclusive property of the
Contractor.

Section 8.02 License

Without restricting the scope of any license or other right that CMHC may otherwise
hold, the Contractor hereby grants to CMHC an exclusive, perpetual, irrevocable,
transferable, sublicensable, royalty-free license to use all or part of the Works, in
whole or in part, produced under the Agreement world-wide, with the right to modify
the information or materials for any purpose related to the current or future
operations of CMHC. The license so granted shall survive the termination of the
Agreement.

Section 8.03 Pre-Existing IP Rights
Each Party shall remain, the sole and exclusive owners of all right, title and interest in
its Pre-existing IP.

Section 8.04 No other acquisition of rights
The Contractor will acquire no rights to any CMHC Property other than the rights
expressly granted in herein or any license rights expressly granted in any Services
Order.

Section 8.05 CMHC Property
As between CMHC and the Contractor, CMHC is and will be the exclusive owner of all
of the following and all Intellectual Property Rights therein (collectively, the “CMHC
Property”):

(i) all CMHC Information;

(ii) all tangible and intangible copies of information provided by CMHC pursuant to this
Agreement or otherwise in connection with the Services, including all such records,
and any tangible or intangible copies thereof made by the Contractor in the
performance of the Services;

(iii) all hardware, software, systems, documentation, content, trade-marks, Confidential
Information or other information or intellectual property (including business rules
and business processes) that is or has been procured, created or developed by CMHC
(whether alone or jointly with one or more persons, including other Contractors, but
excluding the Contractor or its subcontractors, and whether such activities occurred
prior to or after the Effective Date, and independent of or in connection with the
Deliverables or the Services) or created or developed for, or licensed to, CMHC by
another Person;

(iv) all Works authored or produced by the Contractor;

(v) all reports or summaries relating to the Service; and

(vi) any and all modifications to any of the foregoing.
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Section 8.06 Derivative Works

CMHC shall have the right to develop Derivative Works and shall own and retain all rights,
including all Intellectual Property rights, over such Derivative Works. CMHC hereby grants to
the Contractor an exclusive, perpetual, irrevocable, fully-paid and royalty-free license to the
freely use, and dispose of the Derivative Works.

Section 8.07 Third-Party Intellectual Property
In the event the Contractor has or intends to incorporate Intellectual Property belonging
to a third party, or derivatives thereof, into the Works, the Contractor represents and
warrants that it has secured all necessary rights and waivers of moral rights to grant CMHC
the right to copy, publish, modify, create derivatives of, the third party information, to
grant any licenses described herein and to carry on any other activities described or
contemplated in this Agreement.

Section 8.08 Corporate Identification and Branding
It is agreed that the Contractor shall make no use whatsoever of CMHC's name, logo or other
official marks without the express written consent of CMHC.

Article IX. Audit

The Contractor shall keep complete and accurate records and statements relating to this
Agreement and the delivery of the Services (“Records”) during the Term and for a period of
two (2) years following the end of the Term or such shorter period as permitted by Applicable
Law. The Contractor shall at all reasonable times, in the event of an audit, permit inspection
of such records and statements by CMHC's internal or external auditors. The Contractor shall
provide CMHC and/or its auditors with sufficient original documents in order to conduct the
audit and allow CMHC to inspect and make copies of such records and interview Contractor
Personnel in connection with the provision of the Services at its own expense. An audit may
be conducted without prior notice, however, CMHC agrees to cooperate with the Contractor
in the course of conducting any audit in order to avoid disruption in day-to-day operations.

Article X. Contingency Planning

Section 10.01 Business Continuity Planning

The Contractor shall have in place a business continuity plan and disaster recovery plan and
will cause any affiliates or Permitted Subcontractors performing in the delivery of Services
under this agreement to likewise maintain business continuity plans, disaster recovery plans.
The Contractor shall be required, upon CMHC’s request, to supply a copy of its business
continuity policies and complete a CMHC Business Continuity Management Attestation Form
(SCHEDULE E) prior to the execution of the Agreement and thereafter within 30 calendar days
of CMHC’s request/ on a yearly basis.

The Contractor shall cover all costs associated with performance of their contingency plans.
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Article XI. Indemnification

Section 11.01 Indemnification

The Contractor agrees to indemnify, defend and hold harmless CMHC and its directors,
officers, employees, and agents (each an “Indemnified Party”) from and against all Claims and
Losses. The indemnification applies whether such Claims are suffered or brought in the name
of CMHC or in the name of the Contractor or Contractor Personnel. The Contractor, as the
case may be, shall have the right to assume control of its own defence at any time, provided
that it assumes the costs of its defence, however the Contractor shall not enter into a
settlement without the applicable Indemnified Party’s consent. This clause shall survive the
termination of the Agreement.

Section 11.02 Indemnification Procedure

If any Party entitled to indemnification receives notice of the assertion or commencement of
any Third-Party Claim that Party shall give the other reasonably prompt written notice
thereof, but in any event not later than thirty (30) calendar days after receipt of notice of such
Third-Party Claim. Such notice shall (i) describe the Third-Party Claim in reasonable detail, (ii)
include copies of all material written evidence thereof and (iii) indicate the estimated amount,
if reasonably practicable, of the Loss that has been or may be sustained by the Party.

The failure to give such prompt written notice shall not, however, relieve the Party required
to indemnify under Section 11.01 of its indemnification obligations.

Section 11.03 Participation in Defense

The Indemnified Party shall have the right to participate in the defence with counsel selected
by it subject to the Indemnifying Party's right to control the defence. The fees and
disbursements of such counsel shall be at the expense of the Indemnified Party, provided
that, if in the reasonable opinion of counsel to the Indemnified Party, (A) there are legal
defences available to an Indemnified Party that are different from, or additional to, those
available to the Indemnifying Party; or (B) there exists a Conflict of Interest between the
Indemnifying Party and the Indemnified Party that cannot be waived, the Indemnifying Party
shall be liable for the reasonable fees and expenses of counsel to the Indemnified Party in
each jurisdiction for which the Indemnified Party determines counsel is required.

Section 11.04 Cooperation
CMHC and the Contractor shall co-operate with each other in all reasonable respects related
to this agreement and in connection with the defence of any Third-Party Claim.

Article XII. Limitation of Liability

Section 12.01 No Limitation of Liability
Nothing in this Agreement shall exclude or limit the Contractor's liability under this
Agreement.
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Section 12.02 CMHC Liability Disclaimer

CMHC, its employees, directors or affiliates and their employees or directors shall have no
liability arising out of or relating to the provision of Services by the Contractor, Contractor
Personnel or its affiliates, except for causes arising from its gross negligence or willful
misconduct. This provision applies to the fullest extent permitted by law.

Section 12.03 No Consequential Damages

In no event shall CMHC be liable for any indirect, special, incidental, consequential or punitive
damages or for any lost profits arising out of or relating to any Services provided by the
Contractor or its affiliates. This provision applies to the fullest extent permitted by law.

Article Xlll.  Insurance Obligations
Note: Contact Corporate Insurance for your specific scope to determine appropriate
coverages.

Section 13.01 Insurance Requirements
The Contractor shall procure, supply and maintain, at its own expense, the designated
insurance, or cause to be procured and maintained such insurance in force for the duration
of this Agreement. On the Effective Date, all insurance coverage(s) of the Contractor shall be
issued by financially sound and responsible regulated insurance companies and shall have an
A.M. Best Company, Inc. rating of "A-" or better (or such other debt rating agencies and/or
rating as approved at the sole discretion of CMHC).

Section 13.02 Commercial General Liability Insurance

Commercial General Liability insurance with an insurer licensed to do business in Canada with
a limit of not less than five million dollars ($5,000,000) inclusive for personal injury, bodily
injury (including death) and property damage for any one occurrence or series of occurrences
arising from one cause. The policy shall provide coverage for, but not be limited to, all
premises and operations of the Contractor, liability for products and completed operations,
broad form coverage, contractor’s liability, non- owned automobile, employer’s liability,
contractual liability and liability specifically assumed under this Agreement. Canada Mortgage
and Housing Corporation shall be added to the policy as an additional insured and the policy
shall contain cross liability, and severability of interest clauses.

Section 13.03 Commercial Automobile Insurance
The Contractor shall provide, maintain, and pay for Automobile Liability Insurance in respect
of vehicles that are required by law to be insured under a contract by a Motor Vehicle
Liability Policy. The policy shall have limits not less than $5,000,000 inclusive per occurrence
for bodily injury, death, and damage to property, covering all vehicles owned or leased by
the Contractor. Where the policy has been issued pursuant to a government-operated
automobile insurance system, the Contractor shall provide Canada Mortgage and Housing
Corporation with confirmation of automobile insurance coverage for all automobiles
registered in the name of the Contractor.
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Section 13.04 Broad Form Contractors Equipment Insurance
Contractor’s equipment insurance coverage with an insurer licensed to do business in
Canada, covering equipment used by the Contractor for the performance of the work,
coverage is to be on a replacement cost basis or shall be in a from acceptable to CMHC.

Section 13.05 Workers Compensation
Worker’s compensation coverage for all employees engaged in the Services in accordance
with the statutory requirement of the province, territory or state in which the Services are
being performed.

Section 13.06 Other Conditions

If there are material changes in the scope of the Services provided under this Agreement,
CMHC may request changes to the minimum insurance coverages set out above. All insurance
policies required to be maintained by the Contractor pursuant to this insurance clause shall
be primary with respect to this Agreement and any valid and collectible insurance of CMHC
shall be excess of the Contractor’s insurance and shall not contribute to it. All Certificate of
Insurance shall mention that insurers will provide CMHC with at least thirty (30) days’ written
notice prior to cancellation of any insurance referred to under this insurance clause. In
addition the Contractor shall provide written notice to CMHC forthwith upon learning that an
insurer described in this insurance clause intends to cancel, or intends to make or has made
a material change to, any insurance referred to in this insurance clause. A Certificate of
Insurance meeting the above requirements shall be delivered to CMHC upon execution of this
Agreement and for each renewal thereafter.

Without in any way restricting CMHC’s discretion to grant or withhold its consent to a request
to subcontract pursuant to this Agreement or any other contract, the Contractor agrees that
it shall contractually obligate any subcontractor or independent contractor retained in
connection with this Agreement and any other contract to maintain insurance against such
risks and in such amounts that having regard to such subcontractor’s or independent
contractor’s involvement in the provision of the Services could reasonably be expected to be
carried by persons acting prudently and in a similar business to that of such subcontractor or
independent contractor. It shall be the sole responsibility of the Contractor to decide whether
or not any other insurance coverage, in addition to the insurance requirements stipulated
herein, is necessary for its own protection or to fulfill its obligation under the Agreement.

Article XIV.  General Terms

Section 14.01 Dispute Resolution

If any dispute arises between the Parties relating to the application, interpretation,
implementation or validity of this agreement that cannot be resolved by mutual agreement,
the Parties agree that they will make efforts to resolve the latter internally before resorting
to litigation.

Section 14.02 Notice
All notices or other communication issued under this Agreement shall be in writing and shall
be forwarded via mail, courier or e-mail:

Page 16 of 28



APPENDIX D — FORM OF AGREEMENT
RFP # 002325 SNOW REMOVAL AND SALTING SERVICES FOR GRANVILLE ISLAND
SUBMISSION DEADLINE: 10 OCTOBER 2023 AT 12:00 P.M. (NOON) PACIFIC TIME

i.  To CMHC at the following address:

Canada Mortgage and Housing Corporation
Att: Click here to enter text.

Title: Click here to enter text.

Address: Click here to enter text.

700 Montreal Road

Ottawa, Ontario

K1A OP7

Phone: Click here to enter text.
Email: Click here to enter text.

ii.  Tothe Contractor at the following address:
Click here to enter text.
Att: Click here to enter text.
Title: Click here to enter text.
Address: Click here to enter text.

Phone: Click here to enter text.
E-mail: Click here to enter text.

Notices sent in accordance with this Section will be deemed effectively given: (a) when
received, if delivered by hand, with signed confirmation of receipt; (b) when received, if sent
by a nationally recognized overnight courier, signature required; (c) when sent, if by facsimile
or email in each case, with confirmation of transmission if sent on a day in which CMHC is
open for business (“Business Day”) between 9 a.m. and 5 p.m. EST, and on the next Business
Day if sent after the addressee’s normal business hours; and (d) on the fifth 5t day after the
date mailed by certified or registered mail by the Canada Post Corporation.

Section 14.03 Further assurances

Each Party shall execute, deliver, furnish such additional documents, instruments,
conveyances and assurances and take such further actions as may be reasonably required to
carry out the provisions of this Agreement and give effect to the transactions contemplated
herein.

Section 14.04 Survival

Provisions of these Terms which by their nature should apply beyond their terms will remain
in force after any termination or expiration of this Agreement including, but not limited to,
the following provisions: Article Ill Representations and Warranties, Article VIl Confidentiality,
Article VIII Information Assets and Intellectual Property, Article XI Indemnification, Article XII
Limitation of Liability, Article XIll Insurance Obligations, Article XIV General Terms, or any
provision which by its nature is intended to survive the termination of this agreement.
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Section 14.05 Severability

If any term or provision of this Agreement is invalid, illegal or unenforceable in any
jurisdiction, such invalidity, illegality or unenforceability shall not affect any other term or
provision of this Agreement or invalidate or render unenforceable such term or provision in
any other jurisdiction.

Section 14.06 Equitable Remedies

The Parties agree that irreparable damage would occur if any provision of this Agreement was
not performed in accordance with the Terms hereof and that the parties are entitled to
equitable relief, including injunctive relief or specific performance of the terms hereof, in
addition to any other remedy to which they are entitled at law or in equity.

Section 14.07 Remedies for non-compliance

If the Contractor fails to comply with a direction or decision of CMHC properly given under
the terms of the Agreement, CMHC may take such actions and incur such costs that are
reasonably required to implement its direction, including, without limitation, the engagement
of another person or entity to perform the Services and withholding of payment due to the
Contractor for Services rendered, which moneys may be set off by CMHC against any
expenses that it may incur in remedying a default or failures as described above.

Section 14.08 Cumulative remedies
The rights and remedies under this Agreement are cumulative and are in addition to and not
in substitution for any other rights and remedies available at law or in equity or otherwise.

Section 14.09 Waiver
Failure by either party to assert any of its rights under the Agreement shall not be construed
as a waiver thereof.

Section 14.10 Assignment

(a) This Agreement shall not be assigned in whole or in part by the Contractor without the
prior written consent of CMHC. No purported assignment of this Agreement shall relieve
the Contractor from any obligation under this Agreement or impose any liability upon
CMHC.

(b) If specific individuals are identified in the Agreement to perform the Services or any part
thereof, those individuals shall provide the Services unless they are unable to do so for
reasons beyond Contractor’s reasonable control.

(c) If Contractor is unable to provide any specific individual identified in the Agreement, it
shall, as soon as possible, give notice to CMHC of the reason rendering it is unable to do
so and submit the name, qualifications and experience of a proposed replacement for
CMHC's review and approval.
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(d) Contractor shall not, in any event, allow performance of the Services by unauthorized
replacement persons. CMHC may order that any individual identified in the Agreement
to perform the Services or any part thereof or, if applicable, a replacement, stop
performing the Services. In such a case, the Contractor shall immediately comply with
the order and submit the name, qualifications and experience of a proposed replacement
for CMHC's review and approval. The fact that CMHC does not order that any individual
stop performing the Services does not relieve the Contractor from its responsibility to
meet the requirements of the Agreement.

Section 14.11 Successors and assigns
This Agreement shall be binding upon the Parties, their heirs, executors, administrators,
successors and assigns.

Section 14.12 Changes to the Agreement

(e) Amendments
This Agreement may only be amended or modified in a writing that specifically states
that it amends this Agreement and is signed by an authorized representative of each
party.

(f) Change Orders
Change Orders. CMHC may at any time, by written instructions and/or drawings issued
to the Contractor (each a "Change Order"), order changes to the Services. The
Contractor shall within [NUMBER IN WORDS] ([NUMBER]) [business] days of receipt
of a Change Order submit to CMHC a firm cost proposal for the Change Order. If CMHC
accepts such cost proposal, the Contractor shall proceed with the changed Services
subject to the cost proposal and the Terms and conditions of this Agreement. The
Contractor acknowledges that a Change Order may or may not entitle the Contractor
to an adjustment in the Contractor's compensation or the performance deadlines
under this Agreement.

Section 14.13 Independence of the Parties
It is understood by the Parties that the Contractor shall act as an independent contractor for
the purposes of this Agreement. Contractor and its Contractor Personnel are not engaged as
employees of CMHC. The Contractor agrees to so advise its Contractor Personnel. Without
limiting the generality of the foregoing, the Contractor shall retain complete control of and
accountability for its Contractor Personnel.

Section 14.14 Contractor's Authority

The Contractor agrees that it has no authority to give any guarantee or warranty whatsoever
expressed or implied on behalf of CMHC and that it is in no way the legal representative or
agent of CMHC and that it has no right or authority to create any obligation on behalf of CMHC
or to bind CMHC in any way.
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Section 14.15 No Public Announcements.

No party to this Agreement shall make any public announcements in respect of this
Agreement or the transactions contemplated hereby or otherwise communicate with any
news media without the prior written consent of the other party

Section 14.16 Subcontractors
(@) The Contractor must obtain CMHC's written consent, which may be given or withheld
in CMHC's sole discretion, prior to entering into agreements with or otherwise
engaging any person or entity, including all subcontractors and affiliates of the
Contractor, other than the Contractor's employees, to provide any Services to CMHC.

(b) The Contractor shall remain fully responsible for the performance of each Contractor
Personnel including any Permitted Subcontractor and for their compliance with all of
the terms and conditions of this Agreement as if they were the Contractor's own
employees.

(c) Nothing contained in this Agreement shall create any contractual relationship
between CMHC and any Contractor Personnel.

(d) The Contractor shall require Contractor Personnel to be bound in writing by the
Security and Confidentiality provisions of this Agreement, and, upon CMHC's written
request, to enter into a non-disclosure or Intellectual Property assignment or license
agreement in a form that is reasonably satisfactory to CMHC before sharing any
information with relation to the Services;

(e) The Contractor shall ensure that all Contractor Personnel or anyone acting for or on
behalf of the Contractor, are properly licensed, certified, or accredited as required by
Applicable Law and are suitably skilled, experienced, and qualified to perform the
Services.

Section 14.17 Time is of the Essence

The Contractor acknowledges that time is of the essence with respect to the Contractor's
obligations hereunder and that prompt and timely performance of all such obligations,
including all performance dates, timetables, project milestones and other requirements in
this Agreement is strictly required.

Section 14.18 Exclusivity

CMHC preserves the right in its sole and absolute discretion to perform itself or acquire
Services from any other providers that are similar to or identical to the Services, and CMHC
shall not be liable to the Contractor in any way for exercising this right.

Section 14.19 No Third-Party Beneficiaries
This Agreement is for the sole benefit of the parties hereto and their respective successors
and permitted assigns and nothing herein, express or implied, is intended to or will confer
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upon any other person or entity any legal or equitable right, benefit or remedy of any nature
whatsoever under or by reason of this Agreement.

Section 14.20 Choice of Law and Forum

This Agreement shall be governed by and construed in accordance with the laws of the
Province of [PROVINCE] and the laws of Canada as applicable. The Parties attorn to the
jurisdiction of either the Federal Court or the courts of the Province of [PROVINCE] as
appropriate. The Contractor shall give all notices and obtain all licenses, permits and
authorizations required to perform the Services. The Contractor shall comply with all the laws
applicable to the Services or the performance of this Agreement, as well as any sanction
regimes applicable to the Contractor, Services or industry of work concerning the Contractor’s
business under Canadian law, whether in Canada or outside of Canada

Section 14.21 Counterparts

This Agreement may be executed in counterparts, each of which is deemed an original, but
all of which together are deemed to be one and the same agreement. A signed copy of this
Agreement delivered by facsimile, email or other means of electronic transmission is deemed
to have the same legal effect as delivery of an original signed copy of this Agreement, if the
party sending the facsimile, email or other means of electronic transmission has received
express confirmation that the recipient party received the Agreement (not merely an
electronic facsimile confirmation or automatic email reply).

Section 14.22 Force Majeure

In the event that a Party is prevented from fulfilling its obligations under the terms of this
Agreement by a force majeure or act of God (an event or effect that cannot be reasonably
anticipated or controlled), the impacted Party shall notify the other Party in writing as soon
as reasonably possible. The written notice shall be sent by registered mail or email and shall
outline the circumstances that constitute a force majeure or an act of God, which may
include, but are not limited to, war, serious public disturbances, epidemic, impediments
arising from orders or prohibitions of public authority, actions of public enemies, strikes,
lockouts and other labour disputes, riots, flooding, hurricane, fire, explosion or any other
natural disasters over which the Party has no reasonable control. The Contractor's economic
hardship or changes in market conditions are not force majeure events. The Contractor shall
use all diligent efforts to end the failure or delay of its performance, ensure that the effects
of any force majeure event are minimized and resume performance under this Agreement.

Where CMHC concludes, in its sole discretion, that the Contractor will not be able to fulfill its
obligations under this Agreement, CMHC may terminate this agreement and, or secure the
services of other Contractors to perform the Services without further compensation, penalty
or obligation to the Contractor.

Section 14.23 Headings

The clause headings used herein are inserted only as a matter of convenience and for
reference and shall not affect the construction or interpretation of the Agreement.
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Section 14.24 Language

CMHC as a federal crown corporation is governed by the Official Languages Act and as such
must provide services to the public in both official languages, English and French. Therefore,
if the Contractor, acting on behalf of CMHC, is required to communicate with, or provide
services or products to CMHC clients or the public, it must do so in the official language
chosen by the person receiving the communication, service, or product in a timely and
equivalent manner. The Contractor must also be capable of providing services in both official
languages to CMHC employees in a timely and equivalent manner. All complaints received by
the Service Provider pursuant to the Official Languages Act R.S.C., 1985, c. 31 shall be
forwarded to CMHC within one (1) business day of receipt. CMHC shall have the right to
monitor the Services provided by the Service Provider in both official languages.

Section 14.25 Order of Precedence

The documents comprising the Agreement are complementary and what is called for in any
one shall be binding as if called for by all. The Agreement documents shall be interpreted as
a whole and the intent of the whole shall govern. In the event of a conflict between them, the
Agreement documents shall have following order of precedence the order of precedence is:
(a) this Agreement as amended from time to time; (b) Any schedules, work orders, to this
Agreement that are duly executed by both parties, as amended from time to time, to the
extend of the inconsistency between the terms.

Section 14.26 Entire Agreement

This Agreement, including any documents incorporated herein by reference, constitutes the
sole and entire agreement of the parties, and supersedes all prior or contemporaneous
understandings, written or oral. These Terms prevail over any terms and conditions contained
in any other documentation and expressly exclude any of the Contractor's general terms and
conditions or any other document issued by the Contractor in connection with this
Agreement, not incorporated herein. In case of conflicts between the Contractor's documents
and CMHC's documents, CMHC’s shall govern.

IN WITNESS WHEREOF:
This Agreement has been executed by duly authorized officers of the Parties as follows:

NAME OF CONTRACTOR CANADA MORTGAGE AND
HOUSING CORPORATION
Click here to enter text.

Click here to enter text. Click here to enter text.

Click here to enter text. Click here to enter text.
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Date: Date:

| have the authority to bind the Contractor.
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1) SCHEDULE A
THE SERVICES (I.E. THE SCOPE OF WORK)
KEY ELEMENTS OF SERVICES TO BE PROVIDED, DEFINITION OF “DELIVERABLES”, PROJECT
MILESTONES, TIMING REQUIREMENTS, COMPLETION STANDARDS, SERVICE LEVEL
AGREEMENTS, AND OTHER IMPORTANT ITEMS

2) SCHEDULE B
Contractor’s rates and payment scheduled with the payments tied to Deliverables. If there is
a deposit, please amend Article 3.1 as needed

Vendor Information Form to be attached under SCHEDULE B

3) SCHEDULE C
CMHC TRAVEL POLICY
Applicable to contractors
(include most up to date version)

4) SCHEDULED
TRAVEL ESTIMATES
(include most up to date version)

5) SCHEDULE E
BUSINESS CONTINUITY MANAGEMENT ATTESTATION FORM
(include most up to date version)

6) SCHEDULE “X”
PRIVACY AND SECURITY REQUIREMENTS

“Affiliate” means any legal entity controlling, controlled by, or under common control with a
Party to this Agreement. Control shall exist through direct ownership of more than fifty
percent (50%) of the nominal value of the issued equity share capital or of more than fifty
percent (50%) of the shares entitling the holders to vote for the election of directors or
persons performing similar functions or to rights by any other means to elect or appoint
directors or persons who collectively may exercise such control or through indirect ownership
of all of the issued equity share capital.

“Authorized Person” means officers, employees and contractors of the Contractor who have
a need to know to the Information.

“Contractor Personnel” means all personnel who provide Services to CMHC that: (i) are
employed by the Contractor; or (ii) are employed by an Affiliate of the Contractor.
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“Data Custodian” means Contractor or Contractor subcontractor who is granted access to
CMHC Information and assumes the responsibilities set out in Exhibit 1 to this SCHEDULE A
of this Agreement

“Identified Person” means an Authorized Person whose current work-related responsibilities
require access to the CMHC Information.

“Logical Access Controls” means the process of enforcing proper identification,
authentication and accountability with respect to access to a computer system, based on the
latest information technology (IT) security guidance. These include:

e individual user accounts;

e complex passwords eight (8) characters minimum, lower and upper case, numbers,
special characters);

e access-based on role (privileged vs. non-privileged); and

e auditing.

“Portable Storage Devices (PSDs)” means devices that are portable and contain storage or
memory into which users can store information, including, but not limited to, laptops, CD-
ROMs, flash memory sticks, backup media and removable hard disks.

“Protected B” means a security level assigned to information or assets that, if compromised,
could cause serious injury to an individual, organization or government.

“System” means a single IT-related device, a component of such a device or a group of IT-
related devices that may be used to receive, store, process or transmit information. This
includes, but is not limited to, personal computers, servers, laptops, tablets, smart phones,
virtual computers and cloud based virtual systems.

“Visitor” means an individual, other than an Authorized Person, who has been invited into
the secure area by an Authorized Person, as permitted by Contractor’s access policies.

Privacy and Security Requirements

The Parties are required to protect the CMHC Information in accordance with applicable
direction and guidelines from the Treasury Board of Canada (“TBS”), or their equivalent in the
case of the Contractor, with respect to the protection of “Protected B” data, including
guidance from CSE (ITSG-33) which aligns with the ISO 27001 framework. Further as a federal
government institution, the Contractor acknowledges that CMHC is subject to the Access to
Information Act (Canada) and the Privacy Act (Canada) and therefore the Contractor agrees
to submit to whatever measures are necessary in order to ensure that CMHC can comply with
these laws and their related regulations, policies, and directives (“ATIP Legislation”).

As such, the Contractor agrees: (i) to protect any Personal Information that it may access from
CMHC Information provided through this Agreement in a manner that is compatible with
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provisions of ATIP Legislation; and (ii) will ensure that it has in place appropriate privacy
protection measures to safeguard all CMHC Information that it has access to under this
Agreement. More specifically, Contractor shall, as required by the provisions of Article VII of
this Agreement, comply with the security requirements described below at all times:

Physical Access:

1. CMHC Information will be accessed within a secure location that allows unescorted
access only to Authorized Persons. All Visitors to the secure location will be escorted by
an Authorized Person at all times. The secure location can be within a series of
buildings, one entire building, an entire floor within a building, or a single room. Once
the perimeter of the secure location is defined, these requirements apply to all areas
within the perimeter. Where a series of buildings is involved, a secure perimeter will be
defined for each building. CMHC may approve other secure environments that provide
a similar level of protection to CMHC Information.

2. Access to CMHC Information is limited to Identified Persons. The duties of the Data
Custodian, as stated in Exhibit 1 to this SCHEDULE X, include maintaining an auditable
trail on access to CMHC Information by Identified Persons. Under no circumstances may
Visitors be permitted to access CMHC Information.

IT Storage and Transmission:

3. The Contractor shall ensure that CMHC Information remain in Canada and expressly
agrees to logically segregate CMHC Information that is in electronic form and physically
segregate CMHC Information in physical form. All Systems with access to CMHC
Information will employ Logical Access Controls at the device and network level and
will have functional and current antivirus software.

4. Where CMHC Information is held on PSDs, complex passwords with encryption will be
used. The encryption level will meet the latest communications security establishment
standards for Protected B” information which aligns with the ISO 27001 framework.
This applies equally to backups of CMHC Information stored on PSDs.

5. Servers storing and transmitting unencrypted data, where used, will be located in a
secure, controlled-access area, preferably in the same area where CMHC Information
is accessed. If located in a separate area, controls will be in place to ensure that only
Identified Persons can access the server. Unless CMHC Information is encrypted
continuously while outside the secure area, a conduit will be used for all cabling and all
cross-connect areas will be physically secured.

6. Network firewall rules will be in place such that no System processing CMHC
Information can communicate at the network layer with any system that can be
accessed by non-Identified Persons.

Network firewall rules will also be in place such that no System processing CMHC
Information can be accessed at the network layer by a System outside of the secure
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area. CMHC Information may be stored on and transmitted over networks not meeting
these requirements, provided that it is encrypted, except when at rest and in use by an
Identified Person. Alternatively, CMHC Information may be stored on a stand-alone
computer in a secure area with no external connections, or on a closed network within
the secure area. When the network transmits information that leaves a secure area (for
example, when a series of buildings house employees within a single organization), the
CMHC Information will be encrypted whenever it is outside the secure area.

Physical Storage:

7. When notin use, PSDs containing CMHC Information will be stored in secure containers.
This applies equally to backups of CMHC Information.

8. CMHC Information will not be removed from the secure area (as described in point 1
above) in any format (e.g., printouts, PSDs, etc.), and in accordance with this SCHEDULE
A. When not in use, printed documents containing CMHC Information will always be
stored in secure containers.

Information Copying and Retention & Record Management:

9. Copies and extracts of CMHC Information may only be made for the purposes of
carrying out the permitted purposes as covered by this Agreement. When no longer
needed, any such copies or extracts will be destroyed in a secure manner as required
under this Agreement.

10. Paper documents containing CMHC Information will be destroyed (shredded) in a
secure manner before disposal. All electronic storage media used in the processing of
CMHC Information, including all back-up, PDSs, photocopiers and other electronic
media where CMHC Information has been electronically stored, will be sanitized or
destroyed, in accordance with the latest communications security establishment
standards for “protected B” information when disposing of such media, or when return
or destruction of CMHC Information is required pursuant to this Agreement.

11. The Contractor’s Data Custodian agrees to establish and maintain an inventory of all
data files received from CMHC, as stated in “EXHIBIT 1 TO SCHEDULE X”.
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“EXHIBIT 1 TO SCHEDULE X”
RESPONSIBILITIES OF THE DATA CUSTODIAN

The Data Custodian, designated by the Contractor will implement the following requirements:

1. Prepare a document for the use of the Contractor’s employees and contractors

engaged by the Contractor, outlining the terms and conditions governing the use of
CMHC Confidential Information, as well as the procedures to send, receive, handle and
store CMHC Confidential Information (hereinafter the “Confidentiality Document”).
The Confidentiality Document will include the following terms and conditions of this

Agreement:

Confidentiality of CMHC's Confidential Information, as specified in the Agreement;
Use of CMHC’s Confidential Information, as specified in the Agreement;

iii. Access to CMHC'’s Confidential Information, as specified in the Agreement; and

Security Requirements, as specified in the Agreement

1. Prior to granting access, the Data Custodian will ensure that every employee and every
contractor engaged by the Contractor who accesses CMHC Information has agreed in
writing to comply with confidentiality terms no less strict than this Agreement.

2. Acknowledge receipt of each data file received from CMHC pursuant to this Agreement,
and maintain a register of all such files, containing the following information:

Date received;

File name and reference period;

Employee of Contractor who received the file;

Employee of CMHC who sent the file;

Employee of Contractor responsible for safekeeping of the file; and
Date the file was destroyed or returned to CMHC (if applicable).

3. Maintain a register of all Identified Persons who have been granted access to the data
files received from CMHC by the Contractor, containing the following information:

a)
b)

File name and reference period;

Name of employee or/and contractors engaged by the Contractor to whom access
is given;

Justification for access;

Name of delegated manager who authorized access and date of authorization; and
Start and end dates of period for which access is authorized.
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